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Executive_summary
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Article 20 of the GDPR creates a new right to data portability, which is closely related to the right of
access but differs from it in many ways. It allows for data subjects to receive the personal data that
they have provided to a controller, in a structured, commonly used and machine-readable format, and
to transmit those data to another data controller. The purpose of this new right is to empower the data
subject and give him/her more controlover the personaldata concerning him or her.
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Since it allows the direct transmission of personal data from one data controller to another, the right
to data portability is also an important tool that will supportthe free flow of personaldatain the EU
and foster competition between controllers. It will facilitate switching between different service
providers,and will therefore fosterthe development of new services in the context of the digital single
market strategy.
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This opinion provides guidance on the way to interpret and implement the right to data portability as
introduced by the GDPR. It aims at discussing the right to data portability and its scope. It clarifies the
conditions underwhich this newright applies taking into account the legal basis of the data processing
(either the data subject’s consent orthe necessity to perform a contract) and the fact that this right is
limited to personal data provided by the data subject. The opinion also provides concrete examples
and criteria to explain the circumstances in which this right applies. In this regard, WP29 considers
that the right to data portability covers data provided knowingly and actively by the data subject as
well as the personal data generated by his or her activity. This new right cannot be undermined and
limited to the personal information directly communicated by the data subject, for example, on an
online form.
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As a good practice, data controllers should start developing the means that will contribute to answer
data portability requests, such as download tools and Application Programming Interfaces. They
should guarantee that personal data are transmitted in a structured, commonly used and machine-
readable format, and they should be encouraged to ensure the interoperability of the data format
provided in the exercise of a data portability request.
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The opinion also helps data controllers to clearly understand their respective obligations and
recommends best practices and tools thatsupport compliance with the right to data portability. Finally,
the opinion recommends that industry stakeholders andtrade associations worktogetheron acommon
setof interoperable standards and formats to deliver the requirements of the right to data portability.
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1. Introduction

1. F

Aurticle 20 ofthe General Data Protection Regulation (GDPR) introduces a new right of data portability.
This right allows for data subjects to receive the personal data that they have provided to a data
controller, in a structured, commonly used and machine-readable format, and to transmit those datato
another data controller without hindrance. This right, which applies subject to certain conditions,
supports userchoice, usercontroland userempowerment.
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Individuals making use of their right of access under the Data Protection Directive 95/46/EC were
constrained by the format chosen by the data controller when providing the requested information.
The new right to data portability aims to empower data subjects regarding their own personal
data, as it facilitates their ability to mowe, copy or transmit personal data easily from one IT
environment to another (whether to their own systems, the systems of trusted third parties or those
of new data controllers).
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By affirming individuals’ personal rights and control over the personal data concerning them, data
portability also represents an opportunity to “re-balance” the relationship between data subjects and
data controllers?.
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1 The primary aim of data portability is enhancing individual’s control over their personal data and making sure they
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Whilst the right to personal data portability may also enhance competition between services (by
facilitating service switching), the GDPR is regulating personal data and not competition. In particular,
article 20 does not limit portable datato those which are necessary oruseful for switching services?.
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Although data portability is a new right, othertypes of portability already exist or are being discussed
in other areas of legislation (e.g. in the contexts of contract termination, communication services
roaming and trans-border access to services?). Some synergies and even benefits to individuals may
emerge between the different types of portability if they are provided in a combined approach, even
though analogies should be treated cautiously.
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This Opinion provides guidance to data controllers so that they can update their practices, processes
and policies, and clarifies the meaning of data portability in order to enable data subjects to efficiently
use their new right.
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play an active role in the data ecosystem.
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2 For example, thisright may allow banks to provide additional services, under the user’s control, using personal data
initially collected as part of an energy supply service.
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3 See European Commission agenda for a digital single market: https://ec.europa.eu/digital-agenda/en/digital-single-
marketsingle-market, in particular, the first policy pillar “Better online access to digital goods and services”.
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1. What are the main elements of data portability?
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The GDPR defines the right of data portability in Article 20 (1) as follows:
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The data subject shall have the rightto receive the personal data concerning himor her, which
he or she has provided to a controller, in a structured, commonly used and machine-readable
format and have the right to transmit those datato another controller without hindrance fromthe
controllerto which the data have been provided [ ... ]
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- Arrightto receive personal data
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Firstly, data portability is a right of the data subject to receive a subset of the personal data
processed by a data controller concerning him or her, and to store those data for further personal use.
Such storage can be on aprivate device or on a private cloud, without necessarily transmitting the data
to anotherdata controller.
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In this regard, data portability complements the right of access. One specificity of data portability lies
in the fact that it offers an easy way for data subjects to manage and reuse personal data themselves.
These data should be received “in a structured, commonly used and machine readable format”. For
example, a data subject might be interested in retrieving his current playlist (or a history of listened
tracks) from a music streaming service, to find outhow many times he listened to specific tracks, or
to check which music he wants to purchase or listen to on another platform. Similarly, he may also
want to retrieve his contact list from his webmail application, for example, to build a wedding list, or
getinformation about purchases using different loyalty cards, orto assess his or her carbon footprint.
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- Arightto transmit personal data from one data controller to another data controller
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Secondly, Article 20(1) provides data subjects with the right to transmit personal data from one
data controller to another data controller “without hindrance”. Data can also be transmitted directly
from one data controller to anotheron request of the data subject and where it is technically feasible
(Article 20(2)). In this respect, recital 68 encourages data controllers to develop interoperable formats
that enable data portability® but without creating an obligation for controllers to adopt or maintain
processing systems which are technically compatible8. The GDPR does, however, prohibit controllers
from establishing barriers to the transmission.
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4 Inthese cases, the processing performed on the data by the data subject can either fall within the scope of
household activities, when all the processing is performed under the sole control of the data subject, or it can be
handled by another party, on the data subject’s behalf. In the latter case, the other party should be considered as data
controller, even for the sole purpose of personal data storage, and must comply with the principles and obligations
laid down in the GDPR.
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5 See also section V.
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6 As a consequence, special attentionshould be paid to the format of the transmitted data, so as to guarantee that the
data can be re-used, with little effort, by the data subject or another data controller. See also section V.
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In essence, this element of data portability provides the ability for data subjects not just to obtain and
reuse, but also to transmit the data they have provided to another service provider (either within the
same business sectoror in a different one). In addition to providing consumer empowerment by
preventing “lock-in”, the right to data portability is expected to foster opportunities for innovation and
sharing of personal data between data controllers in a safe and secure manner, underthe data subject’s
control’. Data portability can promote the controlled and limited sharing by users of personal data
between organisations and thus enrich services and customer experiences®. Data portability may
facilitate transmission and reuse of personal data concerning users among the various services they
are interested in.
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- Controllership
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Data portability guarantees the right to receive personal data and to process them, according to the

data subject’s wishes®.

7 see several experimental applications in Europe, for example MiData in the United Kingdom, MeslInfos / SelfData
by FING in France.
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8 The so-called quantified self and 10T industries have shown the benefit (andrisks) of linking personal data from
different aspects of an individual’s life such as fitness, activity and calorie intake to deliver a more complete picture
of'an individual’s life in a single file.
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9 Theright to data portability isnot limitedto personal data that are useful and relevant for similar services provided
by competitorsof the data controller.
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Data controllers answering data portability requests, under the conditions set forth in Article 20, are
not responsible for the processing handled by the data subject or by another company receiving
personal data. They act on behalf of the data subject, including when the personal data are directly
transmitted to another data controller. In this respect, the data controller is not responsible for
compliance of the receiving data controller with data protection law, considering that it is not the
sending data controllerthat chooses the recipient. At the same time the controller should set safeguards
to ensure they genuinely act on the data subject’s behalf. For example, they can establish procedures
to ensure that the type of personal data transmitted are indeed those that the data subject wants to
transmit. This could be done by obtaining confirmation from the data subject either before
transmission orearlier on when the original consent for processing is given orthe contract is finalised.
F25FDOBEIIESST—FR—2 )T ODERIZHIGT 27— HEHEIX, 7—4F
BIZ L DT — 2BV IIEANT — F 2 H LI ORI K 57 — F B WIIE R %
ARV, T—FEHREIL, ZOENT — 2 NEHEMOT — 2 EREIIBITEND G652
WD, T — X EROIDIATETSH, ZORICEBWT, BITmOT —#FHEL, T4 0
1T 2 BINT 20X BATILD T — X FHE TRV 2 &R, BIThOT — 2 EHED
T — 2 RBEOBEFICOEEFEEEZADRY, RIS, 7T—2EHEIT, BOBEILT —F &
KDIZDIATENT 5 2 L 2R T 272D DOIREREZHE L L2 XEThH D, #lxiX, 7—2F
HEIX, %ﬁ SNTAEHNT — &2 OFENEILT — % TEPBIT LW ERELT — 4 Th D
L ERMRTHIEODOFRERITLHZENTE D, Tk, BTN UTEHR MOV TR
WD FRE PG 2 BV TR U <UERKIDHEE L2 RER O RIS, 7 — & ERD BT
BEHGHLIZL-STRL S B,

Data controllers answering a data portability request have no specific obligation to check and verify
the quality of the data before transmitting it. Of course, these datashould already be accurate, and up
to date, according to the principles stated in Art 5(1) of the GDPR. Moreover, data portability does not
impose an obligation on the data controller to retain personal data for longer than is necessary or
beyond any specified retention period10. Importantly, there is no additional requirement to retain data
beyond the otherwise applicable retention periods, simply to serve any potential future data portability
request.
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Where the personal data requested are processed by a data processor, the contract concluded in
accordance with Article 28 of the GDPR must include the obligation to assist “the controller by
appropriate technical and organisational measures, (...) to respond to requests for exercising the
data subject's rights”. The data controller should therefore implement specific procedures in
cooperation with its data processors to answer data portability requests. In case of a joint controllership,
a contract should allocate clearly the responsibilities between each data controller regarding the
processing of data portability requests.
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In addition, a receiving data controller!! is responsible for ensuring that the portable data provided are
relevant and not excessive with regard to the new data processing. For example, in the case of a data
portability request made to a webmail service, where the request is used by the data subject to obtain
emails and send themto a secured archive platform, the new data controller does not need to process
the contact details of the data subject’s correspondents. If this information is not relevant with regard
to the purpose ofthe new processing, it should not be kept and processed. In any case, receiving data
controllers are not obliged to accept and process personal data transmitted following a data portability
request. Similarly, where a data subject requests the transmission of details of his or her bank
transactions to aservice that assists in managing his or her budget, the receiving data controller does
not need to accept all the data, or to retain all the details of the transactions once they have been
labelled for the purposes of the new service. In other words, the data accepted and retained should
only be that which is necessary and relevant to the service being provided by the receiving

data controller.

10" 1n the example above, if the data controller does not retain a record of songs played by a user then this personal
data cannot be included within a data portability request.
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A “receiving” organization becomes a new data controller regarding these personal data and must
respect the principles stated in Article 5 of the GDPR. Therefore, the “new” receiving data controller
must clearly and directly state the purpose of the new processing before any request for transmission
of the portable data in accordance with the transparency requirements set out in Article 1412, As for
any other data processing performed under its responsibility, the data controller should apply the
principles laid down in Article 5, such as lawfulness, fairness and transparency, purpose limitation,
data minimization, accuracy, integrity and confidentiality, storage limitation and accountability13,
T =2 % %] LBBIE. AT — 2 Ol /oa7 — 2 EHAE L 720 | GDPR A 5 &ITHL
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11 j.e. that receives personal data following a data portability request made by the data subject to another data
controller.
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L7,

12 ﬁ addit?fn, the new data controller should not process personal data, which are not relevant, and the processing
must be limited to what is necessary for the new purposes, even if the personal data are part of amore global data-set
transmitted through a portability process. Personal data, which are not necessary to achieve the purpose of the new
processing, should be deleted as soon as possible.
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Data controllers holding personal data should be prepared to facilitate their data subject’s right
to data portability. Data controllers can also choose to accept data from a data subject, butare not
obliged to.
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- Data portability vs. other rights of data subjects
- T R—FEYT 4 EZOMD T —F RO & DOk

When an individual exercises his or her right to data portability he or she does so without
prejudice to any other right (as is the case with any other rights in the GDPR). A datasubject can
continue to use and benefit from the data controller’s service even after a data portability operation.
Data portability does not automatically trigger the erasure of the datal® from the systens of the
data controller, and does not affect the original retention period applying to the data which have
been transmitted. The data subject can exercise his or her rights as long as the data controller is still
processing the data. Equally, if the data subject wants to exercise his or her right to erasure (“right to
be forgotten” under Article 17), data portability cannot be used by a data controller as a way of
delaying or refusing such erasure.
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13 Once received by the data controller, the personal data sent as part of the right to data portability can be considered
as “provided by” the data subject and be re-transmittedaccordingto the right to data portability, tothe extent that the
other conditions applicable to thisright (ie. the legal basis of the processing, ...) are met.
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14 as statedin Article 17 of the GDPR
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Should a data subject discover that personal data requested underthe right to data portability does not
fully address his orher request, any further request for personal data underaright of access should be
fully complied with, in accordance with Article 15 of the GDPR.

T2 EEB, TR =F VT 4 OFAIZES T ERSNLEAT —F TIIHEOE
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Furthermore, where a specific European or Member State law in anotherfield also provides for some
form of portability of the data concerned, the conditions laid down in these specific laws must also be
taken into account when satisfying a data portability request under the GDPR. First, if it is clear from
the request made by the data subject that his or her intention is not to exercise rights under the GDPR,
but rather, to exercise rights under sectorial legislation only, then the GDPR’s data portability
provisions will notapply to this request!®. If, on the other hand, the request is aimed at portability
under the GDPR, the existence of such specific legislation does not override the general application
of the data portability principle to any data controller, as provided by the GDPR. Instead, it must
be assessed, on a case by case basis, how, if at all, such specific legislation may affect the right to
data portability.
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1. When does data portability apply?
1. T —EZR—=FEIVT LV omAIhE"?

15 For example, if the data subject’s request aims specifically at providingaccess to his banking account history to an
account information service provider, for the purposes stated in the Payment Services Directive 2 (PSD2) such access
should be granted according to the provisions of thisdirective.

Bl 2 1%, T—Z EROER A, Paymennt Services Directive 2 (PSD2) THIE SN D HHID =02, THU L b
BRIy —E AT oM F—ZHC OFITREOTEIBEIZONTT 7 22 5252 L2BKE LTS
B, 20X 57T ALY directive IZ X o THIRM 5 SN D& TH D,
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- Which processing operations are cowered by the right to data portability?
- EOBRBIEENRT —FR—F Y T DR OXNRE L7225 1 ?

Compliance with the GDPR requires data controllers to have a clear legal basis for the processing of
personaldata.

GDPR (& — 2 EEEICR L, AT —F ORI OV TR IERRILZE S 2 &
rHRB H FTW5

In accordance with Article 20(1)(a) ofthe GDPR, inorder to fall under the scope of data portability,
processing operations must be based:
- either on the data subject’s consent (pursuant to Article 6(1)(a), orpursuant to Article 9(2)(a)
when it comes to special categories of personal data);
- or, onacontractto which the datasubjectis a party pursuant to Article 6(1)(b).
GDPR% 2055 (1)(a) 1CHS&, T—F R—F Y T4 ORBITHEYU T B -D10%. BUkiE
1T, U TFTOWFncESE 3 I ngid iude s,
- T2 EEROFE (6 F£1)@ XIIFRIRFEEOMEANT —ZIZOWTIEH 9 5
@@IZHE ). Xix
- BEEOOICHEVY, T — X EERNYFE Th DK,

As an example, thetitles of books purchased by an individual from an online bookstore, or the songs

listened to via a music streaming service are examples of personal data that are generally within the

scope of data portability, because they are processed on the basis of the performance of a contract to

which the datasubject is a party.

Bl X, BARAY T4V EETHEALLFEOY A M OFREE— 228 TH

b\f:a‘?elﬁﬂ T A ERPRYERE TH LR OBITICESE b TS 2, — kiR
—ZR—=ZEVT 4 DRBIZADBAT — 2 Th 5,

The GDPR does not establish a general right to data portability for cases where the processing of
personaldatais not based on consent or contract'6. For example, there is no obligation for financial
institutions to answer a data portability request concerning personal data processed as part of their
obligations obligation to prevent and detect money laundering and other financial crimes;
equally, data portability does not cover professional contact details processed in a business to
business relationship in cases where the processing is neitherbased on the consentofthe data subject

nor ona contract to which he or sheis a party.
GDPR Tl A AT — Z OBV FEEIZ S AN b IESN TV ARWGEIZHONTIE, 77—
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When it comes to employees’ data, the right to data portability typically applies only if the
processing is based on a contract to which the data subject is a party. In many cases, consent will
not be considered freely given in this context, due to the imbalance of power between the employer
and employeel?. Some HR processings instead are based on the legal ground of legitimate interest,
or are necessary forcompliance with specific legal obligations in the field of employment. In practice,
the right to data portability in an HR context will undoubtedly concern some processing operations
(such as pay and compensation services, internal recruitment) but in many other situations a case
by case approach will be needed to verify whether all conditions applying to the right to data
portability are met.

WEBOT—ZIZONWTIX, T—FF—2 U T ¢ OHRNIL, BAIMIZIX, 07 —& FK
MEKIOYBEFETHLLEITDHRROOND, %< OYE, BHFE LIEERM O T3 R
ThdHeH, ZOXIRICENTIE, MENHHBIZEZOND EIFHINRN T, W DOh0
NFRF T, To LA, LA ISR DIERRILICE SN TV D, D0, B O
(23T DR EDIENRBE DOESF DT DICLIETH D, EERIIT, AFOBEDOT —FKR—4
B U T o OHERT, FEWR KWK OPDOBER WO FET (5 KO 52— X,

16 See recital 68 and Article 20(3) of the GDPR. Article 20(3) and Recital 68 provide that data portability does not
apply when the data processing is necessary for the performance of atask carriedout in the public interest or in the
exercise of official authority vestedin the data controller, or when a data controller isexercising its public duties or
complyingwith a legal obligation. Therefore, there isno obligation for data controllersto provide for portability in
these cases. However, it is a good practice to develop processes to automatically answer portability requests, by
following the principles governingthe right to data portability. An example of thiswould be a government service
providing easy downloading of past personal income tax filings. For data portability asa good practice in case of
processing based on the legal ground of necessity for a legitimate interest and for existing voluntary schemes, see
pages 47 & 48 of WP29 Opinion 6/2014 on legitimate interests (WP217).

ATCES 68 THL UV 205 R) 2B M, £ 20 L B) R OIS 68 TH Tid, 7 —Z k3, ALDFED =0
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EHESNRTWS, XoT, 2HLEHAIE. 7 —FERFINIT —FFR—F )T (1A Rt A%
M9 D JHILR, LLARR L, T—2FR—F T 1 OHFO TR, T—2R—2E )T
A DERICKT LHBIPICHETE D7 B AEERLTHE S ZLITZRE LWEITTH D, —H L LT, B
FEBRBELTWD, ZHETHM LB AFTEROT —% 2B 14 rm — RTE 20— AR%T5
N5, EHRFERITLBERIERARILE OVEBAET 2 B ERR A% — 5 (TN RIERRILIZEE-S < BRWIzE
T 5L FE LWEITIZOWTIE, WP29 Opinion6/2014 @ 47 B V48 B TIEXM 72 FIRE) (WP217) &R0
NN

17 As the WP 29 outlinedin its Opinion 8/2001 of 13 September 2001 (WP48).

WP29 %% Opinion 8/2001 of 13 September 2001 (WP48) TRiFH L 7281,
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Finally, the right to data portability only applies if the data processing is “carried out by automated
means”, and therefore does not cover most paper files.

%I, T2 R=Z VT 4 OHMIL, 7— 2 Bdkvns TEAEE S - FBRICE Y FEfi s
Niz) BRICOBREHEN D, LoT, KEDOMD 7 7 A LT HIUTEHE LRy,

- What personal data must be included?
- EORAT—EBEENRTNITRORVN?

Pursuant to Article 20(1), to be within the scope ofthe right to data portability, data must be:

- personal data concerning him or her, and

- which he or she has provided to a data controller.
2LV, T2 R—FEVT L OWHROXNGL25I20E, T—XIFUTFTOHDT
72 < TR B 722w,

- T2 ERIRDLMEAT - KD

- T2 ERBRT —FEREEHELENT —F

Article 20(4) also states that compliance with this right shall not adversely affect the rights and
freedoms of others.

205 TIE. T OMEMOESTIT XLV A ORI K O E B AR 28 2 5 2 TIR B 72
WIZERBESNTND,

First condition: personal data concerning the data subject
B oM T X ERICETAIEAT—FTHDHI L

Only personal data is in scope of a data portability request. Therefore, any data that is anonymous?8
or does not concern the data subject, will not be in scope. However, pseudonymous data that can be
clearly linked to a data subject (e.g. by him or her providing the respective identifier, cf. Article 11
(2)) is within the scope.

T =B R=2EV Tt DERONZE LR DT —HIHMEANT —FDOHTHDH, Lo T, EAL
T =& B I T =X FRICBEE L TW R WT — 23R TERORIR TR, LA LARn

18 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2014/wp216_en.pdf
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In many circumstances, data controllers will process information that contains the personal data of
several data subjects. Where this is the case, data controllers should not take an overly restrictive
interpretation of the sentence “personaldata concerning the data subject”. As an example, telephone,
interpersonal messaging or WIP records may include (in the subscriber’s account history) details of
third parties involved in incoming and outgoing calls. Although records will therefore contain personal
data concerning multiple people, subscribers should be able to have these records provided to themin
response to data portability requests, because the records are (also) concerning the data subject.
However, where such records are then transmitted to a new data controller, this new data controller
should not process themfor any purpose which would adversely affect the rights and freedoms of the
third-parties (see below: third condition).

%< O G, T — X EHEITERLOT — X FEOENT =2 NEENDHERETR S, =
S L, 7T 2EHEIZL, [T EERICHEHTL2EAT—F] L) LE L BEICRE
L TR~ & TR, il 20X, deEaiek. BAMO R v — UHELeE L IP EahRl ek
I (RKEOT T MEREIZERWWT) RBIE KR OEREICEE T 2% =F O E W E
ENTVWLIERHY S5, TH Lk, HEAOEAT —2REENTNDLH DD,
IO OFENT —F FRIC (b) BHETL720, BRET, 7—FFR—F VT 1 OFEXR
ZATH ZETCINHLORBEAPGTELRNE TH D, LLRRDL, 29 L&l #Hice
T2 EHEIIBATIND B TOFTREHE T 5= ORI ROV A B ANR 7 e
25 XORMEMAMTI O Ltz il > TR 67220 (B EE=0%MfF) 2%
oz L),

Second condition: data provided by the data subject
F_OFM T A ERICEVEtENET X2 THDH I &

The second condition narrows the scope to data “provided by” the data subject.

B _ORMHTIE, T2 O®ANT —F EER N LRI N2 T—F 2RO N TN D,

There are many examples of personaldata, which will be knowingly and actively “provided by” the
data subject such as account data (e.g. mailing address, user name, age) submitted via online forms.
Nevertheless, data “provided by” the data subject also result from the observation of his activity.
As a consequence, the WP29 considers that to give its full value to this new right, “provided by”
should also include the personal data that are observed from the activities of users such as raw data

18



processed by a smart meter or other types of connected objects??, activity logs, history of website
usage orsearch activities.

R L OO O EERMICT —F ER N L vk siviz) 77— LR EAT — % OFEFIL
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This latter category of data does not include data that are created by the data controller (using the data
observed or directly provided as input) such as a user profile created by analysis of the raw smart
metering datacollected.

BBFOT—H BT I VI, LIR%L?‘JEJJHIO)ZV~ kA —F —F—F DI L0 1K
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A distinction can be made between different categories of data, depending on their origin, to determine
if they are covered by the right to data portability. The following categories can be qualified as
“provided by the data subject”:

- Data actively and knowingly provided by the data subject (for example, mailing address,
username, age, etc.)

- Obserwed data provided by the data subject by virtue of the use of the service or the device.
They may for example include a person’s search history, traffic data and location data. It may
also include other raw data such as the heartbeat tracked by a wearable device.

T NT—=HR—=Z VT 1 OWHROHRIZEL T 20E0EHWT 572012, 7—%
DHPNZ RV T —F 2R R 3BIX T 52N TEDL, LFOSEHEBIX 7 —4% F{K
R RS T2 ORGELRY 5D,

- T FERICL Y EEHICHOBBLoOREE ST —F (A= T T KL X,

=4 File L)

19 By being able to retrieve the data resulting from observation of his or her activity, the data subject will also be able

to get a better view of the implementation choices made by data controller asto the scope of observed data and will

be in a better situation to choose what data he or she is willing to provide to get a similar service, and be aware of the

extent to which hisor her right to privacy isrespected.

HOOITHICOWTOBEDORRELL T EMVRTILENRTEDLLIICT LI LICE-T, T—4
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In contrast, inferred data and derived data are created by the data controller on the basis of the data
“provided by the data subject”. For example, the outcome of an assessment regarding the health of a
useror the profile created in the context of risk management and financial regulations (e.g. to assign
a credit score or comply with anti-money laundering rules) cannot in themselves be considered as
“provided by” the data subject. Even though such data may be part ofa profile kept by a data controller
and are inferred or derived from the analysis of data provided by the data subject (through his actions
for example), these data will typically not be considered as “provided by the data subject” and thus
will not be within scope of this new right20,
RREYIZ, HET —FRIRET — 2%, [T =2 ERICE VRSN T2 2 b LIlT
— 2 EREPMMER LI D TH D, HlziE, 2—F—DRBEOTIHERLY A7 w1V A
N EOVEREE (FlxX, 7Yy h2aT7o® YT UIvr—r XY 7RI
L= )V OEF) IZBWTHER SN T 0 7 7 A VT ZREETIE, 7 —F FRIC KD T4
eI ) LRI, ZORIRT—2IE, ToAERENRREL WL T T 7
ANVICEENTVDENE LT, £, 7—FEEKICLY BIIXZ0TA%E L T) #24t
SNTT —=F DOFFMOHEE SN ITIRE SN D TH DM, 29 LieT —ZIiT—HK1
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7o 72 HER DFRPIZ TG 72120,

In general, given the policy objectives of the right to data portability, the term “provided by the data
subject ”must be interpreted broadly, and should exclude “inferred data” and “derived data”, which
include personaldatathat are created by a service provider (for example, algorithmic results). A data
controller can exclude those inferred data but should include all other personal data provided by the
datasubject through technical means provided by the controller??.

—MREIC, T R=2 Y T A HFOBCRAIEEZEE T L. [F—F BRI E RS

20 Nevertheless, the data subject can still use his or her “right to obtain from the controller confirmation as to whether
or not personal data concerning him or her are being processed, and, where that isthe case, access to the personal
data” as well as information about “the existence of automated decision-making, including profiling, referredto in
Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing for the data subject”, according to Article 15 of the
GDPR (which refersto the right of access).
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Thus, the term “provided by” includes personal data that relate to the data subject activity or result
from the observation ofan individual’s behaviour, but does not include data resulting from subsequent
analysis of that behaviour. By contrast, any personal data which have been created by the data
controller as part of the data processing, e.g. by a personalisation orrecommendation process, by user
categorisation or profiling are data which are derived or inferred from the personaldata provided by
the datasubject,and are not covered by the right to data portability.

Lo T, Nickvigtkanrz) LWHrXEITE, 77— EROEHICET 2EAT —#
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THY., T—HR=2EY T 1 OHEMOFMIZE EN2R0,

Third condition: the right to data portability shall not adversely affect the rights and freedoms of others.
FBZOFM TR —F VT ¢ OHFNIIMADHEF K& NE HIZAF w52 5 2 TUx
5 7R,

With respect to personal data concerning other data subjects:
fih D7 — & EEICETEEAT — FIZTONT:

The third condition is intended to avoid the retrieval and transmission of data containing the personal
data of other (non-consenting) data subjects to a new data controller in cases where these data are
likely to be processedina way that would adversely affect the rights and freedoms of the other data
subjects (Article 20(4) of the GDPR)22.

B0 ME o (AEDORY) 7—2 EEROMAT —2 2G0T — 2 Bho 7 — 2 T4k

2L Thisincludes all data observed about the data subject during the activities for the purpose of which the data are
collected, such as a transaction history or access log. Data collected through the trackingandrecording of the data
subject (such as an app recording heartbeat or technology used to track browsing behaviour) should also be
considered as “provided by” him or her even if the data are not actively or consciously transmitted.

ZOFBAIZIE, T ERICEL T ZFOEAT — X & E LT IO W TORBNIC B W TR IS,
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BATAZ BT 2HM L C) BHLESRT D L TIEINTZT—ZIZONWThH, TOEAT—FNE
EHIZXIFE~REZ > TBITER TR Th, [F—2H R IRt &N T—F L RS 5,
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20 2= (4)) 22,

Such an adverse effect would occur, for instance, if the transmission of data from one data controller
to another, would prevent third parties from exercising their rights as data subjects under the GDPR
(such as therights to information, access, etc.).

Bl 21X, o7 —2EHRENOCNOT — 2 FEHE~DT —Z OBATICIHB T, GDPRIZHED
KT = EERE L TOHE=EOHEFITE (IFRIZOVWTOHER], 72782 E) BT bhn
AL, B =F ORISR T 2 AR RN E T D 2,

The datasubject initiating the transmission of his or her datato anotherdata controller, either gives
consentto the newdatacontroller for processing orenters into a contract with that controller.

Where personal data of third parties are included in the datasetanotherlegal basis for the
processing must be identified. For example, a legitimate interestmay be pursued by the data
controller under Article 6(1)(f), in particular when the purpose ofthe data controller is to provide a
service to the datasubject that allows the latter to process personaldata for a purely personal or
household activity. The processing operations initiated by the data subject in the context of
personal activity that concern and potentially impact third parties remain under his or her
responsibility, to the extent that such processing is not, in any manner, decided by the data
controller.

T2 ERPECOBANT —Z 2R O7F — 2 EHREIBITT 256, 7 — % EIRIL, 208
el T — ZEBRENT —HZ B WEIT ) Z EICRET 50, UikE g L B AR T 5.
F_FHOBEANT =N —HEOT —ZIZEHEENLILE . BHROICE L OERRILY R S
NIRRT IR D720, BT BN 2FIESE, B RO)ODREICHESE, BHEICL-T
BRSN D05, Ko, 7— 2 EHAE DRI, MR AOSUIFRE TOIREI O 2D T —
ZERICEDEANT =2 OBRPREO LN TN D F—E 22T —Z ERICRMT D L
ZH D HENFTOND, T —F EERNEANRRIEE O SR TS 5. = 1CFHEL,
F o BEMICREL 52 DR OO FITITOW TR, Yk WA T — X EEEIC L - T
WEZSIBRWIRY  WhRDLFETHAD &b, YT — X EROEMLTH D,

22 Recital 68 provides that “where, in a certain set of personal data, more than one data subject is concerned, the right
to receive the personal data should be without prejudice to the rightsand freedoms of ot her data subjects in accordance
with this Regulation.”

AISCE 68 HHTIL, [MAAT —4O—EDEy MIBWT, ZALUEOT —& EENEFRT 2858, BAT
— ¥ T MR, £ OO T —F OEEOARANHES SHR oMM R OCBEHmZREEL TUIR LA
W |

ERIEL TV D,
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For example, a webmail service may allow the creation of a directory of a data subject’s contacts,
friends, relatives, family and broaderenvironment. Since these data relate to (and are created by) the
identifiable individual that wishes to exercise his right to data portability, data controllers should

transmit the entire directory of incoming and outgoing e-mails to that datasubject.

BlzIE, 72T A=Y —ERATIT — X EROBEREE, KN, BlE, FHRO, L0 AW
EREREICETLIT L7 R ®1’EE5Z75>EI IL9D, 2O LT —HiF, T—HFR—FE

)74@%%@@%%%%mﬂ%@@A:% LTW5d (F=HiZEAIC L ERk S 7o)
T—=HTHHIZD, T—XEHEIIREROEEA —WICETHT 0 L7 b 2R % 5%
T — X ERIZBITTHRETH D,

Similarly, a datasubject’s bank account can contain personal datarelating to the transactions not just
of the account holder but also those of other individuals (e.g., if they have transferred money to the
account holder). The rights and freedoms of those third parties are unlikely to be adversely affected
by the transmission of the bank account information to the account holder once a portability request
is made—provided that in both examples the data are used forthe same purpose (i.e., a contact address
only used by the datasubject ora history of the data subject’s bankaccount.

FEEIC, T — & EROEITORIZIX, BBV T, DEABAEANT —X ORe b3, il
DEANDEAT =2 b &5 5 FlxX, HEFDNEABRANIER LTHGE), R—FE
U7 4 BRPATON THEABACHITREERPABITINIZLE LTE, WThopflic X
S>THT—2BECHMIEDNL TV 5E (TRbb, M7 — 2 TROEER T —
HZERICE > TOMEM S NDHE). ZOE=FHOMHEFNKOHBIZIE, AR ENE 2
b3 D AT REME MR,

Conversely, the rights and freedoms of third parties will not be respected if the new data controller
uses the personal data for other purposes, e.g. if the receiving data controller uses personal data of
otherindividuals within the data subject’s contact directory for marketing purposes.

LTl T = B EEEN, FIZIET —Z EROERK ST V7 U IChHDMOEADT
— B =T TORMIMES Y FOHE=FOMBMANT —F 2o BRIZHEHT 5
Ba. BEBOHARCHBTEESA TRV L&D,

Therefore, to prevent adverse effects on the third parties involved, the processing of such personal data
by anothercontroller is allowed only to the extent that the dataare kept under the sole control of the
requesting userand is only managed for purely personalor household needs. Areceiving ‘new’ data
controller (to whom the data can be transmitted at the request ofthe user) may not use the transmitted
third party data for his own purposes e.g. to propose marketing products and services to those other

third party data subjects. For example, this information should not be used to enrich the profile of
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the third party data subject and rebuild his social environment, without his knowledge and consent23.
Neither can it be usedto retrieve information about such third parties and create specific profiles,
even if their personal data are already held by the data controller. Otherwise, such processing is likely
to be unlawful and unfair, especially if the third parties concerned are not informed and cannot exercise
their rights as data subjects.

L7228 - T, B 55 =8 OMRICAR 28 2 5 2 720 ei, Jlo7 —2 FHEIC L
50X BRBMANEROBF NDBRBD LN DHDIE, AT —FZ2HERLIZa2—F—DRIT
KU TF = 2R RAFEI N TN D GE K ORI AU FRECOEH O DIZT — & 7
RESNTWDHEEDORIZROEND, T—FEZHT D (22— —NOEDERIZE Y 7T —X
WBATIND) Hilcle) 7—2EREL, BITSNTCELE =FHOT7T—4 %, o=
7 — 2 RIS LTRSS — A2 R R T 528 ACORMOLDIHEATE 20,
Bl Z X, ZOBRIT, BEFT X ERPIDL Z L oo, AERLS ., YEHE=ET —
FEROTa 77 A NVELR L, £ OARREZ HFHEET OO S ~&
TRV B, ZofFlix, 72, 72 EEENYELE =FHT — X EEROBEAT — % 2 BEIZ
RAELTWDE LT, HEHE=FT —F EERICHET EREMEH L, FFEOTm T 7 (L
EAERT 2720 b L Tid e b, 22 H%Z Li2Ga ., B0 H 558 =F Dk
WIZDOWTHILINTELT T —# FIRE L TEDOMHEREZITHE TERWGEAIIRIT., Y%
B MTOEE IR IETH 2 /REMER & 5,

Furthermore, it is a leading practice for all data controllers (both the “sending”and “receiving” parties)
toimplement tools to enable data subjects to select the relevant data they wish to receive and transmit
and exclude,where relevant, data of other individuals. This will further assistin reducing the risks for
third parties whose personal data may be ported.

S bz, (17T MED TBATE] MR D) 2ToOT7F—2EHEICL>T, 7—2 K
WREROBITERUAET — 7 28R L, FET 256 3o A0 T — 2 2R T
TLFREEFEMT D LIFEENREIT T 5, ZiUt, BTSN AT —2 DT —
BERERDEZFICLS>TOIRZORLEZLVTE LD TH D,

Additionally, the data controllers should implement consent mechanisms for other data subjects
involved, to ease data transmission for those cases where such parties are willing to consent, e.g. if
they also want to move their data to some other data controller. Such a situation might arise, for

example, with social networks, but it is up to data controllers to decide on the leading practice to follow.

23 A social networkingservice should not enrich the profile of its members by using personal data transmitted by a
data subject as part of his right to data portability, without respectingthe principle of transparency and also making
sure they rely on an appropriate legal basis regarding this specific processing.

Y=y Ry b= Y= A, ERHEORAUNEZEE TS LR LIS, £, FEOTHRWICTONT
DG IRIERRIUIIE S Z L 2HRETIC, H DT —F EERDL OTF—Z KR—2 )T 1 ORI OITE
WKLo TBITENTBMAT =X ZHVWTHEORBO T2 7 7 AV EHRT 5 3& TliHau,
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52 L aBULAI T IBITER ST 5720, ) Lo T — 2 FEnbRE L5
DDA E I T RETH D, 9 LIRPtE, X Y—y vy rxry hU—2T
AT D D0, FRENREITICND »pERET 2037 —2EHERETH D,

With respect to data cowered by intellectual property and trade secrets:
MM EROEERBE YT DT —F IOVt

The rights and freedoms of others are mentioned in Article 20(4). While not directly related to
portability, this can be understood as “including trade secrets orintellectual property and in particular
the copyright protecting the software. However, even though these rights should be considered before
answering a data portability request, “the result of those considerations should not be a refusal to
provide all information to the data subject”. Furthermore, the data controller should not reject a
data portability request on the basis of the infringement of another contractual right (for example,
an outstanding debt, or a trade conflict with the data subject).

i NOHER KO EHIZH 05@ATELINTND, ZIUIR—F Y 7 ¢ ITIXEHERE L
RIS, TEEME ST M PER OICY 7 b U =7 2 R# L TV D EEEEZ Gt [
1% : GDPRAISCE; 63 HIZHDHLFITiEY] LML D, Lol 7—#R—4EY
T A DERANDORISTITNL > T ) LIEMHRIRBEESNDLRETHHLELTH, 29 L
FBREOFERD ., T — 2 ERCHT 2 2TOHFROBHIESG & R & TIERV, SbIZ,
T — 2 EREIL, MMORK ORI ORE (B 7 — % FRE ORIMEB TSN D05
War) ZRBIE LT, T—FR—FEVT 4 OFEFELHESTXE TR,

1|

The right to data portability is not a right for an individual to misuse the information in a way that
could be qualified as an unfair practice or that would constitute a violation of intellectual property
rights. A potential business risk cannot, howewer, inand of itself serwe as the basis for a refusal
to answer the portability request and data controllers can transmit the personal data provided by
data subjects in a form that does not release information covered by trade secrets or intellectual
property rights.

T—HR—=2 YT ¢ OHEFNE, AL, NIEATA L e SH) 5 H1ET, XUTFR M EE
HRETDHET, HREENT 27O OHEFTIZZRW, LALRRL, TFHRIZU A7
DLWV LETTIE, T—FAR—FEY T4 DBEREZESTHRIULTIT RO, T—
ZEREIL, T ERICK VRSN T —Z % E ERE AT MBI M PEME TR
HIEMERSIEATBITT 22 L TE %,
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1V How do the general rules governing the exercise of data subject rights apply to data

portability?
NV, X EEORRGFEO—REAR SO L T RS Y 7 4 (CEA S
5 0?

- What prior information should be provided to the data subject?
- TFEEICETERMICEDL ) RBFRIBMHE I NDZREN?

In order to comply with the new right to data portability, data controllers must inform data subjects of
the existence ofthe new right to portability. Where the personal data concerned are directly collected
from the data subject, this must happen “at the time where personal data are obtained”. If the personal
data have not been obtained from the data subject, the data controller must provide the information
as required by Articles 13(2)(b) and 14(2)(c).
Bleip 7T =2 R—=2 V)T 4 OWNZBET 570, 7—2@HEIL, 7—F BRI L,
Blclo 7T =2 R—=2 VT 4 ORI OIHAEZBIH L 2T b0, BES AT —
A 75*’%*5’35%#%&%&%5%6 HFE. ZoZ T MEAT—2PAREESND L&)
IR ENRITIUTR SRV, HAT —F BT —F EENSIG SN D> 725 812E, 7—
K ERE T H 1352 0) M OV 14 45 (2)(0)D & DIZHEWV IF I A #R AL L 22 1 AuE e 5720,

“Where the personal data have not been obtained fromthe data subject”, Article 14(3) requires the
information to be provided within a reasonable time not exceeding one month after obtaining the
data, during first communication with the data subject, or when disclosure is made to third parties?4.

MENT — 2 NT =2 ERPOEE SN T RWEA ], # 14 FOIE. Y%7 — X OHGE
% 1A 2 AW EEAREIEN, 7 — % EIRE O H O Lo KR, XX =225
AT L EE, ITEREREET LI OBERL TS 4,

When providing the required information data controllers must ensure that they distinguish the right
to data portability from otherrights. Therefore, WP29 recommends in particular that data controllers
clearly explain the difference between the types of data that a data subject can receive through the
rights of subject access and data portability

FOR SN RERMET DB, 77— 2 AL, 7 —F R =2V T 1 OHR| & MR %
MERICKHTEL LD ICLRTNITRDLR, L7ed> T, WP 1L, FriZ, 77— LR

24 Article 12 requires that data controllers provide “any communications[...] in a concise, transparent, intelligible,
and easily assessable form, using clear and plain language, in particular for any information addressed specifically to
a child.”

12 K0, T EEEN "W 28I DO TLEFIZ TS LT ERIZO T, BE»DT S
RIFMEDN, R T, BRERDHY | BFELLEL. DORGITT 7 EA LS ZBAT) #5528
EROTND,
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In addition, the Working Party recommends that data controllers always include information about the
right to data portability before data subjects close any account they may have. This allows users to
take stock of their personal data, and to easily transmit the data to their own device or to another
provider before a contract is terminated.

S HIZ, WP L, T—#EHEICHL, 7= EEMRELTVWDLTHAI TV M &
T2 BN T I L, WICT — 2R =2 BV T ¢ OWRNCET D 1EHRE S DD
EO®RET D, ZNICEY, 2—PF—1F BRKTHNC, BCOBEAT—FZ 2R L, BHE
DN I OB BRI FEFICZOT — X 2 RFIIBITT D LN TE 5.

Finally, as leading practice for “receiving” data controllers, the WP29 recommends that data subjects
are provided with complete information about the nature of personal data which are relevant for the
performance of their services. In addition to underpinning fair processing, this allows users to limit
the risks for third parties, and also any other unnecessary duplication of personal data even where no
otherdatasubjects are involved.

BB, T—4% [ZHET 5] 72 ERFORENREITE LT, WP2IE, —EAD
FER BT DEAN T — 2 OMWEIZOWT, ERRIERN T — & BRICREE SN D L 57
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- How can the data controller identify the data subject before answering his request?
- EREZHIETDRNCT —F FHEIIEDOL D T —F EEREHFETE D1 ?

There are no prescriptive requirements to be found in the GDPR on howto authenticate thedata subject.
Nevertheless, Article 12(2) ofthe GDPR states thatthe data controller shall not refuse to act on request
of a data subject for exercising his or her rights (including the right to data portability) unless it is
processing personal data for a purpose that does not require the identification of a datasubjectand it
can demonstrate that it is not able to identify the data subject. However, as per Article 11(2), in such
circumstances the data subject can provide more information to enable his or her identification.
Additionally, Article 12(6) provides that where a data controller has reasonable doubts about the
identity of a data subject, it can request further information to confirm the data subject’s identity.
Where a data subject provides additional information enabling his or her identification, the data

controller shall not refuse to act on the request. Where information and data collected online is linked
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to pseudonyms orunique identifiers, data controllers can implement appropriate procedures enabling
anindividual to make a data portability request and receive the data relating to him or her. In any case,
data controllers mustimplement an authentication procedure in orderto strongly ascertain the identity
of the data subject requesting his or her personaldata or more generally exercising the rights granted
by the GDPR.

GDPR (21X, 7 — & BAROARNGRIEI B9 2 BRIV SR 132720, LTV 2, GDPR % 12 5%
@QTIX, 7—2EHENT —F ERORELZAEL TDHAMDI-OIMEAT —F Z il -
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These procedures often already exist. The data subjects are often already authenticated by the data
controller before entering into a contract or collecting his or her consent to the processing. As a
consequence, the personal data usedto register the individual concerned by the processing can ako be
used as evidence to authenticate the data subjectfor portability purposes?2>.

I o DOFFEL, LIZUIE, BECFELTWD D Th D, 7 —F FEMWIE, LIFLIE, 77—
Z BB NG, BRIOKREHT, AT T D REE AR D00 BEICARANRREE 31T T
WD, fERE LT, UEEEHRWIC Ko T, YEADOBRERIHEH SN AT — 21X, A—
ZE VT o OAME, T FEEREHIET HFHLE LTHEH S D 5 25,

While in these cases, the data subjects’ prior identification may require a request for proof of their
legal identity, such verification may not be relevant to assess the link between the data and the

%5 For example, when the data processing is linked to a user account, providing the relevant login and password
might be sufficient to identify the data subject.

Bl E, T2 BRNB2—F =T AT b EFETONTWLIEEITIE, HETL2r 7 e SR T—F
BRMT D2 ENRT— X EEROBIECDTHY 55,
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individual concerned, since such a link is not related with the official or legal identity. In essence,
the ability for the data controller to request additional information to assess one’s identity cannot
lead to excessive demands and to the collection of personal data which are not relevant or necessary
to strengthen the link between the individual and the personal data requested.

IS DFEFICIBN TR, 7T — X RO RAFEREIZIERN R 5 OFEH O ZRB LI L 72 5
D, EDO X D RFEINL, MEET —F & ME AR OORN Y AFT 5 2 L L iE Mo
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T = DOWELFEOM T D Z LT TER,

In many cases, such authentication procedures are already in place. For example, usernames and
passwords are often used to allow individuals to access their data in their email accounts, social
networking accounts, and accounts used for various otherservices, some of which individuals chose
to use without revealing their full name and identity.

2L DA, ZOX D REEFHRIZPRTHLERIN TN D, fIZIE, 22— —H L2
U— NiE, LIEUVIEBEAR, EFA—ATHT N V=% Ry NT =T DT T~
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HEINCTHDIb D, 25 LIZEADOFIZIE, HEOARTRH LEx NS 2N T
NEHEHTL2ELND

If the size of data requested by the datasubject makes transmission via the internet problematic, rather
than potentially allowing for an extended time period of a maximum of three months to comply with
the request?8, the data controller may also need to consider alternative means of providing the data
such as using streaming or saving to a CD, DVD or other physical media or allowing for the personal
data to be transmitted directly to another data controller (as per Article 20(2) of the GDPR where
technically feasible).

T ERICEVERIN T —F A X3, BREETFTLHOORE 3 A ETOIE
RUIMBZ2EZ ST 5L 0O L0, A F—%y MEHTOBITICMBEEZELSELHZ LTk
D%a. TAEREIL. 20T — ZORMWHIEIIHONT, AT =7 OFH, CD
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%6 Article 12(3): “The controller shall provide information on action taken on a request”.

W12 @) 7 =2 EFRFFERITH LT L ONTATHICHT 2IERERMILT 2 ETH D
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- What is the time limit imposed to answer a portability request?
- TER=FEVT 4 DER~OXEHRIL VDD ?

Avrticle 12(3) requires that the data controller provides “information on action taken” to the data subject
“without undue delay” and in any event “within one month of receipt of the request”. This one month
period can be extended to amaximum ofthree months forcomplex cases, provided that the data subject
has been informed about the reasons forsuch delay within one month of the original request.
H125:Q)TlE. 7= EHEIL, T ERITHL [&bNATHICEAT L E®R] 2 R
WIS HZ 72, FLT, WTHIZLTH, [EROZHELY 1 HLNIZ) #23
D ERBHBMTONTND, ZOL10AHE W IR, #iMler— 2T, 7—% EENEK
M DERNS 170 AUNIZEBIER R 2 @A S L TWhiuE, &R CT3NHETIER T& 5,

Data controllers operating information society services are likely to be better equipped to be able to
comply with requests within a very short time- period. To meet userexpectations, it is a good practice
to define the timeframe in which a data portability request can typically be answered and communicate
this to datasubjects.

HREE YV —ERAZEE L TWL 7 —#EHEFL, EFICEY CERIELD 2 LB T
X DRMPE S T D AR EV, 2 —F—OWRFIEZ 572010, T—FFR—2 U T
A DERIZOWTHE OIS 2B 2B IC L, Zha 7 —Z ERUsA 2 Z L
2E LWEITTH D,

Data controllers who refuse to answera portability request shall, pursuant to Article 12(4), inform the
data subject “the reasons for not taking action and on the possibility of lodging a complaint with a
supervisory authority and seeking a judicial remedy”, no later than one month after receiving the
request.

T =2 R=2 VT 4 DER~OFIG R T — 2 EHEIT B R2F@IHE, T2 E
izt U, D2 fEe B, R OEE MBI AR IR S CEITWVIERRE 2 RD 5 Z LR T
51 Ba, BEROZHEE 10H U@ LRTIUER 5720,

Data controllers must respect the obligation to respond within the given terms, even ifit concerns
a refusal. In other words, the data controller cannot remain silentwhen it is asked to answer a
data portability request.

TR EEEIL, RLABEREZEDILEZEI TS LLTSH, HECHBNICRIET 2
BELZHETTOLERDD, 2%V, T—FEFHEIL T2V T 1 DEKRITHG
THLEIORODONEFE, WRLZEEZTH > TERLHRLY,
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- In which cases can a data portability request be rejected or a fee charged?
- EOEOIBRBBCT—EFR—FEI T4 DERZESL, MUIFEBZHRL T LW

2

Article 12 prohibits the data controller from charging a fee for the provision of the personal data,
unless the data controller can demonstrate that the requests are manifestly unfounded orexcessive, “in
particular because oftheir repetitive character”. For information society services that specialise in
automated processing of personal data, implementing automated systems such as Application
Programming Interfaces (APIs)2” can facilitate the exchanges with the data subject, hence lessen
the potential burden resulting from repetitive requests. Therefore, there should be very few cases
where the data controller would be able to justify a refusal to deliver the requested information, even
regarding multiple data portability requests.

B RETII.T —HEHERZEDOT —FFR—2E VT 4 OERIZH G ITRILA 202 &
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In addition, the overall cost of the processes created to answer data portability requests should not be
taken into account to determine the excessiveness ofarequest. In fact, Article 12 ofthe GDPR focuses
on the requests made by one data subject and not on the total number of requests received by a data
controller. As a result, the overall systemimplementation costs should neitherbe charged to the data
subjects, norbe used to justify a refusal to answer portability requests.

IHIZ, T R=ZEVT 4 DERSDHINCONWTHELND T v A2 K0E I, &
DERPBETHL0ENZRTET DHEAICHET NE TRV, FEERIZ,GDPR 5 12 513,
T — 2 EBRENZE L EROBE TR, —OF —Z EERPT - I BROERICE S %
WMTTWND, fERE LT, VAT ARERTOERE L, 77— % BERICE LTI A LT, F
oo T8 R=2E VT 4 DER~OFEDOHES 2 IENET 2 HAICH R B0,

27 Application Programming Interface (AP 1) meansthe interfaces of applications or web services made available by
data controllers so that other systemsor applications can link andwork with their systems.

TV r—vary-TuarssgIvs 4 —Tx—A (APD) 1E, T HEBEBENE LD VAT A LD
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V. How must the portable data be provided?
\V/ R—=FTNT =X EDEHITREINZIREN?

- What are the expected means the data controller should implement for data provision?
- TXZEEEIRD 5B T —F OB 2

Article 20(1) of the GDPR provides that data subjects have the right to transmit the data to
another controller without hindrance from the controller to which the personal data have been
provided.

GDPR 20 5:(1)ClE, 7 — % EKIZ, 7 — X 2R L2 EHE O ERL . T—X 2o
EHEFEIIBITTOHNEZAE T2 EHEL TV D,

Such hindrance can be characterised as any legal, technical or financial obstacles placed by data
controller in order to refrain or slow down access, transmission or reuse by the data subject
or by another data controller. For example, such hindrance could be: fees asked for delivering
data, lack of interoperability or access to a data format or API or the provided format, excessive
delay or complexity to retrieve the full dataset, deliberate obfuscation of the dataset, or specific
and undue or excessive sectorial standardization or accreditation demands28,
ZOXDREZ T EHEENT —F EEOMOT —HEREICL DT VA BT
EHEMAHZ LD S 2 UTBIESE 572012179 & bW H1ER), HINM XITaEm i E &
BEBOT LB TE S, Bl2E, 2085 RFEICIE, 7 — 2B R S 5 FEEH
7 — Z L API XTIt S = U DWW C O AEH ATREME UL T 7 B AR, &7
— %ty FORY HULIZBIT2BEOREXITEH S, 7 —F &y ORI ZREZ L, X
L REIE DoAY 22 S0 EE O PR IR ME L SUTRRE DELR Y 8 A 5 28,

Aurticle 20(2) also places obligations on data controllers for transmitting the portable data directly to
otherdata controllers “when technically feasible”.

B 205:Qu., T — X EHEF I L, IS EBRTEERE S 1, K= 7T — 4 &2 H
B o7 — 2 EHEIIBITT DI LICHOERB LR LTV D,

28 Some legitimate obstacles might arise, as the ones, which are related to the rightsand freedoms of others
mentionedin Article 20(4), or the ones thatrelate to the security of the controllers’ own systems. It shall be the
responsibility of the data controller to justify why such obstacles would be legitimate and why they do not constitute
a hindrance in the meaning of Article 20(1).

F 20 F@OICHESNTZH ="FOHALKOCABIZEET 250, IEBEFOACD Y AT LOLEEMIC
BT 2 b0 E, MbNOEY 2EHEIAEL 206 LR, AE 0L I REENEL RO TH-
TH 20 FQU)DOHECEZL L2 ONIOWTL, 7T — 2 EHE N ELE LT 2B/TEE2HETHRET
HD,

32



The technical feasibility of transmission from data controller to data controller, under the
control of the data subject, should be assessed on a case by case basis. Recital 68 further
clarifies the limits of what is “technically feasible”, indicating that “it should not create an
obligation for the controllers to adopt or maintain processing systems which are technically
compatible”.
T=HEERKOD L b r— L FICBIT 5T —ZEHENOT — X EHE~OBATIZEBIT 54
Y 72 FEBLRTREMEIX, 77— R « XA « F—RATHIISNDH XX TH D, HISE 8 IHTIE,
MR EBLATRE ] ORA A S OICHMIZL TR Y, [F—ZEEEITX LEMIIC A
PED & 5 BV AT LD FATHMMFFOR T 2R DEL O TIERW ] BTN 5D,

Data controllers are expected to transmit personal data in an interoperable format, although
this does not place obligations on other data controllers to support these formats. Direct
transmission from one data controller to another could therefore occur when communication
between two systems is possible, in a secured way?2% and when the receiving system is
technically in a position to receive the incoming data. If technical impediments prohibit direct
transmission, the data controller shall explain those impediments to the data subjects, as his
decision will otherwise be similar in its effect to a refusal to take action on a data subject’s
request (Article 12(4)).

T EBEEIL, AT 2 A AEER TR TBITT A Z LA S TWnD, o
Eh, 2O LT MOT—HERFTICHLEDOL ) REREY AR — M 28EEZHETHO
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VAT LR OBENERIRITE P TARETH Y . MO v AT AREINEIIATT — &
ZZFETELRIUICH 25T, AL D D, HIRHEFIZ LD EHEOBITR TE WA
I, T2 ERFIX, TOFMHAE LR o HEICIEA COWREDRND T —F EROE
RICH LHEZRD L 2R LD LRERICZR D T, 77— BRI LZ OfEE Z 5/
L2z o iy (BB 125:4) .

On a technical level, data controllers should explore and assess two different and
complimentary paths for making portable data available to the data subjects or to other data

controllers:

- adirect transmission of the overall dataset of portable data (or severalextracts of parts
of the global dataset);

2 Through an authenticated communicationwith the necessary level of data encryption.
MBI L)L OT —H BN STV ABGES Lizlfg 2l U C,
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- an automated toolthat allows extraction of relevant data.

T B EEIL FIRHR LB W T, T— X ERNIIM DT — Z EE R —F T
F—XEAATEL Lot By, o 0)5&7‘;5%@9—3% e PEERF LEHMI T RETh

)
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The second way may be preferred by data controllers in cases involving of complex and large data
sets, as it allows for the extraction of any part of the data-set that is relevant for the data subjectin
the context of his or her request, may help minimising risk, and possibly allows for use of data
synchronisation mechanisms30 (e.g. in the context of a regular communication between data
controllers). It may be a better way to ensure compliance for the “new” data controller, and woulkl
constitute good practice in the reduction of privacy risks on the part of theinitial data controller.
ZOBROFEZ, T —F FROERIZEE #57 Zt oy OV D E Sy 2 b Al AT RE
L, VAV ZBESELFRMENRHY | Fio, T—FEWHELA =X LM (Fl 21X
T — 2 PRI fém@%ﬁL%®i% BUWT) & HHE &Lﬁé:&#g\@%ﬂo

REOT =2y "G ENIEEIT — X EHEEN L THAHH D, ZOHET T 5
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These two different and possibly complementary ways of providing relevant portable data could
be implemented by making data available through various means such as, for example, secured
messaging, an SFTP server, a secured WebAPI or WebPortal. Data subjects should be enabled to
make use of a personal data store, personal information management system3! or otherkinds of
trusted third-parties, to hold and store the personal dataand grant permission to datacontrollers to
access and process the personal data as required.

IS ZoDRRoT £ LT, BEL AN, BES 2R —2 77— 2 Otk

30 synchronisation mechanism can help reachingthe general obligations under Article Sobligation of the GDPR,
which provides that “personal data shall be (...) accurate and, where necessary, kept up to date”

F—ZFEHUE AT = A L, GCDPRE 55D (3= FAF—=H I )EETHY ., DOLETHBHIHEAIC
TR THOLRETH D] LWV —RNBHELZERTLIFIT LR 52,

31 On personal information management systems (PIMS), see, for example, EDPSOpinion 9/2016, available at
https://secure.edps.europa.eu/EDP SWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2016/16 -10-
20_PIMS opinion_EN.pdf

FAFEREH AT A (PIMS) 122\, il 2 1ZLL T o> EDPSOpinion 9/2016 % £,
https://secure.edps.europa.eu/EDP SWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2016/16-10-
20_PIMS opinion_EN.pdf
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—  What is the expected data format?
- HfIhsd3T—2BRifar?

The GDPR places requirements on data controllers to provide the personal data requested by the
individual in a format, which supports re-use. Specifically, Article 20(1) of the GDPR states that
the personal data must be provided “in a structured, commonly used and machine readable format”.
Recital 68 provides a further clarification that this format should be interoperable, a term that is
defined®? in the EU as:

GDPR ClE, 7 —#EFHF L, BAPLEREINBAT—% %2, BRIAL IR — 358
KN TER BT D ENEHHT N TS, BARRIZIE, GDPRE 20 & (1) Tk, HAT —X
TS LS, —RAICEEA S v, BT D & AT Rk E T e 50
EREL TS, BICEEBIHTIL, Zna S blcHic L, ZoBik, THHAEEHATEE)
RERXTRINERL2NEBELTWD Z O THAEEHATFE] 1220 TIZBUIZEBWTLL
FTOLIITERESN TS,

the ability of disparate and diverse organisations to interact towards mutually beneficial and

agreed common goals, involving the sharing of information and knowledge between the

organisations, through the business processes they support, by means of the exchange of data

between their respective ICT systems.

FLFER ONZFRR R D3, I D (5 R R DNl D Ho g 2 58 HIEHY 0> DAl 4172 4
HOAEFAIEL, BHMPET SFFET 2 XFHC, % ICT X7 A/ TOF
— AKX FRENO T, HAIZKHTES Z &,

The terms “structured”, “commonly used” and “machine-readable” are a set of minimal requirements

that should facilitate the interoperability of the data format provided by the data controller. In that way,

32 Article 2 of Decision No 922/2009/EC of the European Parliament and of the Council of 16 September 2009 on
interoperability solutions for European public administrations (ISA) OJ L 260, 03.10.2009, p. 20

2009 4F 9 A 16 H., BRMATBOEH&D 7= D O BIEAME Y U 2 — v a3 > (ISA)IZBET 2 BRINGES R OB
YL E 55 922/2009/EC %5 2 45 (0JL260, 03.10.2009, p.20)
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“structured, commonly used and machine readable” are specifications for the means, whereas
interoperability is the desired outcome.

M e s no), TSRS NS | ATt 0H 51 L) XEE, 77— F FE
FIZL VR Sh D7 — 2RO AEN M ZRET 5, HIEROEHTH D, ZDRICE
WT, Mg ks, —AICHIH ST O H 51 LWV O XEIF, FROMEKRTH
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Recital 21 of Directive 2013/37/EU3334 defines “machine readable” as:
2013/37/EULT $5 45 Hii SCEH 21 B 3334 T, THEMAT&etE D & % | (“machine readable™) (220>
THKRDOEHITEFRLTND,

a file format structured so that software applications can easily identify, recognize and extract
specific data, including individual statements of fact, and their internal structure. Data encoded

in files that are structured in a machine-readable format are machine-readable data. Machine-
readable formats can be open or proprietary; they can be formal standards or not. Documents

encoded in a file format that limits automatic processing, because the data cannot, or cannot

easily, be extracted from them, should not be considered to be in a machine-readable format.
Member States should where appropriate encourage the use of open, machine-readable formats.
TR T T Y = g PN DF LG & T HFE D T — 5 R N DESTE
EEDGIZIFE, Bk k O] TES L I #HENE I TNS T 7 AT 4 —~> T
BB, W ATGNED D SHETHENE I TDE 7 74 A DIFHE e —50d, %
WA FGENE DD ST — 5 Th B, MW AJFGNED B B3I L, 2 RITH 19707 2CTH )

7. NFRFFEBThH LG5 EE 0 TRVWBGEDPD S, HERK O FHIRT S 7 71
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Given the wide range of potential data types that could be processed by a data controller, the GDPR
does notimpose specific recommendations on the format of the personal data to be provided. The most
appropriate format will differ across sectors and adequate formats may already exist, and should
always be chosen to achieve the purpose of being interpretable and affording the data subject with a

3 Amending Directive 2003/98/EC on the re-use of public sector information.

AR P D1 W R ICBEd 2545 (2003/98/EC) |Z4% H Uit

34 The EU glossary (http:/eur-lex.europa.eu/eli-register/glossary.html) provides further clarification on expectations

relatedto the conceptsused in thisguideline, such as machine-readable, interoperability, open format, standard,

metadata.

EU 784 (http://eur-lex.europa.eu/eli-register/glossary.html) i, #6#% 777 /% (machine-readable). 78 ZEH 1
(interoperability), 7 —>">7.4—< } (openformat), Z# (standard), %7 —% (metadata) 7% &&

A KT A2 THELDITHHEEEICEE LR Ic W T HEA 2 Mkt L T 5,
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large degree of data portability. As such, formats that are subject to costly licensing constraints would
not be considered an adequate approach.

GDPR Cld, 7 — ¥ BHHIZ LV B 2 FReMED & 27 — Z ORI FHFICESD 2 &
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Recital 68 clarifies that“The data subject's right to transmit or receive personal data concerning him

or her should not create an obligation for the controllers to adopt or maintain processing systems

which are technically compatible.” Thus, portability aims to produce interoperable systems, not

compatible systems3®,

ATSCE 68 TH Tl 77— ERICET 2 AT — 2 2 R NDBBAT UL T 2HERNT, B8
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Personal data are expected to be provided in formats that have a high level of abstraction from any
internal or proprietary format. As such, data portability implies an additional layer of data processing
by data controllers, in order to extract data from the platform and filter out personaldata outside the
scope of portability, such as inferred data or data related to security of systems. In this way, data
controllers are encouraged to identify beforehand data which are within the scope of portability in
their own systems. This additional data processing will be considered as ancillary to the main data
processing, since it is not performed to achieve a new purpose defined by the data controller.
N7 — 2%, Winde 2 NEHEER ST A AR o XL Y bEEIcHRbsh 2B T’
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35 |SO/IEC 2382-01 defines interoperability as follows: “T he capability to communicate, execute programs, or
transfer dataamongvarious functional unitsin a manner that requires the user to have little or no knowledge of the
unique characteristics of those units.”
ISO/IEC 2382-01 {23\ T, AHEEMAMEII RO L S ITELRS LTV D,
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Where no formats are in common use for a given industry or given context, data controllers should
provide personal data using commonly used open formats (e.g. XML, JSON, CSYV,...) along
with useful metadata at the best possible lewvel of granularity, while maintaining a high level of
abstraction. As such, suitable metadata should be used in order to accurately describe the meaning
of exchanged information. This metadata should be enough to make the function and reuse of
the data possible but, of course, without revealing trade secrets. It is unlikely therefore that
providing an individual with PDF versions of an email inbox would be sufficiently structured or
descriptive to allow the inbox data to be easily reused. Instead, the e-mail datashould be provided
in a format which preserves all the metadata, to allow the effective re-use of the data. As such, when
selecting a data format in which to provide the personal data, the data controller should consider how
this format would impact or hinder the individual’s right to re-use the data. In cases where a data
controller is able to provide choices to the datasubject regarding the preferred format of the personal
data a clear explanation of the impact of the choice should be provided. However, processing
additional metadata for the sole purpose that they might be needed or wanted to answer a data
portability request poses no legitimate ground for such processing.
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WP29 strongly encourages cooperation between industry stakeholders and trade associations to

work together on a common set of interoperable standards and formats to deliver the
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requirements of the right to data portability. This challenge has also been addressed by the
European Interoperability Framework (EIF) which has created an agreed approach to interoperability
for organizations that wish to jointly deliver public services. Within its scope of applicability, the
framework specifies a set of common elements such as vocabulary, concepts, principles, policies,
guidelines, recommendations, standards, specifications and practices.
WP29 1%, EERBERE LBEFFREK LT —FFR—F Y T 1 OO B4 BFT5
DIZ. BALT H— L HEERAEEROERORECRY BT Z L 2RRET, 20
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- How to deal with a large or complex personal data collection?
- REXIIEERT—FBELOX D ITBHR D 22?2

The GDPR does notexplain how to address the challenge of responding where a large data collection,
acomplex datastructure orothertechnical issuesarise that might create difficulties for data controllers
or datasubjects.

GDPR TliE., KED T — Z L, BT — 2 G T Z OM OB LV AL S 57
— HZEHERST —F EEROREEIZ O WTE D X I ITHALT D OPIRITH ST
[

However, in all cases, it is crucial that the individual is in a position to fully understand the definition,
schema and structure of the personal data that could be provided by the data controller. For instance,
data could first be provided in a summarised form using dashboards allowing the data subject to port
subsets of the personal data rather than the entirety. The data controller should provide an overview
“in a concise, transparent, intelligible and easily accessible form, using clear and plain language” (see
Article 12(1)) of the GDPR) in such a way that data subject should always have clear information of
what data to download or transmit to another data controller in relation to a given purpose. For
example, data subjects should be in a position to use software applications to easily identify,
recognize and process specific data from it.

L2OLRRE, WhRLHGETH, FEAN, 7 —FEHEFICLVRESNDIBAT—F D
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36 sSource: http://ec.europa.eulisa/documents/isa_annex_ii_eif en.pdf
Hi B http://ec.europa.eu/isa/documents/isa_annex_ii_eif en.pdf
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As referenced above, a practical way by which a data controller can answer requests for data
portability may be by offering an appropriately secured and documented API. This may enable
individuals to make requests of the data controller for their personal data via their own or third-party
software or grant permission for others to so do on their behalf (including another data controller) as
specified in Article 20(2) of the GDPR. By granting access to datavia an externally accessible API,
it may also be possible to offer a more sophisticated access systemthat enables individuals to make
subsequentrequests fordata, either as a full download oras a delta function containing only changes
since the last download, without these additional requests being onerous on the data controller.
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- How can portable data be secured?
- EDEOSER—EGTNT—ZOREMZHERTE 55 ?

In general, data controllers should guarantee the “appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures” according to Article 5(1)(f) of the
GDPR.

— Rz, T— 2 EEFIL, GDPRF 5 &£ ()ODHEIC LiuE, AT —Z 2o\ T, i
B 72 B AR 09 SO FAHRRED TR K0 | ARIESUTEE R TR D & OORGE K OEFERY 7B 5, il
EXIIEENOOREEZE T, TOT — X Oy Eet] ZIRAETH5& Th 5,

40



However, the transmission of personal data to the data subject may also raise some security issues:
L Lo HAT =2 D7 — 2 FERAOBATIZB WL, ZRMEICHBENE T 2567
D,

How can data controllers ensure that personal data are securely delivered to the right person?
F— R EREIIENT —F ORI EHE~DLRREE DL HITHIETE LD

As data portability aims to get personaldata out of the information systemof the data controller, the
transmission may become a possible source of risk regarding those data(in particular of data breaches
during the transmission). The data controller is responsible for taking all the security measures
needed to ensure not only that personal data is securely transmitted (by the use ofend-to-end or data
encryption)to the right destination (by the use of strong authentication measures), but also continuing
to protect the personal data that remains in their systems, as well as transparent procedures for
dealing with possible data breaches3’. As such, data controllers should assess the specific risks
linked with data portability and take appropriate risks mitigation measures.
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Such risk mitigation measures could include: if the data subject already needs to be authenticated,
using additional authentication information, such as a shared secret, or another factor of
authentication, such as a onetime password; suspending or freezing the transmission if there &
suspicion that the account has been compromised; in cases of a direct transmission from a data
controller to another data controller, authentication by mandate, such as token-based

authentications, should be used.
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37 In conformance to the Directive (EU) 2016/1148 concerning measures for a high common level of security of
network and information systemsacrossthe Union
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Such security measures must not be obstructive in nature and must not prevent users from exercising
their rights, e.g. by imposing additional costs.
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How to help users in securing the storage oftheir personal data in their own systems?
I—H—DPHOLDV AT AIZBWTHLOEAT — 22 L EIRETEL LD LI
FHiF4H0°

By retrieving their personal data from an online service, there is always the risk that users may
store themin less secured systems than the one provided by the service. The data subject requesting
the datais responsible for identifying the right measures in order to secure personal data in his own
system. However, he should be made aware of this in order to take steps to protect the information
he has received. As an example of leading practice data controllers may also recommend appropriate
format(s), encryption tools and other security measuresto help the data subject in achieving this goal.
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Done in Brussels, on 13 December 2016
For the Working Party,

The Chairwoman

Isabelle FALQUE-PIRROTIN

As last revised and adopted on 05 April 2017
For the Working Party,

The Chairwoman

Isabelle FALQUE-PIRROTIN
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