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1. Introduction

1. F

The General Data Protection Regulation (‘GDPR’),! due to come into effect on 25 May 2018,
provides a modernised, accountability-based compliance framework for data protection in Europe.
Data Protection Officers (‘DPO’) will be at the heart of this new legal framework for many
organisations, facilitating compliance with the provisions ofthe GDPR.

— g7 — ZR#ERHI (GDPR) 1. 2018 4% 5 A 25 HITHEAT S 4L, BRINDT — X R D=
O, BMRYL LT H o 28 ) T A IS IETETOMAE 525, 7 — 7 i A4 7 1
#— (DPO) 1% < DHFEIT L > T, Z O R IERMHA DL TH Y . GDPR DBLE D
WAF A EET D,

Under the GDPR, it is mandatory for certain controllers and processors to designate a DPO.2 This
will be the case for all public authorities and bodies (irrespective of what data they process), and for
other organisations that - as a core activity - monitor individuals systematically and on a large scale,
or that process special categories of personal dataon a large scale.

GDPR @ & Tid, —EDEHHE LUHEN DPO LT 5B EXA D% ZhEdbb
DB R OFUER (ED &5 72 77— & Bl 5 2213 BEfR 72 | I ONT, il OB 23
FDRZER & L T——R R DO KRB N 2 B4 5 SR e E oA T — # %
RIBNC TG 5 RS TIE E D,

Even when the GDPR does not specifically require the appointment of a DPO, organisations may
sometimes find it useful to designate a DPO on a voluntary basis. The Article 29 Data Protection

Working Party (‘“WP29’) encourages these voluntary efforts.

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation), (OJ L 119, 4.5.2016). The GDPR is relevant for the EEA
and will apply after itsincorporation into the EEA Agreement.
TENT —Z OEHRNNERD BIRAOLRHE KO T — ¥ O B M 7Bl N 54 95/46/EC DBEILIC BT 5
2016 4F 4 A 27 HORINEHS L OB F S (EU) 2016/679 (—i%7 — & fR#H ) (0JL119, 4.5.2016),
GDPR L EEAIZBHH T 21D TH Y, EEA EEITHAA TN, MHEND,
2 The appointmentof a DPO isalso mandatory for competent authorities under Article 32 of Directive (EU) 2016/680
of the European Parliament and of the Council of 27 April 2016 on the protection of natural personswith regard to the
processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA (OJ L 119, 4.5.2016, p. 89— 131), and national implementing
legislation. While these guidelines focuson DPOs under the GDPR, the guidance isalso relevant regarding DP Os under
Directive 2016/680, with respect to theirsimilar provisions.
DPO D ZFATIE, JLEOBH 1L, #aEF L IEFFBEXIIH FHOPITE BN LT 5N RIC L HEAT —F
DEARNNAR D HIRN ORGER U302 7 — 2 O H 7228 B30 OV B ML E 2008/977/JHA DFEIEIC
B3 % 2016 4F 4 J 27 0 OBINGE S RO Ffer (EU) 2016/680 D% 32 % (0JL 119, 4.5.2016, p.89-
131) , W NCENMEIFIRIC LD & gL JRIC L > THHEBE TH D, AV A N7 A 1% GDPR IZ &< DPO
IZHE R E YT D, HREHIHEA 2016/680 (235 < DPO DWW Th, B DOSRIEICE L CRMEMSEA AT 5,
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GDPR 73 DPO D A£ Z FFIZ B3R L7aWEETH, MR LIX LIE, B EMIC DPO &7 5
DNEWRTHHEEIZ L LHAD, B 2957 — X IR#EIEENRS (WP29) X, =9 L71zH
FEHY R EL D A E LR 5

The concept of DPO is not new. Although Directive 95/46/EC® did not require any organisation to
appointa DPO, the practice ofappointing a DPO has nevertheless developed in several Member States
over the years.

DPO DM EIL HH LW b DO TR, 57 95/46/EC3 1L\ A2 72 HifHikiC & DPO BT %4 %75
ST Rino72id, DPO ZIEBET HEFIT TN TH B, —HOMBETRENT THbh
T&7,

Before the adoption of the GDPR, the WP29 argued that the DPO is a cornerstone of accountability
and thatappointing a DPO can facilitate compliance and furthermore, become a competitive advantage
for businesses.* In addition to facilitating compliance through the implementation of accountability
tools (such as facilitating data protection impact assessments and carrying out or facilitating audits),
DPOs actas intermediaries between relevant stakeholders (e.g. supervisory authorities, data subjects,
and business units within an organization).

GDPR RIS H, WP29 (X, DPO ST A7 2 VT 4 OFETHY . DPO DTN E
TETERE L, OWTIEREIZL > THEF LOBALIZRY 5D L FRLIEY TV
BV T g b (T — ZORERERTAR DR e ONE A D FAT UM/ &) D FEhZ @ U
G ESTREDIE ), DPO (X BERMERRE (BIAX, BEYNR. 7 —F HEKOHHEN
DFEIEM) OfpfrE o&E L R2T,

DPOs are not personally responsible in case of non-compliance with the GDPR. The GDPR makes it
clear thatit is the controller or the processorwho is required to ensure and to be able to demonstrate
that the processing is performed in accordance with its provisions (Article 24(1)). Data protection
compliance is a responsibility of the controller or the processor.

DPO %, GDPR - TiEN N b - T-¥er. HOLEMEEZA D DT TRV, BUEICHI L 72Ek
WANFENE S D LD ITHEEZ L, FETE L X5 ICEE DT b O EE X ITLH
HTHDH L% GDPRIZHAMEIZL TS (5 24 k(1) 7 — Z (RamEsT (3E BLE SU T

3 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data (OJ L 281, 23.11.1995,
p.31).

BAT — ZEAFNAR DBEAOFHER O YT — X O AR BN T 2 1995 45 10 A 24 B OBRMGES &
OB £ F54r 95/46/EC (0JL 281,23.11.1995,p.31),

4 See http://ec.europa.eu/justice/data-protection/article-29/documentation/other-
document/files/2015/20150617 appendix_core_issues plenary en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-

document/files/2015/20150617 appendix_core_issues plenary en.pdf Z B,
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HEOEMETHD,

The controller or the processor also has a crucial role in enabling the effective performance of the
DPO’s tasks. Appointing a DPO is a first step but DPOs must also be given sufficient autonomy and
resources to carry out their tasks effectively.

B SOTIPEE 1L, DPO D DOMRMIBITZ FIREICT 5 M Th, HERKE ZH-T
W%, DPO DER(TLITE MO —HTZH, DPOITIHMEBE AR EITT D720, +o7H
WL Y V=22 b E SR TER B0,

The GDPR recognises the DPO as a key player in the new data governance systemand lays down
conditions for his or her appointment, position and tasks. The aim of these guidelines is to clarify the
relevant provisions in the GDPR in order to help controllers and processors to comply with the law,
but also to assist DPOs in their role. The guidelines also provide best practice recommendations,
building on the experience gained in some EU Member States. The WP29 will monitor the
implementation of these guidelines and may complement themwith further details as appropriate.
GDPR (%, DPO ZHi=/a T — Z HNF U ZEHI DA F LI HNF L& LTRML TR |
BEOGM, L OB Z R LTS, A RT7A4 Db WL, FEECUIE OES
AP &2 RS L. DPO MW EIZ RI-T 3dE 2T 5720, GDPR D% HUE 2 MEIZ 42 2
LIThH D, TARITANTERL, —HO BUNMRETH LN RREZ LRI, B3I s
ANTTIT 4 ALttt 5, WP I A RIA U DOFERZEMRL, S OITEEMA R L
THAMTTL2ZLbHY 55D,



2. Designation of a DPO
2. DPO D &EfE:

2.1. Mandatory designation
21. BBHIRE

Article 37(1) of the GDPR requires the designation ofa DPO in three specific cases:®
GDPR D5 37 51X, = D B AR 727 — 2250 T DPO D RAE A2 FHE ST T W5 5,

a) where the processing is carried out by a public authority or body;®

a) BB WA R EIBEEI SUIHIRIC K> TIThh 5456 8

b) where the core activities of the controller or the processor consist of processing operations,
which require regular and systematic monitoring of data subjects on a large scale; or

b) EELE T FE O LHIZEBEN T — F FRO KHE R E R SRR B 72 B R
EETLRRIERETH LS E

c) where the core activities of the controller or the processor consist of processing on a large
scale of special categories of data” or® personal data relating to criminal convictions and
offences.?

c) B HE ITEE O LRIER D R FEEO T — 2 73X 8 F IR L OSSR
B4 2 AT — & O RBUEZR RN Th 2 556 °

In the following subsections, the WP29 provides guidance with regard to the criteria and terminology
used in Article 37(2).

UUTFOH7v 73T WP IH 37N THWSLN D LU L FFEICET 28 2R,

5 Note that under Article 37(4), Union or Member State law may require the designation of DPOs in other situations
as well.

37 R(A)ITHES &, BUNES SUIMMBEOED, ORI TS DPO DRTERE DT LI LN TE DR
WWHEEShZW,

6 Except for courtsactingin their judicial capacity. See Article 32 of Directive (EU) 2016/680.

FHERIMERRIC SE D X R H 217 5 BT & BR<., EU f517 2016/680 5 32 525 ML,

7 Pursuant to Article 9 these include personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual
orientation.

B9 &ICX 0, AFEE L IR RN, BOAHETR . REWE L < IXEFENEE I EEE B8k %
ATEAT =%, KON B#57—4%, BRAEZ —BICHTH 2 &2 B E LIcAEERT —%, BEICET
57— & X ARANO WS L AXMEWIBMICET 27 — 2 OBV E Eh b,

8 Article 37(1)(c) uses the word ‘and’. See Section 2.1.5 below for explanation on the use of ‘or’ instead of ‘and.’
%37 ZA))E TERWY (and) ] OFFEZMNT WD, TROY TERL T (on) VW5 Z&IiZo0nTo
FBIX., Ttz vz v 215 28,

9 Article 10.

%10 &,



Unless it is obvious that an organisation is not required to designate a DPO, the WP29 recommends
that controllers and processors document the internalanalysis carried out to determine whether or not
a DPO is to be appointed, in order to be able to demonstrate that the relevant factors have been taken
into account properly.1% This analysis is part of the documentation underthe accountability principle.
It may be required by the supervisory authority and should be updated when necessary, for example if
the controllers orthe processors undertake new activities or provide newservices that might fall within
the cases listed in Article 37(1).

DPOEIEZ £ H DT H A TWRWIZ ENAHATRWVRY | WP29 (3, FHAE & ALHE T L
T, BIEERPEUNICEE SN L ZFEA TEDH L HI2T 572D, DPO OFBMEOEL %
Wesd B RXLATONTENEH T2 LE T D2 L 2BETH0 Zonoiz7rsv 287
4 DJFHANCE T 2 CE O —H Th 5, CIUIEERENOZEREN I 2 L, flziEX, B
Fr ST D 3T SR (DI R ENTW D HEBNIFE Y T 5 vl Rttt D & 5 ¥l OEE 217 5
St XATHHLO I — B R 28R4 25581213, RBEIS U T, &I bD & LTk S
AR

When an organisation designates a DPO on a voluntary basis, the requirements under Articles 37 to
39 will apply to his or her designation, position and tasks as if the designation had been mandatory.
FLA 25 H BRI DPO 2 BET 5 HAE 2T, BENBHHITHL56 L FRIZ, F 37 &»
B 39 RICHE S BN, ZOFEORL, AR OYTBICHET S b,

Nothing prevents an organisation, which is not legally required to designate a DPO and does not wish
to designate a DPO on a voluntary basis to nevertheless employ staff or outside consultants with tasks
relating to the protection of personal data.

In this case it is important to ensure that there is no confusion regarding theirtitle, status, position and
tasks. Therefore, it should be made clear, in any communications within the company, as well as with
data protection authorities, data subjects, and the public at large, that the title of this individual or
consultant is not a ‘data protection officer (DPO).11

LI DPO OR(TEHRBEZ A DT, HEMR DPO OR(TA L E WS, ThThRE
N7 — 2RI ET DB LT O MBSO a2 o N T 52 L 20T

10 see Article 24(1).
% 24 (L)% B,
1 Thisisalso relevant for chief privacy officers (‘'CPQ's) or other privacy professionals already in place today in some
companies, who may not always meet the GDPR criteria, for instance, in terms of available resources or guarantees for
independence, and therefore, cannot be considered and referredto as DPOs.
ZhiE, —HORETHICHEE SN TWETF— 7T T ARV —F7 4% — (CPO) DT T A v —H
MEZICHEE T2, ZNbDFEE, Bl TR ATREZR Y Y — A LML OIRFED R T, GDPR D FEHE % i
7o ERWATREED B Y, DPO LR LD | FEATZ VT 52 LN TE R,
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5O TIERY, ZOHE, JHEE, B, AL OMEBISRELAAE Ul & 9 ICiEFE %2
TZENEETHD, TNWWZ, FHNDIED, T—FREL R, 7 — X EERE T RIC
KT HEETH, YA X Fa Pz hOFEEN 17— 2R84~ % — (DPO) |
TRWZ EEEICT HREThDH UL,

The DPO, whether mandatory or voluntary, is designated forall the processing operations carried out
by the controller or the processor.

DPO (X, B ThN., HENTHI, BEE UINHE T 5 B TOBRIRIEZEIZOWT
EBEIND,

2.1.1 ‘PUBLIC AUTHORITY OR BODY’
211 T ARSI HE )

The GDPR does not define what constitutes a ‘public authority or body’. The WP29 considers that
such a notion is to be determined under national law. Accordingly, public authorities and bodies
include national, regional and local authorities, but the concept, under the applicable national laws,
typically also includes arange of other bodies governed by public law.12 In such cases, the designation
of a DPO is mandatory.

GDPR I, 23 TR SUTHIR ] 2T 202 R L TWRY, WP, 2251
SNERNETRDONDIRETHD EER D, LTIehH o T, AWRBER & OSUIFIAR, [H,
i, HUG ORI A B ey, LT 5 ENIEICEE D & | DNEIZ L o TR S 2 —E#iH O
oMK L ELOREHTHL 2, 2D X586, DPO DBLIIRB ST b D,

A public task may be carried out, and public authority may be exercised3 not only by public
authorities or bodies but also by other natural or legal persons governed by public or private law, in
sectors suchas, according to national regulation of each Member State, public transport services, water
and energy supply, road infrastructure, public service broadcasting, public housing or disciplinary
bodies for regulated professions.

DR DBATRONHIMERR DT ABIBEBISUIHIATZ T Tla <L BDEUIFIEIC L - T
FLEE S Do BARASUTEN B2, SR E O ERNBHNCS U T, AL @m— e A

12 See, e.g. the definition of ‘public sector body’ and ‘body governed by public law’ in Article 2(1) and (2) of Directive
2003/98/EC of the European Parliament and of the Council of 17 November 2003 on the re-use of public-sector
information (OJL 345, 31.12.2003, p. 90).
Bl 2 0F . AWEEBEORE MOTH AICEIYT 5 2003 4 11 A 17 H ORKIN#E S & OB 2154 2003/98/EC D55
2 EVRICEIT D TAKFIE] KO TAEICE DES DK ] oEFEE SR (0JL 345,31.12.2003,
p.90),
13 Article 6(1)(e).
% 6 Z&(1)(e)

10



KIE B O pL 2 — i B A 7 T ANIRRE, AE R QNS BLHIEARE OB RE 4 &
Wo Ttk 7 X —=T) bITVW I 5 B,

In these cases, data subjects may be in a very similar situation to when their data are processed by a
public authority orbody. In particular, data can be processedforsimilar purposes and individuals often
have similarly little or no choice over whether and how their data will be processed and may thus
require the additional protection that the designation ofa DPO can bring.

ZO%E. T BRI BEOT — & BARBEB X IFEICEH b D D & IEFITIT IR
REICE 2 LD 00 LV, FRZ, 7 — 2 MU AR CTHRR b D WTREME & 0 |l 2 AN
FERIZ, T — ZREHRON D DENRED L9 IZBHRDOINL DOV TERIMEEZIZ AL
XITFESTLBONRNT E013% <, DPO BIENHTZH L 9 2 IBMARENLEIT R DT
59,

Even though there is no obligation in such cases, the WP29 recommends, as a good practice, that
private organisations carrying out public tasks or exercising public authority designate a DPO. Such a
DPO’s activity covers all processing operations carried out, including those that are not related to the
performance of a public task or exercise of official duty (e.g. the management of an employee
database).
ZOXIBRGHICITE A BB R L, WP L, BE LWVMETTE LT, AMTH %%
119 2 UTAWIHERR 24746 9~ 2 R DS, DPO % (L3 2 Z L 2 #)57 5., 7% DPO
DOIEBENL, SHER O FATONH PUTICERR 2 b O (B AIINEER T — 2 X—ZADE )
bEH, FTINLTXTORRIEEE RSG5,

2.1.2 “CORE ACTIVITIES’
212 THLpES)

Article 37(1)(b) and (c) of the GDPR refers to the ‘core activities of the controller or processor’.
Recital 97 specifies that the core activities of a controller relate to ‘primary activitiesand do not relate
to the processing of personal data as ancillary activities’. ‘Core activities’ can be considered as the
key operations necessary to achieve the controller’s or processor’s goals.

GDPR #5 37 25(D)(b)}e ¥ (e)iE . T HLE SUTAELE O LR ] ICE /R L TWD, HICH
97 k., WHHFOPLOIESEN [E2EBICHEL, BIRIESE L L TOEAT—2D
BAR O ZBE L) EIARL T 5, THOLEOSEES | 13, BB SUTALERE O B AR R4 2
MEEFEELEZAD LN TED,

However, ‘core activities’ should not be interpreted as excluding activities where the processing of

11



data forms an inextricable part ofthe controller’s or processor’s activity. Forexample, the core activity
of a hospital is to provide health care. However, a hospital could not provide healthcare safely and
effectively without processing health data, such as patients’ health records. Therefore, processing these
data should be considered to be one of any hospital’s core activities and hospitals must therefore
designate DPOs.

7Ly THDEZERS) 13, 7 — 2 BB VB SUTLHRE OB OO v B 72 Wil &
R L CWDEBERINT D LT <& Thav, FlxIE, Wb PO ERIXER ORI T
b5, LU, Jipers i otk & OfFET — 2 2 kb 312, e >R R E
W R TL0IIRAETHAS S, Tz, 2D X D77 — & OB IR D T.0H)2E
BD—> L RpT_R& T, Fild DPO Z &L LT iR 570,

As another example, a private security company carries out the surveillance of a number of private
shopping centres and public spaces. Surveillance is the core activity of the company, which in turn is
inextricably linked to the processing of personaldata. Therefore, this company must also designate a
DPO.

BMoflL LT, 2 RHEEHSENZ ORI a vy B 7 =R D0 %
IToTW5, BERIZZ OSOFLIERTH O | AAT —F OB & RA[FITRE D0
TWo, Zhwpzx, ZTOEhs DPO Z B L2 AT 72 720,

On the other hand, all organisations carry out certain activities, for example, paying their employees
or having standard IT support activities. These are examples of necessary support functions for the
organisation’s core activity or main business. Even though these activities are necessary oressential,
they are usually considered ancillary functions ratherthan the core activity.

—Ji. O LMD WEEB OGS CIEHER 22 IT YR — FEH R EO—EDEH
EIT-TWDH, ZAUbiE, MO FLAIERE UL FEZ 5 FHHEITE 5T, LERY AR — MMERE
OB ThH D, ZNHDEBITIVNENIFIARAIROLEDTH-TH, — AT, FLIERT
37 < BIRROBKRE L R S5,

2.13 ‘LARGE SCALE
213 T XRHEMHA]

Article 37(1)(b) and (c) requires that the processing of personal data be carried outon a large scale in
order for the designation ofa DPO to be triggered. The GDPR does not define what constitutes large-

scale processing, though recital 91 provides some guidance.14

14" Accordingto the recital, ‘large-scale processing operations which aim to process a considerable amount of personal
data at regional, national or supranational level and which could affect a large number of data subjects and which are
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% 37 Z2)O) K V(e)ix. DPO DOBENFHEAIT SN D ITIE. [HAT —F OBEAR A K EIE
AT DMERH D E LT D, GDPR I 23 KRR 2T 502 EF% LT
WA, BISCE NLEIZ W 90D fE# 252 T\ A 1

Indeed, it is not possible to give a precise number either with regard to the amount of data processed

or the number of individuals concerned, which would be applicable in all situations. This does not
exclude the possibility, however, that over time, a standard practice may develop, for identifying in

more specific and/or quantitative terms what constitutes ‘large scale’ in respect of certain types of
common processing activities. The WP29 also plans to contribute to this development, by way of
sharing and publicising examples of the relevant thresholds forthe designation ofa DPO.

FEEED L ZAH, B 27 — 2 &R T 2EADOEICE L T, & 5 2 RGICHEH T&

LIEMRETEMRTZEIIAETH D, L L, Ziud, R ORKBIZHEWL, —EFEEO
gl U 72 R ES TR LT K0 BRBI RO SUTE RAIBLED HATTDS TRBIRE) 2 AR
DDONDRFEICET 2 —EOEENFEEL T ARREEZEET D H DO TRV, WP 1

DPO E(EIZBHE T 2 BEOHI 2 A - R"BATHZ & T, £ ) LIERRICHFEST L5 TH
%o

In any event, the WP29 recommends that the following factors, in particular, be considered when
determining whetherthe processing is carried out on a large scale:

WIS L WP29 [F, RHIBHZ BRI TN D 2 E D M EHWT§ 2 B8, R TR H# %
EBET DL 08ET D,

e  The number of data subjects concerned - either as a specific number or as a proportion of
the relevant population
o BRT DT —F EROB——HAER B SOIEET 2 A A0 EIE

likely to result in a high risk” would be included, in particular. On the other hand, the recital specifically provides that
‘the processing of personal data should notbe considered to be on a large scale if the processing concerns personal
data from patients or clients by an individual physician, other health care professional or lawyer’. It is important to
consider that while the recital provides examples at the extremes of the scale (processing by an individual physician
versus processing of data of a whole country or across Europe); there is a large grey zone in between these extremes.
In addition, it should be borne in mind that thisrecital refersto data protection impact assessments. T hisimplies that
some elements might be specific to that context anddo not necessarily apply to the designation of DPOs in the exact
same way.
M K D& THs, [FAXIZEE L~ T2 R DA T — 5 2 IR/PIS Z EaAFL, ZHDOT
— & FRIZ BT S A[REMED B U B Y R IO E AJREIE DA O AP L IRIRIEFE) DS, FRIZE EN
Do — 0. BT TR 053, [ 4 DIERD, ] DEREE X 17T AN L SN DN 7 — 5 12
BItR 7 S B E N T —F DR VPAHIEE BT N&E 40 EHRICEDTWD, HiSUIRED
] A i C B A 280 T B3 (fll 2 DIEENIC & 2Bl & —ERESUIRMN 2D 7 — 2 OB OO |
WS OMICRER T L —Y = RhDEBEZDHDIENERETHD, SHIZ, ZORIINRT —F RERE
FEAIC AN TV D RICEE T NS THD, i, —HOERPLOXIREAO LD LLT, £o72
KFUL & DICDPO OEBEIZEM SN D LIER BN & Z2IERT 2,
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e  The volume of data and/orthe range of different dataitems being processed
o b7 —¥OEKD/ NI 57T — # THH O

e  The duration, or permanence, of the data processing activity

o T — X HUREER OB ST KM

e  The geographicalextent of the processing activity

o IR ERS OOt PR A i

Examples of large-scale processing include:
KB 22 B OBNI RO LB Y

e  processing of patient data in the regular course of business by a hospital

o JHPLOIEHEEBNOBEET —F OB

e  processing oftravel data of individuals using a city’s public transport system(e.g. tracking
via travel cards)

o TOALZEEREEFHAT 2MEMADOBE T — & Ok (] FHEI— NIZL 58
B5)

e processing ofrealtime geo-location data of customers of an international fast food chain for
statistical purposes by aprocessor specialised in providing these services

o HMBZRLHENKEF RO DIT ) HERNR T 7 —A M7 — FF = — 128
DR DY T IVE A DI HPRALE G H O BHR

e processing of customerdatain the regular course ofbusiness by an insurance company ora
bank

o [RERSH SUTHITOMWME EHNOBET —FZ OB

e processing of personal data for behaviouraladvertising by a search engine

o MR U TUCRDTEY =TT 4 TIRE DO DENT — Z ORI

e processing ofdata (content, traffic, location) by telephone or internet service providers

o EHNITA I =Ry bOP—ERAHERIILLT—¥ (2T Y dEE, AL
&) OB

Examples that do not constitute large-scale processing include:
KRB 22 BAR N Z R L 22 WBINTR D L B 0

e processing of patient data by an individual physician
o fHx DEMICEDEET—F OB
e  processing of personal data relating to criminal convictions and offences by an individual
lawyer
14



o fHx DFELIC I DAIH PRI OIIRICEDE LI @A T —Z O Bk

2.1.4 ‘REGULAR AND SYSTEMATIC MONITORING’
214 [EHH OB R

The notion of regular and systematic monitoring of data subjects is not defined in the GDPR, butthe
concept of ‘monitoring of the behaviour of data subjects’is mentioned in recital 2415 and clearly
includes all forms of tracking and profiling on the internet, including for the purposes of behavioural
advertising.

T — & EEROEMHI NSRRI REROMEIL GDPR TEZR SN TWRWA, [F—F 1k
DATH O] OMRIIATLHE 24 H S TEASINTEBY, ITINFY—F T 4V TIREOHR
EED, AVE—2y N EOHLPLEOBENTn T 7 A4 U ZITHMEICE £ b,

However, the notion of monitoring is not restricted to the online environment and online tracking
should only be considered as one example of monitoring the behaviour of data subjects.16

e L, BROBERITA T4 VRREIZIRESN T, 2 T A ViBHNIT — & EROITHE
BO—FHFTERNE R T RETHD B,

WP29 interprets ‘regular’ as meaning one or more of the following:

WP29 1% [EH#IR (regular) | (Z2WT, RO —DLL EOEWEZ G925 LIRT 5,

e Ongoingor occurring at particular intervals for a particular period

o BUEMEEE L TV D T —EHBINIZBW T —EDMRETHRAET 5
e  Recurring or repeated at fixed times

o RE SNV IERLRE ATV RSN D

e  Constantly orperiodically taking place

o I MILEWIRY (periodically) (ZFAT D

15In order to determine whether a processing activity can be considered to monitor the behaviour of data subjects, it
should be ascertained whether natural persons are tracked on the internet including potential subsequent use of
personal data processing techniqueswhich consist of profiling a natural person, particularly in order to take decisions
Concerning heror him or for analysing or predicting her or his personal preferences, behaviours and attitudes’.
TR 0V FEFERT— X T DITE) G TS 0D D E IR E B0 E D02 FHET S22, HIZEDF
IZB]T 3 REE FT 720X ITEDEHEDIINANAI LB, [TEROEELZ MrE L <IZTTHT S AT, A%
ANDT 1T 7oq Y TDELEEFFOMN 7 — 5 IR EIZ R XS FTREIE 2 50, AN %
— R P ETEHIH TSN E I 05 MHRTSERNETH B,/
16 Note that Recital 24 focuses on the extra-territorial application of the GDPR. In addition, there is also a difference
between the wording ‘monitoring their behaviour’ (Article 3(2)(b)) and ‘regular and systematic monitoring of data
subjects’ (Article 37(1)(b)) which could therefore be seen as constitutinga different notion.
ATSCES 24 THAY GDPR OANE IR Z Y T TV L I L CHBET RETH 5, MA T, UTHEEHET D
(BE3%&@)0) 1 &, T7 =2 FEOEMMNNOEZRIRER (5 37 &£Q)(b)) OFRBOENEH LN, =
NWHIEEOHEDTEO B DM SR T2 LML 25,
15



WP29 interprets ‘systematic’as meaning one or more of the following:

WP29 i AR (systematic) | ([ZDWT, Fit®— DL EOEWEZ AT 5 LMRRT 5,

e  Occurring according toa system

o AT LIS TERETD

e  Pre-arranged, organised or methodical

o THIRDLNATWVD, ML TWDUIHIERIZHESTWD
e  Taking place as part of a general plan for data collection

o T —HXIWEOEKEFEOEL L TITbND

e  Carried outas part of a strategy

o HilEDO—ERE L TUTOND

Examples of activities that may constitute a regular and systematic monitoring of data subjects:
operating a telecommunications network; providing telecommunications services; email retargeting;
data-driven marketing activities; profiling and scoring for purposes of risk assessment (e.g. for
purposes of credit scoring, establishment of insurance premiums, fraud prevention, detection of
money-laundering); location tracking, for example, by mobile apps; loyalty programs; behavioural
advertising; monitoring of wellness, fitness and health data via wearable devices; closed circuit
television; connected devices e.g. smart meters, smart cars, home automation, etc.

Z FROEHHI N OERRBRER LR L © 2 IEEF4] : EXEER Y NV —27 Oi&E
BRBEV—ERAORM,, V=TT 4 A=V T—=F NV T o~—0T 4 U7
B, VAJFMEAOT e 7y AV 7 eRxar )y @I, 7vyy hAaTu s,
BBt OfEE, RNERLLE, v —m o F U T ORMOTD) ; ALEBH (F] ZIXE AL
TZVICKD) s uATYNT AT 0T TN AT =TT A TR =T T T NT A
A % il U fERET — 2 OB BT L e (CCTV) ; Bl iEA~—hA—%— A~— |
=, R—DIF— A= g i OB,

7
=

2.15 SPECIAL CATEGORIES OF DATA AND DATA RELATING TO CRIMINAL
CONVICTIONS AND OFFENCES
215 BHREROT —F AR HBRARKCLRICEES 57 —F

Article 37(1)(c) addresses the processing of special categories of data pursuant to Article 9, and
personal data relating to criminal convictions and offences set out in in Article 10. Although the
provision uses the word ‘and’, there is no policy reason for the two criteria having to be applied

simultaneously. The text should therefore be read to say ‘or’.
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#5037 )X, 9 KRICE S FERIARFRIED T — & L 10 RITTED DA IR HIR K OSLIE
(BT DA T —F OB TN D, Z OBEIL TR - WONT (and) | DOFEE H
WTWDH 2, ZOoDREMEZFIRFICEH LT ide 672 0BOREIHRIZ 2, £z, X
S T3E (o)) BT TH D,

2.2. DPO of the processor
2.2. WEFE®D DPO

Article 37 applies to both controllers!” and processors® with respect to the designation of a DPO.
Depending on who fulfils the criteria on mandatory designation, in some cases only the controller or
only the processor,in othercases both the controller and its processorare required to appoint a DPO
(who should then cooperate with each other).

%5 37 1% DPO BTICRI L C, HHE U LAHE BOFICEA S5, FHFHRTOMR
W2 AR T2 TN Lo T BB I Ko TFEBE OBH UTLILE DI FE 1T &L - T
L L ALERE W )7 H3, DPO % 3BT L 2217 1Lid7e 5720y (DPO VX EWIZH I TRETH D),

It is important to highlight that even if the controller fulfils the criteria for mandatory designation its
processor is not necessarily required to appointa DPO. This may, however, be a good practice.
EHEDNBHBWREOEEZW-THETH ., TORHERLT L DPO & #ET 2 4%
TN EERPFTL2ONEETHD, 272 L, EOTLHDIXTEELWVEITTIESA D,

BExamples:
BHIR D LBV,

o Asmall family business active in the distribution of household appliances in a single town
uses the services ofa processorwhose core activity is to provide website analytics services
and assistance with targeted advertising and marketing. The activities of the family business
and its customers do not generate processing ofdata on a ‘large-scale’, considering the small
number of customers and the relatively limited activities. However, the activities of the
processor, having many customers like this small enterprise, taken together, are carrying out
large-scale processing. The processor must therefore designate a DPO under Article 37(1)(b).

Atthe same time, the family businessitselfis not underan obligation to designate a DPO.

17 The controller is defined by Article 4(7) as the person or body, which determines the purposes and means of the
processing.

FHFIL, F450)T, WO B EFEERETHAXITEK L EZ I T D,

18 The processor is defined by Article 4(8) as the person or body, which processes data on behalf of the cont roller.
LERFE L, 4 5:08)T. BHEELREL T —F 2B A XIEK L ERI LTS,
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o HOHNTHEERMLOFMEIZSAL TWVDFEIERE OFMEEN, WHEOT—E
Zx W5, WEEOHLHZESIL, V=7V A Mythih—v e, =57 1
VIRERY—TT 4 v I OIEORMTH D, Z OFRBEREDOXHDOER L LD
BT, BEEN DN & EHBPEGNRENTHL L aeBExL L, TRH
L) 727 — 2 OB EA Uy, L LR L Z O/ FEEE O L 5 R
ZEBIWATEY . @R T 5 L WBEOER L, KRBV EZETL T\ D,
U 7228 o THRUERFEIEE 37 SQ)b)ICH-S& | DPO Z (L LT b,
M. I OFERE OB K1 DPO % R4 2 #E A Abu,

e A medium-size tile manufacturing company subcontracts its occupational health services to
an external processor, which has a large number of similar clients. The processor shall
designate a DPO under Article 37(1)(c) provided that the processing is on a large scale.
However, the manufacturer is not necessarily underan obligation to designate a DPO.

o HHEDZANBREEREDN, BMBEORRY — 2 ZIMBONIEIZINEL TV D,
SLERE X [FRR OR% 2 2 2 T D, AFRE 1T, Bl 2y KB CTh i, 5 37
)N FE S & DPO & AL L2 AUE /e b7y, Loy LREES #1343 L & DPO
BT D2EBEHA D DT TIERV,

DPO designated by a processoralso oversees activities carried out by the processor organisation when
acting as a data controller in its own right (e.g. HR, IT, logistics).

U 7> HIEES L7 DPO 1, HE DM H b7 — 2 EHE & L TITEIT 2R, 254
AT O EBLEE TS (FIRAIX, ANFE T, e VAT 47 R),

2.3. Designation of a single DPO for sewral organisations
23. THBEOMEZHEY T 55— AD DPO D]

Avrticle 37(2) allows a group of undertakings to designate a single DPO provided that he or she is
‘easily accessible from each establishment’. The notion ofaccessibility refers to the tasks of the DPO
as a contact point with respect to data subjects!?, the supervisory authority2° but also internally within
the organisation, considering that one of the tasks of the DPO is ‘o inform and advise the controller

and the processor and the employees who carry out processing of their obligations pursuant to this

19 Article 38(4): ‘data subjects may contactthe data protection officer with regard to all issues related to processing
of their personal data and to the exercise of their rights under this regulation”’.
W38 5:(4) [ T=F LML, B DN T — F DR 1T KRNI H S < HEFITTIEIZ BT TS b 659 5 fil]
BIZ DN T, T—FRES T ¢ P —ICHFEFIRE Z LB TES, |
20 Article 39(1)(e): ‘actasa contact point for the supervisory authority on issues relating to processing, including the
prior consultation referred to in Article 36 and to consult, where appropriate, with regard to any other matter’.
%39 k(L)) : B EHERGIZ & o T, 36 K TUNLEFpilpaz 50, REOIZET S /M8 TD, KMo
i 5 2> D [Eed T H s 7572 0D, EFILEDOREFRE T, |
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Regulation’2!

3T KL, T FHIRDEFZGICT 2 X TE5] ZewR T, BRETNV—TNHE—D
DPO Z LT 25 2 L EWOTND, ZOT 7 AR FEMEOEA&IT, DPONT —# F{R 1
BB RS D B L CoRRL T, MBENTICB O TYH, EEEOEHEE2H Y Z L 2RLT
W5, ZUE, DPO DAEH D — 208, [ BRI & OMUBEZ I N itk v & E1T77 S WEHA 12,
ARHLRNIZAY L =i d @i L, 57 5] 22 & 2 BEZ TS,

In order to ensure that the DPO, whetherinternal or external, is accessible it is important to make sure
that their contact details are available in accordance with the requirements of the GDPR.22

NER DM & RT3, DPO IZHESEICT 7 B A TE IR AT T 5720, HE L OFEH
73 GDPR DR IZHI L THEEICAFTEDL LOICTHIENEETH D 22

He or she, with the help of a team if necessary, must be in a position to efficiently communicate with
datasubjects2® and cooperate2 with the supervisory authorities concerned. This also means that this
communication must take place in the language or languages used by the supervisory authorities and
the data subjects concerned. The availability of a DPO (whether physically on the same premises as
employees, via a hotline or other secure means of communication) is essential to ensure that data
subjects will be able to contact the DPO.
DPO (T, %EITIGL F—LDIEAH T, 7 —F EHREMIRICER L 2, BIRT 2 BE#
B 195 2 NiG CTRIFUXR B, ik, BRI 2B R O T — % BN H
WD ERE IEESEHECEEZITDRITNIE R 62202 & b EKT 5, DPO O A HMEIL,
(MBI E & R UG CThiv, Ry b7 A4 UMM OMEE R EK FEIZ L > TTHIL)
T — X ERNDPO L HMETEDLZ & ZMRT DIEDITARRTH D,

According to Article 37(3), asingle DPO may be designated for several public authorities or bodies,
taking account of their organisational structure and size. The same considerations with regard to

resources and communication apply. Given that the DPO is in charge of a variety of tasks, the

2L Article 39(1)(a).
%5 39 Z: (1)),
22 gee also Section 2.5 below:
Tk Z va 255,
23 Article 12(1): 'The controllershall take appropriate measures to provide any information referred to in Articles 13
and 14 and any communication under Articles 15 to 22 and 34 relating to processing to the data subject in a concise,
transparent, intelligible and easily accessible form, using clear and plain language, in particular for any information
addressed specifically to a child.’
W12 & L VEHIET, R B BE LT S BBICT 2t R TESHET, WigENOFELEHEs
S0, AFFICF R TG IZ 040 2 & IRV IZET L THE 3 ZROFE 14 FTER I IFHIL N 15
R B F 22 KR OF 38 FIZHD il a7 —F FRIZER B L 512, BRI &7 Uit iite 6%
25
24 Article 39(1)(d) : ‘to cooperate with the supervisory authority’
5539 SR (1)) : [ESEREEIC TS )
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controller or processormust ensure that a single DPO, with a help of a team if necessary, can perform
these efficiently despite being designated forseveral public authorities and bodies.

FTRENT KV . BEEOLAR BB SUIEIARIL, £ OGO 2z B E LT, B
D DPOZEET HZ LNTED, VY —AKREFIZHE L CTRKOEBEFEHNEHN SN D,
DPO B JAVMEE 2 o T\ D Z & &2 F 2 BEE L EE L, BH—0 DPO2Y, MHE
G CTF— DX EZGF T, HEEOAN LKL CHEOMYE L L TR ESA TV TS
MBI EOEBEZZATTEDL LI LRIT X B0,

2.4. Accessibilityand localization of the DPO
24. DPODT 7 AL e —IFAEB—a v

According to Section 4 of the GDPR, the accessibility of the DPO should be effective.
GDPRD & 7 v = v 4129V, DPO DT 7 & A RREMEIZFEZN A TRIT IR 6 72\,

To ensure that the DPO is accessible, the WP29 recommends that the DPO be located within the
European Union, whetheror not the controller or the processoris established in the European Union.
DPO ~D 7 7 & A Zfffk¥ D=0, WEE SUILHE D BU NICRE SN TWD LR LI
Mo B DPO A BUNICHTET 5 Z L 2 &5 5.

However, it cannot be excluded that, in some situations where the controller or the processor has no
establishment within the European Union2°, a DPO may be able to carry out his or her activities more
effectively if located outside the EU.

L L7 36, BEE UL BRE Y BEUP WIZHLR 2 L TV 5121, & LT, DPO
23 BEUSMZETIE L CW e 3, ZOTEE A K D WA T 9 2 &N TE D afieth 2 gkbr7 %
T EIETERYY,

2.5. Expertise and skills ofthe DPO
2.5. DPO @ B4k & B He

Article 37(5) provides that the DPO ‘shall be designated on the basis of professional qualities and, in
particular, expert knowledge of data protection law and practices and the ability to fulfil the tasks
referred to in Article 39°. Recital 97 provides that the necessary level of expert knowledge should be
determined according to the data processing operations carried out and the protection required for the
personal data being processed.

%5 see Article 3 of the GDPR on the territorial scope.
HPRAYEEPHIC DWW Tk, GDPR D5 3 &5,
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% 37 5:(5)%. DPO 2™ [ HIHGEEIETNC, FFIZ, 77— K (R#E R OV D F T kil DN
FI R TERIANEEEETT BRENIZH DN T, IS EETE EEDTH
Do BISCER 97 HIL, FPIHFROMEAKEN 1T b T — & BiRIE¥E L Bl 5 EAT
— A ERRGEICHI L TIROLNDERETHDH E LTINS,

e Lewl of expertise

o EHMMEBOAKE

Therequired level of expertise is not strictly defined but it must be commensurate with the sensitivity,
complexity and amount of data an organisation processes. For example, where a data processing
activity is particularly complex, or where a large amount of sensitive datais involved, the DPO may
need a higher level of expertise and support. There is also a difference depending on whether the
organisation systematically transfers personal data outside the European Union or whether such
transfers are occasional. The DPO should thus be chosen carefully, with due regard to the data
protection issues that arise within the organisation.

BP0 O L EKEL, BB IS E R SN TIIW R WS, SRR S EHR © 7 — & OFSEYE, M
PER O EIZAADRITIUER B0, Bz, 7 — 2 BUREB P RICEME RS S, HD VT
KEOWET — 2 NEEN D86, DPO IZIXEL Y @VIKED MG L R — F A nEE s
25D MDY BUHAMTHRRRNICE AN T — 2 2 BHET 27008 9 D £ D KD RBERDHLS
& mick2ENbH D, LA >TDPO I, MNTEL LT — X REMEE =,
AEFZE L BT, HEREIZEBINDIRETH D,

e  Professional qualities

e HMHEH

Although Article 37(5) does not specify the professional qualities that must be considered when
designating the DPQ, it is arelevant element that DPOs must have expertise in nationaland European
data protection laws and practices and an in-depth understanding of the GDPR. It is also helpful if the
supervisory authorities promote adequate and regulartraining for DPOs.

%5 37 4 (5)1% DPO AL M} 2B B I 2 iE 7 572 VWEMEE 25 L TV 7220 23 . DPO
25 E R OWKIN O T — 2 (R FEE K OS5 O B 1% & . GDPR D R WERi 2 A S 7217 41U 78
LRNEND TN DD BEEFZTH D, BB DPO A1) O )7 iE IR 72 HE
ZRET UL, ENHLAEETH D,

Knowledge of the business sectorand of the organisation of the controller is useful. The DPO should

also have a good understanding of the processing operations carried out, as well as the information
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systems, and data security and data protection needs of the controller.

BHFE O BEESIOMMAE Mo TVWD ZE B A TH D, DPO 1TE7, 1T DBl
DIF, BHEDERV AT L, T =2 X2 ) T 407 — X REOVIFEMEZ LB L T
BIRETHD,

In the case of a public authority or body, the DPO should also have a sound knowledge of the
administrative rules and procedures ofthe organisation.

IR B ST ER D854 . DPO XM RO EE BRI TR O+ 0 ik b BT 56X Th D,

e Ability to fulfil its tasks
o EBERITHES

Ability to fulfil the tasks incumbent on the DPO should be interpreted as both referring to their
personal qualities and knowledge, butalso to their position within the organization. Personal qualities
should include for instance integrity and high professional ethics; the DPO’s primary concernshould
be enabling compliance with the GDPR. The DPO plays akey role in fostering a data protection culture
within the organization and helps to implement essential elements of the GDPR, such as the principles
of data processing?, data subjects’ rights??, data protection by design and by default?8, records of
processing activities 2, security of processing 3%, and notification and communication of data
breaches.3!

DPO 23 H 5 fE# 22 T4 2RE/E. HAREHE & a4 W G2 R L TS 5~ & 7208,
AN OHNLE BT 5 TH D, FAREEITIE, B 2 T35 S m O BEMELE b 5
FNHR&ETHD, DPO ILb olEDH, GDPR #MFTEH L HICTHZ LICBHLERED
NETHh D, DPO X, MEENOT —FIRED UL Z B DICEERER 2RI L, 7—4
AR DFEFHAI 26, 7 — % FARDOHER] 27, T —ZRENA « THA L ROASA - F 751 K
B MPEBOTLERD, BRVOREMED F— 2 (Z2F DM & Eig 1 7x & GDPR D WZE
RO ERMEFIHTT 5,

% Chapter I1.

FAIER

27 Chapter I11.

% E,

28 Article 25.

% 25 %,

29 Article 30.

%30 &,

30 Article 32.

% 32 4,

31 Articles33 and 34.

% 33 KLU 34 &,
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e DPO on the basis of a service contract

o EBHMITESL DPO

The function of the DPO can also be exercised on the basis of a service contract concluded with an
individual or an organization outside the controller’s/processor’s organization. In this latter case, it is
essentialthat each member of the organization exercising the functions of a DPO fulfils all applicable
requirements of Section 4 of the GDPR (e.g., it is essential that no one has a conflict of interests). It is
equally important that each such member be protected by the provisions of the GDPR (e.g. no unfair
termination of service contract for activities as DPO but also no unfair dismissal of any individual
member of the organization carrying out the DPO tasks). At the same time, individual skills and
strengths can be combined so that several individuals, working in a team, may more efficiently serve
their clients.

DPO D& I1X. EHZE LIERE ORI OME N TR & T EBRKNTESN TR
TILEHTED, BEDHL A, DPO OREAZRIIHM D A "= Z Ay, GDPR &
7 va vy AOWMAEMRET XTSI ERRATH D B 21E, FRSHK 202 7B H—
AbWARNZ EIFARAIRTHD), % A /3—2 GDPR DHEIZ L > THR#EINDHZ L,
FLCHEETHD BIXIE, DPO HEFHICHT 2 EBERK ONRIERFTHE) V1372 < | DPO
155 & BT DA DM 2 DA A= RYITRRESND Z LB, £O—T7, BN
F— L&Al LRI EIISRTED LI HAANOHBRLRF MO 5HZ &
NTED,

For the sake of legal clarity and good organization and to prevent conflicts of interests for the team
members, it is recommended to have a clear allocation of tasks within the DPO team and to assign a
single individual as a lead contact and person ‘in charge’ for each client. It would generally also be
usefulto specify these points in the service contract.

50 72 W el S OV R AT 72 0 B D 7o O DN T — A A N[ ORISR ZBh 13 5 7=
¥, DPO F— LW THEBOEIY T2 ATV, FEFICONT, FFEOEAZ EEEN
RO THMF ) L LTHRID Y TS Z LB SN D, —RINCIE, 2D & 9 22 m & BB
ICHRT 22 A TH 5,

2.6. Publication and communication of the DPQO’s contact details

2.6. DPO M E#SE DM DA &Ek

Avrticle 37(7) of the GDPR requires the controller or the processor:
GDPR D% 375 (7)1, BHHE L LHEFIC, FRLOHHZITY L HICEE ST WD,
e  topublish the contact details of the DPO and
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e DPO D F¥:illl 72 A& 5L D 3B
e tocommunicate the contact details of the DPO to the relevant supervisory authorities.
o BT B EEHEEI ~ DPO O #Efl7e HA& ST O K

The objective of these requirements is to ensure that data subjects (both inside and outside of the
organization) and the supervisory authorities can easily and directly contact the DPO without having
to contact another part of the organization. Confidentiality is equally important: for example,
employees may be reluctant to complain to the DPO if the confidentiality of their
communications is not guaranteed.

ZOREBOBWL, T —Z R GHEROWNE - M E $12) & BEBERIA Mk DAt FE S 2 18
T e BHIT, B, DPO LEMITE D 2 L2MRT DI LICH D, WERRERD
TELSEETHD, Bl2iX, EEEBEIXDPO & OEFEIZ OV TRVE R R DMRAE S U720
W EIZIE, DPOIZX T 2 & IFICHBR LD TH S ),

The DPO is bound by secrecy or confidentiality concerning the performance of his or her tasks, in
accordance with Union or Member State law (Article 38(5)).

DPO (X, & IIMBEEE (F385:(0) ICLV . ZOMFOZITICE L, SFHEE XL
BERFEEBELHASTWD,

The contact details ofthe DPO should include information allowing data subjects and the supervisory
authorities to reach the DPO in an easy way (a postaladdress, adedicated telephone number,and/ora
dedicated e-mail address). When appropriate, for purposes of communications with the public, other
means of communications could also be provided, for example, a dedicated hotline, or a dedicated
contact form addressed to the DPO on the organization’s website.

DPO D& S5 D FFMIZ 1T, 7 — &7 BRCEEM BN A S 72715 T DPO Lz b D Z &3
T 516 (EEAER, EMEFEFSLC/ UIHFME A —LT FLRA) Z2E5HRET
b, —RTRERLYD WY T 5720, MoOEEFE (FIZIXTHEMRY 74 0, ko
=7 WA MZEBITHDPOS TOHEM 74+ —L4) DHEBEREINLIZEEHD X5,

Avrticle 37(7) does notrequire that the published contact details should include the name of the DPO.
Whilst it may be a good practice to do so, it is for the controller or the processor and the DPO to decide
whether this is necessary orhelpful in the particular circumstances.32

37 L(MiX. AP S N7HKE LN DPO O KA ZETe L D IZHRE ST TV RN, 2D LX)

32 1t is notable that Article 33(3)(b), which describes information that must be provided to the supervisory authority

and to the data subjects in case of a personal data breach, unlike Article 37(7), specifically also requires the name (and
not only the contact details) of the DPO to be communicated.
BANT —ZRBER DTG EICEERRE ROT — 2 ERICRME LT ER b 0niiRER <7258 33 &
B)b)72s. H 37 FK(NEHERY, DPO ORA (KOMEALOFEM) OBAEZHEICEE ST TV oI%, &
BicEd %,
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252 ENEE LVEIT DL LV, FFEDRIL TENNLE I IA RN E D
PR ITALIRE L DPO SR D H = L L7 5 82

However, communication of the name of the DPO to the supervisory authority is essential in order for
the DPO to serve as contact point between the organisation and the supervisory authority (Article
39(2)(e).

L2x L7236, DPO @ K4 DOREREEE ~ OEig 3, DPO 23 Y i¥filik & B E RS o> ] o> i
ek 7e D ETCARRRTHD (5395 1)E) .

As a matter of good practice, the WP29 also recommends that an organization informs its employees
of the name and contact details of the DPO. For example, the name and contact details of the DPO
could be published internally on organisation’s intranet, internal telephone directory, and
organisational charts.

WP29 1, ® ¥ LUVWMBEITO—fI & LT, Mk DB IZ, DPO DKA & #ifE e DFE %4
Rz 5 Z IOV THEIET 5, HlxiE, DPO @ K4 LD, koA KT
X b, WHRESCHEAEIZ Lo T, WEITABRT 22N TE L9,
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3 Position of the DPO
3 DPO D

3.1. Inwlvement of the DPO in all issues relating to the protection of personal data

31. EAT—XREBIET IDHOWBREICKTS DPO DL

Avrticle 38 of the GDPR provides that the controller and the processor shall ensure that the DPO is
‘involved, properly and in a timely manner, in all issues which relate to the protection of personal
data’.

GDPR %5 38 5k, DPO 3 [N 7 — X (RFEIZFTT S b 51 S [HEEIZ, L) 70> D uhFiZ 5
751 K olT, BHE L OUEAPHEREZY SRTER BV EEDTND,

It is crucial that the DPO, or his/her team, is involved from the earliest stage possible in all issues
relating to data protection. In relation to data protection impact assessments, the GDPR explicitly
provides for the early involvement of the DPO and specifies that the controller shall seek the advice
of the DPO when carrying out such impact assessments.33 Ensuring that the DPO is informed and
consulted at the outset will facilitate compliance with the GDPR, promote a privacy by design
approach and should therefore be standard procedure within the organisation’s governance. In addition,
it is important that the DPO be seen as a discussion partner within the organisation and that he or she
be part of the relevant working groups dealing with data processing activities within the organization.
DPO X X% DF — LT —ZRERED H H W HRE T, FIRE7ZR IRV & b AT DB 5
5925 ZEPMOTEETH D, 7 —F R ERMHICE L Tid, GDPR (3 DPO O
D5 2 AMECED TR Y | BEHE L)) 5 AN 2 F1T3 HB5. DPO DBIE 2 KD %
TEETHLEWHELTVD B, RHIOBME D DPO IZHEFIZHEAM L, AMFZIN< 2 LI,
GDPRE T ZARHE L, T TA Ny — e NS « TP DT Tu—F 2 glET 52 LIV,
D ZKMED T ANF L ZANTHEEFIRICT 2 XE THDH, & 5T, DPO AN THE L
BT LEZTIED b, N TT — 7 BES 28 Y 5 MEEE /v —7D—B T
D ENEETHD,

Consequently, the organisation should ensure, for example, that:

ik Z &b MfkiT, BIZIETRROEA 2/ EIITI & TH D,
e The DPO is invited to participate regularly in meetings of senior and middle management.
e DPO 7N M OV ] B D 58 T E B NIC SN2 X 5 I D,

e  His orher presenceis recommended where decisions with data protection implications are

33 Article 35(2).
%5 35 5% 2 HH,
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taken. All relevant information must be passed on to the DPO in a timely manner in order
toallow him or her to provide adequate advice.

o T HREIET HWREL TIE. DPORFIFT D Z LBt Sivd, DPOAS
WY 72 B S A2 4RHETE 5 L 912, DPO 125 5 2 B fE 2 B REE X 221 hud 7
57,

e  The opinion of the DPO must always be given due weight. In case of disagreement, the
WP29 recommends, as good practice, to document the reasons fornot following the DPO’s
advice.

e  DPODEFRITHIZ, +3IZBIE L iUz b, RO MHENR S 25546 WP
T E LUVMEITE LT, DPO D BIEICHEDRWER M A2 BT 2 = L 25T 5,

e  The DPO must be promptly consulted once a data breach or anotherincident has occurred.

o T —HREXIIMOFERNIAE LA, DPO ITHCIZFER L2 idze 67
[

Where appropriate, the controller or processor could develop data protection guidelines or
programmes that set out when the DPO must be consulted.
B TALBRE 1T ., DPO IZFEM L2 o e WKl 2 R L7 — X (R A K
TA U XIFTR T T LR THZEbEZOND,

3.2. Necessaryresources
32. RERY)I—X

Article 38(2) of the GDPR requires the organisation to support its DPO by providing resources
necessary to carry out [their] tasks and access to personal data and processing operations, and to
maintain his or her expert knowledge’. The following items, in particular, are to be considered:
GDPR % 38 5: Q. [ [EHEDEZETT, N T —5 K ORI EFE~D T 2 & X, il N BT 7%
DHEFFICRLEELR Y ) — X 2 2T 52 2] 1L D, Mk DPO #3252 L 2 /BT
TWo, FICTROHEAZZET L& TH D,
e Activesupportofthe DPO’s function by seniormanagement (such as at board level).
o IR (B ZIXEUER S L) I2K D, DPO D Hk S ~DFE AR 72t 78— K
e  Sufficient time for DPOs to fulfil their duties. This is particularly important where an
internal DPO is appointed on a part-time basis or where the external DPO carries out data
protection in addition to other duties. Otherwise, conflicting priorities could result in the
DPO’s duties being neglected. Having sufficient time to devote to DPO tasks is paramount.
It is a good practice to establish a percentage of time for the DPO function where it is not

performed ona full-time basis. It is also good practice to determine the time needed to carry
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out the function, the appropriate level of priority for DPO duties, and for the DPO (or the
organisation)to draw up a work plan.

DPO 2MEF; & 42 9 5 7o b D+ I3 7elsfi], Zhud, W DPO S IER B & L TEME:
SN HEER0. SMHB DPO OIS IZIN A CTT — X R#EEIT H L EIC, FRCER
Thd, bLINDBMIZShRNEE, BEREPHKT 5 Z & T, DPO DIk
W2V LAIZSNDFRIZORDL-AND H %D, DPO O H T L e %
TR T D LT B EETH D, DPO DIBENFE) & L TITOILRWIGE,
OB T TR OFNEZ RO TE ZENLEE LWEBITTH D, £72, T
BATIC BRI R°, DPO Bk i Ul e B Jellafr 2 k072 v | DPO (SLIFAH#K)
DPAERFEAZER TS5 b, BELWEITTH D,

Adequate support in terms of financial resources, infrastructure (premises, facilities,
equipment) and staff where appropriate.

Eo, A 77 (B, MRk, &iE) ROANA GEE) (BT D)7 3HE,
Official communication of the designation of the DPO to all staff to ensure that their
existence and function are known within the organisation.

BAT 472 DPO D fFAE & kG % REfk N CRfe 3218 Fn 3 2 7 D IR B T 72
DPO O3&4F (5 W\ T D IE 2 75EHE,

Necessary access to other services, such as Human Resources, legal, IT, security, etc., so
that DPOs can receive essential support, input and information from those otherservices.
DPO 73, N OOV —e 2 (NF EH, [T, ¥F=2U T 1 —5%) HoHARH
RIZHR—=b, ATy PIHEREHGD OO YFEYS —EA~DRBERT 7 ¥
Ao

Continuous training. DPOs must be given the opportunity to stay up to date with regard to
developments within the field of data protection. The aim should be to constantly increase
the level of expertise of DPOs and they should be encouraged to participate in training
courses on data protection and other forms of professional development, such as
participation in privacy fora, workshops, etc.

MEBE ) 22 BHE, DPO (X, 7 — Z IR DB 1T 2BMIZ BT 2 Bofr Fih &2 %0 5
Ba % 5 2 on/einidie 572y, DPO ORI KEEHZ T8 & FiF 5 2
LERBLWETHRETH Y, DPO 137 — HREDHHE 7 — XA DT D RkAE B
F~DBM, BIZEXTTA N =T =T LRV = v ay Tl E~DB Nzl
ihShoXEThD,

Given thesize and structure of the organisation, it may be necessary tosetup a DPO team
(a DPO and his/herstaff). In such cases, the internal structure of the team and the tasks and
responsibilities of each of its members should be clearly drawn up. Similarly, when the

function of the DPO is exercised by an external service provider, a team of individuals
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working for that entity may effectively carry out the tasks of a DPO as a team, under the
responsibility of a designated lead contact for the client.

o Kk BIME LA B X -G, DPOT— 24 (DPO & ZDIT) % ikiEd 505
WD AN DD, 2D XD RGE . T — L OWNERERIE NS A 2 —DAEH
FOVEAET, PIHECER L TB RETH D, R, SN0 — B XA FHEEN
DPO D& # R-TH6, UkFEEBEORME DT — L0, BEDET HIHEEERK
HDOFEMDOL L, DPO DB E T — L L L THHRMISEIT CE D AREMER S 5,

In general, the more complex and/orsensitive the processing operations, the more resources must be
given to the DPO. The data protection function must be effective and sufficiently well-resourced in
relation to the data processing being carried out.

WL T, BHRIEENEMER O Xt v T 4 7ICehid 22138, DPO IZH 2 b5 &
BRABeSRTNIRbRn, 77— 2 REOIE T, FITSNTVWDET — BTG LT,
BRI F537e ) Y —A BB THRITHIE RS20,

3.3. Instructions and ‘performing their duties and tasks in an independent manner’

3.3. BREV [ LERBETOZOBE R OMES OZFIT)

Article 38(3) establishes some basic guarantees to help ensure that DPOs are able to perform their
tasks with a sufficient degree of autonomy within their organisation. In particular,
controllers/processors are required to ensure that the DPO ‘does not receive any instructions regarding
the exercise of [his or her] tasks.’Recital 97 adds that DPOs, ‘whether or not they are an employee of
the controller, should be in a position to performtheir dutiesand tasksin an independent manner’.
% 38%(3)L. DPO AN CHo BAMEZ RO EBZMEIIFITTE LI D
72D, W OPDOIEARNREZ EDTWD, KR, EEE LHHET, DPO 28 [ (H5D)
EEBITICE L T HIEREZT770 XOIHMEZWTZ LR, BESIT 6N, BISCH
97 T, DPO S [ BHEDWZEENE 5002 J 69 Wk LIZFERE TR & fF5% 227
VBHZH S5NE] LATINA T,

This means that, in fulfilling their tasks under Article 39, DPOs must not be instructed how to deal
with a matter, for example, what resultshould be achieved, howto investigate acomplaint or whether
to consult the supervisoryauthority. Furthermore, they must not be instructed to take a certain view of
an issue related to data protection law, for example, a particular interpretation of the law.

TAVIEE D FRICESAEEZ TS DB, DPO X, MEZ EO X 52l o 7>, Bl iXE
DX D RFEREZERT D2NEN EOLDITEFEMET 57, H2DWITEEREICHR T
HRENEDS ST, HREZT TUIRLRNIEEERT 5, Ibic, 77— 2 R#EIEICH
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THMBET, —EORM (BIZT, FEDEMR) 20D X ) RS TIR B0,

The autonomy of DPOs does not, however, mean that they have decision-making powers extending
beyond theirtasks pursuant to Article 39.

7272 L. DPO @ B HMEIT, 5 39 RICHEASHEBZ A TREZ AT H L0V D BIRTIE R
Uy,

The controller or processorremains responsible for compliance with data protection law and must be
able to demonstrate compliance.3* If the controller or processor makes decisions that are incompatible
with the GDPR and the DPO's advice, the DPO should be given the possibility to make his or her
dissenting opinion clear to the highest management level and to those making the decisions. In this
respect, Article 38(3) provides thatthe DPO ‘shall directly report to the highest management level of
the controller or the processor’. Such direct reporting ensures that senior management (e.g. board of
directors) is aware of the DPO’s advice and recommendations as part of the DPO’s mission to inform
and advise the controller or the processor. Another example of direct reporting is the drafting of an
annual report of the DPO’s activities provided to the highest management level.

A SO LT — ZREIEOETICHEZ A VT . B TE2RE TERTIERD
7R 34 EERE ITALERE AY, GDPR & DPO MBI & A Law S92 3554, DPOIX
AR B LV O A TS L RO ﬁfa}fﬁﬁﬁ LT AEE A bILDHRE
Thd, ZORICEL, % 3855 35X, DPO L, lEH:, B TN O
FHLAVICH LRET 26D LT D] LHELTND, ZOX D REHEOBREICE T, ﬁfr
(B, Ekifes) 23, DPO DB E KOS 3 & B SUTALBEE 1 2 G RO E &
VW9 DPO Dffifin D —EBTIH D Z L BMEMNICIERTE D L9225, REREH LUt
S 1% DPO D4 [HIEEN R A DIER b ERE DR E ORIFI T 25,

3.4. Dismissal or penalty for performing DPO tasks
34. DPOEBOXITEERE L L LAEEXITE

Article 38(3) requires that DPOs should ‘not be dismissed or penalised by the controller or the
processor for performing [their] tasks’.
% 3BKQ)NL. DPO W [ H & DIEFEDEITEEEHIZ, BEE X ITHPELZE 75> 5 fiFjE X IZALE] &
IAz] XITEEST VD,

This requirement strengthens the autonomy of DPOs and helps ensure that they act independently and

3 Article 5(2).
%5 5(2),
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enjoy sufficient protection in performing their data protection tasks.
Z DOFEH L DPO D HAMEA TR L, DPO 28N L CTATEN L, 7 — Z IRE(EH OB T+
IR IRE LR FENTZITOND X DI D T & IT&RLD,

Penalties are only prohibited under the GDPR if they are imposed as a result of the DPO carrying out
his or her duties as a DPO. For example, a DPO may considerthata particular processing s likely to
result in a high risk and advise the controller or the processor to carry out a data protection impact
assessment but the controller or the processor does not agree with the DPO’s assessment. In such a
situation,the DPO cannot be dismissed for providing this advice.

WUETAS GDPR IZH:SWC kL&D D%, DPO 728 DPO & L CORKE % F7- 4k ke b
No55EEDHTHD, FlAE, DPO 1E. HOREDTHRWAE WY A7 &b 7= b3 AlREM:
W& B2 FHE INHE T — IR B M O E i 2 53 27205 Lavgny, L
2 U B SUTFRE X, DPO OFHEICFRIEZE LW E T 5, 20X RN T, Z 08
S ORMZHAIZDPO 2 fifET 5 Z LITTE U,

Penalties may take a variety of forms and may be direct or indirect. They could consist, for example,
of absence ordelay of promotion; prevention fromcareer advancement; denial from benefits that other
employees receive. It is not necessary that these penalties be actually carried out, a mere threat is
sufficient as long as they are used to penalise the DPO on grounds related to his/her DPO activities.
ENTI S FIERBEIMY 55 L, EHEMICHHENICHRY 5 5, FlziE, AEDOEREX
FEL, ¥ U THBOBE, MOEEENZ T HEHAEADIES ANV 5 5, ALE
3. EBRICRR SN D 4213722 < DPO OAEHICBE I 5 HH T DPO 2 &4 2 72 I v 5
NWHIRY | B85 THrTh D,

As a normal management rule and as it would be the case for any otheremployee or contractorunder,
and subject to, applicable national contract or labour and criminal law, a DPO could still be dismissed
legitimately for reasons other than for performing his or her tasks as a DPO (for instance, in case of
theft, physical, psychological or sexual harassment or similar gross misconduct).

R O E FHLA R OO fEE BROZEFEER 1T S5 EWNERK UL T B L < 13
{EICH-S &, DPO(E, DPO & L TOMEBZITUSOBE T (21X, B, FRH - Kb
)« B 7Y AT AR ITERROBERIERITADR DS T-5E) . EbbTE1EN
(ZHRIE ST D,

In this context it should be noted that the GDPR does not specify how and when a DPO can be
dismissed or replaced by anotherperson. However, the more stable a DPO’s contractis, and the more

guarantees exist against unfair dismissal, the more likely they will be able to act in an independent
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manner. Therefore, the WP29 would welcome efforts by organisations to this effect.

ZOXARTIE, WHOED X 912 DPO Z i TE 57, XiIth oF L ZRTE % 7% GDPR
DL TWRNWZ LICEETRETH D, 7272 L, DPO OEKINLZEN THIIXH H1F
EL ETEARERMBRI T DRES R E FIUTREWVIZE N LB TITEI TE 5 7]
REMED @ < 2%, TR WP29 1L, £ D & 9 Zfk'E Ok BV A 2 8004 5,

3.5. Conflict of interests

3.5. FZEEK

Article 38(6) allows DPOs to ‘fulfil othertasksand duties’. 1t requires, however, that the organisation
ensure that ‘any such tasks and duties do not resultin a conflict of interests’.

4 38 4:(6)1%. DPOM [ O EHR MR B2 L 2AERL TS, EEL (20X
D TR B QW DR AT DR 3 B 7 | K9, M fEREEZ T LERN H D,

The absence of conflict of interests is closely linked to the requirement to act in an independent manner.
Although DPOs are allowed to have other functions, they can only be entrusted with other tasks and
duties provided that these do not give rise to conflicts of interests. This entails in particular that the
DPO cannot hold a position within the organisation that leads him or her to determine the purposes
and the means of the processing of personaldata. Due to the specific organisational structure in each
organisation, this has to be considered case by case.
FIFRFR AN 2N 2 & 0d, AL L2 RBAR TITEN 37 2 855 L BRI KOOV TS, DPO 134
RE D ZERRBO LN TVDN, FIESHKAE LN 25 EE LT X Lo T
@E FROMBAEETHH 9 ZENTED, THIFFFIZ, DPO ANV TN T —
Z ORPND B R NFEEZRD D Z & a:ofm‘i D HALIZRIT 22N e 2D, AR
R OARE N D D72 . ZORITHES T LITHE SR TR 520,

As a rule of thumb, conflicting positions within the organisations may include senior management
positions (such as chief executive, chief operating, chief financial, chief medical officer, head of
marketing department, head of Human Resources orhead of IT departments) but also other roles lower
down in the organizational structure if such positions or roles lead to the determination of purposes
and means of processing. In addition, a conflict of interests may also arise for example if an external
DPO is asked to represent the controller or processor before the Courts in cases involving data

protection issues.

KR o T NS0 BRSO LRI, SIORI RHEIIEH. R
WITHEH, BB EES . RSEBSES, ~—F7 1 ViR, A$m§2iwm

E L) OFEn, n’ﬁ%ﬁk%LWf%mot D HARWHINL G Z DM TR AME AN T — % DEL
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WD B R OTEDOREIZDRND5EITIE, @FEn L 5, 72, FIFMERIT. 23,
T — Z R DS FAEOIEIEITIB VT, SMEED DPO 73 B SUTALBEE O REL 2 25 S
TeHmaIlbAEL D %,

Depending on the activities, size and structure of the organisation, it can be good practice for
controllers or processors:

FELA O RS BB R OGS U T FHE UL F X TROHEA 2179 ZENEE LY
BATIZR D 9 5,

e toidentify the positions which would be incompatible with the function of DPO

o DPODEEILEESLRVHMNERES D,

e todraw upinternal rules to this effect in order to avoid conflicts of interests

o RIS ZRET D720, £ DBEDORNHZIERT D,

e toinclude a more general explanation about conflicts of interests

o FIZEAHSICBIT D L0 —XAIRBZ1T 9,

e todeclare that their DPO has no conflict of interests with regard to its function as a DPO, as
a way of raising awareness of this requirement

o ZORBOBHMEZEmDD —HOHHE LT, DPODRFIZEIL T, DPOIZHIER
ML WEEET 2,

e toinclude safeguards inthe internal rules of the organisation and to ensure that the vacancy
notice for the position of DPO or the service contract is sufficiently precise and detailed in
order to avoid a conflict of interests. In this context, it should also be borne in mind that
conflicts of interests may take various forms depending on whether the DPO is recruited
internally or externally.

o HFkDOWNHUIIRGERTE Z B AdL, FIZRFEI AT 5 72 12 DPO DAL D A5
BT EBRNIP T 0RE T MR b D ThH D L O ITHEELHT, ZHICBEEL
T, DPO # NI LAMBDO EH 6 TRHAT L0 E - T, FISHKN S EZIERE
ZIY 9D ZLIZHHEET RETHD,
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4 Tasks of the DPO
4 DPO D

4.1. Monitoring compliance with the GDPR
4.1. GDPRE5F DER

Avrticle 39(1)(b) entrusts DPOs, among other duties, with the duty to monitor compliance with the
GDPR. Recital 97 further specifies that DPO ‘should assist the controller or the processor to monitor
internal compliance with this Regulation’.

%5 39 Z5(1)(b)iX DPO IZ%F L, & W iif, GDPR O M~Fa M T HMEAFEL T\ D, AL
59T HIL & BT, DPO N [ ABAIDIEH BT a7 5720, B X ITAUPEE & 517
NE] EHFELTWD,

As part of these duties to monitor compliance, DPOs may, in particular:
BT A BT DMEO—8R & LT, DPOIFFFIC TREDIHRE 2179 2 &N TE %,

e  collect information to identify processing activities

o MNEBERET DDEMENET D,

e analyseand check the compliance of processing activities

o WMEBOBETEONL, T=v7/T5,

e inform, advise and issue recommendations to the controller or the processor
o EIMFHITNFHIZEML, BEL. BEEZITO,

Monitoring of compliance does not mean that it is the DPO who is personally responsible where there
is an instance of non-compliance. The GDPR makes it clear thatit is the controller, not the DPO, who
is required to ‘implement appropriate technical and organisational measuresto ensure and to be able
to demonstrate that processing is performed in accordance withthis Regulation’ (Article 24(1)). Data
protection compliance is a corporate responsibility of the data controller, not of the DPO.

BT ORI, NESFOREFNH - T2FEZ, DPO MAANRICEEZA D &) B TR
W, GDPR (%, TERBWBABANCGE > TITON D K O ICHEEEZ ML, ZNEZFEATE 5 X
DT, W UIREINE R ORI E 2 T 2] 2 & 2®/BES T b L0703, DPO Tldi
KEHETHDLZLEHMIZL TS (55 24 5:(1), 7 — X {R#RFIX. DPO TIE7e< |
T2 EHEOREELTH D,
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4.2. Role of the DPO in a data protection impact assessment
42. T — ZRERENMIZISIT S DPO D& E

According to Article 35(1), it is the task ofthe controller, not of the DPO, to carry out, when necessary,
a data protection impact assessment (‘DPIA’). However, the DPO can play a very important and useful
role in assisting the controller. Following the principle of data protection by design, Article 35(2)
specifically requires that the controller ‘shall seek advice’ of the DPO when carrying out a DPIA.
Article 39(1)(c), in turn, tasks the DPO with the duty to ‘provide advice where requested as regards
the [DPIA] and monitor its performance pursuant to Article 35°.

35 R LT, BEIDE CTT — 2 R Bl (DPIA) 21T 9 DI, DPO TiE72
CEHEOEMLETHD, LiL, DPO ITEIH 2 3BT HBRIC, EFWICEHENOFIRRE
TRy LenTED, T2 h#ENA - T A COFFANRE, 5 36 5% (Qid, FHAE
2% DPIA SEATHEF I DPO O Fﬂ}i,: FRDZNTIIL 57200 T EERFFIRD T D, 5 IS5
DENT E 5z, DPOM, 435 L/iz@fvy, OPIAZ) L THE KD 6HEHE, BF
1TV, FEITREZER T 51 FHERL TV D,

The WP29 recommends that the controller should seekthe advice ofthe DPO, on the following issues,

amongst others35:
WP29 ik, EHEA &Y DI TROMBEICE LT DPO ICBE 2R 5 L) ICBBHE L TnD

36

o

e whetherornottocarry outa DPIA

e DPIAZATH NE DM

e what methodology to follow when carrying outa DPIA
o DPIAZATHIBE, EDXDRFIEELRD N

e whetherto carry outthe DPIA in-house or whetherto outsource it

35 Article 39(1) mentions the tasks of the DPO and indicates that the DPO shall have ‘at least’ the following tasks.
Therefore, nothing preventsthe controller from assigningthe DPO other tasksthan those explicitly mentioned in
Article 39(1), or specifyingthose tasks in more detail.
% 39 45(1)iZ DPO OB IZE K L, DPO R T4 L b1 T d@&%%%:ﬁa“é LERLTWS, Zh
Wz EHE D 39 R THMICS K Shich OLSDEE % DPO IZEIV M Ty, 2D &5 etz
FOHLLEBETDZ L2HF LD TIER,
3 Article 24(1) provides that “taking into account the nature, scope, context and purposes of processing aswell as
the risks of varying likelihood and severity for the rights and freedoms of natural persons, the controller shall
implementappropriate technical and organisational measuresto ensure and to be able to demonstrate that
processing is performed in accordance with this Regulation. Those measures shall be reviewed and updated where
necessary’.
024 5V BL | EBEE I RO DOMHEE, IH, KHRPFALG, X512 AN DHEFE H /1IZX L ThE
FEBAMPIELS Y R2FEEZE L, RO P LB (o TITPIS L IICHEEZH L, €hsdaFH
TEB LT BED, BFLREHNNI R ORI & FE TS bDET S, 2270 SIEFEITLEEITNE C
T, BEHLERPEHFSIASEZ L7381 LEDTND,
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e DPIAZWHE TEATT D0, SMHET D00

e whatsafeguards (including technicaland organisational measures) to apply to mitigate any
risks to the rights and interests of the data subjects

o T — X EROMERKOFRIRIZRT LY AT ZEFT 5720, ED XD RIRERE

(He v 8 fe OSHHRRAOHE B 2 & de) &% 72

e whether or not the data protection impact assessment has been correctly carried out and
whether its conclusions (whether or not to go ahead with the processing and what
safeguards to apply) are in compliance with the GDPR

e DPIA NEL{ATbNizh, kUG HWHBWEEDD0E S nETED L) 72
(REEHE 29 27 2% GDPRICYEML L TV 5

If the controller disagrees with the advice provided by the DPO, the DPIA documentation should
specifically justify in writing why the advice has not been taken into account.

DPO 76 DB F Tk L, EEE NRE LB X D556, DPIA CEITFHZ, IENEE SR
Mo HmAERD THIT 2 XETH D,

The WP29 further recommends that the controller clearly outline, for example in the DPO’s contract,
butalso in information provided to employees, management (and other stakeholders, where relevant),
the precise tasks of the DPO and their scope, in particular with respectto carrying outthe DPIA.
WP29 (T £ 7=, BHAEN, 2L, DPO D&, A, w (R OBENEN S 5561
fil OFE BIRE) (RS D MEHRO T T, IEMEZR DPO OAEFH & &l (FrlZ DPIA DT
SR LT) 2T 2 & 2 I2EE LT D,

4.3. Cooperating with the supervisory authority and acting as a contact point

4.3. BB LB HRUERKLELE L TOIEE)

According to Article 39(1)(d) and (e), the DPO should ‘cooperate with the supervisory authority’ and
‘act as a contact point for the supervisory authority on issues relating to processing, including the
prior consultation referredto in Article 36, and to consult, where appropriate, with regard to any other
matter’.

B39 X)L TN LV, DPOE, [EEHEE L7 kO [ 536 £ TSFKTSFhi
K EF IR T S IEIC O &, BRI D7 DIZH#REE L CIEBI L, 72, #8)T
B DL EITIE, CHLND GRS FRHIZONDTHHH TXETHD,

These tasks refer to the role of ‘facilitator’ of the DPO mentioned in the introduction to these

Guidelines. The DPO acts as a contact point to facilitate access by the supervisory authority to the
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documents and information for the performance of the tasks mentioned in Article 57, as well as for the
exercise of its investigative, corrective, authorisation, and advisory powers mentioned in Article 58.
As already mentioned, the DPO is bound by secrecy or confidentiality concerning the performance of
his or her tasks, in accordance with Union or Member State law (Article 38(5)). However, the
obligation of secrecy/confidentiality does not prohibit the DPO from contacting and seeking advice
from the supervisory authority. Article 39(1)(e) provides that the DPO can consult the supervisory
authority on any other matter, where appropriate.

IHDLOEFKIE. ZhHTA FIA U DFLZBNTERINTND DPOD MEtEE] &
L TOEEEZE LTV, DPOIE, H57 KR TERIN TV DEBOFITICLEREH LD
THEHRASDOEBHEIC LT 7 B XA RS 272D, HE8RICE K I TV D YA
BoFd, & E, itk OB ST 2HEROPITO = ORI & L CIEET 5, BEb L
7o & 912, DPO L, ZDOMBEOATICE L, A I IREE (5 385:(5) eV, 5Pk
BB XIIWEBERRREBZA-> TW0D, LLRaBRD, ZOSFHRGIFE R R BIL, DPO
NEESBICHEM LIS 2RO D Z 2213250 TidZen, % 395 (1)(e)ix. DPOIL,
W35 6. MoWn7e D FEHIZOW T HEEMBICHR TE 2 L HELTWD,

4.4. Risk-based approach
44. VAW LCET o —F

Article 39(2) requires that the DPO ‘have due regard to the risk associated with the processing
operations, taking intoaccount the nature, scope, context and purposes of processing’.

% 395 (Qi%. DPO DS R v DIFHE, FilH, XMER PHAAIZIEE 2. HIRIEREIZ(ThET
SYRZEEOALEET S LOTEF ST TND,

This article recalls a general and common sense principle, which may be relevant for many aspects of
a DPO’s day-to-day work. In essence, it requires DPOs to prioritise their activities and focus their
efforts on issues that present higher data protection risks. This does not mean that they should neglect
monitoring compliance of data processing operationsthat have comparatively lower level of risks, but
it does indicate that they should focus, primarily, on the higher-risk areas.

[f 4513, DPO @ H I 8 D2 < DMEIZEES 5 Th A 9 —RIID>HE I 72 AN
ESNTWD, REMIZ, EFBITEEIEMZ 4T, K EnT—2RE) 27 2E TS
5 RIBIZET 2 L 912, DPOIZRD TN D, Ziud, U A7 KD ERMER T — Z B
BAEEDEFTETFEREZBAENICTRELVIEHERTIT AR, K0 U R7 O&mWERIC
Lo LEREZYTHRELERLTNDEDTH D,
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This selective and pragmatic approach should help DPOs advise the controller what methodology to
use when carrying outa DPIA, which areas should be subject to an internal or external data protection
audit, which internal training activities to provide to staff or management responsible for data
processing activities, and which processing operations to devote more of his or her time and resources
to.

Z OEREOBLFERNT 7 1 —F L, DPO 23 E HAE TR L. DPIA FATIRIZ E D 5L &R
D0, EOFEN NE SISO T — 2 R E 2T D _&E ), T BREBHYE O
BB EONTIHE 2217 T b 5, EOBIRIEEIZH & ORF#RY ¥V — 2% X
D % {ESDITONT, IETHDIHLOTES D,

4.5. Role of the DPO in record-keeping
4.5. FLEMERRIZEIT S DPO D £ E|

Under Article 30(1) and (2), it is the controller or the processor, not the DPO, who is required to
‘maintain a record of processing operations under its responsibility’ or ‘maintain a record of all

categories ofprocessing activities carried out on behalfofa controller’.

HBKWE VIS E | | GG DEFIZHES S W EZED R 7 RIFT5) x| 57
FENCEE L TITPINDE B 6 1D B FEHDIRRFFE Dbk (RIFT 5] T e aREDTOND
DX, DPO Tl <, HHEXIIWNHE Th 5,

In practice, DPOs often create inventories and hold a register of processing operations based on
information provided to them by the various departments in their organisation responsible for the
processing of personal data. This practice has been established under many current national laws and
underthe data protection rules applicable to the EU institutions and bodies.37

F% Eix. DPO M E AT —Z OB E Y T SN O A F M2 btk S 7w % b
LT, BEREER L, BEERERLREZRE T 5 2 ENEN, ZOEFHIT, £ < OBUTEN
ER BURE BN L 5 7 — 2 RGEHIANCE S S ML SN TE TV D ¥,

Article 39(1) provides for a list of tasks that the DPO must have as a minimum. Therefore, nothing
prevents the controller orthe processorfromassigning the DPO with the task of maintaining the record
of processing operations under the responsibility of the controller or the processor. Such a record
should be considered as one of the tools enabling the DPO to perform its tasks of monitoring

compliance, informing and advising the controller or the processor.

37 Article 24(1)(d), Regulation (EC) 45/2001.
HLHI(EC)45/2001 45 24 4<(1)(d).
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%5 39 4% LI I, DPO M i AR IR L 221 iUE e B2 VWMEB U A 2 ED TS, Lo T,
BILHE XTNPRE R ZDOFAEDO T T, BRIEEOTERFOEF %4 DPO IZHIV TS Z
R D HOTIEZR, 235 FERIE, DPO A% DAL Th 5 Msr B, &L 3
HE~SOBEALRONE LWV TAEBEZ T TEDLLIITTHY—NLD—DEEZHRE
Ths,

In any event, the record required to be kept under Article 30 should also be seen as atoolallowing the
controller and the supervisory authority, upon request, to have an overview of all the personal data
processing activities an organisation is carrying out. It is thus a prerequisite for compliance, and as
such, an effective accountability measure.

WP E KL B 30 RITHEESD EORAF L R NIEZR b 220 GRakI S, EHAE K ORI 3,
BRICEE DX MBEAMT O TR TOMAT — 2 BEHOMBEZ I 570D Y — 1 Th H
5 ERBRTREITHD, LoT, ZHITEFTETOLERETHY . T AERPHRA
THhHAET 4 DFETLH D,
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5 ANNEX -DPO GUIDELINES: WHAT YOU NEED TO KNOW

5 f1#&—DPOFA FIA Y Mo TRIREEH

The objective of this annex is to answer, in a simplified and easy-to-read format, some of the key
questions that organisations may have regarding the new requirements under the General Data
Protection Regulation (GDPR) to appointa DPO.

Z DI ERD HHIIE, #ik7 DPO & (Fapd 51225720, —mi7—# (R#HH (GDPR) LoD
L ODELHIZBI LIS T 5 9 FHELRFEIC O &, B OPEL GV VETEE TS Z &
Th o,

Designation _of the DPO
DPO O 131+

1 Which organisations must appoint a DPO?
1 WO DPO ZfEM LRITHIZ R HR\A 2

The designation ofa DPO is an obligation:

DPO D #ALIT, UITOHAE, #HETHD -

o if the processing is carried out by a public authority or body (irrespective of what data is
being processed)

J B O 3 IR B SRR I K » TIT o 2 556 (ko /e 7 — % OFEfH A Rl 72
V)

o if the core activities of the controller or the processor consist of processing operations,
which require regular and systematic monitoring of data subjects on a large scale

o EHE UTLHEOTOLRIEBEN, T —F RO KR EHR ORI 2 B A
VLT HHRIERTH D 5E

o if the core activities of the controller or the processor consist of processing on a large
scale of special categories of data or personal data relating to criminal convictions and
offences

J B TR ORILHEB S R B O T — & A SRR K UL IR B
T OMENT —Z ORI TR NTH D55

Note that Union or Member State law may require the designation of DPOs in other situations as well.
Finally, even if the designation ofa DPO is not mandatory, organisations may sometimes find it useful
to designate a DPO on a voluntary basis. The Article 29 Data Protection Working Party (‘WP29’)
encourages these voluntary efforts. When an organisation designates a DPO on a voluntary bask,

the same requirements will apply to his or her designation, position and tasks as if the designation
40



had been mandatory.

DR 38 A SN ER [E DY A, LRI T HFEIBEIZ, DPO O(T% FR T 5550
D EICHEEBESINT, &K, DPO O BEATREH TRWEAICE N TYH, Miks e &
FIIZDPO ZB(ET 22 LN AMTH DHENH D, 5 2957 — #RiEFENE (WP)
X, ZOXS B ENRBNERET 5, Mk H I DPO 28T 245 4121%, 20
FOFB, Lk TS L, BEDRHI CTh o7z & LIcd & AR B S
no,

Source: Article 37(1) ofthe GDPR
RAHEE - GDPR 2537 (1)

2 What does ‘core activities’ mean?

2 THDHEEE] LIZEDLIRBHERN?

‘Core activities’ can be considered as the key operations to achieve the controller’s or processor’s
objectives. Thesealso include all activities where the processing of data forms as inextricable part
of the controller’s or processor’s activity. For example, processing health data, such as patient’s
health records, should be considered as one of any hospital’s core activities and hospitals must

therefore designate DPOs.

ML) L, FHEE UINHEEO BN EZER T H-O0EEEELEX D2 LN
TE 5, ZHUTE, T2 BURONEELE UTBE OEF O] 0 B 22\ A AT
LB BT LT XTOEBNEEND, BIZIL, BE OIS O T — % Ok
DL DR BIRBRICE VTS FUDHIEB D D L EZHRETH V. L > T JEkEIE DPO
BT LT e b,

On the other hand, all organisations carry out certain supporting activities, for example, paying
their employees or having standard IT support activities. These are examples of necessary support
functions for the organisation’s core activity or main business. Even though these activities are
necessary or essential, they are usually considered ancillary functions rather than the core activity.
— 0. oL, WEEBORGSHANCIERER R T YR — FEBRED—FEDY
R— FEBEITo>TWD, bt MO FLHEB I TEL D EEICE - T, HLER
PAR— MEROHITH D, 2 HDOEBITIVNEIARFAIRDOEDTH->TH, —MKANTIL,
FLDHIER TlER <. BIKAIBERE & 72 S D,

Source: Article 37(1)(b) and (c) of the GDPR
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RAHE : GDPR 45 37 £5(1)(b) & CXc)

3  What does ‘large scale’mean?

3 T REEE LiZEDXS>0BW®RM?

The GDPR does not define what constitutes large-scale processing. The WP29 recommends that
the following factors, in particular, be considered when determining whether the processing is carried
out ona large scale:

GDPR (Z. 28 KM 2T 20 2 EFR L T 720, WP29 13, REICHkHH
TWE N E S IPaHrT DB R, TROERZBET L L S8IEHT 5,

o the number of datasubjects concerned - either as a specific number or as a proportion of the
relevant population

o BMRT 2T —Z EROE— BRI LB U BES 2 AR OFIE
o the volume of dataand/orthe range of different data items being processed
o BN DZT—HDOEMOIXIFTELRD T —ZHHA DM

o the duration, or permanence, of the data processing activity

o T — & HURSEE O M U3k etk

o the geographical extent ofthe processing activity

I 3 75 O MBI i pH

Examples of large scale processing include:

KRIL 22 BEROOBIEL, kD LY

o processing of patient data in the regular course of business by a hospital

o IRt DEEEBNOBET —Z OEHRW

o processing of travel data of individuals using a city’s public transport system (e.g.
tracking via travelcards)

J M DN IRZEERE 2R HT 2 A OB T — 2 OB (B : FHEI— NI XL 58
BF)

o processing of real time geo-location data of customers of an international fast food
chain for statistical purposes by a processor specialised in these activities

o HMBYZRABE DG AR OTOIT ) EER R T 7 —A 7 — FF = —IZBT 5
BHDOU T IEA LT B EE WO B

o processing of customer data in the regular course of business by an insurance company ora
bank
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o RERSHIITOBEEBNOBE T —Z OB

o processing of personal data forbehavioural advertising by a search engine

o MRTUTVUICKDBTEEY =TT 4 T IRE DD OEANT — Z OHAR

o processing of data (content, traffic, location) by telephone or internet service providers

o EEXEFAVI—Fy M—ERFHERILLT—F (2T oy dEER, (LE)
DB

Examples that do not constitute large-scale processing include:

KRB 22 AR N 2R L 22 WBINTR D L B D,

o processing of patient data by an individual physician

o {Hx DEANILDEET —F OB

e processing of personal data relating to criminal convictions and offences by an individual

lawyer
o Hx OFRHELITLDAIRHR L OSLIRIZEE L7 EAN T — & O Bl

Source: Article 37(1)(b) and (c) ofthe GDPR
5 HIRAL : GDPR %8 37 £&(1)(b) & Xc)

4  What does ‘regular and systematic monitoring’ mean?

4 TR SERHZRER] LIXEDL D REKD)?

The notion of regular and systematic monitoring of data subjects is not defined in the GDPR,
but clearly includes all forms of tracking and profiling on the internet, including for the purposes
of Dbehavioural advertising. However, the notion of monitoring is not restricted to the online

environment.

T —Z EEROEHEINOE R REROMERIL GDPR TER SNV TW AW, {TE ¥ —7
TAYTIREOHNEEZD, A7 =3y FEOHLDLOEBHRENTe T 74U 7
EHAREIC G END, 72720, BEROBERITA v T A VREIZRIE S R,

Examples of activities that may constitute a regular and systematic monitoring of data subjects:
operating a telecommunications network; providing telecommunications services; emalil
retargeting; data-driven marketing activities; profiling and scoring for purposes of risk assessment

(e.g. for purposes of credit scoring, establishment of insurance premiums, fraud prevention,
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detection of money-laundering); location tracking, for example, by mobile apps; loyalty progrars;
behavioural advertising; monitoring of wellness, fitness and health data via wearable devices;

closed circuit television; connected devices e.g. smart meters, smart cars, home automation, etc.

T —Z EIROEHR, o, KRIERZHEA L 5 2EG0FG  EX@ERy hU—2 D
e BERERY—CAORM BT ANV X =TT 47 T—H R T o~—rT
A VT ¥ VAIFHMENO T e T s Ve 2ar ) oy (FlziE, vy hAa
T U7 REEIOME, NIEMIE, v R —m XY U T OBEOTZD) ; ALEER (6] 2
T EANANANTTVICLD) s oA YNANT AT T L ATBS =TT 4 o TIRE ; Uv=T
T TNV E VT T — Z OB CCTV; il x 1, Av— FA—F— A~v— T —,
R—LA— R A= a R EOaRs 7y RTAA A,

WP29 interprets ‘regular’ as meaning one or more of the following:

WP29 (3 EHIH ) IZHOWT, RO—2ULOERZ AT D LIERT 2,
o ongoing or occurring at particular intervals for a particular period

o BUEMKG LTV UT—EHMICE T EDOMRETRET D

o recurring or repeated at fixed times

o RFEoTHFHNIEY IR UR AT IS D

o constantly or periodically taking place

o HIF IR AET D

WP29 interprets ‘systematic’ as meaning one or more of the following:

WP29 1% TSRS IZOWT, IRO—DLL EOFEKREZAT 2 LRI 5,
o occurring according to a system

o UAT AIWESTHRAETD

o pre-arranged, organised or methodical

] TOWRD LTS, ML TWD XUTHERICIE> T D

o taking place as part of a general plan for data collection

o T HNEOEEKFEO—ERELTTDLLD

o carried outas part of a strategy

RGO —BR & LTITND

Source: Article 37(1)(b) of the GDPR
RAHE - GDPR 2537 £(1)(b)
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5 Can organisations appoint a DPO jointly? If so, under what conditions?
5 #H#RkiXDPO ZEFTRETE DN ?2 ZNIILED K 5 REMFDOT A2

Yes. A group ofundertakings may designate asingle DPO provided that he orshe is ‘easily accessible
from each establishment’. The notion of accessibility refers to the tasks ofthe DPO as a contact point
with respect to data subjects, the supervisory authority and also internally within the organisation. In
order to ensure that the DPO is accessible, whether internal or external, it is important to make sure
that their contact details are available. The DPO, with the help of a team if necessary, must be in
a position to efficiently communicate with data subjects and cooperate with the supervisory
authorities concerned. This means that this communication must take place in the language or
languages used by the supervisory authorities and the data subjects concerned. The availability
of a DPO (whether physically on the same premises as employees, via a hotline or other secure

means of communication) is essentialto ensure that data subjects will be able to contact the DPO.

BIETE D, RESINV—T1T, ZODPOI [HFMENOREGIIT 7 8ATES] Z L&A
el LT, H—0D DPO ZBILTHIENTED, 77 AAREMOBERIL. 7 — & F1K,
BB BB ICB L CoRle b3 MNICIHIT 2 L LTOMEBEE LR LTS, NEH»
SRER I Z 103, DPOIZT 7 B ATE L WRMICH D Z & LMt T 5720, DPO DR LD
M AERICAFTELLIICTHZLIFEETH S, DPO IE, MBS CF—ADIE
ZAFT, 7— 2 ERE FBEICERE L, 220, BRI 28 EHBEICH T 2308 ThiTnidk
B, ZAUE, BRI BRI R OV — & ERDME T 5 RRE O SRE IR DO EFET
B AT ONRTIER S RN LA EWT 5, DPO O AT AL, (WERYICHRE & R U%
BT Cohiv, Ay b T4 U XIIMORMEIEER FEIZ X > TTh) 7 —& E{KH DPO &
BAECTE D L EMHRT DT-DICRAIRTH 5,

A single DPO may be designated for several public authorities or bodies, taking account of their
organisational structure andsize. The same considerations with regard to resources and communication
apply. Given thatthe DPO is in charge ofa variety of tasks, the controller or the processor must ensure
that a single DPO, with the help of a team if necessary, can perform these efficiently despite being
designated forseveral public authorities and bodies.

BEL D AR 7R HEBE SUTEIAR X, £ OMMEE XL OHIE A ZE L T, H—0 DPO ##TT
52 LNTED, VY —RA RO L CREDOBEEEN I S5, DPODMELR
B EH o TND I Ea B E 2, FHE UIWBHE (X, H— D DPOA, MEILJRE L TF—
LD/ T, BEROAREEAKOHEDOHY & L TBESN TV THIELISZED
EHELZZFITTED LT L RITNIT RS R0,
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Source: Article 37(2) and (3) of the GDPR
RAHE : GDPR £ 37 £(2) % TA3)

6 Where should the DPO bhe located?
6 DPO X MALIZEE B INDIEHN?

To ensure that the DPO is accessible, the WP29 recommends that the DPO be located within the
European Union, whether or not the controller or the processor is established in the European Union.
However, it cannot be excluded that, in some situations where the controller or the processor has no
establishment within the European Union, a DPO may be able to carry out his or her activities more
effectively if located outside the EU.

WP29 |%, DPO ~D 7T 7 & A% feffd 7=, & B M EE A EU WICRE STV

DN BT, DPON EUNICHTET 22 L 25T 25, Ll FEE
SOTALEEE S EU NICHLE 2 A L TV R WA IZIX, BEE LT, DPO A EU #MCATE L T
W HN, FOERE LV IEICITO 2 N TEX A AREMELHERT 2 2 LI1X T,

7 Is it possible to appoint an external DPO?
7 S E DPO ZBAET D T LIXFEED>?

Yes. The DPO may be a staff member of the controller or the processor (internal DPO) or fulfil the
tasks on the basis of a service contract. This means that the DPO can be external, and in this case,
his/her function can be exercised based on a service contract concluded with an individual or an
organisation.

FIRE T %, DPO B B SUTALELH O%E (WHS DPO) THEW L, #EHRIITAESE
TOEHERET LB TED, 2O LiE, DPOIIMBEN D Z L HARETHY ., =
DY Er . £ ORHGIIME AT & LT EFRNIESONWTRIZT LN TE L2 e %
BHRLTWD,

When the function of the DPO is exercised by an external service provider, a team of individuals
working for that entity may effectively carry outthe DPO tasks as ateam, underthe responsibility of
a designated lead contact and ‘person in charge’ of the client. In this case, it is essential that each

member of the external organisation exercising the functions of a DPO fulfils all applicable
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requirements of the GDPR.

DPO DI 3N DZFEEIC L > TRIZEN L HE. ZZTEHBE L TV OIEHEBEDTF — 4
I, BEOBRESNICEZEROKRD THE4EE ) OREO T T, F—L4E LTDPODEE %
BIRANTRTZL 9 D, ZDOYE . DPO OIS & R AN DS A =23 s
%3 TOGDPR D EA Z i/ Z E N RTH D,

For the sake of legal clarity and good organisation and to prevent conflicts of interests for the
team members, the Guidelines recommend to have, in the service contract, a clear allocation of tasks
within the external DPO team and to assign a single individual as a lead contact and person ‘in
charge' of the client.

150 70 B e ME ) OY BAT 70/ R E E O 72 0l NZTF— 2 A U N— ORISR 2B 1k 5
T2 KAA BT A 3, FEHRRNTI T, S DPO O F — LNITI T HAEBDOEIY T
AT FEOBAZBEOEEROKROHEYSE ] &L LEMT 2 K 8ET 2,

Source: Article 37(6) of the GDPR
R AHE - GDPR 45 37 £(6)

8 What are the professional qualities that the DPO should hawe?
8 DPO A 2 TWHREHEMNEE L1372

The DPO shall be designated on the basis of professional qualities and, in particular, expert
knowledge of data protection law and practices and the ability to fulfil his or her tasks.

DPO (. HMEYEHE, FriZ, 7 — 2 (RaliE L OS5 O AR N2 OEF 23177 5
RE N EE SV TBES R T TR 5720,

The necessary level of expert knowledge should be determined according to the data processing
operations carried out and the protection required forthe personal data being processed. For example,
where a data processing activity is particularly complex, or where a large amount of sensitive data is
involved, the DPO may need a higher level of expertise and support.

B OMEKREEL, 1T DT — 2 BB EE L Bl b DN T — T ARG
L TRDOENDINETH D, Pl 2T 7T —FBBEGE P FICEMETH 256, H D0
REDOY® VT4 7T =2 NEENL5E. DPOILIT L Y @ KEDH MR L ¥R — k
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MWUBEL RS,

Relevant skills and expertise include:
B 9 2 FRRE K NP AIRR (IZIR D b OB 5,
o expertise in national and European data protection laws and practices including an in-
depth understanding ofthe GDPR
o HEXKUCEINOT —& Ri#IEMOEE (GDPR DWW L ETe) |
e understanding ofthe processing operations carried out
o 1T D BBIERIZOWT DOERE
e understanding ofinformation technologies and data security
o HHRIVATLIROT—HEFa2 T 4IT20 TOHEFE
e knowledge of the business sectorand the organization
o TN R UKHIRIZ DV T OaE
e ability to promote a data protection culture within the organization
o kNI NTT—Z RO A RES Y D)

Source: Article 37(5) of the GDPR
R HAH FE - GDPR £ 37 £(5)
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Position of the DPO
DPO O \7.35

9 What resources should be provided to the DPO by the controller or the processor?
9 DPO X BEEEXIILEENDVIRDY Y—REEX bRDHREN?

The DPO must have the resources necessary to be able to carry out his or her tasks.

DPO & DAEHE # ZIT T HTDICER U Y — R EFF /2 1T UT e 720,

Depending on the nature of the processing operationsand the activities and size of the organisation,
the following resources should be provided to the DPO:

A A 26 DM B OSERR D 3675 & BIBITIS U T WIc#giF 2 U Y — 223 DPO 152 6
HRETHD,

o activesupportofthe DPO’s function by senior management

o ERETIC & 5 DPOD BEHES ~0 R 22 Y AR — b

o sufficienttime for DPOs to fulfil their tasks

o DPORMEH % 4 5T D 72th D+53 72 RsfH]

e adequate support in terms of financial resources, infrastructure (premises, facilities,
equipment) and staff where appropriate

o H&, A 7T (Boh, FEEk. &E) MOAER (ERE) (2B 2t 3

o official communication ofthe designation ofthe DPO to all staff

o A TORMEBIZHIT DPO ORITLIZ OV TOIER 22 EHE

e access to other services within the organisation so that DPOs can receive essential
support, input orinformation from those otherservices

o DPOZS, MW OMOY—E X (NFE, EH. 1T, %27 4—5) LR
AIRZZYR—=F, A7y FUIMEREF D IO DU —EZA~DT 7 ¥ X,

e continuoustraining

o fikfCHY 22 HHE

Source: Article 38(2) of the GDPR
R AH E : GDPR %8 38 £(2)
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10 What are the safeguards to enable the DPO to perform her/his tasks in an independent

manner? What does ‘conflict of interests’mean?
10 DPO M. LT-EEBKR TZDEBE ZITTX 272 D OREE B2 [FISHER] &
X ED X RERN?

Several safeguards exist in order to enable the DPO to act in an independent manner:
DPO % J ST L 7= REAR CIREN & & 5 720 O R#ERE W O DEET D,

e noinstructions by the controllers orthe processors regarding the exercise ofthe DPO’s
tasks

o DPODAERS ZEHATICRET 2 %8 BE UTHH I K DR &,

e nodismissal or penalty by the controller for the performance of the DPO’s tasks

o DPODTLH AT Z Bl & L 72 EHH 1T L DM FE SUTRLEN A3 72N 2 &

e no conflict of interest with possible othertasks and duties

o FHAEL D DMOEHE TR L ORISR N 222 &

The othertasks and duties of a DPO must not result in a conflict of interests. This means, first, that
the DPO cannot hold a position within the organisation that leads him or her to determine the
purposes and the means of the processing of personal data. Due to the specific organisational

structure in each organisation, this has to be considered case by case.

DPO Dt DAL M O BB IIFISAHEL T2 6D Th o IR BV, 2D &iF, H—IT,
DPO 23 fHAR NI B TIRAT —Z ORIV O BRI R O IEZ RO D Z L2700 D HINZIC
LT 7200 28 TR D AR R OIS IE S & 5720 2O RITEH] 2 & IR S
R TIEZR B0,

As a rule of thumb, conflicting positions within the organisation may include senior management
positions (such as chief executive, chief operating, chief financial, chief medical officer, head
of marketing department, head of Human Resources or head of IT departments) but also otherroles
lower down in the organisational structure if such positions or roles lead to the determination of
purposes and means of processing. In addition, a conflict of interests may also arise for example if
an external DPO is asked to represent the controller or processor before the Courts in cases

involving data protection issues.

RENIZ DT, MEEPIZIBO TR RO 1T, S oML (k@R E = EE . s

PATTEH, RRMBRES . RBEETHEE, ~—r7 1 v 788, ATHE LT
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FE72 ) oEn, MEENTER LD HICWHINL . 2 ORI SUIRREAME N T — & D HL
WD BHEROFEOREICOBRNIHEEITIE, GEn L d. 7o, FIRSHERIX, Bl 21X,
T — ZREPE DR OIEEIZIBW T, MO DPO 23 B S DR A K S
EHAICHLAEL D D,

Source: Article 38(3) and 38(6) of the GDPR
MR A FE - GDPR %8 38 £(3) % /4538 £(6)
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Tasks of the DPO
DPO O £ %5

11 What does ‘monitoring compliance’ mean?
11 THESFOER] Lixlo X RE%R» ?

As part of these duties to monitor compliance, DPOs may, in particular:
BT & BE 9 2R O —BR & LT, DPO IFHFIC FREOIEHE 2175 Z L TE D,

o collect information to identify processing activities

o MBEHZRET DIDIFTMEIEST D

¢ analyse and checkthe compliance of processingactivities

o MMEBOETRWZDIT L, Ty T25

¢ inform, advise and issue recommendations to the controller orthe processor
o EHFIINFEFIZEML, BEL. BEEZITH

Source: Article 39(1)(b) of the GDPR
R AHE - GDPR 2239 £(1)(b)

12 Is the DPO personally responsible for non-compliance with data protection requirements?
12 DPOIZ T — ZIREIR D BHEOA BT LEARNICEEEZA I 2 ?

No. DPOs are not personally responsible for non-compliance with data protection requirements. It
is the controller or the processorwho is required to ensure and to be able to demonstrate that
processing is performed in accordance with this Regulation. Data protection compliance is the

responsibility of the controller or the processor.

7R\, DPO 13X, 7 — ZIREITIR D #H O RESTITx LI AICEEZ AR, Bk
WA Z OBANCHE > TITON D L) ICHEEZHIL, ThEiETE s Lo iTkdbnTn
5 DT EHE XTI E TH D, 77— 2 R DOMWTITERESCLUHEDOEMETH D,

13  What is the role of the DPO with respect to data protection impact assessments and records
of processing activities?
13 7 — ¥ (R ETME R OCBR IS B O FLEKIC 3315 5 DPO D& FENIfAH> 2
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As far as the data protection impact assessment is concerned, the controller or the processorshould

seekthe advice of the DPO, on the following issues,amongst others:
T — Z RER AT ICB T A TR Y . EEE I A X, L VDI, TROMEIZ DN T
DPODHIZE 2 RODLNETH D,
e whetheror notto carry outa DPIA
DPIA ZA4T 5 12 & 5 >

e what methodology to follow when carrying outa DPIA

o DPIAZATHBE. EDXDRFELRD D

e whetherto carry outthe DPIA in-house or whetherto outsource it

o DPIA ZNER THRITT D7, FMET 500

o what safeguards (including technical and organisational measures) to apply to mitigate
any risks to the rights and interests of the data subjects

o T — X EEROHRKORIZRIIKT DY X7 M 2720, &0 XD RRaEH
B (Fi B R OFRRROHE 2 5 T) M3 20

e whether or not the data protection impact assessment has been correctly carried out
and whether its conclusions (whether or not to go ahead with the processing and what
safeguards to apply)are in compliance with data protection requirements

o DPIA NIEL AT kUi BURWEZED L0 E 5 PR ED L 9 72
REHELENT50) BT — 2 REIR D BHBICERL TV 50

As far as the records of processing activities are concerned, it is the controller or the processor, not
the DPO, who is required to maintain records of processing operations. However, nothing prevents
the controller or the processor from assigning the DPO with the task of maintaining the
records of processing operations under the responsibility of the controller or the processor. Such
records should be considered as one of the tools enabling the DPO to perform its tasks of
monitoring compliance, informing and advising the controller orthe processor.

IR ZER OFLEICET 2R Y . BURIFEDORE LR T 5 2 L ZZRINL TV 5 Dl DPO
TIE L, BHEXINHE TH D, LNLRRs, BHE UINHE DR LT OBELED F T,
BB AR 3 DOFREIRAF DT & DPOIHI 0 Y T2 Z L &Y 5 6 D TIZARW, D5 ik,
DPO 73 % DAEH Tl L8 TR, HHEE UTLHE ~DOBH K O E & Vo T 2 31T
TEDLLICTBEY—NLD—DEEZDLRETHD,

Source: Article 39(1)(c) and Article 30 of the GDPR
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RAHFE - GDPR 4539 £(1)(c) & TFE 30 £
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