REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
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THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Wi M OWRINIEE S DB,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16 thereof,
RIS OBEREICBIT 25680, KON HRI. [FISKIODE 16 SRl

Having regard to the proposal from the European Commission,
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After transmission of the draft legislative act to the national parliaments,
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Having regard to the opinion of the European Economic and Social Committee *,
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Having regard to the opinion of the Committee of the Regions %,
HUSRZEB OB RITHA,

Acting in accordance with the ordinary legislative procedure
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Whereas:

UFOLE)THLOT, ARAIZEIRT 5,

(1) The protection of natural persons in relation to the processing of personal data is a fundamental right. Article 8(1) of the

Charter of Fundamental Rights of the European Union (the “‘Charter”) and Article 16(1) of the Treaty on the Functioning of

the European Union (TFEU) provide that everyone has the right to the protection of personal data concerning him or her.
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(2) The principles of, and rules on the protection of natural persons with regard to the processing of their personal data should,
whatever their nationality or residence, respect their fundamental rights and freedoms, in particular their right to the protection
of personal data. This Regulation is intended to contribute to the accomplishment of an area of freedom, security and justice
and of an economic union, to economic and social progress, to the strengthening and the convergence of the economies within
the internal market, and to the well-being of natural persons.

() BARADIENT—2 OBdR & BT 5 B RN DOUGEO AT KR O & BhES 2713, £ OEFE,
OVEEHIS D2 5 B D THIL, BRADEARRZZHER N O HRZBEE L, R, TOAT —Z DR
REETS, ARANEL. Al ZELOEROGEROER N ORI, B OS2 08,
WNTTSAZI T DR ORI O, WNZ, BRADREANZEBRL L5 & T256DTH S,

(3) Directive 95/46/EC of the European Parliament and of the Council * seeks to harmonise the protection of fundamental
rights and freedoms of natural persons in respect of processing activities and to ensure the free flow of personal data between
Member States.

(3) BRI M OB DFE 4y 95/46/ECH L, BlEE) & Bt g2 HARA D AR MR N O A MOREL S

1 0JC229,31.7.2012, p. 90.
0J C229,31.7.2012, p. 90.
2 0JC391,18.12.2012, p. 127.
0JC391,18.12.2012, p. 127.
3 Position of the European Parliament of 12 March 2014 (not yet published in the Official Journal) and position of the Council at first reading
of 8 April 2016 (not yet published in the Official Journal). Position of the European Parliament of 14 April 2016.
RNz oD 2014 4F:3 A 12 BARTERE (BHoREHE) KU 1 HilZil) DR ESEF0 2016 4F:4 H 8 HfHTEHR
F (FEAEHE) MOWINEE 2016 424 H 14 AfHTERLE
* Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (OJ L 281, 23.11.1995, p. 31).
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(4) The processing of personal data should be designed to serve mankind. The right to the protection of personal data is not an
absolute right; it must be considered in relation to its function in society and be balanced against other fundamental rights, in
accordance with the principle of proportionality. This Regulation respects all fundamental rights and observes the freedoms
and principles recognised in the Charter as enshrined in the Treaties, in particular the respect for private and family life, home
and communications, the protection of personal data, freedom of thought, conscience and religion, freedom of expression and
information, freedom to conduct a business, the right to an effective remedy and to a fair trial, and cultural, religious and
linguistic diversity.
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(5) The economic and social integration resulting from the functioning of the internal market has led to a substantial increase
in cross-border flows of personal data. The exchange of personal data between public and private actors, including natural
persons, associations and undertakings across the Union has increased. National authorities in the Member States are being
called upon by Union law to cooperate and exchange personal data so as to be able to perform their duties or carry out tasks
on behalf of an authority in another Member State.
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(6) Rapid technological developments and globalisation have brought new challenges for the protection of personal data. The
scale of the collection and sharing of personal data has increased significantly. Technology allows both private companies and
public authorities to make use of personal data on an unprecedented scale in order to pursue their activities. Natural persons
increasingly make personal information available publicly and globally. Technology has transformed both the economy and
social life, and should further facilitate the free flow of personal data within the Union and the transfer to third countries and
international organisations, while ensuring a high level of the protection of personal data.
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(7) Those developments require a strong and more coherent data protection framework in the Union, backed by strong
enforcement, given the importance of creating the trust that will allow the digital economy to develop across the internal
market. Natural persons should have control of their own personal data. Legal and practical certainty for natural persons,

ANT—% OEF A & BEET D EANOHSEIZBET 5, KO\ Z0O7—4 O HHRBENZ BT 2RSS L OB 20 1995
410 A 24 HOFe4 95/46/EC (0J L 281, 23.11.1995, p.31)
2



economic operators and public authorities should be enhanced.
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(8) Where this Regulation provides for specifications or restrictions of its rules by Member State law, Member States may, as
far as necessary for coherence and for making the national provisions comprehensible to the persons to whom they apply,
incorporate elements of this Regulation into their national law.
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(9) The objectives and principles of Directive 95/46/EC remain sound, but it has not prevented fragmentation in the
implementation of data protection across the Union, legal uncertainty or a widespread public perception that there are
significant risks to the protection of natural persons, in particular with regard to online activity. Differences in the level of
protection of the rights and freedoms of natural persons, in particular the right to the protection of personal data, with regard
to the processing of personal data in the Member States may prevent the free flow of personal data throughout the Union.
Those differences may therefore constitute an obstacle to the pursuit of economic activities at the level of the Union, distort
competition and impede authorities in the discharge of their responsibilities under Union law. Such a difference in levels of
protection is due to the existence of differences in the implementation and application of Directive 95/46/EC.
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(20) In order to ensure a consistent and high level of protection of natural persons and to remove the obstacles to flows of
personal data within the Union, the level of protection of the rights and freedoms of natural persons with regard to the
processing of such data should be equivalent in all Member States. Consistent and homogenous application of the rules for
the protection of the fundamental rights and freedoms of natural persons with regard to the processing of personal data should
be ensured throughout the Union. Regarding the processing of personal data for compliance with a legal obligation, for the
performance of a task carried out in the public interest or in the exercise of official authority vested in the controller, Member
States should be allowed to maintain or introduce national provisions to further specify the application of the rules of this
Regulation. In conjunction with the general and horizontal law on data protection implementing Directive 95/46/EC, Member
States have several sector-specific laws in areas that need more specific provisions. This Regulation also provides a margin of
manoeuvre for Member States to specify its rules, including for the processing of special categories of personal data (“sensitive
data’). To that extent, this Regulation does not exclude Member State law that sets out the circumstances for specific processing
situations, including determining more precisely the conditions under which the processing of personal data is lawful.
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(112) Effective protection of personal data throughout the Union requires the strengthening and setting out in detail of the rights
of data subjects and the obligations of those who process and determine the processing of personal data, as well as equivalent
powers for monitoring and ensuring compliance with the rules for the protection of personal data and equivalent sanctions for
infringements in the Member States.
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(12) Article 16(2) TFEU mandates the European Parliament and the Council to lay down the rules relating to the protection
of natural persons with regard to the processing of personal data and the rules relating to the free movement of personal data.
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(13) In order to ensure a consistent level of protection for natural persons throughout the Union and to prevent divergences
hampering the free movement of personal data within the internal market, a Regulation is necessary to provide legal certainty
and transparency for economic operators, including micro, small and medium-sized enterprises, and to provide natural persons
in all Member States with the same level of legally enforceable rights and obligations and responsibilities for controllers and
processors, to ensure consistent monitoring of the processing of personal data, and equivalent sanctions in all Member States
as well as effective cooperation between the supervisory authorities of different Member States. The proper functioning of the
internal market requires that the free movement of personal data within the Union is not restricted or prohibited for reasons
connected with the protection of natural persons with regard to the processing of personal data. To take account of the specific
situation of micro, small and medium-sized enterprises, this Regulation includes a derogation for organisations with fewer
than 250 employees with regard to record-keeping. In addition, the Union institutions and bodies, and Member States and
their supervisory authorities, are encouraged to take account of the specific needs of micro, small and medium-sized
enterprises in the application of this Regulation. The notion of micro, small and medium-sized enterprises should draw from
Avticle 2 of the Annex to Commission Recommendation 2003/361/EC °.
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5> Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium-sized enterprises (C(2003) 1422)
(OJ L 124, 20.5.2003, p. 36).
~A 7 uEE IMEEER O IRRSEOEFHICBET 2 2003 455 H 6 HOZEESENS (C(2003) 1422) (OJ L 124, 20.5.2003,
p.36)
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(14) The protection afforded by this Regulation should apply to natural persons, whatever their nationality or place of residence,
in relation to the processing of their personal data. This Regulation does not cover the processing of personal data which
concerns legal persons and in particular undertakings established as legal persons, including the name and the form of the legal
person and the contact details of the legal person.

(14) ABHN L > THERONLMEIE, £ OEEELOVEEHIAN V2D DO THIL, BIRADIENT—F DH
P L DERIZIBN T, BARNISK L TEA SN D, AL, IEADAHL ORI NIEAOERE 2 &
D AENEBURT DEAT —Z OB K ORATIEAN & UTRRAL SIS L BRI AT — 2 DRk
ORISR E Luy,

(15) In order to prevent creating a serious risk of circumvention, the protection of natural persons should be technologically
neutral and should not depend on the techniques used. The protection of natural persons should apply to the processing of
personal data by automated means, as well as to manual processing, if the personal data are contained or are intended to be
contained in a filing system. Files or sets of files, as well as their cover pages, which are not structured according to specific
criteria should not fall within the scope of this Regulation.
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(16) This Regulation does not apply to issues of protection of fundamental rights and freedoms or the free flow of personal
data related to activities which fall outside the scope of Union law, such as activities concerning national security. This
Regulation does not apply to the processing of personal data by the Member States when carrying out activities in relation to
the common foreign and security policy of the Union.
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(17) Regulation (EC) No 45/2001 of the European Parliament and of the Council ®applies to the processing of personal data
by the Union institutions, bodies, offices and agencies. Regulation (EC) No 45/2001 and other Union legal acts applicable to
such processing of personal data should be adapted to the principles and rules established in this Regulation and applied in the
light of this Regulation. In order to provide a strong and coherent data protection framework in the Union, the necessary
adaptations of Regulation (EC) No 45/2001 should follow after the adoption of this Regulation, in order to allow application
at the same time as this Regulation.
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% Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the protection of individuals with
regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data (OJ L 8, 12.1.2001,
p.1).
RRMNIEFIADEEEE K ORI L DN T — & DB & B DIEADRHIETT 2, KON Z£07—Z O A BB
BEJ- DR aRes M O30 2000 4 11 H 18 H OHFIHIEC) No 45/2001 (OJ L 8,12.1.2001, p.1)
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(18) This Regulation does not apply to the processing of personal data by a natural person in the course of a purely personal
or household activity and thus with no connection to a professional or commercial activity. Personal or household activities
could include correspondence and the holding of addresses, or social networking and online activity undertaken within the
context of such activities. However, this Regulation applies to controllers or processors which provide the means for
processing personal data for such personal or household activities.
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(19) The protection of natural persons with regard to the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including
the safeguarding against and the prevention of threats to public security and the free movement of such data, is the subject of
a specific Union legal act. This Regulation should not, therefore, apply to processing activities for those purposes. However,
personal data processed by public authorities under this Regulation should, when used for those purposes, be governed by a
more specific Union legal act, namely Directive (EU) 2016/680 of the European Parliament and of the Council". Member
States may entrust competent authorities within the meaning of Directive (EU) 2016/680 with tasks which are not necessarily
carried out for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, including the safeguarding against and prevention of threats to public security, so that the processing of
personal data for those other purposes, in so far as it is within the scope of Union law, falls within the scope of this Regulation.
With regard to the processing of personal data by those competent authorities for purposes falling within scope of this
Regulation, Member States should be able to maintain or introduce more specific provisions to adapt the application of the
rules of this Regulation. Such provisions may determine more precisely specific requirements for the processing of personal
data by those competent authorities for those other purposes, taking into account the constitutional, organisational and
administrative structure of the respective Member State. When the processing of personal data by private bodies falls within
the scope of this Regulation, this Regulation should provide for the possibility for Member States under specific conditions to
restrict by law certain obligations and rights when such a restriction constitutes a necessary and proportionate measure in a
democratic society to safeguard specific important interests including public security and the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security. This is relevant for instance in the framework of anti-money laundering or the activities
of forensic laboratories.
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" Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard
to the processing of personal data by competent authorities for the purposes of prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and the free movement of such data and repealing Council Framework Decision
2008/977/JHA (see page 89 of this Official Journal).
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(20) While this Regulation applies, inter alia, to the activities of courts and other judicial authorities, Union or Member State
law could specify the processing operations and processing procedures in relation to the processing of personal data by courts
and other judicial authorities. The competence of the supervisory authorities should not cover the processing of personal data
when courts are acting in their judicial capacity, in order to safeguard the independence of the judiciary in the performance of
its judicial tasks, including decision-making. It should be possible to entrust supervision of such data processing operations to
specific bodies within the judicial system of the Member State, which should, in particular ensure compliance with the rules
of this Regulation, enhance awareness among members of the judiciary of their obligations under this Regulation and handle
complaints in relation to such data processing operations.
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EHHOL LI 700, ZOMMIE, FrT ARANOBUEDRET 2 fEfk L, mIEREEIOMERLE DI
AHRNZEES  GREEBHIORBE OB A IR L, £ LT, 2D X 577 — 2 BdlER L Bh#d A AR T
I WZR2TFHUTIR BT,

(21) This Regulation is without prejudice to the application of Directive 2000/31/EC of the European Parliament and of the
Council & in particular of the liability rules of intermediary service providers in Articles 12 to 15 of that Directive. That
Directive seeks to contribute to the proper functioning of the internal market by ensuring the free movement of information
society services between Member States.

(1) AHHANE, BRGSO S 0fE4 2000BVECROmEH. FHZ. FFESOH 12 5720 L 15 RITED
LHMYMEE T D — AT 0 X OIEB BT DIET OB 25T 720, [FFESIE, IEERM s
T AR — 2O BRARBEIZ MR T D 2 LI Lo T, NS OB SRR CH BT 5 2 L Ak D
HDOTEH D,

(22) Any processing of personal data in the context of the activities of an establishment of a controller or a processor in the
Union should be carried out in accordance with this Regulation, regardless of whether the processing itself takes place within
the Union. Establishment implies the effective and real exercise of activity through stable arrangements. The legal form of
such arrangements, whether through a branch or a subsidiary with a legal personality, is not the determining factor in that
respect.

8 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society
services, in particular electronic commerce, in the Internal Market (*Directive on electronic commerce’) (OJ L 178, 17.7.2000, p. 1).
BN 36T DI it — 2D —E OTEAYNIERH BB T-RsiHs RS- 2R L O gi220D 2000 £ 6 H 8 HDfR
& 2000/3L/EC (& 1755 [+51) (OJ L 178, 17.7.2000, p.1)
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(22) EU 3N OB EEE S FAEERE ORLE OTEEN OB Z 31T DEANT — X OB, Z OB ZFAUE (K2
EU N T TR 0ENCh Do B3, AHRNZES T rbh 2l T iudie S0, LG &1L, e/
Fr7 38 U AT D I DBIEOTREN O S 2 BIR T2, D X 9 72 ADEIE, O35 3E
MNEEFTH AR L TODNE, ZOAICEET DIREREE L 72 5720,

(23) In order to ensure that natural persons are not deprived of the protection to which they are entitled under this Regulation,
the processing of personal data of data subjects who are in the Union by a controller or a processor not established in the Union
should be subject to this Regulation where the processing activities are related to offering goods or services to such data
subjects irrespective of whether connected to a payment. In order to determine whether such a controller or processor is
offering goods or services to data subjects who are in the Union, it should be ascertained whether it is apparent that the
controller or processor envisages offering services to data subjects in one or more Member States in the Union. Whereas the
mere accessibility of the controller's, processor's or an intermediary's website in the Union, of an email address or of other
contact details, or the use of a language generally used in the third country where the controller is established, is insufficient to
ascertain such intention, factors such as the use of a language or a currency generally used in one or more Member States with
the possibility of ordering goods and services in that other language, or the mentioning of customers or users who are in the
Union, may make it apparent that the controller envisages offering goods or services to data subjects in the Union.

(23) HRADAHRNHEANTE R GNDREL LT DR & 2R T 272012, EU NITHLE D720
EHE SUTISEZ L% EU SINDT — 2 FROMENT —Z DERNE, EOBRAI 7253, 3HANEBIHRT 5
INEINIDO BT, DX D 187 —F FRTK 2850 33— B XDk & BhE 5551213, AFRINS
RS 22 FUTe H vy, HLWW@T—ﬁiw TR L TED L 9 78R G 3 i ST — B A 4
LTI 2l 272012, EU SN O— XU IHEEONIEEN D7 — 2 FRIT L T OB HE X3
RBREDIY— R AR L L9 é:ﬁ‘Zo XZSAEDNE D DA LR T b7y, BUTEEE s X
IXZOFRYEED EU BIND Web 1 b, BT A—/LT RLAIZOMOHEAESEN T 7 EATED LW
oL Xid, BEEMMLE LT OH=]E :iob YOV O TV D EREMER SN TS LS Z &
72T TIE, 2D X9 REMNEHEET 5 1-OII AR5 ThH A, — I OIREN T RAICHW ST
WD EREMRONEEZ VYRR DSBS ck DU O —EADIEIINTE A2 L XL, EU NIV 5
THEE IRAFICBT 25 k035 2 L Luvolo kD RBERIT, ZOEHED EU BNOT — 2 FRITK L
TR XTI —EAOFMLEEE L TWD Z EZHBEICL Y 55D TH D,

(24) The processing of personal data of data subjects who are in the Union by a controller or processor not established in the
Union should also be subject to this Regulation when it is related to the monitoring of the behaviour of such data subjects in
so far as their behaviour takes place within the Union. In order to determine whether a processing activity can be considered
to monitor the behaviour of data subjects, it should be ascertained whether natural persons are tracked on the internet including
potential subsequent use of personal data processing techniques which consist of profiling a natural person, particularly in
order to take decisions concerning her or him or for analysing or predicting her or his personal preferences, behaviours and
attitudes.

(24) EU 3EPNICHLE D72\ VE RS TNPRE I K 5 EU SNOT— % THROE AT — % DB NE, DX H
127 — 2 FAROATERI OB & BT 5531206\ Th £DO7 —# FROITENS EU N TITHhN D D TH
ZIRY . AHRNARES 22U 6720, BEATRAD T — 2 FIROATEIORER & B 2 Hiv D 2002 HIkrd
D12DIZIE, BRRANDT 0T 7 AV o 7 2R DENT — 2 DB AR S5 wTRetk 4 &
HIRADA o Z—Fy F ETESILTO DN E I 2 FRT, 7 —F BRICEEST 20 a4 5720, UL,
T EAROMENAIZELE, A T8 O 20 UL PRI 2 72 DITBIF S AU TV D s L7 iU &
TR0,

(25) Where Member State law applies by virtue of public international law, this Regulation should also apply to a controller
not established in the Union, such as in a Member State's diplomatic mission or consular post.
(5)EEEDININT K > THIREOEPESEH S 6556 BU BIPNICHLE D72 VERE B 2 ITIEEE DK
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FERR SRR SIS LTh . ABRIZSEH Sh7pidiudia breuy,

(26) The principles of data protection should apply to any information concerning an identified or identifiable natural person.
Personal data which have undergone pseudonymisation, which could be attributed to a natural person by the use of additional
information should be considered to be information on an identifiable natural person. To determine whether a natural person
is identifiable, account should be taken of all the means reasonably likely to be used, such as singling out, either by the
controller or by another person to identify the natural person directly or indirectly. To ascertain whether means are reasonably
likely to be used to identify the natural person, account should be taken of all objective factors, such as the costs of and the
amount of time required for identification, taking into consideration the available technology at the time of the processing and
technological developments. The principles of data protection should therefore not apply to anonymous information, namely
information which does not relate to an identified or identifiable natural person or to personal data rendered anonymous in
such a manner that the data subject is not or no longer identifiable. This Regulation does not therefore concern the processing
of such anonymous information, including for statistical or research purposes.

(26) T — 2 RFEDEAIFRINL, #0572 B AR SUTRRAFTREZR BARNICEE 2 2T L Gl S
RTIUTR B2, IBIMEHAHEH L ORI L > TRANIETHZ L 2R L 5 5, RALERRIEAT
— A%, @IATRE R E@U\ (BT DI E L TEALNRTIUTR G20, &5 BARADHHIHETH D70 E
D 72 0ITiE, BN K 5 72, BN A EHESUIHEATHONT 5 7D E B XU :l%ﬂ%’i»@%
Lo THW Ehé/\f_ﬁ'éE’JéCT EMED & H B TOFEZEEL J\}h?ﬁﬁ FTHUFR B2, HIRNEGR S 57280
FEDBHWLNDAFIZR ATREMD & 2 S E MER T 5 T2 OIZiE, Bl O OREAIZFSUN T %U)%Tﬁ%ﬁ&fﬁ&
O DT Z BRI AT T, fBIDT2DIZET % ;%;"FFJ&U‘H#F’Q%@OE D78, BTORBIN LB ERE
(AT U2 D720, bz, T— 2 IREDORAFANL, EATER, 37205, Ml Shc BRASIE
PRI ATREZR AR & OBIRE b7 M, T, 7 —F EREHRITE WL D I EA b SN BAT—4
SR TIE, SR, ARANT, Thud iz, #Eto BRSUITENTED BE &, 0 X9 7elEnt
OB NZBIT 2 DO TIIARU Y,

(27) This Regulation does not apply to the personal data of deceased persons. Member States may provide for rules regarding
the processing of personal data of deceased persons

(27) AR, P LB ofEAT —2 i S, IREE, S8 LB OFEAT —4 OB
THOREZED D ZENTED,

(28) The application of pseudonymisation to personal data can reduce the risks to the data subjects concerned and help
controllers and processors to meet their data-protection obligations. The explicit introduction of ‘pseudonymisation” in this
Regulation is not intended to preclude any other measures of data protection.

(28) AT =& b a 2 Z Lid, BRI 27— % HRICKT 2V 27 RS E S 55D THY |
Fio, BHE K OWEEENZE DT — 258 FORB BT 52 LT 260 ThH S, AHANCKITS i)
k) OBVRIIZRENL, T2 REDT- D DENLSNDFEZYRT 5 2 & A EIXT 2 b D TIIR Y,

(29) In order to create incentives to apply pseudonymisation when processing personal data, measures of pseudonymisation
should, whilst allowing general analysis, be possible within the same controller when that controller has taken technical and
organisational measures necessary to ensure, for the processing concerned, that this Regulation is implemented, and that
additional information for attributing the personal data to a specific data subject is kept separately. The controller processing
the personal data should indicate the authorised persons within the same controller.

(29) ENT—4# ZEih ) BAARAALZ @54 v T 4 725 D HT720i, — 7ot a8 5 =
& LIFHNT, BIRT D BRI HOWT, ARSI SN Z & ROY trff/JzODT—&E{ZIK (XL TIEAT—
ks U “C 2 72O OIENNEHRA BB ARE SIVD Z & R T 2 7o DI L 72 287 L ooHEE K& OSHAE
OB AEEE DG Ul & XX, F—EFEENICEN T, (BAMEOFEEZFIFATE 260 L LgiFiudi s
720N, AT —H 2Bl 5 R, F—EEEN THEIR L 52 b B2 TR LRITUT7e Hreuy,
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(30) Natural persons may be associated with online identifiers provided by their devices, applications, tools and protocols,
such as internet protocol addresses, cookie identifiers or other identifiers such as radio frequency identification tags. This may
leave traces which, in particular when combined with unique identifiers and other information received by the servers, may
be used to create profiles of the natural persons and identify them.

(B0) BANZK, A ¥ —Fy b7a hanT RLA 7 vd—i#il . X, BRI 70 X 5 7z ofho
WAL Vol 97, BEARANDT A A, 77V r—var, V= KO baUl ko TRfikEn
LA T A R EBREHT BV B, ZAUL, BRI, AN L o TR ESND 2 =— 75T R OO
DR EMAEDIND L EIT, BRADT R 7 7 A VA2 VL, £L T, BRANZ#LIT 57-0OICH
WHIL) DIEBETEL 9 Db D TH D,

(31) Public authorities to which personal data are disclosed in accordance with a legal obligation for the exercise of their
official mission, such as tax and customs authorities, financial investigation units, independent administrative authorities, or
financial market authorities responsible for the regulation and supervision of securities markets should not be regarded as
recipients if they receive personal data which are necessary to carry out a particular inquiry in the general interest, in accordance
with Union or Member State law. The requests for disclosure sent by the public authorities should always be in writing,
reasoned and occasional and should not concern the entirety of a filing system or lead to the interconnection of filing systems.
The processing of personal data by those public authorities should comply with the applicable data-protection rules according
to the purposes of the processing.

(31) 5/ OBIREY R, R, MNZAROMERE, S, RESRTORH M OB OREE 2 & Ol
TERO &K 9 72, LA HOWEAD NN LT85 % Tl R ZIERIFRHS e > TIEAT —F DB REZZT 508
FERIT, £ bR, EU IESUFNIEEIDENIEIIRE ), —RZRFRRIZ T DREIOFHE 21T 5 7212
VEIRENT — 2 UG T 256, AT —F OBUSE L1372 IR, ED XD AR b BND
T—ABRERRIE, FIZ, EEICEKY, BEHAEM L, 2o, @7 b o TR BT, o, T AU
VI VAT DRI DL D ThHoTUIRE T, 230, 774 VT VAT h~OHAHHE L 725 H DT
HoTHRBLRRYY, TNHDOARERNC L AEAT —% OB, £ OB O BRI E > CEfHShD T
— 2 REIE T BT D b DO TRTIUIIR B2V,

(32) Consent should be given by a clear affirmative act establishing a freely given, specific, informed and unambiguous
indication of the data subject's agreement to the processing of personal data relating to him or her, such as by a written statement,
including by electronic means, or an oral statement. This could include ticking a box when visiting an internet website,
choosing technical settings for information society services or another statement or conduct which clearly indicates in this
context the data subject's acceptance of the proposed processing of his or her personal data. Silence, pre-ticked boxes or
inactivity should not therefore constitute consent. Consent should cover all processing activities carried out for the same
purpose or purposes. When the processing has multiple purposes, consent should be given for all of them. If the data subject's
consent is to be given following a request by electronic means, the request must be clear, concise and not unnecessarily
disruptive to the use of the service for which it is provided.

(32) MEIL, EFHRFRIC L2584 EmC L2508 INd2 L1c kv A LBET AT —4
DERNKT D7 =2 FEROGED, BHIZEZ b, eI, FANSAEZT, AR TRV IR
T D, FIONTHENRITAIC L > TERABND b D& LRITIUIZR B, ZOREIR, A ¥ —%
> b Web A FEFSITDBCR y 7 2% F = v 735 2 & fFREET—EADTZ0O OG5 E 21388
RI2Z L, L, ZOIWRZBNT, BEDEAT —H DWW THER SNV BHRANZ DN TOT —H KD

TEAIL, REEHRT 208 LTUIRBR0, FEX. [ U ERBOTDI T 54 CORRE 208 L
72FHUTTe B2, Bl O VA b o%A . FIER. Ebo2TOHIIS L TEZ biviTiul
72BN, T — X ERORIENE TR TERIC L 2EROKICE X DA, TOERRIE, ATHY | B
i Lo9 <, o, SN D — B ROFHZRMBEL B bR S O TRITIUT R B 70,
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(33) Itis often not possible to fully identify the purpose of personal data processing for scientific research purposes at the time
of data collection. Therefore, data subjects should be allowed to give their consent to certain areas of scientific research when
in keeping with recognised ethical standards for scientific research. Data subjects should have the opportunity to give their
consent only to certain areas of research or parts of research projects to the extent allowed by the intended purpose.

(33) BHFIIED HEID T D DIENT — & OB B A % DT —Z UEDRER Coelf E T2 2 &1 L
LR RAREZRZ & Th D, TR, T—F ERZ. FIFHITEDT- 0 DIA  F6D bR AAEN R
TWboIG, —EDFBEORFIZUTS L CREEZ A5 2 LN TE D, 7—2FKT, TESNTWD BRY
EFTHEIPAN T, —EDODEORFIIZEDI, T, W7 m Y =2 FO—EH3DIT L CREE 52 D1
EEHOHDOL LRITIUTR B0,

(34) Genetic data should be defined as personal data relating to the inherited or acquired genetic characteristics of a natural
person which result from the analysis of a biological sample from the natural person in question, in particular chromosomal,
deoxyribonucleic acid (DNA) or ribonucleic acid (RNA) analysis, or from the analysis of another element enabling equivalent
information to be obtained.

(34) BIn 7 —ZI1E. BRAD, Je R TR RARECHREC BT 2 AT —# & L CERSND, €
ML HOBARADDAGLIVERY TN DHTRER, FHZ, YR, 7% U Rk (DNA) 3D R
B RNA) OHrofER, XU, 2 & FEOFEREZGD 2 & OTE HMOERDHTHER TH 2,

(35) Personal data concerning health should include all data pertaining to the health status of a data subject which reveal
information relating to the past, current or future physical or mental health status of the data subject. This includes information
about the natural person collected in the course of the registration for, or the provision of, health care services as referred to in
Directive 2011/24/EU of the European Parliament and of the Council °to that natural person; a number, symbol or particular
assigned to a natural person to uniquely identify the natural person for health purposes; information derived from the testing
or examination of a body part or bodily substance, including from genetic data and biological samples; and any information
on, for example, a disease, disability, disease risk, medical history, clinical treatment or the physiological or biomedical state
of the data subject independent of its source, for example from a physician or other health professional, a hospital, a medical
device or an in vitro diagnostic test.

(35) HERRIZPET DEAT — 213, 7—F HRDMEFERKE L BROH 57— % Th-> T, 7—F EEoilaE, Bl
TER OARDE ARIRRE S IRGHIREEIZ B D IE A SN T 2R TCOT—F G, ZOT—XI%, Bl
SN OBHADFRS 201124/EU \IZED 5 EF— B A DT DO Y34 IR ADBSREBIR BT, T, 0
R — B R DML A T D IR A OB IR W TR SN D E D HARNICEET 16 H ; R Lo AR TH
MNE 2 =— 7 \GAIT D T2 DICHRNT L TRAINCHID ¥ TonE s, oAV TER BT —
5 K OVEAVFRTE R 2 50D | RO IS KR O L < 13 64 U D158 IWONT, il 20,
[ERTZ OO EERRRTI, TR, FEfids X LA D & 5 72 432G MOTE IR ORI 2 7 B 213,
TS EROFIR, FEE, BRY A7 R, RENR. ARPRIREESU I M RO A R T O
et

(36) The main establishment of a controller in the Union should be the place of its central administration in the Union, unless
the decisions on the purposes and means of the processing of personal data are taken in another establishment of the controller
in the Union, in which case that other establishment should be considered to be the main establishment. The main
establishment of a controller in the Union should be determined according to objective criteria and should imply the effective
and real exercise of management activities determining the main decisions as to the purposes and means of processing through

° Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of patients' rights in cross-border
healthcare (OJ L 88, 4.4.2011, p. 45).
EBE AR 2 PRI D B OMERIDE B 2R R OBREE20> 2011 43 A 9 H oD¥54y 2011/24/EU (OJ L 88
4.4.2011, p.45)
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stable arrangements. That criterion should not depend on whether the processing of personal data is carried out at that location.
The presence and use of technical means and technologies for processing personal data or processing activities do not, in
themselves, constitute a main establishment and are therefore not determining criteria for a main establishment. The main
establishment of the processor should be the place of its central administration in the Union or, if it has no central administration
in the Union, the place where the main processing activities take place in the Union. In cases involving both the controller and
the processor, the competent lead supervisory authority should remain the supervisory authority of the Member State where
the controller has its main establishment, but the supervisory authority of the processor should be considered to be a
supervisory authority concerned and that supervisory authority should participate in the cooperation procedure provided for
by this Regulation. In any case, the supervisory authorities of the Member State or Member States where the processor has
one or more establishments should not be considered to be supervisory authorities concerned where the draft decision concerns
only the controller. Where the processing is carried out by a group of undertakings, the main establishment of the controlling
undertaking should be considered to be the main establishment of the group of undertakings, except where the purposes and
means of processing are determined by another undertaking.

(36) EU IkNIZIs 1T DB ERE DO F 7 AR, EU SRNIZI1T A E B OF R EBRMI OFE & L2 iu7s
by, 72720, AT —Z OB D BRIR OIFEDUTED EU N OEERE ORIORLEIZI T T D
Grawbir<, 2080, SRS T 53R L e S, EU BINICIT B O 372 HHLEI,
TR L FHE > THI SR UTe 69, £7o, LEH#A 2418 U T Bl o B OY5EICRE
T FECHWrEREIC R T HIRE AT D LW ) BRI TR N IR DOBFUT R SN TS Z &2t b T
FIUFR B0, EOREAEZ, AT —F OB D> HREOGHT TV T D NI HRAL L 220, EA
T2 DR SUTERIFEN D 7 5D OFAHIF B M OB ET D Z & KOENFI S TS Z &1
FIVEIRE LTI, F2BR AT 2 b 0TI, 2z, £DZ &1L, FE-AHLRIZ DN TOYGE
HEHE L 72 5720, JPEEOFT HHLRIE, BU BNIZIST 2 ARBERI ORI EM & L, XUE, EU BPIZHEREE
FEESFMAE L2V A1E. EU BINIZIRS W CHEEZRBWIEEIM ToN 25T L & Th 5, B &t
FHOWMADEGT 2 —A T, BT 2 FRERES TE A S F 7 28542 b O EOREREEI ThH v fi
T o0, P ORTEWSEAIL. PHRETEEA L AR S oNETH Y, F/o, LB, AHANZ L -
TED BILD W FRUSINT HXETH D, WTIUTHE L, QRS — XU ONLS 2 & - ONNHEE DR
BEEAIT, IRERNE B ICORBURT 2 b D THH5A121E, BIREEREE & 1372 Shevy, By e
IN—FIZ Lo TUTON D56, Bl O BRI OTFEPHIDEZEIC K-> TRES DR iR . SdidEx
b OARFED LT DR E DT N—T DT DR & B 7r S D,

(37) A group of undertakings should cover a controlling undertaking and its controlled undertakings, whereby the controlling
undertaking should be the undertaking which can exert a dominant influence over the other undertakings by virtue, for
example, of ownership, financial participation or the rules which govern it or the power to have personal data protection rules
implemented. An undertaking which controls the processing of personal data in undertakings affiliated to it should be regarded,
together with those undertakings, as a group of undertakings.

(37) T N—T71F, TR b O L FOREIC L AT EZT AR L ZAELOTHY . KL L
OAEFEE, IR, AR, BEERE LIRS v — ko FHLLE AT —Z i —L
7 FEf g DRI o T, AR U TSR 2 RIEFT 2 LD TE DR TH D, BT D%
DIENT —F OB EET DT, EnbOeF LI, B¥EIN—T LR InD,

(38) Children merit specific protection with regard to their personal data, as they may be less aware of the risks, consequences
and safeguards concerned and their rights in relation to the processing of personal data. Such specific protection should, in
particular, apply to the use of personal data of children for the purposes of marketing or creating personality or user profiles
and the collection of personal data with regard to children when using services offered directly to a child. The consent of the
holder of parental responsibility should not be necessary in the context of preventive or counselling services offered directly
to a child.

(38) FEBIE AT —Z DHHRNEEIET 2 U 27 | #ERAKOBNRT HIRERE, WONT, A S ORI
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WCTHGEERR CE it LIVRWd, TORAT—X B L CTRIBIOIRGES =555, FRZ, ~—7 T
S T OHB, TOFEBIET A=Y F VT 4 L IHMEANT 1 7 7 A VOVERRD BRI CTOFHHZONT
DIENT—%2 DA, KO- E BTk L TEBEIIER SN —E R ZFIHT DO 1L OfE AT — 2 DIL
I LT, 2O XD 7B IOEN A SR By, 1 bk L CEBACREE S D PRI
—bE RS =R IA T Y T EAOIRIZEBN T, BHEEZ AT OHEOREZE LRV,

(39) Any processing of personal data should be lawful and fair. It should be transparent to natural persons that personal data
concerning them are collected, used, consulted or otherwise processed and to what extent the personal data are or will be
processed. The principle of transparency requires that any information and communication relating to the processing of those
personal data be easily accessible and easy to understand, and that clear and plain language be used. That principle concerns,
in particular, information to the data subjects on the identity of the controller and the purposes of the processing and further
information to ensure fair and transparent processing in respect of the natural persons concerned and their right to obtain
confirmation and communication of personal data concerning them which are being processed. Natural persons should be
made aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to exercise their rights
in relation to such processing. In particular, the specific purposes for which personal data are processed should be explicit and
legitimate and determined at the time of the collection of the personal data. The personal data should be adequate, relevant
and limited to what is necessary for the purposes for which they are processed. This requires, in particular, ensuring that the
period for which the personal data are stored is limited to a strict minimum. Personal data should be processed only if the
purpose of the processing could not reasonably be fulfilled by other means. In order to ensure that the personal data are not
kept longer than necessary, time limits should be established by the controller for erasure or for a periodic review. Every
reasonable step should be taken to ensure that personal data which are inaccurate are rectified or deleted. Personal data should
be processed in a manner that ensures appropriate security and confidentiality of the personal data, including for preventing
unauthorised access to or use of personal data and the equipment used for the processing.

(39) W\ HIENT — 4 OEHR\ N biEiE)  DANE T UT/e 57220, BARNIEET 2 AT —& BIUES
v S, S, L, ZNOUSAOERNE SIVTNDS Z 8 KO EOFPHOEAT—5 H3Huk
DITEY ., Xk, Boind 2 22200793, MiZEARNTE LT LM ST uTZze 6z, %3
PEDFANZ, ENODEANT —F OB E BT DIFME T I 2 =7 — g AIRHIT 7 'BATES S
EROBEGITBFTE 5 2 L Ee, WO EDHNONDL Z L ek D, ZORAFANZ, KR,
T —H BRI B EEE OfR 14 L OBER O HOEHR, IONC, BERT 2 BANIEET 5 A EOE
PED D Bl aReff L, £ LT, BBt T BAANCET AT —Z Ok a2 = —a
EFFD UREEHIRNOHER R D 720D S B2 DR EBIR L T D, AR, AT —2 DHdl & B
BT DU RT /b, PRERE N ORI, TN, ZOER & B2 BB OMER A &0 K 5 14T %
PNZONT, HID SHRTIUTZR BV, R, AT —2 2Bl 5 72 DRFED AL, ZDEAT—2 D
WEEDRERIZIBNT, B2 bOTHY . ELRBDTHY | 7o, EESNIZbDOTRIFIUTZR B0, {#
ANT—21%, Eh Bk s BOTZOIZ+53THY | BIEMD Y | ZIUTKERFHFRICIRE IS D
TRITFIUTR DR, ZOZ &%, BT, AT — 2 DSEEkrtr S D WIS S NRICER b ivs = & %
R 5 Z L 2Rk D, AT —21E. ZOEHR D BEIDMUOTFET K > TEABRIIHT SRS
BWTOH, Bl s b & LRTuTIr by, AT —2 3Bl 2B 2 ThiFShanZ L &1
TR D720, IEXTEHHL RIE L O7-OOHIIRANEFEC L - TRIT b iudie H7av, RIEMEZR
ENT—2 DETIEXITHBREND Z & ZHRT 572002 TOAREM R TEIGE L 2T 570, F
AT —=21E HANT =5 J OB N IS HEE T3 2 EHERD 7 27 & 2 32 OEEHERE A OB 1R
B2 bDaEn, AT —H ORI R O 2R 2T, BRI 72 720y,

(40) In order for processing to be lawful, personal data should be processed on the basis of the consent of the data subject
concerned or some other legitimate basis, laid down by law, either in this Regulation or in other Union or Member State law
as referred to in this Regulation, including the necessity for compliance with the legal obligation to which the controller is
subject or the necessity for the performance of a contract to which the data subject is party or in order to take steps at the
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request of the data subject prior to entering into a contract.

(40) BB SEIETH D D ETHT20D0IZ, AT —XI1L, Bk 27 —F BEOFRREICIESINT, U,
@%#W¢“%$%%%§T®t@®bgﬁwﬁb<i\7—5£¢ﬂé$%&&ofwé£ﬁ®ﬁﬁ®t
DREE, L, RIERHRET DRI0OT — 2 FRIZ L DELRIC K Y FEART 512005855, T—4F
RDIFELIS D, AFHAOFT, ST, ABRNTED 2 EU 1585 L <130 l@lW&@¢T%¢ FoTwE
D HNDHN L ODDIESURRUTHANT, B2 iuEze 70,

(41) Where this Regulation refers to a legal basis or a legislative measure, this does not necessarily require a legislative act
adopted by a parliament, without prejudice to requirements pursuant to the constitutional order of the Member State concerned.
However, such a legal basis or legislative measure should be clear and precise and its application should be foreseeable to
persons subject to it, in accordance with the case-law of the Court of Justice of the European Union (the ‘Court of Justice’)
and the European Court of Human Rights.

m)ﬁﬁwﬁ%%ﬁMXiiEﬁ%’éﬁﬁé%A~%ni BHRINBE OFRIERAC L 2B M2 T 5 2 &
72<, IZ RS TEIREN DN TAZ VT L HEERT 2 5O TR, 72720, £D X 9 ZiERRRIL T
Jﬂ%ﬂﬁiJKM‘wﬁﬁwﬁ(qumﬂwﬁﬁﬁ#wm &9, ) KROBRINAMEEHIFTOFIBREZAE N, BN
DIEMETH D Z LZEL, o, ZOBHIE, LIURT HHITE > TFRIRTRER b DO TRITIUTZR B2V,

(42) Where processing is based on the data subject's consent, the controller should be able to demonstrate that the data subject
has given consent to the processing operation. In particular in the context of a written declaration on another matter, safeguards
should ensure that the data subject is aware of the fact that and the extent to which consent is given. In accordance with Council
Directive 93/13/EEC ° a declaration of consent pre-formulated by the controller should be provided in an intelligible and
easily accessible form, using clear and plain language and it should not contain unfair terms. For consent to be informed, the
data subject should be aware at least of the identity of the controller and the purposes of the processing for which the personal
data are intended. Consent should not be regarded as freely given if the data subject has no genuine or free choice or is unable
to refuse or withdraw consent without detriment.

(M)W&V#T—&£%®H (ZHAS LA, BT, £OT7 — 2 FEPZOBHEEG N L TRIEZ 52
7o) ZEEFATE 2 L DI LARITIUTR BV, FHT, MOFHICE L CEH LOES 23 2R0UTk
WL, PREEENL, RIENEZ DN Z 810725 W) HEEKOEDRENG-Z G AHPAIC OV TT —#
TR D Z & AR L7 U b0y, ﬁ%%%%9%ﬂ&£mmﬁw\%ﬁ%ﬂiof%ﬁﬁ%ﬁ
LN FEEOESI, BT < BAHICT 78X TE 5T LD . WD DOV LEEHOTURS
NIRTIUTR BT, 3o, T“E&*#%AU%®T%OTiﬁEﬁw Lﬁéhéﬂ WBL, 20T —%
TRL, el &b, BEEOH T, KON ZOEANT—FITHOWTTE ST D Bl o B9 A% L T
w&ﬁﬂiﬁ%&wo7~&£¢ﬂ§®215$®%ﬁ(&w%é\21 MRS %2 T DOREZES
XA TE2WGE, ZOREIE. ARIZEZBNIZb D LITHRRSHRNY,

(43) In order to ensure that consent is freely given, consent should not provide a valid legal ground for the processing of
personal data in a specific case where there is a clear imbalance between the data subject and the controller, in particular where
the controller is a public authority and it is therefore unlikely that consent was freely given in all the circumstances of that
specific situation. Consent is presumed not to be freely given if it does not allow separate consent to be given to different
personal data processing operations despite it being appropriate in the individual case, or if the performance of a contract,
including the provision of a service, is dependent on the consent despite such consent not being necessary for such
performance.

@3) FENAHHEIZEZBND Z L 2MRT 27202, 7— 2 TR L EHE & ORI/ AN IEDMEES D%y
MZegra. FRS, BEHEDRIIEBETH LA T, TR, BERINOBANLA T, FESEHICEZ
SID FREMEAMEV L 9 70 & E1TUE, ZOREI, AT —2 2Bk 9 72D DA R IEARRIL AR T 5 6 D

10" Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts (OJ L 95, 21.4.1993, p. 29).
THEE SN DANIE RSB BE 95 1993 454 A 5 H OFEFEHR4Y 93/13/EEC  (OJ L 95, 21.4.1993, p.29)
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(44) Processing should be lawful where it is necessary in the context of a contract or the intention to enter into a contract.
(44) ZHRIOBFE I TR L 25556, XL, ZHIORFHHIALER DS A, T OB NTIEE TH %,

(45) Where processing is carried out in accordance with a legal obligation to which the controller is subject or where processing
is necessary for the performance of a task carried out in the public interest or in the exercise of official authority, the processing
should have a basis in Union or Member State law. This Regulation does not require a specific law for each individual
processing. A law as a basis for several processing operations based on a legal abligation to which the controller is subject or
where processing is necessary for the performance of a task carried out in the public interest or in the exercise of an official
authority may be sufficient. It should also be for Union or Member State law to determine the purpose of processing.
Furthermore, that law could specify the general conditions of this Regulation governing the lawfulness of personal data
processing, establish specifications for determining the controller, the type of personal data which are subject to the processing,
the data subjects concerned, the entities to which the personal data may be disclosed, the purpose limitations, the storage period
and other measures to ensure lawful and fair processing. It should also be for Union or Member State law to determine whether
the controller performing a task carried out in the public interest or in the exercise of official authority should be a public
authority or another natural or legal person governed by public law;, or, where it is in the public interest to do so, including for
health purposes such as public health and social protection and the management of health care services, by private law, such
as a professional association.

(45) EHEDART R EEIFBAE S TR D TN D56, T, AEOFRSIZIBNT, B LR A
TRHERROATIEL U N TATON DI DR TO T DI TR IS EL L 72 D358 Z OB NE, EU BTN
EDEPECAR LA OB O L LR Uu7Ze 6700y, ABRNE, 84 OB B 2Rl DA 2R L7
U, BB DR A~ EEFHITIE S W O DEEIZEB OO DIR#LE LT, XU, AFLOFIFRIZINT,
L <UE, ARIZRMERROATHEIZ W THTON DS DR TO T DI SLEE L 72 D58 OIRHLE LT, 15
AL, +RRbDOTHY 5%, TOEHOBZIGET 5D EU EIIREOEPE TRITIULR 67
VY, ETo, EOERNE AT —F OB\ O A B 2 AR O—RRAN7R B ORIRIZ £, EEE
B Oxtge L 7o HENT— X2 OFEE, BT 27— TR, AT —Z OBIRESIT 5 Z L D3 TE D,
HRIDOHIIR, FLERRA I ATRIE S D70 OFEMZ ED, WWONZ, ZHALSNOEED > DR IEZ RN A iR d
DIZOOHEZED D T ENTE D, EU IEXIINMEEDEIEL, ALOFRRICIHNT, FHL IR A7
MEBROATIEI I THTON DI 2 21T D E A D, SAWEESU I TN LSO AEIZ K-> TH SN D AR
N L UTEANTRITIUTZR B2 E 9 Dy XU, SRGEASHSIRIED X5 720 B HRIOSEIENT
PR OEHAD X 9 7RI X DAY — EAOEHDE A ZED, ED LD 7B I AIEOFRSIZ X
DHDERDNIONTHEDRITIUTR B2,

(46) The processing of personal data should also be regarded to be lawful where it is necessary to protect an interest which is
essential for the life of the data subject or that of another natural person. Processing of personal data based on the vital interest
of another natural person should in principle take place only where the processing cannot be manifestly based on another legal
basis. Some types of processing may serve both important grounds of public interest and the vital interests of the data subject
as for instance when processing is necessary for humanitarian purposes, including for monitoring epidemics and their spread
or in situations of humanitarian emergencies, in particular in situations of natural and man-made disasters.

(46) MENT—Z DEH L, 7 —F FAROAM I BIRADEMIZ & > TARERFRS 2 RaET D 7201
VETH LY, LR O LBl SD, O BEIRANDAMIZEET DFRE AR L §~ D EAT—F DEHRL
W JFRRIE LT, 20BN, MOEIRIUC IS E 2 7200 2 LA TH HHAITB O TOR, 1Tbhd
HO L L iuTZe vy, FlzIE, BYYE R O ORGUROESZ 50, B O BROT-DITEER AW
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(47) The legitimate interests of a controller, including those of a controller to which the personal data may be disclosed, or of
a third party, may provide a legal basis for processing, provided that the interests or the fundamental rights and freedoms of
the data subject are not overriding, taking into consideration the reasonable expectations of data subjects based on their
relationship with the controller. Such legitimate interest could exist for example where there is a relevant and appropriate
relationship between the data subject and the controller in situations such as where the data subject is a client or in the service
of the controller. At any rate the existence of a legitimate interest would need careful assessment including whether a data
subject can reasonably expect at the time and in the context of the collection of the personal data that processing for that
purpose may take place. The interests and fundamental rights of the data subject could in particular override the interest of the
data controller where personal data are processed in circumstances where data subjects do not reasonably expect further
processing. Given that it is for the legislator to provide by law for the legal basis for public authorities to process personal data,
that legal basis should not apply to the processing by public authorities in the performance of their tasks. The processing of
personal data strictly necessary for the purposes of preventing fraud also constitutes a legitimate interest of the data controller
concerned. The processing of personal data for direct marketing purposes may be regarded as carried out for a legitimate
interest.

@7) BANT —% OBIRZST 9 2EEE OIS 70FRE 4 5D, EHRE T —FH OS2 MR, 7 —& K
LB & OBRITIE S T —# TARO G A BRI AN BT, 7 — 2 FROHRESUTHAR 22
FIROABEZBET O LR LRWGEEIZ, B OO OIERARIVEREIL L © 5, £ L 9 721470881,
BIZIE, 72 EERPVEBE O — EADEE Th 25 EHE D — E AR A ZT T LG50 X
D IRRPUTISNT, T —F BIR L FRHE L ORI 224 CHbIZRBIR B D35BT, FAEL D Do WTIUTHE
& AT —Z DUEEDRHIZIBN T, KO, ZOIRRIZIW T, YiZHEBIDTZ O WM T b Z &%
T EEPEERNHIRF CE DB & 5D, IESRFREOFEICE L Td, HER M2 2T 25 Th A
Do T X EEPEEHNT S B DR ZE THI L2V T CEANT — 2 23 Bl 256, Fr, 7—4
FARDOFEE S OFEARIZAER L, 7 — FEFEEOMREL D BB L 5 5, AWIREEAICEA L TEAT — & 21l
D T2 ODEHPRIVEAETIZ K> TED D DODNHER T D Z LT/, URAEAARIU L, ARIBERTNE OR5s
DEATIZEBNTT I BHRWTIEH L Clidze H7eu, RIEFTADR D BIDT= DI EED & HEHNT
— X2 OB G 7o, BRT 27— EHEOIELAF GRS 2T 2, XA VT h~—FT 4 7 DI DA
NT =4 DAL, EERFREOT2DIATOND b D LB END b,

(48) Controllers that are part of a group of undertakings or institutions affiliated to a central body may have a legitimate interest
in transmitting personal data within the group of undertakings for internal administrative purposes, including the processing
of clients' or employees' personal data. The general principles for the transfer of personal data, within a group of undertakings,
to an undertaking located in a third country remain unaffected.

(48) 367 71— T D EURGHTASE LA B ko> — BTl DI, AU ERRDIAT 2 0
B\ EsD, NI E O BDTDIZ, ZOREIN—TNICBW AT —2 2855 Z 212
OWT, IENRRREZE b H D D, 7V —T N TOR =EIIHET DR DEANT —Z OBARIZ OV
TOAYFRL, HBEZIR,

(49) The processing of personal data to the extent strictly necessary and proportionate for the purposes of ensuring network
and information security, i.e. the ability of a network or an information system to resist, at a given level of confidence,
accidental events or unlawful or malicious actions that compromise the availability, authenticity, integrity and confidentiality
of stored or transmitted personal data, and the security of the related services offered by, or accessible via, those networks and
systems, by public authorities, by computer emergency response teams (CERTS), computer security incident response teams
(CSIRTS), by providers of electronic communications networks and services and by providers of security technologies and
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services, constitutes a legitimate interest of the data controller concerned. This could, for example, include preventing
unauthorised access to electronic communications networks and malicious code distribution and stopping “denial of service’
attacks and damage to computer and electronic communication systems.

(49) v NU—7 R ONEROL M E AR D BRI T DIEEEI LB TH D | 7o, BN < T
OIAIENT —5 DR, B, PRAF S DIEAT — 24 L <VTEE SNAAT —& Or R, FEiEE,
SERPER OMEBEMEABAE L, F7o, AR, oo v a—2BERETF—2 (CERT), a2 Ea—FtXal
T4 ATy baEF—24 (CSIRT) , EEER Y NT—2 OF a (X ROEBEN—EADOT a3 A
ZOAFNZ, BX 2 U T 4 H T OS2 VT 4 h—E RO L - T, ZOFRy NT—7 KONV AT A
2 LIRS N UTT 7 B A AR b D & I3 TV A R — B A ORMEAPAET 230, XX, E#iEk
17754 L IEEE SO DIT28I1K LT, FrGOEMED LBV TR 72800y NU—27 VA7 A
VS AT LORNZMERT 2 2 L1 BR T 57 —# EE OIS e AR 5, ZAUZIE, Bl 23,
EFIEETR Y NU—7 ~DEMERT 7 B AR EEH D 21— a5 2 & ANz, h—Ee 2415
BEERoa B o — & O (R VAT DO T A% I 5 Z ERE £ 5,

(50) The processing of personal data for purposes other than those for which the personal data were initially collected should
be allowed only where the processing is compatible with the purposes for which the personal data were initially collected. In
such a case, no legal basis separate from that which allowed the collection of the personal data is required. If the processing is
necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the
controller, Union or Member State law may determine and specify the tasks and purposes for which the further processing
should be regarded as compatible and lawful. Further processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes should be considered to be compatible lawful processing operations. The
legal basis provided by Union or Member State law for the processing of personal data may also provide a legal basis for
further processing. In order to ascertain whether a purpose of further processing is compatible with the purpose for which the
personal data are initially collected, the controller, after having met all the requirements for the lawfulness of the original
processing, should take into account, inter alia: any link between those purposes and the purposes of the intended further
processing; the context in which the personal data have been collected, in particular the reasonable expectations of data
subjects based on their relationship with the controller as to their further use; the nature of the personal data; the consequences
of the intended further processing for data subjects; and the existence of appropriate safeguards in both the original and
intended further processing operations.

Where the data subject has given consent or the processing is based on Union or Member State law which constitutes a
necessary and proportionate measure in a democratic society to safeguard, in particular, important objectives of general public
interest, the controller should be allowed to further process the personal data irrespective of the compatibility of the purposes.
In any case, the application of the principles set out in this Regulation and in particular the information of the data subject on
those other purposes and on his or her rights including the right to object, should be ensured. Indicating possible criminal acts
or threats to public security by the controller and transmitting the relevant personal data in individual cases or in several cases
relating to the same criminal act or threats to public security to a competent authority should be regarded as being in the
legitimate interest pursued by the controller. However, such transmission in the legitimate interest of the controller or further
processing of personal data should be prohibited if the processing is not compatible with a legal, professional or other binding
obligation of secrecy.

(50) fEAT —4 DMUE S AT U0 B & 13572 5 BD T2 O RN T —F DB NE, DB 3, D
AT =2 PR SN B WO B E AT 2501 IRY | 806D, TDX I e, TOMAT—2 0
AR Z RO T BRI & 1372 DVERRIU I ZER S eV, AFEOFRSIZIW T U IEFEE 52 BT AH)
TRHETROATREIZ U T TN DI DR TO T2 DIZZ DR DIEL L 72 5355 BU 154 L IINBEOE
PIEIR, 2 ORI 3, AR DEER S D & HIp S DR E IR DM M OB Z EWD, FF
EL D D, BNIEOFFRIZIT DIRED B, Bamizess L < IJELAWIFED BRSSO BRIOTZH 08
NIAEER N, A E) TR BESER & S 72 S D, ENT—H OB DT-DIZ EU IESTINHEE DERN
LS TED S AERIUL, IBIREE D 7= D OWEHRHU ST HEEE L 5 5, BT O H
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(51) Personal data which are, by their nature, particularly sensitive in relation to fundamental rights and freedoms merit specific
protection as the context of their processing could create significant risks to the fundamental rights and freedoms. Those
personal data should include personal data revealing racial or ethnic origin, whereby the use of the term “racial origin’ in this
Regulation does not imply an acceptance by the Union of theories which attempt to determine the existence of separate human
races. The processing of photographs should not systematically be considered to be processing of special categories of personal
data as they are covered by the definition of biometric data only when processed through a specific technical means allowing
the unique identification or authentication of a natural person. Such personal data should not be processed, unless processing
is allowed in specific cases set out in this Regulation, taking into account that Member States law may lay down specific
provisions on data protection in order to adapt the application of the rules of this Regulation for compliance with a legal
obligation or for the performance of a task carried out in the public interest or in the exercise of official authority vested in the
controller. In addition to the specific requirements for such processing, the general principles and other rules of this Regulation
should apply, in particular as regards the conditions for lawful processing. Derogations from the general prohibition for
processing such special categories of personal data should be explicitly provided, inter alia, where the data subject gives his or
her explicit consent or in respect of specific needs in particular where the processing is carried out in the course of legitimate
activities by certain associations or foundations the purpose of which is to permit the exercise of fundamental freedoms.

(51) ZDOME FHANZMERL OHH & OBIRICBWTHRIZE v T 4 T 7REANT— 2 1%, T OB O
ISEEAR AR S O ISR 2072 U 27 225 WL 9 2 b D TH D120, FillDEE5%T %, i
HOEANT —21E, NERSUIREAIZ2H B 2 6N T DEANT— 2 5Ten3, ABRIOFICRT S TARE
HIZatiE ] &V FREOMNIE, ZAUT LT, B NEEOIHEAIRE L & 5 &4 2888 % EU 2352875
ZEEEWT Db DO TR, FEOBHR N, FEEOEAT —% OB N TH D LRI L TidZe b7z
VY, BB, BN —EIGHRISUIRGEE T2 2 & 03 TE DRI iR B A -V Tl 5 551
BWCOBERT =X ZEENDLNLTH D, R EOFEEETT 5720, Xt AHOFRRICHBNTHE L
ITEHF G- 2 BV A7 MR PEIZ I\ T T L DRSS DI TO T2 D12 AKFRNOBIE O 2 ER
T 57207 — RIS DR A 2 BRI DEPENED H Z LN TE D Z & ABREICANT- BT,
ABRNTTED DRI EI TGN T D5 A I8 WO TR DR SN OB & RE . TO X S ENT—5 %
B> TR B 720, 20D & 5 22k MBI DRI BTN Z L FH T EEZR R DT D DEHH B L
AFHAND— A 72 BAFHI S OV DA OBUE DS S D, £ 0D &9 2RO E AT — & OBk N\O—
RRAVZERIEDBINE, FHT, T —F FERPIIROMEZ 52 256, X3, ZORBIOLEMETBE LT, FHI,
AR HHOITEZTIRT 2 2 L 2 BBV & T2 —EOMIRE L I & 5 IS ZaiE@ O 2380 T
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(52) Derogating from the prohibition on processing special categories of personal data should also be allowed when provided
for in Union or Member State law and subject to suitable safeguards, so as to protect personal data and other fundamental
rights, where it is in the public interest to do so, in particular processing personal data in the field of employment law, social
protection law including pensions and for health security, monitoring and alert purposes, the prevention or control of
communicable diseases and other serious threats to health. Such a derogation may be made for health purposes, including
public health and the management of health-care services, especially in order to ensure the quality and cost-effectiveness of
the procedures used for settling claims for benefits and services in the health insurance system, or for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes. A derogation should also allow the
processing of such personal data where necessary for the establishment, exercise or defence of legal claims, whether in court
proceedings or in an administrative or out-of-court procedure.

(52) AILDFRRIZINTITOINDSLATH Y FHT, T7EIED R, M ORI E STt aglE 05y
BRZHUT DEHNT — & DB, ARG M O OAMOAEERI T2 BRI U TAE FROD 72D DR K
UMD HIDGAIZIN T, AT —2 KOE DD EAR MR 2§ 572012, EU IESUTINEE D
EPNIEOHIZED HALTI Y, 230, HERRGEREINE D O THIUL, Rl EOENT—F Ok
DEEIEDOBIFNHFRD HIVD, AREAERL O — B ADEREED, [EFEOBIOT-OIZ, RG]
FEIZIIT Difaft O — B2 OREOFER A Bl © 72 DIV B AL FHoe D SE M O R 2R3 5
7esh, XiE, AFEOFRSITIT HRED BRY, BRI OWELRIFZED B BT ONCHEE D B BIDTZ 01T,
DX D 72PN aixlT D> T ENTE D, HHFTOFRATHE 1TBLEOFHKL OEHPIOTFHEDOWTHIUZINT
b SRR O N OBCERIHHIOD 7 DI B AT bt & L TED &9 ZREAT —Z DER O ZFTFET 2,

(53) Special categories of personal data which merit higher protection should be processed for health-related purposes only
where necessary to achieve those purposes for the benefit of natural persons and society as a whole, in particular in the context
of the management of health or social care services and systems, including processing by the management and central national
health authorities of such data for the purpose of quality control, management information and the general national and local
supervision of the health or social care system, and ensuring continuity of health or social care and cross-border healthcare or
health security, monitoring and alert purposes, or for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, based on Union or Member State law which has to meet an objective of public interest, as
well as for studies conducted in the public interest in the area of public health. Therefore, this Regulation should provide for
harmonised conditions for the processing of special categories of personal data concerning health, in respect of specific needs,
in particular where the processing of such data is carried out for certain health-related purposes by persons subject to a legal
obligation of professional secrecy. Union or Member State law should provide for specific and suitable measures so as to
protect the fundamental rights and the personal data of natural persons. Member States should be allowed to maintain or
introduce further conditions, including limitations, with regard to the processing of genetic data, biometric data or data
concerning health. However, this should not hamper the free flow of personal data within the Union when those conditions
apply to cross-border processing of such data.

(83) LV Rt Z T DRI RO E AT — 213, BARAKOHSSEORRE & 722 ANEZER T 57
DI & 72 HIGERIZIR Y g & BhEd 2 B T2DIZBdlkion s b0 & LiaiFiudie bawy, FRe, EfRE
RO K OHIEE O BROMFRIZ 61T D Bk, Rl Z Audid, AJLORERO B &G <&
EU ESUIIMREOENIEIC IS | BRI R OHESEALRIEE O EAE R, IFHRE PR OVEIZA S L < 13
e — RSB O B, IOV, BRI M O EStEtbll ONC ER A % 5 [ S SRR AR IR O E A R 3%
AN, B SUTEEO AR, Xid, AROFERIZIT 2RED BN, BEAIpes L < I3RESLAGRIZED B
VIR B, WS, AREAEDTEEIC I T 2 A EOFFRICISUN T TN DHZED BRI 7200, EFRE
B ONEZR O PR ERR AR £ 57 — 2 DB IV E EN D, Thuda, ABRNE, Frlon 2By
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(54) The processing of special categories of personal data may be necessary for reasons of public interest in the areas of public
health without consent of the data subject. Such processing should be subject to suitable and specific measures so as to protect
the rights and freedoms of natural persons. In that context, “public health’ should be interpreted as defined in Regulation (EC)
No 1338/2008 of the European Parliament and of the Council ™, namely all elements related to health, namely health status,
including morbidity and disability, the determinants having an effect on that health status, health care needs, resources allocated
to health care, the provision of, and universal access to, health care as well as health care expenditure and financing, and the
causes of mortality. Such processing of data concerning health for reasons of public interest should not result in personal data
being processed for other purposes by third parties such as employers or insurance and banking companies.

(54) FHIZAREOMENT — & OHH AN, 7 —Z FEROFREZR LI, AREEDENTIT 5 A 3LoF i 2 B
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(55) Moreover, the processing of personal data by official authorities for the purpose of achieving the aims, laid down by
constitutional law or by international public law, of officially recognised religious associations, is carried out on grounds of
public interest.
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(56) Where in the course of electoral activities, the operation of the democratic system in a Member State requires that political
parties compile personal data on people’s political opinions, the processing of such data may be permitted for reasons of public
interest, provided that appropriate safeguards are established.
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(57) If the personal data processed by a controller do not permit the controller to identify a natural person, the data controller
should not be obliged to acquire additional information in order to identify the data subject for the sole purpose of complying
with any provision of this Regulation. However, the controller should not refuse to take additional information provided by
the data subject in order to support the exercise of his or her rights. Identification should include the digital identification of a
data subject, for example through authentication mechanism such as the same credentials, used by the data subject to log-in
to the on-line service offered by the data controller.

1 Regulation (EC) No 1338/2008 of the European Parliament and of the Council of 16 December 2008 on Community statistics on public
health and health and safety at work (OJ L 354, 31.12.2008, p. 70).
NN DN I 2350 D AR S OV 4 ORI IEFEHAR DR HZ BT~ 2 Rl Lk O F2 O #HI(EC) No 1338/2008
(OJ L 354,31.12.2008, p.70)
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(58) The principle of transparency requires that any information addressed to the public or to the data subject be concise, easily
accessible and easy to understand, and that clear and plain language and, additionally, where appropriate, visualisation be used.
Such information could be provided in electronic form, for example, when addressed to the public, through a website. This is
of particular relevance in situations where the proliferation of actors and the technological complexity of practice make it
difficult for the data subject to know and understand whether, by whom and for what purpose personal data relating to him or
her are being collected, such as in the case of online advertising. Given that children merit specific protection, any information
and communication, where processing is addressed to a child, should be in such a clear and plain language that the child can
easily understand.
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(59) Modalities should be provided for facilitating the exercise of the data subject's rights under this Regulation, including
mechanisms to request and, if applicable, obtain, free of charge, in particular, access to and rectification or erasure of personal
data and the exercise of the right to object. The controller should also provide means for requests to be made electronically,
especially where personal data are processed by electronic means. The controller should be obliged to respond to requests
from the data subject without undue delay and at the latest within one month and to give reasons where the controller does not
intend to comply with any such requests.

(w)ﬁﬁ%m%d<?~5£¢®%ﬂ®ﬁﬁ%ﬁ%&%®k?ét@ FRADVED HRTIUTR B0,
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(60) The principles of fair and transparent processing require that the data subject be informed of the existence of the processing
operation and its purposes. The controller should provide the data subject with any further information necessary to ensure
fair and transparent processing taking into account the specific circumstances and context in which the personal data are
processed. Furthermore, the data subject should be informed of the existence of profiling and the consequences of such
profiling. Where the personal data are collected from the data subject, the data subject should also be informed whether he or
she is obliged to provide the personal data and of the consequences, where he or she does not provide such data. That
information may be provided in combination with standardised icons in order to give in an easily visible, intelligible and
clearly legible manner, a meaningful overview of the intended processing. Where the icons are presented electronically, they
should be machine-readable.
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(61) The information in relation to the processing of personal data relating to the data subject should be given to him or her at
the time of collection from the data subject, or, where the personal data are obtained from another source, within a reasonable
period, depending on the circumstances of the case. Where personal data can be legitimately disclosed to another recipient,
the data subject should be informed when the personal data are first disclosed to the recipient. Where the controller intends to
process the personal data for a purpose other than that for which they were collected, the controller should provide the data
subject prior to that further processing with information on that other purpose and other necessary information. Where the
origin of the personal data cannot be provided to the data subject because various sources have been used, general information
should be provided.
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(62) However, it is not necessary to impose the obligation to provide information where the data subject already possesses the
information, where the recording or disclosure of the personal data is expressly laid down by law or where the provision of
information to the data subject proves to be impossible or would involve a disproportionate effort. The latter could in particular
be the case where processing is carried out for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes. In that regard, the number of data subjects, the age of the data and any appropriate safeguards
adopted should be taken into consideration.
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(63) A data subject should have the right of access to personal data which have been collected concerning him or her, and to
exercise that right easily and at reasonable intervals, in order to be aware of, and verify, the lawfulness of the processing. This
includes the right for data subjects to have access to data concerning their health, for example the data in their medical records
containing information such as diagnoses, examination results, assessments by treating physicians and any treatment or
interventions provided. Every data subject should therefore have the right to know and obtain communication in particular
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with regard to the purposes for which the personal data are processed, where possible the period for which the personal data
are processed, the recipients of the personal data, the logic involved in any automatic personal data processing and, at least
when based on profiling, the consequences of such processing. Where possible, the controller should be able to provide remote
access to a secure system which would provide the data subject with direct access to his or her personal data. That right should
not adversely affect the rights or freedoms of others, including trade secrets or intellectual property and in particular the
copyright protecting the software. However, the result of those considerations should not be a refusal to provide all information
to the data subject. Where the controller processes a large quantity of information concerning the data subject, the controller
should be able to request that, before the information is delivered, the data subject specify the information or processing
activities to which the request relates.
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(64) The controller should use all reasonable measures to verify the identity of a data subject who requests access, in particular
in the context of online services and online identifiers. A controller should not retain personal data for the sole purpose of being
able to react to potential requests.
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(65) A data subject should have the right to have personal data concerning him or her rectified and a ‘right to be forgotten’
where the retention of such data infringes this Regulation or Union or Member State law to which the controller is subject. In
particular, a data subject should have the right to have his or her personal data erased and no longer processed where the
personal data are no longer necessary in relation to the purposes for which they are collected or otherwise processed, where a
data subject has withdrawn his or her consent or objects to the processing of personal data concerning him or her, or where
the processing of his or her personal data does not otherwise comply with this Regulation. That right is relevant in particular
where the data subject has given his or her consent as a child and is not fully aware of the risks involved by the processing,
and later wants to remove such personal data, especially on the internet. The data subject should be able to exercise that right
notwithstanding the fact that he or she is no longer a child. However, the further retention of the personal data should be lawful
where it is necessary, for exercising the right of freedom of expression and information, for compliance with a legal obligation,
for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller, on
the grounds of public interest in the area of public health, for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, or for the establishment, exercise or defence of legal claims.
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(66) To strengthen the right to be forgotten in the online environment, the right to erasure should also be extended in such a
way that a controller who has made the personal data public should be obliged to inform the controllers which are processing
such personal data to erase any links to, or copies or replications of those personal data. In doing so, that controller should take
reasonable steps, taking into account available technology and the means available to the controller, including technical
measures, to inform the controllers which are processing the personal data of the data subject's request.
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(67) Methods by which to restrict the processing of personal data could include, inter alia, temporarily moving the selected
data to another processing system, making the selected personal data unavailable to users, or temporarily removing published
data from a website. In automated filing systems, the restriction of processing should in principle be ensured by technical
means in such a manner that the personal data are not subject to further processing operations and cannot be changed. The fact
that the processing of personal data is restricted should be clearly indicated in the system.
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(68) To further strengthen the control over his or her own data, where the processing of personal data is carried out by
automated means, the data subject should also be allowed to receive personal data concerning him or her which he or she has
provided to a controller in a structured, commonly used, machine-readable and interoperable format, and to transmit it to
another controller. Data controllers should be encouraged to develop interoperable formats that enable data portability. That
right should apply where the data subject provided the personal data on the basis of his or her consent or the processing is
necessary for the performance of a contract. It should not apply where processing is based on a legal ground other than consent
or contract. By its very nature, that right should not be exercised against controllers processing personal data in the exercise of
their public duties. It should therefore not apply where the processing of the personal data is necessary for compliance with a
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legal obligation to which the controller is subject or for the performance of a task carried out in the public interest or in the

exercise of an official authority vested in the controller. The data subject's right to transmit or receive personal data concerning

him or her should not create an obligation for the controllers to adopt or maintain processing systems which are technically
compatible. Where, in a certain set of personal data, more than one data subject is concerned, the right to receive the personal

data should be without prejudice to the rights and freedoms of other data subjects in accordance with this Regulation.

Furthermore, that right should not prejudice the right of the data subject to obtain the erasure of personal dataand the limitations
of that right as set out in this Regulation and should, in particular, not imply the erasure of personal data concerning the data
subject which have been provided by him or her for the performance of a contract to the extent that and for as long as the

personal data are necessary for the performance of that contract. Where technically feasible, the data subject should have the

right to have the personal data transmitted directly from one controller to another.
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(69) Where personal data might lawfully be processed because processing is necessary for the performance of a task carried
out in the public interest or in the exercise of official authority vested in the controller, or on grounds of the legitimate interests
of a controller or a third party, a data subject should, nevertheless, be entitled to object to the processing of any personal data
relating to his or her particular situation. It should be for the controller to demonstrate that its compelling legitimate interest
overrides the interests or the fundamental rights and freedoms of the data subject.
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(70) Where personal data are processed for the purposes of direct marketing, the data subject should have the right to object
to such processing, including profiling to the extent that it is related to such direct marketing, whether with regard to initial or
further processing, at any time and free of charge. That right should be explicitly brought to the attention of the data subject
and presented clearly and separately from any other information.
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(71) The data subject should have the right not to be subject to a decision, which may include a measure, evaluating personal
aspects relating to him or her which is based solely on automated processing and which produces legal effects concerning him
or her or similarly significantly affects him or her, such as automatic refusal of an online credit application or e-recruiting
practices without any human intervention. Such processing includes ‘profiling’ that consists of any form of automated
processing of personal data evaluating the personal aspects relating to a natural person, in particular to analyse or predict
aspects concerning the data subject's performance at work, economic situation, health, personal preferences or interests,
reliability or behaviour, location or movements, where it produces legal effects concerning him or her or similarly significantly
affects him or her. However, decision-making based on such processing, including profiling, should be allowed where
expressly authorised by Union or Member State law to which the controller is subject, including for fraud and tax-evasion
monitoring and prevention purposes conducted in accordance with the regulations, standards and recommendations of Union
institutions or national oversight bodies and to ensure the security and reliability of a service provided by the controller, or
necessary for the entering or performance of a contract between the data subject and a controller, or when the data subject has
given his or her explicit consent. In any case, such processing should be subject to suitable safeguards, which should include
specific information to the data subject and the right to obtain human intervention, to express his or her point of view, to obtain
an explanation of the decision reached after such assessment and to challenge the decision. Such measure should not concern
achild.
In order to ensure fair and transparent processing in respect of the data subject, taking into account the specific circumstances
and context in which the personal data are processed, the controller should use appropriate mathematical or statistical
procedures for the profiling, implement technical and organisational measures appropriate to ensure, in particular, that factors
which result in inaccuracies in personal data are corrected and the risk of errors is minimised, secure personal data in a manner
that takes account of the potential risks involved for the interests and rights of the data subject and that prevents, inter alia,
discriminatory effects on natural persons on the basis of racial or ethnic origin, political opinion, religion or beliefs, trade union
membership, genetic or health status or sexual orientation, or that result in measures having such an effect. Automated
decision-making and profiling based on special categories of personal data should be allowed only under specific conditions.
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(72) Profiling is subject to the rules of this Regulation governing the processing of personal data, such as the legal grounds for
processing or data protection principles. The European Data Protection Board established by this Regulation (the ‘Board’)
should be able to issue guidance in that context.
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(73) Restrictions concerning specific principles and the rights of information, access to and rectification or erasure of personal
data, the right to data portability, the right to object, decisions based on profiling, as well as the communication of a personal
data breach to a data subject and certain related obligations of the controllers may be imposed by Union or Member State law,
as far as necessary and proportionate in a democratic society to safeguard public security, including the protection of human
life especially in response to natural or manmade disasters, the prevention, investigation and prosecution of criminal offences
or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security, or of
breaches of ethics for regulated professions, other important objectives of general public interest of the Union or of a Member
State, in particular an important economic or financial interest of the Union or of a Member State, the keeping of public
registers kept for reasons of general public interest, further processing of archived personal data to provide specific information
related to the political behaviour under former totalitarian state regimes or the protection of the data subject or the rights and
freedoms of others, including social protection, public health and humanitarian purposes. Those restrictions should be in
accordance with the requirements set out in the Charter and in the European Convention for the Protection of Human Rights
and Fundamental Freedoms.
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(74) The responsibility and liability of the controller for any processing of personal data carried out by the controller or on the
controller's behalf should be established. In particular, the controller should be obliged to implement appropriate and effective
measures and be able to demonstrate the compliance of processing activities with this Regulation, including the effectiveness
of the measures. Those measures should take into account the nature, scope, context and purposes of the processing and the
risk to the rights and freedoms of natural persons.

(74) EEE XIEBE DR Y DOF L > THTONDENFHROBER BT L, EHE OB M VAR
TED HIVRTIUTZR BV, FRC, FERETL, WU OF G4 IEE T2 2L, 2 LT, ZO/HEDE
D BRIEEN D AHBIRI A8 L QD Z EAFEHTE D L9127 5 2 &2 FBMT bhpiiudie b

27



R0, FHOHEEL, Bk oM, FPE, @R OEA, WONZ, BIRAOHER K OEHRIZK B ) 27
ZEEIC AT UL B,

(75) The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result from personal data
processing which could lead to physical, material or non-material damage, in particular: where the processing may give rise
to discrimination, identity theft or fraud, financial loss, damage to the reputation, loss of confidentiality of personal data
protected by professional secrecy, unauthorised reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and freedoms or prevented from exercising control over
their personal data; where personal data are processed which reveal racial or ethnic origin, political opinions, religion or
philosophical beliefs, trade union membership, and the processing of genetic data, data concerning health or data concerning
sex life or criminal convictions and offences or related security measures; where personal aspects are evaluated, in particular
analysing or predicting aspects concerning performance at work, economic situation, health, personal preferences or interests,
reliability or behaviour, location or movements, in order to create or use personal profiles; where personal data of vulnerable
natural persons, in particular of children, are processed; or where processing involves a large amount of personal data and
affects a large number of data subjects.
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(76) The likelihood and severity of the risk to the rights and freedoms of the data subject should be determined by reference
to the nature, scope, context and purposes of the processing. Risk should be evaluated on the basis of an objective assessment,
by which it is established whether data processing operations involve a risk or a high risk.

(76) 7% FAROHER SO A BTS2 U 27 DIPRIER OEDIRAIFEL, £ DR OME, #iPH, 1@k
OHIZIRS LTl sz Utz bz, U AZ1E, 77— BdEGEN ) 27 IEER ) A7 25Tt
DINEDERD D Z & DTE DEBHILLTHIZHEDWOTRIE ST udia b 720y,

(77) Guidance on the implementation of appropriate measures and on the demonstration of compliance by the controller or
the processor, especially as regards the identification of the risk related to the processing, their assessment in terms of origin,
nature, likelihood and severity, and the identification of best practices to mitigate the risk, could be provided in particular by
means of approved codes of conduct, approved certifications, guidelines provided by the Board or indications provided by a
data protection officer. The Board may also issue guidelines on processing operations that are considered to be unlikely to
result in a high risk to the rights and freedoms of natural persons and indicate what measures may be sufficient in such cases
to address such risk.
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(78) The protection of the rights and freedoms of natural persons with regard to the processing of personal data require that
appropriate technical and organisational measures be taken to ensure that the requirements of this Regulation are met. In order
to be able to demonstrate compliance with this Regulation, the controller should adopt internal policies and implement
measures which meet in particular the principles of data protection by design and data protection by default. Such measures
could consist, inter alia, of minimising the processing of personal data, pseudonymising personal data as soon as possible,
transparency with regard to the functions and processing of personal data, enabling the data subject to monitor the data
processing, enabling the controller to create and improve security features. When developing, designing, selecting and using
applications, services and products that are based on the processing of personal data or process personal data to fulfil their task,
producers of the products, services and applications should be encouraged to take into account the right to data protection
when developing and designing such products, services and applications and, with due regard to the state of the art, to make
sure that controllers and processors are able to fulfil their data protection obligations. The principles of data protection by
design and by default should also be taken into consideration in the context of public tenders.
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(79) The protection of the rights and freedoms of data subjects as well as the responsibility and liability of controllers and
processors, also in relation to the monitoring by and measures of supervisory authorities, requires a clear allocation of the
responsibilities under this Regulation, including where a controller determines the purposes and means of the processing
jointly with other controllers or where a processing operation is carried out on behalf of a controller.
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(80) Where a controller or a processor not established in the Union is processing personal data of data subjects who are in the
Union whose processing activities are related to the offering of goods or services, irrespective of whether a payment of the
data subject is required, to such data subjects in the Union, or to the monitoring of their behaviour as far as their behaviour
takes place within the Union, the controller or the processor should designate a representative, unless the processing is
occasional, does not include processing, on a large scale, of special categories of personal data or the processing of personal
data relating to criminal convictions and offences, and is unlikely to result in a risk to the rights and freedoms of natural persons,
taking into account the nature, context, scope and purposes of the processing or if the controller is a public authority or body.
The representative should act on behalf of the controller or the processor and may be addressed by any supervisory authority.
The representative should be explicitly designated by a written mandate of the controller or of the processor to act on its behalf
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with regard to its obligations under this Regulation. The designation of such a representative does not affect the responsibility
or liability of the controller or of the processor under this Regulation. Such a representative should perform its tasks according
to the mandate received from the controller or processor, including cooperating with the competent supervisory authorities
with regard to any action taken to ensure compliance with this Regulation. The designated representative should be subject to
enforcement proceedings in the event of non-compliance by the controller or processor.
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(81) To ensure compliance with the requirements of this Regulation in respect of the processing to be carried out by the
processor on behalf of the controller, when entrusting a processor with processing activities, the controller should use only
processors providing sufficient guarantees, in particular in terms of expert knowledge, reliability and resources, to implement
technical and organisational measures which will meet the requirements of this Regulation, including for the security of
processing. The adherence of the processor to an approved code of conduct or an approved certification mechanism may be
used as an element to demonstrate compliance with the obligations of the controller. The carrying-out of processing by a
processor should be governed by a contract or other legal act under Union or Member State law, binding the processor to the
controller, setting out the subject-matter and duration of the processing, the nature and purposes of the processing, the type of
personal data and categories of data subjects, taking into account the specific tasks and responsibilities of the processor in the
context of the processing to be carried out and the risk to the rights and freedoms of the data subject. The controller and
processor may choose to use an individual contract or standard contractual clauses which are adopted either directly by the
Commission or by a supervisory authority in accordance with the consistency mechanism and then adopted by the
Commission. After the completion of the processing on behalf of the controller, the processor should, at the choice of the
controller, return or delete the personal data, unless there is a requirement to store the personal data under Union or Member
State law to which the processor is subject.
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(82) In order to demonstrate compliance with this Regulation, the controller or processor should maintain records of
processing activities under its responsibility. Each controller and processor should be obliged to cooperate with the supervisory
authority and make those records, on request, available to it, so that it might serve for monitoring those processing operations.
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(83) In order to maintain security and to prevent processing in infringement of this Regulation, the controller or processor
should evaluate the risks inherent in the processing and implement measures to mitigate those risks, such as encryption. Those
measures should ensure an appropriate level of security, including confidentiality, taking into account the state of the art and
the costs of implementation in relation to the risks and the nature of the personal data to be protected. In assessing data security
risk, consideration should be given to the risks that are presented by personal data processing, such as accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed
which may in particular lead to physical, material or non-material damage.
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(84) In order to enhance compliance with this Regulation where processing operations are likely to result in a high risk to the
rights and freedoms of natural persons, the controller should be responsible for the carrying-out of a data protection impact
assessment to evaluate, in particular, the origin, nature, particularity and severity of that risk. The outcome of the assessment
should be taken into account when determining the appropriate measures to be taken in order to demonstrate that the
processing of personal data complies with this Regulation. Where a data-protection impact assessment indicates that
processing operations involve a high risk which the controller cannot mitigate by appropriate measures in terms of available
technology and costs of implementation, a consultation of the supervisory authority should take place prior to the processing.
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(85) A personal data breach may, if not addressed in an appropriate and timely manner, result in physical, material or non-
material damage to natural persons such as loss of control over their personal data or limitation of their rights, discrimination,
identity theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality
of personal data protected by professional secrecy or any other significant economic or social disadvantage to the natural
person concerned. Therefore, as soon as the controller becomes aware that a personal data breach has occurred, the controller
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should notify the personal data breach to the supervisory authority without undue delay and, where feasible, not later than 72
hours after having become aware of it, unless the controller is able to demonstrate, in accordance with the accountability
principle, that the personal data breach is unlikely to result in a risk to the rights and freedoms of natural persons. Where such
notification cannot be achieved within 72 hours, the reasons for the delay should accompany the notification and information
may be provided in phases without undue further delay.
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(86) The controller should communicate to the data subject a personal data breach, without undue delay, where that personal
data breach is likely to result in a high risk to the rights and freedoms of the natural person in order to allow him or her to take
the necessary precautions. The communication should describe the nature of the personal data breach as well as
recommendations for the natural person concerned to mitigate potential adverse effects. Such communications to data subjects
should be made as soon as reasonably feasible and in close cooperation with the supervisory authority, respecting guidance
provided by it or by other relevant authorities such as law-enforcement authorities. For example, the need to mitigate an
immediate risk of damage would call for prompt communication with data subjects whereas the need to implement
appropriate measures against continuing or similar personal data breaches may justify more time for communication.
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(87) It should be ascertained whether all appropriate technological protection and organisational measures have been
implemented to establish immediately whether a personal data breach has taken place and to inform promptly the supervisory
authority and the data subject. The fact that the notification was made without undue delay should be established taking into
account in particular the nature and gravity of the personal data breach and its consequences and adverse effects for the data
subject. Such natification may result in an intervention of the supervisory authority in accordance with its tasks and powers
laid down in this Regulation.
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(88) In setting detailed rules concerning the format and procedures applicable to the notification of personal data breaches,
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due consideration should be given to the circumstances of that breach, including whether or not personal data had been
protected by appropriate technical protection measures, effectively limiting the likelihood of identity fraud or other forms of
misuse. Moreover, such rules and procedures should take into account the legitimate interests of law-enforcement authorities
where early disclosure could unnecessarily hamper the investigation of the circumstances of a personal data breach.
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(89) Directive 95/46/EC provided for a general obligation to notify the processing of personal data to the supervisory
authorities. While that obligation produces administrative and financial burdens, it did not in all cases contribute to improving
the protection of personal data. Such indiscriminate general notification obligations should therefore be abolished, and
replaced by effective procedures and mechanisms which focus instead on those types of processing operations which are
likely to result in a high risk to the rights and freedoms of natural persons by virtue of their nature, scope, context and purposes.
Such types of processing operations may be those which in, particular, involve using new technologies, or are of a new kind
and where no data protection impact assessment has been carried out before by the controller, or where they become necessary
in the light of the time that has elapsed since the initial processing.
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(90) In such cases, a data protection impact assessment should be carried out by the controller prior to the processing in order
to assess the particular likelihood and severity of the high risk, taking into account the nature, scope, context and purposes of
the processing and the sources of the risk. That impact assessment should include, in particular, the measures, safeguards and
mechanisms envisaged for mitigating that risk, ensuring the protection of personal data and demonstrating compliance with
this Regulation.
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(91) This should in particular apply to large-scale processing operations which aim to process a considerable amount of
personal data at regional, national or supranational level and which could affect a large number of data subjects and which are
likely to result in a high risk, for example, on account of their sensitivity, where in accordance with the achieved state of
technological knowledge a new technology is used on a large scale as well as to other processing operations which result in a
high risk to the rights and freedoms of data subjects, in particular where those operations render it more difficult for data
subjects to exercise their rights. A data protection impact assessment should also be made where personal data are processed
for taking decisions regarding specific natural persons following any systematic and extensive evaluation of personal aspects
relating to natural persons based on profiling those data or following the processing of special categories of personal data,
biometric data, or data on criminal convictions and offences or related security measures. A data protection impact assessment
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is equally required for monitoring publicly accessible areas on a large scale, especially when using optic-electronic devices or
for any other operations where the competent supervisory authority considers that the processing is likely to result in a high
risk to the rights and freedoms of data subjects, in particular because they prevent data subjects from exercising a right or using
a service or a contract, or because they are carried out systematically on a large scale. The processing of personal data should
not be considered to be on a large scale if the processing concerns personal data from patients or clients by an individual
physician, other health care professional or lawyer. In such cases, a data protection impact assessment should not be mandatory.
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(92) There are circumstances under which it may be reasonable and economical for the subject of a data protection impact
assessment to be broader than a single project, for example where public authorities or bodies intend to establish a common
application or processing platform or where several controllers plan to introduce a common application or processing
environment across an industry sector or segment or for a widely used horizontal activity.
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(93) In the context of the adoption of the Member State law on which the performance of the tasks of the public authority or
public body is based and which regulates the specific processing operation or set of operations in question, Member States
may deem it necessary to carry out such assessment prior to the processing activities.
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(94) Where a data protection impact assessment indicates that the processing would, in the absence of safeguards, security
measures and mechanisms to mitigate the risk, result in a high risk to the rights and freedoms of natural persons and the
controller is of the opinion that the risk cannot be mitigated by reasonable means in terms of available technologies and costs
of implementation, the supervisory authority should be consulted prior to the start of processing activities. Such high risk is
likely to result from certain types of processing and the extent and frequency of processing, which may result also in a
realisation of damage or interference with the rights and freedoms of the natural person. The supervisory authority should
respond to the request for consultation within a specified period. However, the absence of a reaction of the supervisory
authority within that period should be without prejudice to any intervention of the supervisory authority in accordance with its
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tasks and powers laid down in this Regulation, including the power to prohibit processing operations. As part of that
consultation process, the outcome of a data protection impact assessment carried out with regard to the processing at issue
may be submitted to the supervisory authority, in particular the measures envisaged to mitigate the risk to the rights and
freedoms of natural persons.
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(95)The processor should assist the controller, where necessary and upon request, in ensuring compliance with the obligations
deriving from the carrying out of data protection impact assessments and from prior consultation of the supervisory authority.
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(96) A consultation of the supervisory authority should also take place in the course of the preparation of a legislative or
regulatory measure which provides for the processing of personal data, in order to ensure compliance of the intended
processing with this Regulation and in particular to mitigate the risk involved for the data subject.
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(97) Where the processing is carried out by a public authority, except for courts or independent judicial authorities when acting
in their judicial capacity, where, in the private sector, processing is carried out by a controller whose core activities consist of
processing operations that require regular and systematic monitoring of the data subjects on a large scale, or where the core
activities of the controller or the processor consist of processing on a large scale of special categories of personal data and data
relating to criminal convictions and offences, a person with expert knowledge of data protection law and practices should
assist the controller or processor to monitor internal compliance with this Regulation. In the private sector, the core activities
of a controller relate to its primary activities and do not relate to the processing of personal data as ancillary activities. The
necessary level of expert knowledge should be determined in particular according to the data processing operations carried
out and the protection required for the personal data processed by the controller or the processor. Such data protection officers,
whether or not they are an employee of the controller, should be ina position to perform their duties and tasks in an independent
manner.
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(98) Associations or other bodies representing categories of controllers or processors should be encouraged to draw up codes
of conduct, within the limits of this Regulation, so as to facilitate the effective application of this Regulation, taking account
of the specific characteristics of the processing carried out in certain sectors and the specific needs of micro, small and medium
enterprises. In particular, such codes of conduct could calibrate the obligations of controllers and processors, taking into
account the risk likely to result from the processing for the rights and freedoms of natural persons.
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(99) When drawing up a code of conduct, or when amending or extending such a code, associations and other bodies
representing categories of controllers or processors should consult relevant stakeholders, including data subjects where feasible,
and have regard to submissions received and views expressed in response to such consultations.
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(100) In order to enhance transparency and compliance with this Regulation, the establishment of certification mechanisms
and data protection seals and marks should be encouraged, allowing data subjects to quickly assess the level of data protection
of relevant products and services.
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(101) Flows of personal data to and from countries outside the Union and international organisations are necessary for the
expansion of international trade and international cooperation. The increase in such flows has raised new challenges and
concerns with regard to the protection of personal data. However, when personal data are transferred from the Union to
controllers, processors or other recipients in third countries or to international organisations, the level of protection of natural
persons ensured in the Union by this Regulation should not be undermined, including in cases of onward transfers of personal
data from the third country or international organisation to controllers, processors in the same or another third country or
international organisation. In any event, transfers to third countries and international organisations may only be carried out in
full compliance with this Regulation. A transfer could take place only if, subject to the other provisions of this Regulation, the
conditions laid down in the provisions of this Regulation relating to the transfer of personal data to third countries or
international organisations are complied with by the controller or processor.
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(102) This Regulation is without prejudice to international agreements concluded between the Union and third countries
regulating the transfer of personal data including appropriate safeguards for the data subjects. Member States may conclude
international agreements which involve the transfer of personal data to third countries or international organisations, as far as
such agreements do not affect this Regulation or any other provisions of Union law and include an appropriate level of
protection for the fundamental rights of the data subjects.
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(103) The Commission may decide with effect for the entire Union that a third country, a territory or specified sector within a
third country, or an international organisation, offers an adequate level of data protection, thus providing legal certainty and
uniformity throughout the Union as regards the third country or international organisation which is considered to provide such
level of protection. In such cases, transfers of personal data to that third country or international organisation may take place
without the need to obtain any further authorisation. The Commission may also decide, having given notice and a full
statement setting out the reasons to the third country or international organisation, to revoke such a decision.
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(104) In line with the fundamental values on which the Union is founded, in particular the protection of human rights, the
Commission should, in its assessment of the third country, or of a territory or specified sector within a third country, take into
account how a particular third country respects the rule of law, access to justice as well as international human rights norms
and standards and its general and sectoral law; including legislation concerning public security, defence and national security
as well as public order and criminal law. The adoption of an adequacy decision with regard to a territory or a specified sector
in a third country should take into account clear and objective criteria, such as specific processing activities and the scope of
applicable legal standards and legislation in force in the third country. The third country should offer guarantees ensuring an
adequate level of protection essentially equivalent to that ensured within the Union, in particular where personal data are
processed in one or several specific sectors. In particular, the third country should ensure effective independent data protection
supervision and should provide for cooperation mechanisms with the Member States' data protection authorities, and the data
subjects should be provided with effective and enforceable rights and effective administrative and judicial redress.
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(105) Apart from the international commitments the third country or international organisation has entered into, the
Commission should take account of obligations arising from the third country's or international organisation's participation in
multilateral or regional systems in particular in relation to the protection of personal data, as well as the implementation of
such obligations. In particular, the third country's accession to the Council of Europe Convention of 28 January 1981 for the
Protection of Individuals with regard to the Automatic Processing of Personal Data and its Additional Protocol should be taken
into account. The Commission should consult the Board when assessing the level of protection in third countries or
international organisations.
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(106) The Commission should monitor the functioning of decisions on the level of protection in a third country, a territory or
specified sector within a third country, or an international organisation, and monitor the functioning of decisions adopted on
the basis of Article 25(6) or Article 26(4) of Directive 95/46/EC. In its adequacy decisions, the Commission should provide
for a periodic review mechanism of their functioning. That periodic review should be conducted in consultation with the third
country or international organisation in question and take into account all relevant developments in the third country or
international organisation. For the purposes of monitoring and of carrying out the periodic reviews, the Commission should
take into consideration the views and findings of the European Parliament and of the Council as well as of other relevant
bodies and sources. The Commission should evaluate, within a reasonable time, the functioning of the latter decisions and
report any relevant findings to the Committee within the meaning of Regulation (EU) No 182/2011 of the European
Parliament and of the Council *2 as established under this Regulation, to the European Parliament and to the Council.
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(107) The Commission may recognise that a third country, a territory or a specified sector within a third country, or an
international organisation no longer ensures an adequate level of data protection. Consequently the transfer of personal data to
that third country or international organisation should be prohibited, unless the requirements in this Regulation relating to
transfers subject to appropriate safeguards, including binding corporate rules, and derogations for specific situations are
fulfilled. In that case, provision should be made for consultations between the Commission and such third countries or
international organisations. The Commission should, in a timely manner, inform the third country or international organisation
of the reasons and enter into consultations with it in order to remedy the situation.

2 Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down the rules and general
principles concerning mechanisms for control by Member States of the Commission's exercise of implementing powers (OJ L 55, 28.2.2011,
p. 13).
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2011 42 A 16 HDFHI(EVU) No 182/2011 (OJL55,28.2.2011, p. 13)
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(108) In the absence of an adequacy decision, the controller or processor should take measures to compensate for the lack of
data protection in a third country by way of appropriate safeguards for the data subject. Such appropriate safeguards may
consist of making use of binding corporate rules, standard data protection clauses adopted by the Commission, standard data
protection clauses adopted by a supervisory authority or contractual clauses authorised by a supervisory authority. Those
safeguards should ensure compliance with data protection requirements and the rights of the data subjects appropriate to
processing within the Union, including the availability of enforceable data subject rights and of effective legal remedies,
including to obtain effective administrative or judicial redress and to claim compensation, in the Union or in a third country.
They should relate in particular to compliance with the general principles relating to personal data processing, the principles
of data protection by design and by default. Transfers may also be carried out by public authorities or bodies with public
authorities or bodies in third countries or with international organisations with corresponding duties or functions, including on
the basis of provisions to be inserted into administrative arrangements, such as a memorandum of understanding, providing
for enforceable and effective rights for data subjects. Authorisation by the competent supervisory authority should be obtained
when the safeguards are provided for in administrative arrangements that are not legally binding.
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(109) The possibility for the controller or processor to use standard data-protection clauses adopted by the Commission or by
a supervisory authority should prevent controllers or processors neither from including the standard data-protection clauses in
a wider contract, such as a contract between the processor and another processor, nor from adding other clauses or additional
safeguards provided that they do not contradict, directly or indirectly, the standard contractual clauses adopted by the
Commission or by a supervisory authority or prejudice the fundamental rights or freedoms of the data subjects. Controllers
and processors should be encouraged to provide additional safeguards via contractual commitments that supplement standard
protection clauses.

(109) FRMNZE 2 SUFETERRBAC & o THR S VTR YT — 2 PR sk & S SO IEEE DRI 2 Z &
T&ED &V T &IE BINEBS U TETERERNC K > THIR SHVTARHEEARIAIE & B U MR O &,
D3O, T —H EAROFAN MR R OB B AT 2 SO TIIRORY | FEEE U TMEEE )Y, B & Bl
HEE L OOZKID X 5 70, K0 IRFIPADSSKI DO AFHET — 2 G120 5 Z L 2T 2 b D TR <,
Flo. ZOKFROFURNOZRICRFERE 2 1BNT 2 Z & 21T 5 DO THRV, FEE L OB L, 1521
T — AR AHTE T DK EOKIE A ST L C, BRI RRERTE A 12U 2 2 L M S iU R b

39



720N,

(1120) A group of undertakings, or a group of enterprises engaged in a joint economic activity, should be able to make use of
approved binding corporate rules for its international transfers from the Union to organisations within the same group of
undertakings, or group of enterprises engaged in a joint economic activity, provided that such corporate rules include all
essential principles and enforceable rights to ensure appropriate safeguards for transfers or categories of transfers of personal
data.
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(112) Provisions should be made for the possibility for transfers in certain circumstances where the data subject has given his
or her explicit consent, where the transfer is occasional and necessary in relation to a contract or a legal claim, regardless of
whether in a judicial procedure or whether in an administrative or any out-of-court procedure, including procedures before
regulatory bodies. Provision should also be made for the possibility for transfers where important grounds of public interest
laid down by Union or Member State law so require or where the transfer is made from a register established by law and
intended for consultation by the public or persons having a legitimate interest. In the latter case, such a transfer should not
involve the entirety of the personal data or entire categories of the data contained in the register and, when the register is
intended for consultation by persons having a legitimate interest, the transfer should be made only at the request of those
persons o, if they are to be the recipients, taking into full account the interests and fundamental rights of the data subject.
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(112) Those derogations should in particular apply to data transfers required and necessary for important reasons of public
interest, for example in cases of international data exchange between competition authorities, tax or customs administrations,
between financial supervisory authorities, between services competent for social security matters, or for public health, for
example in the case of contact tracing for contagious diseases or in order to reduce and/or eliminate doping in sport. A transfer
of personal data should also be regarded as lawful where it is necessary to protect an interest which is essential for the data
subject's or another person's vital interests, including physical integrity or life, if the data subject is incapable of giving consent.
In the absence of an adequacy decision, Union or Member State law may, for important reasons of public interest, expressly
set limits to the transfer of specific categories of data to a third country or an international organisation. Member States should
notify such provisions to the Commission. Any transfer to an international humanitarian organisation of personal data of a
data subject who is physically or legally incapable of giving consent, with a view to accomplishing a task incumbent under
the Geneva Conventions or to complying with international humanitarian law applicable in armed conflicts, could be
considered to be necessary for an important reason of public interest or because it is in the vital interest of the data subject.
(112) INHOEBNT, FRZ, BIAIE NIERGIZRES, BRI IHEA RO, SRlErErERaoRH, I
12, B, BYYEOBARBIIEROSE, T, AR—IZBIF % K= 7 O KO - XUZiko7-

40



DIT, A B B EER L < XA A O CHES HORIZ BT T B BB T — 2 28D
BA7e L 8 &) EBEZRERI SIS MR T — X OBIRCE Sz iudZe b0, AT —2 0%
HRl L, T—X EURNTDOREE G525 2 ENTERWEAIZBO T, FReseer itEmeEEy, T—H4
FERXNIZENLIAOEDOAEMIZETT DRRED T2 DI & 72 DRREOIRFED T DITMEE & 22 DHRITHRBN T
by, WL E B SNRTIUTR B2, O MEREN RS, EU IEXITIEEREL, A dtofi EoEE
7RBRHOT=OIZ, RO T — 2 OF = E U XERSEEN 3 2 BOHIRA I ED H Z LN TE 5,
INREN, 20k 5725084, BYNEERISH LTl LT TR B0, ¥ a3 — T35SV T
I FTED B LMD TE VLSS, XL, BEZ S PTREZ R ERE N EIEZ ST 57200, B
ITEARRFRIC XV REA2 525 2 LN TERWT — % THROMENT — % OEFSH 2 JERSR 2%
R, AFEOFIRE EOBEEARER O7-0OI2, i, T —F EROAMIZBET 2FRRI %D LW D ERRIZ LD |
VD LHTTX B,

(123) Transfers which can be qualified as not repetitive and that only concern a limited number of data subjects, could also be
possible for the purposes of the compelling legitimate interests pursued by the controller, when those interests are not
overridden by the interests or rights and freedoms of the data subject and when the controller has assessed all the circumstances
surrounding the data transfer. The controller should give particular consideration to the nature of the personal data, the purpose
and duration of the proposed processing operation or operations, as well as the situation in the country of origin, the third
country and the country of final destination, and should provide suitable safeguards to protect fundamental rights and freedoms
of natural persons with regard to the processing of their personal data. Such transfers should be possible only in residual cases
where none of the other grounds for transfer are applicable. For scientific or historical research purposes or statistical purposes,
the legitimate expectations of society for an increase of knowledge should be taken into consideration. The controller should
inform the supervisory authority and the data subject about the transfer.
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(114) In any case, where the Commission has taken no decision on the adequate level of data protection in a third country, the
controller or processor should make use of solutions that provide data subjects with enforceable and effective rights as regards
the processing of their data in the Union once those data have been transferred so that that they will continue to benefit from
fundamental rights and safeguards.
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(115) Some third countries adopt laws, regulations and other legal acts which purport to directly regulate the processing
activities of natural and legal persons under the jurisdiction of the Member States. This may include judgments of courts or
tribunals or decisions of administrative authorities in third countries requiring a controller or processor to transfer or disclose
personal data, and which are not based on an international agreement, such as a mutual legal assistance treaty, in force between
the requesting third country and the Union or a Member State. The extraterritorial application of those laws, regulations and

41



other legal acts may be in breach of international law and may impede the attainment of the protection of natural persons
ensured in the Union by this Regulation. Transfers should only be allowed where the conditions of this Regulation for a transfer
to third countries are met. This may be the case, inter alia, where disclosure is necessary for an important ground of public
interest recognised in Union or Member State law to which the controller is subject.
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(116) When personal data moves across borders outside the Union it may put at increased risk the ability of natural persons to
exercise data protection rights in particular to protect themselves from the unlawful use or disclosure of that information. At
the same time, supervisory authorities may find that they are unable to pursue complaints or conduct investigations relating to
the activities outside their borders. Their efforts to work together in the cross-border context may also be hampered by
insufficient preventative or remedial powers, inconsistent legal regimes, and practical obstacles like resource constraints.
Therefore, there is a need to promote closer cooperation among data protection supervisory authorities to help them exchange
information and carry out investigations with their international counterparts. For the purposes of developing international
cooperation mechanisms to facilitate and provide international mutual assistance for the enforcement of legislation for the
protection of personal data, the Commission and the supervisory authorities should exchange information and cooperate in
activities related to the exercise of their powers with competent authorities in third countries, based on reciprocity and in
accordance with this Regulation.
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(117) The establishment of supervisory authorities in Member States, empowered to perform their tasks and exercise their
powers with complete independence, is an essential component of the protection of natural persons with regard to the
processing of their personal data. Member States should be able to establish more than one supervisory authority, to reflect
their constitutional, organisational and administrative structure.
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(118) The independence of supervisory authorities should not mean that the supervisory authorities cannot be subject to control
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or monitoring mechanisms regarding their financial expenditure or to judicial review.
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(119) Where a Member State establishes several supervisory authorities, it should establish by law mechanisms for ensuring
the effective participation of those supervisory authorities in the consistency mechanism. That Member State should in
particular designate the supervisory authority which functions as a single contact point for the effective participation of those
authorities in the mechanism, to ensure swift and smooth cooperation with other supervisory authorities, the Board and the
Commission.
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(120) Each supervisory authority should be provided with the financial and human resources, premises and infrastructure
necessary for the effective performance of their tasks, including those related to mutual assistance and cooperation with other
supervisory authorities throughout the Union. Each supervisory authority should have a separate, public annual budget, which
may be part of the overall state or national budget.
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(121) The general conditions for the member or members of the supervisory authority should be laid down by law in each
Member State and should in particular provide that those members are to be appointed, by means of a transparent procedure,
either by the parliament, government or the head of State of the Member State on the basis of a proposal from the government,
a member of the government, the parliament or a chamber of the parliament, or by an independent body entrusted under
Member State law. In order to ensure the independence of the supervisory authority, the member or members should act with
integrity, refrain from any action that is incompatible with their duties and should not, during their term of office, engage in
any incompatible occupation, whether gainful or not. The supervisory authority should have its own staff, chosen by the
supervisory authority or an independent body established by Member State law, which should be subject to the exclusive
direction of the member or members of the supervisory authority.
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(122) Each supervisory authority should be competent on the territory of its own Member State to exercise the powers and to
perform the tasks conferred on it in accordance with this Regulation. This should cover in particular the processing in the
context of the activities of an establishment of the controller or processor on the territory of its own Member State, the
processing of personal data carried out by public authorities or private bodies acting in the public interest, processing affecting
data subjects on its territory or processing carried out by a controller or processor not established in the Union when targeting
data subjects residing on its territory. This should include handling complaints lodged by a data subject, conducting
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investigations on the application of this Regulation and promoting public awareness of the risks, rules, safeguards and rights
in relation to the processing of personal data.
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(123) The supervisory authorities should monitor the application of the provisions pursuant to this Regulation and contribute
to its consistent application throughout the Union, in order to protect natural persons in relation to the processing of their
personal data and to facilitate the free flow of personal data within the internal market. For that purpose, the supervisory
authorities should cooperate with each other and with the Commission, without the need for any agreement between Member
States on the provision of mutual assistance or on such cooperation.
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(124) Where the processing of personal data takes place in the context of the activities of an establishment of a controller or a
processor in the Union and the controller or processor is established in more than one Member State, or where processing
taking place in the context of the activities of a single establishment of a controller or processor in the Union substantially
affects or is likely to substantially affect data subjects in more than one Member State, the supervisory authority for the main
establishment of the controller or processor or for the single establishment of the controller or processor should act as lead
authority. It should cooperate with the other authorities concerned, because the controller or processor has an establishment
on the territory of their Member State, because data subjects residing on their territory are substantially affected, or because a
complaint has been lodged with them. Also where a data subject not residing in that Member State has lodged a complaint,
the supervisory authority with which such complaint has been lodged should also be a supervisory authority concerned. Within
its tasks to issue guidelines on any question covering the application of this Regulation, the Board should be able to issue
guidelines in particular on the criteria to be taken into account in order to ascertain whether the processing in question
substantially affects data subjects in more than one Member State and on what constitutes a relevant and reasoned objection.
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(125) The lead authority should be competent to adopt binding decisions regarding measures applying the powers conferred
on it in accordance with this Regulation. In its capacity as lead authority, the supervisory authority should closely involve and
coordinate the supervisory authorities concerned in the decision-making process. Where the decision is to reject the complaint
by the data subject in whole or in part, that decision should be adopted by the supervisory authority with which the complaint
has been lodged.
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(126) The decision should be agreed jointly by the lead supervisory authority and the supervisory authorities concerned and
should be directed towards the main or single establishment of the controller or processor and be binding on the controller and
processor. The controller or processor should take the necessary measures to ensure compliance with this Regulation and the
implementation of the decision notified by the lead supervisory authority to the main establishment of the controller or
processor as regards the processing activities in the Union.
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(127) Each supervisory authority not acting as the lead supervisory authority should be competent to handle local cases where
the controller or processor is established in more than one Member State, but the subject matter of the specific processing
concerns only processing carried out in a single Member State and involves only data subjects in that single Member State,
for example, where the subject matter concerns the processing of employees' personal data in the specific employment context
of a Member State. In such cases, the supervisory authority should inform the lead supervisory authority without delay about
the matter. After being informed, the lead supervisory authority should decide, whether it will handle the case pursuant to the
provision on cooperation between the lead supervisory authority and other supervisory authorities concerned (*one-stop-shop
mechanism’), or whether the supervisory authority which informed it should handle the case at local level. When deciding
whether it will handle the case, the lead supervisory authority should take into account whether there is an establishment of
the controller or processor in the Member State of the supervisory authority which informed it in order to ensure effective
enforcement of a decision vis-a-vis the controller or processor. Where the lead supervisory authority decides to handle the case,
the supervisory authority which informed it should have the possibility to submit a draft for a decision, of which the lead
supervisory authority should take utmost account when preparing its draft decision in that one-stop-shop mechanism.
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(128) The rules on the lead supervisory authority and the one-stop-shop mechanism should not apply where the processing is
carried out by public authorities or private bodies in the public interest. In such cases the only supervisory authority competent
to exercise the powers conferred to it in accordance with this Regulation should be the supervisory authority of the Member
State where the public authority or private body is established.

(128) FETEMBABIT HHUER DT A by Ty a v P AT = A NIIBT DHUER, £ OB DI ARIRERS
IZEoTUThNDSE, T, AEOFRRICIWTRERRRRZ K > CHHR  WITh 256123, #H S
VY, ZO X RIGEITIRWTIR, ABHNIAES TEH X DAVIAER 24T D IR A & DETEHERID 7273,
Z DB T DR MMLE A A L O D INEEOEEMES L 725 b 0 & Ll TiuTle b7,

(129) In order to ensure consistent monitoring and enforcement of this Regulation throughout the Union, the supervisory
authorities should have in each Member State the same tasks and effective powers, including powers of investigation,
corrective powers and sanctions, and authorisation and advisory powers, in particular in cases of complaints from natural
persons, and without prejudice to the powers of prosecutorial authorities under Member State law, to bring infringements of
this Regulation to the attention of the judicial authorities and engage in legal proceedings. Such powers should also include
the power to impose a temporary or definitive limitation, including a ban, on processing. Member States may specify other
tasks related to the protection of personal data under this Regulation. The powers of supervisory authorities should be exercised
in accordance with appropriate procedural safeguards set out in Union and Member State law, impartially, fairly and within a
reasonable time. In particular each measure should be appropriate, necessary and proportionate in view of ensuring
compliance with this Regulation, taking into account the circumstances of each individual case, respect the right of every
person to be heard before any individual measure which would affect him or her adversely is taken and avoid superfluous
costs and excessive inconveniences for the persons concerned. Investigatory powers as regards access to premises should be
exercised in accordance with specific requirements in Member State procedural law, such as the requirement to obtain a prior
judicial authorisation. Each legally binding measure of the supervisory authority should be in writing, be clear and
unambiguous, indicate the supervisory authority which has issued the measure, the date of issue of the measure, bear the
signature of the head, or a member of the supervisory authority authorised by him or her, give the reasons for the measure,
and refer to the right of an effective remedy. This should not preclude additional requirements pursuant to Member State
procedural law. The adoption of a legally binding decision implies that it may give rise to judicial review in the Member State
of the supervisory authority that adopted the decision.
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(130) Where the supervisory authority with which the complaint has been lodged is not the lead supervisory authority, the lead
supervisory authority should closely cooperate with the supervisory authority with which the complaint has been lodged in
accordance with the provisions on cooperation and consistency laid down in this Regulation. In such cases, the lead
supervisory authority should, when taking measures intended to produce legal effects, including the imposition of
administrative fines, take utmost account of the view of the supervisory authority with which the complaint has been lodged
and which should remain competent to carry out any investigation on the territory of its own Member State in liaison with the
competent supervisory authority.
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(131) Where another supervisory authority should act as a lead supervisory authority for the processing activities of the
controller or processor but the concrete subject matter of a complaint or the possible infringement concerns only processing
activities of the controller or processor in the Member State where the complaint has been lodged or the possible infringement
detected and the matter does not substantially affect or is not likely to substantially affect data subjects in other Member States,
the supervisory authority receiving a complaint or detecting or being informed otherwise of situations that entail possible
infringements of this Regulation should seek an amicable settlement with the controller and, if this proves unsuccessful,
exercise its full range of powers. This should include: specific processing carried out in the territory of the Member State of
the supervisory authority or with regard to data subjects on the territory of that Member State; processing that is carried out in
the context of an offer of goods or services specifically aimed at data subjects in the territory of the Member State of the
supervisory authority; or processing that has to be assessed taking into account relevant legal obligations under Member State
law.
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(132) Awareness-raising activities by supervisory authorities addressed to the public should include specific measures directed
at controllers and processors, including micro, small and medium-sized enterprises, as well as natural persons in particular in
the educational context.

(132) BEERERAIC L D ARMIT OEENEEN L, HVINERIEEE, WO, FHIBE OWMFRZIT 2 BIRANEED,
B M OWERE T T O BRI B2 GO 5 b D & LR Ui brguy,

(133) The supervisory authorities should assist each other in performing their tasks and provide mutual assistance, so as to
ensure the consistent application and enforcement of this Regulation in the internal market. A supervisory authority requesting
mutual assistance may adopt a provisional measure if it receives no response to a request for mutual assistance within one
month of the receipt of that request by the other supervisory authority.
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(134) Each supervisory authority should, where appropriate, participate in joint operations with other supervisory authorities.
The requested supervisory authority should be obliged to respond to the request within a specified time period.
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(135) In order to ensure the consistent application of this Regulation throughout the Union, a consistency mechanism for
cooperation between the supervisory authorities should be established. That mechanism should in particular apply where a
supervisory authority intends to adopt a measure intended to produce legal effects as regards processing operations which
substantially affect a significant number of data subjects in several Member States. It should also apply where any supervisory
authority concerned or the Commission requests that such matter should be handled in the consistency mechanism. That
mechanism should be without prejudice to any measures that the Commission may take in the exercise of its powers under
the Treaties.
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(136) In applying the consistency mechanism, the Board should, within a determined period of time, issue an opinion, if a
majority of its members so decides or if so requested by any supervisory authority concerned or the Commission. The Board
should also be empowered to adopt legally binding decisions where there are disputes between supervisory authorities. For
that purpose, it should issue, in principle by a two-thirds majority of its members, legally binding decisions in clearly specified
cases Where there are conflicting views among supervisory authorities, in particular in the cooperation mechanism between
the lead supervisory authority and supervisory authorities concerned on the merits of the case, in particular whether there isan
infringement of this Regulation.
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(137) There may be an urgent need to act in order to protect the rights and freedoms of data subjects, in particular when the
danger exists that the enforcement of a right of a data subject could be considerably impeded. A supervisory authority should
therefore be able to adopt duly justified provisional measures on its territory with a specified period of validity which should
not exceed three months.
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(138) The application of such mechanism should be a condition for the lawfulness of a measure intended to produce legal
effects by a supervisory authority in those cases where its application is mandatory. In other cases of cross-border relevance,
the cooperation mechanism between the lead supervisory authority and supervisory authorities concerned should be applied
and mutual assistance and joint operations might be carried out between the supervisory authorities concerned on a bilateral
or multilateral basis without triggering the consistency mechanism.
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(139) In order to promote the consistent application of this Regulation, the Board should be set up as an independent body of
the Union. To fulfil its objectives, the Board should have legal personality. The Board should be represented by its Chair. It
should replace the Working Party on the Protection of Individuals with Regard to the Processing of Personal Data established
by Directive 95/46/EC. It should consist of the head of a supervisory authority of each Member State and the European Data
Protection Supervisor or their respective representatives. The Commission should participate in the Board's activities without
voting rights and the European Data Protection Supervisor should have specific voting rights. The Board should contribute to
the consistent application of this Regulation throughout the Union, including by advising the Commission, in particular on the
level of protection in third countries or international organisations, and promoting cooperation of the supervisory authorities
throughout the Union. The Board should act independently when performing its tasks.
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(140) The Board should be assisted by a secretariat provided by the European Data Protection Supervisor. The staff of the
European Data Protection Supervisor involved in carrying out the tasks conferred on the Board by this Regulation should
perform its tasks exclusively under the instructions of, and report to, the Chair of the Board.
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(141) Every data subject should have the right to lodge a complaint with a single supervisory authority, in particular in the
Member State of his or her habitual residence, and the right to an effective judicial remedy in accordance with Article 47 of
the Charter if the data subject considers that his or her rights under this Regulation are infringed or where the supervisory
authority does not act on a complaint, partially or wholly rejects or dismisses a complaint or does not act where such action is
necessary to protect the rights of the data subject. The investigation following a complaint should be carried out, subject to
judicial review, to the extent that is appropriate in the specific case. The supervisory authority should inform the data subject
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of the progress and the outcome of the complaint within a reasonable period. If the case requires further investigation or
coordination with another supervisory authority, intermediate information should be given to the data subject. In order to
facilitate the submission of complaints, each supervisory authority should take measures such as providing a complaint
submission form which can also be completed electronically, without excluding other means of communication.
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(142) Where a data subject considers that his or her rights under this Regulation are infringed, he or she should have the right
to mandate a not-for-profit body, organisation or association which is constituted in accordance with the law of a Member
State, has statutory objectives which are in the public interest and is active in the field of the protection of personal data to
lodge a complaint on his or her behalf with a supervisory authority, exercise the right to a judicial remedy on behalf of data
subjects or, if provided for in Member State law;, exercise the right to receive compensation on behalf of data subjects. A
Member State may provide for such a body, organisation or association to have the right to lodge a complaint in that Member
State, independently of a data subject's mandate, and the right to an effective judicial remedy where it has reasons to consider
that the rights of a data subject have been infringed as a result of the processing of personal data which infringes this Regulation.
That body, organisation or association may not be allowed to claim compensation on a data subject's behalf independently of
the data subject's mandate.
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(143) Any natural or legal person has the right to bring an action for annulment of decisions of the Board before the Court of
Justice under the conditions provided for in Article 263 TFEU. As addressees of such decisions, the supervisory authorities
concerned which wish to challenge them have to bring action within two months of being notified of them, in accordance
with Article 263 TFEU. Where decisions of the Board are of direct and individual concern to a controller, processor or
complainant, the latter may bring an action for annulment against those decisions within two months of their publication on
the website of the Board, in accordance with Article 263 TFEU. Without prejudice to this right under Article 263 TFEU, each
natural or legal person should have an effective judicial remedy before the competent national court against a decision of a
supervisory authority which produces legal effects concerning that person. Such a decision concerns in particular the exercise
of investigative, corrective and authorisation powers by the supervisory authority or the dismissal or rejection of complaints.
However, the right to an effective judicial remedy does not encompass measures taken by supervisory authorities which are
not legally binding, such as opinions issued by or advice provided by the supervisory authority. Proceedings against a
supervisory authority should be brought before the courts of the Member State where the supervisory authority is established
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and should be conducted in accordance with that Member State's procedural law. Those courts should exercise full jurisdiction,
which should include jurisdiction to examine all questions of fact and law relevant to the dispute before them.
Where a complaint has been rejected or dismissed by a supervisory authority, the complainant may bring proceedings before
the courts in the same Member State. In the context of judicial remedies relating to the application of this Regulation, national
courts which consider a decision on the question necessary to enable them to give judgment, may, or in the case provided for
in Article 267 TFEU, must, request the Court of Justice to give a preliminary ruling on the interpretation of Union law,
including this Regulation. Furthermore, where a decision of a supervisory authority implementing a decision of the Board is
challenged before a national court and the validity of the decision of the Board is at issue, that national court does not have the
power to declare the Board's decision invalid but must refer the question of validity to the Court of Justice in accordance with
Article 267 TFEU as interpreted by the Court of Justice, where it considers the decision invalid. However, a national court
may not refer a question on the validity of the decision of the Board at the request of a natural or legal person which had the
opportunity to bring an action for annulment of that decision, in particular if it was directly and individually concerned by that
decision, but had not done so within the period laid down in Article 263 TFEU.
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(144) Where a court seized of proceedings against a decision by a supervisory authority has reason to believe that proceedings
concerning the same processing, such as the same subject matter as regards processing by the same controller or processor, or
the same cause of action, are brought before a competent court in another Member State, it should contact that court in order
to confirm the existence of such related proceedings. If related proceedings are pending before a court in another Member
State, any court other than the court first seized may stay its proceedings or may, on request of one of the parties, decline
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jurisdiction in favour of the court first seized if that court has jurisdiction over the proceedings in question and its law permits
the consolidation of such related proceedings. Proceedings are deemed to be related where they are so closely connected that
itis expedient to hear and determine them together in order to avoid the risk of irreconcilable judgments resulting from separate
proceedings.
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(145) For proceedings against a controller or processor, the plaintiff should have the choice to bring the action before the courts
of the Member States where the controller or processor has an establishment or where the data subject resides, unless the
controller is a public authority of a Member State acting in the exercise of its public powers.
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(146) The controller or processor should compensate any damage which a person may suffer as a result of processing that
infringes this Regulation. The controller or processor should be exempt from liability if it proves that it is not in any way
responsible for the damage. The concept of damage should be broadly interpreted in the light of the case-law of the Court of
Justice in a manner which fully reflects the objectives of this Regulation. This is without prejudice to any claims for damage
deriving from the violation of other rules in Union or Member State law. Processing that infringes this Regulation also includes
processing that infringes delegated and implementing acts adopted in accordance with this Regulation and Member State law
specifying rules of this Regulation. Data subjects should receive full and effective compensation for the damage they have
suffered. Where controllers or processors are involved in the same processing, each controller or processor should be held
liable for the entire damage. However, where they are joined to the same judicial proceedings, in accordance with Member
State law, compensation may be apportioned according to the responsibility of each controller or processor for the damage
caused by the processing, provided that full and effective compensation of the data subject who suffered the damage is ensured.
Any controller or processor which has paid full compensation may subsequently institute recourse proceedings against other
controllers or processors involved in the same processing.
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(147) Where specific rules on jurisdiction are contained in this Regulation, in particular as regards proceedings seeking a
judicial remedy including compensation, against a controller or processor, general jurisdiction rules such as those of
Regulation (EU) No 1215/2012 of the European Parliament and of the Council ** should not prejudice the application of such
specific rules.
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(148) In order to strengthen the enforcement of the rules of this Regulation, penalties including administrative fines should be
imposed for any infringement of this Regulation, in addition to, or instead of appropriate measures imposed by the supervisory
authority pursuant to this Regulation. In a case of a minor infringement or if the fine likely to be imposed would constitute a
disproportionate burden to a natural person, a reprimand may be issued instead of a fine. Due regard should however be given
to the nature, gravity and duration of the infringement, the intentional character of the infringement, actions taken to mitigate
the damage suffered, degree of responsibility or any relevant previous infringements, the manner in which the infringement
became known to the supervisory authority, compliance with measures ordered against the controller or processor, adherence
to a code of conduct and any other aggravating or mitigating factor. The imposition of penalties including administrative fines
should be subject to appropriate procedural safeguards in accordance with the general principles of Union law and the Charter,
including effective judicial protection and due process.
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(149) Member States should be able to lay down the rules on criminal penalties for infringements of this Regulation, including
for infringements of national rules adopted pursuant to and within the limits of this Regulation. Those criminal penalties may
also allow for the deprivation of the profits obtained through infringements of this Regulation. However, the imposition of
criminal penalties for infringements of such national rules and of administrative penalties should not lead to a breach of the
principle of ne bis in idem, as interpreted by the Court of Justice.
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(150) In order to strengthen and harmonise administrative penalties for infringements of this Regulation, each supervisory
authority should have the power to impose administrative fines. This Regulation should indicate infringements and the upper
limit and criteria for setting the related administrative fines, which should be determined by the competent supervisory

B3 Regulation (EU) No 1215/2012 of the European Parliament and of the Council of 12 December 2012 on jurisdiction and the recognition
and enforcement of judgments in civil and commercial matters (OJ L 351, 20.12.2012, p. 1).
HHEEEEI N RS R OTEFHII0T 2 FHRROAGE K O TIZ B DR NG R O 200 2012 42 12 7 12 F OFHIEV)
No 1215/2012 (OJL351,20.12.2012,p.1)
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authority in each individual case, taking into account all relevant circumstances of the specific situation, with due regard in
particular to the nature, gravity and duration of the infringement and of its consequences and the measures taken to ensure
compliance with the obligations under this Regulation and to prevent or mitigate the consequences of the infringement. Where
administrative fines are imposed on an undertaking, an undertaking should be understood to be an undertaking in accordance
with Articles 101 and 102 TFEU for those purposes. Where administrative fines are imposed on persons that are not an
undertaking, the supervisory authority should take account of the general level of income in the Member State as well as the
economic situation of the person in considering the appropriate amount of the fine. The consistency mechanism may also be
used to promote a consistent application of administrative fines. It should be for the Member States to determine whether and
to which extent public authorities should be subject to administrative fines. Imposing an administrative fine or giving a
warning does not affect the application of other powers of the supervisory authorities or of other penalties under this Regulation.
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(151) The legal systems of Denmark and Estonia do not allow for administrative fines as set out in this Regulation. The rules
on administrative fines may be applied in such a manner that in Denmark the fine is imposed by competent national courts as
a criminal penalty and in Estonia the fine is imposed by the supervisory authority in the framework of a misdemeanour
procedure, provided that such an application of the rules in those Member States has an equivalent effect to administrative
fines imposed by supervisory authorities. Therefore the competent national courts should take into account the
recommendation by the supervisory authority initiating the fine. In any event, the fines imposed should be effective,
proportionate and dissuasive.
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(152) Where this Regulation does not harmonise administrative penalties or where necessary in other cases, for example in
cases of serious infringements of this Regulation, Member States should implement a system which provides for effective,
proportionate and dissuasive penalties. The nature of such penalties, criminal or administrative, should be determined by
Member State law.
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(153) Member States law should reconcile the rules governing freedom of expression and information, including journalistic,
academic, artistic and or literary expression with the right to the protection of personal data pursuant to this Regulation. The
processing of personal data solely for journalistic purposes, or for the purposes of academic, artistic or literary expression
should be subject to derogations or exemptions from certain provisions of this Regulation if necessary to reconcile the right to
the protection of personal data with the right to freedom of expression and information, as enshrined in Article 11 of the Charter.
This should apply in particular to the processing of personal data in the audiovisual field and in news archives and press
libraries. Therefore, Member States should adopt legislative measures which lay down the exemptions and derogations
necessary for the purpose of balancing those fundamental rights. Member States should adopt such exemptions and
derogations on general principles, the rights of the data subject, the controller and the processor, the transfer of personal data
to third countries or international organisations, the independent supervisory authorities, cooperation and consistency, and
specific data-processing situations. Where such exemptions or derogations differ from one Member State to another, the law
of the Member State to which the controller is subject should apply. In order to take account of the importance of the right to
freedom of expression in every democratic society, it is necessary to interpret notions relating to that freedom, such as
journalism, broadly.
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(154) This Regulation allows the principle of public access to official documents to be taken into account when applying this
Regulation. Public access to official documents may be considered to be in the public interest. Personal data in documents
held by a public authority or a public body should be able to be publicly disclosed by that authority or body if the disclosure
is provided for by Union or Member State law to which the public authority or public body is subject. Such laws should
reconcile public access to official documents and the reuse of public sector information with the right to the protection of
personal data and may therefore provide for the necessary reconciliation with the right to the protection of personal data
pursuant to this Regulation. The reference to public authorities and bodies should in that context include all authorities or other
bodies covered by Member State law on public access to documents. Directive 2003/98/EC of the European Parliament and
of the Council * leaves intact and in no way affects the level of protection of natural persons with regard to the processing of
personal data under the provisions of Union and Member State law, and in particular does not alter the obligations and rights
set out in this Regulation. In particular, that Directive should not apply to documents to which access is excluded or restricted
by virtue of the access regimes on the grounds of protection of personal data, and parts of documents accessible by virtue of
those regimes which contain personal data the re-use of which has been provided for by law as being incompatible with the
law concerning the protection of natural persons with regard to the processing of personal data.
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(155) Member State law or collective agreements, including ‘works agreements’, may provide for specific rules on the
processing of employees' personal data in the employment context, in particular for the conditions under which personal data
in the employment context may be processed on the basis of the consent of the employee, the purposes of the recruitment, the
performance of the contract of employment, including discharge of obligations laid down by law or by collective agreements,
management, planning and organisation of work, equality and diversity in the workplace, health and safety at work, and for
the purposes of the exercise and enjoyment, on an individual or collective basis, of rights and benefits related to employment,
and for the purpose of the termination of the employment relationship.
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(156) The processing of personal data for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes should be subject to appropriate safeguards for the rights and freedoms of the data subject pursuant to this
Regulation. Those safeguards should ensure that technical and organisational measures are in place in order to ensure, in
particular, the principle of data minimisation. The further processing of personal data for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes is to be carried out when the controller has assessed the
feasibility to fulfil those purposes by processing data which do not permit or no longer permit the identification of data subjects,
provided that appropriate safeguards exist (such as, for instance, pseudonymisation of the data). Member States should provide
for appropriate safeguards for the processing of personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. Member States should be authorised to provide, under specific conditions
and subject to appropriate safeguards for data subjects, specifications and derogations with regard to the information
requirements and rights to rectification, to erasure, to be forgotten, to restriction of processing, to data portability, and to object
when processing personal data for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes. The conditions and safeguards in question may entail specific procedures for data subjects to exercise
those rights if this is appropriate in the light of the purposes sought by the specific processing along with technical and
organisational measures aimed at minimising the processing of personal data in pursuance of the proportionality and necessity
principles. The processing of personal data for scientific purposes should also comply with other relevant legislation such as
on clinical trials.

¥ Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003 on the re-use of public sector information
(OJ L 345, 31.12.2003, p. 90).
AR ERO —IRFIRIZ B3 2RGSO EE2 0D 2003 4 11 A 17 H D545 2003/98/EC  (OJ L 345, 31.12.2003, p.
90)
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(157) By coupling information from registries, researchers can obtain new knowledge of great value with regard to widespread
medical conditions such as cardiovascular disease, cancer and depression. On the basis of registries, research results can be
enhanced, as they draw on a larger population. Within social science, research on the basis of registries enables researchers to
obtain essential knowledge about the long-term correlation of a number of social conditions such as unemployment and
education with other life conditions. Research results obtained through registries provide solid, high-quality knowledge which
can provide the basis for the formulation and implementation of knowledge-based policy, improve the quality of life for a
number of people and improve the efficiency of social services. In order to facilitate scientific research, personal data can be
processed for scientific research purposes, subject to appropriate conditions and safeguards set out in Union or Member State
law.
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(158) Where personal data are processed for archiving purposes, this Regulation should also apply to that processing, bearing
in mind that this Regulation should not apply to deceased persons. Public authorities or public or private bodies that hold
records of public interest should be services which, pursuant to Union or Member State law, have a legal obligation to acquire,
preserve, appraise, arrange, describe, communicate, promote, disseminate and provide access to records of enduring value for
general public interest. Member States should also be authorised to provide for the further processing of personal data for
archiving purposes, for example with a view to providing specific information related to the political behaviour under former
totalitarian state regimes, genocide, crimes against humanity, in particular the Holocaust, or war crimes.
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(159) Where personal data are processed for scientific research purposes, this Regulation should also apply to that processing.
For the purposes of this Regulation, the processing of personal data for scientific research purposes should be interpreted in a
broad manner including for example technological development and demonstration, fundamental research, applied research
and privately funded research. In addition, it should take into account the Union's objective under Article 179(1) TFEU of
achieving a European Research Area. Scientific research purposes should also include studies conducted in the public interest
in the area of public health. To meet the specificities of processing personal data for scientific research purposes, specific
conditions should apply in particular as regards the publication or otherwise disclosure of personal data in the context of
scientific research purposes. If the result of scientific research in particular in the health context gives reason for further
measures in the interest of the data subject, the general rules of this Regulation should apply in view of those measures.
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(160) Where personal data are processed for historical research purposes, this Regulation should also apply to that processing.
This should also include historical research and research for genealogical purposes, bearing in mind that this Regulation should
not apply to deceased persons.
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(161) For the purpose of consenting to the participation in scientific research activities in clinical trials, the relevant provisions
of Regulation (EU) No 536/2014 of the European Parliament and of the Council * should apply.
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(162) Where personal data are processed for statistical purposes, this Regulation should apply to that processing. Union or
Member State law should, within the limits of this Regulation, determine statistical content, control of access, specifications
for the processing of personal data for statistical purposes and appropriate measures to safeguard the rights and freedoms of
the data subject and for ensuring statistical confidentiality. Statistical purposes mean any operation of collection and the
processing of personal data necessary for statistical surveys or for the production of statistical results. Those statistical results
may further be used for different purposes, including a scientific research purpose. The statistical purpose implies that the
result of processing for statistical purposes is not personal data, but aggregate data, and that this result or the personal data are

5 Regulation (EU) No 536/2014 of the European Parliament and of the Council of 16 April 2014 on clinical trials on medicinal products
for human use, and repealing Directive 2001/20/EC (OJ L 158, 27.5.2014, p. 1).
N R OIEATERCBIT 2, KO\ 845 200L20/EC ZBEIET RS K OFES20 2014 4F- 4 A 16 H OB
(EU) N0 536/2014 (OJ L 158,27.5.2014,p.1)
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not used in support of measures or decisions regarding any particular natural person.
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(163) The confidential information which the Union and national statistical authorities collect for the production of official
European and official national statistics should be protected. European statistics should be developed, produced and
disseminated in accordance with the statistical principles as set out in Article 338(2) TFEU, while national statistics should
also comply with Member State law. Regulation (EC) No 223/2009 of the European Parliament and of the Council *° provides
further specifications on statistical confidentiality for European statistics.

(163) EU DA 3 M ONNERE DO AR AR 5 72002 EU ORI K OB EORE R MUE T+ S i
PEOH DT, R SHRT TR 7w, BONFEEHE, TFEU D5 338 555 2 TRIZE®D Hitat EDRAR
ANZHES TRRIT DAL, 1RSI, 20, Bl S5 bD & LRIFIUTR 57220, iz, MEEOHET
X, INEREOEMNEZ ST LRTIUTZR B0, BN R OB OBIRIEC) N0 223/2009"1%,  KiINHEEFD
TeOITHa T B ORI BT D BIOMAIZ E DTV D,

(164) As regards the powers of the supervisory authorities to obtain from the controller or processor access to personal data
and access to their premises, Member States may adopt by law, within the limits of this Regulation, specific rules in order to
safeguard the professional or other equivalent secrecy obligations, in so far as necessary to reconcile the right to the protection
of personal data with an obligation of professional secrecy. This is without prejudice to existing Member State obligations to
adopt rules on professional secrecy where required by Union law.

(164) EHEHE UTIHE D DEANT —Z ~DT 7 & ZA RO DRIEZA~DT 7 & 2 %2455 12O DETERBIOHER
WBIL, BRI, BN LY . ABRIORIRROGFNT, AT — & OIRGEOHER] & IBHs L FREER & O
FEEMEAARNDTOITEL & 72 DRIPFHANICIS N T, IS EORME 32 & B E OIS 2 R 5729
DFFIBEZTIRTE 2, UL, EU IEIC K-> TEREN D6, T EOSTRESH5 BT 215D 25
NEMEEOBEFOFRB 21T 5 b O TIIZRY,

(165) This Regulation respects and does not prejudice the status under existing constitutional law of churches and religious
associations or communities in the Member States, as recognised in Article 17 TFEU.

(165) AHANE, TFEU D 17 FIZBW TGRS TWD L oI, IEENICH 2, FEFIRRORE
DERDOBATOFIBIITE S HN AR L, /D, ZHETIT7Ru,

(166) In order to fulfil the objectives of this Regulation, namely to protect the fundamental rights and freedoms of natural
persons and in particular their right to the protection of personal data and to ensure the free movement of personal data within

16 Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statistics and repealing
Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the transmission of data subject to statistical
confidentiality to the Statistical Office of the European Communities, Council Regulation (EC) No 322/97 on Community Statistics, and
Council Decision 89/382/EEC, Euratom establishing a Committee on the Statistical Programmes of the European Communities (OJ L 87,
31.3.2009, p. 164).

RRINOFEEHIBTT 5. WO, RRMNIEFEWATSG R 283 EORMEIIRT 27— 4 ORI BT M R O¥E
2ORBIRIEC, Euratom) No 1101/2008 Z B LE L, RRMILRIAD T HI RSS2 B2 HRIEC) No 332/97 ZBElL L, K& U, Euratom
DOERMNEB SRR HEZ B OREI 2B 5 BLE I TE 89/382/EEC 4 17~ 2Nk L OBEE230> 2009 45 A 11 HD
FHHI(EC) No 223/2009 (OJ L 87,31.3.2009, p.164)
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the Union, the power to adopt acts in accordance with Article 290 TFEU should be delegated to the Commission. In particular,
delegated acts should be adopted in respect of criteria and requirements for certification mechanisms, information to be
presented by standardised icons and procedures for providing such icons. It is of particular importance that the Commission
carry out appropriate consultations during its preparatory work, including at expert level. The Commission, when preparing
and drawing-up delegated acts, should ensure a simultaneous, timely and appropriate transmission of relevant documents to
the European Parliament and to the Council.

(166) ABLUND A, 725, ARADEANZMERN N OB -, FHZ, BRADMEANT —Z (RO 2k
L. 2, EU BINIZEIT DIEANT — % O BHBERZ MR T 72012, TREU OFF 290 S/I2 K 51728 2Bk
R DHERDIKRINZEERICTHES N D, FHT, FERETEDORIER O, RS NIZT A 2 A2l > THOR
SNDREIHFRMOEDT A 2 R D FFU R L T, ZHESN D TADBERS 2T T b2, B
Z LD DEED, MNEBENE ONEEA HERT DRICEINHRETT O 2 L13, FICEERZ LT
o, WINEERIT, ZHESIIATAZMER L, R DB KONGRS M OBERRISH L, [FRHS, RS,
2>, WWONT, BIHESCEZ AT D 2 & AR LT U B 7wy,

(167) In order to ensure uniform conditions for the implementation of this Regulation, implementing powers should be
conferred on the Commission when provided for by this Regulation. Those powers should be exercised in accordance with
Regulation (EU) No 182/2011. In that context, the Commission should consider specific measures for micro, small and
medium-sized enterprises.

(167) ABRIOFEED 7= D OKE—HI72 5 2R T 5720, ABRNZ Lo TED BTV DG, BINEES
(26 L TEDIEEHEIRAN G- 2 HIRTHUSZR B2V, ZOkERRIE, HHEI(EU) No 182/2011 (2t - T S v/
FAUTIR B2, ZOBFRIIBNT, BYNERERIL, TV NFHMESED 7O O BARR 205 B 25 L2210 hudie
SYAAN

(168) The examination procedure should be used for the adoption of implementing acts on standard contractual clauses
between controllers and processors and between processors; codes of conduct; technical standards and mechanisms for
certification; the adequate level of protection afforded by a third country, a territory or a specified sector within that third
country, or an international organisation; standard protection clauses; formats and procedures for the exchange of information
by electronic means between controllers, processors and supervisory authorities for binding corporate rules; mutual assistance;
and arrangements for the exchange of information by electronic means between supervisory authorities, and between
supervisory authorities and the Board.

(168) EELA & ALBEE O M OWBHFE I DAEHEK TR ; ATENER ; SRGED 72 D OEAAAE R OFRGEIE ;
F=IEL B=EPRITIRT D e U < IIRFE OISO IEBEBNC L > THEA BN 372 L-YL Ol ; 17
Yo7 — ZRR IR PR HEZERENN D7 O OB B | U K OB BAR D FAVZR FBRIZ L D IFHRASHAD
7 A=~ FROFRE ; 1) BERREI O M M OB RS & RSO TOETRIZRFEIC L D IF o=
DOFRUBTT 2 FEATROTIRDIZDIZ, FERETFHD O LNRITIUTZR B0,

(169) The Commission should adopt immediately applicable implementing acts where available evidence reveals that a third
country, a territory or a specified sector within that third country, or an international organisation does not ensure an adequate
level of protection, and imperative grounds of urgency so require.

(169) A FIREZRFHMUC K- T, HE=E, F=[ENOHUEE L < ITRHEOFP SO IERREEN 5372 L-v
PREEZ TR L CUOVRNWZ EDBA BN D | 730, BREMEE W) IR RIS 5 & Z 13, MMNEESIE, '
BT, WHREZRFERATAZ PR LT U2 6700,

(170) Since the objective of this Regulation, namely to ensure an equivalent level of protection of natural persons and the free
flow of personal data throughout the Union, cannot be sufficiently achieved by the Member States and can rather, by reason
of the scale or effects of the action, be better achieved at Union level, the Union may adopt measures, in accordance with the
principle of subsidiarity as set out in Article 5 of the Treaty on European Union (TEU). In accordance with the principle of
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proportionality as set out in that Article, this Regulation does not go beyond what is necessary in order to achieve that objective.
(170) AHRNDO B, 3725, EU U231 5 AR ADIRER ENT —Z O B H7BHROBFER L)L T
OMERRIT, MEEIZ > TINS5 2 N TET, 2D X ATADOBIE AR IR DOD I, EU L
~VTEY B ZOENEZERT D ZENRTELLOTH LD, EU X, BINEESK (TFU) O%F 5 &l
TED DHIGEMEFRNIGE, HEABIRTE D, RISRITED 2 IBIERRNIIE N, AHRNE, 20 BIZERT
DI-DITWE I b TATHBZ D Z MR,

(171) Directive 95/46/EC should be repealed by this Regulation. Processing already under way on the date of application of
this Regulation should be brought into conformity with this Regulation within the period of two years after which this
Regulation enters into force. Where processing is based on consent pursuant to Directive 95/46/EC, it is not necessary for the
data subject to give his or her consent again if the manner in which the consent has been given is in line with the conditions of
this Regulation, so as to allow the controller to continue such processing after the date of application of this Regulation.
Commission decisions adopted and authorisations by supervisory authorities based on Directive 95/46/EC remain in force
until amended, replaced or repealed.

(171) #5745 95M46/EC X, AHANZ K-> TR =D, AHAINEH S35 BIZIW TR Thoiu T D Bl
VX, AHRNDFEZhOH 2 LIS, ABRNTHES T2 & 2 I2Shidiudze H7av, Bl 7357 95/46/EC 12
L DAEIZESS b DO TH LG, ZOREZ G T-RBRPAHHROSAIHIE 5 DO THLHRY | AR DI
H D H OB RGN E OB ERRE T 2 Z LN TED L OITT D720, 7—F FHRPH COREA HR
THRET D 2 LA Z LRV, F55 95M6/EC [ZEASWTHIRE 4L, BBHERAIC L » TRRB SN -INER S D
WREX, TOWE, B UIFELERSH D ETOMIL. EORMEELHERFT 5,

(172) The European Data Protection Supervisor was consulted in accordance with Article 28(2) of Regulation (EC) No
45/2001 and delivered an opinion on 7 March 2012 Y/,

(172) FRNIT— 2 (i 22pBE I, FHAI(EC) No 45/2001 0% 28 4545 2 TEICHE > Claa L. 20124E3 H 7 H
ICE DB REZT R LT,

(173) This Regulation should apply to all matters concerning the protection of fundamental rights and freedoms vis-a-vis the
processing of personal data which are not subject to specific obligations with the same objective set out in Directive
2002/58/EC of the European Parliament and of the Council *®, including the obligations on the controller and the rights of
natural persons. In order to clarify the relationship between this Regulation and Directive 2002/58/EC, that Directive should
be amended accordingly. Once this Regulation is adopted, Directive 2002/58/EC should be reviewed in particular in order to
ensure consistency with this Regulation,

(173) ABUUNE, EHE DI M O EIRNOMERZ 550 BRINGR K OB DR S 2002/58/ECTPIZED 5 D &
7] CRFBIDOFREEIZ IR S 72U MEA T — & DEHR N & ZAVENRIIN T 2 AR 7R L O'E ORI 54
TOHNTEH S5, ABIRIE 55 2002/58[EC & DBHRAZFIMEIZT 5720, [AFERIE. Lnd~<KBESH
PRFIUTIR B, AR S 17214, F545 2002/58/EC 1%, FHIABIAN & DR E MR T D201, A
ESRTIUTR B0,

HAVE ADOPTED THIS REGULATION:

7'0JC192,306.2012,p. 7.
0JC192,30.6.2012,p.7.
8 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the
protection of privacy in the electronic communications sector (Directive on privacy and electronic communications) (OJ L 201, 31.7.2002,
p. 37).
AN DIENT — 2 DEGER T T A /32— BT DRGSR OS2 00 2002 /-7 A 12 HOES
2002/58/EC (77 A /S —KOE EEICRET5164) (OJL201, 31.7.2002, p.37)
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