19




17 2005 4

16

20

EU APEC

19

19

OECD



OECD

EU

APEC

50



OECD

EU
APEC



o o/ o S\

1998

1998

1984

1995

EU



1998

1998

10



EU
EU

2005 2006

1998

1990

1998

1998

10 24
245
5,000

115

16

2005 2006



EU

CNIL

1978

2004






EU
EU

N o/ o N\ N\

CNIL

85

17

30

EU

2006

4,650

12



2005

30

30

18

116

94



o W\

1977
1990

1977

2001






EU
EU

2001

10

EU



3,875

o o/

11

10

25



1974

HIPAA

DV

~ N~

12



FCRA

PHI

GLBA

13

50



EU

1,045

14

2006

EU

11

2000

EU



EU

FTC

EU
EU

FTC

5,000 60

15

DOC



600 2006 12

16



OECD

OECD

OECD
OECD OECD

OECD

OECD

17

1980

23

OECD



OECD

OECD

OECD

OECD

OECD

OECD

18



1998 OECD

2006 7 24

-0ECD -
10 26

19



EU

EU

EU
EU
EU

EU

EU

1995

20

10

24



EU

EU

EU

EU

EU

21

EU

EU



EU

2006

1

EU

EU

2000 EU
2000

22



APEC

APEC APEC 2004 10 29
2005 11 16
APEC
APEC
APEC
APEC
APEC

23



APEC

APEC

APEC

APEC

APEC

APEC ECSG APEC
APEC

24



1984 Data Protection Act 1984 1995

EU EU Directive on Data Protection 1998
Data Protection Act 1998 1984
1984 1998 1998
1998 7 16
2000 3 1
1 1998
An Act to make

new provision for the regulation of the processing of information relating to

individuals, including the obtaining, holding, use or disclosure of such

information
1984 1998
relevant filing system
1
personal information
1998
1984

25



1998

27
—50

1998
1998
1 —6
40
1974
63 —75
1—16
1
1
2
3
4
5
6
7

7 —15
16 —26
—39
51 —75
51 —54
55
56 S7
58 59
60 61
62

Data Protection Principles

Information Commissioner *s Office, 1CO

Schedule

Fairly and lawfully processed
Processed for limited purposes
Adequate, relevant and not excessive
Accurate and up to date
Not kept for longer than is necessary
Processed in line with your rights

Secure

26



8 Not transferred to other countries

without adequate protection

1984 1998 registration
notification
3 code of practice
CCTV code of practice Employment Practices Code
[ 1
[ 1
1 1 —

27



23 1

1 1 data protection
principles 1
4 1
1
1 2 4
4
1
a
2 1 b
3 1
2 1
2 1 Conditions relevant

for purposes of the first principle: processing of any personal data

2 6
1
2 a b
3
4
a
b
c
d
6 1 legitimate
interests

2

28



1
300
1
journalism, literature and art domestic purposes
1 1
1

neighbourhood watch

29



1998

1998 1 Basic interpretative provision
)
data a
b
c
d a b c 68
1 1
1984

1998 c
)

relevant filing system

EU

2 (©

1998

)

personal data a b

data controller

30



1984 any indication of the intentions
1998
Court of Appeal (Civil Division) Durant v. Financial Service

Authority 2003 EWCA Civ 1746

Michael John Durant 1998
7 Financial Service Authority, FSA
FSA
2002 10 24 Edmonton
County Court
relate to
EU
1998
EU

31



1998 2

sensitive personal data

3 1
3 1
Conditions relevant for purposes of the first principle: processing
of sensitive personal data 10 1
explicit
1989 Fair

Employment (NI)Act 1989

Jones

32



2
1
1998 data controller
4
1 1

1984 data user

EU

)

Code of Conduct

1998

33



Processed for limited purposes

1 8 2
1
20 25
20 25
EU
CD
|
1998 directory
|

34



2000

(Representation of People Act
2000)

TPS: Telephone Preference
Service
DMA:

Direct Marketing Association

DMA

35



1998

suppression service
TPS 8 1 MPS

1998 7 —15

36



10
11
12
13
14
15

1998

1998 EU

1998

37

10



) a i

)

1

2 a
b
1

) a
b

c
)
)

EU

Binding Corporate Rules

EU

EU

38



EU
EU 1998 10 24
1984 EU
1998
[ 1
1998 1 —6 6
The Commissioner and the Tribunal
2000 Freedom of Information Act 2000
2000
Letters Patent
6 2
51 —75
51 54
5
[ 1
Richard Thomas 2002
11 30 1998 2000
270 280 70

39



2005-2006

230
15 245
]
]
1984 living individual
1988
1998
1990 Access to Health Record Act 1990

1

40



c
d
e
f
f
[ 1
[ 1
1998 55 unlawful obtaining
etc. of personal data
55 1
a
b
1 3
60 1990 Magistrate
Court Act 1990 5,000
1984
1990
1994 Criminal Justice and Public Order Act 1994
161 1984 5 161

procuring disclosure of, and selling,

41



computer-held personal information

55

17
16

55

17
55

employee

private investigator

20 1984
1984

42

1998

2005-2006

55

banking information

private investigator)

Eric Howe

Elizabeth France



reality

myths

myths

reality

43




myths

reality

44




1978 1 6 78-17  ( Loi
n<78-17 du 6 janvier 1978 relative a 1"informatique, aux fichiers et aux libertés)
2004 8 6 2004-801 2004
! 1995 EU

1
responsable d"un traitement de données a caractére
personnel
5 2 2
3
( données a caractére personnel ) ( traitement automatisé )

( traitements non automatisés )

2004 EU 2
@ (e 2004
! 2004
1978 1 6
25
a
b
% 2004
45 2004 1995 EU 3

v. Laffaire ( M. -L ), Protection des donneées a caractére personnel,
Edition d"Organisation, 2005, p.36.

45



3
( opération )

(collecte) ( enregistrement )
( organisation ) ( conservation ) ( adaptation )
( modification) ( extraction ) ( consultation) (utilisation)
( transmission ) ( diffusion )
( communication ) ( rapprochement ( interconnexion
( verrouillage ( effacement ( destruction 2 4
EU 2 (M
2004
() 6
1
2 5
6
3
4
5
2004
EU 6 2004
‘2 EU 2 ()
(EV) 578 (1999 18
5
2 ) ) 2
6
6 2<

46



&)

~
o

1 ( auxiliaire de justice )’

2 L321-1 L331-1

()

3 ( destinataire )°

2004 )
EU 7 2004
EU 2 (h)

EU

10

)
32

G
2004 EU 2

()
9 affaire, op. cit., p. 72.

a7



~N o O B~ W

2004
2004

32 11

Commission nationale de

I"informatique et des libertés, CNIL

EU
EU 10
1
2
()
2004
11
34
)(
11 32

32
32

32

EU
2004

( reseaux de communications électroniques )

48



(

(

(

(

(

)

)

)

)

)

12

39

EU

39

12

(41

49

39

39

39



2000 6 8
EU 2000-31
13 2004 1

) ¢ )HC)H

)C )
53

)y HO)H

~N A A M
v v v

~
~

¢ )HC)

( )EU

Fevad 2

4 y. Laffaire, op. cit., p. 39.

50



1993
1997 200

200

51



) )

3
)C )
]
) )
]
1
NUMEro
d"identification

52



2004

( Fichier de donées a caractére personnel )

8 15

( obligation de secret professionnel )
226-13

15 ( Institut

National de la Statistique et des Etudes économiques: INSEE )

53



)

16

( décret en Conseil d"Etat )’

26 ) )
2004
EU 8
[ |

16
o ( decret
réglementaire ) déctet individuel )

( décret simple ) ( décret

en conseil des ministres )

54



55

Web



36

(

)

(

)

56

100

300



X)) 4

CD-ROM

57

CD-ROM



Public Avairable

58

20

EU



16

20

39

59

(

(

)

)

)(



Web
[ ]18
1% ““100
100 i

[ 1

40

40
18 2006

<http://www. ladocumentationfrancaise.fr/rapports-publics/064000317/index.shtml>
2004 1,970 2005 1,760

13

60



40

EU

68

61

69



2004
24
192004
EU 25

SWIFT

EU 25
68

EU

9 y. Laffaire, op. cit., p. 232.

62



EU

32

18
EU

2004

EU

EU

)C )

EU

32

G

€

EU

EU

10

26

63

EU

EU

)(

EU

22

EU

11

@

29

EU

EU

11

2

EU

(b)

(D)

)(C )

EU

10

EU

25

)(



21 1

)
)
11
(refére) ( mesure
de sécuriteé ) ( astreinte )
(45
17 (13 5
13
) 2
() (Conseil Economique et Social )?® 2
) 2
() ( Cour de Cassation )* 2
() ( Cour des Comptes )% 2
) 5
2
36
23
2004
EU 18
2004
)
22
23
1 22
20
69 71
21
22
23
( ( arété )
(26

64



personnel )

)

g A W N

24
25

22

( correspondant a la protection des données a caractéere

24 EU
22

( déclaration simplifiée )

( normes simplifiées )

24

2005 1 13 %

24
2004 12 9 %

22 2
Norme simplifiée n<46,

Délibération n=2005-002 du 13 janvier 2005 portant adoption d ~ une norme destinée a
simplifier 17 obligation de déclaration des traitements mis en ®uvre par les organismes
publics et privés pour la gestion de leurs personnels
<http://www.cnil.fr/index.php?id=1231>

% Dispense de déclaration n<=1, Délibération n<=2004-096 du 9 décembre 2004 décidant
la dispense de déclaration des traitements de gestion des rémunérations mis en ®uvre par
I = Etat, les collectivités locales, les établissements publics et les personnes morales
de droit privé gérant un service public<http://www.cnil.fr/index.php?id=1749>

65



(

(

)

)

25

27

25

physique )#

28)

( répertoire national d"identification des personnes

(25

30

27

28 25

29
30

@7

(INSEE)

66

25

29



28
28
)
30

1

2

3

4

5

6

7

8

9

10 EU

Web 81

[ 1

3L http:/Awww.cnil fr/index.php?id=6

67

26



95%

600

68

RFID

56

40



1
15,000 51
5
30 L226-16 1
)
5 30 1226 16 2
5 30
L226-16-1-
5 30 L226-16-1
5 30 L226-17
5
L226-18
5 30 L226-18-1
5 30
L226-18-1
5
30 L226-19)
5 30 L226-19-1
5 30 L226-20
5 30
L226-21
5
30 L-226-22 1
3 10
L-226-22 2

69



L226-22 3

EU
30 L226-22 1
L131 13
( sanction pécuniaire )
15 30 30
St ( ) )
( injonction de cesser le traitement )
)C )

( interruption)

[ 1
2006 6 28
Lyonnais
) 4.5
15 30 5%
France
2002 2

12

2004 12 15

750

45
46
45

Credit

32

Banque de

2004 9 16

2006 3 24

32 http://www.cnil.fr/index.php?id=2104&news[uid]=381&cHash=20ea8ddf3c

70



18 116 94
7 6
4
1
85
2 160
30

71

2005



33

Bundesdatenschutzgesetz

EU

14 28
15 29
4f
11
19 34
20 35

38

33
,No.99,2002 9

72

2001

2001

5

22

23



9
38a
3
42
9a
38a 1
2 P
[ 1
35
34
$ 1983 12

73

41

118

1977

34

4d

41



74



&)

®

4

(3)3

28

28

75

28

28

(1)2



550 650
150 200

6 2001
60%
25%

personenbezogene Daten

76



€))

&)

©)
@

4

®

(©)

Q)

4

)

Einzelangabaen

28
®

77

4

28

4a

28

®

28



® © 30

()
35 2 2
[ |
28
4a 3
[ 1
DIHK
DIHK
[ 1
4f

78

2006

20



€Y)

4 3

2006 8

GDD TUF

DIHK

79

28



&)

®

Q)

®

©)

(3)3

28

a)
d)

28

28 3

b)
e) L) 9

@)
28 5

80

12

®



FAX
[ ]
@)
28
1 3
@)
28 2
3)
29 1 2
[ ]

81



[ 1
€y
34
@
34 2
[ ]36
Auskunftei
36 2002

82

/2003

35 36



DM

UWG

DM

DM

83

DM

28



€))

@

®

4

®

(©)

15

)1

)3

€Y)

84

Sperrung

35

35

35

35

35



Q)

€Y)

35

EU

85

35

4b



5
6
4c 1
¢) @D
4 1
4c 2
[ 1
Binding Corporate Rules Code of Conduct
EU
EU Standard contractual clauses for the transfer of
personal data to third countries
EU
[ 1
EU 2001
@ 4 4a —EU
2 b 7 a
(2 4d 4f
44 2 —¢FU 18

86



19a —¢EU 11

38a —¢EU 27

€))

38 1
@)

(3) 4d
38 2
4)

38 3 43 1 10
®)

38 4

(©)

87

15

43

38



Q)

43

11

38

88

38



6
@ O
[
2006
20
38 4

30
25

11

38

89

44

43

10



1974 (Privacy Act)

FCRA GLBA
HIPAA HIPAA

1970 Fair Credit Reporting Act, FCRA
(1974 ) Family Educational Rights and
Privacy Act, FERPA)
(1978 ) (Right to Financial Privacy Act)

1980 Privacy Protection Act
1984 Cable Privacy Protection Act

90



1986 Electric Communicarions Privacy Act

1986 Electric Consumers Protection Act,ECPA
1988 Video Privacy Protection Act,VPPA
1988 Financial Records Privacy Act
1988 Employee Polygraph Protection Act
1991 Telephone Consumer Protection Act
1994 Drivers ™ Privacy Protection Act
1996 Health Insurance
Portability and Accountability Act,HIPAA 2002
HIPAA ,45 C.F.R.
164(SECURITY AND PRIVACY)
1998 Children®s Online Privacy Protection
Act 13
1999 Financial Modernization Act ,Gramm-Leach-Bliley Act,
GLBA
2003

Controlling the Assault of Non-Solicited Pornography and Marketing
Act,CAN-SPAM-Act

FCRA
FCRA,602(b)

HIPAA

FCRA FCRA, 603(F)

91



FCRA FCRA, 603(d)

604
FCRA,603(e)
HIPAA covered entity
health plan
health clearing house healthcare provider
45 C.F.R. 164.103
HIPAA
Individually Identifiable Health Information Protected
Health Information 45 C_F.R. 164.501
FCRA
FCRA, 604
FCRA, 605
FCRA_606
FCRA_607

92



FCRA.609

HIPAA
TPO
162.506
C.F.R. 162.512
45 C.F.R.
requirement 45 C.F.R. 162.520
45 C.F.R. 162.526
45 C.F.R. 162.528
FCRA
Commission, FTC FCRA,621
FTC
FTC
)
)
HIPAA
privacy officer
45C.F_R.

FCRA

93

FCRA.611
45 C.F.R. 162.508
45C.F.R.
45
162.502(b)
notice

45C.F.R. 162.524

Federal Trade

162.530(a) (1)



FCRA,603(d)

American Medical Association, Code of Medical Ethics, 2002

GLBA
National Association of Mortgage Brokers National
Association of Auto Dealers FTC

37

Department of Commerce, DOC
Safe harbor principles
FTC

BBBOnline TRUSTe CPA WebTrust

W3C P3P TRUSTe Web
38
[ 1
FTC FTC
Health and Human Services, HHS HIPAA
3 127
1994

®  http://www.truste.org/pdf/EUDataSheet. pdf.

94



160.510a-b

]
GLBA

16 C.F.R. 313.13-15
HIPAA

C.F.R. 162.512 a,

c, DV
activities e,
i, J,
1
FTC GLBA
FCRA FTC
HHS HIPAA

Office of Civil Rights, OCR

39

FTC

169

95

Q&A

Protected health Information, PHI
45 C.F.R.

45
public health activities
d, health oversight

f, 91
h!
k!
45 C.F.R. 164.532
Federal Reserve Board, FRB
39
HHS
1993



FCRA  HIPAA

GLBA nonpublic personal information
16 C.F.R. 313.3

FCRA
604
FCRA,603(d)
FCRA,603(e)
HIPAA

individually identifiable health information 45 C.F.R. 164.501

PHI

FCRA, 606
FCRA 10

96



7
FCRA, 605
FCRA,614. 3
FCRA
PHI
HIPAA psychotherapy notes
45 C.F.R. 164.508
1
GLBA 16 C.F.R. 313.10-12
|
DoC 35
HHS HIPAA
|
FCRA
FCRA,603(T).
HIPAA 50
HIPAA 160.103.

HIPAA

97



DOC
DOC
HHS
[ |
604
FCRA, 607
FCRA,616-617.
HIPAA
45 C.F.R. 164.508
45 C.F.R.
164.530(a) (1)
HIPAA
[ 1
HIPAA
HIPAA 40
(American Hospital Association, AHA),
(American Medical Association, AMA), (Healthcare
“0 57-58 2005 HHS
JCAHO Joint Commission of the Accreditation of Healthcare
Organization JCAHO HHS  OCR

98



Information Management system, HIMSS)

FTC
GLBA
GLBA
[ ]
[ ]
FCRA
HIPAA

45 C.F.R. 99.32.

FTC
GLBA

GLBA

GLBA

“ HHS

FERPA

41

99

FERPA

HIPAA

HHS

20U.S.C. 1232g(a) (5) (A).

2005



20 U.S.C. 1232g(a)(5)(A)and(B). 45 C.F.R. 99.37

[ 1
HIPAA De-identification 45C.F.R. 160.514
45 C.F.R. 160.514 18
Identifier

[ 1

GLBA

FCRA

42

HIPAA
[ 1

FTC

GLBA

[ 1

DOC 7

Onward Transfer
[ 1
FCRA
FCRA,611
FCRA611(b)

42 FTC vs.FCRA 255 1991

100



FCRA611(c)

HIPAA
45C.F_.R. 162.526
1
HIPAA PHI
HHS
|
HIPAA
45 C.F.R. 164.501 c )
GLBA
1
EU
EU
1
EU
2000
DOC Privacy
Principles EU 25
DoC 1,045

101



EU EU

EU
FTC 5
FTC
1
FCRA FTC Bureau of Consumer Protection, BCP
HIPAA HHS  OCR
1

FTC

Privacy Notice

102



HIPAA
45 C.F.R. 164.502(f)

45 C.F.R.
164.512(g) (1)
45 C.F.R. 164.512(g)(2)
[ ]
FCRA
FCRA,616-617
5,000 1
FCRA,619
FTC FTC
GLBA
2 20
43
HIPAA
HIPAA,1177 100 1 2 5
5 1
10 5
2 5 10
HHS  OCR
[ |
HHS 2006 12 HIPAA
8 FTC National Title Agency GLBA

FTC Press Release,Real Estate Service Company Settles Privacy and
Security Charge, http://www.ftc.gov/opa/2006/05/20060510-3.htm

103



2006 5 10 ID

Data Breach Notification Act

HHS OCR Electronic
Health Record, EHR

FCRA, 622
FCRA FCRA

HIPAA

Drug Abuse Prevention,Treatment and

Rehabilitation Act
Comprehensive Alcohol Abuse and Alcoholism Prevention,Treatment, and
Rehabilitation Act HIV
HIPAA
HIPAA

“ White House, Exective Order,Strengthening Federal Effects to Protect Against ldentity
Theft(2006.5.10).

104



OECD®

OECD
(OECD Recommendation of the Council concerning the Guidelines on the Protection

of Privacy and Transborder Flows of Personal Data ) OECD
OECD 1980 9 23

( ) 1 b

2
) a

)

OECD
OECD OECD

1
2
3

45

http://ww.mofa.go. jp/mofaj/gaiko/oecd/privacy.html 2006 12

105



a)
b)

10

11

12

106



(

a)

b)

©)

d)

)

a))

OECD

a)

b)

14

13

107

a



o O T 9

19

70
a 19 ()

b 19 b

c 19 c

d 19 (d)

e 19 (e)

discrimination )>>

20

19

69

( implementation, modalités )

19

46

19

108

<<

46

<<

>>

( benign



21

22

OECD

10

a)
b)

109

19



15

16

17

18

OECD

OECD

13

OECD

110



OECD

4 19 2 3
3
1992 11 26
1997 3 27 47
1998 OECD
OECD
2002 7 25
48
2006 7 24 -0ECD
2006 10 26
4 OECD
18 2005 2
8 OECD

19 2005 2

111



€))
&)
®
Q)
®
(©)
Q)
®
©®
(10)
(1)
(12)

Eu49

EU
3 1
EU
25 26 EU
EU
6
7
8 9
10
12
14 15
16 17
18 19
22 24
25 26
27
28 30

49

, No. 578, 1999 9

112

11

EU



18

21

8

2

(D

113

28



@
)

©

(D

©)

114



@
C)

©

(D

O

115



12

@

EU

12

(@)

(b)

(©)

25

15

116

(b)



26

@
()

©

(D

©)

®

31

31

25
25

117



28

1
25 2
2
31 2
1 2
20

118

31



EU

24

20

2004

@

06

2001

1

3
EU
EU
5
2001 1
3 2004
12 20
EU
PIPEDA
EU
EU
1998

119

PIPEDA

2000



)

EU

FTC Federal Trade Commission
FRB

2004 EU

1988
2000
300

EU
EU

120



APEC

APEC (APEC Privacy Framework) 2004
APEC
APEC
APEC APEC
APEC
6 12
APEC
14
15 17
18
19
20
21
22
23 25
26
APEC
14

121

10

29



12
13

APEC
31

APEC

Guidance For Domestic Implementation)

22

23 25

- 22

- 23

122

part 1V, A
27

confidential commercial information



- 24
- 25

18

19

20

- 18

- 19

APEC

10

23

23

23

a/b/c

19

123

25



APEC APEC

26

ANNEX1

26

APEC
14

mechanisms

APEC

APEC

38

14

enforcement mechanisms

27

-APEC

37

A Guidance For Domestic Implementation

28 30
31 34

35 36

124

APEC

enforcement



38

-APEC APEC 39
2005 APEC  ECSG /Electronic Commerce Steering Group
APEC
APEC
ECSG

Privacy Impact Assessment/PIAs

125





