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EMMPND ZEICEELTET D EORMPRINTZ, WTCE X, BRICET bz
ANT =2 OHFI RO BHOREL WO BR A E AR T 22 ENEETH D,

F72, 2014 4E 3 H 21 BICBES7Z OECD 77 A4 Ry —HFE T v v R 7 —7E
WTC, EATEHROFACER GG Z VB RIIFEB B W TERE RS2V E W) EU BRE
DHIRHTREDORFERND bR -T2, bo b b, VAT G OB B AIFHR
DB S %2 AHNICHERT D2 LR L VO b H o 7217,

Pz

EUT—%f5 (F25) ZB105 MEAAT—% &%, @l S R34 25 2 LT
5EHARNCEHT DT X COEREERT 2, #HIT 52 ENTELMALIE. FRTME A
WS, SUTRRRY, AR, KRR, BRI, SUBRIHE LIS 7 AT T 4 7 4
IR 72 1 DT 2 DL EOBEREZZIRT 2 2 LIk o T, EHERN UM 5
ZEMTELEENS ], UFTHE, O ITXTofFdR), @ NfT5). @ sk
AT 22 LN TE D), @ THRAN] T TEREIVRRT D,

16 Article 29 Data Protection Working Party, Opinion 4/2007 on the concept of personal
data, adopted on 20th June, 2007.

17 OECD, Expert Roundtable Discussion: Protecting Privacy in a Data-Driven
Economy: Taking Stock of Current Thinking, 21 March 2014 (Session 1 Personal Data
Taxonomies and Governance). OECD (ZOWCid, AHEE - IATH L2 S,
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@ IF_XToE#H (any information) |

[T _RTOEHR ITEROME, WA, RWERBOZAZNNLHETIL O 5, F#RO
PEEICIE TRERIZR ) i (7R L) oAz od, BRSO S TERIRZ ) il
bate (728 21E, ITitlus [ HMEBTELEAANTH D) AT —ZITHENT D EH E 1T,
TNREFETHY . GEHSNTND Z L2 REL LW, [FRONEOBRNDIEL, HA
T2 OBRITIE, WORLHEEOERL T — 225t ThbL, kv T 4T T —
ZITERENUCE EN D05, EAOHNLRBENT D B AT S IFE#RZ BT,
HMOFREIZIZ, TAT7 7y b, HF KW BE, ELW0ol0hRHIFREOE RS
NT— 2 OW&ITE e,

1 EEROLHIEHR

EHESLOMGTIER (- & 213, ERDRBIER S, ERNL, EELE R, WEE. ik,
EF. EHOMEE, RATERVAN, LFEORSL, BEES%) 13, 7L 2 EBHERN
EALSNTOEE LT, LG EOIBRETH S 5 & DI 5 A S iz
H— DIGHETH A b ZOEENFTBECHETIMAT —F LB L5, L
Mo T, WS, FIFHIESN S ZEFICL > CRRS NI L FEICT B8
PR O BUEF IR 5 2 21T, BUAICRT BEAT — & O = HiHHc %= 5,

Bl FLots - Roxoy
TLTF 2 s NURTIZBNT, SUTORRICRT 2BEDOEFENT — 7 I28E S
X, INHOEEINZEFIMANT —F L LTAREINDIRETH D,

il . EFAEEH
B Y AT MM L o THRE SH 7= A OB IZE A 23383 L 2 B 1230 CfHE
ANF—Z L7055,

1l . FELMAHELH
BUHEICET 2 BRI TR N T, D A~DOMBIEHETF DT X SO R, ML OFREA
RLTRPIRE SN, ZORIE, LD UG LML DOFBEDE < ORERREIT KT 5L B]
BT 2R RSN TV, ZOGEE RENVHEBENT =2 Thd LRI D,
ZORPEBICIREICET AEREZFALNICLTEY, L 2T, RBECRBOREE ICB
THHEHRBBL SN TND, ZTORE, WBILZ ORIV iE LV FHHR~DT 72
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MER ZATRETE 5,

@ TZBH9 % (relating to) |

THEMPBFEFEDOMBEAIZDONT (about) DHLOTHD & &, TOFEHRIIMBA BT L) &
HIREIND D, AN TIZAT2) 7—2ThdLBZLNDOITIE, TR OFEFE, TH
B DBEHE, TR OERZRPLETHD, ZHDO 3 DENTIN 1 OBREELERD.
— TN% ] (contents) : HAIZEAT 2 #H2H 6 HIRPLUCHE S L TRHM S 2t ide
A AN
— THH#Y) (purpose) : 7 —# BMEANDOHNLATEVEFHI L 72V | —EDONTZH TR |
B KETHER > TR s 2 &
— TR (result) - EAICBT 27— 2 FIHT 2 Z & TRIED AN DR L OFIA 63
H%hH (impact) #HT5HZ &

R DR OAEIIMIZ DN TOIER T D, T OIFERIFEE O HUSIZ 31T 5 RENPEAM#
DKEZERTIET ThEL, 77— 2 REOBENPLT LHEA SN2 DT TiERwy, L
L., —EOHAICZOX I BRERBMBMAT —X L LTHET L LD, BIEIZ, FiTir
BHEDEETHY . 72& 2 X —EOBEE L) BFOFAZIRET D1-0ICFHEND
BET, ZOLORIEFRPEANT —F L LTHRI D Z EITEmITR,

5l BEEY—FEXEH

HEYVE O — & 258k, B L2 RE T 5 B8R, BT, RAER . BiTruRE,
ZOMORPUCBET DIERPEEND, ZOEFERILTT L — FEZOZ DB SOTLE L
HiET 52N TE, TAHFLBEEMTDZ ENTED, B VWo BT L2 A
B L AR OBEMEZEY RiIFHIE, HRISFTAE £ IERE T35 boe R
%

I EEDBEEEHR (call log) |

RPN 0D 3 R RS AR AE OO IR T B S MU= AR A B U lRE T B 2 s HR 0t
SNZHE. ZOBBRTRRD EREOBRERLACHT I L LAY I 5, DHENRZD
AR DI 2 A, AT T O R E OB B OXRUCE L, BERLE DY
BECL>TUTObREbLDEENTVD, ZOBHATH, TXTORE « ZIE0EEHCY
B OFRETE . ARG, B X OBEICET 2 HERNAE EN DR ICBN T, AT —
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ZOBEDZNEDFEONTIICE XS D ENDRITTREZ0,

Bl 55 —DEERERDER

B =SS Ko THESL LT B ALEEROKHIC L > T, VT A2 A A TRATE
HH Y —DNEERET D ENAREE o7, MEFHHROLED B, BEORK D
ITVILEIZWD X 7 =& EID Y THZ LT, T —e 22t 7Y U OfifIcH -
Too WIS X, ZOHEICKLEROITEEFICONVTO O TR, BEEHICET
LT —HThbD, LnL, ZORIEIXY 7 v —EITOMLFEEZFHET 5 L O TRV,
EFEELERL, A— FHIRZESFLTWD2, #EWEUREDOD ZRATNDINE IR E
Tyl THIENTED, TNz, ZOHIEIXZINOGOBANCET L ERLRIREL
b l, ZOLI T —XIXARANCET LD EHREND, ZOMBEFROLIILT
— 2 RERANCIRT D 2 & LD,

@ TERA 7 UEERT % Z £ 3 T& % (an identified or identifiable) |

HARADNER OMORERE & TXAIS4 5] (distinguished) Z & T, Z0F X [FH &
iz (identified) &AL 5 %5, £D7H, ARADRHEGNNT D Z LR ARETHY S 2T
L, 2oFEN® plans 5] & &b,

AL, R, RIS DA O—EOMWEHR, EREOEAN S FRIOFF A & 5
A2 ONTELRRORRE AT 2E BRI 2FHREEB L TiThbh s, BARFIE LTI,
G, 206, KREOTZLEHBIHRISNBRNE S R ADHAN G 5,

EU 852k 2 lEls ) 2 A (identifier) &i%, MFRICEAGEDNIE S, XITW
IRAY, AEFRRY, RERPRY, BRERY. SUERE LUIHESMT AT T 40 7 4 1IXF A7 1 DX
2O EDOEREZSZRT D 2 LI2L - T EENUIMEMIZEI S 2F LWV 1,

* [EERY E S IIREERISERR] S D TIEIC W T

ELFERY © AT & D akn]

WA MRS T DT, RAIZ. £OF LEA AW & ORI OIRELZ [FEES 2 72D, il
OfEH (EEA R, BEORA, EFT, BEE) L6 SRTER 5720, Titius 23
&0 AN RHOAFOFRITRA AT 2 2 & TR SNIEANICET L &Rk
2%, RAIE, M EZXKHT D200 F L FOMAEDOEHHRE MWD Z & TRIEDHE
ANEHLNZL TS, o, RAF, Z20EREZITEFEL, EZTROMD, FHiké
% < DIERFEHIBERICBIT 2 ZDFICONWTONEHRE 52 5, BEBRNEDRKL LT
L LTEDEOHREMD ZLSATE D,
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Mz« BREE S, BBV BRERE S, HBREER S, SAR— &S, (FEl, B,
JBTE) EDOEDEL TWDEFEZ RO TV Z & THBIL 95 2 EEREM
DA

TRNWA=Y 2B TS B EWVoRIKIIERTH>Th, BEHE TR TV 5@
TTANDOFENLHITHZENTE D, DD, MEITERSEIR L TS A S
NIDDMEINDTH- T, FFEDFRIZEBIT DIRPLUEKIL L TW DD TR,

MR 72d B ORI, /NS b D Thih, K&ERboOThh, FFHFORE] L) B
RICBHRL TS, 207, KAZBEUTEHOINTIERICZ 058t L3, R4Z
AWBERITZT R TOFRICBWTEAZ#NT 272D TH L DIT Tideu,

7 = 7 ORERAR (web traffic surveillance) YV — /Wl k> T, 22—V =D =7 L TD
TELHA LT Rofe, Va7 ETOEANDWREICHET HERNED SN TE T, 2
DIy = THEERY — L HAORARLCEFICONTHNRL Z LR, ZOAY
AL SRR, DERR, RS S VIO BB SWTEAUL T Z R TEDH L,
TDONDORETHHETHZENTE D, sV IVUL, EALZTERNT 5 fTaEMEIL, &4
FTLHLZOEDRA Z RO THIHE—DOREELERT 5 H D TIER,

RN ENEFHIFT OFRRBIC LU, T4 2=y ROR—=IZHBWT, Hix 2 \WE 2
L, RACMOFREIZE > T, 72& 2 XFBEMECBKICET 22 0F OEFEFELE
FEERAE B2 HZ LT, ZFOFEHBINTDH I L1X, EU FESRERT HEAT —F OME %
HER 5 1o

C RAITIEIZONT

FRAAIC 26 HIX FHITE D) LW HEICFICERE L TWD, 772205, [HLHEMN
BN E AL D DIRMNE O MERET DI, T— 2 EHEEITEZAWEHNT D720
DIMDONIZLE > THWLEND & 55 ARG HR) T (all the means likely reasonably
tobe) NEROLNDHNETHD ],

(5 — 2 EHHEE LA ETRT D200 NI L 55 55 e A B TEE
EW O I, FRCBRT 2T R TOEREZEET RETH D, il &2179 3 X MIDL
DOOERTHo-E LThH, M—DbDOTIERN, B EiL BI, MEEATTHILD ik,
BEHAIZL DM A, BMAORIZEDZ 72 53 MR Z2EREIEEFE O Y 27 (7o & ZIXMEHE
BER) . AR ATREEN T R TEBRBICANDON D NETH D, T, ZOT X MIH)

18 CJEU, Bodil Lindgvist, C-101/01, 6 November 2003.
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BRI TH Y, BN & E DOEMOBLRST — & DB S 4 HHEBE D78 2 rTREME 2 B &
TRETHD, SHHNLNTH LWL AREREHIFE TS BT 2 Z LIETE R0,
HLLbT =B 1I0ABOAEEEIND TETH D0, MBIMEHOIFERIF I AT
HLEITTESINTELT, AT —% & LTHRINDNETIEARY, LarL, 10 FH
DIRAFHIF ChHL, EHEIIERD 9 FHIZBWTAEL LB O TR Z BE T & T
b5, ZORIEZZOBAE L DIRBICHEIESNL TN RETH Y, B R HEAR MR
BEAHEANTRETHD,

Bl BEDE (77—R k- x—L) & XBEE

LD X HJEEPELDO T 7—A b+ R—L & L bICRFECAE SN, ZOAHO
Ty —A b e R LB, BURRHM AL BN E DRI TND I EEH> TN D
FRELES ST, ZROFIELZOEZBHL > 22 L L20 | XHESHEAT —
2L D5,

5l REHEDT—%

RGO A R AT B O IR D T — X RO E I E PR OSIBIET 5, BE
DERAITANHIRTWRWAS, B 5 BEEHE OREWZET 5720, fHx ORFRIZD
ETLELIEF SO TS, £, BEORAITTFREBZHEINTEL2 DEE D
HBFFFLTVARY | T—XITIXEAIC LV BREOHA Z fTi s 3 2 BMERNE Eh
TWRY, BT, T—F EENLFEMN SN TN SIS 52 EBPiET 57200 %
DT R TOHEIHFEL N TND, ORI FThIUE, 7 — X REKEIL, RS
WZE o THUTONALBIZEB N TT — & EEREZFHNT D 72DICHW DD W R D R[EER &
HOTELGFEL TRV ERREIND,

WO 565 ATRER GBI T Z7Hlid 2 B#EERIL, 7 —ZLBIZB T LT
— B IEHEIC Lo GEREN D HAY (purpose) TH Y . kD L 5 pBInEF b5, 2B,
T —Z EROFESPNLELD HIOICE TN TV WS, #IIE T & 20 2 i@ 23 3k
HWICHEIIR>TL D, ZOWEOENRBEIL. RTINS, &MTHD,

Bl ETAER

BT AEROARIC B THRICER L TL 5, 7 —FZ EHHEFIINE S Nk D Z< o
T UERBIA TE T, BABAITONDRNCEAT — ZITLBES LTy, L, B
TAEMOBERNE LT, N T — 2 EHEICL > THUETHLIERICBNTET A OB
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BT ST NZTT 2 2 &3, HEABEITH N TERVANGTENL TV TH, @l S
N DMACONWTT = F 2T 56D L LTHEEIND,

5] mIZE#9% (dynamic) IP 7 FLR|+*

5529 FAFEHSICEIAXIP 7 RLATERBI SN 2 2EACET 27T =2 ThoH EE X
LTV, FRrZa v Ba—2ORAE AT 5B TITOND IP 7 RLAZWLET 5
BE (2L 213, BEENMBMEENSER Do B a— 2 FIMZ 25T 5 HEY) . #HpT
2D EERBLUT, BHEIHEO NN EZHFIT 57212 THWL G E Bbhd
FE PFHESNAZEHELTEBY, TP X EOHFHRIFMEAT —& & L THRINR
DR NERACLNAN

Fo. FIHBEBOBHPERENRWA =Ry b AT = IZBITHHcxDar Ba—H
WIRBT 5 IP 7 FL A%, FIAZOMIATE R, $7bb, arta—4 X OF AT
ICWUE SN T=T — 2 BWEEN R FEE b > CLTHRIAFO#MN TEF, Lo,
AT —=ZIZEE L2, 5T, A F—Fy b F—ER - Tu M x—% REE
2B IP 7 RUANRFERITE 2ME I DR ND I Enb, T —F2BNilBITE WA HE T
oL EMMNRIEEEZ D> TRDTDZENTERVWIRY | ZR2RFETTXTOIPIF
WITEAT —2 & LTHRORTF TR B0,

5l EE=ICLBBE

HEIESHESRE T2 HMEIEEZICL > TRV IERLEBEEEZZI-, BEOFELM
BRI T DENEREZITI 2 2B 50T 570, REIFHEFORN L EHEE IN/E
IR oG, BEHEOF o AN—T L — | EEXLLEOY A UL TR\, i
FROB S TITENEEE LENEISNLRN L, IRLTHD ZENTERVDS LIV,
L2rL, WONMEAEBINT 522 LN TELFERHD [HEATARER] DL LTT
— A EHEHITHEL TV DO THIUE, ZONBITERE 2T, TOH, ZOEBICE
EFNLEHRT FHILO D) HACETL2HDE L THARTRETHY, LIz iFi
X MEAT—#] ELTAHAREINDHIRETHD,

@ THZAAN (natural person) |
EU S ORANC L > THE 2 ONTREITBARA, 772056 AM (human beings) (21

PIPY RVAREU T — 2 RERSICRIT 2 MEAAT —Z 134T 5 L 5 BRI Article
29 Data Protection Working Party, Pz'Jvacy on the Internet- An integrated EU Approach
to On-Line Data Protection, adopted on 21 November 2000 |25\ CTT TIZ/RIIN TV D,
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MEns, ZOEWRTEAT —Z OREOHEFIL, FrEDEIZKIT 5 EHESCFEITIZHIR S
NIRNEER 2SO Th D, EU S ORI 2 X 17— Z MELOAFAAII AN O T % |
ZED, ZTOMMAIET THRADOWD R DEBEEITEEMTH > ThH, AR R
EHHRAEE LTI RO LIk ZOREHLNICL TS,

ZOEIEAT —HIiE, FAIE LT, @Al SR E 2@ S0 HAEFT DA
(living individuals) (2R3 55 —% TH 5,

2T, EHICET AL, RFELBITPARATIE W &0vn, FAIE LTEU
ERICBITAEAT —XOFERE L THRT LI TERY, LL, BEOT—HX TN
FRICHBENICREDLEICB W T —EDREELZ T2 L3 d D,

OF —2EHEIL, T—XICBRTIEIHIADELFELTND D, FEELTHD0T L
BIED DD ENTERY, RIFKFENTEZELTH, T FHEIIXAI e < AT
HIEN &R CALAE A TIER AL L T 5, 7 — 2 BHREITEEOT —F 20T 556
Wb, BFTHEANERET EEZXATH L0 b, T2 REHAORB IR SN D &Rk
IR DI NBELLAELTHA D,

@7 & 21E, MAIRICH )Y FEL L= Gaia O, X Yeafhicd £ 5 8 n 1 & s
LTV, HOETTHD Titius DA UIHRUZ D FEEMNREND, ZD XD
WS 57 — 2 N AEGFT DAL FRIRFCBER T2 2 EndH 0 EU RS IZEBIT A
TR DD, FEEOEANT —F LRENICT — 2 REHAIOREN RS L &
2%,

@FEE DIEHRIT, 7 — X RFELELSOHANT L > THRAIOREICIRT 2 /eEER H 5,
EREBIRE OB RBRGITBE O & & bIckb b bl Tk, HEBESAZEICHET
HIERDOENIEIIE ORREOIREEZRO DL D LR D,

@I E A E N SLIE ORI 2 LIRS 5 OIS A BT IZ 0o, 4SRRI N S 55
B FEOT —ZWUBOENT — X REEOHEZ IR T 5 Z LIXATRETH D,

2B, BINEHEBCHFT ORI L0 | IEATH - T EU EAMEEREORLETE OR# &
T — S RAE DRI N B 5 &R ST 520,

(3) & b7 —# (pseudonymised data) %%

RENENTT —Z LT AT T 4T 4 R DMRERET —2 ThoD, TOHMIZ
RNDTAT T 4T 4 2B 2 L2 A— AT DBMOT =2 2 NETHZ LT
H%. TIUIHFFECHEEO RIS THIZBIFR L TL D,

20 Volker and Markus Schecke GbR and Hartmut Eifert v. Land Hessen, 9 November
2010, C-92/09 & C-93/09.
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EMDIE > GEBR AR AL S T2 7 — 2 IR BI 92 2 L B CTx ZE AR
THEMEARIRL D D, ZDID, BRI XV HICBNEN KA T — & I8 G5
T—=HD—=D2Thb, L\ DOREAROMRIRTH H21,

ZOIEMNT, B 29 FMEEMEOBERLTIE, kT —& LEAT -2 BENE B
INTWB, HFfbT—% (key-coded data) (%, EALOHFHMP 2B TH D, 1HFRITFF
WCE DR ENTOAEACERLTOER, ZTOHEL#NIESN S 2EAO—FHE S
H LI 2 IRE SN T UE2 b, ZOOT — X IXEFRICET 2 ERKR IR CIA
<HWHRTWS,

xR L, E4{bT—4# (anonymous data) &, T — X EEHE FIIMoOW RS
FIZL>THWONLH O WL HEEZREHMFELZZE LT, 7 FHEENL O
MIRDEBEINE S ZDENFENT D5 ENTERVARANCET I T XTOEHRE LTES
SINb, AL 26 HHIZEE, 77— EERD BTS00 TCE W HIECEAL ST —
S IREOFANTER S SN TnD, RIS 26 EIORSNTWD X H1T, kil
WCHWHENDH O D REREHAFEOBRELFHIZRLTT —R - A « F—ZXT{T
PILDHRETHD, k. BINT — 2 REEEREICKIT 27U 72 ki, 2014 4
2 A D% 29 FAEEMDHNEE S V—TIZB W TELAEIROFIAICET 2 B AEROHE
WOMTONTZ, ZOZN—7 TEMNEPRE L CEfRIC IR, B E— DR TE
T2, =R« XA « =R X DHERMLETHY, FmeREALE WD OFMF
fEL7RW, LD EThD,

5l #Etor-oogEHEETh TN T—4P

E ORI K> TEANFRPA LI SN 555G, —EOEME T, WL
IRWVERET, FrEDEAN & B L TIRIFEN D3, ARIOEDL VIS (7o & 2%, X1234
ERFEAEENTBADE 3 AU EYA Y EZHATHD) 20T 5, ZOKBEIZIND
D5 LR OFIIHN 2 ITHRE LT, LaL, Zodd, HEHBick>T THvS
NDARERGHEN) 2 b DL RREND D2, Tz —#HOME B 51 # I3 E A
T—HELTHRIND D,

21 Viviane Reding, Speech: KU Data Protection Rules: Better for Business, Better for
Citizens, 26 March 2013.

2 RAY OEBHFHEHRIZB T, RA L TOLEAEREZ D RN TND Z &R AKD
FIRAEGT, OWTIEH CREML R & LIEREMRBFICHT 2ER i ThH D &
LT NMERE CRE] ENRD BT, RHEFOFIE LT, aREFR - BRI 76~
A HIRFIEHCHPT O E S GRAEIR (1) (F) 1272 U & k817 %5 64 H,818 75 76 H (1994)
Z
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5 #EHREE L BIBEBROKES

F— S RHEBA OB ERE & TR, REAEOELLEZHET 570, REAHATIX
T OB OFRERARE DI, BALISNTOWRVWF— X2 R/AET DI ERELL
NTW5D, ZHUTE D, FBI TR E N ITIRE T RVEHRGT — % 2 A% T 5%
bb, CNUEERETH-TH, ADH DRI N T—EDHEN HBBIA TR L 725
Lo Re 2k 21E, 6000 ADIEROETICEE R— A LAV, 20 GEJHkSh
7] BEFAOLNLRE THERL . HEVIF—EOHEICHET 25 EE (5] Ky
BEINESNR TR 5700,

s A= MU TIERT D EAET —Z OFHIZou TS

Albrecht FEENODOE T U U 7 AU, HAMRRITRA L ZH -8 A L w2l
F—A MU TIZRBT DEENEANT — 2 O L b T — 2 OFARHY . A—A Y
T OEREZSEIZLE S Th D,

F—A N T OTFT—XRHEES 4 5 1 HTE A AT —% (indirectly personal
data) ] LWOMEERH Y, BEOEAT —& LIRS B 5, Z 0 [THEEERE
ANT =2 1, T—2ERENCITHRB DB TEDL 00, RAEHESEE T Z L2k -
T, ZHEERNOHBNN TERNT =22 BT 5, 72& 213, FRICBOTREDME A
BT HIENTELT =X Tho THR TS Z LA TE72 (unbreakable) {4
fEHE 2 L. WF7EBIc At T — 7 2 2 256728, TREEMEAT — %1 O T
bV, ZORET—IBEOBBICIR LW &L d, 2o IM#EHEAT—2]1 OF)
RIFAFFESEIZ B W TR S TETE D, 2000 FFIZHEfT AV TV TR, A—A MU 7T
EN TIERARER BT b2, LD Z L ThD,

F—=A VT OBBFBUFTITETFANMAZEHNTE HHHREM L2546, FBEDHIE
TTF =2 &AL T, 7T =2 REEEBRBEOEHRO T, — @17 OS54 (one-way
cryptography) %z i\, RA[WAGZT — % OFBIN TE RWETHRAILT — % Z2FIHT 5,
Tz, B pE)IT TR D REDE FikhliE#H (“sector specific eidentities”) % N Tu»
0T, FHiEBUb S REE R RMICH D, BINAFE & LT, Ak ShieTr —ZI3ER S
NTELT., TORMEBFIICRAIET —FPMESN, RIS TV D, RESE TR
TR TS — AT — % OFIFIR R S5,

28 F—ARNYT LT T AN — 33 v g 7 —Waltraut Kotschy - EOMHIEEIZ LY |
F—A MU T EFBUFIZ Téfﬁ%flﬁ?‘ 2 OFIFFIZEAT 5 & kS %b\ttb\ﬁo
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s NLF BT AT — & OF G DU T2

L F—=TIHFFICEFEROTEFICENTRAMOBEN S <. T ORBRNFH A
DOWTARAHNZEN T E 20 K ) R 2 5955 =FFEE8 (Trusted Third Party) Of%E
DR SN TE T2, BFBEBRA T DT — X RX—A0 b BB OSFRIRE D b il
B RRBENRAL - B B E 2 L. Al « B Bk ST — Z A WFFERE B ot
LARFFRNCERRN T 2 Z &N TERWE S RIBETRIT 5, WO A TH L, #Ritx
ST TSRS I B W T B BEAIME A 2L Sh D, Z OF = EHEIET — % OB
BEFEIZAANH T, BihUbo ) 27 EOHB O TITH 2 & & S, REICITIEMIR
zES TETH D,

Processing in the scope of Directive
95/46 or new reqgulation

Native controller 1

§
Q

ﬂ.
]
T

Native controller 2

the concept of TTP with a legal duty of secrecy. This duty will
prohibit any disclosure of the “coding key" or "pseudonomizing
key”" with exceptions as legal prosecution, etc (with sanctions).

Requesting party

0 finQ 'me g Aq jes)
PAYL

g
3 &

prohibition of any processing in order to identify or single out the
data subject by the requesting party (with sanctions)

New pseu'donomization
and «depseudonimization»

©Jean-Marc Van Gyseghem (www.crids.eu and www.rawlingsgiles.be)
Partly based on the European project ACGT (FP6-026996)

(4) BIET—% - kT —% - EFICET 27 —%
BARRRIITH BT — & ERT — & @EREICET 57 — 2 BNERICEN Sz,
ZESIIBT 27V 7L, IRbOT — ZIIFHCEWICEEAET 5T — X
DL LTHIELEZLDOTH S, Zhbixk EU fiROMHERERKBL TS b0 L%
ZbNb, T-ExiE, BET—21% 88%D EU MR M MdRE, MAER., Rk ASICET S

24 3 2 — )L KL - 2 BFERT Jean-Mare Van Gyseghem AF%E B OMIIEEZIZ L 1 |
AL ZBNTRALT — 2 FIHEHEIC BT 2 &R E A W 2720 T,
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T—HERRIZE VT 4 T THD ERIE LTV H25,
HRT — 2%, AMIES: EOME, AR, EFL OB E IIEEE
#EIND, RELHTT 2 oA H Y, oL E. M, BEERE, TAH.

BGRAE, #k. DNA FFEIC X0 B IRRRBICES IR &, B4, F—A hr—2 &
TG OITEN R IE S < Hiffind db 226, 4512 DNA BlFNEEREC B9 27— % UL AFE -
REOHBICET 27T —X L L TRy VT 4T -T2 ThHDHERRINT D, 295
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169 European Commission, Memo- Joint Press Statement following the FU-US-Justice
and Home Aftairs Ministerial Meeting of 18 November 2012 in Washington, 18
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170 Kuropean Parliament, Resolution of 12 March 2014 on the US NSA surveillance
programme, surveillance bodies in various Member States and their impact on EU
citizens’ fundamental rights and on transatlantic cooperation in Justice and Home
Affairs, 12 March 2014. See also MEPs want co-operation with the US to be suspended,
EUROPEAN VOICE, Vol. 20 No. 10 at 5

171 Edith Ramirez, Keynote Address: Protecting Consumers and Competition in a New
Era of Transatlantic Trade, Trans Atlantic Consumer Dialogue, 29 October 2013.

77



WH =7y N TIERWZ EE2ERL, B—T " —"—% #7172, 201243 H 19 H,
EU fIvF 4« v 7RIZER L KEMT 74 Y U EERE & ORT ME5REEBRMEA T
US-EU t—7 /"= RN— T L — AU =T ~DZFNEND2I v b A N EHERT 5] 17
ZENKAFHTRESTZBFEOAF ¥ U XNV Thole, 207D, KEE L TOREEHE
BOlH, B—T == I AT -8 E Tholo L D Z LN TE D,

¥, KETIE, NSAMEZZT, 2013 4F 12 J] A4S~ KU HHR E O i G 8 & OudlE
BEES S OREE LY (2T 2B T2 BHRAORE] 1HMRAKINTZ, [F
WEEOHTHERLERERIC LD AGESEE~D EU 226 ORCHIATRY EiF 5T
W5, Eiz, 201441 AR, 774N —ROTTRMIBBHERZEASNAR L [A%
FEZEF L 215 FICHES @FEERT 1 7T L K O ERE IS B s 8 T o3 2 BE 5
LAEE 1121 EU 20T U w7 « a XA hRFELNTND Z ERHLNEN
TW5,

(5) —T /e — HE L

PRISM [ EU & KEOFENO L B L, MESEE& 2. 20134 11 A 27 A,
WNZEE I EU & KREOT —Z BIROE ORI T o Vsila 2~ T 720, £ —7
NN —DOEAPRDUZ BT 2 s & FLE L 2 A% L7176,

2013459 A 26 HEEAL T, 3246 tEOMRENPIHE DD ORGEEZ T TR Y, F/he3

172 Julie Brill, Keynote Address, 17 September 2013. 3513 Z OEFEICHFE L7223, 39—
2y NOT—ZRESFETHLTHP0D LT, KEITELIG I ZES, EEA. fBE
MHDEE, S BICHINES KEREIIZE 2 ENZEHHE L TBY ., E—7/—1—
HERFIZXIT 2272 0 OfEEORNTH ST e ADH T ENTEX L9, 7ok, KEEHH
FIZBEROREESLAHWE L, KEL I —m v I3 T TA AN —0@ENR L < b D
EW S BB I BB A e LB R EU T T A N —BORICEWT, MR LRLTE
TW5, Seee.g., Julie Brill, Bridging the Divide: A Perspective on US-EU Commercial
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2014: HOw TO RESTORE TRUST? 179 ( Hielke Hijimans & Herke Kraneborg eds., 2014).
113 FU-US joint statement on data protection by European Commission Vice-President
Viviane Reding and U.S. Secretary of Commerce John Bryson, 19 Mar. 2012.

174 Report and Recommendations of The Presidents Review Group on Intelligence and
Communications Technologies, Liberty and Security in a Changing World, 12 December
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175 Privacy and Civil Liberties Oversight Board, Report on the Telephone Records
Program Conducted under Section 215 of the USA PATRIOT Act and on the Operations
of the Foreign Intelligence Surveillance Court, January 23, 2014.

176 European Commission, Communication from the Commission to the European
Parliament and the Council on the Functioning of the Safe Harbour from the
Perspectives of EU Citizens and Companies Established in the EU, 27 November 2013.
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Conference of data protection commissioners says that intelligence services constitute a
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2013. Available at
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179 Viviane Reding, Speech’ Data Protection Reform: Restoring Trust and Building the
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Conference).
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to Comply with International Safe Harbor Privacy Framework, 21 January 2014.
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85


https://www.dsb.gv.at/DocView.axd?CobId=53401

2. EEREORBLERICONT

(1) EUF—2 (RS (55 28 %)

BRI OHEIRICIT, KO LOBREEND, b BEERBEOREICRRNS S 554,
BRI LTI BRI T 5 2 L 8 CX 5, (5 3 TH)

a) T—HIT /AT HHEMR & AR

b) HEHER (UEERERIOB R, T—4 071y 7 HEUIWEET 5 HERE)

c)

A TFoe & BRAG T D MR

- BEEHEBIIT. AN LY T ERABM L, £ ORBROEREMLE L i s
v, (5 4 1H)

- BVEHERIEMIIEENC BT 2 MEZF L AR LRTUT R 67220, (5 5 1H)

- BUERREIE. MEOENEH ShESETH. HEOBEEANIZE W TIEE T o8
RaEfT5, (5 65H)

(2) EU 7 —2 AR

E3SEN

- EEREBEIE. AINEE ORISR W THERRITE T 5 (85 51 4% 1 1H),

- EERSBE O FHSITIL. AHRE A OB &R, T — ¥ EIRIC L DGR
OREEL OGRS, MOBEREES & OfFHILE S AEHRE), &, AT —
SRR a BT T BN OB, S0k - ATBUREIC BT D ihae. ALPLE IS
B3 53R, 1TEBERO EE, FRMEEEROAGR, BN T — 2 (RZE S
~OBMOIZNEREFRE G LD LT D, BEOTIIRAIE LT —4# &
RICEECTITO 2 L& T25 (BBB25:1~2 - 51H),

- BECHEPAOMERRIC X, BRGERN. . FAEE R - FAlhhdk. BE - TR,
F—HEE - HI - BEEOMS, MBLOE L F— 2 BEiOEIL, 5 REH,
W B E~OBME S L0 LT 5, BEEEIET — 2 ~DOT 72 A LAL
HBAY RAELEOTENER, Tk TRzt 2R, HIREREZAGT 0L T
% (5553 5 1~4 H),

- RSB REE EAER L, AKT D (F 54 5),

3\1_\{

w
>

© FERS L MEMRIC, EERE R OB OFBGEEERIT O 2 L, BNEmENnE (5B 52
% 1Hjam, F5351Hia ),
- HEFRIZ . AHLHIFRZSEN OWMEREIO 720 O A F ES B E N (5 53

F&1Hja "),

HER

FFBIS ABARRE O T2 OFEE K OWELH ~O Eikia LS BN S 72y,

86



NEVE - ATBOEEICEE T 2 ek, QELEM ISR 238 0], ITEREOREEE, #IR

HEZEHERI DA, BN T — 2 RiEZB X ~DZMOBIRBBEFT STV D
(5525 1 Hac B, f~i5),

s FERRIZOWT, ERNONIEIC LY | BEHEHEIR (monitoring powers) . A HE

[ (investigatory powers) . ;& IE#[R (corrective powers) . & AJ # [
(authorisation powers) ZZHNENHET L Z LRI TS (G 53

& 1H~1cH)

(3) BITHEIR
fEro T T, EU MEEMICBWTHITOIXL X 03 H 5 Z &2 LIXLITHER S,
ZZC, HARRETIX, BMBEOBITHERIZ DWW Tl 118 D Hil#ERZ 555 2 &

DIHN & s TNV D,
SR S8 DHERRICITEE X R b ONE SN DN, T2E 2IE, 20134E 7T H, A XU 2DfF
Wasvvat— 470 AL, BEELEZEITTA2ITXTORBHEO ST AA—T L — %

HEVWICRAET DA T &2 /N— 74— R v —DEEN 6 HpT 7T AkiE Lo Z &, fE
NT — Z B GIERRILD 72N Z & ElE RN T —Z DB ZToTND I &b,
BRI AHESRAOH 8 SROFATEEEDOMER~DRY 2T L7220 L OWREEL T L7219, Th
WZE0, o= — NEBERAEOT — Z LD T T A N — BRI K 5 Z DN
PERR SN D E TEDORIEDIFIED M U Hi7z19%, LN, 50O F TOFRMAEHERD —&
F LOTRBWL,

B EOREMERO i —5 (BONEAMEREBIIC L %) 196

B - XEOFE | =& - Nvy | SR Lo | SRICk | BE
K A 2 G B B 11174 £ 111114
T e AT B
DT 7 E-A
TNHYT [ ) [ ) [ ) [
ALFE— [ ) o o o
F = o o o o
Fre—7 o o o o

194 TCO, Enforcement Notice to the Chief Constable of Hertfordshire Constabulary, 15
July 2013. See also ICO, CCTV Code of Practice (Revised Edition, 2008).

195 See ICO Press Release: Police use of ‘Ring of Steel’is disproportionate and must be
reviewed, 24 July 2013.

http://ico.org.uk/mews/latest news/2013/Police-use-of-Ring-of-Steel-i1s-disproportionate-
and-must-be-reviewed-24072013 (last visited 25 March 2014).

196 Kuropean Union Agency for Fundamental Rights, Data Protection in the European
Union' the Role of National Data Protection Authorities (2010) p.21
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197 Viviane Reding, Speech: The EU Data Protection Reform: Helping Businesses
Thrive in the Digital Fconomy, 19 January 2014.
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%< OMBETIE 6 »HUNICHFREOLIZIT-> TV 52, RGN ZZHIT 52 & T
MASTHRRPAEZATARNEWIFRRbGH D, Flo, FNEICIDHREZRDD Z &
LU, T A IREE BRI K DL, RIS A T 570 I RBY R Lo
IBRNOITHE VIR0 TETNDDOTIIRWVD, LW I IERMLH D,

QFEM-T—HRMAVOWEILH T T —F ERTH-TH, FELEASCHFAEAI
ST LFFAREERA T LEY, R BEFDIEIZR>TND LW RN & 5, N
ENCIEHR DD b O OME CTHAF LA ZHE L, FLFhafiTT2L2Abd D,

ORHEN - Fpi L LT T A AN —REDOTRFARNS DRI LV R4 KD 5
TERHD DD, %< DETT —FRED /IR LI IEREE B THRun &
IR DD, T — A RS T ORNE & LOBE ORI, FRCHEAN 258 &
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@2 < OFEHNZBVTHEEIC L DRHLMES L FEARF O EIZ/R>Tnd &
DS TW5D, il T, BEEMICEERUIZIT > T e 2 & ZSFEREN A D
ENDBALZV T, EHEE S BENRHEEDHL R —F L REWIBIBRALN D, &K
DIeODSLFEDTE Y FIZOWTUIMBEETHENRTOENH Y . —JufbT & TRV,
EWVWIOIREN R ENTET,

198 Kuropean Union Agency for Fundamental Rights, Access to Data Protection
Remedies in EU Member States (2014).

199 EU 7 — Z (R DOERFEBEITRE L T\ 5 Christopher Kuner #1113, H & OKER %
Helo, 7— 5%%“%®ﬁ#akﬁéi®kﬁﬁﬁ@wﬁ CHBERRE TN TR
DIRER % ¢ & IZF6 i <4 7-, Christopher Kuner, Remark: EU Data Protection Reform:
Fixing the Last Bugs, Tth International Conference on Computers, Privacy & Data
Protection 2014: Reforming Data Protection: The Global Perspective, January 22, 2014.
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BafEn g (5 5la $),
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200 Kuropean Union Agency for Fundamental Rights, supra note 198, at 9.

201 See EU Network of Independent Experts in Fundamental Rights, Report on the
Situation of Fundamental Rights in the European Union and its Member States in
2002.
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TU 5205, PHAEDRA MN#EEICH#E L T\ 5 EU MNMBEEZ & e T — & PR 7B R D
TN BAT 2 BARRFE & LT, RD 11 351128 S 7T U 5206,

723 EU % 29 KA D W 70EHE 213 U o EERRY Z0d MR 2 2 DWW T,
MIZ/R L TR W2 (PHAEDRA & EIZH-S X 1ERk) 207,

202 See e.g., Council of the European Union, Press Release: 3279th Council Meeting, 5-6
December 2013; Council of the European Union, Press Release: 3260th Council Meeting,
7-8 October 2013.

203 HEHEAZEBUW T, onesstop-shop 3% HE b 7 — # RHEEEREI D competence D
T2 < | jurisdiction & WO B THEgRm & TIEARW, L WO IRAN R E ZATOH
EOMTHONTETUW5, Seee.g., Council of the European Union, Press Release: Data
Protection’ Council Supports “one-stop-shop” Principle, 7 October 2013.

204 CJEU, Stefano Melloni v. Ministerio Fiscal, C-399/11, 26 February 2013. See also
Jan Wouters, Katrien Meuwissen, & Ana Sofia de Barros, The European Union and
National Human Rights Institutions, KU Leuven, Working Paper No.112, July 2013. A
PR OAGHSUZ DWW T, TEU SBoE - R & & $12 Kuner 7758 112 ZHoRW 2
2, EUEOEBIECOWTIE, ERZz Di BUEERR] CEREE - 2013) 228
H., e+ FEU L] Gttt - 2012) 2,

205 7 — X (RERTE B O MO EERI OB M 2 hdeE 7 v Y= 7 | (PHAEDRA :
Improving Practical and Helpful Cooperation between Data Protection Authorities) %
F 35T —HRE T T A N — s a vy a—EHESBICBWCHFEY - v a v T E
B L7=, See PHAEDRA, A Compass toward Best Elements for Cooperation between
Data Protection Authorities (2014) (Authors: Paul De Hert & Gertjan Boulet).

206 See PHAEDRA, Co-ordination and Co-operation between Data Protection
Authorities (2014) (Authors: David Barnard-Wills & David Wright).

20T HARIX, EAFGEHIESE, OECD 77 A N — s TiH /)BT 2 B 2 B F %,
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208 Jennifer Stoddart et. al., Letter to Mr. Eric Schmidt, 19 April 2010. Available at
https://www.priv.gc.ca/media/nr-¢/2010/let 100420 e.pdf (last visited 27 March 2014).
209 Federal Trade Commission, Google, Inc., In the Matter of, 24 October, 2011.
Available at
http://www.ftc.gov/enforcement/cases-proceedings/102-3136/google-inc-matter (last
visited 27 March 2014).
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3 ABIEFER L7 7 X Isabelle Falque-Pierrotin T %,

94


https://www.priv.gc.ca/media/nr-c/2010/let_100420_e.pdf

21, ZOFEICOWTUL, T T VARNT T KELET T AR — e 4, KEE b
WA XD 72 8 T ua— VR TR T T-212, 7, Hil#4:13€150.000 (77
2) 213%2€900.000 (AR~3A V) 2147 PEIZ L - CRA ST,

DU I T v

7 w7 w7 (WhatsApp) DA YV AX 2 A vtE—2O7T 7Y O2—HF—DmHfEE~D
T RABIONWTA T L T ENEE (2012 4 1 H 16 BFRER)) i A7Z L TIHE
MEEZIToTe, LRFAEL LIZbDOD, TNENORITHERDEW R END, A7 &L
BFETIEENENHOREREEN AR SN2, WEBRINZEEONE (5F—
ZRBEDOHH) IZOWTH AT X e F XTI > TN D,

T 2A AT D
T2 A AT v I DEBERENZ TN ANZHDZENDBTANT LV RICED 724 ATy

211 Article 29 Data Protection Working Party, Press Release: Google’s privacy policy:
Furopean data protection authorities are coordinating their enforcement actions, 27
February 2013. See also Article 29 Data Protection Working Party, Letter to Mr. Page,
16 October 2012. Available at
http!//www.cnil.fr/fileadmin/documents/en/20121016-letter google-article 29-FINAL.pd
f (last visited 27 March 2014).

212 See e.g., APPA, Letter to Article 29 Data Protection Working Party, 12 October 2012,
Available at

http://www.cnil.fr/fileadmin/documents/en/APPA SUPPORT LETTER-Article 29 Lett
er.pdf (last visited 27 March 2014).

213 Commission nationale de I'informatique et des libertés, Deliberation No. 2013-420 of
the Sanctions Committee of CNIL imposing a financial penalty against Google Inc., 3
January 2014. Available at

http://www.cnil.fr/fileadmin/documents/en/D2013-420 Google Inc EN.pdf (last visited
27 March 2014).

214 Agencia Espafiola de Proteccion de Datos, Press Release, The AEPD sanctions
Google for serious violation of the rights of the citizens, 19 December 2013. Available
at

http://www.agpd.es/portalwebAGPD/revista prensa/revista prensa/2013/notas prensa/
common/diciembre/131219 PR AEPD PRI POL _GOOGLE.pdf (last visited 27 March
2014).

215 See Office of the Privacy Commissioner of Canada, Report of Findings Investigation
into the personal information handling practices of WhatsApp Inc., PIPEDA Report of
Findings #2013-001, 15 January 2013, Available at
https://www.priv.ge.ca/cf-de/2013/2013 001 0115 e.asp (last visited 27 March 2014);
Dutch Data Protection Authority, Investigation into the processing of personal data for
the ‘whatsapp’ mobile application by Whatsapp Inc., Z2011-00987, Report on the
definitive findings, 15 January 2013.
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216 See Data Protection Commissioner, Facebook Ireland Ltd. Report of Audit, 21
December 2011; Facebook Ireland Ltd. Report of Re-Audit, 21 September 2012.

217 QOffice of the Australian Information Commissioner, Sony PlayStation Network /
Qriocity: Own motion investigation report, 29 September 2011. Available at
http://www.oaic.gov.au/privacy/applying-privacy-law/commissioner-initiated-investigati
on-reports/sony-playstation-network-qriocity (last visited 27 March 2014).

218 Information Commissioner, Monetary Penalty Notice, 14 January 2013. Available at
http://ico.org.uk/news/latest news/2013/~/media/documents/library/Data Protection/No
tices/sony monetary penalty notice.ashx (last visited 27 March 2014).

219 International Agreements on the signing, on behalf of the Union, of the Agreement
between the Furopean Union and the United States of America on the processing and
transter of financial messaging data from the Furopean Union to the United States for
the purposes of the Terrorist Finance Tracking Program, 28 June 2010.
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(Council of Europe’ s Convention 108 and its Modernisation Proposal) **°
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15 - AR OBE—FIETFOMRENb—] EHEEAME 17 5 (2006) 40 HLLTF, O
[T A X —OHER & RLATE « FAMIATE OB | EFEEAME 17 & (2006) 45 HLLF, &
A&
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— X NFEFCHIFT O] (5 1%L - 2008) 342 B, 218) ;ECtHR, Copland v. the United
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229 See e.g., ECtHR, I v. Finland, No. 200511/03, 17, July 2008; ECtHR, K.U. V. Finland,
No0.2872/02, 2 December 2008; ECtHR, X and Y v. the Netherlands, 26 March 1985, § 23,
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W TERIN AMEECHIFT I L D MO RIE ] —H@iE Y T8 2 5 (2008) 459 HLAT, H13
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230 See URSULA KILKELLY, THE RIGHT TO RESPECT FOR PRIVATE AND FAMILY LIFE: A
GUIDE TO THE IMPLEMENTATION OF ARTICLE 8 OF THE EUROPEAN CONVENTION ON
HUMAN RIGHTS 8 (2001).
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231 CoE, Committee of Ministers, Resolution (73) 22 on the protection of the privacy of
individuals vis-a-vis electronic data banks in the private sector, 26 September 1973;
CoE, Committee of Ministers, Resolution (74) 29 on the protection of the privacy of
individuals vis-a-vis electronic data banks in the public sector, 20 September 1974.

232 CoE, Amendments to the Convention for the protection of individuals with regard to
automatic processing of Personal Data (ETS No. 108) allowing the European
Communities to accede, adopted by the Committee of Ministers, in Strasbourg, on 15
June 1999; Art. 23 (2) of the Convention 108 in its amended form.

233 CoE, Additional Protocol to the Convention for the protection of individuals with
regard to automatic processing of personal data, regarding supervisory authorities and
Transborder data flows, CETS No. 181, 2001.
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234 30th International Conference of Data Protection and Privacy Commissioners,
Resolution on the Urgent Need for Protecting Privacy in a Borderless World, and for
Reaching a Joint Proposal for Setting International Standards on Privacy and Personal
Data Protection, 17 October 2008.

235 CoE, The Consultative Committee of the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data; Propositions of
Modernisation, 27-30, November 2012 (29th Plenary meeting).

236 Cécile de Terwangne & Jean-Philippe Moiny, Report on the consultation on the
modernisation of Convention 108 for the protection of individuals with regard to
automatic processing of personal data, 21 June 2011.

237 CoE, The Consultative Committee of the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data; Modernisation of
Convention 108° Proposals, 15 November 2011.
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[Mosley v. the United Kingdom, ECtHR No. 48009/08, 10 May 2011|
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24 1),

- TVERRE ) ik, BERE ORI LV A A ST T 2 EEEOMRE L LTTEIT 2 51{E D
TREBEW®RT 5, FHEOHBHHE LIS TRV, WHENEEE OB IR EELZB X
TR Z LT 256, LBEFITERE L AREnD GilE (MGTH) 28 1H),

OWERD AL

- NMESSRIES 8 4k 2 THIT, DIEAHCTHEV, »oQE o4, Atois, PIROBIEE
D=, FLIEFQ@QREMNHSITBNTHRERGS ., 2 REAEEIC X 2 FAAETE~O T
DRDOOLNRNZ EZHLNILTND, T —HABTIZZND 2 DOEVEMED S
T2 eBmEEIND,

C BIEMEORERECIX, T RO R AR FEER R AL ORRE T E BEE OF 4
Z ERIZ A OF R OREL BRI E LT MERG IO TEDL L WIEXHTRH D
GillE (YGETH 47 1), 72& 2 BREFORNTIEL, BRI L WO RFHEZRET S
Z LT ATHARHAZ OEANT — & OWBIIA L ORI LT — & ERO AR AR 72F) R 24
BLRGHTh 5, @AE (GETH) 49 5H),

- T H EROREICES QB O>WTIE, FENSERICEX B, FrE i, Hma
AU POBREI TR S O TRITIIT R bRV, £D7), ILECAES LR E A /AR
TLHHOTERY (BAE (BGETH) 44 H),

s HEARCHE ) ONHESRAOER 8 5% 2 TH)
[Rotaru v. Romania, No.28341/95, 4 May 2000

N—~ = TVEIC K 2R ERE LOTEROME 7 7 A VOIEFPEMER & S FE 4
Jo—= =7 BB N L pE AR O F CRAER 2 L TW I E O AER T 7 A 1D
TR LRI ON T, ERIEEPN R EHDZITBWTES R THET 2 22 20D TH,
W DEERIEB OHEMRIZ AT O T THA SN DRE TR INRTHITR 520
(parad7), RIZHE 8 FITIE T 2 2 LTt HEMRIIHEN ) &0 ) EERHI~OT
Windp-712Z L &7 % (parad8), ZO ARV L0 D LFIE, Uikt 5 HE )
ENEIZESS 22 BRENTNDZIT TR, SOICERTLIAMNT 78X TED
HLDOTHY ., MOZTONEOF R ATRENEN 72T 1uiX 72 5720 (parab2), NV—~ =T &L
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WEEN 2 R 2 BUED R < THFRRA ORFEPHK b e < . ETIEOELOEFE L LT
B BERL DO ELAN k3 2 B i & B TR MF E L2 (parab4-60), L72h3-> T, i
WZEEDDIRWFLEIE DR ORA EFIRILE 8 5DER KT % (para62).

- IEYZ2ER (EtLowe, Adoizet LIXEORFIEM OIS, Rl L <130
SEDOVIED -0, fEHED L < ITEMEORGE) (AHESKIES 8 & 2 1H)
|Peck v. the United Kingdom, No0.44647/98, 28 January 2003|
BERA A T O AR N DRI LITAB S 2 & NiEE & S $4
HODOFLZEY AZERA D & LIEEN, DMEOER A T I1ZHoy S, £ DFEDHEIC

ENLEAND Z LR FTA T EaF> TV HBG - RIS CARINTZ, AET
o THEADITAZERT 2 Z LITREFEOTWEAE L SE D (parab9), A1 TIEAE
TOHRE BENRHEBEE STV DL DT TIERLS, ZOEN TR L TWRWARFIENTAE
E~OFWEAELIHETND (para60), KADFREZGTIC, ILEDEDTAT T 4
TAZENPLEAND Z LR LB ZART D 2 LIT+0 B H -T2 LITFE 2 v,
A CBG A AR SNIZEITEE - GO AT 4 TIZKD T T A R —~DFEZ I T U0
WEHLR->TLEST (para85-86),

c TREMRICHE] (NESFIF 8 5k 2 1H)
|Leander v. Sweden, No0.9248/81, 26 March 1987|
E - Z 207D NiHED T2 D NFEBLY 2T LGS SH -]

MEEEMEEORT L LTORMIZONT, AFEFHI AT LA LDV A7 0305 LHES
RS SNT2ER, B OOBEBRBRFMBZICNETH D Z & 2 BHITORE TR E
D FONTZ, K8 R 2RI HELOLREDHIFRIZEIT 5 REARITHNENE HnE
W) FEYEIZOWTIR, #EORENMEE ZDOIEY R B E OEINED & 2 00 M & 72 5

(parab8) , A TIXETOLEDOREL VI HDTZDITHEL SN TWVWDHL VAT ATH
ST, VBN ED b5 (parab9), = LT, AFEH U AT AL, BE20XRES
RO T A L HEIC L > THERENTWD (parabb), Lo T, # 8 KEKITRD S
72 (para68),

OFIH BRI DK E & iR

T AN S NS B E OBIRICB W TEER LD Th-> TUXR L2 &) Bk
BRI Z S LT 5 (BEBE (GTH) 54 18), AT — % OEEO R HIRIZEE 4 5
L, FIAERER SN b7 — 2 PEESRRTUER L RNWZ L 28T 5 Gi
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WHE (SGETH) 55 1H),

OF —# DM
FHEERETH Y POBEITE L, BRI RIS L TR R SR B 7
W (@E EGTH) 53 IH),

O RAE PR E

- FARTAI D ORA R 7R 5 1E T 2 DRLBRIT 5 URERI 70 2 2 E B E DG U b2 i iuide b
0, HAT —2 oM, B, BIReEE ot T —% - 77 2 A0HIR, EME
OB ELZBEFHRLET D GE G 623H),

cEAASOETERN 72 U A7 1238 T 5 ZRE IS E LT — X BB OBRoe X2 U 7
# DER/RKIED IFIE & BRI ST U By, 2 X MIEBERN ) 27 OGS
LHERIZSIDLWVWHDE LRTHIEZR LR (BE (ETH) 631H),

K BRIN NS FT D] >
[ v. Finland, ECtHR, No0.20511/03, 17 July 2008/
IR DERT — 2 RO L LERHE L IBIT L TR oo LRE S - F451

& 2 M < ANLIFRECH & HIV Y L2 5Rsk 2 mBE N ORI STV A DT
IEBRVINE R LS TEITH 12D, VAT A REBRBEIZENDIT > TRERLEEZH LN T
RNTeD, RIERT 7B ADSNFENTE o7z, L L, ZMERNCSIRERT A A,
JEBEDFLERDO K E RKLE LTW5, T2/ vAunlZ#iFd sl 7407 FENET
ED BNTMHNT 7 A MEDIERERIHEWER 7 7 A LV ORERERE L TR 6T, Rk
2T 72 A L TCRSICEIEN SN W ehho 72 (paradd-46), D7, EFITRA
IEOBEE L)) MR BB 2 BT L T\ o7 (parad8),

OF —Z M2\ VB FRGS

- BURBIRRITIX, Fi2lcT —Z IR VW E U s, BEE BB IC T & 2 oxt
JIEDOHEE LRITHIERORWEEDTND, o, BELL, 7—F EERITxT 28
MBI SN TEY, MEBRAREDFHRGIBUET 2PV ETHLIEINTWD (R
HE (YGETH) 656~661H),

CIEANCOWTIE, BEMR <) SV BERR T BTV DA, BARRYZRIFHE A HI FRIL S
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HEN TR,

O B

CEEAEL, AERUBOMR L T — 2 TROMFTHEZ TX 5L 012725720, 7—4
BB W TERAMEZZR S D GHE (SGTH 67 H)),

- EEE I TIRARIROE WA 7 — 7 TS LRIt L 220 T e 5720, £ OR(R
ROGHRICIT, BEEORA - L, FH R OZRNTED)ZEERTRILS D b
T 5, BIMIEHRE LT, BAT —Z ORFEHIRE, SME~DT — 2 BEIZB 5 1E A
fefftsnsbo LT (WiEE (GTHh) 68 IH),

|Har1arnbie v. Romania, No0.21737/03, 27 October 2009|
ARREERSICE R S N IFMBATR 2 5 R L5 2 L NEIE & ST
AR Lo TIRA SN T 7 A L~DT 72 ZZONWTE, BIRHNOT 7 &
ATREZR FHe TR TR DRV, —~ =T HBREBRAE T 5 7 7 A VOIFEE SR
LTHB b FRICLNT 7 BERANRTERWET DT &R, 1TEFRORRSIEER S DT
HY . T EAFRPDIRBTRNERESND (paragd2-96).,

OWEBIRHIOREEE « 7 — 2 Rl b &
CEERH L, ESRST AR T B 720 IS L TR 2 BT T 57200 15— & (FilH Y
T AEET LI EPEEESND, T —Z RSN OREIZEEEMEICBEm I NI
T oy GAFE (WETH) 84 1H),

OV A7 Z5Hr

s T ZWPLOFN, EEE LT — ¥ EEROMER R OB B B~ OETER R B Do it
R LT X 670, ZO5HCIL, EOBEAT =2 RN ED L D R BRI TR S,
EDOXHITES L, A S, S, RSN D 0, LB ES DL D
PIEBERBEIZANOGNDLRETHS @HE ETH) 85 H),

- U RGN BT Bk A D B % 558058 108 HH BRI R L, BRR722 U 27 OFF
i —/WEMEEICER TN D, (BT U o 7R - BRNGERS)

261 Z Dpi, RS L1, HENWRERZZET LREDOT, Db 7 AU,
EWVWOBEHERITHRETHD &) BN H 5, See Sylvia Kierkegaard, Niegel Waters,
Graham Greenleaf, Elisabeth Thole, Willem Grosheide, Joseph V. Demaroco, Comments
on the CoE Convention 108 Draft Proposal on Data Protection, Computer Law &
Security Review, vol. 28 p.368, 374 (2012).
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- RRERI ISR T DiEmiI 2 E TO L Z AR, (BT U o ZHER - BONFRES)

OF WA BT Ol

- R EDIRE E TR T D 72Dlc, T
T WA VBRI B W TT — 2 RO 5
U TREEIE. T4 NOEETOT
5 (@iE (WETH) 86 M),

-
=~

(7) EEEHES

DT RVEREC, BEMICIZT AT LD
FIAENRTNIT RS2, TRV 7k
— X /N DR R ~DFEE 5 & Th

FHE 108 SOFXYDFLETFRX MBEEBEICET IRENBHSh TGN
f=o 2001 EDBINEEESE 1 FIZH VT, EEBRECET SRENRIT AT,
EEHEOEHL LT, ELITHIL L THERITENTZSZETHY . TOERICE,

]

BACRETE., EEMBEOMIItER %
-YRHT-Y LEWZ EHXHARBINTINS,
REZTTEBEUHIBRIER, T L TLEEF
1=

E-NA-FRFREABLTVLSENEHLSh TS,

EHIZHBAL. LWHEEIEDLDERERT
-, EERBOT -2 BEICET 5&A.
RICEAT SEENF-LHERB L LTIESL

K05 108 &

BARAKIC K 2 EH A

[EEE BRI

- RO EEARIFHNZ BT 2 ERNIEOHE
DBITEMERT DEMLEH T 5 XIHEHK
OB % B L2 iudZe 57220, GBI
EES 14 1H)

- BUERE BRI SE TN U CHEIRITE A L
RN By, CBIREES 1 4 3

PERS - EE]

< MSEPED BRI, B OBIT & MERRITE
DB NN 7DD b REZIT 720 KR
W2 LpnWZ ERED LN B 12 54
bis4 IH) .,

BB RSB OTEENZ DWW TS E A AR L.
ERMZEO L Z s (5 12

For Bl LTV TWnWbh E LBz, 73T
DE DENT — Z BT 2 MR Je QTR
HHEIZRET 2 W2 L 22 U7 57

H), 2% bish H bis),
(BB RE DO HERR ]
« BOBGERBH OMERRIZIX, A, ML FREA | - T X BERICET H&RE], IMEE T

PR OB HMERR . & L CINBE TR %
FAEDSH T CRTBE BB OMER & L TiBRE &
iz (BB12 5 bis2 Hb HH, cHH, e ),
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[EE RS D177
- EEEREERIX S O BITICHLERIB D ICE | - BEEHEREOW ICHOWT, 1WA,
WTHWZH A LA bevyy GBI | S0, HERttnmagan GF 12

wEE 15 5 ), & TIH),

ORE#B DI

- BVERERRIE ) e IR L RF A 2. B D OFRBFOEBOTZDICEIIMIIL TS Z &
MULETHL, BEREZ, aIvyiaf— aIyyary U7 A UIREEN
FExbinsd (HIE QGTH) 113 1), HFEZE R & OEHEORBUTKIET 2 72O
DEEENLELIND I LRH D, BEKEIZ, MBE - 8 L - AL Ef#EE - 2
VW a—X—HME - IT §ME) OERY Y —2%24 Ledhude by GFE (&%
AT 114 1),

O BB BB D HE[R

- HEHEE TR BB ORE I —EDOHBL AT 200, Ve L bk - TAOHREZ AT
HEEBTRIT TR D2V, ERREEIIT T — Z{RFEICBI L Canik b - ATEL R OB IZBE 5
THHER, 7 — X BERICE T MR, A OEFICRIET DM, FFa TRl B9 2R
AL TOWRIFUIZR S0 GiBlE @GTH) 115 ), £z, BEEMBE ORI, BN
BV R BRERN B D & LT h, FHEE IR 2 Ml 172 2 17 — X B ORTNZE
ROFBHOMERPE N2 e by GEE GETH) 117 H),

PRI AR P D145 >
[K.U. v. Finland, ECtHR, No. 2872/02, 2 December 2008
A U H—Fy MERRYEELRGE D720 OEF ORI FEH DT80 B v 34
b HVIEDOFEERCEFHE T HHBFICA VF—y hOMWERZRT — bk - 4 MBI
Telz, MR IP 7 RL AL OLERE DR EL TR LIEBBEOMBICLY 7 4 T R
HHPFTCRO B2 Do T, FVETE ET2ITFEETE OB RA R EEH I IIER ORI
DRIELTEY . AAMOBRICEN TS ZORGE A RIET D2 RE MG L Sz Tl
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720 (parad2-43), % LT, BRREOFRIE & FFBD 726 DR R TR E 03D 4 0 EERHY
MONRARHE L L TERINTWD, DEERET L7720, 74 70 ROFREMAFE
BaEIRBOBBE T T4 N —OMED T D OFFAARPSLIER & L YRR ST
WIRhoToTod, 8 8 FRITENKT 5 (parad9).,

|K6pke v. Germany, ECtHR, N0.420/07, 5 October 2010|
EIPIRERAIC & 2 RIS BEE O HER & L OMER & O Be8iE ) & 58D S 7o 54
JERNO LY TCOBEEBEORED T OFRIOBE L LICHSE TET A8kl 4 L CiEER
AR LT Z &I2oWT FRESUIFRR 2 ST U OIS (236 1 2 iE NS & RS O
TR 505 MEEMEC AL DORITEORGE L 5 Rtk & OF O EPHEESIC K 2 N IE i 83T
DR TZDIT TR, 7k, EWNBEBIEHT7- 22 Pefl S IZ HiT i £ D RVERH ~D1R
AL WS JNARFIZ OV T HAREMR LT TR 57220,

(8) BIET—4 B

1% 108 B, BPUBBET—2BERICOVTIE, RAE LTHROMBE~DT—
ARBEORELEZ LTRELBVEVNIRBZF L STV, T LT, AEOREKENL S,
BAT—2OEEISHIINORFEET HBEEALENBE~NDBENTHOISBEDHAT
— 3 DBIEOEILNRBOH N TULV =,

D%, U T—2 REBESOREER(T. 2001 FOEMBEEICSEWVT 97 FRERE
Bo/k# (an adequate level of protection)] EWSEESE 2B ETHLWLITINSXE
ZTDEFHEALE, T2BEEOENMBETLHEIMEE TS, +oMEORELHLE
IE IERET—HREDOAESE (a satisfactory data protection regime) | &EH1EEh.
T—ABENREOLND, LML, EHE 18 BSTIIE T2 REBESTOLS ICHRMESR
ERTSHAEBEEDO-HOEFNLGFHRLEEHITINAT, FNBEEX (EHEBLA+ 4
REHEOKEZH -LTLEINESHMMTEHILLEShTNS (BRBAE 28 ), €D
=, EU LFRAEY., BRMFTBRENTIHEBEEE2I VT LERTISA MR MELTOE=
EVCHEDHBMENETEL 5L LE LGS, EDH, U T2 REIEHICET
% T+ EFHNB108 SITHTS [+51%] BRGSO ELTHRDDATE,

RAEOERBRICE VT, BIRT—2BEORHFNFEBMICER S, EULEFREK
# (an appropriate level of protection)] EWLWSXEFALSh, FOKEEFREDT-O
DEHLHNDEEMIZHNZEEThE Loz, BoEd, U T—2REESRURA
RETRSINATWLS M+ LORRZEITS =0, R REOFIREFIC NEL]
%] EVSEHICEESAT,
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THAEQEREICONTIE, IBERICET 5H o0 HHEBROBRICES LTRSS hETH
FE5REL EEh, ROBFALNBEERRLELO>TNS,
D7 —4 DEE
QBESI=-T—2ORED B &K
CBERDE L RKBESL
@RERICEEY SECERICER SN S — - EAEORKRA. FFNEXa) T OKAI
BE. THOMEER 17— -1 - 7—R] IZThhd ENBREEHAREEE 251
R

K5 108 5 BRAbIC K 2T A
[7— 2 BHro ) I]
MO IMEE~OT — 2Bl E LT |« T — 2 BlEOFAIEEEOSM: & LT, #)
BRI TERV, FIFEOREKEEN 2 | WA D S 7z s o PR RIS K
N T — 2 OFR ) O FERI OB 2 29 | 2 HHEOA M, K ONET) 722 R KHED el
L5ERHEMBEA~OBERTON 5% | OFENHFE SN,
BIXZDORY TixZR, (5 12 %) - T — BB D EE DN E oo [E XX
- BEASE DO E UL o 2 i E o | BB OZEEIC BN TV HEE. A
KEEZRFE L TV D HAIITIEME OE | 7 — 2 Ri# O b 7 K HED R IE ST
OFAAFR BT 2 Z N TE D, GBI | D&M TOHRT — X IXBHRXIIFIH S
REES 254 1H) DT LENTED,
- BN 2R RAEKHET, DENE ONT [E RS RE
DENIQE BN AR SN WL N1 5
LEPENEIRICBE T 2 FICEML O
2 YRR E O WP ko Tk
Rahd 2,
[7— 2 Bz pistiE]

L, T X EERORRIOFIEIZ/R S | 727 L, OV A7 @M E Iz EToT
BAREY 2 K ENFRS IS L E R G A% | — % EERN B RN OWMRFE L 5 7
EPETED TV | BEERBIRICR | 56, ©@F — & EROFHI 25102 e
FEMEICEM AR L, BB IR | 56, OBk s THES L, HIcEH
BN TH D ERBESNEHAIIZO | RAFKORLEZE T IR ARSI LB
R D TidZev, GBIREEFR 2% 2H) | AT —2BERRBO b5,
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- BB IR BN KGR S VT AT R (R
FEE, R Z2RAR . K OVE Y 22 R4S 12 B
HHEMPIZRTZEEINTWS,
(%125

Ol 722 7Kk 1

- BUICBIT 5 +4372k % (adequate level) &5 SEETIEHAR L, BNGEES Tl /s
JK¥E (appropriate level) &\\9 LS4 FAVTWAR, O EICIImE ORILEH 1L 5
HN®H 5, (BT VU ZHER « BRINGEES)

*EUD ISR TA b U R FDFIE L T RHITRRET L TR0, )72k HE D ki
HEEZHELTND ZEIZONTAILLD 7+ —T v TOERHNPMNETH D EHBEZTND,
F P EIC BV CEY 2 KB T A2 1T 5 C E R T RSN TS, (2T UL
g - HOINFERE L)

OIEY 72 XERIFIZE & 7 — % EARD 7= OFefIl e Rz

IE 722 HEAAIZE (a legitimate prevailing interest) 23 2A. T — % OB RD
bD, ZIZTE I EHARSECRIFIGR &%, BRINAMESHIES 8 2k 2 TH, FefU%5 108 75 9 2%
2 TH, {EREEONME SUIBAE, AR S OT — 2 O SUIRIC B WO THRIE S vz 3
BRI ORELIET, £lo. 7T —F EEROFRI LRI D56 L 1T, T—F EEKLEOR
KIBITROT — % EROBERAAFIEHE, IAEE 52 TEHA2E®RL 0D (FLIAEE
31 1),

OZKIGEREIC L D7 — 2 Bifis

T — 2R D53 I KIEIZ 72N —[H DT —FZ OBERIZ OV T, 1992 RN R
SVIERINFEFIR L P LT L L CET AN L DT — A BIROFE LT T T,
BINGEEFERIRCARRIL, BB LY T+ kiEiE] PRESNSLE, T—48
WA TELN, Z2CF ) (o iEilE) (I3 H5R0KENE END Gl
£ 32-331H), £ I T, BMFFESITVWb W2 ET VRN EFIAT 5720 DM A K&
NEL, £ZTRD 14 OEK BIEITT~ERHIZ 7R LT 5262,

262 CoE, Consultative Committee, Guide to the preparation of contractual clauses
governing data protection during the transfer of personal data to third parties not
bound by an adequate level of data (2002).

protection (2002)
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1. —RWRBE—T — 2 BIRO B IENE & BT O8R5

2. T X EER~OEHR—BERNT — ¥ ERA~OEEN O 72 O ) 7o H5 &

3. BEiOFM—OBE T LB, OFAT —2 DAL, QAT —& OBEEAR,
DBENT =2 BB N T —F EEROFH, @F —2DZWMA, OBIEIhLT—XZIZ
A S D RAFHIBR

4. BEEDORBE—RIENOEIERILE LB S 5 HRIHIRR

5. BT 4T T =TT 4T« T X OBERIZET 2 0B IR E

6. T — X OEEEH—EY R BIRN - AR 2 B

T. TR GTE - BB - 70y 7 ORI - BRI L BEREICEIT 57— & ERO M

8. H=F OIS E—T — Z ZUROMEFATH 2 FTRE & 37 2 5 =F ~DOFiR it
BETAHE—AERC £ DT — & ERPIYE & 1o 72356 O fifE it

10. JEAE—RAIBIR & BUERE T DIEPBIETOETH 5 2 L 2R, BiiTOENET
ROGEAL. 905 108 SOMBEEOENIETH D Z & & il

11. FHE L hk—Riso0 & BERe 0@ T 2 7 — % BIRITH P E I OMER % 45 (ff
FE)

12. 7—X OR—FIH IR U728 =F~0 7 — Z BROHIER & BIR OGO X4
DK TR INTZ[AFEDOKEDT — X (R A R 5 50

13. BEERBIC L2 2y br— A e B —BETIC L2 BNETOF = v 7 LB
5 OB~ Ot & B EWEEIC X 5B RO B

14. R T —BETOENESE, BEHEIC L 200, BIESICE 256 0%
-

(9) HEEE

AR, FHOFEEXITHERMICRABET AL EL D, HEEMZT H-HD—
XEEROEERBLZEBREICEML, EISOEREERETI L LD,
fhED S DHEEZBOERICH L, EEHRBEDERICES LELVNEES, REHNOREIC
HOTVENEE, XRIETEHORLEBRULDOHKFE. SoICEEAOEDEFICERMY
BHZRETIHEAERE, COEREFEOCIEMNATELZL, BRERRICELTIE. B
NBRET R T2 EHROEFTEORBICOVTIHEIREIA-RAEZRE, KELEEIL
A AN

EH. FHE 18 SICEIHEEMOEFEISOE H/RIATIEL,
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25K 108 =

BRI K DA A

(HEHEERR AR O ) ]

POEENT, RS EFERT D72 DICH A
EHEATH 2 LICRET S (B 135 1),
- BOHEENT, FAIRBY DT, — UK
DRI ZHEE L. T OAFRN OFTE# 2 H
Bt Clc@md 5 (B 13 & 2 1),
FEE SN, toBHEEIC K v 1R
TESNTHRBH O EEEITIL U H A T2k
HZ & MOEWMNEICEOE Y R EE 2 &
% (513 4 31H),

- ESMCEET BT — & EfRICx L, HE
DEWNIEIZ L0 A5 S CTO D HER 21T
52 L2 T o (3514 %),

- P EARBY O BRE A R S T FR E RS
X ROBEERE ZOEREETZ &
PTERU,

a. BRI OMEIRIZES LWGE
b. FRVBGFKOBEILHE > TV RWEE
c. BRICIEU D Z &8, THE, Rk
OCADOFRFITHA L2, UTEEETIC
b DF OMEFI R OFEARM B B LA L
WA

(%16 5)

- FRE SRR, FRIE S T BB R RS
EEH I NI,

< 5 14 ROESMIEET 27 —F Tk~
DEBHHEIBR S Tz,

[£28h > # M K& O Fie)

HOEEDSRAICEB T 256, Wik b
BHXITHMOZH N BEZEDL LD
TIERW, 72720, BMZE K OUEERIZ DWW
TIEZORY Tix72vyy (5 175),

c FRICEE R L,

(10) E#HDMA

FHOMAICIE, #HES, FHEEXFIRBFEZEHRRICTFRI S LEThTWS,
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T, ENBETH-TH. BREAROBFIHORE L MBERRE OFIBE—BOBR
AHNEFHMAZTHENTES,
RINERTE, BRMES EFEMBEICH L THERHOMADRIREESES K YEAREICShT=,

ZH0% 108 = R AW (AN R
c RSFNTRON S IMBEIC L 5 B4 | - FFSMBEOIED, FRMNEA ., 5
TR SN D, SIS, ZiES | RS SIENEE BN &, B4 D%t
NFAERB SN TR 72w, e | éroTz,
F, ZHEXIIAR L, FHEREICHEE | - BROFNC, FOEFERTLDERICH
T 5, (225 1H) 5 L. N E OGS — B D RE Z2 15 Th
- BIEE ST, EAEE 205 dHIC | b, HNBE~OHFHEETH LN TED
HUE SNl B K AR ELFRIZER | L 9 BMFHEN AT,
ST 2 &K O H HMEEREFEE O
it —E ORI L0 | RIS EICK L,
ZOFK~DOMAEHFHET L LN TE
%o (%5234 1MH)

OFFMBEE DA
s UNLNTT AN 2013410 H 4 BITHHEL, Ery a b HEO T O DIERIZWZ1T > T
60

(M) K#=EH . [T—423FEDA) (Data Protection Day)
RRMEEBETIE, FHE 18 ENELIN-1 A28 BZT—4FRBOA L LTHEEDITS
hi- (2006 &£ 4 A 26 BREMBRERESRTE), 2007 £ 1 A 28 HLE, SFRBICITHEREAD
EHBEHRTFTERTONR FERELTLSY,
B 8lET — 2 {#DH (201441 H 28 H)
(2 —F 1% BRI 2 72D D1k L HAirOFIH |
KEEFL R LD REOEANT —% OB, 5%, BB T T4 v —0
MMEZERTHLDEEZLNEI D, FEOIFEERTEERICEOL I R E L0
5 LI EFZXDMITOWVWTHEMFEIZL D5 T,

263 RERERICBWTH 20141 H 28 Az THRT—# 7740 —0H] & LTILE
DU DB X7z, 113th U.S. Congress, S. Res. 337, Resolution expressing
support for the designation of January 28, 2014 as “National Data Privacy Day”.
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A RTAVNTEVIAENR DS TEfmRE bR O ThLeD, T 2 THMEEZHENT L,
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kv, iz, TOXIRHIRITIRIAOBEHCEBGESROBm E RS ITEAML S 2,
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O BHREABRA T TEAT—2ZFIL, AT L2 LICO0T, MHEDLN
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@ BABTEAT—ZOFMEZ L TUELRWEANCHOWT, EOXIRBHENEZH
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M2A ) R—= g UROMEAIL & DT, NTURE L DLEILH LN
@ WAT—F2OBEAM (reuse) ITITFHERHIRBFEE NI XEN2ENL b, TFEE
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LI D FFIHICONT, KEETRE S, UIHEBIBEENIT 1520 A2 FF AR
HiI) Zff& HF_&EN?
@ EADT T AN —DOFE L BUF T FEE OB ORGEDE DT o 22D
B2V, EACMD T T A S —gB LTI DD 2

295 FHNEE AT IIRGELE & &< ZOENIIH > TIIES N TV D, 156 KM TUN16 %,
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AT —% DESR

OECD A RZ A A%, AT —% %, FEHI S 72 AT S 4 ) 2N (77— & EK)
BT 53 X TOEHRZ BT 5, Personal data” means any information relating to an
identified or identifiable individual (data subject).”] & EFT D, L)L 56, EL1L
RHERBUCIFFEE 2 BT TIH RN Z LR LN > TEY, IRLOHEMEZMNL720
TTIANR =V RTZFHRTED0E I T, WO T@ED LY, T —FB™EARNE D
M, #EER (continuum) 72D THY, —fE (binary) TIE7Z2W & DiEimAN 72 I3 T
W5,

I T, UTORRFRANPBLRITMEL X 9,
O FEEICIZE > TH T T AN =Y 27 BERAFT D & XL, EAEIERI LT O
BENIMTH L2 T T4 N —2R#ET DHEIZ L VRO T 7 0 —F AP
D2
@ [l 21 & TR S eV O 7R ZERT, SEIZOW T oY
BT 7 —FIIROONDNETHL0? ZORE, WHEILEOL S IO ?

4, BRI DA
1 —ooFr—~

WIETTANY—=HA RTA NNIKRERZODOT —< BFHET H296, —D|LY AT~
RVAY NOT T O —FIZHEASNET T AN REOEERN R ERTHDH, b I DI,
MHAEMAM (interoperability) ZHEREIHDHZEZEBLU T, 774NN —ICX LT r—
2NVIRIRE T flde <<, K0 —J@DOBNDBMETHDLENWI ZETH D,

ZDHH, UAZ<3x VAL hOFMIE, OECD [FE#HEx =V T 4 HA KT A 22972,
FHEERM: (interoperability) D¥4E1%, EU-US &— 7 /— 3— BN O F A/ HEH
(BCR), APEC-CBPRs (HiBi 77 A N —/L— )L AT A) H#RKDE#EMIC28, ThTh
HEEZITTWD, HiEE, TIANRN—DRRLT T2 RELNETHD LEZ DK
NEFR—=RT AR, KVBRENRT 7o —F2HoTnod, HHEL, 774N
Ve, TR KD B EOESR], SUER OB X TEOSEEEZRE O BT, Ik
(convergence) LV HbHFEN T Vo —F 2R LT ENTX S,

INHOT T r—FE, 1980 2D 33 FEERTH7ed, OECD 2% TRCKOF|EFH )

296 QECD, The OECD Privacy Framework, 2013, Foreword(p.4)

297 QECD, Guidelines for the Security of Information Systems and Networks: Towards
a Culture of Security, 2002

208 SBNAURLBAR &, “International co-oparation and interoperability” ™ IH,
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DB THVFET TND Z & Z2R LTS KINIE, 1995 SED T — Z frigfema & LT,
e T A N — R, BINAMERA, UV ARUERRE, 774N —ROT —Z{E#D A
Medl, FEEE DD BAVTHHITRIE OS2 LT 5, )7, KEIT 2014 FI2E-TH
¥, T REICET A USNIEI To TR LT, HWREREDO L LT, FTC (&
HISIZERS) NFTCIES KOBITE LTT T4 N — R E D TRY, 43~ KHHE
7T AN —REICERE RED b OO, FHATHRGIR, WRR7 7 e —FIC3EET
o5,

ST, KED MEREETERNREN] 25D THWRVIEDLT, LA, ik
SN TW5, Google, Facebook, Amazon, Apple i1 > % —* v b LDV —E R, FTF7 ¢
> 7 DI OEG a2 DTV DI, HEHFERED 08, BRAFREZE U T, FADHK
SREE, A, (CEER, BB EEEL, LTS, IIANRNY—, T—X
i 2 O <% THOROREFHE ] 1TX 0 INERIER L R->TEBY, WIET T A=A A
RIA PR L LTET D RNWTRGEEN LR 7o —FThoZ &b, EHENWN,

(2) #Fi=7eE0E A L OECDS il DfEfF

OECD 78, #7zIlCEASNETMEL LTETF 000, OEFENRT T AR —
B (195 alH), QF FIA N —<R VAL T s T (155alH), @F—4tx=
U7 g 2EmE (15 5% c H), @HAFTA R M (15650 H), £ L TOMbshiz
TIAN—PIT (1K cHEOAHE, 195 bHEOcHEH) THY, ZhbiXEpoEA
THBRT 2, @Foft, RELOBHMLEORRKR B5KdH), #HE - ERERROT T A
—REIom E (195 gH), 77— FHELSOFEN LIz R&EE (19 % hH), E
BRADZR M AEN - FMEFEEE OB (22 %) I2OWTHIED H L7299,

—J T, AEIOWIEIZ L 0vb b, RS L — T REENBRRI-LBY, THARR
(OECD8 il & L CTHEATH D) MRSz, ol ZnboFIZHETH &, O
IEERIBRDJFAI (7 48), @7 —#WADIFAI (84%), @HMMMILOIFAI (95), @FIH
HIROEH] (10 5), @R2FEDFA] (115), @ABOER (12 5), OFEASMOE
HI (135%), @BEMEDOHEHAI (145%) THD (RLEHE).

20 33 FOMNZ, THHIZWONZS K D BRI TN T IR o Tobi TR,
BIZIE, [FTFAN— e N e TS ) 121995 A HFH A2V FNIER - 7
FA N —a3 v aF—"THs Ann Cavoukian 1112 K - THEME S 41800, 55 33 [A][EFE

299 & NBL20 H,
300 Ann Cavoukian, PRIVACY BY DESIGN ...TAKE THE CHALLENGE, Information
and Privacy Commissioner of Ontario Canada, Ontario, 2009.
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TR - TTAN—aIyva Tt (A AT TL) OREE L TERIRS 8o,
RN — e 7 — ZAREHABR RO R CTY [7— 2R3 - A - THA ) & LTHREIHA
RENTNDHEZATHD (REEE 56 HLLT),

LN D, [FTA4R0— e R« FTHA 1) L0 Y, oS EE G ROE S
BEte, #ET—ZRHEERIORAEE 2 LTS OECDS JFANZMA S b0 & LTIE, #F
fiSniginolcbnd ZETHD, FRIZ, ETA RTA 2 OFTIE, 74130 —
TRV AY NI T T LAONEDHTEE ST 5302,

52 H EPNE IS 31T D FEARIE A
PART TWO. BASIC PRINCIPLES OF NATIONAL APPLICATION

AR D S Al

Collection Limitation Principle

7. AT — % OWLITITHIRZ R T, WHRDEANT —Z b, BEiENOAERTFE
IZE-> T, KOMBEILS U TT —Z ERICEm L, IRE AR ETIES & T
b5,

7. There should be limits to the collection of personal data and any such data should be
obtained by lawful and fair means and, where appropriate, with the knowledge or

consent of the data subject.

T — 2 NED A

Data Quality Principle

8. AT —2IZ, FMHAOFEENIZIBS W TR L, 23281 B RO LEE7R
#PHN TIERE, SE2M PR ONEICROIE TH D,

8. Personal data should be relevant to the purposes for which they are to be used, and,
to the extent necessary for those purposes, should be accurate, complete and kept

up-to-date.

301 Resolution on Privacy by Design,
http://www.justice.gov.il/NR/rdonlyres/F8A79347-170C-4EEF-A0AD-155554558 A5F/26
502/ResolutiononPrivacybyDesign.pdf

302 JEINAYFRBHR £, “Privacy Management Programs”®IH,
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H B L DAl

Purpose Specification Principle

9. AT —Z OWERRE, 7T —FPESNIZRR LY SRENTRE L, 234

HHJ DRI LR FPNIZ B T 2 F RN 2F ST oMo B TORMIZ, €0
MABBNZFE L22WHIETITW, A B2 LR 3 5I2H 72> TfREZ OFIH
Rz ET & TH D,

9. The purposes for which personal data are collected should be specified not later than
at the time of data collection and the subsequent use limited to the fulfilment of those
purposes or such others as are not incompatible with those purposes and as are

specified on each occasion of change of purpose.

IR O

Use Limitation Principle

10. AT =213, 9 HIC KV FE SN BRSO BRIDT=DIZHRT 5 2 &

M AT RRBIC & < 2 & UTZ OMOFIETH & TiERW, 72720, BUFo
HBEITZOMRY Tidew,

10. Personal data should not be disclosed, made available or otherwise used for
purposes other than those specified in accordance with Paragraph 9 except:

a) 72 EEROFEEND LHE. X,

a) with the consent of the data subject; or

b) HEFITHES L GH,

b) by the authority of law.

AR RERE O

Security Safeguards Principle

11 AT —Z X, TOWRE LLIIARET 7 A, &, AEFH, &S AR
AWEDY 271X L, BT ERERELZHR T IS TH D,
11. Personal data should be protected by reasonable security safeguards against such

risks as loss or unauthorised access, destruction, use, modification or disclosure of data.
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NBADJFH

Openness Principle

12. AT =& DOIEH., Bk KOZEDHFHTOWTIE, AR Sz —iki 722 5 ¢t
DL RETH D, ZOFET, MAT =2 OFEROHE G LT, £OFEHER
FABEBE & HI2T — 2 EEE OFH o Qs OFTEHLZ FBRR T & 5 HIEIZ L > TR
TRETH D,

12. There should be a general policy of openness about developments, practices and
policies with respect to personal data. Means should be readily available of establishing
the existence and nature of personal data, and the main purposes of their use, as well as

the identity and usual residence of the data controller.

B SN 5 Al

Individual Participation Principle

13. EANEROMERZ AT 5,

13. Individuals should have the right:

a) 7T HEHENACICET 27 —F 2 RA L THDINENTONT, T—X
BHE I L OMOEPOHERE/D Z &y

a) to obtain from a data controller, or otherwise, confirmation of whether or not the data
controller has data relating to them:;

b) BCWZHT 27T =2 2RALTWOHEICH L, ST — 4 %

b) to have communicated to them, data relating to them

i AEAZRHIFAIC,

1. within a reasonable time;

. WEPR D DHEE, WEIZRLRWERT,

11. at a charge, if any, that is not excessive;

i, GRAIRTIET, 2o,

1ii. in a reasonable manner; and

iv. RADGRRE LT WITEET,

iv. in a form that is readily intelligible to them:;

HOlms Lobhnd e,
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o kit (@) KO (b) OERBESINELEICIE. TOHEARHII SN Z

ERVZED LD IR L THREL PN TH I LN TE D L,

¢) to be given reasons if a request made under subparagraphs (a) and (b) is denied, and
to be able to challenge such denial; and

d BOICHET 27 —Z IR L TEBLZH LI TD 2 E AREOEFENRHEO LN
eI, €7 =2 2iHE, FTE, Bk, W S5 T L,

d) to challenge data relating to them and, if the challenge is successful to have the data

erased, rectified, completed or amended.

EH{LOJFHY
Accountability Principle

14. 7—2ERE L. LRRoORAZ £ T 5720 O E 2 ETT 28T E AT 5,
14. A data controller should be accountable for complying with measures which give

effect to the principles stated above.

(3) EZFEW T T A N —RIE

19. A R A ZBITTHI2H720 . MEEIZUL T OFHAE T TH 5,

19. In implementing these Guidelines, Member countries should:

a) BUHERE 2R CIIE AT o TR E 2 K LTERN DO 7 T A N — (R T8t &
FRRESE, (TR 5720
a) develop national privacy strategies that reflect a co-ordinated approach across

governmental bodies;

195k a 1L, TONMRET) BUFHB SR CREE 21T o TR B2 M LIZEN O 7T A 3
v RESHERESE, (o) EED D, RXETTELT LLERIT
B O 23Tl gy, BRI ERSIC L 2 L, ORMFEFITHT DHM &) BT
O, BUFBEBAF O i, QBUHEEE B & ARE T 5 A E R ORI B3 2 BUfr B £
O, QEFEY A N—tF 2V 7 ¢ B2 & OBEEIRIC T 2 BURRE & OFifn & X

303 JEHNAYREBH A £, “National implementation” DIH,
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LI=ODOERE, 72 ENRDHILTND,

Z DR, FEENEROGEEIE, BUFICx L, MEAEROREICET 2 5AKT58 (B
E, MABRREE 75 280D 2 EE2REMNT TV, OMFICE T 5 BUFR
MO DN T, BATOEBHKERO T CHAREBKIH DBBERED b 5722 L ([
5365 3H, B 54K) SNTWDHD, EBENULETA FTA L ONFEZEMRL LD
EL2ge, RBUTORICEET XS THD LBbhs,

FF, MEAAEROREICE T 2HEATE) 1%, BAGFREGEEGER, REJBESN
ZDIE—EDRH (2009 4F) THD, TTA 1\ —, T — X RO G W5 H o8
REVRAETASNDOARK ORI HND Z X0, &2 TERED T E b 312tk
ETHZENARETH AL THTFIZR > TWDHELE, 195 a D, KV BHEDOZWSIE (12
LD F I ERBEHEMTRE Y R AT A~OGIE) 2 LICEE LS H, BatShat
TR B 720,

NEEE IT B A IR ASCHNEE RS R 2 U7 2 2 —0%E L TV A TERIEE
BRI Mz 2 UV 7 A IR DT FR CTUET SN TNDL 2 & LR EDELR
HRETHD (@),

@IZHOWTIE, ITBAHEBIE ANIE MIRFETE BT D BUNNER D SCE L 5 v Te b TidEin
TWDN, BT LY, CEOREIZEDikmDNEFENRH S TR, ABOEA] (12
&) CORMRLED, BETSNRITIUER B0,

72, 5%, MEAANEROREICET AT OMENREIE Th 5 Z & BHERFT
ELONENHRENRDH L, Thbb, B+ 58518, B"EEIZBWTHBEATOFBEKR
EflZHEA T, 774NN —3ITHEDN Wb 5 =HKEBE L U TREIND FRMEDRF
T5, Z4&FES OINIATHEESR) FBIN»DO—EOMNE ZORKEET 50T
bV, FEREICEIY 2mEICHITHEREN DT 6 b VW) Z &b &, M7
BEERE L TOMEERT D LT, AT, T4 —PUTHRE L FHRED
HEMRN—B7e 0 & WL D L H T L ic7eiud, OBUHEEA R O hal O BRI X 4E % 5
F5. TTANT—PUTHRBETERER ) L THEUTH R 2 uE (oAb %R d
%), QBUFHEBMEA T B AERIC OV T OBEFFHERIR - 0M#E, (2O THEEMT
9,

BAEE L UL, 4%, BOHEE LR LS, EFET 74 SV —WIKOH 0 & Kt
THOMENELTLS DI LD,

@) 7TANR—=x A N Ta s T A
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15. 7 — ¥ EHEILUTOZ LICETEET D,
15. A data controller should:

a) LFDTTAN = RXVA N T 0T T hElETH L,

a) Have in place a privacy management programme that:

1L B TICHLTXTOMAT 2T 204 RTA4 2 FE L,

1. gives effect to these Guidelines for all personal data under its control;

i B ORE, Bk, B o7 0 BT A IDs LT,

11. is tailored to the structure, scale, volume and sensitivity of its operations;
iii. 77 A /30— U A7 G D < W) 70 OREE AT iE 2 I L

1i1. provides for appropriate safeguards based on privacy risk assessment;
iv. H3TF 2 AR~ DRI AT & NEREE A A T = X LAz L,

1v. is integrated into its governance structure and establishes internal oversight
mechanisms;

v. EEEOA T v bORNEEHE 25|

v. includes plans for responding to inquiries and incidents;

vi. fkfcRY e e =2 U > 7 L EMIRDRHE 2 B Lo RIE L2 i 5 Z &,

vi. is updated in light of ongoing monitoring and periodic assessment;

155k alllY, 7—4EHEOHRE L LT, TITANRNY—v XTI AL T BT T LOE
ERODTEY, ZONELELT, L FEHFICHLTXTOHEAT —ZIZONT, A R
A VPRI ND L DT> TS, il BHROWOK, BB, & BT 0 87 4108
CTW5, iii. 7740 — U 27 IS @R RERENFERM AL TWD, v T
INF U ARH LA DI, WEBEEE A I = X AP STV D, v AT ROA >
DTV b AOIGEEAE EN TN D, vio k=2 ) 7 EEMRHI A B E LT
RELNEBIND, ] W) ZEE2RDTNVD,

ME NS OREICET 2 AT 6(DITMAERBIRFEE I LT, TEIEEH
O] L LT ERETITA N =<3 VAL b Fr T MHR L EERH 2Rk
TWAR, EEL L TEAETRLER L TNDL T IA N —< XA a7 T A%
TIAN—<—IHIETH D, TTAN\—~—7 TAARTERK [JIS Q 15001 {E A1
IR~ R AL P AT AR (KHLL, 2013 4 10 ARFRT 17 3000 #2L L
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DI BEELEZZTVD, M, T4 —~—7HEZENTERKTHS JIS Q
IZEEDSNWTNDE DO TH LG, TOFEE TIXEBEMICEA LRV,

BEE D (AARH) BERMNT T TA N —~ 3P A 0 v T a s T hEKo>Th Efod
O RBRBBNTET D0, WEHA RTA > 15 Fa L[5 —2&HE | 2T (FREDLT)
X DHEE LTI TA N3 VAL T T T AOEFERD TN D, BAEIC
BIFDENEROSGTEE LT, iv 527 bV, WEHHEERE (SRR O R
BANE) OBMRTEMTL2L VI ZENbVRLIN, 7 —2ERE] IRt ThHD LIXR
5F, R0 Thod, BREMMRIEERDE ((TEMRES) IZLEFREERE (EAN®R
BB FER) TR DMMOREEEONE L L THARADZE BB 6NN, E¥Xa
V74 &7 74N —DREZRFTHNEH D, BUATIETH AA—TEZ 7207 D0
TIFEWNER D=, SLEHEZ OB PRI LD RE TIERY, ZOBRICITaH
% (FRE) BB LT 20, ITBUENEG L T200BRRH V155,

G) T—FtX=2 T IREEH

15. T — ¥ EHFILUTOZ LICETEZHET D,
15. A data controller should:

o) AT —ZITHBEEZRFTERREX 2V T A REND LG, REIIGLTT T A
AN —PUTHRBE S OB EMER @R T D 2 L, Uikt X2 VT 4 RENT —F EREIC
AR RET L BB S D 5613, 7 — 2 EHE IR AW D 7T —F BARIC@m T~
ETh D,

¢) Provide notice, as appropriate, to privacy enforcement authorities or other relevant
authorities where there has been a significant security breach affecting personal data.
Where the breach is likely to adversely affect data subjects, a data controller should

notify affected data subjects.

155k c T, 7T—4BHEORB L LT, AT —ZICHEBELRITTERREX2VT
AREVP DTG, LBEITS U TT T A S —HUTHERE 3 Ath o BEERERS (2@ k45 =
Lo UEEFa VT A REDT —F ERICAFIEZ RFT LB SN D581, T —4%8
HHEFIAFRE K DT —F FRICEH T XETH D, ] LED,

BREIZRBONTE, FROHEANTRIE EE SOV T, HEANERORECE T 5 FEA
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F#t) 6(D@IZHNT TFHEFITENT, HAFROWZNVEDOREREN A LILEIE, =
W EOBGIE, U FREORAERSE OB RN D, AR FEEARELART LI L
MWHBETHD, | &INTNDHIED, FEESEFONA RTA T, WAVKEOBEMDED
LILTWAEERD D, BlxIE, BEELEEOHA RTA4 2 (MEAANERORHEICET 51
BUZOWTORBFEESTE MR ETDHHA RTA ) TiE, TEBERESE~OHRE] T
Baz 5O H D RKA~OEKE ] OWFREZbIRAWVEO TEE L) #iEE LT
EDHTEY (2-2-3-2.Z2FHRE (EH 20 £BE) TA R4 EOEDRBL, 15
2k c HOHFIB B ORI IS LTCIER A2 ST 5,

Hebl, RERMENELXLINDDONE, T—FEHEIZE, X2V T o RENK
FELEBREIS, V2T —2arDIERTOU AR Y, BEZANCTEA T 47
IR EHE, L) T EITRO BN D304, KETIZIZE A EDINTINEE LTEDHILT
BY, BMNE—T — 2 REHARECTCINEZEAL LY L LTV D,

HNEENERIREEE L, VA P74V EOBETHH-TH, BRI ZE
WA DMEAICH DA, B LV EAER, EAT—FZ5ERT 2 X0 RAMTHESN
FEELHLIAY— T AT 7Y OEAFESEOEGRLDOICRD E, A RTA v EOH
BT 20, AEICBWTY, T—4eXa ) T REBMEERLEOZE LT D
ZLIZELT, HOKERQRDERDRIUICH 2D TIHRWEWZ L 9,

2720, HBEVICHHRRIMAVETEMNEBLADERNLDICE ORENS, RH
X TERR2EX2 VT BEF] THDH e [FHEERITT) e EOBBHBEEEZEAL
TW5305, [ENEE LTHEIET 5L, BPEFETOMKRELZEZL T, TEITEA
SNLMENH DL b EEDIND,

(6) T2 BT IR

15. T —¥EHFIUTOZ LICETEZHET D,
15. A data controller should:

b) MIET TA SRV AL N T RS T ASHINCER S TN D T L & FERT S
ATV BRHS, HEIREAT 57T A /S o —BATHRBI UL TR L < 1A A KT 4 v
\HIR I % 5 2% O L A% ORY Yed OMF 2Ll S5 ETHLE HT 5L OOk

304 JBEINAYERBHR £, “Data security breach notification” DIH,
305 JEINAYREBHR £, “Data security breach notification” DIH,
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B ORDITISECTHINT D Z &,

b) Be prepared to demonstrate its privacy management programme as appropriate, in
particular at the request of a competent privacy enforcement authority or another
entity responsible for promoting adherence to a code of conduct or similar arrangement

giving binding effect to these Guidelines; and

“Accountable Organisation” EFFFRSILTWDEMTH DM, EARRIZIE, 155 b A
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(7) BILINT=ZT T AN —HIT
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1. For the purposes of these Guidelines:
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c¢) “Laws protecting privacy”’ means national laws or regulations, the enforcement of

which has the effect of protecting personal data consistent with these Guidelines.
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AR O SN SUTBIT T & 2 24T 2 MR 2 A3 2 45 I E 2N iR E 9 5 IR 2 Bk d

306 SEMNAYEEBI R #E, “Privacy management programmes” DIH,
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2
d) “Privacy enforcement authority” means any public body, as determined by each
Member country, that is responsible for enforcing laws protecting privacy, and that has

powers to conduct investigations or pursue enforcement proceedings.

19. A RIA BT THI2H20 . IMEEITLL T OFHE FZEfi§ & ThH D,

19. In implementing these Guidelines, Member countries should:

b) 7T AN —EARET DIEE L
b) adopt laws protecting privacy;

¢) TT AN —PATHBE 2R U CHERF L. Y IABEBI DMERR Z A RAITATIE L. BRI
DNIET—HB LIS SREZIT ) L OICLERE MM, VY — A HifryERN
iz, (%)

c) establish and maintain privacy enforcement authorities with the governance,
resources and technical expertise necessary to exercise their powers effectively and to

make decisions on an objective, impartial and consistent basis;
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N OREE AR & Lo FHRO TR 2 BBIRERR AN X 2 (253 2t THE O EERRY 72 i
WORRE L ROBENNAECTTLD, [TI7AN—LEADAHEREL, NOT T AN
CIFMOBHRREE N D, EANTEDL 203567 2ilEZMMSE 5 2 & ik
OREEZAT D L) ZRHEE LT, MEAT —2 O BLE K OERROEIL. EZ O
LWEREZAIEYD LT 5 & & biz, HAEIFE LARWHRAIE EAOMBEZEFET 22 &, A
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AT — % OEBERITARE L O ORBBICERT 2 2 L) 2GR L. (774 N —{i#
EEANT — 2 OEBBIZ 05 BEWNEIR, 2080 REBREZ T8N0 H 5 2
LA L ., MEAEMOE RO B B 2REE A RET 5 2 & KON A ER ORF S
HIBARD IR I 5 RS EEORIRAERET5 2 L) #HRYE LT, MESEICH L
T, AANEREICET 2 ENERHOEHZ R L, 774NN —1Ri#Ex4 B & LTIE®R
OEBEEE T X b 2ne s L, —IWNOFEIA, 1774 NN —(RGELEAT —
Z DEBERBICOWTOHA RTA BT 2HESEE ] 28R L,

{ ZOREIZ. IEEAECHEAORNEDTIEH S0, MEAEICG L, OECD
WA RIA BT TV D JFAIE, EREEHEORS L L ENEOT TEETHZ L&
KDTWB,

OECD A K74 %, EAEHROHEHEICBE L, UL FONSOERIZ T T 5,

(7) AT =% OIEIZIE, FIRERITHZRETHY, WHhRDEAT—2 b, i
EPORNIERTFEICE 5T, 22OMYRGEICIE, 7T —F ERICHDL LO IR EZET
T, EENDLZRETH D (WEHRIBROIEAD

(1) AT =21, ZTOFHABMICH 7LD THLRETHY, »OFMABIC
VERFFHNTIER, 522 TH Y EH2 b ORIz 2T IER 520 (F—XNEDR
A o

() AT —2OWERIZ, WEREELD HELS RWERERICBW TSR T
NERST. 20®%OT—Z ORI, YR%IE B ORI S I B B & L7
WT, o, BOEFEFHIZHBE L SO BROERIZRES N HRETHD (HW
WL JFAD)

(=) AT —ZI1%, #igiC &0 Ak Sz BB O B O 7= DIZ BT 2 O
OEHICEE SN D RETIHRVWS, 1 T X EROFEENRD 256, 2IEHEOBEIC X
DAL ORY Ty CRIHAHIROEAD

F) AT —ZIi%, ZOMKELIIARY T 78R - ik - i - EE - BR
SLOfEBICK L, AR Z SAEREIC L VRS R T ER S22 (ReR#EDR
A o

(1) AT —ZITARDBAFE. HEH R OBORIZ DWW T, —RAVICAB OBUR A &
BARTIUTZR 220, AT — 2 OfFEE, MEAOCEOFERFMENE L bIcT—4
FHEOHBN, BEOEFEIT->E Y SELEOOTFENESICHHATE RTIER 572
W (ABADJEHD

(%) EANE. ROW¥EFEZET L EASMOREA,

(1) T—2EFHENRACIKCHET LT —FE2H L TVDINENIONT, 7T — X EH
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FXIIZDOMOEN MR EHD Z &

(2) BRIZMET27—%%. a GHRHIMINIZ, b b LELERLBEICR LR
BHT, c AEMRIFIET, 2o, dHCICOMY B WET, HElIZHLLbbHND Z L,

(3) Efd (1), (2) OERMESSINIZHAITIE, TOHBBEX D Z R
WZED LD RIERITH L THRBEH LV THATEDLH I L,

(4) BRIZHET27T—FICH L TERBEAH LY TLHIENTELZ L, KOBEDOR
FORDOONTHGEITIX, TOT—F & HE, BIE, 22k, iESE5Z &,

(7) F—2EHEL, LRRo#FRAEZERT 57200 EICHE) BEEATH G5
fEDJFAN,

..OECD # A FZA %, Ak &0 FEAEROREICE LT, BB K
OFABIROFEAZ BT, TMEAEREZIE LT, 7% EROREN S 5546 ULk
BOBEIZ L 2565 £ OIEDBRIZHfL S 7z B RILSN 0 B B D 72 O Il A1
AR L TR SRV BEDTWD & A, AL FEORRIT, ARAGEHS OB INHIA
FICxt LCHIRMIIC TET 2 2 L e, SMBAFEORE < OB STOMEICEL
SO TIEANEREZFH R LTS D TH-T, ZORY T, OECD A FIA NI FTDHZ
LiZkb, bodbb, gk LY, OECD OMBEIEF, OECD A K74 iZdBifbi
TV LHFRZENEOT CEETDHZLEZRDODOENTNDEDTHY, ZDZ LIZONT
PR AT VA, FOHEANL, WEMARL—AEFER LTINS LN BRETEEICTA
ETHY, BPREBECBIDLRNETLHDREDEELRDZ D LML TEIWTHA S, T
bbb, —EDITADN OECD A RIA IR THZ &id. RIETAICBT S HEREEIC
MEDZEBZVEFTRETHDL, 2L, ZRPLEIC, EEEEZROLFEL D L
fR4 % 2 LIFHEBRVE NI RETH D, |
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I EEMENCESITA28E0EE

1 REDTFA N —REEFORIFEA
—HBET T AN —HERERE US-EU B — 7 == Ex b D8 -

R (RETHERY)

(1) HEBEEITSAN—IENERLZOR
@ RIDFFEHE
201242 A 23 H, A< KFHEIL, [y U =7 OWFIZBT DHBET T A v
— T TANT—DOREL T n— NV T UENVRFE O ERET DT L — AT — 7 |
(Consumer Data Privacy in a Networked World: A framework for protecting privacy
and promoting innovation in the global digital economy) & W95 HEE 7T A /Xy —I|C
BT o RflzRE LI, ZORMTIE, [FHRESICBTDHEEET T4 N —Ri#EDDH Y
FOHFEHERHE LT WHEHE T 74 N —HEF|F] (Consumer Privacy Bill of Rights)
DETR STV 53814,

KDL TIZ, WOE DR LM ENTND, BERER, 2 KEDER
WP T DA Om B, SEIRO BT E LWERIE, xRy P =R, /=
SUERILTEY, Ry MU= 727 /00— InbAEENLE VR ANRKEL
IS T2 DT HRIITIEFICRE VY, ZLTZOE I exy MU —7 ORACIXIHES
MO DOERE (trust) DUETHY | ZOEEZT-> T T2DIZIE, I3 — D0k
DIEFICHETHD, £/o, KMOFMmT, FEAEDT T4 N =TT 2BATIER
B, FEOSE (B2, ER, BE, @5, @f—v X, A% —3y kDT
ELOEAEFRZRE) RN TEY , — KRS o F—Fy b RIZBT AT —4
(personal data) I3, EEMZREMIEOMAZZ I TWeWI L2 FEHL 05, 72k,

ZCOfENT —# LI FFEDOME ANIZ Y > 7 9 5 (linkable to a specific individual315)

314 K[EpH B4 O Internet Policy Task Force (IPTF) 7% 2010 4 12 HiIZigs% L7z TA >
H—y MEFIZBIT DT =%, 774 0 — R OEARHE - BBORMHA (%
BEXTA T TAN— LRI T H 7 U — 2 _—s3—) | (Commercial Data Privacy
and Innovation In the Internet Economy: A Dynamic Policy Framework (“Privacy and
Innovation Green Paper”)) (25T, HEFIFEIMOKRENIES S, EEMNIZZ0 7Y —
V&~&—%%kK\%%%7?4ﬂv~%ﬂﬁﬁm%mémfwéo

815 Z OEFIL, HILBUMN D personally identifiable information”|ZiTVy, ZiUE, ZOfE
)\ZIK)\%I:B'JX TBET 5 Z LA TE H1EHR (ZOFREIR, UIFEDEANIZY 7 %
L7eXiT Y 7 alge /2l « ANICET DIEREMAEGOEL ZLICL-T) LESRSH
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T—ADEETXTERET,

KE DT T A R —EERNL, RN T T A N~ OIFAZ 5D | iR OIE
DB D aw o0 —HEEFREDT- DO EAAR 2 1EH, Federal Trade Commission
(FTC) (X DIEBIT, &% S LM FBRE OB XA B L 72 BRI A ATREIC L T
LT TAN—RHEDO T L —L T =T L LTEY, T TICLonh & T T4 —
ERELTCHND ERMTITRIEEZZLCWD, LML, 207 Lb—AaT—2712iF, O (B
M) BRI D AN 7 T A4 N —RAOWERIER, @77 /av—Lk
EVRAET VOB EIHEEEF T T A S —ICBT 2 MESIZ OV TOTRTOF
ERREIC X DRIV LA DR, L0 ) 2808 KRITTWD EEfE L TW5, =
D2 REMITZDIZ, AKMBREINTNDE LTS, TLTZOKMPRET S 7
V=L U =713, HBET TAN—DR#EZ LN G, A /= a a2 RlEsEs b
DTHDHELTND,

REINL—2 T =7 Oh0E, EEET T AN —HERER) THY ., £t
B A 2 —2y FOREEMM & WO BREICEIST 2B E R D7 T A N — R
HIE L@ BTV D, KMOH CTEIFIZ, BRI THBRE 774 NV —HEfER ) %
EHA L7201, FRCBIEDORFESEICET 2 7 7 A N —IZBT 28E (Bl 21X, &
POAE D47 8) O %2 T TR W PR e RIEE 7 # —ICE ) S D IEHR O RS %
L TWD, £ LT, BUHIFIERRE (FHEE6, 774 N —0HBEBEREDHR,
EERAY 728 — R — INOFFRBE . SR ERFOPITHEIZ L CFir) MosELE
WaHAR— LT, WHEET 7 A N —HERIEI | OFEITICHNER~ VT AT — 7 KL
2 —O L 21T7EEL (Codes of conduct) DRE LM ZFEHRIEH L LTND, EHIT,
FTC OHERAILRT D Z LIZ KX D2RAREPIT. T L THEO T F7 A N —T7 L— A4
U—7 LOMAEEMNZ XV EOLEBHFEICOVTHRITND,

LI RMDO AR TD %,

TWb, EANRAKANTHD EHLNIRDE T —RZOWNWTT —ANA, r—AD Y A7 |kt
TAHRMmA LB L 7B E LT 5, (Peter R. Orszag, Memorandum for the Heads of
Executive Departments and Agencies, Guidance for Agency Use of

Third-Party Websites and Applications, at 8 (Appendix), June 25, 2010)

316 “company”’ & Kl CIZEH T 50, ZD’company” &1, HIE, EA. FT7 A+, &
FE FEAFE, BEAKORWEE, BRI TFy— IEEFRENRE, HIEDOT T A
NU—BREDEHZZ T TV nb Db EEND, AREETIE, L] LRLTW
Do
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L5 FiR ORENRE T 74— 7 L — AT — 7 Ok

2 {HEE T T A N —HER E L

BE L HEE T T A N — MR RO EBZ AT T ZMEO H HITEELO R E

DI=DDZ VT AT — 7 R Z—T kA

4% : FTC OEHITO5EAL

5% 7T A N — (RO EBAAE ELE A Ok

6 F  HEHE T T A N —HERERONTIE L

TE EANT T AN —REOYGEIZB T 2 ELBIFO Y —F— v

8 : fbiww

9F : I8k A WHEE T T A N — MR

10 % : {18 B 1HEH 77 A "> —HEF|E i & The Fair Information Practice
Principles (FIPPs) D kt#&

(A HEETSZA N —ENER

ER AR ERBUNE T MME NG R A UE T DRI DY | Bkx REFEEENREDT —
FEbbP LA TIEL, WEEIIA T Y=y bRy PU =27 —E XA
D77 ETHEBIIZEAT —Z2 20D LTwd, BN TIX Fair Information
Practice Principles (FIPPs) 3TN ERAEE L CWWZEREE L VD . B ADOIEHRICES 9 2 LB N

SRS, IR ERLTWD, LT, ZOMAT—XOFNERIZA / X—va v %

L, H6@PHEVFRACHREZ BT EVRD, ZOX I RBREDRNTA /) N—
a v EMERF LR OMHBE T AN —OREET o TN T ENIEFICHEEL RS T
Wb, £ T, HEET T A N —HEREML, FIPPs # 2 DORTREIETND,

—Ol, WEEMENT —F 285 FEHIMELDLXE TH LD, ZTOHEFIZON
THLNIZLTWDOIRTH D, ELRFAFFHIRy NV = HRZBWTHEZ T HODO Y
TANY—5FHLBRMERHDLZEEHTE LTS, b9 —2iF FIPPs OfEANT—# DU
5 - FH OB E 5l (context) Z EEHT L2H LB L, BEISETWDIHATH D,
HEED, BERGOUE Y —E R 2R T 2IChHlz> T, @ 5 E AT — % DOF)
MBEWOER L WS ORERERTH Y . TOHPEHATORMMICE L TE, B—HEE DR

31T NERIGHRIEENICEAT 27 V2 NVRRO T T A A~ — iR AL, 1970 4£RIZ FTC 12 &
STHRE SN, TS TEEEICO 7T A N —REDIBE D —D L > T 5,
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BERDDMEPRRNETHHDT, FHEHICLE > TIFRERH LD LD,

HEHE T T A N —HERER T, WEEIIEAT —ZIZEALTUTD 7 DOMHEF|Z£F
DL EIND, B, HEET T AN HERNEIT, EENREANT — 2 OFMICET 2
H DO Th Y ARIBEENC X2 FIHIEE £ 720,

OffiA®D =2 F v—/ (Individual Control)

HEEIZ, BCOEO XS REAT =2 BIES L, EO X RN EZIhD D)
Y, 3y br— T MEMEZR > TV D, FEFIL, HEZICH L TEDOADEAT —
Huw DX ThF AT 200, HEEDEY /22 Fr— AR’ TEL X)L
T B, £z, FEENEOLIIBEAT—Z Z2INE, FIH. BAREZI{To T2 0
MZEALTH, FfkIC#ED =z b — L2 HEEMTAD LI LR TR b v e
T2, ZOXORMEBEFICL 3L he—E, FOEAT—Z O, &E, o7
AT TR ThHLEIN e EEBET LI LI HEERESICHY eay b — %
179 2 ENRTEDLHEC L > TRESNRITIE R 6720, £ LT, ZOHER, Hx D
P—E AR — AT L, Wi CERRREIRAIT O 2 & THER S, FEFICLLOBEAT
— & O, FIH, BIRICOWT, AHICE > TERO S Hitima MBEE DTS X5 72
L ATRITFZROGR, b2, AT —ZPNEIN & X LRRIZES T Z
PR D HIET, BAT — 2 DO RIZEOMIECHIRZ1T 5 Z LN TEL K oI LT
e blene 35,

FRCHE ZEDNENT — 2 EHBINET S L0 et—e X BlxiX, A1 v 2—Fy
T a4 o VIRE) T o HEFT FEAFEEDRLOLITEAT—Z 2RI L, %
OPEEEITEANT —Z OWE, FIH, BIRIZOW CEb 2Rk 22t L T b E D
PNZDONT HFHTHBEE OFEDO L 5 ITHEEZ LT, IHEE SO 708k 2 424652
VBERDD LT D, bbAA, BEFHFEES, AT —ZONE, FIH. BRIZHONT
HEE D CRIRRERIREITH) 2 & TE D L AR RITIE 7 6720819,

o, BEEHREERT, HEBLOEBEOSLY EVEEITHI ZENTERVEER L

818 = Z I, B, B, R EofEREET,

319 B, AL TA U E =T 4V TIREIE BAZTEIEAOT AL 2% T vX
T DN, ZOXIRGEEERIL, HEEICXH L GEbleary ha—nLrot 7 a vk
BEELARTER S22, LALKMTIE 5T, 77/ 0P —0RENHEEEDOEAT
—ZZKTAEADa L Fr— L EREIZTH EH LTS, filz1E, "Do Not Track”® L
AT, HEEFIX, FEFOFEENPACOMAT —FE2E5HWHI N, FRFIELRZ
DENT —Z Z2ZIFWD 2 ENTELNENCONTHay ha— 352 LRTE, W
D@L LTT T T NEXTH L TA L E2—F T 4 VTIREDOREFTITMEANT — & ZIE,
FIASELZEEARTEHELTND,
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W5, Iz, T—F TR =R ERFETOND, TOL REEFIT. WAL
10—/ 35 HEEZRMET D 2 LITBLENTRWO T, WEE T T A N\ —HEREHR BT
5 THOOHAD I B AT —Z OFFFEFICEB N THEERED ED LS efflz o T
D, BB E AR T H Z LI L VEAYE (transparency) Z&E®, S HIZ, 77k
Z L IEMeME (Access and Accuracy) . @t 3fE: (Accountability) OfthdOIHH (230 THH
B LEESCD Y TERWEDEM O LENHDH L LTND,

Fo WEBEERAEOBAT —FDay ha— B W TETLEA Y Z bR 5NT
W5, ZDTDICEERL, —EHEENRE LZBEAT — % OIESEZHMITT 2 L< A
Z, WEFORELFL L ATRERS TUTRH2R20NE LTS,

OiFATE (Transparency)

FEFL, EOLOIREAT—FENE L, REZLOT —ZBUIBEROIN, WOEDT
— 2 &2HIR L, £13E%BE (de-identified) 5D, FLTHE AL DEAT—4
WEHENRDH D00, HETLHEITZOHNREZFITHF LN LR2TT R BR0, 20
LB ZEO D Z & THERIL, AT —F ODNEFIZBIT LV A7 Da s hr—
WVIRTE D, £lo, HPVHEELITFEBICHET OMEMAT —FOREIZB N T, £V —)E
DEWHENTEREND,

O st Mo eHE (Respect for Context)

HEEIT. MAT—2 2R 20T RMER (context) &FJE LRV, FEHFITL
LENT —2 O, FIH, BIRELOHERZ RO, FERIT, TRERERLDLHMNT
A ETBRZ T 25613, RIFICHEHEFICH L TAY DX I IZZOMO AR AR L,
HEE DR IZEZEHINBFIHICONTHIENTE D X2 LR T by, £
TEANT — 2 RIS, BREHRETE L B TR £ 23R 21T 9 56 b IRERIZ,
ZOFEHEZMHR L, 7 —F TR TH 2WEEPRISE TE D &5 sz i L
AUTZ2 B 720,

ZOYRERE B LIEAT —ZWEFICOW L, FEFICRREE 5 2 508, [F
RFICHF R L, RESN DT —EAREMICESNWT, BCOEAT =B ED L H 1Tl
DD DONEHEZENED L D ITRH L THIEZ T2 00, FFEEOFEANT —ZHY
PN IT D EENCET DA EZ ED X S IZHET 500, Wb D EANT — Z Rk D
BRERICEDWIHEEZ O 2 b L ITHETT 2 0ERH 5,

FrTA VIREDEEE T R REVRAETARD Y TNENRIRD T T A N —
UA7 A TS, TREIIZOWTHEIER T, HEE L OBREEEHE T ILENH
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Do Flo, Wb oty T 4 7T = OWESRFITIEA T A VIRE DFEFRITINET
HTEHRWTOLRETHLHELTND,

Flo, V=V xAFRy N —F TP —ERABWT, HEEIIREBAIEAN T — 5 %18
LTV, FEZIT, TNODEAT—F 2 fl 2 X — v 20m B, FriLn—EZ20
PHRESICHE 2 Z &N TE, ZOEITHEEICRAE LG 4ET2, L, fl2X
TR T a—h—Ip EOFEZFIMEAT — X 2 BT D56, T OHE TR < TRV
TEIZIAREZ, =B AT — 2 2R L CEOMO BB THIAT 2 /lRetEndH 5 2 &
R LT e bien, £ LT, ZOMDIEEE 77 A S —HEFEROEE &5t
LAEIZET, HEFICINODORRE SERWHIEZRIET 22 L bEHETH D,

7T A NIRRT E ORI TR, HEE T T A N — DRI, 1Ok E L [F
BOZ7VL—=bU—=70b, MHERFEZERTLHZ LI FLTWD EERHBE 2o
T 5320, Z L TIEDBROBE RiF A EHT 2 2 & OMEMEPFERI NI DTN D,
IOZ L, FEFLDBEMEODFMPEEE S, FMATIEI RS EET AT —
FIRICBET 5 L0 EWETEZRT L &b, ANV EHEL, BAT—Z OUEE, FIHS%
IZBWTZOEREROEEL NS Z L &AL LIEWH#HTH D,

Orx=YT 1 (Security)

FEHIL, R RIET 7B A, B BB, AERBRREZ ST L2012, il
TFH#HEZ LD SHITEAT —F OIEFICHEHD 2 EGICEA L, fHMliZ1TH R0 1T
7RV, X2 VT 4 BT TWRNE | JHEF TN RO 22 E 2 K&
EFF L LD, TR VFERT, HEEPOLOBHIET TR, BEVRAN—|
TR ENLOFHIGHE LT, TOZLICIDRFIELRZAI 2L bbHD LEXBND,
FE7o. HHINER (Data Breach) OFRIZIE, HEFH I L OEPITHRENICE S IZHE 2 L.
X2V T A REDTZODOEL L 672 TLR LRV, KT, HRRIRIZEET 5
HIEDO BN Z R TR L T D,

O7 7 &AL b (Access and Accuracy)

FERIT, EEREAT —Z 2R T20ERD Y | HBEEDRENODEANT — 22T
78 A% L, FTE, HIBREZZITRHAOHIRZIT S Z LN TE M2 52 R ITIER 672
[

BIE, FFE D5 E ([E# (The Health Insurance Portability and Accountability

320 Craig Mundie, “Privacy Pragmatism: Focus on Data Use, Not Data Collection,” Foreign Affairs,
March/April, 2014 http://www.foreignaffairs.com/articles/140741/craig-mundie/privacy-pragmatism
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Act(HIPPA)). 1M (the Fair Credit reporting Act) 72 &) ZFRW T, {HEFIIB DD
HNT =227 78 A% L CRIIEZ T DIEMRMER 28> TRy, 20 &9 RETE, HY
B, FIHOBIRZAT 5 72012, BB VBB I CEEEORFFT 2BAT =2 T 78 2%
TOTEBRTEDELTT DI LIE, A/ "= arzhiFs e LTng,

OB R E K-> -INEE (Focused Collection)

FEFIT, TRERIIBSTENEZZENRT DO DORIKEDOEANT —F OIEEIZE S 2
RIFE RS, Fio, BBEORL oo T —XIZOWTIE, HEFIEIERIME L e
TR B 720,

OftFAE{E (Accountability)

FHREE, 2O T7TO0FAUNETLIEREEA STV D, £, FREFTOMEAICZO
JFRIZSF2 KO BE L, HICFHIEZ LTI sy, £, ZhbOBEEIC OV TE
BRMEELHESRTNER LRV, FEFICT — 2 2BiET 25613, BisE RN EER
DTIFR L TOFIHPHEBEENT —F R LI RAEHE TJE L THRWINE S 2
HELRD, JoT, BE=FABPERNE, 7THo0FAZ T HIEZ AV, EEMITBELT
XD EEREE LTI S0,

B) RILFRT—HHRILE—TORRICKDHITAELITEREDEE
FNTBHEE, A ¥ —Fy hOL ) pa—P—FHOF—T U HHERRE TH LT T v
N7 —=LD7DDORY —OREICIX, Y NAVT AT —7 RV E =2 X DRENFECTH
HEFZZTND, ZOXI A =T TERAMDOH L~V TF AT — I ANV F—TrtE R
%, R CRE R A X —Fy bRV O—ZAREICT 5 EEZTWD, vV F AT —7 7R
NE =Tt RALL, &L RT D2 R FERRE ONREET X THR—FIEE
STEDHBIR L F#EZFH R LIKEL TV Z & T, ERENORERREDE R

821 AN EHEIL, 21 D A~— R Uy ROTZ7L—AU—7 ZMELTNDHNR, A~
Z—2y b ECIHEEPHCOESFIHICE L CHERERERLZRIETE D LI ALK
PBET+5Z xR TU 5, (National Science and Technology Council, A Policy
Framework for the 21st Century Grid: Enabling Our Secure Energy Future, at 41, 46,
June 2011,
http://www.whitehouse.gov/sites/default/files/microsites/ostp/nstc-smart-grid-june2011.
pdf)
322§ 2 | Digital Millennium Copyright Act (DMCA) ®”Notice and Takedown System”
OEMNCET 26170 L, MEZHL

(http://www.uspto.gov/ip/global/copyrights/ AGENDA_March-20_Multistakeholder_For
um-FINAL.pdf)
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KMTELHENIHEDTH D,

A F =y FRIZBTFLTTAN—RELRET, SV F AT =7 RV F =Ttk
AR N—MEY BEETHD LT D, v VFAT— I BV —TrE AT, KT
HOUE CHOHEREIZ IS LTV — B NAfRECThH Y . Eo@E OHAI (EER ) FEN
LHARTEEBIIN—NVEERTDHZ L LA TH D, KMl TIX, %4 D National
Telecommunication and Information Administration (NTIA) 23H.0E72>T, 2D XD
BRSYNF AT = RNF =T a2 HR— LT, FEEPMTERHELRET 25518
2L LTS, FEENRZOINANT AT =V RN F =T nk 2BME L CITEkH
ZREL, AT RAY v NI, HEEOMOFREE L EET T A AN —IZHT 5L
LHELCHEMmETL2IENTELZ L, T LUTHBEZIRM L TS Z FTC 2 &
EPITIRBED A O T 7 A N — BT DB 2 BRI L TN 2 L &8s
Fohns,

VNVF AT = RNE—T at AL, 1.AJE (deliberation), 2.£%/] (adaption). 3.1
{t. (evolution) DWFEZT- L%, 1LAEOWMIETIL, HEE T 714 N\ —IZHDLITEHR
HOBRMZ AT — 7 RVE =T 9 Z LN ReR iy TEEMM 28, 27— 27 v
H—=DBMuEHD, TRXTOAT—7 RV =L, ZOTEEEOREOMEIISINT 5
ZENHKRD, £ LTEZTHROR ER o 72TEREIL, R TORT =7 R F —DREN
BONTERY, FEEPRMT LI LNAREL R D, FEEN ZOTEHGE LM T 5 L.
DB EHH R EDT T A R —RY 2— & [FERIZ FTC 1T IE ST HRERAY 2217 2 S TIE
TS 2EHIT (FTCYEH 55%) Mgl 8d, £D%, HIFLPHHOZIZIE L TA
T =7 RN =X ATERE 2 B ITEIE L TS Z ENAEETH H, NTIA 2 EiE A2 LT,
AT =7 RNE—EBEL HUTHHEDOEEZIToTb b2 &b HDHIEAI L, AT —
IRV —BHEPBFEMEE > TEEZITo TV ZELARETH D, I HIZ, BN
ZOITEFEOE EMIR 2 HE L TEEZRT Z LN TE 5,

BUERG R OITEREIC DWW T, ZOBURE %R T 5,

(C) FTC ¥ THD3EIE

TTERFOBITICE W TIE, FTC NEEARREZ RIS, FICIE, 7I7A " —HU v
—HOIEF AR ST72 2 LIZOWT, AAEIIRIMAY 722174 IEIT (FTC #5 5 5%) &
LCERITEZITD ZEMARETH D, S HIZ, FTC IE, HEREDT T A4 N —R#IZHON
T, BEYRHEE AT TR WEZERICH L TEERELZFFIRE L THEITL (bring cases) . [A]
BRI (consent agreement) | FHix (Administrative Trials) #1795 Z & L7285,
ZDOEICTNTF AT =Y RVL =T 0t A THRESNIATEHEZ B 5 FEH5 0t
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L TiE. FTC DEEFOIERITESWTEPITREI & L THRET 2 2 & &0 D,

FTC 1%, 1TTEHEOREICEEL T, EET RU 7 A A ZTHIRETHY , vVF AT
—JRNE =T A BMET LT THY ., T DOITEFRE A5 L TIET L X
D ETHEREHITH LT, HFENICHIET2NETHD & SND & RMICITE~51nT
AR

(D) EFEEOHE

A2 =%y M, BEEOEREZR L, FEEPR D 774 A\ —ERIZELZE
TBBET L, BRIEDOT 74 N —ZHlT 2B ZNENIIESTT 5 2 & I3EF I8
ThY, F2OT7—2OBBROEE LAY Thd, FRIZ/ 7V Ravta—T 470
WL, HBEH IR SES TP —v A2 mIT 52 ENHRD T, HERESFHERN
bOLPLEAT —F%EFy N FICEESE, FHTL2ZLEZREICLTWS,
CDEIRPTTIANRN—RED T L—L T — |3, HEMNAHLTEY ., kR~
WNF AT — T RNE =T a v ARBHENWNRRA ST AN — LD — A TOEH % A RE
THEEZD, T HENRMOT T A R0 — LV — A EOMAEERZ @D 572012,
AR, ~VF AT —7RAF =Tt 22X 5TEHHEO R, ERSUTH N EE
ThdEBEZTND

OtH AR
WML T T AN —REDO T L— AT — 7 OMAAR L 1L, SRR a2 — L
—HREOEBR AT HZ L ThD, FNITIEL, IRAZRERIT & FEENRAELE ]
RTDHIENTEDL L BDRLETH D, BRIRIEBITIE, MAEEMRIZIIMRD THE L
2o T B, KEIZ, FTC N7 —ANAL r—ATEPITETLHL0WHI T 7 —F 2 H-> T
BYO., INORRBFEEDT TA N —OREICHT HHFELELR-oTETWVD, FEH
MEHCDOT TZA N —RY) O —#FE T TAN—ICHTHFREEIRTHI LN TE
HZEMN, BAEMLERD, T, BB, Rl BEERE END,
BEEF B OMEAZEOHIE LT, Asia Pacific Economic Cooperation (APEC)?® Cross
Border Privacy Roles (CBPR) & %1 T\ %, Zhud, APEC 77 A4 "y —T7 L —AU—7
WZHEADNWTEDY . CBPRIZBIOERIZIE, A /N—x3 ) I—323[X CBPR 71 7/ 7 A3240D

323 APEC |T1%, R/ E & HilZ 2L T\ 5728, APEC A /83— - Hill % 5
THAIITTa ) I — LA TN S,

324@% 0)@21‘“1@]]\% ?&Gﬁng \—{“f‘%)ﬁyfﬁ Eg L. APEC A A /“—EQU’\@ %/\ l‘i%mu
AET AR, REEAEE. AfOBEEE A G REGEICRET o v—, FHIEICELAC
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B ZG 7 L CRITUER B2, £, ZOBEEICONTE, A=z a /) I—HIZ
BOTERTM T RTIER 5200, CBPR 2SI hiE, mEEsx, HiEE
ERIZL, BELWT B — VIR AT LT AT — 2 ORGEEZITToTWnWH ENnS T &
ZHBFIRTZENTE, BRIMEAT —% OBlzEZ APEC OEX ORI TT 52 &R T
ERAR NN

Fiz, F—r v OT7 — X {R#IES (EU Directive 95/46/EC) @ 27 Tk, 7 — X {#
RS A ENIEIC KM ST 5 72D IATEEL 2 RET 2 2 L 23585 LT\ 5, KEOHE
FTATENRE I E DOERNOBF TH Y . EU OZFUTHRHEES L0 ) — R 2 S S &
L7 OHEITH D RILER L 508, TEHEICAEAL T EU SRR AEFF > T b &
LTW%, KEIZ, EU L~V FSHICEDA L N—=Z2T — F LYV THHAAGE O M
e LUUTEREZREL TV 2L D Th D,

7=V T — 2 OB HOW T O EEM ORI L T s —fl& LTiE, US-EU &
— 7 N—N—T L — LU —27 R US-Switzerland E— 7 /\— =T L— LU= RH 5, =
NHEDT L= T =213, TITAN—RELITVOD, FHEENENT —F &7 m—N
WCHFELE W END Z L7, RKFEEZELEHAT —X OBERE fHEIC L7z GEHIZ
B, ZOEITE—TN=R=T L= AT =T, EEREANT —Z OBENCBWT
RREZ 7o L, BH L RENZRRE A B L T D LR 5325,

OEZBMR e~ NVTF AT =7 BNV F—T 1t A2 K D178 DR

HUHCHINED B 25 DHERE C~ VT AT — 7 RV Z—7 at 2L > TR S N1T
BRI, BHC/ = SLRBREE T,/ _R— g VR LT, HEEERET DI
I, EHRARBHIC ZDHAI LV AL NEA TS, BEZ@BA TIAVTF AT =7 R
—7 Lo TRESNTATHHGFE L FOHEAR O T 1 7T LaflhGbEd 2
LIZED, FEFOaLTIATUABTFOAMHERBT LI LN TELEEZLND,
=T "= N=T L= LU =7 FTC NEFEHEO WY — X fFHdEx v U7,
PRI 72 EICIT A S e, 20X 9 3 BFIcs T 2 KL 72 AT — % OBERIC
DT BLETH 5,

FNVBHEL, BHARE LT o Licky, thoEx EHH L CITERE A R E

%E%T?b\ FZONEIZHOWNTH B U ORIE SIS R385 R (T o2 e
T4 s ==V =y MRBMESOIBUFERE) »ORGAEFEELZ T 5, (APECEIRYZ
AR =)= )LV AT JMIOWT] (RRIFHEEA G IERBCERERE 201345 H)
http://www.caa.go.jp/planning/kojin/pdf/20130531renrakukail.pdf)

325 Z D X HIKED EU-US Bt — 7 " — =7 L— AU — 272 5EHEiEm <. — 5T
Hik D X I EUMNIFAR A RBEARH D Z L EER L T0D
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TOREFIER/AN=ALERET L2060 THY | BEFOE—T "= R"—=T L — LT —
7 EMTETDODILRDEEZLTVD,
O EBEE T /)

EANT — & ORECHONT T v — VM EEM 2 BB S 572012, RE 2 IEHITO
WIINEETH S, FTC X, Global Privacy Enforcement Network (GPEN) OJELICE
kA L72326, GPEN |&, 77 A4 N —ICBT DEPITOHBEN 2 &mO D720, K[F Tk
BATZAT O 2 LR EZAMEICT 2D Th 5, K[EIT, OECD, APEC, Asia-Pacific Privacy

Authorities Forum. The International Conference of Data Protection and Privacy
Commissioners 72 & OO FEESELEFEIIINEE 2 L TH VY . GPEN OJFEIIT T A /N2 —
BT A L IEHITIZR W CEEEZIT ) 7o DI L > T D,

(B) HEBEEITSAN—RELX

AN BHEL, WEET T AN —HREREZEREL LTHEL TV 2 L E2BaI0H
CERLTWD, FTC EMOFFBEIC, HEE T T A N —HERZEMRICHE ST DM
MESFDZEDTE HDEBEOHRE M 5T HEEERET ILERH D L L, £z, F¥E
FHOA I ENRFHITONT S Z OERIE L X 0 GRS HLUE LT iudZz nlen g
LCWD, ZOHEFRITEIIL, F VB L BRNERERET 5720k FATH o0
A RTHHEZEZTWND

F7- FTC IATE A L o — T DMERE 52 2088 55 15, £ LT, 1T8HE
S LTV D FEEFITOWVWTIE, Z ORIV CEBEFEOEFEO FHOM M 4515 720
ZEEBGET A ERMETH D,

HiffE B VR RZBNT, BIERZWGEIZBW L, BUFEEIO A K7 A4 >, "1k
fRIR, EROEE R L EMABRDLEDZLIZE ST, Wb d —RIEICEFES OFEBI M
FELTHDOINE I DO EEZGIZLTND, T T4 —IZBlT 558280 T,
FED L BEFOZENEETH D, EARLERD VDL AFBHN R kL BE, v
FAT =7 HRNE =T mt AL o TRE SN ATEHEE S IEHITICBIT 2 E—7 1 —
— (EU-US B—7 /= —ZETOTIER\, %) [2X-> T, EEESFLTHDMNITD
WTHEZF>Z & TE 5,

FTC DMTEIBE AR T 2 FEEFICH LT, HEEZ b TT TANT—R#EEITH Z &
BHRD LT HMERD D, ZHITIE, 2O0DIEC LD LS ARUETHD, —

FTC (AT DN M 7T A S — N FEMUC R L7220 8 9 v L B 2 — 4 D I7RAY 7R

826 JEAEIZ K0 M DIEBATIRRS & D2 T D MRS G- 2 BT,
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MERAZRET D2 & ThD, Bl 2 IZATEEED FTC IR H SN T B H4EIZ & ¢, FTC I
ZOITRHFLIZOWTAT Y v 7 a A b aRD, v VF AT =7 RV F =T ut A H
MELEBMEOa By AERKBLTWENE I NEELZ L, b LKL TWaidh
X, BEAZRDDLIZENTEDLIICT D, TNHEFRRICT D70, AKHMTIE
Administrative Procedure Act (5 U.S.C §552 et seq.) T. FTCIZ LEFED &L 5 7ebElR %
fH535Z LEBS LTS, ZoHIX, FTC IfTEBFA T L Qb EEFICE—7
N=NN—% G2 DHERZ T2 2L THD, Zhid, FIC OFE L - I TEBEIZ S
WTIE, ZO#AICE W TUE—RIEDOBEH A% TRV 6D TH D,

HEE T T AN HERIEM A BT 57 OICHE SN DB, 774N —ICfT 5
BEAF O#AEN A SNV LT, T4 —IClT 2 — 0L 525 b
DEWRD, EOH—DT 7 AN —ICTLHERTLARTHY , MIELVERESNDED
HEBERICHAATDKE DD E LTS, £ LTHNOREEIX, {TEHEHZHITT
MR A FFO &35,

Flo. BFEOEEFELRWE ST L, ZHIENMAEEZ T 5 2 L 2RI 2 ThER 5
2, BEEOEIX, 7 — % OB & £ ORFE DB TOFRFIZZ N ZIRIE LIz b DIZ
o TND32T, 26 DIENEH S DT HON TR, AKRMPRET D6 — 10w
A ADRANAR

BB, AR CIIFEEOFEOMAT — X 1220 Tk, IRIRICE L B S IS Mm%
THRGH LT HHELHET D, Security breach notification (SBN) X, 7 —
2 ORI ROIRET 2, HEE T, BCOFROFTRICOWTHEMEZITH Z LI
£V, ID %% (identity theft) 7282 PRI T5 2 & TE, FHEZMILE > TE, 62
HT—H X2 VT 4 ICETHPEER LI BT 47 D, BUEMIETIX, SBN
ZHELTNDbDONRENN . ZRENRRLBETHY ., 20Xy FU—27 0K
ENFEFIZE o TAML ST D, K#TIE, #—07 SBN (BT 2EO LB =
FELTWD

Q@ HEBEEITSAN—IENZEHRDRRESEDEIM
(A) |/
1. TILFRTFT—HHRIILE—T At RIZELBITEHHAEDETE

327 {51 Z 1 X, [EBEORER OFE ALIE AN K OB RIS T 5 EE (HIPPA) ARG H#EE
(FCRA)
328 47 MJI & the District of Columbia (V> k> DC). US territories 252 D X 9 7k
B2 5,
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a4 @ National Telecommunication and Information Administration (NTIA) 1%
YNF AT =T RN =T a b AL DITEREORELED D720, AT — TR —
EHEDTHmT 2L E ML T 2329, NTIA O®RENL, #kx AT — 7 FAF— T
THEERME LT, xR AT — I RV F—DREO S L ITITEHREMER SN D Z & %
52 &ThD, ITEMEIT, —2ORRMNRL EBRREEZRD 5D TIE R, BRka
SEHOBBRENEE > Tl T 22 L. b —EO—E2H i LICk T 5 b
DTIFRNRE, REDOT T AN —R#ICBNT—EDKEZRIZL TV HWDWYD S H
T &I RR D,

BUEATEVRER X, #5557 7V | HRE, A~— 27 U » K (2T, 3:5i% (Department
of Energy) 723H4% LT\ %) @ 343838308V TG STV 5,

SYNVFAT =T RNV F =T a AR50 w7 7 VI8 T 57 — % DI - 4
AICBET @) (TR DITEREARE S, FEFICBO TR SARGEES TV D
B Cdh 538, ZOITEBIEINRES NS ETIE, M IFELZEL, 15 BIOEMOEN -
Nic, ZO@mAmO BT, HEEIEANT —Z OIUE - HIZHOWTEAEEFED L Z &
Thbd, FEFIL. bHAALZOBAOMIZ HEEFOELZEST LT 67, fil2X
California’s Online Privacy Protection Act °% DML DL, TNEND T T A N —KR Y
V—HBNIRARTHZEEFERLTND, ZOBMTIX, EOXIRIBEDT — & ZIUE
THON, FEEOTTA N =R v—~DV vy o T =2 eG54
EDOXHRFE=FHeon, HHT 7V ORBEEORELZAMICT D52 EPVETH L, &£
DX RGO T —Z 72D, EDX I RBE=ZFLRONMIOWTIE, ThnEnh7T Y —
FREL TR, FEHT, ThENEOHI T IV —IZHTUTE D00, TERFES
THHTA)—HBRLTRR LTI bR, Eo, ITHEETIX. Zo@moT
PA NZOWTHHERERT A 2GR L THBY, THUEH L 9 ERLEBERDTLD LD
BRHDTHD,

BEICW LS DO RN Z O@FIC T 2ATEREZ RN LT, FEHEMOR L LT
IR THD LI TH D2, UL, ZOTEREICOWTIL, EOEm D% O S ik

329 ffi] % | X
http://www.ntia.doc.gov/other-publication/2013/privacy-multistakeholder-process-mobil
e-application-transparency

830 2014 4% 3 A 21 HIZ NTIA Tf7hi7z John Verdi K~D A »# B2 — (LLF, [Verdi
RAVEZE2—] L),

331 Short Form Notice Code of Conduct To Promote Transparency In Mobile App
Practices http://www.ntia.doc.gov/files/ntia/publications/july_25_code_draft.pdf

332 5] 2 {X. AVG Technologies(http://www.avg.co.jp/)

179



O RE SNIATHREONFIZED LT, ERL RILEBBRH 2D B TH 5, Bl 21X
Center for Digital Democracy (%, {TEIHEN 22— —IZL DT A M E2 ST RN &,
ERDDOWENWREDNHDH &, KITADBDLAREND L, ~VF AT — 7RV HE—
T AOEE FIENFERE LY Tholz e Ex i L T\ b,

BIfE NTIA Tl BERGECRET 2TERE L RET TH Y . HwmDoL AN b7z TnD,

BAEREPELIIREFOTHHEOEH TR DA MR LD THY | (MIEMNRE
RICBWTHREREND R EL W) ZLidmny, 4%, Kficiid s/ L HICFTCIcrE
2 — DR Z b2 570 EONLEN R SAUL, ITEHEOE K HIRNA D EEZBILD,

2. MEIEIZDULNT
BEKEZHESIT, 118t FESoSW] (2013-2014) THY ., LT L IR T T A 80—
BT D ERNEH T TH S,

[ EBz]

<AFER AN T — & O & 7 — X IR BT D IR >

BRI NT — 2 O & T — ZIRIRICBE T 2 IERIC W T, BUEEROER ) 7
HENTWD, AKMTRY I REEERFHE LTRY LT TWDH72D, 1 ODERE
IR DIAA TN Z Afa T et b m < 2o T 5,

Personal Data Privacy and Security Act of 2014 (S.1897) %3 8 : Leahy (D-VT)
fih 4 4
1 AL EOEANT — 2 25 FEHIZ . EX 2 VT 4 HEICOWTZORE & iy
PRICB L CTEAEZITORITIUT R 620, £, T— 2R H > HE1T, 12726
i (60 H) {HEHICEMEZ L TER b d 5000 ALLEDMEAT — & 23w L7z
G, EAOEPITHREICHRE 2 LT X b v, 727 — 2RI L T
REFE, HFEHFELLHHEL TWD, FAliEZES (Committee on Judiciary) (2
ST,
Data Security and Breach Notification Act of 2014 (S. 1976) {#EREHEE :
Rockefeller (D- WV)(ftti 3 4
S.1897 LHLFT D RBL NN, BF 2 VT A FHEICOVTOERIT, EOFEERD
T2 2 EBBFHST N | IRRIZON TOHEEF~DOEEIZONT 30 HEUNE

333 f§il 2 IX. Consumer Federation of America ™ 5 xf 7 FH,
http!//www.consumerfed.org/news/693
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BUEZ LD &, 81897 LV HLWbD LR->TD, @R - B - ZIBER
2 (Committee on Commerce, Science, and Transportation) (Z#&H S 7,
Personal Data Protection and Breach Accountability Act of 2014 (S.1995) 1%
5 : Blumenthal (D-CT) fh 14

S.1897 L $.1976 L B2 % AUE, AT —Z OFRICK LT, R, JHFEHITM
2T, HEFEBIDRRFELEHEROD ZENTELLEZHEL TS (a private

right of action),

Data Security Act of 2014 (S.1927) #2328 : Blunt (R-MO) and Thomas Carper
(D-DE)ft. 3 4

EITIROBERIC K DIER T, Bt 8 DOERLIY, AfEN TR L <iFn, #
R7etE (substantial harm) Z 5| & Z 9 AREMD & 25 E O, AT —Z FiR A
HEE~BHNTOMERDLET D, T LT, X2 T ¢ HEICET o FHEIZERK
FNTIFIER O TE LT, EHICEFE 3 DOELR T, FTIC 2l & 7> TERIT
ZAT O DITx LT, RIERTIE, HEMRZEE T2 TN OBUMEEE NEBIT 21T
DT ELLTWD, FHFEHRGRE LRV,

<Z Ot >
Electronic Communications Privacy Act (ECPA) Amendments Act of 2013 (S. 607)
fEZ2a 8 - Leahy (D-VT) fifl 4 4
Z DEZRIE 30 RN AL L7 ECPA Z8ET % 6 O T IEBHUTH RIS EURM R I
b LIENHLTAUE EAAD e A—MZDONWTHRBRLTT 7 BATHZ LR TE R
<72, 77U ALRE & OBFRTHERASERZ L TRV BT D AREMEBHTE T
Wo,

Do Not Track Kids Act of 2013 (S.1700) #2Zi% S : Markey (D-MA) 1t 2 4

Cybersecurity and American Cyber Competitiveness Act of 2013 (S.21) #£Z&iEA

Rockefeller (D- WV) 1t 7 4

Do-Not-Track Online Act of 2013 (S.418) #2%# A : Rockefeller (D- WV) il 1 4

Geolocational Privacy and Surveillance Act (GPS Act) (S. 639) #2&i#E : Wyden

(D-OR) fli 14

Data Security and Breach Notification Act of 2013 (S. 1193) #£%i% 2 : Toomey

(R-PA) i 74

FISA Accountability and Privacy Protection Act of 2013 (S.1215) #£%i#%HE : Leahy
(D-VT) fif1 10 %
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[ FBE]
Cyber Privacy Fortification Act of 2013 (H.R. 1121) 2% 2 : Conyers (D- M1/13)
L 2 4,
Geolocational Privacy and Surveillance Act (GPS Act) (H.R.1312) 2%i#8
Chaffetz (R-UT/3)fth 16 4
Strengthening and Enhancing Cybersecurity by Using Research, Education,
Information and Technology Act of 2013 (SECURE IT) (H.R. 1468) f2Z&i#A :
Blackburn (R- TN/7)
Application Privacy, Protection, and Security Act of 2013 (APPS Act) (H.R. 1913)
fE43#H : Johnson (D-GA/4) fi 6 4
Do Not Track Kids Act of 2013 (H.R. 3481) #£%#E : Barton (R-TX/6) fth 124
Personal Data Privacy and Security Act of 2014, (H.R. 3990) #RZE#A :
Shea-Porter (D-NH)  (S.1897 & [AEkDINE)

% O, Cyber Intelligence Sharing and Protection Act (CISPA)  #£%i#% 2 : Michael
Rogers R-MD) fttL 11 423 PPz @i L, EFEOxHcEfREo CTWDRIUCH D, Tk, A
VE—FXy N ED NI T 4 v IR EEBNBRBSM AT LI ENTEDLLIITL,
YA NR—JREEEST L205MT DO LDTHD, FFHTNSA OV X ARESME, =
DIEZFICE LTI 20z, EfrTomiid# LB xoh T 5,

R ZREANT — 2 OIR#E L 7 — 2RI T DIERD 4 SlF, EhbRERDOHEEIC
Lo TRIESNTZERTHY . KOEBA~RITTO—EHEWSTHREVY, LarL, Efn
SeaEUL. R BAT — 2R L T — ZIRIRIC BT A IEICB L TiE, &AM A A
HY ABETEVOERZ LD FINRLLATHLITHY, DD I VLIEONLE T
TR TR R INERDE S RURIMEE N TV D, E e, BEREAT — 2 O#E L T
—ZIRIZBIT D 4 DOER G KMDOIHEE T 7 A S —HEMEIROIZ A D5y DEBL
EHLbTHOTHY, SHBONELRLVIEDY THhbH EE2LND, TT74 30—
FERRA, HA TA N KIS T T A N —ICB T 2 0 b 28 RO 2 B O X EL 7

334 2013 4F 6 H., KEBUMCKETTR, IEKETRO® 5 5 R E RIFEHEL 8 L TR
TWb EWH Z &N, JekE NSA (National Security Agency) O RU— R « X /) —F
Y IRIT ko THE SN,
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HLTWDEBZ LMD G, SHE LR ELVRIUCH D Z L5,

(B) 5%

PAA D NTIA RHLERY | v VFRAT—IHRAE =70 AL DS 6RH1TEHL
HORENEDOND LEXOND, o, #ET7 7V ICHET 2ITERELZERAL Trb
ZOH%, EOXITEHITEE, ERERLTWHW DN, YAFAT =7 RAVE—T ok x)
KBZT T AN —RHEDOF I THEET 2 0072 &, ISV, Fo, FEEMTHH
HERAOA T 4 T EFDL, SHICHEREDT 74 N —RENMTOND IO,
KDORD % FTC OHERDIRIL, FEREDBIZR ENRAIKTHY | T b DNIERFEZL
HETATHD,

FRETCHRARZAENREANT — 2 OGE L T — X IRRICET 21ERIE. Enb KM
EEBETETCVDLHLO LTRSSV, UL, FTO/NEEICE T D RBE A fE A
T — 2 OFEAFEIR BRPLOF T HANT — Z IFRIZET D@ HIC OV T OEH L~ b
TOMERIE, HEROBRTLbHDL0E LR,

— T AR RENESLH S ND00E LIV L, £ 9 TIERW)N S LIV,
FTC G727 T A N —ICBT 25255 BWAGET 2R L L TAZ BB L TV
< Z EiEMEW R WE WS BER Y & 5337, George Washington K512 — X 7 —/L® Daniel
Solove %1%, FTCIXHBEHE KT 57 7 A4 N —2FICH LT, AAIEXTIKREI 7217
ZERMORESTELIEITLY, TN —(REREATGZ AL LERIETEY,
BRI e =D RE = BT E 5T D B F 388,

(2) US-EUE—IN—N"—HEDBELRE L DOETHEMS
O #=E

KEE, REEPICRT 277 A N —REERIT B ERBIEAT, BRI’
WSz O B CoREREEZRET 287 FINAVGTRER-> TS, ZD72H, F 4

335 The Electronic Privacy Information Center, the ACLU, the American Library
Association, the Center for Digital Democracy and Public Knowledge

IREPHEE T T A N —HEMERO 2 A4 (2014.2.24) IZBRL T, A3 KFEHHESEIC
THGH 7 MR ZE LD ST A R L 7=, httpi//epic.org/privacy/Obama-CPBR.pdf

836 i  1X, 2013 4F 11 A 27 B2 5 12 A 156 H £ TOM. 22Kk Target D& Tl &
hic, Z7Lvyy M—R, 7Ey RI— ROMEARE#®A 4000 515 F 0 it Uiz Fik,
337 2014 4 3 A 20 HIZ George Washington University Law School T1T#417z Danile
Solove #HfZ~DA L H ¥ a2 —

338 Daniel J. Solove and Woodrow Hartzog, “The FTC and the New Common Law of
Privacy”, Columbia Law Review, 2014 [Vol.114:583]
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=RZAFRICED EU OFFANR—f#ED T L — LU — 7 LITR R D EREAZTHA LT
%, 1995 FEICERIR E 7z EU 7 — Z R80T, 078 LoV OREHE 2 el L T
W W =E~0 EU IEEOFEANT — & OBIRITERD AL TN R840, KEN 4378
SV ORHEREPHRE S TR E R a5 L EU LS EAT 5 KEREICER 2R
FHHEEN LT SND LB X, KEEBEAIL EU I3 L Te—7 — "~ EEREL
7o WAMITIE, EU 7 — 2 Rl fa 5 256 550 6 IS SBINZE B RO+ o8 EE
ETH D, HoMEOFMmIX, FEMICIE EU 7 — Z R#R 55 29 RISV TRESh
c MEANT —2 OWLEITAR D E A DOIREIZB 2R3 (LLTEERS) 2MT9, &
— T N R—EIZOVWTH 29 FAEEMEITB O TRER & DRV B Y 25 ik~ kst
Wi, KEREHE L OEERICE T, EX—T ——Eid, KETIE 2000
FTH24HE9H 19 HOBHARETARSIL, BINZEEZSTIL, 2000 4E 7 A 28 HIZ
NFRSINT, BINGEESIT, 2000 426 A 22 H, MMNEESORERICETIREE VW IHE
T, Q=T N="_=NFTC LEHBEDOFE DREIZOHRBRT S L, ORAITHIAAHE
T — RIS SRTVWAZ L, @ — 7 — N —EKICK L THRERENMSOND =
EDRHEEIZITHGR DT DN TWRNWT 22 B2 fiRfii L T %343, EU AN 2 7% L7225 6
b, BTN REE LT AN, ShUE, KIE & o BRSO E T E O BLIR &
BT Z EDBHRBRD TN ETHD L Vb, KEDORKAR\ERE ) ENL LD HD
ThHhoHEN) ZENTE D34,

t—7 /= "—JHHl (the Principles) 1%, 7 2Dt—7 /1 "—R_—=7F 4 N —FHIZR L

339 Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data

300 BU 7 — Z PRFBHETH 25 5055 11 THERKENZ., P ST D IR (TS
FERSNTVBENT — ¥ OF=ZE~OBEIL, = OHAIHE > TRIS Wz ENRED
WP a0 2 L e < U ER SR LoV ORERTE AR L TV LIGEICR-
TOATO ZENTE D L2 EORT TR G20 GRIE, JEEBCB =GR

31 BU 7 — R H 26 &R 6 T TRESI, 55 31 588 2 HITED D Fhe & (2D
WC, FBENRAERE, EAOKEARNZ B B KON ZRET 27200452 5H —EoEN
. SUTFRICARSE 5 I E SN TR OFE BT IS W THRERE L 72 EBR AN Z B R & L
T, B2HOBEDERICEIT 5+ LV ORHELRFE L T D ERETHZ ENT
5] GRIE. SEBCE TR =GR)

342 Working Party on the Protection of Individuals with regard to the Processing of
Personal Data

343 JEIFERIE - M AIFROGEERIDIIES TG RGEEOMD (GO ] (2005 4)
pp305-306

344 TR AGE « B, By U —2 CEANEREGE . T T4 T T A4 —k
AP (R FEHEMA L, 2002 42) ppl21-122
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O t—2I7/\—/I\—TFS5 4 /8> —[RH| (Safe Harbor Privacy Principles)

IO 7T SOOI D, 2B, 22 TV IHIEAT —Z UIEAERIZ, AA
ZR T & D UTFAI TR b D2V, KE DI BU OE4 LB, HHW
LIERETIHRIF SN TV D D EIET,

1. @
MAkIZ, 7 —F ZIET DERIC, WE LRI O B, B8APVERISUTETE 2 L2 EE
DA~ OB 715, fFl R 55 = OfE, £ OFHMOF A L O % i R4
2 T2 OISR DME AT 53 2 BIRK OFERIZOW T, BAICEHZ L2TIER b7
[
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FARRIE, AT — 2 D =10 L CRAE S L 2 03B 223U L, 1L U O OUUERFIZfE A 23
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345 JFISCTl. “organization”
346 US-EU Safe Harbor Framework Guide to Self-certification March 2009, Department
of Justice, http://trade.gov/publications/pdfs/safeharbor-selfcert2009.pdf
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@ E—I7N\—N—EDEIK

BTN R—=T L— AT — 7 |ZI%, BIfE 3518 D43 (2014 4F 3 A 31 HEBLE) A& %
Lfk@ %@ﬁitzfﬁfwéo

FTC 2B HIEHUTIZ, 2014 FFICA D AT 2 TV 5, 2014 47213 T 13 D —A, b
—H LT 23 DI —ANEH 5318, 2000 FED & — T N— = EOKLLK, 2009 F£ET1 D
L — Ao TeDITHR L, 2014 721 T 18 b O —ARPYTI TV 5D, FTC DE—7
IN=R—=T L= LT — 7 (BT B EHITIE. B — 7 N — = E DRSS YIE,. EU #E D
DRZJUTESWTEPITEZIT o> TV, ZOX I BT THD 10 FiT1 2672, 20D
BULEMHIEE LinZenoizses, 22T, FTC A% v 73 H EMIC (proactive) EHITIZHLY
BB T2, ZOFER, 2014 4F1X 14 b O —ARNPUTENTZ, £7o. T OH AR M2
(28T, Google, Facebook, Myaspace 72 & Dt — 7 /—/ —[FHBEN BT 5 77— A D351
ITENTWD, ZNHDr —ATIEREIC LW & — B 22T 5 U A 7 IZHED fE 7,
T T AR — ANSE RO ZF LD AN T T AN —T 07T AEFEm LRI IER S
BNZEEFTICIEMA LTS, LT, 2O/ 07 7 ATH, BEITANTEDLI R %
oML Tay hr—L LRTIUTR B, ZNHDRET, 207 v 7T LI L THE
fe L TMSL L7727 B A A L & FTC ITEMANZRE L2 iER 6w, £z, 774 13—
WCBADLLIWMO AR E =T N R=T L — AT =T ~DOSINZDONT, RIEMRHZT 52
EEREBIELTWD, ZLDOmEIlENE LI2GA, FTC IRRFNZRDH 2 LA TE 5350,

F7o, FTCIZE—7 " —_"—OXFIZHEHTHAREICE L THE LA LTED, ZinE
TIZ 7D —ARE 5,

LLFICHAEE TO FTC =7 = "—=T L— AT =7 Z L T o 2EBUTO U A b %5
#7531,
1. Fantage.com, Inc. February 10, 2014
2. DDC Laboratories, Inc., d/b/a DNA Diagnostics Center January 21, 2014
3. Level 3 Communications, LL.C January 21, 2014
4. Reynolds Consumer Products, Inc. January 21, 2014
5. Receivable Management Services Corporation January 21, 2014
6. Apperian, Inc. January 21, 2014
7. Baker Tilly Virchow Krause, LLP January 21, 2014
8. BitTorrent, Inc. January 21, 2014
9. Atlanta Falcons Football Club, LL.C January 21, 2014
10. PDB Sports, Ltd., d/b/a Denver Broncos Football Club January 21, 2014
11. Tennessee Football, Inc. January 21, 2014
12. Charles River Laboratories International, Inc. January 21, 2014

347 BIRE R CH CRRRER TON TV DMEM7Z T O TH Y . BARIERTHOIL TV (%<

DA, HERREOEH (1ETLD) ZENTWDHLE) MikbEHo L. 4583 Th D,
U.S.-EU SAFE HARBOR LIST http://safeharbor.export.gov/list.aspx
348 2014 4 3 H 23 HIZ FTC TiTbiiz Hugh G. Stevenson X ~DA ' Z B2 —, Z DR
T, EHIZH ) 1 OBPEFTHLENWHI T EThoT,
349 Privacy Enforcement and Safe Harbor: Comments of FTC Staff to European
Commission Review of the U.S.-EU Safe Harbor Framework
(November 12, 2013)
http://www.ftc.gov/sites/default/files/documents/public_statements/privacy-enforcement-saf
e-harbor-comments-fte-staff-european-commission-review-u.s.eu-safe-harbor-framework/13
1112europeancommissionsafeharbor.pdf
350 f5il 21X, Google I, 2012 4FIZ 2250 17 RV &S fh -T2,
351 http://business.ftc.gov/legal-resources/2840/35
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13. DataMotion, Inc. January 21, 2014

14. Myspace LL.C May 8, 2012

15. Facebook, Inc. December 5, 2011

16. Google Inc. October 24, 2011

17. Karnani, Javian and Balls of Kryptonite LLC June 9, 2011
18. Collectify LLC January 19, 2010

19. Progressive Gaitways LLC January 19, 2010
20. Directors Desk LL.C January 19, 2010

21. Onyx Graphics, Inc. January 19, 2010

22. ExpatEdge Partners, LLC October 6, 2009
23. World Innovators, Inc. October 6, 2009

@ EU & OREREZ T 7=t E U E OB

EU i3 E—7 "N~ EIZONWTELZ LR ER > TV LI THLH, Wbwbr 7Y
RXAMEAZRIE LT, E— I N —A_N—EDORELEZEELAFENSEIERTENDL HN -
TwWb,

FT. BINEESDLERMES ERMNFEES ICmT 72— 7 == EIZBT 5 2 DDOH
43 (Communication) 35235373 2013 4F 11 I R&NTZ, —2ld, E—7 —_—HEDH
ROHT, O —DNIFDONE L EICABREDL IR RBE LN EL RN ERLTZHDTH
Do
BRI TIE, £ =T N—"=T =LV =2 ZBMNE LTV LMD T T A N —HY
—ERITARTHRETHD 2L, MRS bALE—TN—N=T L= LT =7 A R—=T
HOHTDOICHCEEZEH L TODENE I MDENDLIND KD, FEEEDE— 7 — 3 — |2
T5 Web X—U A~V o7 2B 2 REANLE L TUEEHT L5 =3 (20O T-DI2% DM
WROFERICHE» TEENT5) I LT —# 2B 256, ZOE ="FENE—7 — 1 —JH
R Z 8572 X OfER LN ERSZ EDNKETHY . S HICZEDOGEEEFEEITH LT 203
Wb i HNT —F BRICKT 2ZAMEO R CRHENH 582 FTREEFITRRM LT
W5, ETMEICBE LT, MO Web A MZH D7 T A XU —R U 2—n B EHII FHRR
Fit (ADR) ZH#itT 28~V v 7 2R R-T5Z2 LIk 0, EU FEEDO AL BMln7" 7 A
N—ZBTHMER DT L ZWCEE X7 ERTEL LT HZIEEZHERL TS
4, F7-. KEDOE—TN—R—T L — AT —27 OHFD ADR IFE N 200 K05 250 KL
25 R L T 535, £7-, ADRICE L THFuERERH EICHT 27+ 0 —7 » 7
SICBT AFBHM:. 77 B ZADORGM EIZ oW TR WA EHEICER T 5 RE T
HHETH, EHIT, B—IN—NR—T L — AT =7 CBWTHCDHIHEEZ L TWDLE—EDED
FFRIo LT =7 = =R AESFICB U CREY B ABMEOREZ1T O MENH D, H
fHE S IRE T — 7 N FHESHEX D RO 51, ZO 1 FRICHE Y + 1
=T v TREEITORNETH D, Flo, BFERDREWRHST25E1X. EU OF — 2 (R
B~@mZ L2 ide b2, 612, =7 " — A —JFH|OBEFICBT 2 RIEIL, 5] £t

352 “Communication from the Commission to the European Parliament and the Council on
the Functioning of the Safe Harbor form the Perspective of EU Citizens and Campanies
Established in the EU”
http://ec.europa.eu/justice/data-protection/files/com_2013_847_en.pdf
353 “Communication from the Commission to the European Parliament and the Council
Rebuilding Trust in EU-US Data Flows”
http://ec.europa.eu/justice/data-protection/files/com_2013_846_en.pdf
354 ZHUE, 2013 4F 3 AIKEMBENIILOTWLEN, 272 &b Lgidhidis
IRNEWVWI) TFIRTH D,
355 %HEAYIZ, EU (2315 5 Data Protection Panel (& & 5 & 1F OfiFR 1%, HTETH 5,
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FEEORFEEZ G525 L AEKEIIBWNVUHAD Z ELMETHLIEEZEEL TS,
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UEDX 57 EUMNLDOE—T —"—HEROKEE EU BIZBT AEANT — X BiiIZ B
THRELDORNA »E—U%5F T, 2014 43 H 26 H DK EU HKES KA 356 TlX, 2014
FEETIC, TVEAERH D, hRMIRESITITO 2N TEDLLOICL, AT —%D
BARICBIT D 7T A R — 1Rk #%héhéio \ﬁ TN N— 1 EERILT D E VD
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EREERE E LI — 7 " —R_—EDFEIECEIEE WD L DIEE 2 b, FE, 2014 4
3 H 26 HOX-EU OEMEROFHIZBWTYH, 5%OE—7 " —_—EZLTH LW
IENHT I TV, KERNE, A&%zﬁt TNN—N—HEEREITETNE | KE
& EU B HRBENCEIT 2 EEREE 2 B2 & WO B TH D, HEE T 74
—HEF FE LT mf@ﬁﬂéh&W\éﬁ@ﬁ%mfﬁ'tzﬂ—vvﬂﬁm%ﬁ%ﬂ;fw%ﬁw\amf
bbH, —JF, EU N, FEMIZIX EU BEICEEZRIETZENHBATHL D, B—T7
—A~%m%fMﬁéé% TRV, BRSEE IO AN AR CWD, FDTD, U R AR
%%£wkbf&mkmwa%EU$EkEUﬁE@E%%ﬁ%Lt%E&@éii\%ﬁ
L7EBRINEB S OREEIZH D L O RHEERACTE DBEICABE LEZEDT-NWE X TH D,
Iﬁ*lkEU@774ﬂ/—%£7v—AU 713, RARMNZELD L ATHY, WiE
ORI TEANT — % 2 Bind 5125 72-> T, xR ERMFET DD 47V ETTH D, 2000 4
D — T = N—ERSL SN, E— T N— TR E O IERG S L AR INC LD HD
EEbNTETEY, EUMANIIRmWNED LD THo7-, 7V XAALRMEZ I, EU B
BB AEOU VAL ZE 722 L Ick Y, B—I == EIMENDOENKITEND =

356 EU-US Summit: Joint Statement http://www.whitehouse.gov/
the-press-office/2014/03/26/eu-us-summit-joint-statement
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ELT, OF—RA T V7D, EHEMKSEA~OSNR G L, © b EERAIFSE D
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B CHIEHT D L D ITHT L b EHEEAIRSHA DO XHE D 72 OEWIE T/, 7T K -
Ay a—T 427, vl TF—20RR a2l L, EAERSLROICERE B BT 5
PLE, BEATIC, EBRROMSAA E OBEAE RN RZD LD TH D,

2 [EBEAIRH I~ DRI
(1) A=A N7V 7 OEBEIMHM I ~DBINKDL

F—A FZ7 U 7B 5 EERHRLA~DOS IR Z, OOECD &Y APEC, @KMNEES
K OWNFE#S, OBMESHE, O©F —Z{REEEMSE DIREIZER RS,

@O OECD KT APEC

OECD (RRi&BHIE o 71, 1961 4F5%NE) 122V T, A —A M Z U 71 1971 LR O
WETH 5357, OECD 77 A N> —JT A4 R7 A4 L ORlEICBWTIE, A—A F 7 U 7 ® Michael
Kirby ¥ () oOHEBR2NMH BT\ 5, Kirby HE %, OECD 77 A4 Ry —HA KT A il
TEDEED ad hoc Group of Experts on Transborder Data Barriers and Privacy Protection (8
BT — ZERER T T A N —(RED T2 D ORI 7 L—7, 1978 i iE) 12\ Tk
ZHD, RIN—=TDTTA N =T FTA VREEEEZRY LD, ZO7NVr—713,
BORKEH - avBa—% - BREBEREZAES (ICCP) HHtx=V T 4 « 7T A4 NU—1FEHE

(WPISP) OfEAL 720, WPISP Tix, 2D, ¥X=2V7 4 U0A4 K74, WEEITA KT
A COFIESR, EHFETIEL, 20134 OECD 77 A4 N\ —HA R4 LWIER Y, BHERERmNS
TonT&E TV,

APEC (7 7 KWVt sty /1, 1989 4EBRMR) ([2oW TS, H—HRBLROZN= =/ I
—ThV, F—FEODOAPEC ZHITA—A N T VT DX ¥ X7 V7 Kk 12 7 [E o
MG REL - f?%j(ﬁﬁi‘é%iot_ & ’CﬁAio’CV\é%So

APEC (Z31F DB AGERIRE OFGmIL, Bl et 2L —7 (E-Commerce Steering
Group, ECSG) DHEOT —H « 7 F A )Xy — %7 7 )L—7 (Data Privacy Subgroup, DPS)
TRENTEER, £bTb, APEC THEAFRREDHE RN LR INDITEST-DIL, BikT
%, A=A LTV TICHT HRINEERE 29 FMEEBZOFIHEREITONTOERNE -
N T o= LWL TN 5359,

357 Department of Foreign Affairs and Trade, “Australia and the OECD”,
https://www.dfat.gov.au/oecd/
358 fiRiis: TAPEC OFH 7 V7 KVERATHR] (X&&H VR v H A, 2009 4) 22 H,
359 JEEE 17T A Ny — « H A RIGE O EERAVEESYE] MBI RS [ A" v— -
BT EREOFTAVE] (PEEFIEE, 2010 4F) 1-69 H, 11 H,
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APEC (T3 Bl A& AR DI 0 (LA DT, 2EMIT0m 5 DO 1B T O PR 1238 2 A3860,
ZORRE LT, BlfE, 8877 A N —8ITHIR Y (Cross-border Privacy Enforcement
Arrangement, CPEA) &, #5577 4 /Xy —)L—)L v A7 A (Cross-Border Privacy Rules,
CBPRs) NEEIN TS, A—A T U TICELTWaIE, CPEA LI, #ET T A v —
aIyva—F1ERE GUETERER= Iy a T —FER) HUb EFYHITHD 2010
HF6 HLvzmL, £FEEHE (Joint Administrator) DO&E|Z 7= L Tu 5361 {5, CBPRs
~DOBANT 2014 4 3 HBUE, 72 ST TUVRUN362

Fz, ABloe 7V 7% THHD Colin Minthan K (4 — X hZ U 7# I Attorney
General’s Office) LR DPS O#E 4% (2007 4:~2011 4), CPEA & CBPRs O %
K ONEE (SR HBRZ RIZ LTS,

@  BINZEB SR OBINGFERS

MM EE S L OBMRTIE, 2001 FEICH ST, 56 29 RIEEHSIC L5 HotEERICET S
BANEETHD, ZhUL, B 29 FMEEBESOERDOLRNT, Me—+otEEEBH 25 & L
STEERTHY (201443 HHE), A —A N F U THFIZE > TEKRE 2y a v 7 ThHholz)
L INTNH368, ZDORNFIZOWTIIBEICIET B S L (- frEf ARG ERZBERZARE)
WL DRENAN AR ENT WD, Z ZTIRLDFEcAD Z & 215,
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HHITE DTV,

A AR OVE RO XS

KINZ B R 29 FMEEHSICL DA = T U T O ANFRRGER IOV T O+ M5
HFIZEET 5 E A (Article29 Data Protection Working Party, Opinion 3/2001 on the level of
protection of the Australian Privacy Amendment (Private Sector) Act 2000, Adopted on
26th January 2001 (5095/00/EN WP40 final)) Offaaid, [ Rt TR S 7R ERIZ DN T
DN 2RFEENEA SN G BN OHB D THDL L HARIND] LWV D D TH 5365,

72, BROMBRIL, LTEOBAIZLINTND EBY, 2000 £7 T A Nv—ikiE (BME
) ¥ (O&H) Thbd, ZORIE, BlzlE, ==2—T—F 2 RRZO+oHRAEICKWT, &
AHEERSNMEE TR E BB SNV TW R S TR B 2 366,

LIFTiE, DRBENEREN] OFHAICSE, BIEATT, ok, 6 OEHEIE 2000

360 JHEFE T [ 7 27 KPFFEHUIBE T 36 1T D NG MIRERI L O FZREFH AT 2 it E A

= mEE] CEpi 2543 A),

361 APEC Cross-border Privacy Enforcement Arrangement (CPEA),
http://www.apec.org/Groups/Committee-on-Trade-and-Investment/Electronic-Commerce-St
eering-Group/Cross-border-Privacy-Enforcement-Arrangement.aspx

362 CROSS BORDER PRIVACY RULES SYSTEM, http://www.cbprs.org/default.aspx

363 Fifgdiilimes (AP 11 |,

364 [ifgIiimE (JRHIEE) 49-51 H,

365 Article29 Data Protection Working Party, Opinion 3/2001 on the level of protection of
the Australian Privacy Amendment (Private Sector) Act 2000, Adopted on 26th January
2001 (5095/00/EN WP40 final) (AT, TWP29 E R £ 9H,) ZOERIZISEHMNSARD
DOTHDHH, THREITINPP 28 LTV, §HO 2 HiIXWbIZREE Th o700, FEWN
IZ ROV TORERIT 4 HRE L NENNLTHRY, A—Z N7 U 7 O NIEHIRE
FIEIC G272 CHAH BRI LT, HEVICHERLOTH S,

366 WP29 & RO H1 T, Telecommunications Act 1997 25D, FiE 0B IZB 1T 2 BN Hir#
BT AEHHICOWTELERH D (2 H, E2),
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D NS TBYRAHMTRERT —X
NERSNTEBYFHFTRER T — X I oW T, IUEICOWTOME (NPPs1) (di@EH S5
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E 7—% Kk~
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— X ERA~OIBHNEIT I Z L EZRBDOTNDA, ZiE 1980 4 OECD 7' F A Ny —HA KT A
Y OF 9 JFANC KT % &R S TU 53873,

F A4V 7 h~—4F ¢ 72T 5 INE KR OFIH

NPPs1 O 2 1%, HEOSFIAZRIEFRIZ B 3— L TV A28, IR OB R OHIFRIT Z kA
2L EATELT, —RHBOTDOIER VA BRI HIRF LS5 BET 5 BBz oW
TORHIZOWTIE, RASNDOBMOLTHFIINLTND (FAENERI LTV, FEEHIZ
X, ¥4V 7 b~—rT 42 7I1ZO0WT, KADRIENRETHDLEWD Z LI/ b, 1B

367 AR DFRTE L3 800 HA—A M Z VT RALLFOFEREFETHD (k6D 5.
368 WP29 = . 3 H,
369 R FEZT ZXRETHRHMAGRIGERATHY, WhOLBREHEIKHET HHDOTH
b BIETH LT, 2012 F7 T A NU—WIEIET, KIS AE RIS L THERT T A4 N —
J7H] (Information Privacy Principles, IPP) t#iH i, AA—A NZ7 U T 77 A4 v —JFH|
(Australian Privacy Principles, APP) %3 LT\ 5, £D7=d, AfTlX, NPP < IPP
DB DEEIZ DV T DFEMITITIIL D A S 720,
370 WP29 55 4 H, TH#HUET WP29 BERO T TFHAGI N T DHEZITM S, BLFR L,
31 WP29 & 4. 4 H,
372 WP29 & . 4 H,
373 WP29 E R, 5 H,
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NPP10 (B&fi&i) 1%, BRI OW T UL2GIEREZFRE L TV e o C, FIIFH XIEBHRICITFE
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DHEDHRTHD, TOME, —A STV TOXKFEZETHRNEUTROT—%3 EU 6 A
— 2 F T U TR SN SE, ST ERILT 7 & 2 T T30 DHER AT T & 720

377
o

I A=A 7V T7n5E=[E~® Onward Transfer (BiixH~EIR)

NPP9 i, RODOEMED ENNICiLY LR WR Y, FEF D ESMNE NG R Z L (export)
THZEEEEL TS (YZFETOBEESIHEZER),

NPPY@)IZ >\ TlE, FOE=ZFENEEINCA—Z FF U T LRSEORIEZH 2 TN D W
2D, TITAN—alyvaF—0NERL, T &Thd,

NPPIDIZ >\ TIX, ¥ 5 Fos s, A—A2 7 U7 Az ULankiEd, NPP9 28, FE
A=A Z VT ANCOWTHRSN AW E 2T 5, Znid, FENICE, A—A K7
T DOEEDR, BINTROT —4 ZiE A (import) L, A—A TV TIEOEHAEZT 5 Z L7
KEHTE D EHEKRL, A=A N7 U TR+ REEZ 256, EU 7 — X {#ES
DiE[FEl (circumvent) % FIREIZ LT L % 5378,

RN GRS & OBMRTIEL, A—X N7 U 7IESMNE T/ <, BINFEESSE 108 &I >0
THIME L TWWD, BINGERRES OFTE T 5 VA N =LK OV TIT 2013 41 A 3 H
WZHNER LT 5319880, 7235, P A N—JUIRSAI~DOINRIZ IS - TE, ET T4 " —a 3
v ¥ a7 —"Td % Timothy Pilgrim 7> 6, RIZEM~OMBIZH > TOMAEH « 77 A 3>
— R IZB T 2 A S A & T Attorney-General’s Department (Z]7] 1) 7224 (Submission) 7%
NRINTND (20114 3 H) 381,

374 Working Party on the Protection of Individuals with regard to the Processing of

Personal Data, Working Document Transters of personal data to third countries - Applying

Articles 25 and 26 of the EU data protection directive, Adopted by the Working Party on 24

July 1998(DG XV D/5025/98 WP 12).

375 WP29 B 5 H,

376 WP29 B 5L 5 H,

377 WP29 & .5 H,

318 WP29 & .6 H,

379 Council of Europe, “CYBERCRIME”,

http://[www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/default en.asp

380 Council of Europe, “Convention on Cybercrime CETS No.:185”,

http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CM=8&DF=&CL=EN

G

381 Timothy Pilgrim, Australian Privacy Commissioner, Submission to Attorney-General’s

Department, March 2011,

http://www.oaic.gov.au/news-and-events/submissions/privacy-submissions/proposed-accessi
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COMMITTEE ON DATA PROTECTION (CAHDATA)) (2013 4% 11 H) ICEEHFITH A7
—ABIMLTWDLR, A=A T U T 0bIEBIMERro7,

@ HHHEGWHE

F—=ARZ VT RFE/HELTOWD2HBEGHED S S, BRI L TWDLHDE LT,
ASEAN - ZH H B E 5 E (ASEAN-Australia-New Zealand FTA), ZE HHBHE 5 W€

(Australia-Chile FTA), Z=HRERZ/LWE (Australia-New Zealand Closer Economic
Relations), X BH B &S H E (Australia-United States FTA), N ZEBEHEB A WHTE

(Malaysia-Australia FTA), 5% HHE %ﬁ%ﬂi (Singapore-Australia FTA), Z&FEHMHES
#E (Thailand-Australia FTA) BFEL, SN TWEINRRI L TWRWNWELDE LT, &
ZHHY EJT%%E (Korea-Australia FTA) Z))&)%)%SO I ITI, BB EoTICRLND
NG PR E I BIR T 5 SRTH &2 D T RRET S 5 884,

2B, HERFEWHE (Japan-Australia Economic Partnership Agreement) 13 2014 4E
3 AR T TRIEET 25 CRERIEICA ST & OHENRR STV S 0388, HAKRH

SRHEITW BTl

A ASEAN - ZHHHE ST (ASEAN-Australia-New Zealand FTA), SR L
7€ (Australia-New Zealand Closer Economic Relations)

ASEAN 581 FTA 13 2009 425840, s & (5 10 5) 1, Ao 74 7 — 2 k& (5B

2:386) N HIED, WNISREIZ, T2 IRER DT T A X —IZBT 515 - BRI NS

on-to-the-council-of-europe-convention-on-cybercrime

382 AD HOC COMMITTEE ON DATA PROTECTION (CAHDATA) 1st meeting, Strasbourg,

12-14 November 2013, CAHDATA (2013) RAPO1Abr,

http!//www.coe.int/t/dghl/standardsetting/dataprotection/CAHDATA/CAHDATA%282013%

29RAP01Abr En.pdf

383 Department of Foreign Affairs and Trade, “Australia’s Trade Agreements”,

http!//www.dfat.gov.au/fta/

384 BAPHIG I EOMIZ, BERIBEICHET HEL, ST 5 EITBW T HME GRS

ANT —ZRGEICEHT 2RER B ND Z Db 5, 708, FTA/EPA IZBWTE FRGIGIENE
DID LD T=DF, IHERIETH Y, Bl21X, JESHEMEE - SEERE R EPA Z22¥

F— [fE# FTA - EPA 228 (A ARG R, 2007 ) THHINATWDH EZAD, H

AN 2007 EE TICHERE L7 EPA v AdR—L, A% a, =L —yT7kR7 4 EY) T
XEFERGIEIIR T 6N TE ST, AFCBNTHERIERW, M, TPP IRWTIXET

P*ﬁﬁ?@l ICOWTRENMThbNTWA E SN TEY, #iEEH [TPP ’r%%msc B — A
BEoBEl) Y2V X 1448 5 42-47 H (2012 4£), 45 HIZ TPP I ﬁ%ﬁﬁ&%la
IZDW T TN 5,

385 pEfE == —A [H5: EPA, 4 A RFFiGE~ FRBIRII kL] (201443 7 26 H),
http://sankei.jp.msn.com/economy/news/140326/fnc14032618190009-n1.htm

386 “Article 7 Online Data Protection

1. Subject to Paragraph 2, each Party shall, in a manner it considers appropriate, protect
the personal data of the users of electronic commerce.

2. A Party shall not be obliged to apply Paragraph 1 before the date on which that Party
enacts domestic laws or regulations to protect the personal data of electronic commerce
users.

3. In the development of data protection standards, each Party shall consider the
international standards and criteria of relevant international organisations.”
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FNTWDE (BIKRFE 1S, A—A TV TRN=a——F 2 RO, 479 LHEAE
ARERIEE R STV D LTV 2 W ASEAN 280 A MBS HEThH L 7-00, EARH
REHEZET IO RLEITE > TR,

SERTRRA R EIL 1983 4F3NTH Y, BIREREIERERNSAOLNRNE D Th 5388,

B ZEBHBESGHE (Australia-Chile FTA)

2009 F%, BEIREGIE (B 16 ®) I, AT —%] OEFK (16.1 &)%) 13H Y,
F T A AANT — 2 IRGE (16.8 5:390), AT — X 2GTra Y7 — 3 OFHE (16.10
505 1189 WEET D, MEAT —# ) OFERBNEMNCIL TFEAI S 72 TR S5 5 )
RKANEZEGLLIITED N, A—Y Ry 7 A2b0OTHY, AT —ZREOLEL, W
DOENOIER Z R KREET LD LR>TND,

C ZAXHHBESWE (Australia-United States FTA)

2005 %0, oKk FTA 2, EFHEIRGIE (16 ) B"HDIb1rbod, F— 2 REP
TIAN—ITET DRI A LR, ZHUE, BRI R ORISR S FTA Th 5 &
W RBERLTWD EBbNDEN, A—A T U7 EXREOMIZET B8 AIEHRORES] A~
DX ¥ v 7 HEBEBRTITRVWE I IR R D, OKEOBPITHIE (FTC L5 RICEDARAIE - K
WA 7247 2 XX 1EAT (unfair or deceptive acts or practices) ~DWHEHIZREAIT)) (THE IR 72
CBPRs (Z2WTC, A=A RZUTBNIMAT L0121 £ OEEE] BdH D E S, CPEA
WX T T AN —HITHERE GEFL T T A RNy —a I vy ad—) NYUPLLIALZIZE D)
LoT, K, MADOHLMBSE > TWRWZ &, QTPP 2B 2 AT — X Ri#EICBET 55
iKY, A—ANTVT » =a—U =T REREORIZKINENFT 5 Z EREMINLTWD
T L3RR LN, ZOF ¥ v T eRMNT TN D,

387 “sharing information and experiences and identifying best practices in relation to
domestic legal and policy frameworks in the sphere of electronic commerce, including those
related to data protection, privacy, consumer confidence, cyber-security, unsolicited
electronic mail, electronic signatures, intellectual property rights, and electronic
government;”
388 WEDONED, Xy ZREIEEICOWTOMHE LT, JIEE LR THgRE A
B ZRLIERSE OwE A B3 2 B — A ik 2@ 72 BRSO SEC B2
#%%— | RIETI Discussion Paper Series 06-J-053, 12 H,
389 “personal data means information about an individual whose identity is apparent, or
can reasonably be ascertained, from the information;”
390 “Article 16.8: Online Personal Data Protection
Each Party shall adopt or maintain a domestic legal framework which ensures the
protection of the personal data of the users of electronic commerce. In the development of
personal data protection standards, each Party shall take into account the international
standards and criteria of relevant international bodies.”
391 “The Parties will consult on electronic commerce matters arising under this Chapter
including in relation to electronic signatures, data protection, online consumer protection
and any other matters agreed by the Parties.”
392 Jeffrey J. Schott at el., Understanding the Trans-Pacific Partnership, Policy Analyses in
International Economics 99, January 2013 .35 ik Ci, mifgHfEsy - KE X, BETFE PTA
WX 72 WHTHROIE BT T D, GRS TRV, T—% « [FHROERZEZ 52 HH
v, MO, bR - BRICE DT —F - OB BR T 7 e XA E M E LT,
FIENZ K BT — 2 i@ OMWr T 2 2 25 1E T 2 eSS, — A REoSRM4LE LTo, H
FINA~DT — & « = N—fig EOREEREZIEETLIHELZZORETHLEIND, (A
RRZ, 774N — R DHRIE ORI & DT o AT HELRE L 72 S A A £ 4
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D HZEHHMESWHE (Malaysia Australia FTA)

2012 EF%, 5 FTA I21%, EFpEmslE (F w%)ﬁﬁ@ﬁ@ﬁ,ﬁy§4yﬁkf—
ZIREICBIT H4E (15.8 3%)ﬁxbaamfuw5_Wk£01W\5 RN L (2012 4F),
— I TIIIENEREEES S, 77 AN —HITRE LB S TV R o2 2 e b 73)
BB RENHDDHRTH D,

E E2ZBAHEGWHE (Singapore Australia FTA)

2003 s %h, 25k FTAIZIE, BrRls|®E (G 14 %) DFEET L0, A 74 VAT —
SREIZRET A5 (BT W)#%é LEFEoTWS, v~ L —TEEE A4 (2003
), VU AR = IIENTE R #EER S, 7T A4 AN — BT LB E S T\ iho 2 2
ED, MRBBENRHDHDHTH S,

F R‘EHHESHTE (Thailand-Australia FTA)

2005 3%, EAARRGIE (B 11 3) MEET LD, BEWNRKEITAS T4 AT —
SRR T D 1106 B3BDRIZE EE-TEY, v L —y TRV U HR—LO FTA & FREET
HbH, v L= TRV HR—E, A=A T VT LD FTA ks, 8GRI HEER O
FNFT T A N —FUTHREIDORRE N 72 SN2, XA TIIFE OB X TR 5/,

G HWEHEHMESWHE (Korea-Australia FTA)

2014 FEkEkE, KRR, BEEGIE (B 153) NEEL, v T4 v T7— 2T 5

15.8 53960, ANT —HXIZOWTOERENDHIT HIL TS (15.10 5:397),

® T REREMSS

TWo (46 H) LR+ 2,

393 “Article 15.8 Online Personal Data Protection

1. Each Party shall establish or maintain legislation or regulations that protect the

personal data of the users of electronic commerce.

2. In the development of personal data protection standards, each Party shall take into

account the international standards and criteria of relevant international organisations.”

394 “ARTICLE 7 Online Personal Data Protection

1. Notwithstanding the differences in existing systems for personal data protection in the

territories of the Parties, each Party shall take such measures as it considers appropriate

and necessary to protect the personal data of users of electronic commerce.

2. In the development of data protection standards, each Party shall take into account the

international standards and criteria of relevant international organisations.”

395 “Article 1106 Online Personal Data Protection

1. Notwithstanding the differences in existing systems for personal data protection in the

territories of the Parties, each Party shall take such measures as it considers appropriate

and necessary to protect the personal data of users of electronic commerce.

2. In the development of data protection standards, each Party shall, to the extent possible,

take into account international standards and the criteria of relevant international

organisations.”

396 “ARTICLE 15.8: ONLINE PERSONAL DATA PROTECTION

Each Party shall adopt or maintain measures which ensure the protection of the personal

data of the users of electronic commerce. In the development of personal data protection

standards, each Party shall take into account the international standards, guidelines and

recommendations of relevant international organisations.”

397 “personal data means any information about an identified or identifiable individual;”
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A= XZ FIERaI vy v a T —FEREREY NI TMTTA N —alvyva)F—F
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GPEN (/o — LTI A4 R —@iTxy hU—7) I2O0WThH, BEFFHRaI v g —
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WlR, 74— X7 RIEHRaI vy a b —FEREREZ NUTHT T4 R_Rv—aI vy
a T —FHEBNSNRER & 72> TV 539 (2014 4E 3 H HILE),

(2) A=A N7V 7 OEBEIIMHRL I~ D5t iR
7 2013 F%IE OECD "I AN —HA KT A4

2013 L IES T2 OECD 77 A Ny —TTA KT A4 2 ~OX I DWW T, BUFIZEBWT,
ALRC00DFE BEZIR - 72— O L ELAMIBERLIERLETH 5 EILBF#H L TnisnE o Z
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A=A RNZ VT OHIELEEHTH S LG8 L TV H02)

Bk 51%, SIE OECD 7 A Ny —HA R4 VOREBEOF T, 7HU 2T 4
WCBHET ONEN - E L EBETH DL EORMINRINTZ, £, 2012477 A N —%IEYE
1%, ALRC 28T 2 #EEN 2008 4, BURFOXRHIEA 2010 45, iHR A i L7z 02 2012 4£T
Hol=l=h, NEMIZITE LS 2> TWD (F72, ZORRYING S, SIE OECD 77 A /Ny—
A RTA L HBEZTZLOTIERY) ORI H Y, )7, 20124477 A N —BOEET
A SN2 APP4031 213 IEOECD 7T A Ry —HA RIA4 LNZBIF LT TA N —< R R

398 http!//www.appaforum.org/members/,

399 https!//www.privacyenforcement.net/,

400 2R3 %,

401 2014 4 3 A 18 HIZ Attorney-General's Department T1T#2417- Colin Minihan f~® A
vZ ¥ a— (LLF, Minithan KA v ZEa2—] &vv9),

402 2014 4 3 A 17 HIZ New South Wales MIHF#H L T T A4 N —F B FHKF TIThivz
Meredith Claremont ¢ 5 % U8 Sean McLaughlan Fc~?D A > % £ 2 — (LLF, [NSW H& /5
AU HAEa—] EnD,)

403 123895,
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T APEC-CBPRs Z ORGEHI E
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405 Minihan A1 > & B 2 —

406 JISA »H E=2—

W7 JISA H E=a—

408 Minihan KA & B2 —

09 JISA H E=a—

410 La Asociacién Mexicana de Internet (AMIPCI), http:/www.amipci.org.mx/,

411 Malcolm Crompton, “Interoperability effort between APEC CBPR and EU BCR”
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SCC), @FEm{z%EH] (Binding Corporate Rules, BCR) 72 &, BIAEIEOFIFH BN LE 70
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