Guidelines on the application and setting of administrative fines
for the purposes of the Regulation
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l. Introduction
l. XL DIZ

The EU has completed a comprehensive reform of data protection regulation in Europe. The reform rests on
several pillars (key components): coherent rules, simplified procedures, coordinated actions, user
involvement, more effective information and stronger enforcement powers.
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Data controllers and data processors have increased responsibilities to ensure that personal data of the
individuals is protected effectively. Supervisory authorities have powers to ensure that the principles of the
General Data Protection Regulation (hereafter ‘the Regulation’) as well as the rights of the individuals
concerned are upheld according to the wording and the spirit of the Regulation.
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Consistent enforcement of the data protection rules is central to a harmonized data protection regime.
Administrative fines are a central element in the new enforcement regime introduced by the Regulation, being
a powerful part of the enforcement toolbox of the supervisory authorities together with the other measures
provided by article 58.
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This document is intended for use by the supervisory authorities to ensure better application and enforcement
of the Regulation and expresses their common understanding of the provisions of article 83 of the Regulation
as well as its interplay with articles 58 and 70 and their corresponding recitals.
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In particular, according to article 70, (1) (e), the European Data Protection Board (hereafter ‘EDPB’) is
empowered to issue guidelines, recommendations and best practices in order to encourage consistent
application of this Regulation and article 70, (1), (k) specifies the provision for guidelines concerning the
setting of administrative fines.
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These guidelines are not exhaustive, neither will they provide explanations about the differences between
administrative, civil or criminal law systems when imposing administrative sanctions in general.
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In order to achieve a consistent approach to the imposition of the administrative fines, which adequately
reflects all of the principles in these guidelines, the EDPB has agreed on a common understanding of the
assessment criteria in article 83 (2) of the Regulation and therefore the EDPB and individual supervisory
authorities agree on using this Guideline as a common approach.
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Il. Principles
. J&H]

Once an infringement of the Regulation has been established based on the assessment of the facts of the case,
the competent supervisory authority must identify the most appropriate corrective measure(s) in order to
address the infringement. The provisions of article 58 (2) b-j* indicate which tools the supervisory authorities
may employ in order to address non-compliance from a controller or a processor. When using these powers,
the supervisory authorities must observe the following principles:
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1. Infringement of the Regulation should lead to the imposition of “equivalent
sanctions™.
LABRDEZRIZIT [ EJELRH#) &FFT & Th S,

The concept of “equivalence” is central in determining the extent of the obligations of the supervisory
authorities to ensure consistency in their use of corrective powers according to article 58 (2) in general, and
the application of administrative fines in particular?.
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! Article 58 (2) a provides that warnings may be issued when “processing operations are likely to infringe provisions of the
Regulation”. In other words, in the case covered by the provision the infringement of the Regulation has not occurred yet.
#5585 (2) (@)iciXx., THREBNAHAIOFRBEIERTOIBENNH D] BEICEEE R TELLHELTY
D, DEY | UHKHEOMRLRDFRIIBW T, ABAIOBEKNELZREL THRWDEEEN D,
2 Even where the legal systems in some EU countries do not allow for the imposition of administrative fines as set out in the
Regulation, such an application of the rules in those Member States needs to have an equivalent effect to administrative fines
imposed by supervisory authorities (recital 151). The Courts are bound by the Regulation but they are not bound by these guidelines
of the EDPB.
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In order to ensure a consistent and high level of protection of natural persons and to remove the obstacles to
flows of personal data within the Union, the level of protection should be equivalent in all Member States
(recital 10). Recital 11 elaborates the fact that an equivalent level of protection of personal data throughout
the Union requires, amongst others, “equivalent powers for monitoring and ensuring compliance with the
rules for the protection of personal data and equivalent sanctions for infringements in the Member States.”.
Further more, equivalent sanctions in all Member States as well as effective cooperation between supervisory
authorities of different Member States is seen as a way “to prevent divergences hampering the free movement
of personal data within the internal market”, in line with recital 13 of the Regulation.
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The Regulation sets a stronger basis than Directive 95/46/EC for a greater level of consistency as the
Regulation is directly applicable in the Member States. While supervisory authorities operate with “complete
independence” (article 52) with respect to national governments, controllers or processors, they are required
to cooperate “with a view to ensuring the consistency of application and enforcement of this Regulation”
(article 57, (2),(9)).
ABANL, MPEECEEEH R TH LD, KV EERLVO—BEZITNDT-DI, fin
95/46/EC £ ¥ & iB[E 7 MRS ER 1T b T D, BEEHEBIT. EXRB, EHE TR E NS
SeaicMse)  (BE524%) LTeiEE AT O 0. [ AKBADZI R VBT O —EHEZ MR TS A
Tl (BB57% (D) (9) BT 28ENH D,

The Regulation calls for a greater consistency than the Directive 95/46 when imposing sanctions. In cross
border cases, consistency shall be achieved primarily through the cooperation (one —stop-shop) mechanism
and to some extent through the consistency mechanism set forth by the new Regulation.
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In national cases covered by the Regulation, the supervisory authorities will apply these guidelines in the

spirit of cooperation according to article 57, 1 (g) and article 63, with a view to ensuring the consistency of

application and enforcement of the Regulation. Although supervisory authorities remain independent in their

choice of the corrective measures presented in Article 58 (2), it should be avoided that different corrective

measures are chosen by the supervisory authorities in similar cases.

AR TSR E R DENFRETIE, AR OwEH X OPITO — B2 AT 2 BT, H575%
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The same principle applies when such corrective measures are imposed in the form of fines.
IO OREFENIGHIFEOEXNTHRINGGEICHFE—OFRIZEH S5,

2. Like all corrective measures chosen by the supervisory authorities,
administrative fines should be “effective, proportionate and
dissuasive”.
2. B IR TS5 B 5 b S A IEHFE F A U<, Hl#EEiT T2

W, LRI D8I ) ThENEThHS

Like all corrective measures in general, administrative fines should adequately respond to the nature, gravity
and consequences of the breach, and supervisory authorities must assess all the facts of the case in a manner
that is consistent and objectively justified. The assessment of what is effective, proportional and dissuasive
in each case will have to also reflect the objective pursued by the corrective measure chosen, that is either to

reestablish compliance with the rules, or to punish unlawful behavior (or both).

— RN BT ORIEFHE LR <, fFERSIOEKOMWE, BRI KO R ZETIC KBS, B
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Supervisory authorities should identify a corrective measure that is “effective, proportionate and dissuasive”
(art. 83 (1)), both in national cases (article 55) and in cases involving cross- border processing of personal
data (as defined in article 4 (23)).

BEERERIE. ENOHEE (55555%) M OMEANT —Z OBEER RN ER 2 F6] (5545 (23) (1
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These guidelines recognize that national legislation may set additional requirements on the enforcement
procedure to be followed by the supervisory authorities. This may for example include address notifications,
form, deadlines for making representations, appeal, enforcement, payment®.

UHEAA BT A TiE EPEICESW T, BB ET 4 R & PUTFHUBINER T 5
TEMTEXBLABDOOLNTWS, B2, ETom, RN NS EEBEE, IRE~ORIRH L

3 As an example, the constitutional framework and draft data protection legislation of Ireland, provides that a formal decision is
reached on the fact of the infringement itself, which is communicated to the relevant parties, before an assessment of the scale of
the sanction(s). The decision on the fact of the infringement itself cannot be revisited during the assessment of the scale of the
sanction(s).
BIZIE, TANT Y FOBERAHR R OT — 2 REIEOEROEE ., EXAROFERITESW TIERRELS FEh,
Tl AR PR A4 3L D AN 2 &2 B Y S H I CHE T 2 L OBUEN H D, BB FRICET 2 IRET. HIEGHIA D
MRS S L TIEAR B2y,
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Such requirements should however not hinder in practice the achievement of effectiveness, proportionality
or dissuasiveness.
o2 U, MR ERIRIEE B WA BRI IR 7R B A 15T D 5 D Th - TX 72 H 72,

A more precise determination of effectiveness, proportionality or dissuasiveness will be generated by
emerging practice within supervisory authorities (on data protection, as well as lessons learned from other
regulatory sectors) as well as case-law when interpreting these principles.

AR, IR ST IR ) o X BARRZRERIT, AR OBEEHRETEL 18T (F—2 1k
e K O O HLHIFER PR 7> DAR TGN K OHBNEIZ EE DWW TR A ORI IR OE S 415,

In order to impose fines that are effective, proportionate and dissuasive, the supervisory authority shall use
for the definition of the notion of an undertaking as provided for by the CJEU for the purposes of the
application of Article 101 and 102 TFEU, namely that the concept of an undertaking is understood to mean
an economic unit, which may be formed by the parent company and all involved subsidiaries. In accordance
with EU law and case-law®, an undertaking must be understood to be the economic unit, which engages in
commercial/economic activities, regardless of the legal person involved (Recital 150).
R, IR ST 2 il ke 2 B9 72 o BEEREREIE. BONE A OB IZ BT 5 54
(TFEU) D #1015 K& UVH51025: D FHIZ DWW TRRIN FHEEHIFT (CIEU) 23 E D 7o OEER D
EEZFMT 5, BEMICEEOBE LT, Bt Xidd 50 2Bl 724 AL 9 D =
REBHRTHEEMEND, EUELOHBIEICKSE . AT, TRICEET EAEZ D
T, BEE/RBFIEINICEE TR R E L TEM ST iU o2y (RISCEE1501) |

3. The competent supervisory authority will make an assessment “in
each individual case”.

BITHEEERELIT, 4 DIFIDFEZ) DiFli 21T 2

Administrative fines may be imposed in response to a wide range of infringements. Article 83 of the
Regulation provides a harmonized approach to breaches of obligations expressly listed in paras (4)-(6).
Member State law may extend the application of article 83 to public authorities and bodies established in that
Member State. Additionally, Member State law may allow for or even mandate the imposition of a fine for
infringement of other provisions than those mentioned in article 83 (4)-(6).

HlERIE, 2O DER OISR E LT Z L3 TE 5, ABAIDOHE83RICITRBERIZ
KT HFRMOENTT T a—F PRSI, T BAED D EHICH RIS N T\ D, B
B2 L - T, MBREOEMNIEICESE, SR EIC I TRRAL S N7 AR K ORI

4 The ECJ case law definition is: «the concept of an undertaking encompasses every entity engaged in an
economic activity regardless of the legal status of the entity and the way in which it is financed” (Case Hofner and Elsner, para 21,
ECLI:EU:C:1991:161). An undertaking «must be understood as designating an economic unit even if in law that economic unit
consists of several persons, natural or legal» (Case Confederacion Espafiola de Empresarios de Estaciones de Servicio [para 40,
ECLI:EU:C:2006:784).
ECHIBNEDERICIE, [HEOBEIT. YT EOEMA LK EETHZEO FIEEZ ML, RFEHIIEFET5H
LWL EREDIET D] LH D (Hofner and Elsnerd>FE %, [21E7%, ECLLEU:C:1991:161]) , 423ix., TEBRORKR
FEMEE LTEM S ARITNE RS20, ERL BRFEERPEROARAXITIEANTHERIND Z & 2Mb2R
V", | (Confederacion Espafiola de Empresarios de Estaciones de Servicio?> $4 [40E:¥%%. ECLI:EU:C:2006: 784]) .
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The Regulation requires assessment of each case individually®. Article 83 (2) is the starting point for such
an individual assessment. The paragraph states “when deciding whether to impose an administrative fine,
and deciding on the amount of the administrative fine in each individual case due regard shall be given to
the following...” Accordingly, and also in the light of Recital 148° the supervisory authority has the
responsibility of choosing the most appropriate measure(s). In the cases mentioned in Article 83 (4) — (6),
this choice must include consideration of all of the corrective measures, which would include consideration
of the imposition of the appropriate administrative fine, either accompanying a corrective measure under
Avrticle 58(2) or on its own.

AHAITIE, R OFEROFMAER STV D, H5835:(2) 13 M %8BI FEAM o BRARHIAT & 72 2
KRN V4 DELFICE T, Hl#ERZF TG0 E T 355, RO Hl#e DO
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FEO L, BEERBIIRELIELBRT 5 BIEE AT 5, F8RA)NLEO)CEAT HFRIC
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S Further to the application of article 83 criteria there are other provisions to bolster the foundation of this approach such as:
HBGDAEMEDHA A MET 2720, UTDO X7, A7 7V a—F OB E2BbT 2MOFERH 5,

- recital 141 “the investigation following a complaint should be carried out, subject to judicial review, to the extent that
is appropriate in the specific case.”

- FIXFELAVE TR THEDOHEIL, AEEEIZRT S b DE LT, HEDEMIZL L THEL LRI
TITDILITIUEZR 5750,

- recital 129 “The powers of supervisory authorities should be exercised in accordance with appropriate procedural

safeguards set out in Union and Member State law, impartially, fairly and within a reasonable time. In particular each
measure should be appropriate, necessary and proportionate in view of ensuring compliance with this Regulation,
taking into account the circumstances of each individual case...”.
AISCES 12910 [ B AR EE BT DFESRIZ, BU 5K CNIIER [E D [FAEIZIE 8 3 B )70 Fhi | DIRZEFFE IZ W - T,
DFIZ, DIEIZ, 30, GEEHIRIIINICTTIE SR T80 5200, 712, 4 DIEEIT, 4 DFZFE
DENG & ZFIZANTE LT AR DB TR T S E 0 SBREHYTH Y, BEZETHY, 7D, I
GG & D TRITIULTZR 5T ../

- article 57(2) (f) “handle complaints lodged by a data subject, or by a body, organisation or association in accordance

with article 80, and investigate to the extent appropriate, the subject matter of the complaint.”
5T4R(1) () T8O/, T — 2 FAk, Kz, Mk, [FIEE L <1226 B3 THREHEFEEIRD L, #L)
RECPIN T, RFHEH T TDD o EFHIZ O THET S
& “In order to strengthen the enforcement of the rules of this Regulation, penalties including administrative fines should be
imposed for any infringement of this Regulation, in addition to, or instead of appropriate measures imposed by the supervisory
authority pursuant to this Regulation. In a case of a minor infringement or if the fine likely to be imposed would constitute a
disproportionate burden to a natural person, a reprimand may be issued instead of a fine. Due regard should however be given
to the nature, gravity and duration of the infringement, the intentional character of the infringement, actions taken to mitigate
the damage suffered, degree of responsibility or any relevant previous infringements, the manner in which the infringement
became known to the supervisory authority, compliance with measures ordered against the controller or processor, adherence
to a code of conduct and any other aggravating or mitigating factor. The imposition of penalties including administrative fines
should be subject to appropriate procedural safeguards in accordance with the general principles of Union law and the Charter,
including effective judicial protection and due process”.

TARBLRN DILE DFTT & FIET S 728017, KRBT L 0 EERERIC Lo TREIN S EL2FEICNZ, Kid, Zi

1102 T, ARBRIDEIRTTAICS L, & 50, HEDPWMZ HALITIVNILH R0, BEMRERTTSDLE,
KiZ, RIS HFRP ALNICH L TR RAH T T S L 00586, #HEeDb VICEEL &7 = &
WT&ES, /L, CDERITAHADHEE, BAMER OFFHHIR, € DERTTAPERRIL D THEZ L, #o/
HEZEMI T S720IC7% 0 57E7TE), EITDFRHER OBIET S8 EDERTTR, DERTTHPEDL 512 L
TEERBBEICHI IS = EIZ o200, BPEXIGUHEIZS L Ty U 57 1B DET, TEER DT,
WENE, T4 B LIS DIIEFEFE R OB TR & EIZE R LR ITIULZR 520, H#e e 56, HH#DOEMIZ, %)
SRAG 7wl F DIRFER OB IEFFea 50, EULER ONEZFD—IRAG 2 BASTANIZTE 5 #8750 FHE L DIREEIZIR
T3DELRITHITRER,
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Fines are an important tool that supervisory authorities should use in appropriate circumstances. The
supervisory authorities are encouraged to use a considered and balanced approach in their use of corrective
measures, in order to achieve both an effective and dissuasive as well as a proportionate reaction to the breach.
The point is to not qualify the fines as last resort, nor to shy away from issuing fines, but on the other hand
not to use them in such a way which would devalue their effectiveness as a tool.

HilER e E, EEEAN Y 2R CHRAT REEERFETH D, ERITKT 20058/, HElr
ORIk AE FEBLT D720, BEREIL, HEICHRH L L THEoln--T e —F%
JEIERTE OITEEICERN T2 2 e SN D, fEeZEFELAR LD | flEeDLsIC
MR 2R BB D RE TRV, —FEELTOMEEZER I CTHIEEEZHEHIT & TY
720N,

The EDPB, when competent according to article 65 of the Regulation, will issue a binding decision on
disputes between authorities relating in particular to the determination of the existence of an infringement.
When the relevant and reasoned objection raises the issue of the compliance of the corrective measure with
the GDPR, the decision of EDPB will also discuss how the principles of effectiveness, proportionality and
deterrence are observed in the administrative fine proposed in the draft decision of the competent supervisory
authority. EDPB guidance on the application of article 65 of the Regulation will follow separately for further
detail on the type of decision to be taken by the EDPB.

EDPBI. ABLAIFE5SRICHE S B HIRE AT 256, FrIOEROFEOREIZE T 2 B H
DIFITHT L THRRIRE L T2 ENTE 5, BEERORILOH 5 FGEP LI TICL - T,
JEIEHEEIC K 2 GDPRANESF N HiR S/ 556 . EDPBASHTHERE BRI DY E 22 TR S L D il #k
BAZRA . BB LR 2R FRIRA WIS S LTV D I Eigim L. THERET D, AR
Rl D 55655 D1t T B9~ 2 EDPBD A7 A & o Z1Z1%, EDPBDRE DTSRI BIT 2 5 A3 BIRE
b b,

4. A harmonized approach to administrative fines in the field of data
protection requires active participation and information exchange among
Supervisory Authorities
4, 7 —Z (R D GFIFIC ISV THIZEBIZ I DI 7 77— F R T35 12
14, BB BB OBIEN 1 2R ORI LS 70 5,

These guidelines acknowledge that fining powers represent for some national supervisory authorities a
novelty in the field of data protection, raising numerous issues in terms of resources, organization and
procedure. Notably, the decisions in which the supervisory authorities exercise the fining powers conferred
to them will be subject to appeal before national courts.

BAA FTA 2 TE T2 IRE DI T Ll He L5y OMERRIT R E O E N EE I
WTEHFIEL R D720, U Y =2 ML AOFROmE THZE < ORENET 5 2 L 35 S
NTW5, b, BEEEEIAT G SN I-HlZ &0 DR AZITHE T 2R EIZOVTIE, BN
HHFTIZRBT D ARRAN CTORRE 2D ARENER S 2,



Supervisory authorities shall cooperate with each other and where relevant, with the European Commission
through the cooperation mechanisms as set out in the Regulation in order to support formal and informal
information exchanges, such as through regular workshops. This cooperation would focus on their experience
and practice in the application of the fining powers to ultimately achieve greater consistency.

BB REREIIE, B KX OFEIEROFRHE SR 572010, EHNRY —2 v a v 7EL2@mL T,
ABANE D D IO Z I L, OB XL GEET 25813 MIMEER LT
DbDLT D, HREH T, BRI —BO—EMAERT 5720, HFESHEROEM IV T,
PRBR M OVEERICE R EZ Y THZ LTk D,

This proactive information sharing, in addition to emerging case law on the use of these powers, may lead to
the principles or the particular details of these guidelines being revisited.

FRLOMHERATRE AR D HRLOHIBREICIN A, T OREBAY 2 WILE I X - T, YRZF RIS T 45
TA RTA > OFMBPUFT SN D D,

1. Assessment criteria in article 83 (2)
. %5835%(2)IC B3 2 G Hk v

Acrticle 83 (2) provides a list of criteria the supervisory authorities are expected to use in the assessment both
of whether a fine should be imposed and of the amount of the fine. This does not recommend a repeated
assessment of the same criteria, but an assessment that takes into account all the circumstances of each
individual case, as provided by article 837

H835 (L. HF ALy D RIS M OVl 4 D A KAD X5 % FHAf 9~ 2 B I BB RS BE A3l F 9~ & Ji
O EETEDTLOTHDH, [FUKEOEEMNZHELET 25O TIT RV, FillicisnT
1. HE83KNCED D LBV, FEMOERDIRNDETEEET HNLEND D,

The conclusions reached in the first stage of the assessment may be used in the second part concerning the
amount of the fine, thereby avoiding the need to assess using the same criteria twice.

o BRI TRE L ST, HIRA O HEIT BT 28 T B OB T X 7%, [Fl—
DFEUEZ T U 7Rl O S B A [T D 2 E N TE D,

This section provides guidance for the supervisory authorities of how to interpret the individual facts of the
case in the light of the criteria in article 83 (2).

A¥ 7 vaid, HE83FQDIEMEL RS LAabt, HFHEROMERDOFEEE MR 5 IFIEICONT
BEEBEIC A X AT 28D TH 5,

(a) the nature, gravity and duration of the infringement
(@) ERDOMHE, EA IR

Almost all of the obligations of the controllers and processors according to the Regulation are categorised

7 The assessment of the sanction to be applied may come separately after the assessment of whether there has been an
infringement due to national procedural rules arising from constitutional requirements in some countries. Therefore, this may
limit the content and the amount of detail in a draft decision issued by lead supervisory authority in such countries.
HH SN D HFBOFTMIE, FFEOEOFEEZFITER T 2 BN OBRIBBAN S W CGERBIIET 2 0 E O FFl
EAT ol th, EANCERT 522N TE S, 207, YikEICHIT 5 BB ORERDONE LM Y%
FHAMCHIBR 415 FTREMED & 5
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according to their nature in the provisions of article 83(4) — (6). The Regulation, in setting up two different
maximum amounts of administrative fine (10/20 million Euros), already indicates that a breach of some
provisions of the Regulation may be more serious than for other provisions. However the competent
supervisory authority, by assessing the facts of the case in light of the general criteria provided in article 83
(2), may decide that in the particular case there is a higher or a more reduced need to react with a corrective
measure in the form of a fine. Where a fine has been chosen as the one or one of several appropriate corrective
measure(s), the tiering system of the Regulation (article 83 (4)- 83 (6)) will be applied in order to identify the
maximum fine that can be imposed according to the nature of the infringement in question.

ABANC D BB M OWLBEE D5 O RH-T. H835%(4) 16 (B)IZE D LB ISV TH
HEnTno, ABANCIEIHI#ES & L TR ORI Re4 (100077 313200007 =— 1) H&IE S
NTHEY, —HOFREERPMOFHEK I BERKTHDL ZEBRRBINTWD, FriEEEE
B, H83R(ITED D —fRIETEICIE S W EROFEZOFHEZ T 5 Z & T, FFEDOFREIZOW
T, HlESOEANTEERELZH COLBEEN IV &< 20, KD RLI0ERET D2
EMTE D, HlERDME— ORIBFTESUIEROBEY 2R IEH E DO —> L L TEIRS IS A,
2T DX OMEITIG CTRT 2 ENTE HHIBEOR KRG IRET D720, ABHD B
PEHIEE (558345(4)7 25 (6) MM S D Z LT/ 5.

Recital 148 introduces the notion of “minor infringements”. Such infringements may constitute breaches of
one or several of the Regulation’s provisions listed in article 83 (4) or (5). The assessment of the criteria in
article 83 (2) may however lead the supervisory authority to believe that in the concrete circumstances of the
case, the breach for example, does not pose a significant risk to the rights of the data subjects concerned and
does not affect the essence of the obligation in question. In such cases, the fine may (but not always) be
replaced by areprimand.

ASCER148TH T THMM7eiE ) OBERICE R L TWD, YikEMIE, #5835:(4) X (B)IHIFET 5
AHRNO KD —D I~ DER ZHNT 256085, 12721, BEBN 3R Q) D
PRI IC R D &, HEERO BRZDRIL FICHB W T, YK ENEY T 57 — & FIROHER
CERRY A7 ZRIFST, MEORBHOAREICHEL RIS RV LT 2560H2, 29
L7e8d (FIZTEZRVR) | flEESEOROVITERLS ZITHI>HE1H 5,

Recital 148 does not contain an obligation for the supervisory authority to always replace a fine by a
reprimand in the case of a minor infringement (“a reprimand may be issued instead of a fine”), but rather a
possibility that is at hand, following a concrete assessment of all the circumstances of the case.

AT SCH148TEHIE, BMULMER DHERICB W THIEEOND W ICLTEELD 21T 5 ( [#H#HED
DO VICIEEL G Z(T 5 Z LA TES) ) BEMBEOBEZED D DT R, YE%ERDODH
5 5RO BARR 225 il 24T > 72 R ICHRI T ATRE R B A ED T2 b D TH D,

Recital 148 opens up the same possibility to replace a fine by a reprimand, where the data controller is a
natural person and the fine likely to be imposed would constitute a disproportionate burden. The starting
point is that the supervisory authority has to assess whether, considering the circumstances of the case at
hand, the imposition of a fine is required. If it finds in favour of imposing a fine, then the supervisory authority
must also assess whether the fine to be imposed would constitute a disproportionate burden to a natural person.
ATSC148H (T, 7 — Z BEE DN HARN T, o, B S5 ATRENE D @ il E 4 23 8 K 722 B HH A4
T DX RGEICH, filHEz EELSITRETE SN RESN TS, E T EEKE
I, FRORMAZBEL T, HEGORDPNLENEPEMT 5, fEeERTIenzhe
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MW SHT-5E . BEHEEIL. BRI SN DHIFREDNHARNT & > TRKQREH L 72 5 &0 % 5
L7 idZe 6720,

Specific infringements are not given a specific price tag in the Regulation, only a cap (maximum amount).
This can be indicative of a relative lower degree of gravity for a breach of obligations listed in article 83(4),
compared with those set out in article 83(5). The effective, proportionate and dissuasive reaction to a breach
of article 83(5) will however depend on the circumstances of the case.

AHANTIE, FFEDEIZ O EHIFEDO BN R2EHETIT R, 2O LR (HKRKEFH) OHDHEL
EINTND, HBIFMA)IIHNIEIILDFHE DB DER I NHEFROG)DER LV HIEAETH S
TEDREINTND, HB3ZKR(B5)DEIT KT 2R A, Ffily e O IR 72 /LI DWW TR
ROWRPUZTESNTHIBr & 5,

It should be noticed that breaches of the Regulation, which by their nature might fall into the category of “up
to 10 million Euros or up to 2% of total annual worldwide turnover” as set out in article 83 (4), might end up
qualifying for a higher tier (Euro 20 million) category in certain circumstances. This would be likely to be
the case where such breaches have previously been addressed in an order from the supervisory authority, an
order® which the controller or processor failed to comply with® (article 83 (6)).The provisions of the national
law may in practice have an impact on this assessment®. The nature of the infringement, but also “the scope,

8 The orders, provided in article 58 (2) are:

H58L(2ICED DD &I

- to order the controller or the processor to comply with the data subject's requests to exercise his or her rights pursuant to
this Regulation;
ABANC K 27 — 2 FEROHEFTTHEZR 28573 2 X 9 ICEBE QINHE IThmTT 52 &,

- toorder the controller or processor to bring processing operations into compliance with the provisions of this Regulation,
where appropriate, in a specified manner and within a specified period;
KRR OBUE 2 TT 2 CIIRVMEEEIT 5 £ 5 IEBE UINBEE T L Tn 5 2 &, #iky
&, FEOTFET, FEOHIMAICESFIE D L ricmnd 22 L,

- to order the controller to communicate a personal data breach to the data subject;
BANT — 2 EX & T —Z EIE~EET HIERE ST 52 &,

- to impose a temporary or definitive limitation including a ban on processing
BB DEE IR A5 6D 7o —RFR U TR AERIBIRR 23R 2 &

- to order the rectification or erasure of personal data or restriction of processing pursuant to Articles 16, 17 and 18 and

the notification of such actions to recipients to whom the personal data have been disclosed pursuant to Article 17(2)
and Article 19;

165, LTS, HIBRICK HMAT — & OFTER L < ITHESUTBBOHIRR, N, ”’"177& 2 X
ORI K DN T — & DSPHR ST B IZ50 T YRS TE D@ 2175 Ko iZma+ 25 2
- to order the certification body to withdraw a certification issued pursuant to Articles 42 and 43, or to order the
certification body not to issue certification if the requirements for the certification are not or are no longer met;
B 42 SR KO 43 SRICK VAT SNVREREA HU T ST 2 & 9 ICIRGEH B~ 972 2 &0 UTRBFEICEE
HEMLIZEH LB VELLIZDIEFREH L L oG, HEENICGEE BT LW K 2 loma T 5
N
- to order the suspension of data flows to a recipient in a third country or to an international organisation.
FEZENTEBEROBSE ~OT — X REOHIL A MET 52 &,
o Application of article 83(6) necessarily must take into account national law on procedure. National law determines how an
order is issued, how it is notified, from which point it takes effect, whether there is a grace period to work on compliance. Notably,
the effect of an appeal on the enforceability of an order should be taken into account.
83K 6) & M D BT, BV T 2 EWNEEZ BB L R2TIER LR, maORITROEHFIE, £ 0
FEE . BTN M T IR OF EOREL, EWNEOEDIIED . R, MHOPITHICET 2/ 20 E%
BRETHVLENRD D,
10 statutory provisions of limitation may have the effect that a previous order of the supervisory authority may no longer be taken
in to consideration due to the amount of time that has lapsed since that previous order was issued. In some jurisdictions, rules
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purpose of the processing concerned as well as the number of data subjects affected and the level of damage
suffered by them”, will be indicative of the gravity of the infringement. The occurrence of several different
infringements committed together in any particular single case means that the supervisory authority is able
to apply the administrative fines at a level which is effective, proportionate and dissuasive within the limit of
the gravest infringement. Therefore, if an infringement of article 8 and article 12 has been discovered, then
the supervisory authority may be able to apply the corrective measures as set out in article 83(5) which
correspond to the category of the gravest infringement, namely article 12. More detail at this stage is beyond
the scope of this particular guideline (as detailed calculation work would be the focus of a potential
subsequent stage of this guideline).

FBIFRMMITED D THK1000 7 = — v T MIRFERTE L& D2% £ T) OXFITEEY LD 5
Ba2AT 2ABANOERITIE, FEORBICIEWN T, EEXSOfl#Ee (20007 —) 756 H
ENIHIDZEEBILTBIRETH D, Zhix, FFEOEKIZRHT 5 B BRI O RERT O 48
(CE P SUTILBRE DN L o Te5 8 E NN T 5 (5583%(6) . £H L. ENIEDOFHA
DY A RET AR 50, EROWE KR [ EAMER OFFHEHIE, LNz, &0
BERITHIZ L > TEZRZI e T =5 FEDANEL VT — % TP - 2 8EDFE) 13, EXD
BRI OHWHAHE L 2%, H—OFERITBWTERO R 5@ N —EIZRAE LG, BB
B e b IRAN I E R OFFAN TRURAY, AR X OMIER 2K EORIBEe L @M T 5 2 LT
D, TDTD, FBEERKOEI2EDEN PR LI E, BEMREIT, & bEARERKIX s (T
R BHHI2S) \TIET 2 HE8ERG)DRIEHEAEM T 5 Z L TE 5, BEBICENT, 1
U EOFEHOBEIIARTA BT A4 O L7250 (BRBREHERIZ. KA T4 D%
DB CTIHEE LR TIE)

The factors below should be assessed in combination eg. the number of data subjects together with the
possible impact on them.
UToEE (Bl 7—2 RO X, ZNHICkT2HEL SO T2 ThH D,

The number of data subjects involved should be assessed, in order to identify whether this is an isolated
event or symptomatic of a more systemic breach or lack of adequate routines in place. This is not to say that
isolated events should not be enforceable, as an isolated event could still affect a lot of data subjects. This
will, depending on the circumstances of the case, be relative to, for example, the total number of registrants
in the database in question, the number of users of a service, the number of customers, or in relation to the
population of the country, as appropriate.

5 L7eT7 —# EEROBIL, TRNREEOEZTHDH . MMNZ2ERKDOIKETH 50, XiE+
DIRN—T 4 CORMERRTH L0 ZRET DL AN TIHET 52 E THD, HEOFRTHLEZS
K OT—=F ERITEE L KT TARRER S 5720, HlEBITORNGSN L 2D DT TiERW, il
I 7= RN=2ADBRBERECY - AFMELR. BER. coEORAR YT 256)
& D, ST 2 FRORBUIE CTHEA S b,

require that after the prescription period has passed with respect to an order, no fine may be imposed for non-compliance with
that order under article 83(6). It will be up to each supervisory authority in each jurisdiction to determine how such impacts will
affect them.

HWEOZEORIRIZE Y | BEEEOURTOMENIEIT SN TH L —EDHIMAFIE L7272 Um0 bt
REE SN RDEVIMRERETHENH D, FEOEERTIE, MHORITHIHOHTEDHMARET 5
L. HBIFB)DYUHMMBIT L o> TRESFIZH L THIESEZR T ZERTERIRDEOHERH D, ZhbHDE
BRI T DB OV TIL, AEEEH OBEEEBENRET D,
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The purpose of the processing must also be assessed. The WP 29 opinion on “purpose limitation”
previously analysed the two main building blocks of this principle in data protection law: purpose
specification and compatible use. When assessing the purpose of the processing in the context of article 83
(2), the supervisory authorities should look into the extent to which the processing upholds the two key
components of this principle!?. In certain situations, the supervisory authority might find it necessary to factor
in a deeper analysis of the purpose of the processing in itself in the analysis of article 83 (2).
BB o B DWW T b a4 i L7217 hE 72z 572\, WP29 Opinion®> [HJOHIR) *Cik,
T REBIEORFAMO FER2O>OEBTHL THHORE] KO THEEMHED & 5 FIH
(compatible use) | ARRFES LTV D, 558352 D AR TEHR N D H B9 Z2 39~ D BE. BB R
. YR BAFR 0250 EHE MR BRI L ORE O THEAG L TV DN EREET 5
NETH D, FFEDORDIZEB N T, BEEHKE H83RQ)DMEEIZIH VT, Bl o BB KD
S ORDLMEEEBET HUNEMENH D LT 258035 5,

If the data subjects have suffered damage, the level of the damage has to be taken into consideration.
Processing of personal data may generate risks for the rights and freedoms of the individual, as illustrated by
recital 75:

T2 EERPEELW ST HE. BEOKELEET OILERH D, HANT —F OEHRMIHT
BTSHICHAT 2 L 80 . HAOHEMBOBRICHT LY A7 24 LI D,

“The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result
from personal data processing which could lead to physical, material or non- material damage, in
particular: where the processing may give rise to discrimination, identity theft or fraud, financial
loss, damage to the reputation, loss of confidentiality of personal data protected by professional
secrecy, unauthorised reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and freedoms or prevented from
exercising control over their personal data; where personal data are processed which reveal racial
or ethnic origin, political opinions, religion or philosophical beliefs, trade union membership, and
the processing of genetic data, data concerning health or data concerning sex life or criminal
convictions and offences or related security measures; where personal aspects are evaluated, in
particular analysing or predicting aspects concerning performance at work, economic situation,
health, personal preferences or interests, reliability or behaviour, location or movements, in order
to create or use personal profiles; where personal data of vulnerable natural persons, in particular
of children, are processed; or where processing involves a large amount of personal data and affects
a large number of data subjects.”

TE AN DREFIR OFHHIIZS TS5 VX 21%, R4 2 s AL RL)E T, A 7 — 5 DIR
ROPEEL 55, FiiE, WHIZRIER, HPERIRIBRE L < IZHEPERT R IBR & 1
IEISEDTHY, FFIC - CDIP 73, FEH, \DIFKRXINDFH, #2E L DEKL,
IGHDRIE, Wi [ D FRZEFFIZL > TIR#ES N TO SN T — 5 DEEELEDREL, HE

WP 203 , Opinion 03/2013 on purpose limitation, available at: http://ec.europa.eu/justice/data- protection/article-
29/documentation/opinion-recommendation/files/2013/wp203_en.pdf

B M o & R i B 3 % WP 203 Opinion 03/2013 : http://ec.europa.eu/justice/data- protection/article-
29/documentation/opinion-recommendation/files/2013/wp203_en.pdf
12 See also Wp 217, opinion 6/2014 on the notion of legitimate interest of the data controller under article 7, page 24, on the
question: “What makes an interest “legitimate” or “illegitimate”?”
HIFRICHES L T — & E A OERFIEE OB IC B9 2 WP 217 Opinion 6/2014 (24E) 128() 5,
MFIgEAs [Eik] 0% MEE] LR DB IE T2 ) OBELSROZ L,
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FEIRIZ L S IREEDE T, XL, 415 LISFDBEKXRIE I KL R 097507 F 7k &4 C
XSG T TP CDHEFIR H & 8D, XL, €OPNT—F 12T
S h = DETEIT 5N SLGH ; NFERIE L < ILEFERI M H . BIEH)7RE S,
IR LDIES, G DA ZH] 5502 F SN T —Z DIRF L, AN,
BETFT—5, FEEBFRT ST —5EH L SITIEEFE BRI 57 =4, Xit, HFEH
RK OWFETT 44 L < I1LPIHET S (REFTIE & IR TS5 7 — 5 DIRGL DZE ; NI
[T S 356 712, N 70 7 7 4 DI E L < IZEDRESTDEDIZ, JFs
BITHET), AEPFICRE, P, MANAI RIS T L < 1B, (SRIER L <IZ7T8), (087
L < 1ZBENZ BT S W77 07 X1 TR XL S 56 HEGIED B S H N DA 7 — %,
FFIZ, FE b DIIN T —Z PIRP DI S L5 KId, RGP PREARLREDIN 7 — 5 %
GATEY, ZBREDT =TI U TEEZRITTHGENE ) THD, |

If damages have been or are likely to be suffered due to the infringement of the Regulation then the
supervisory authority should take this into account in its choice of corrective measure, although the
supervisory authority itself is not competent to award the specific compensation for the damage suffered.

BB EPARUOEER U TRAE LU ZORREEN H 556, BEHKEIL. A 52
YHHEEIN T 2R EOME L 5T 2HREZA L TIW RNV, TORIEHEDERIZONT
BEd 2 &Th 5,

The imposition of a fine is not dependent on the ability of the supervisory authority to establish a causal link
between the breach and the material loss (see for example article 83 (6)).

il E e D318, BB RE 28 S K OV R 72 R O [ 0 R R BIFR 2 REMA - 2 BE VIR L 722
(%83%(6) M) .

Duration of the infringement may be illustrative of, for example:
EROHRIE, UTERBRLTHWDLIEa01H 5,

a) wilful conduct on the data controller’s part, or
T A EREOMEIZ L D1TA, XiT

b) failure to take appropriate preventive measures, or
Y2 P EORNEIT, XUE

¢) inability to put in place the required technical and organisational measures.
LB 72 % B SU IR A 2 4 B 2 Bl D RENI N 2 &

(b) the intentional or negligent character of the infringement
(b) 22/ DA K 1Tt

In general, “intent” includes both knowledge and wilfulness in relation to the characteristics of an offence,
whereas “unintentional” means that there was no intention to cause the infringement although the
controller/processor breached the duty of care which is required in the law.

MR ORI BRI, EXOMEEICEET 2L BRI ONENEG b, —H,
ME TRV 1%, g BENESTROONINEBER L ERX LT-OFEN, EXTHE
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B2 ol=Z & BT 5,

It is generally admitted that intentional breaches, demonstrating contempt for the provisions of the law, are
more severe than unintentional ones and therefore may be more likely to warrant the application of an
administrative fine. The relevant conclusions about wilfulness or negligence will be drawn on the basis of
identifying objective elements of conduct gathered from the facts of the case. In addition, emergent case law
and practice in the field of data protection under the application of the Regulation will be illustrative of
circumstances indicating clearer thresholds for assessing whether a breach was intentional.
EARHEAZBAT DB OEIL, BE TRVIER XD SERAERE WD, fil#4e 0w 1281k
LS NDAREELE S RDEN —KIICRD LN TV D, EETOFROEENOINE L E
BATZDEBHIEFR 25009 5 2 & T, EROBESUTMKICEAT 2fmae gy 2 LT
Do S HIT, A% OHFNER OARBANOEHIZES F— 2 REDBEITIC LY | ERPETH
LIENEHET 5 ETO LY AfEREEZ R TR RSN DT TH D,

Circumstances indicative of intentional breaches might be unlawful processing authorised explicitly by the
top management hierarchy of the controller, or in spite of advice from the data protection officer or in
disregard for existing policies, for example obtaining and processing data about employees at a competitor
with an intention to discredit that competitor in the market.

O DMER & " RILE LT, B O+ 2 Mk o e i 03 BRI KGR L 7o @15 7 Bl
WV, EBITE, TBOBAMAOEEEZEZR O BRTT — 2 R4 7 4 Y — OB E XIFBEFD
Tt a AR L TR Ao ERICET 27 — 2 2 BUS KOk 9 Z L ERET 615,

Other examples here might be:
ZDMOFNNILL T A E EI D,

- amending personal data to give a misleading (positive) impression about whether targets have been
met — we have seen this in the context of targets for hospital waitingtimes
HIEZRICR DG D (HERR) HIREGZDTOBEAT —F 28 ST 2 —Fbtd
FEHREE O BAEEIZBEE L 7= F il dH v

- the trade of personal data for marketing purpose ie selling data as ‘opted in” without
checking/disregarding data subjects’ views about how their data should be used
~—=r 74 v ANTRAT =2 OWEIE1T 9, DFED . T—FOHEMTIEICHONTT
—H EEROBRZHERET HEH LT, AT M) ELTTF—2Z2WET 5,

Other circumstances, such as failure to read and abide by existing policies, human error, failure to check for
personal data in information published, failure to apply technical updates in a timely manner, failure to adopt
policies (rather than simply failure to apply them)may be indicative of negligence.

BEAF DT 12 RGOS L7V, AR I A, AR SNIFERICOWTEAT —Z 2@ L7232
VN, TR BATAD 2R BORT A 2 L e TRt A L2y (BALICE M Lo TiER<) Fo
Z OMDRBUZHSWTIE, WEREZRTIHERH D,

Enterprises should be responsible for adopting structures and resources adequate to the nature and complexity

of their business. As such, controllers and processors cannot legitimise breaches of data protection law by

claiming a shortage of resources. Routines and documentation of processing activities follow a risk-based
16



approach according to the Regulation.

®ZFEIE, HOOFEOME K OEHEMEIZE LRI L N V=228 AT 5BEZA LdhiE
RO, ZOIDFERE R OWIE L, VY —AREZERL TF —# R#EEDERK % IE4 1k
THLETERY, BWEEIONL—T 4 > M OCERIZOW TR, AFANZESS Y 271
JIGCTeT e —FIiEr b LT 5,

There are grey areas which will affect decision-making in relation to whether or not to impose a corrective
measure and the authority may need to do more extensive investigation to ascertain the facts of the case and
to ensure that all specific circumstances of each individual case were sufficiently taken into account.
SEIEFEZ BT BB L T, ZoBEREICKE L KETEBERARFEMN H 5720, LAl
FoTE, FROFELZHERL ., FEROFEDRUETHTHFICEE SN TND Z L il
DT OB LV IRBRREZIT O 2 & RH Y 9 D,

(c) any action taken by the controller or processor to mitigate the damage suffered by data subjects;
(C) 7T —F EHDZIT S IEE W S 1575 DIZ FFEE K TPEE 3 & > /27T,

The data controllers and processors have an obligation to implement technical and organisational measures
to ensure a level of security appropriate to the risk, to carry out data protection impact assessments and
mitigate risks arising form the processing of personal data to the rights and freedoms of the individuals.
However, when a breach occurs and the data subject has suffered damage, the responsible party should do
whatever they can do in order to reduce the consequences of the breach for the individual(s) concerned. Such
responsible behaviour (or the lack of it) would be taken into account by the supervisory authority in their
choice of corrective measure(s) as well as in the calculation of the sanction to be imposed in the specific case.
T EHE RO, VAZIC#E Lt x =2 U7 o KEZMER L, 7 — ¥ (RN %
Fhi L, AT —Z OBBNTER T D EAOHEFIRLH BRI T2 Y A7 28T 5720, Ik
M OO 2 B 2 LA R A AT D, L, EIBREL, T — X ERPEFELZH--
e, TOBRMEEZATL2UFEIL. ZUHITHT 2 UMER DB BT 72O RO Y @
bW LIEZHELRITIUIRL R, TR CUIMTADARR) 13, BERE ORI KL O
EDFEZICH SN LHIFHSOE NIV TEERENEET 25D 5,

Although aggravating and mitigating factors are particularly suited to fine-tune the amount of a fine to the
particular circumstances of the case, their role in the choice of appropriate corrective measure should not be
underestimated. In cases where the assessment based on other criteria leaves the supervisory authority in
doubt about the appropriateness of an administrative fine, as a standalone corrective measure, or in
combination with other measures in article 58, such aggravating or attenuating circumstances may help to
choose the appropriate measures by tipping the balance in favour of what proves more effective, proportionate
and dissuasive in the given case.

INE R TR IL, & 0 DT FEROREDORIIZIS U THIFES DS Z LT HBRICAER
Th DN, WU ERE ORREFIZIT 52 DEENT OV T H i/ Nl § 2 <& Tidw, fill
DIEHEIZIES FHIER I, BVEBEBI S UM OHIEAE B & L CTIUTHE8RITE WD D thoHTE & O ff
AT, HFEEOEYIVECE L CRMPK D 5HE . 2302 INETERORILUL, FFHITBIT D
SHRAY, FLBIA) R O IE A 70 S A B0 U ClE bl 22458 2 8B INT 2 ETHOE R 9 5,

This provision acts as an assessment of the degree of responsibility of the controller after the infringement
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has occurred. It may cover cases where the controller/processor has clearly not taken a reckless/ negligent
approach but where they have done all they can to correct their actions when they became aware of the
infringement.

ARRHIT, ERBEERICEHRENA I AEOES WG 2 &EI 2 ], =720, BHE
SUHEE DB B R ANER /BRI L S MRERICKT W R R T U AT A 2 RIET D720
RO ORTOHELZHE CIZEROBPHRLIRD,

Regulatory experience from SAs under the 95/46/EC Directive has previously shown that it can be
appropriate to show some degree of flexibility to those data controllers/processors who have admitted to their
infringement and taken responsibility to correct or limit the impact of their actions. This might include
examples such as (although this would not lead to a more flexible approach in every case):

FE T 95/46/ECIT K55 < BB B D BIHIBIE DORRERICE S & | B A BO - L THREITTA DR E L
FEIEUIHIRT 2B a Ao T T — 2 EHE UEE I L Ch HREDORBMELZB DO H 2 LN
HWUTHY 2D e ZAibo TURLTWD, ZHIZE, UTFOBIREGENLIHEanHL (2T
FHITEY FR2T T —FREA SN DT TIERY) |

- contacting other controllers/processors who may have been involved in an extension of the
processing e.g. if there has been a piece of data mistakenly shared with third parties.
RO FE NI 5- L7 /et D & D th O BRE U L Efk A -7 (]« 77— %

DR TH=F LA SNTHE) .

- timely action taken by the data controller/processor to stop the infringement from continuing or
expanding to a level or phase which would have had a far more serious impact than itdid.
TS EHE LEE D RERORE LV @D TIRAN R LoV ST B~ LB R L 2
F DI, B O S ITIERCZ Bk LT, wRFORTE 45 7,

(d) the degree of responsibility of the controller or processor taking into account technical and
organisational measures implemented by them pursuant to Articles 25 and 32;

(d) B PEZ K OPEZ DEIEDFESE, 258K NFEI2FIT L 5 B FZ K ITHEEZE 12 L > T

il XFLE AT S OFAREHINT T & ZJE TS,

The Regulation has introduced a far greater level of accountability of the data controller in comparison with
the EC Data Protection Directive 95/46/EC.

ABANT, ECT — 2 Rifaw95/46/EC L V &, 77— F A I EMNICHE R BELZ RHT T T
2.

The degree of responsibility of the controller or processor assessed against the backdrop of applying an
appropriate corrective measure may include:

B U T 2 BEORE IR, U T 2E M) 2 EfEOEMN & RO LEabhE TRE
a5,

- Has the controller implemented technical measures that follow the principles of data protection by
design or by default (article 25)?
EHENT — A RN T A RO T 7 0 bOJFRAI (552555 123D < HAirry
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1 4 S2HE L 7270,

- Has the controller implemented organisational measures that give effect to the principles of data
protection by design and by default (article 25) at all levels of the organisation?
FEHEDPHBO R L BN TT — X RENA THA L RONA T 7 40 DA

(5F255%) IZWR AR 5 BB CTHREMRAY 72 H 1E A 520 L 722,

- Has the controller/processor implemented an appropriate level of security (article 32)?
B HEPEY X2 ) T 4 LIRS Ko Leh (BB32%%)

- Are the relevant data protection routines/policies known and applied at the appropriate level of
management in the organisation? (Article 24).
T2 RGBT 50— T 1 v TR MR O] 722 L)L 00 B AT JE K OF
HEH S TWDy (524%%)

Avrticle 25 and article 32 of the Regulation require that the controllers “take into account the state of the art,
the cost of implementation and the nature, scope, context, and purposes of the processing, as well as the risks
of varying likelihood and severity for rights and freedoms for the natural persons posed by the processing”.
Rather than being an obligation of goal, these provisions introduce obligations of means, that is, the controller
must make the necessary assessments and reach the appropriate conclusions. The question that the
supervisory authority must then answer is to what extent the controller “did what it could be expected to do”
given the nature, the purposes or the size of the processing, seen in light of the obligations imposed on them
by the Regulation.

AN D255 M OG5, EFEED [ RILEHN, ELREBN, RFDIEE, FFF, #FER Y
H B9 TNZ AN DHEFIR ONH HIIZX TS 4 R E IR ED Y 2 2 g 752 L &K
BT g, ERRoFHEIL, BEOREB LY L FEROFELZHIT 50T, FHEIILHEF
fili 52k L Ci bl e ffmm 2 & H I e 57220, T bbEEHEIL, B W oME, BHX
ITHBICEE A, AFHIDNEEFICGRELAERE RO LADLE T, HHEENEORE HffIh
BEFITLIED) 2BETHLERD D,

In this assessment, due account should be taken of any “best practice” procedures or methods where these
exist and apply. Industry standards, as well as codes of conduct in the respective field or profession are
important to take into account. Codes of practice might give an indication as to what is common practice in
the field and an indication of the level of knowledge about different means to address typical security issues
associated with the processing.

AT, @A ATRERBEFD [(RANT T 77 0 A PIAXITFEE SBRITERE L2 T U7
LRV, ERLEROZ DB IIEMOITHHH O BET L2 L NERETH D, TEIHEICTIT,
R OFEAEEITC, MR BV BIED Y % 2 U 7 ¢ BIREIC S D S22 /TG R O Jnasok s
ERENDGERD D,

While best practice should be the ideal to pursue in general, the special circumstances of each individual case
must be taken into account when making the assessment of the degree of responsibility.

—WANZARA ST T 7T 4 A& HEET Z ERBE L SN DD, BEDOES W AT DRI
3. BFRORHZRIZBE L 2T TR B0,
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(e) any relevant previous infringements by the controller or processor;
(e) EHEEXIIAPEZ I L & BIET S LIFTDH 6 b 52K

This criterion is meant to assess the track record of the entity committing the infringement. Supervisory
authorities should consider that the scope of the assessment here can be quite wide because any type of breach
of the Regulation, though different in nature to the one being investigated now by the supervisory authority
might be “relevant” for the assessment, as it could be indicative of a general level of insufficient knowledge
or disregard for the data protectionrules.

ZOHMET, B E LT EEROBEKEOFNZ B E T 5, —RAR AR R UL T — 2 IR
RIO#EHLSE, ABROH 5 2 FHOER (BAE, BB OMRAST SR & 2> TV D ER & 13
BRI %) DNYUEEHEIC TBE ) 75 ARtk o 5728, BB HEBEI X 2 34 A AN O #PH 3 FEH 1
JRFEIZTR Y 9 D L HBETRETH D,

The supervisory authority should assess:
BEERBAI I F 25l ~ & Th 5,

- Has the controller/processor committed the same infringementearlier?
B AERE D EICF CERE LI Z E 035 DD,

- Has the controller/ processor committed an infringement of the Regulation in the same manner? (for
example as a consequence of insufficient knowledge of existing routines in the organisation, or as a
consequence of inappropriate risk assessment, not being responsive to requests from the data subject
in a timely manner, unjustified delay in responding to requests and so on).

BEEE AEENBEEICF CHECABRAUOERE L2283 5002 (B MHERO
BEFON—T 4 VBT DA, I A#ED R U 27, 7 — &% RS OER
(RIS L7V BRI 2 R Y 2RIRERIE R )

(f) the degree of cooperation with the supervisory authority, in order to remedy the infringement and mitigate
the possible adverse effects of the infringement;
(f) B DA IER ORI L D = ) 17 3 B EDEEWE D= 00, BB & DI ) DFE.

Avrticle 83 (2) provides that the degree of cooperation may be given “due regard” when deciding whether to
impose an administrative fine and in deciding on the amount of the fine. The Regulation does not give a
precise answer to the question how to take into account the efforts of the controllers or the processors to
remedy an infringement already established by the supervisory authority. Moreover, it is clear that the criteria
would usually be applied when calculating the amount of the fine to be imposed.

58352 1%, HillEE & BT N OWRTE T B SFHOWREITEE L TR, B IOREZ 125K
B TEDLELEDTND, BB NLGE LT E A DWW TF B TS O R ESS )15 W\
PCEET D&V 8RN LT, ABANTIEMERRFEIZE 2R L TRy, £z, HihENR
WL THEEOSEHETICHEN SN Z LIFHATH S,

However, where intervention of the controller has had the effect that negative consequences on the rights of

the individuals did not produce or had a more limited impact than they could have otherwise done, this could

also be taken into account in the choice of corrective measure that is proportionate in the individual case.

LinL, BHEE DI AT K > TEADHERNIT KT 2 BN R A LR o Te TR EREB S
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LWV oga, TREBEL T, FFERIIBWTHAIN R IERHEZRIRT 5 2 L3 Tx %,

One example of a case where cooperation with the supervisory authority might be relevant to consider might
be:
BB L D 12 BET XEFEROH -

- Has the entity responded in a particular manner to the supervisory authority’s requests during the
investigation phase in that specific case which has significantly limited the impact on individuals’
rights as a result?
FHEDFEROMEBRMIZIHWT, T 5 EERDEEEEDERICFED HIETHIGL
TefwsR. EANDOMHERNI T 2 82 RIEICHIR T X 7256

This said, it would not be appropriate to give additional regard to cooperation that is already required by law
for example, the entity is in any case required to allow the supervisory authority access to premises for
audits/inspections.

L, HOFEROTEMITH L TEA /A B CEEBRBICBMA~DY B A 2580 5 2 L
BHEMNTONL%, EAFECRICEBMNIT ONIH I RBEE T 5 2 LT T,

(g) the categories of the personal data affected by the infringement;
() EIZ Lo THEEZ I SIIN 7 — X DFEIH

Some examples of key questions that the supervisory authority may find it necessary to answer here, if
appropriate to the case, are:

BRSNS BE T 20D H 2 TEFHOH (FHERIWEY25E)

- Does the infringement concern processing of special categories of data set out in articles 9 or 10 of
the Regulation?

ER DB O FEISRSUTHEL0RITE D D Rl 22 O 7 — Z O BRI BIET 5 7,

- Isthe data directly identifiable/ indirectly identifiable?
T BB U TR SRR FTRE D 2

- Does the processing involve data whose dissemination would cause immediate damage/distress to
the individual (which falls outside the category of article 9 or 10)?

BANICEIRE DR E BB E KT T — X RARICEET S (7272 L, BBIRUIHI0%KD
FRBUZRZ Y L7RVy) Bl e,

- Is the data directly available without technical protections, or is itencrypted®?
T — 2T ELAT A 22 R S I b 78 LI R ) PTRE NS,

13 1t shouldn’t always be considered ‘a bonus’ mitigating factor that the breach only concerns indirectly identifiable or even
pseudonymous/encrypted data. For those breaches, an overall assessment of the other criteria might give a moderate or strong
indication that a fine should be imposed.
ER R E R T — Z AL O /W B L ENT=T — 2 OHIZEET 5356, Uik aFIC HEmo)
BRI & 7T & TIERV, YEIT DWW T, MoOEEOREFIEZ T 5 Z & T, fIERELR T &G
PN O T ORI TIRE 72 HIWAEE & 72 D ATREMED & 5,
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(h) the manner in which the infringement became known to the supervisory authority, in particular whether,
and if so to what extent, the controller or processor notified the infringement;

(h) EZEFERT~ DB G, FFIC B PR K ITAPEE DR &1 L 7200570, & LiiH L7
DB E DI

A supervisory authority might become aware about the infringement as a result of investigation, complaints,
articles in the press, anonymous tips or notification by the data controller. The controller has an obligation
according to the Regulation to notify the supervisory authority about personal data breaches. Where the
controller merely fulfils this obligation, compliance with the obligation cannot be interpreted as an
attenuating/ mitigating factor. Similarly, a data controller/processor who acted carelessly without notifying,
or at least not notifying all of the details of the infringement due to a failure to adequately assess the extent
of the infringement may also be considered by the supervisory authority to merit a more serious penalty i.e.
it is unlikely to be classified as a minor infringement.

s . BITHORLE. ELAOBBILT —FEREOBMOMRLE LT, BEWEINEK
AT DL AN D5, BHEIX, ARANCESE . MAT — X O & BB B @+ 5 2
BrA>, BEEENURBG L RITIBIT LT 0O 56, Yakaed OB IR, B 2 5
LBl &I, [FERIC, 7 —FEHEE BEPNEA A TICAREERITAE LTeSEE, X
IRER OHFIPHZ I3 i L7222 o 72 2 SIZER LT, 2 &b ZORFEMA @I LR o7
B, BEBREN LV EA RS AT 02 03B 5 (DF D . BRERIZH T S TREME
MELS 72 %)

(i) where measures referred to in Article 58(2) have previously been ordered against the controller or
processor concerned with regard to the same subject-matter, compliance with those measures;

() ACHRERICEL T, [H#HT S EPLE KITAPEZ 25 L THEFIIC i 75 X172 558 5
TR TED SIHEIZI1T S, EFL 5T~ DE T

A controller or processor may already be on the supervisory authority’s radar for monitoring their compliance
after a previous infringement and contacts with the DPO where they exist are likely to have been extensive.
Therefore, the supervisory authority will take into account the previous contacts.

B TP 3 £ OE S AR IC BRI L 5 TR O R L 7> TR Y . T —F 1R
BHEAE (DPO) L oXev L (FIET2%6) DIAHICK SRR H, 07w, B
IFREDORD LV EEET D,

As opposed to the criteria in (e), this assessment criteria only seeks to remind supervisory authorities to refer
to measures that they themselves have previously issued to the same controller or processors “with regard to
the same subject matter”.

Fi(e) 7 DRA FEYE & 135 AT, MRZHEMEIL, BEHRENA S [/H—oZ&I2H L T) [A—o
EHE UILPE TR E I LT EEZSRT 5 L0 00 BERREICEELZR T Z L0 % |
e LizbDTh D,

(i) adherence to approved codes of conduct pursuant to Article 40 or approved certification mechanisms
pursuant to Article 42;
() FAOZEIC L SR I 7T TEI I K IFFA2 F51E o B RGE XA TE G AE A = XA DEF

22



Supervisory authorities have a duty to “monitor and enforce the application of this Regulation, (article 57 1
(@))”. Adherence to approved codes of conduct may be used by the controller or processor as an way to
demonstrate compliance, according to articles 24 (3), 28 (5) or 32 (3).

BB, T AHR D D & #iT (F5T18()@)) | [T H2FEE=HT 5, ARSI
tﬁ%ﬁi&%wL 1%, H524%5(3). H285(B) ITHREEICE S WFEEA+ 5 ik LTH
A T EMEHRA T 5,

In case of a breach of one of the provisions of the Regulation, adherence to an approved code of conduct
might be indicative of how comprehensive the need is to intervene with an effective, proportionate, dissuasive
administrative fine or other corrective measure from the supervisory authority. Approved codes of conduct
will, according to article 40 (4) contain “mechanisms which enable the (monitoring) body to carry out
mandatory monitoring of compliance with its provisions”.
AHRNOWTNDDOFRIGER D E U6, KRS AVATEIH OM T3, BERER 22 A,
ey, PIERY ZedilEi 4 XIXZE OO R IEHEE A S > T AT 5 %Eﬁiﬂ EDORRLE B D > f| K
MELE R D5 60305, HAKR@NCESE | KRS NTATERIHICIZ, [ 7785 # DO HE DET
WLT(ﬁg)%ﬁhiézﬁwﬁﬁ%iﬁT%LféﬁﬁéJ#aiﬂé

Where the controller or processor has adhered to an approved code of conduct, the supervisory authority may
be satisfied that the code community in charge of administering the code takes the appropriate action
themselves against their member, for example through the monitoring and enforcement schemes of the code
of conduct itself. Therefore, the supervisory authority might consider that such measures are effective,
proportionate or dissuasive enough in that particular case without the need for imposing additional measures
from the supervisory authority itself. Certain forms of sanctioning non-compliant behaviour may be made
through the monitoring scheme, according to article 41 (2) ¢ and 42 (4), including suspension or exclusion of
the controller or processor concerned from the code community. Nevertheless, the powers of the monitoring
body are “without prejudice to the tasks and powers of the competent supervisory authority”, which means
that the supervisory authority is not under an obligation to take into account previously imposed sanctions
pertaining to the self-regulatory scheme.
EHE I HE D AR SN TATHHE 28T T 556, YAHOEHETLH aIa=7
AMMANN—ICH LW RREZH L Z LIZoE, BEEMER A THET 256085
(B - ATEVRF OB OBATHIE 208 L2 HES) . TOOBEHEIT. B b2VBINM e
Eam L5 &<, BEBENFEDOFRICEWNTHIZRR, ARSI TH S &
HWrd 25 —AN DD, RNEFIT2OREDOHRIFRFEIL, FHALEQ2)(C) L D254 DWW T
BHIEZE L CTEMT 2 2 LN TE D, YZHIEITIR, 70487 28 88 I PE 21 T8 Bl =
L2 =T 4 P DERKMEESUT RN 2 Z L ENEEND, 72720, D B O HERR
VX IR DEFHER R ZRE) L7 bDTh D8, BEHBIT A E-MH A F— 4
TR EINTZBEDOHIFEABET 28 EEZADR,

Non-compliance with self-regulatory measures could also reveal the controller’s/processor’s negligence or
intentional behaviour of non-compliance.

H BRI E O AT Tl BELE LBE O K SUTHE DO RNEFAT A DA O 0 L R D580
H%,

(k) any other aggravating or mitigating factor applicable to the circumstances of the case, such as
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financial benefits gained, or losses avoided, directly or indirectly, from the infringement.

K)  FEDONHIZE Xd1 5 NEEFE X ITEIHEE, P2 ITEZER IZEEZIZ, 2R D764
7

R |- DF s X 1TV T 5 417218,

The provision itself gives examples of which other elements might be taken into account when deciding the
appropriateness of an administrative fine for an infringement of the provisions mentioned in Article 83(4-6).
ARSRIHIT, H835(4)1 5 (6) TE M LI RIEEIT M+ D il & Db 2 R ET DB B E L
D HMDERDOFIZAETT HHDTH D,

Information about profit obtained as a result of a breach may be particularly important for the supervisory
authorities as economic gain from the infringement cannot be compensated through measures that do not
have a pecuniary component. As such, the fact that the controller had profited from the infringement of the
Regulation may constitute a strong indication that a fine should be imposed.

EIT LD RRFOFIR T8 FOEFEL S R WHE TITHME TE 2o, ERICER L TH
3 LTEARSIC BT D IEHRIZEE R & - TRICEE L 2D 5 5, 2D, EEENAHAIO
B Al L RS 2R FERH 258 TRy ORE LRI L 720 5 2,

IV. Conclusion
V. £

Reflections on the questions such as those provided in the previous section will help supervisory authorities
identify, from the relevant facts of the case, those criteria which are most useful in reaching a decision on
whether to impose an appropriate administrative fine in addition to or instead of other measures under Article
58. Taking into account the context provided by such assessment, the supervisory authority will identify the
most effective, proportionate and dissuasive corrective measure to respond to the breach.

Dt 7 v a EET D KO REMAERETT 5 2 LIk, BB, FBE8RICE S ok
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HAMBREELZRFET D 2 LIT&LD, BB, Y%kl TR o iR E B/ L I
T, EX ORI S R, FBIR L O LR 2 B & 2 e 5,

Avrticle 58 provides some guidance as to which measures a supervisory authority might choose, as the
corrective measures in themselves are different in nature and suited primarily for achieving different purposes.
Some of the measures in article 58 may even be possible to cumulate, therefore achieving a regulatory action
comprising more than one corrective measure.

EEHEIIENEAEEDNEZRD | L CTERD BIEERAZSHE LD TH L0, BB
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RIEDLHEO TR LGE b H Y . HEORIERE THERL S 7o Bl 3R 2 28
LZEHAETH D,

It is not always necessary to supplement the measure through the use of another corrective measure. For
example: The effectiveness and dissuasiveness of the intervention by the supervisory authority with its due
consideration of what is proportionate to that specific case may be achieved through the fine alone.

b OHWEAMOZERE CTHTET D LI LHME TR, fF : FrEDOFEREDFIMEE+5
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bLd D,

In essence, authorities need to restore compliance through all of the corrective measures available to them.

Supervisory authorities will also be required to choose the most appropriate channel for pursuing regulatory

action. For example, this could include penal sanctions (where these are available at national level).

AEWNC, BEREBIIFIH PR 2 CoOREHREZE L OESETFORBEZ X LERH D,

g%% X, BUHNEE) O ERi IR R FRAZEIRT 5 2 L RREMIT oA TWD (ENTHA A
megEEE, HE LoRlESE) |

The practice of applying administrative fines consistently across the European Union is an evolving art.
Actions should be taken by supervisory authorities working together to improve consistency on an ongoing
basis. This can be achieved through regular exchanges through case-handling workshops or other events
which allow the comparison of cases from the sub-national, national and cross-border levels. The creation of
a permanent sub-group attached to a relevant part of the EDPB is recommended to support this ongoing
activity.
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