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Introduction

F

1. These guidelines provide practical guidance and interpretative assistance from the Article 29
Working Party (WP29) on the new obligation of transparency concerning the processing of personal
data under the General Data Protection Regulation® (the “GDPR”). Transparency is an overarching
obligation under the GDPR applying to three central areas: (1) the provision of information to data
subjects related to fair processing; (2) how data controllers communicate with data subjects in relation
to their rights under the GDPR; and (3) how data controllers facilitate the exercise by data subjects of
their rights?. Insofar as compliance with transparency is required in relation to data processing under
Directive (EU) 2016/680°, these guidelines also apply to the interpretation of that principle®. These
guidelines are, like all WP29 guidelines, intended to be generally applicable and relevant to controllers
irrespective of the sectoral, industry or regulatory specifications particular to any given data controller.
As such, these guidelines cannot address the nuances and many variables which may arise in the
context of the transparency obligations of a specific sector, industry or regulated area. However, these
guidelines are intended to enable controllers to understand, at a high level, WP29’s interpretation of
what the transparency obligations entail in practice and to indicate the approach which WP29
considers controllers should take to being transparent while embedding fairness and accountability
into their transparency measures.

L ARTA RTA F, — 7T —2GEHAI Y (BUT TGDPR) &\v9) (S BAT —4
DEFNZE L, %kﬁmf%ﬂf%%ﬁ@&& DUWNT, 29 RAEEERS (WP29) 287E
D 1- FEEA 78T & RN R, BmIIPEIL, GDPRIZHE S @SN RZEBE Th- T, LLTD

! Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC.

AT — & OERNAR D BIRAOMRHE K M%7 — % O B B2 BRI ONTHE 555 95/46/EC 5 DFELL
2B % 2016 4 4 A 27 A OBEINGES X OBINEEESHAI (EU) 2016/679 7,
2 These guidelines set out general principles in relation to the exercise of data subjects’ rights rather than considering
specific modalities for each of the individual data subject rights under the GDPR.

INHDOHA KT AT, GDPRIZE S Hx DT —% FROENZNOHEMNZ BT 5 T & R
BETT 20 TR, 7T— % EROHMOITEIC BT 2 —KERIZED TV D,
3 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on
the free movement of such data, and repealing Council Framework Decision 2008/977/JHA

JLSROBHIE, A, %ﬂ ERF, U FEN 2RI 7= DI E BT 2T 2 AT — 2 OB IZB T %
HARAN DR N 3% 7 — & O B B2 BRI QN B S S MR 2 55 2008/977/IHA 5 D FEIEIZ BT %
mw&wﬂ27amﬁm%x&U&ME$A% (EU) 2016/680 =
4 While transparency is not one of the principles relating to processing of personal data set out in Article 4 of
Directive (EU) 2016/680, Recital 26 states that any processing of personal data must be “lawful, fair and transparent”
in relation to the natural persons concerned.
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ZOOFLHRSEICHEA S NS, TbE, ()7 —% BRSO ERBHRICEET 5
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DR, RKIARTA b ZORAOMPRICEA SN D 4 KIA RTA o0 T, &
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DOHLDOTIHR, LNLERD, KAA RTA4 0%, BEEN, EPIHOFRBIZERRICLE
D bDONAITH DI L TH 29 RMEENESOMRAZ Il BT 58912352 &,
W, FHEICL HBHMEEZ IR T DT OOHENAESKROT T 2 T 4 Z2fE
STELDOTHV N6 E, BIHEZHATZLOERDL X IICTHDIERENEH T
XEW2OMNEBEZXDLT T —TF 2T EEERLTVWAS,

2. Transparency is a long established feature of the law of the EU®. It is about engendering trust in the
processes which affect the citizen by enabling them to understand, and if necessary, challenge those
processes. It is also an expression of the principle of fairness in relation to the processing of personal
data expressed in Article 8 of the Charter of Fundamental Rights of the European Union. Under the
GDPR (Article 5(1)(a) ), in addition to the requirements that data must be processed lawfully and
fairly, transparency is now included as a fundamental aspect of these principles’. Transparency is
intrinsically linked to fairness and the new principle of accountability under the GDPR. It also follows
from Article 5.2 that the controller must always be able to demonstrate that personal data are processed

in a transparent manner in relation to the data subject®. Connected to this, the accountability principle

5 Article 1 of the TEU refers to decisions being taken “as openly as possible and as close to the citizen as possible”;
Article 11(2) states that “The institutions shall maintain an open, transparent and regular dialogue with
representative associations and civil society”; and Article 15 of the TFEU refers amongst other things to citizens of
the Union having a right of access to documents of Union institutions, bodies, offices and agencies and the
requirements of those Union institutions, bodies, offices and agencies to ensure that their proceedings are transparent.
UARCEAIE LERTIE. WIEE [ RELRIR Y N DL T, 7D, FIEEZRIR Y fiRIZIT & Z 5T AT
bid e ~onTEY, FUKQTIE, T#HZ, AEXLAERDITEERE DM I, FER D
D, DOEHRIRA AT S L INTWD, Flo, n—<&MNE 15K TIE, LV b, EUTR
25, EU BB, HIR, FEARRMTBHEROCEICT 7 v 2T 2N EH/T 52 L, WNT, ZOFHN
B Z AT b D L7020 X5 ITHEMRT 2 EURKEY, FIR, F3ER, RUMTBHEBORHICS AL TH
%o
6 “Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject”.
MEANT—213, T —2 ERE OBBRTHEE, ANEPOSEREDH L TETHRTON LD ET S,
7 In Directive 95/46/EC, transparency was only alluded to in Recital 38 by way of a requirement for processing of
data to be fair, but not expressly referenced in the equivalent Article 6(1)(a).
5555 95/46/EC 5 ClL, BHIMEICDWT, BT 38 THTT — X DAERBIR VA RO 28 L LT
KT HImE T, ZHICHET 55 6 K1) (@) TIEBIFE L TWh2uy,
8 Article 5.2 of the GDPR obliges a data controller to demonstrate transparency (together with the five other
principles relating to data processing set out in Article 5.1) under the principle of accountability.
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requires transparency of processing operations in order that data controllers are able to demonstrate
compliance with their obligations under the GDPR®.

2. BRI, BUIBICB W CTHEN L SN TE B TH D % T, TTRAE LIZEELY K
FT7av R OWTHEMEL, NEISUTCICR#EEZBAOND LT HZE T, %
L7 B A~DE#EEEAET OO LD TH D, £/, Jhud, BINESEANEEE
8 RICHESNTWOAT =X DEIRWICEEST 2R ESOFAOERATLH 2,
GDPR (% 5 %:(1)(@)°% O FTlL, 7 —Z B#EiE»r >AEICEHE bR iE e 620 & n
BRI A, BIETITEWML, ZNUOAESOFAIOEARNERZ L LTED LTS
T, B, AESET AT A EY T ¢ LD GDPRICHES B LW RN AZ IR
UOWNTWND, 72, 5 FRIZKVEHEIL EAT =207 —F ERLEORERIZEN
THEWAMED & 2 HETBRFONTND Z L 2 FIGGEH TERITNER RN &1tk &,
ZHICBELCE xR, T —#EEAED GDPR IZESL BHEOBITEFE TE 57201214,
TATZEVT 4 DFANZESNT, BHEBICOBIMERRO N Z L LD 5,

3. In accordance with Recital 171 of the GDPR, where processing is already under way prior to 25
May 2018, a data controller should ensure that it is compliant with its transparency obligations as of
25 May 2018 (along with all other obligations under the GDPR). This means that prior to 25 May
2018, data controllers should revisit all information provided to data subjects on processing of their
personal data (for example in privacy statements/ notices etc.) to ensure that they adhere to the
requirements in relation to transparency which are discussed in these guidelines. Where changes or
additions are made to such information, controllers should make it clear to data subjects that these
changes have been effected in order to comply with the GDPR. WP29 recommends that such changes
or additions be actively brought to the attention of data subjects but at a minimum controllers should
make this information publically available (e.g. on their website). However, if the changes or additions
are material or substantive, then in line with paragraphs 29 to 32 below, such changes should be
actively brought to the attention of the data subject.

3.2018 /- 5 H 25 HE TICHHRWZBRME L TWAHI5E. 7 — ¥ EHH X, GDPR DRI
171 TEIZHEVY, 2018 425 A 25 H ORfA T (GDPRICEE S o & & Hio) BAMORE
BICHAET DL ICHRTHRETHD, ZNUREWRT DI Lid, 77— X EHER, KIA
R4 THIIL TWLEIMEICET 2ERCE G 2 K O MERT 5720, 2018 4F
5H 25 HETIZ, 7—% EEROEANT —F OB L TH %2 OF — & ERICERME L T
WEHETOEHR BIZIX, TTA N —RAT = AV N TIFTANRN— ) =T 4 A2 E) %

GDPRES L, TH U ZE VT4 OFANCESE, (5% (U ICTHESNET —F OB
BT Do HHODFAIE & bi2) BHMEAZTEN T 5 L 57— 2 FEHEICRBEMNT TV D,
% The obligation upon data controllers to implement technical and organisational measures to ensure and be able to
demonstrate that processing is performed in accordance with the GDPR is set out in Article 24.1.

%244 (1) Ti%. GDPR IS THHRWAMTHOID K SR L. EALEFEI T 2 72 OB K UNE
A E Z E S 57— EEEORBELHEL TV D,
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FERT ORELL NI Z L THhHD, T X RIFWRPEF UTEIN SN HE., BHEE X
INHDER) GDPR T A CEMINTZI a2 T — X FRICHRTRETH D,
929 REEHSTIE, 2O LI BREESLEIMIOWTHEMIICT —F ERICHOES LD
BEL Wb boo, FBEFIE, KRR, 29 L2 LICBET2EHE By =794

) AT RETHL, LLRRL, ZEXLEMBEKRL O THL5E6. XUIn»
20 ORBIZ K SEE, LLTFOH 29 WG 32 HICHID , 2D X 5 REFIZONTT —
Z FIRICFEMAZ G BRI AT O & TH D,

4. Transparency, when adhered to by data controllers, empowers data subjects to hold data controllers
and processors accountable and to exercise control over their personal data by, for example, providing
or withdrawing informed consent and actioning their data subject rights'®. The concept of transparency
in the GDPR is user-centric rather than legalistic and is realized by way of specific practical
requirements on data controllers and processors in a number of articles. The practical (information)
requirements are outlined in Articles 12 - 14 of the GDPR. However, the quality, accessibility and
comprehensibility of the information is as important as the actual content of the transparency
information, which must be provided to data subjects.

4 ‘%@?'fiﬁiﬁ‘j~§7’ﬁ@f$% Ko THETFEINTWDHEEA, Bz, %HW)T WIS FE
AR SUIME L, 7 — % EROMR Z1THET 52 L Lo T 7 —F FE KL, 7T — 2 OEH
F M OV (25t LT:JEEE BEZHRT L LUH %ODTIEU\T o %”Sfiﬁ‘é EMXTED
£ 91272% 10 GDPR (281} 2 BHIME OB, ¥£1¥E‘J%ﬁﬁ7§>6@%@f“&>é A SR SN
LA —HLERENRLDOTHY, 7 —FEFHE L OWHE 6T 5 B TEH
HI 7R B 2 ZEL DRI D 1A Te 2 & T;%fﬁéﬂ’bflﬂé SR (I HICBE9 %) 2R
GDPR D 12 B 14 G E TITHESILTWD, LLRs, [FROE, 77EAL
R S MO LT S, BPEICET 2 1FROFEEONF L FREICEETHY . 21
HIET —Z RO T2 DITHEIR SR T TR B 720,

5. The transparency requirements in the GDPR apply irrespective of the legal basis for processing and
throughout the life cycle of processing. This is clear from Article 12 which provides that transparency

applies at the following stages of the data processing cycle:

10 See, for example, the Opinion of Advocate General Cruz Villalon (9 July 2015) in the Bara case (Case C-201/14)
at paragraph 74: “the requirement to inform the data subjects about the processing of their personal data, which
guarantees transparency of all processing, is all the more important since it affects the exercise by the data subjects of
their right of access to the data being processed, referred to in Article 12 of Directive 95/46, and their right to object
to the processing of those data, set out in Artlcle 14 of that directive”.

iz 1¥. Bara % (Case C-201/14) (Z8F 5 Cruz Villalon 5% D= R (2015457 H 9 H 9 H) 7418
BB, [ 2TORKY wﬁ%’/ﬁéz%ﬁ?é‘ FHERDN T — 5 DIRGGVNIZ D0 T T — 5 FRIZ 1
T3 &0 5 ELEIE, 5556 FDOFEN2 FOMET S, MOVRPH TNET—L~DT 2 XL,
[AITE R DELL ZDOHET S, € 5 LT —F DIRPGIZHGe 5 0 X BIEF D T — 5 FARIZ L BTTIEIC
B RIFTTZ0D, SHICHEETH S,



5GWR®@%@K%T5E#@\ﬁﬁwméﬁ47w:btof AR D FEHIFR LI 7)
PobLT, WMHESNS, 202 LT, T2 OH A 7LD LLTOERBEDEN
%ﬂﬁé%ﬁﬁﬁ%éﬂékﬁﬁ#é%l&«#%%%#f%éo

before or at the start of the data processing cycle, i.e. when the personal data is being collected
either from the data subject or otherwise obtained;

T =2 RO A 7 VOBMETULBGERE, T72bb, AT =2 08T —Z EEKNH
ESNTWAHD, IO FETREINTND & X

throughout the whole processing period, i.e. when communicating with data subjects about their
rights; and

B DO, $7bb T — 2 FEDENIZOWTZE DT —Z ERIHERET D .
KO

at specific points while processing is ongoing, for example when data breaches occur or in the
case of material changes to the processing.

BARWDED B AL TV D REE DR R, Bl Z1XT — 2 RENFAE LS ECBHR O IS
LEKRKBRERNELCTEGARE,

The meaning of transparency

BHEDEK

6. Transparency is not defined in the GDPR. Recital 39 of the GDPR is informative as to the meaning
and effect of the principle of transparency in the context of data processing:

6. ZEIAPEIX GDPR TILE STV 72\, GDPR ORISCH 39 I, T — % OB & DR
FRIZH T 2 EZHMEDFRIDOFE IR &N RATK T HRIRIZE ATV D,

“It should be transparent to natural persons that personal data concerning them are collected, used,
consulted or otherwise processed and to what extent the personal data are or will be processed. The
principle of transparency requires that any information and communication relating to the processing
of those personal data be easily accessible and easy to understand, and that clear and plain language
be used. That principle concerns, in particular, information to the data subjects on the identity of the
controller and the purposes of the processing and further information to ensure fair and transparent
processing in respect of the natural persons concerned and their right to obtain confirmation and
communication of personal data concerning them which are being processed...”

TEANIZB T SN 7 — 5 DIRGE X, FPH A, lEIi, Kk, E40 6 LISF DR



FINTNSZE, RO, EFDFHPHDIIN 7 — X BIRF I THE 0, XiT, JkkpHhS =&
12708 D005, ZZFHANIZS] L TH 00 SALITHIULR 580, FWEDFANT, Ei
5DAN T —F DR E BIET SIgRIE N2 I 2 =0 =29 NIFGIC T 2 X TES
TS ERPBFGICHIETE 5= L, Fo, WP OGRS 6HAE e RkD5, =
DIALRSTANIL, 712, 7 — 5 TS TS B Dk fl|l5 Je IR VD AHID [ #8, I N
BT 5 HANNIZ BT B LEDDFEWED D SR FER L, € L T, kP TS H
ANICBT SN T — 5 DB N2 I 2 == 5 535 4% H AN DIEF & R T
SEDODEILRSIFHREBFEL T3, /s

Elements of transparency under the GDPR

GDPR IZE D EHMEDER

7. The key articles in relation to transparency in the GDPR, as they apply to the rights of the data
subject, are found in Chapter Il (Rights of the Data Subject). Article 12 sets out the general rules
which apply to: the provision of information to data subjects (under Articles 13 - 14); communications
with data subjects concerning the exercise of their rights (under Articles 15 - 22); and communications
in relation to data breaches (Article 34). In particular Article 12 requires that the information or
communication in question must comply with the following rules:

7.GDPR 23T 2 BWINEICRIT 2 FEAREFEL ThH - T, 7 — X EEROHEFICEHA SN D H D
X BN E (F— 2 EROHER]) ICHESNTWD, 512 50, LTICEH S D — ki
N—IVEFEDTND, TbbL, 7% EER~OERIREEE (5 13 £~ 14 FI2HS5<),
ENENOMENATEEICE T 27 — & IR L odifg (55 15 &2~ 22 RITHESL), 7 —4 1R
FICHT 2R (B5345%) ThoH, FRITHE 12 5 TiE, MEE 2 215 W@ B LT o
— > THTOIN D Z L ZER L TV 5,

it must be concise, transparent, intelligible and easily accessible (Article 12.1);
IR T, BRSO B LT BT 78 ATELZ AN TRITER 6T (B8
12 5:(1)) .

clear and plain language must be used (Article 12.1);
ARG R CEBNMEDN R TR 53 (55 12 5:(1)) .

the requirement for clear and plain language is of particular importance when providing
information to children (Article 12.1);

T EBITERERAT DBRE, FIROFLE R LE L W) EENRHCEETH Y (55 12
Z&@1)).
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it must be in writing“or by other means, including where appropriate, by electronic
means”(Article 12.1);
FHE T, | X/Z# ThH S & ZIZTEFHIRTFREZOZDMDLHEIZL 5] 2T T
53 (5 12 %:(1)) .

where requested by the data subject it may be provided orally (Article 12.1) ; and
T—H ERICE > THERSNEGAT, REETREETZ 2N TE (B 125K0).

it generally must be provided free of charge (Article 12.5).
— R TR SRR U 52 (B 12 5:(5)).

““Concise, transparent, intelligible and easily accessible”
IEFET. ZHED DY, EFELPT S, BEICFOEITES)

8. The requirement that the provision of information to, and communication with, data subjects is done
in a “concise and transparent” manner means that data controllers should present the information/
communication efficiently and succinctly in order to avoid information fatigue. This information
should be clearly differentiated from other non-privacy related information such as contractual
provisions or general terms of use. In an online context, the use of a layered privacy statement/ notice
will enable a data subject to navigate to the particular section of the privacy statement/ notice which
they want to immediately access rather than having to scroll through large amounts of text searching
for particular issues.

8. T — X BIR~OIEFHIRME & #A& D (R OE AN S D) FiETIThivs &) Eff
(T TEBIETT 2 RE T D 72D (G R BEE MG 8 2 R ORI IRR TR E TH
52 L BERT D, ZOFEIT, BEOKREL A RNRFIARK LR & MOET T A N —H
BER EIIIRICKANTE D B D LT RETH D, A T4 OXARTIE, BErR7 7 A
NY—=AT—= KAV N TITANL —l@ME NS Z 2L T — % EERRB, FFEDOF
HIZOWTHER T DD RKREDTHFA N A7 0 —)L§ 52 28ET, 7T —
AT —=hNAV N TITANRY—) =T 4 ADT IV HALTZWEFZEBICR R TEDLH LD
272 %,

9. The requirement that information is “intelligible” means that it should be understood by an average
member of the intended audience. Intelligibility is closely linked to the requirement to use clear and
plain language. An accountable data controller will have knowledge about the people they collect

information about and it can use this knowledge to determine what that audience would likely
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understand. For example, a controller collecting the personal data of working professionals can assume
its audience has a higher level of understanding than a controller that obtains the personal data of
children. If controllers are uncertain about the level of intelligibility and transparency of the
information and effectiveness of user interfaces/ notices/ policies etc., they can test these, for example,
through mechanisms such as user panels, readability testing, formal and informal interactions and
dialogue with industry groups, consumer advocacy groups and regulatory bodies, where appropriate,
amongst other things.

9. FEEA THAE L) LW ) BRI, HRETDHEROZTFD 5 LOFH R N~
B SN Db D TH D Z L2 EWRT 2, B Lo S, B OE5 R CE O & v
DB LB L TS, THU L EEY T 4 &L TWH T — X EHE THIII,
THHIE DG AT 2R H 5133 TH O | %ﬂ%ﬂﬁ’ﬁ:@o’( ED X IZHAT N
FEOZTFICHML TH X0 EHMCTE LILT TH D, B2, sbTRERE OEANT
— X EWETLEHETHNL, FEBLDEAT—X %H&ﬁ%‘d‘éﬁ@%i Db, BOOMER
DZFFREOVEE N 26435 LBELTH X, FEE D HROBEM LOT S LE MM
@WAv~it\x—% A B =T xR E@ENS R Y —Te EOFHEIC DN THEE T
TRV 22— P —IC KA. FTRHET X b EURGE TR ERENAR, THEE
PEER, Bl R/ & @&K&U‘#/Afﬁ@% D LD OXERR EDOHMA 2l U TR 21T
I EIMTED,

10. A central consideration of the principle of transparency outlined in these provisions is that the data
subject should be able to determine in advance what the scope and consequences of the processing
entails and that they should not be taken by surprise at a later point about the ways in which their
personal data has been used. This is also an important aspect of the principle of fairness under Article
5.1 of the GDPR and indeed is linked to Recital 39 which states that “[n]atural persons should be
made aware of risks, rules, safeguards and rights in relation to the processing of personal data...” In
particular, for complex, technical or unexpected data processing, WP29’s position is that, as well as
providing the prescribed information under Articles 13 and 14 (dealt with later in these guidelines),
controllers should also separately spell out in unambiguous language what the most
important consequences of the processing will be: in other words, what kind of effect will the specific
processing described in a privacy statement/ notice actually have on a data subject? In accordance with
the principle of accountability and in line with Recital 39, data controllers should assess whether there
are particular risks for natural persons involved in this type of processing which should be brought to
the attention of data subjects. This can help to provide an overview of the types of processing that
could have the highest impact on the fundamental rights and freedoms of data subjects in relation to
the protection of their personal data.

10. AHLE TR S N2 EBAMEDJFRANC 31T 2 LI 2t I, 7 — & 28D Bl
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DFFALFERNED X SR b DOTH L0 EFANHB CERTIER LT, ALOEAT
— X DOFRIZE L, O TREEZDDPNDL IR ENRH- I bRNnENnS Z &
Thod, £72, Zhix, GDPR % 5 F(WITHES S AEMHDJFRAIOEE 2 ThH 0 | EERIC
b, [ABNIE, N T —Z DR E TS VX2, —b, (REHTE L OHEF) -
(DU T, 5 ITRITIUTZR 572000, | EIR_RZFISCE 39 T &g LT\ 5, FRC, B
RT—H FRT — 2 AT TR T — X OB OEA . 29 RIVEEENR LT
WD RFRIE, EEEN, B3 EKRUH 1455 (KA RIA4 v O%RFETHR D) THRET L1
ﬁ%%@ﬁé# T BINC 2B bBERRFRELTEDL IR LDONELDHD

. BB SCE TR T RETZLE NI LD Th D, Thbb, 774 —XF7— |
%/F/774Av—/—74xfﬁ%%:ﬁﬁbtﬁ&W@k (2. T —F BIRPFERS
DB LI EDL IR LDORONDIZOVWTHRE T EWVWI Z ETHDH, T —FEHE
X, T2 YT OFRANZIE, E£72, BISCE 39 HIZIH - T, Z OO R M
DOLAKRNCESTOY A7 L) F—2 ERIZEAT DXELOBFETLINE S g
P RETH D, T, T X EEROBEANT — X ORFEIZEE LT, & OREARN R
EHHICR D RERREE KT T AREEO H 5 BV OREIC OV T2 R T OICE T
HTEERD,

11. The “easily accessible” element means that the data subject should not have to seek out the
information; it should be immediately apparent to them where and how this information can be
accessed, for example by providing it directly to them, by linking them to it, by clearly signposting it
or as an answer to a natural language question (for example in an online layered privacy statement/
notice, in FAQs, by way of contextual pop-ups which activate when a data subject fills in an online
form, or in an interactive digital context through a chatbot interface, etc. These mechanisms are further
considered below, including at paragraphs 33 to 40).
1. TRBIIT 7 vATED ] BHELIT, T EEDEFREERTLEN RN L2 EKT
Do B AT DICEEICIR R LICD . EnEa Y 7 Le )  ENEBIRIICERLIZD
IBREFEIC L DEMADEZE L LTRE, ZOERICEZTEDLIITT 7 EATE D)
ﬁ*Eﬁ%?%é&%fhé(m%éﬁé&%i F T4 TOREINIRT T A N—2
T—=hAUNTTANR—) =T 4 X, FAQ (KL< HDEM), T—FFUR DA LT A7
F—HIZRALTZRICEET 5 L9 a7 X MCTHEf T onRy 77 v 7 XEA
VETITT AT RTIVENVRREICENTCEITF Yy Ry b e A X =T 2 —AZE LA
YETITATIRT VHNVERICBNTRE, ZTRHDAH=ALIDONTIE, LAIT 33
MG 40 HIZBWT I HITHRFT ).

Example

1l
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Every organisation that maintains a website should publish a privacy statement/ notice on the
website. A direct link to this privacy statement/ notice should be clearly visible on each page of this
website under a commonly used term (such as “Privacy”, “Privacy Policy” or “Data Protection
Notice™). Positioning or colour schemes that make a text or link less noticeable, or hard to find on
a webpage, are not considered easily accessible.

V7Y A FERRL TWDLRETOMEES, V=7 A F T TAN—ZFT— A
YIS TTANRNY =) =T A R RRTHRETHD, TDTTAN—=RAT— A
N/ TTGANRY—) =T 4 A~OE) 7%, [ TI7A4R0—) [TITALR0—K) v
—1. [F—=2&Em] 2 ED) —RIEDbNTHWDHFEEZEH L, 20U =7 %A K
DER—VICBWTHIRICHB TEL L HICTHRETHDH, 7TFARINRLY I ZHT
22T V=T RV ETADTHS 2 X5 REESCR AR 5T 78 AL
DD HD LTI IR,

For apps, the necessary information should also be made available from an online store prior to
download. Once the app is installed, the information still needs to be easily accessible from within
the app. One way to meet this requirement is to ensure that the information is never more than “two
taps away” (e.g. by including a “Privacy”/ “Data Protection” option in the menu functionality of
the app). Additionally, the privacy information in question should be specific to the particular app
and should not merely be the generic privacy policy of the company that owns the app or makes it
available to the public.

T7VDEE, XUrua— RTLRNCA T4 VA RT LB LERIFREAFETED
EOCTHRETHD, TTINA VA=V ENTEZRSL, T T VALLERICESICT
JREATEDMEND D, ZOBEMEEMIZT —DODHEX, FRNPFRRIND E TICH
FIZ Ry T UEMEEENRNEIICTLHZETHD BIRIEXT Y DA =2 —
BRI (7 T4 — I F—2#) A7 arvigwniy), IblT, Y%7 74
Ny—IFRIT. ZOT T VICEAO O TRITIUTAR LT, 77V a3 5 UTAR L
TWAREDOHIR DAIEN IR T T A N —R Y —Th > TUIR B2,

WP29 recommends as a best practice that at the point of collection of the personal data in an online
context a link to the privacy statement/ notice is provided or that this information is made available
on the same page on which the personal data is collected.

5920 RIEHEME T, AT —FE2A4 0 T4 TIET HRERT, 7I7AN—RT—
NAYV RN TTANRY—) =T 4 ZA~DY 7 > TELI D, UIMEANT — % ZIE
THDELEFEIUN—=VICZOERERTRTHIEAHRDEE LWETE LTEIELTY
Do
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“Clear and plain language™
[ DFZ X E )

12. With written information (and where written information is delivered orally, or by audio/
audiovisual methods, including for vision-impaired data subjects), best practices for clear writing
should be followed!!. A similar language requirement (for “plain, intelligible language”) has
previously been used by the EU legislator'? and is also explicitly referred to in the context of consent
in Recital 42 of the GDPR®. The requirement for clear and plain language means that information
should be provided in as simple a manner as possible, avoiding complex sentence and language
structures. The information should be concrete and definitive; it should not be phrased in abstract or
ambivalent terms or leave room for different interpretations. In particular the purposes of, and legal
basis for, processing the personal data should be clear.

12. ZaiZid# S EROGE (R OEmICTHRE SN ZE RS DBECIHREREED H 5
T—AERKRTEEDA—T 4 A HFA A =T s A2 T A HFRC Lo TRt S TW
HE). PIRICEEH T 59 A THROBEE LVWEITICE Y RETH D Y, (RSB L
RLTVWKE &) EUOXFICHETA2EHIZIZNETH EUONIERIC L > Tlibhu Tl Y
2. GDPR DRIE 42 HOREOLARTHRMIZE LS TWD B, BR»OFES 2 LS
DEMRIL, B CEOE OIS Z BT, T& 27T MR FIECTIHR AT XETH
52 EEERT D, IFRITEEBIDOHRAR b D THLHETH Y | fIGHI XUTHF Y2
SETCKRBENDINE TERL AR D2HRORMZIKRT D Th > IR B2, FFIZ,
ANT —% 284k 5 HRY & 2 OIERRILZ EICT 2 XETh D,

Poor Practice Examples

HELE SN RVWMETT OB

The following phrases are not sufficiently clear as to the purposes of processing:

11 See How to Write Clearly by the European Commission (2011), to be found at:

https://publications.europa.eu/en/publication-detail/-/publication/c2dab20c-0414-408d-87b5-dd3c6e5dd9a5.
MINZE B 412 & % How to Write Clearly (2011) (https://publications.europa.eu/en/publication-detail/-

Ipublication/c2dab20c-0414-408d-87h5-dd3c6e5dd9a5 CRAE T& %) &R,

2 Article 5 of Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts
HBEEZDORRNIERFMCET 5 1993 44 A 5 A OFLFEHESH 93/13/EEC 5 D5 5 5%,

13 Recital 42 states that a declaration of consent pre-formulated by a data controller should be provided in an

intelligible and easily accessible form, using clear and plain language and it should not contain unfair terms.
AITSCES 42 T Tl BHFIZ K> CHANCERL SNZRBEOES X, BMLLT <, BT 7 &2

TELHFATED PHEIOEERXEEHWNTRINRTNER LT, 2o, RAEREFHEEZETL LD

ThoTUIR bRV EBRILENA TN D,
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LITO X 2RI TIE. Bl o BRI AT 0,

“We may use your personal data to develop new services” (as it is unclear what the *services”
are or how the data will help develop them);
(B LV — ERE[IFET S 7 DIZ B EFRDOMN 7 — 5 ZFIH T 35555 D EF )
(T—v R L3 fad, T 2B —ERERETHDIZE I ESLONDB AP T
HDHIZD),

“We may use your personal data for research purposes” (as it is unclear what kind of “research”
this refers to); and

(HTE A B TEERROIIN 7 — 5 EFIHT S G515 0 F T (EDX D7 THZE]
ZHRLTWDOPNAHRETHL-D), K

“We may use your personal data to offer personalized services” (as it is unclear what the
“personalisation” entails).

(N= I Ff RIS — EXEIEHT S 72 DI ERDOMN 7 — 5 ZFH 7S
BERDNET| ([R=VFFZA4B—Tar | MIzERTL2O0NARHAKETH LT
D),

Good Practice Examples®
ZF LVWBfToH] 4

“We will retain your shopping history and use details of the products you have previously
purchased to make suggestions to you for other products which we believe you will also be
interested in ” (it is clear that what types of data will be processed, that the data subject will be
subject to targeted advertisements for products and that their data will be used to enable this);

o BRI 51570 & B PIL S M DR Z HEFT S 72 DITHER B IRE L, 8K

TN L 72 Bli OFE 2 fg R & FH L F T (EO LS BRFEEFEHOT — 2 B bl
LDONEND Tl THEEPHEDIREDOMR LD KOEDT —H N
NEFREICT 272DIFAESND Z LB TH D) .

“We will retain and evaluate information on your recent visits to our website and how you

14 The requirement for transparency exists entirely independently of the requirement upon data controllers to ensure
that there is an appropriate legal basis for the processing under Article 6.

FERAMEDEEIT, TR O T2 OFEEN BRI FIET 5 KO WIRT 2 2 & 27 — 2 HEHEEITRD D
B 6 RICESSEMLITaMYE L THET 2,
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move around different sections of our website for analytics purposes to understand how people
use our website so that we can make it more intuitive” (it is clear what type of data will be
processed and the type of analysis which the controller is going to undertake); and

CNAR DG = T P EEDL SIZFIH L TOSEPEAEL, 250 = 71 |
&LV EEEHZFIH TE S 6 DIZT S E0) 5078775 BHI T, BEBRIZL S 2440
= TV FANDRIDT 2R E, G0 TV fPOFDXEXE L N—2F ED
L INBE) L= BT SIFRERIFL, FFl LT (EDRIBREA T DT —4
DEE DI, EO LD & A T ORI EHENESZRIT O DB TH S) . KD

“We will keep a record of the articles on our website that you have clicked on and use that
information to target advertising on this website to you that is relevant to your interests, which
we have identified based on articles you have read” (it is clear what the personalization entails
and how the interests attributed to the data subject have been identified).

(BEMHP 2 Y 2 L7E Do 7Y P EDFIFICT S7RERE L, BERDFEA
TEFNZ I Tl L 7= B FFRDBILANZ 0> T, K0 7o EDINEEE D A
D=l DFREFIYTLEF) R=VFTFTAE—va v NMlzERL, T—4F
ROBHLE E S LT\ TH D),

13. Language qualifiers such as “may”, “might”, “some”, “often” and “possible” should also be
avoided. Where data controllers opt to use indefinite language, they should be able, in accordance with
the principle of accountability, to demonstrate why the use of such language could not be avoided and
how it does not undermine the fairness of processing. Paragraphs and sentences should be well
structured, utilizing bullets and indents to signal hierarchical relationships. Writing should be in the
active instead of the passive form and excess nouns should be avoided. The information provided to a
data subject should not contain overly legalistic, technical or specialist language or terminology.
Where the information is translated into one or more other languages, the data controller should ensure
that all the translations are accurate and that the phraseology and syntax makes sense in the second
language(s) so that the translated text does not have to be deciphered or re-interpreted. (A translation

in one or more other languages should be provided where the controller targets™® data subjects

15 For example, where the controller operates a website in the language in question and/or offers specific country
options and/or facilitates the payment for goods or services in the currency of a particular member state then these
may be indicative of a data controller targeting data subjects of a particular member state.

BIZIE, BEENY =7 YA P YHEBETEET D, KO/ ITFEDIRE OB EIT & 2w x
= EZADIIANEOW T HZLERA ORI 2295 KO/ SUIRFEOMBE 0@ EIZ L 53300
ERDCT %A, Zhud. TAEEEN, APNREOT - ERERRLE L TND I EETRET D
ATREMED B D,
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speaking those languages.)

13. Tmay (FTEEMEA® D) 1. Tmight (2>% Liv7Zavy) I, Tsome (H2HFEE) |, loften (LIE
LX) | & Tpossible (&0 9 %)) 72 EDEMFELEHT 5 & ThH D, 7 —FEHE DB
RRBEZFAT 256, 70280 7 0 OFANZHEN, 20 X5 R ZFHES
5HaFR W EZIC L > TEIRWORAIES RO W B ZFEA T A0 ERH
%, BIEBRZ R 720, LEHOPERSLT FT 2R L, B & CEOM &2 EUIIAT 5~
ETHD, RTZEETIT R EBREBIC L, RODRAFAOMMITEET 5~ TH D, 7—
Z ERICIRAE S N D IF IR, @A, HIRH IR R RESUIHFEEZ B 5~
T TR, HFREMO— 2D XUIEBOSFEICHRT 256, 7 —F WEAITHIEIZ, &
TOFRNIEEMHETHH Z &, KOFERS N2 T ¥ 2 N & fae AXFHRER T 2 BN 20 &
KRB OEINEOFHETERERT LT LIRETHD, (BHERZNLDOMOD
AT T A EEREHRLE LTS BPIRE £O—o0 XIIEEO S FEOTR & 174t
HRETHD),

BN

e il

Providing information to children and other vulnerable people
FELPEDMDITNTHIZIVBSARICIFGHEIEHRT S

14. Where a data controller is targeting children'® or is, or should be, aware that their goods/ services
are particularly utilized by children (including where the controller is relying on the consent of the
child) ¥, it should ensure that the vocabulary, tone and style of the language used is appropriate to and
resonates with children so that the child addressee of the information recognizes that the message/

information is being directed at them®. A useful example of child-centred language used as an

16 The term “child” is not defined under the GDPR, however WP29 recognises that, in accordance with the UN
Convention on the Rights of the Child, which all EU Member States have ratified, a child is a person under the age of
18 years. 17

GDPR TiX [T X b LW HREEZERL TV H DD, 529 FIEEMATIX, 2 ToEUMNEE
DHEAE L T 2 ERE R E OHERNZ BT 2 RKNSHEV, 18RI OFEZ T L L TH D LR L TV 5D,

17" j.e. children of 16 years or older (or, where in accordance with Article 8.1 of the GDPR Member State national law
has set the age of consent at a specific age between 13 and 16 years for children to consent to an offer for the
provision of information society services, children who meet that national age of consent).

Thabb, 16 EOFEbeh UL, MMEER, GDPR D 8 FR()ITHEV, F & bl bMElt
Y —EZORMOHF LIAZIZRE TE 2 FEFi# 2 ENIEIC LY 13505 16 % % TORE DI
ELTWAELAICIE, ZOEICBITAREFERAMZTTEb12H),

18 Recital 38 states that “Children merit special protection with regard to their personal data as they may be less
aware of the risks, consequences and safeguards concerned and their rights in relation to the processing of personal
data”. Recital 58 states that “Given that children merit specific protection, any information and communication,
where processing is addressed to a child, should be in such a clear and plain language that the child can easily
understand”.

AU 38 THTIE, [T bix, AT —X OBV ERET S Y A7 | MERE ORI DA HEE, I
W, B BOMHEFNCOWTHAICRB# T 20 b Lt iz, ZO[AT — 2 ICB L TRBID IR %
T D, LB NTWD, BICE S8 HTIL, [FE PRI OREEZ X2 Z LIZHlA, TRV T
EBAITOHEDTHD LT, WHARDIERROER S, FEBREZICEMT LI LDTED LS 728
DGR LEIC LD bDOTRIFNUT RO ] LRRTND,
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alternative to the original legal language can be found in the “UN Convention on the Rights of the
Child in Child Friendly Language” °.
1446 B 2GR LELTNDH, UITZOEM/ P — AR EbICE > TR S
TnWnrZ & %‘/‘“‘—&’ﬁ’g@%ﬁ?\&ﬁ LTWEOELIEGEET &6 (FHEN L VY 0
L T DA EET) . %ﬁ@ﬁﬁ%f@é%&%ﬂ A=V ERPE D
Zrﬁl ) %zhfsz@f“z?)é LRI TE D L OITT D720l >+ £ DI FEE,
A, IETERBEIND LI LTI 6720 18, TEEORE [T ORBIZOWVWTO
IREDOHEFNZET 258 ITBWT, TOERENRRIAORDVIZ, FEbMITORBICH
Lfﬁ%&@#ménfwémo

15. WP29’s position is that transparency is a free-standing right which applies as much to children as
it does to adults. WP29 emphasises in particular that children do not lose their rights as data subjects
to transparency simply because consent has been given/ authorized by the holder of parental
responsibility in a situation to which Article 8 of the GDPR applies. While such consent will, in many
cases, be given or authorized on a once-off basis by the holder of parental responsibility, a child (like
any other data subject) has an ongoing right to transparency throughout the continuum of their
engagement with a data controller. This is consistent with Article 13 of the UN Convention on the
Rights of the Child which states that a child has a right to freedom of expression which includes the
right to seek, receive and impart information and ideas of all kinds?®. It is important to point out that,
while providing for consent to be given on behalf of a child when under a particular age, % Article
8 does not provide for transparency measures to be directed at the holder of parental responsibility
who gives such consent.
15. %5 29 RAFFEH IR, BN RAN L FREFEBICHEA SN ML LN TH D &
DR TH D, 529 FAEETRIE. FFIT, GDPR 8 vl SN2 RPIcB W T, &
BIZKHTORERLEEZ AT LAENORIEXITHAZHGEZE0RZHEIC, FEBLN
EPEICKR T 27 —Z FIRKE L TOMRZKDRWZ & 2T 5, & bioxtd ok
HIEEZATDEICEDREUIFTE VD DI, %@%@D@%@?%é*kﬂk%f
TH D50, FEBITT (DT —Z EROGE LFER) 7— 2 EHE L b 5 20 4
T%ﬁ%@%ﬂ#&éo:hi\%E%#\%ﬁmﬁm:owf@%ﬁ%ﬁbfﬁw\%@

19 https://www.unicef.org/rightsite/files/uncrcchilldfriendlylanguage.pdf

20 Article 13 of the UN Convention on the Rights of the Child states that: “The child shall have the right to freedom
of expression; this right shall include freedom to seek, receive and impart information and ideas of all kinds,
regardless of frontiers, either orally, in writing or in print, in the form of art, or through any other media of the child’s
choice.”

EE D R EOHEFNTET 56005 13 RIILLTO L S icik~2%, THREIX, RBEOBRIZOWNTOHEF %
BT 5, ZOHEMCIE, NIE, FEEEL IR, ZROBELA HBIRT 2o HIEC XY | B
LDV HOLPAIFEHEADERKIE X KD, ZiF, KMEX5BHEET ],
2L See footnote 17 above.

RO 17 258,
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HEANZIZ, HOWLHBEOHE BRI OB A ZRKD, 2T, MMEALHHAPREZENTND LM
ET D EEOREOHEFICET D&M 18K LTVD %, H8ETIE, —EDHE
AR OT EBDIEDICHBE G 5LGHEICOVWTHET S 2 —FH, 20X RABRE 5
A OWHEREAAT 5B L TR, GRS 2EZHET 2L 5 HEL THORDA
ZIERT O ZLITEETH D,

Therefore, data controllers have an obligation in accordance with the specific mentions of transparency
measures addressed to children in Article 12.1 (supported by Recitals 38 and 58) to ensure that where
they target children or are aware that their goods or services are particularly utilized by children of a
literate age, that any information and communication should be conveyed in clear and plain language
or in a medium that children can easily understand. For the avoidance of doubt however, WP29
recognises that with very young or pre-literate children, transparency measures may also be addressed
to holders of parental responsibility given that such children will, in most cases, be unlikely to
understand even the most basic written or non-written messages concerning transparency.

LMo T, T—2EHEIL., FLRFOOFELENRET D (RISCH 38 THKL UV 58
HIZK VBT BN TWD) BHMEICET D E~D BRI R E K-> T, FE b 2R
LT DA UIRFICHAEZEZ D TE DEROF E ST HIZ L > TEOMEM,/H— B X035
HAENTNDZEZFTHBL TWDIGEIT, H 6 DGR O, BRI 5 72 30E T,
XITFEEDREGIZHIREL 5 DR TIRZESIND LOMRT OIBEN H D, LInLARN6,
SERDORMAZ 72 < F 728, 5 29 FAFEME TIX, MDD THWNUTFHA T E 0 TE D H i
WCELTWRWFELTELOYE, 20X ) R+ 86 e bldFm ITFm SO FiEIC &
HBEWNEICET 2R b EAN LA v -V TCIXEMBTERVWGEENRETH DL REBE
L. FEBICKT HREREZATO2E OARICERAMEICHET2HELZHE LD ZL03HY
95 LWL TVD,

16. Equally, if a data controller is aware that their goods/ services are availed of by (or targeted at)
other vulnerable members of society, including people with disabilities or people who may have
difficulties accessing information, the vulnerabilities of such data subjects should be taken into account
by the data controller in its assessment of how to ensure that it complies with its transparency
obligations in relation to such data subjects?2. This relates to the need for a data controller to assess its
audience’s likely level of understanding, as discussed above at paragraph 9.

16. [FERIC, FEE RO AL UIEBRA~DOT 7 B ANRKEE A x G, #ER BT
FIVALHHTND N2 BEdh P EAEZFHA L TVD ZE2RMLTVD (UIZabo

22 For example, the UN Convention on the Rights of Persons with Disabilities requires that appropriate forms of
assistance and support are provided to persons with disabilities to ensure their access to information.

PlzE, EEEEEOEFICET 280 TR, BEESHREFMT IR 2/oN L 51CT 57
O, BEEH IR T DMOME Y R OEB K OB et D & 5 KD TnD,
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N2 BRBELTWD) HhE, T—FEREIL, TOLH T — X ERICEH#ELTH 6@@
HIMEICBE T 2 /B 42 O L HIC L THBSFT 5 2 & 2 AT 2 MO0 TR 2 B8,
DEI T —HEROWTEEZEET L& THDH 2, ik, 9OHETHEMmLI-L I :f“
— X EHENA D OMER OBEN ZHEE L, T 248 E BEE L TV 5,

“In writing or by other means™
[ZE T, RIFMDFLEIZL > T

17. Under Article 12.1, the default position for the provision of information to, or communications
with, data subjects is that the information is in writing®®. (Article 12.7 also provides for information
to be provided in combination with standardized icons and this issue is considered in the section on
visualization tools at paragraphs 49 to 53). However, the GDPR also allows for other, unspecified
“means” including electronic means to be used. WP29’s position with regard to written electronic
means is that where a data controller maintains (or operates, in part or in full, through) a website,
WP29 recommends the use of layered privacy statements/ notices, which allow website visitors to
navigate to particular aspects of the relevant privacy statement/ notice that are of most interest to them
(see more on layered privacy statements/ notices at paragraph 35 to 37) 2. However, the entirety of
the information addressed to data subjects should also be available to them in one single place or one
complete document (whether in a digital or paper format) which can be easily accessed by a data
subject should they wish to consult the entirety of the information addressed to them. Importantly, the
use of a layered approach is not confined only to written electronic means for providing information
to data subjects. As discussed at paragraphs 35 to 36 and 38 below, a layered approach to the provision
of information to data subjects may also be utilized by employing a combination of methods to ensure
transparency in relation to processing.

17. 12 Z)ICHESE T —F ERICHE R RS 5 ITEK Z D HE . oM aiTFEmE
TIRADND ZENEARTHD 2, (1=, B 12 K7 Tk, EEL SN T LA
b THERFZRMIET A2 EZHELTRY . ZOMBEIL, 49 75 53 HOHERALY — /B
THEITTELZLTND), LL7ed b, GDPR Tk, BT HEEZ B MO RFETED [F
Bl AT Lo TWD, FilaE FANRAET 2 5EICET 55 29 REENS
DRMEE LTI, T—2EHEN T =79 A PR L TS CUIFEHO—HE L <134

23 Avrticle 12.1 refers to “language” and states that the information shall be provided in writing, or by other means,
including, where appropriate, by electronic means.

FLREFLETIE IF] KEAL., fRrFamcRitsns b0 s L, @ERGE. EFHHEL
HH, EOMOFEIC K o'ﬂ&ﬂit‘éhé LIk D,
24 The WP29’s recognition of the benefits of layered notices has already been noted in Opinion 10/2004 on More
Harmonised Information Provisions and Opinion 02/2013 on apps on smart devices.

529 SRS T, BEICIEHIEE OBIMMESFEANC R 5 & 7 102004 5K A~ — hF3A 2 E
OT FVICET B ERE 02/2013 F2B\W\ T, BEENZ2EMORSIZET 5 H b O E BRI TV,
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a7 A NTIToTWD) e, BENR T TA N —RAT— A N TT A4
— /=T A RAEFHTHZE T, V=TV A NOPFREN T TA N —AT— R A N/
TIAN—) =T 4 ADI L, TNENICE > THRLBELOL DM EVET ST
AT 2BELTWD (BRENR T IANR—AT— KAV N TTAR—)
—7 4 ADFEANZOWTIL, 35225 3T HESM) 2, LoLRns, 77— EERPHELIC
T I E R EZRR LICWIGEICESIZT 7 BATE S L5, 25 LiciFdanhs
(TUANERTHAH D) EMOERTHAHH &) —2OEFT UL — 2D LEDORK
THIME LA TIE R 50, BErAR T 7P a—Fof ik, 7—% ERICER 27T 5
ECEREZE ICREET 2 FIEICORRE S NROVENEE CTH L, LU T D 35 55 36 H
KOVIBIHTH LTV D L ST, BV OBEIEZ MR T 2 155 A GbE 2581267
— X EERA~OERIRAI KT BN 72T 7 e —F 2FHATE 2/ ERS 5.

18. Of course, the use of digital layered privacy statements/ notices is not the only written electronic
means that can be deployed by controllers. Other electronic means include “just-in-time” contextual
pop-up notices, 3D touch or hover-over notices, and privacy dashboards. Non-written electronic means
which may be used in addition to a layered privacy statement/ notice might include videos and
smartphone or 10T voice alerts®®. “Other means”, which are not necessarily electronic, might include,
for example, cartoons, infographics or flowcharts. Where transparency information is directed at
children specifically, controllers should consider what types of measures may be particularly
accessible to children (e.g. these might be comics/ cartoons, pictograms, animations, etc. amongst
other measures).

18. YR T H DM, MBI T VA NVERDT T AN —AT— KAV N /T T AR —
J =T 4 AN, FERAE NIRRT 5 ETEBEE ORM TE 2ME— D TIZR W, o
BAHRAEITIL, [PX A M U Z A L) ORPUTIE CT2R v 77 v 7 @A, 3D # v F X
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TIANRY—=RAT = AV N TITAN— ) =T 4 222 THNDLZ LN TELH, &
HIZEBRVWEFIFIEZIL, BT Ax— 740, T oT EF7 77— FREENLD
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%5 These examples of electronic means are indicative only and data controllers may develop new innovative methods
to comply with Article 12.

INHDOEFHFIEDOENL, B2 EFTHY, 77— EHEIL, B LR JZETTLHLOOH LN
FHHR TIEERFE L TH L,
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19. Itis critical that the method(s) chosen to provide the information is/are appropriate to the particular
circumstances, i.e. the manner in which the data controller and data subject interact or the manner in
which the data subject’s information is collected. For example, only providing the information in
electronic written format, such as in an online privacy statement/ notice may not be appropriate/
workable where a device that captures personal data does not have a screen (e.g. 10T devices/ smart
devices) to access the website/ display such written information. In such cases, appropriate alternative
additional means should be considered, for example providing the privacy statement/ notice in hard
copy instruction manuals or providing the URL website address (i.e. the specific page on the website)
at which the online privacy statement/ notice can be found in the hard copy instructions or in the
packaging. Audio (oral) delivery of the information could also be additionally provided if the
screenless device has audio capabilities. WP29 has previously made recommendations around
transparency and provision of information to data subjects in its Opinion on Recent Developments in
the Internet of Things?®® (such as the use of QR codes printed on internet of things objects, so that
when scanned, the QR code will display the required transparency information). These
recommendations remain applicable under the GDPR.
19. EMRZIRMLT D72 DITEIN Uiz 1 D XUTEEL D IFIENR, Z OIRPL, #ﬁb%?—&ﬁﬁ
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bHY =7 A FDOUFER—Y) O URL &2, »N— Fa B —ORHEAE TNy F—PI
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?N4X:%%%“ﬁff¢éﬁA PRECER (D) BRoFRbEGFELTLW, B
FEERETIE, /O —F v b (IoT) OFELOBAICET 2ER B IcB0T,
(x#%/btw QR =— FIZ X W LERBIMEFHRIAF R SND LD QR =— F% loT
FEERIZEIRIS 272 &) BT L 7 — & EIRA~OFHRRMCEAT 2852 T THIT-o T
e, TNHOEEIX, GDPRO T THE| &M INn 5,

%6 \WP29 Opinion 8/2014 adopted on 16 September 2014
2014 42 9 1 16 HICEHR ST 56 29 S E 2 B LA 8/2014 75,
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*..the information may be provided orally”
TE#RIFOBE THEEL TELLV/

20. Article 12.1 specifically contemplates that information may be provided orally to a data subject on
request, provided that their identity is proven by other means. In other words, the means employed
should be more than reliance on a mere assertion by the individual that they are a specific named
person and the means should enable the controller to verify a data subject’s identity with sufficient
assurance. The requirement to verify the identity of the data subject before providing information
orally only applies to information relating to the exercise by a specific data subject of their rights under
Articles 15 to 22 and 34. This precondition to the provision of oral information cannot apply to the
provision of general privacy information as outlined in Articles 13 and 14, since information required
under Articles 13 and 14 must also be made accessible to future users/ customers (whose identity a
data controller would not be in a position to verify). Hence, information to be provided under

20. %512 () TlE, BT —Z EEROF T OFERIZ L - TGEH S TWhiud, £o%
RKIIE L TT = EERICHERZ OFETREL THL IV EBXTWD, S0 NIE, Hooik
REEIL. HFERALDARIEZARSTCOHRTIIAR T3 THY | BHENT —F FRDOH T
ErRMREE G ONDREICMIETEDLZ LD LT HRETH D, HlEABETRIET S
ANCT =2 EROH 2R T 2 WO BRI 20T —F FIRIZL D5 15 R b 22 5%
FCTROE 34 FRIZHS MR OATHEIZBES D1FRICOABEH S D, 2D REIEHRE 72
T D72 O ORHRGMEE, 5 13 A OE 14 KIS D — i 7 7 A Ry —I1FHD
PRI S v, TOBHIE, 13 XK OE 14 RICESSERSNLERIT. (7
— ZEHENE DO AR TEDLLHITRW) kD2 —F—/FELT 7 8A LY D
HOTRITNIE RGN Th D, Leh>T,

Articles 13 and 14 may be provided by oral means without the controller requiring a data subject’s
identity to be proven.

#5183 RLOH 14 RICES SRS N DIERIT. 7 —FEBHENT —Z EERDOH T OREH
AUORTHZ &<, AETRIET 2 2 N TE 2,

21. The oral provision of information required under Articles 13 and 14 does not necessarily mean
oral information provided on a person-to-person basis (i.e. in person or by telephone). Automated oral
information may be provided in addition to written means. For example, this may apply in the context
of persons who are visually impaired when interacting with information society service providers, or
in the context of screenless smart devices, as referred to above at paragraph 19. Where a data controller
has chosen to provide information to a data subject orally, or a data subject requests the provision of

oral information or communications, WP29’s position is that the data controller should allow the data
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subject to re-listen to pre-recorded messages. This is imperative where the request for oral information
relates to visually impaired data subjects or other data subjects who may have difficulty in accessing
or understanding information in written format. The data controller should also ensure that it has a
record of, and can demonstrate (for the purposes of complying with the accountability requirement):
(i) the request for the information by oral means, (ii) the method by which the data subject’s identity
was verified (where applicable — see above at paragraph 20) and (iii) the fact that information was
provided to the data subject.

21, BB 1B R M UE 14 RICHEASD T ME L SN DIERO DEHIC K D8 H0E, £43° L b ASHE
AD (FT7205, xfif ILERIC L D) A TOFREMLZERT 2D TiERW, FHiRlZ
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THRZEMT 2 2 L 2RIN UGG, XET7 — % EERD R BIC X 2 H RSO T0ERS 2
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DT — & FERPNAFAIC LD HEHRREEZER L TW D HEICITZENNMNATH L, £o. 7
—HEHEIL, (THU 2T OBEMFZET T 572010) WONBEZLEL, Ttk
FEATE D XL ORI RETH D, T7bb, (i) AEHOFERIZL HIFHROER, (i) 77—
FEROG TAMR LT HE ZET 2581203, ERRo 20 HASR) K Oi) 7—# £k
WHEMERM L E VW) FED =K ThH D,

“Free of charge”
[HEE T

22. Under Article 12.5, 27 data controllers cannot generally charge data subjects for the provision of
information under Articles 13 and 14, or for communications and actions taken under Articles 15 - 22
(on the rights of data subjects) and Article 34 (communication of personal data breaches to data

subjects) 28. This aspect of transparency also means that any information provided under the

27 This states that “Information provided under Articles 13 and 14 and any communication and any actions taken
under Articles 15 to 22 and 34 shall be provided free of charge.”

T ITE, T 1B RKRUE 14 RICES TR SN D ERM U 16 KA 555 22 S E TROE 34 FiHk
SETOLNDLH O P L EE RO ETEE RIS D LT D] LB TND,
28 However, under Article 12.5 the controller may charge a reasonable fee where, for example, a request by a data
subject in relation to the information under Article 13 and 14 or the rights under Articles 15 - 22 or Article 34 is
excessive or manifestly unfounded. (Separately, in relation to the right of access under Article 15.3 a controller may
charge a reasonable fee based on administrative costs for any further copy of the personal data which is requested by
a data subject).

L L72adib, EEH L, B 12 /F 5 HICEO &, FlAE, 5 18 R/AUH 14 RITHS FHSUTHE
15 DD 22 5 TH L ITH 34 RITHAS S HRNCRT 27— # TROFERBIBE TH 57, T
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transparency requirements cannot be made conditional upon financial transactions, for example the
payment for, or purchase of, services or goods?.

22, T AEEFIL, B 12 KONCHESE T A RICT —Z BRICR L, 13 LU 14
RITHES FHORME, UL (T —F BEROHEFNZE ) 2 15 £ 22 ZED (77—
Z EERA~DENT — 2 RZEOARZEICET D) H 34 RITES R SUIATHITHONTZ DR}
EEFERT D ENTERNE FBAMO Z Ol IX, BAMEO BRI SRS D1
WA, P —E AR DSINRLE DI | @8I 2 Z DO DR L TE 220
TLHEWRT D,

Information to be provided to the data subject — Articles 13 & 14
T2 EFKICIRH SN DER - ERBFRUVEUE

Content
P2

23. The GDPR lists the categories of information that must be provided to a data subject in relation to
the processing of their personal data where it is collected from the data subject (Article 13) or obtained
from another source (Article 14). The table in the Annex to these guidelines summarises the categories
of information that must be provided under Articles 13 and 14. It also considers the nature, scope and
content of these requirements. For clarity, WP29’s position is that there is no difference between the
status of the information to be provided under sub-article 1 and 2 of Articles 13 and 14 respectively.
All of the information across these sub-articles is of equal importance and must be provided to the
data subject.

23.GDPR Ti&, 7 =X RN OIFMANET 556 (5 18 4%) SUIHI O IR & G S
no%E (Bl IEAT —F OEHWIEE L TF — % ERICRE L 20372 b7k
WD E A SIZE L T D, KIA RT7A VOB EICHHRIT. B 13 FROE 14 &
WCHEDSZREL 2T RO RWHEEOEREELOTLDOTH D, £z, ZORTIE, Z

B 5 2RI R VG BITIE, USRI B e 23R T2 2 LN TE 2, (TR EEHNT, 5 15 558
SHIZHSL T 7 B A LT, FHHEIL, 7 — X ERPSERSNIMEANT — & OBIMH 28 ERIC
ONTC, BH AR MIESWEAREINREEEZFERT L2 LN TE D),

29 By way of illustration, if a data subject’s personal data is being collected in connection with a purchase, the
information which is required to be provided under Article 13 should be provided prior to payment being made and at
the point at which the information is being collected, rather than after the transaction has been concluded. Equally
though, where free services are being provided to the data subject, the Article 13 information must be provided prior
to, rather than after, sign-up given that Article 13.1 requires the provision of the information “at the time when the
personal data are obtained”.

—flL LT, BAICBE L CTF — % EEOFEAT =2 ZIE L TWDH5E, B 13 FRICESERitsh
DREEWIT, BEIAKRT L% TIE R, KW AMTONDHTR OEMAIE S L2 R Tt s
RETh D, FRIC, 77— ERICEEY - 222 L T 2586, F 18 5H 1 HEICBWT EA
T2 BT OB IHERERET 2 L O RO TWDLREEZBET D L. BERE Tldle OBRERANTH 13
FOERE R L 2T TR 680,
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“Appropriate measures™
(B G IEE )

24. As well as content, the form and manner in which the information required under Articles 13 and
14 should be provided to the data subject is also important. The notice containing such information is
frequently referred to as a data protection notice, privacy notice, privacy policy, privacy statement or
fair processing notice. The GDPR does not prescribe the format or modality by which such information
should be provided to the data subject but does make it clear that it is the data controller’s responsibility
to take *“appropriate measures” in relation to the provision of the required information for transparency
purposes. This means that the data controller should take into account all of the circumstances of the
data collection and processing when deciding upon the appropriate modality and format of the
information provision. In particular, appropriate measures will need to be assessed in light of the
product/ service user experience. This means taking account of the device used (if applicable), the
nature of the user interfaces/ interactions with the data controller (the user “journey”) and the
limitations that those factors entail. As noted above at paragraph 17, WP29 recommends that where a
data controller has an online presence, an online layered privacy statement/ notice should be provided.
24, A3 KK O 14 FRITHESITIX, 7 —F FRICRUET 2 XS IFHRONEZT TR, £
DIAKOHIESGBRETH D, 2O LD e iemmi, 7 — 2 RE@m, 771
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25. In order to help identify the most appropriate modality for providing the information, in advance
of “going live”, data controllers may wish to trial different modalities by way of user testing (e.g. hall
tests, or other standardized tests of readability or accessibility) to seek feedback on how accessible,
understandable and easy to use the proposed measure is for users. (See also further comments above
on other mechanisms for carrying out user testing at paragraph 9). Documenting this approach should
also assist data controllers with their accountability obligations by demonstrating how the tool/
approach chosen to convey the information is the most appropriate in the circumstances.
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Timing for provision of information
IEHRIEHED 1 S 20

26. Articles 13 and 14 set out information which must be provided to the data subject at the
commencement phase of the processing cycle®. Article 13 applies to the scenario where the data is
collected from the data subject. This includes personal data that:
26. 13 MO 14 R13, BV OH A 7 VDBMG S VD BERECF — Z ERICIRE LT
NERSRWVEREHEL T0D 0, FI3 KT, 7 —F ERNLT =2 NNES LD HE
WZEH SN D, 2, UTFOEAT—2R"aEnsd,

a data subject consciously provides to a data controller (e.g. when completing an online form); or

30 Pursuant to the principles of fairness and purpose limitation, the organisation which collects the personal data from
the data subject should always specify the purposes of the processing at the time of collection. If the purpose includes
the creation of inferred personal data, the intended purpose of creating and further processing such inferred personal
data, as well as the categories of the inferred data processed, must always be communicated to the data subject at the
time of collection, or prior to the further processing for a new purpose in compliance with Article 13.3 or Article 14.4.
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a data controller collects from a data subject by observation (e.g. using automated data capturing
devices or data capturing software such as cameras, network equipment, Wi-Fi tracking, RFID or
other types of sensors).

TREHEN, WRIE, WAT 2y PU— & Wi-Fi T v ¥ 27 RFID X
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Article 14 applies in the scenario where the data have not been obtained from the data subject. This
includes personal data which a data controller has obtained from sources such as:

FURIE, T2 5T —FEENPLHTOWRWERICEAIND, ik, 7—2EH
FEENT — 2 Z LT OEHRIE O BGT 25 6085 £ 5,

third party data controllers;
F=HOT— 2 EHE

publicly available sources;
INBH AT A I

data brokers; or
FT—xTa—h—, XL

other data subjects.
fuod 7 — & FIK,

27. As regards timing of the provision of this information, providing it in a timely manner is a vital
element of the transparency obligation and the obligation to process data fairly. Where Article 13
applies, under Article 13.1 the information must be provided “at the time when personal data are
obtained”. In the case of indirectly obtained personal data under Article 14, the timeframes within
which the required information must be provided to the data subject are set out in Article 14.3 (a) to
(c) as follows:
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The general requirement is that the information must be provided within a “reasonable period”
after obtaining the personal data and no later than one month, “having regard to the specific
circumstances in which the personal data are processed” (Article 14.3(a)).

— RN 7R B & UL A 7= Pk 3 B9 & ZIEICAGL . AT — %
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The general one-month time limit in Article 14.3(a) may be further curtailed under Article 14.3(b),
81 which provides for a situation where the data are being used for communication with the data
subject. In such a case, the information must be provided at the latest at the time of the first
communication with the data subject. If the first communication occurs prior to the one-month
time limit after obtaining the personal data, then the information must be provided at the latest at
the time of the first communication with the data subject notwithstanding that one month from the
point of obtaining the data has not expired. If the first communication with a data subject occurs
more than one month after obtaining the personal data then Article 14.3(a) continues to apply, so
that the Article 14 information must be provided to the data subject at the latest within one month
after it was obtained.
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The general one-month time limit in Article 14.3(a) can also be curtailed under Article 14.3(c) *?

81 The use of the words “if the personal data are to be used for..” in Article 14.3(b) indicates a specification to the

general position with regard to the maximum time limit set out in Article 14.3(a) but does not replace it.
FLUFE)OICBT D TEAT—275 () DS 26/F) Lo REDOHMIL, 5 14 &B)(@)IC

HETORRKOHREZBER/ L2 RTERTHLIHOD, ZNEEBXMI DDOTIIRNWI EEZREBL

TW5,

32 The use of the words “if a disclosure to anther recipient is envisaged...” in Article 14.3(c) likewise indicates a

specification to the general position with regard to the maximum time limit set out in Article 14.3(a) but does not
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which provides for a situation where the data are being disclosed to another recipient (whether a
third party or not) . In such a case, the information must be provided at the latest at the time of
the first disclosure. In this scenario, if the disclosure occurs prior to the one-month time limit, then
the information must be provided at the latest at the time of that first disclosure, notwithstanding
that one month from the point of obtaining the data has not expired. Similar to the position with
Article 14.3(b), if any disclosure of the personal data occurs more than one month after obtaining
the personal data, then Article 14.3(a) again continues to apply, so that the Article 14 information
must be provided to the data subject at the latest within one month after it was obtained.
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28. Therefore, in any case, the maximum time limit within which Article 14 information must be
provided to a data subject is one month. However, the principles of fairness and accountability under
the GDPR require data controllers to always consider the reasonable expectations of data subjects, the
effect that the processing may have on them and their ability to exercise their rights in relation to that
processing, when deciding at what point to provide the Article 14 information. Accountability requires
controllers to demonstrate the rationale for their decision and justify why the information was provided
at the time it was. In practice, it may be difficult to meet these requirements when providing
information at the “last moment’. In this regard, Recital 39 stipulates, amongst other things, that data
subjects should be “made aware of the risks, rules, safeguards and rights in relation to the processing
of personal data and how to exercise their rights in relation to such processing”. Recital 60 also refers
to the requirement that the data subject be informed of the existence of the processing operation and

its purposes in the context of the principles of fair and transparent processing. For all of these reasons,

replace it.
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33 Article 4.9 defines “recipient” and clarifies that a recipient to whom personal data are disclosed does not have to
be a third party. Therefore, a recipient may be a data controller, joint controller or processor.
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WP29’s position is that, wherever possible, data controllers should, in accordance with the principle
of fairness, provide the information to data subjects well in advance of the stipulated time limits.
Further comments on the appropriateness of the timeframe between notifying data subjects of the
processing operations and such processing operations actually taking effect are set out in paragraphs
30 to 31 and 48.
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Changes to Article 13 and Article 14 information
FVBRRUFE A RDIEHDEE

29. Being accountable as regards transparency applies not only at the point of collection of personal
data but throughout the processing life cycle, irrespective of the information or communication being
conveyed. This is the case, for example, when changing the contents of existing privacy statements/
notices. The controller should adhere to the same principles when communicating both the initial
privacy statement/ notice and any subsequent substantive or material changes to this statement/ notice.
Factors which controllers should consider in assessing what is a substantive or material change include
the impact on data subjects (including their ability to exercise their rights), and how unexpected/
surprising the change would be to data subjects. Changes to a privacy statement/ notice that should
always be communicated to data subjects include inter alia: a change in processing purpose; a change

to the identity of the controller; or a change as to how data subjects can exercise their rights in relation
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to the processing. Conversely, an example of changes to a privacy statement/ notice which are not
considered by WP29 to be substantive or material include corrections of misspellings, or stylistic/
grammatical flaws. Since most existing customers or users will only glance over communications of
changes to privacy statements/ notices, the controller should take all measures necessary to ensure that
these changes are communicated in such a way that ensures that most recipients will actually notice
them. This means, for example, that a notification of changes should always be communicated by way
of an appropriate modality (e.g. email, hard copy letter, pop-up on a webpage or other modality which
will effectively bring the changes to the attention of the data subject) specifically devoted to those
changes (e.g. not together with direct marketing content), with such a communication meeting the
Article 12 requirements of being concise, transparent, intelligible, easily accessible and using clear
and plain language. References in the privacy statement/ notice to the effect that the data subject should
regularly check the privacy statement/notice for changes or updates are considered not only
insufficient but also unfair in the context of Article 5.1(a). Further guidance in relation to the timing
for notification of changes to data subjects is considered below at paragraph 30 to 31.
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Timing of notification of changes to Article 13 and Article 14 information
FVBRRUVFE I RDIEHEDEEFBHT 21320

30. The GDPR is silent on the timing requirements (and indeed the methods) that apply
for notifications of changes to information that has previously been provided to a data subject under
Article 13 or 14 (excluding an intended further purpose for processing, in which case information on
that further purpose must be notified prior to the commencement of that further processing as per
Articles 13.3 and 14.4 — see below at paragraph 45). However, as noted above in the context of the
timing for the provision of Article 14 information, the data controller must again have regard to the
fairness and accountability principles in terms of any reasonable expectations of the data subject, or
the potential impact of those changes upon the data subject. If the change to the information is
indicative of a fundamental change to the nature of the processing (e.g. enlargement of the categories
of recipients or introduction of transfers to a third country) or a change which may not be fundamental
in terms of the processing operation but which may be relevant to and impact upon the data subject,
then that information should be provided to the data subject well in advance of the change actually
taking effect and the method used to bring the changes to the data subject’s attention should be explicit
and effective. This is to ensure the data subject does not “miss” the change and to allow the data subject
a reasonable timeframe for them to (a) consider the nature and impact of the change and (b) exercise
their rights under the GDPR in relation to the change (e.g. to withdraw consent or to object to the
processing).
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31. Data controllers should carefully consider the circumstances and context of each situation where
an update to transparency information is required, including the potential impact of the changes upon
the data subject and the modality used to communicate the changes, and be able to demonstrate how
the timeframe between notification of the changes and the change taking effect satisfies the principle
of fairness to the data subject. Further, WP29’s position is that, consistent with the principle of fairness,
when notifying such changes to data subjects, a data controller should also explain what will be the
likely impact of those changes on data subjects. However, compliance with transparency requirements
does not “whitewash” a situation where the changes to the processing are so significant that the
processing becomes completely different in nature to what it was before. WP29 emphasises that all of
the other rules in the GDPR, including those relating to incompatible further processing, continue to
apply irrespective of compliance with the transparency obligations.
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32. Additionally, even when transparency information (e.g. contained in a privacy statement/ notice)
does not materially change, it is likely that data subjects who have been using a service for a significant
period of time will not recall the information provided to them at the outset under Articles 13 and/or
14. WP29 recommends that controllers facilitate data subjects to have continuing easy access to the

information to re-acquaint themselves with the scope of the data processing. In accordance with the
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accountability principle, controllers should also consider whether, and at what intervals, it is
appropriate for them to provide express reminders to data subjects as to the fact of the privacy
statement/ notice and where they can find it.
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Modalities - format of information provision
Fi - 1GHIEHDE

33. Both Articles 13 and 14 refer to the obligation on the data controller to “provide the data subject
with all of the following information...” The operative word here is “provide”. This means that the data
controller must take active steps to furnish the information in question to the data subject or to actively
direct the data subject to the location of it (e.g. by way of a direct link, use of a QR code, etc.). The
data subject must not have to actively search for information covered by these articles amongst other
information, such as terms and conditions of use of a website or app. The example at paragraph 11
illustrates this point. As noted above at paragraph 17, WP29 recommends that the entirety of the
information addressed to data subjects should also be available to them in one single place or one
complete document (e.g. whether in a digital form on a website or in paper format) which can be easily
accessed should they wish to consult the entirety of the information.
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34. There is an inherent tension in the GDPR between the requirements on the one hand to provide the
comprehensive information to data subjects which is required under the GDPR, and on the other hand
do so in a form that is concise, transparent, intelligible and easily accessible. As such, and bearing in
mind the fundamental principles of accountability and fairness, controllers must undertake their own
analysis of the nature, circumstances, scope and context of the processing of personal data which they
carry out and decide, within the legal requirements of the GDPR and taking account of the
recommendations in these Guidelines particularly at paragraph 36 below, how to prioritise information
which must be provided to data subjects and what are the appropriate levels of detail and methods for
conveying the information.
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Layered approach in a digital environment and layered privacy statements/ notices
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35. In the digital context, in light of the volume of information which is required to be provided to the
data subject, a layered approach may be followed by data controllers where they opt to use a
combination of methods to ensure transparency. WP29 recommends in particular that layered privacy
statements/ notices should be used to link to the various categories of information which must be
provided to the data subject, rather than displaying all such information in a single notice on the screen,
in order to avoid information fatigue. Layered privacy statements/ notices can help resolve the tension
between completeness and understanding, notably by allowing users to navigate directly to the section
of the statement/ notice that they wish to read. It should be noted that layered privacy statements/
notices are not merely nested pages that require several clicks to get to the relevant information. The
design and layout of the first layer of the privacy statement/ notice should be such that the data subject
has a clear overview of the information available to them on the processing of their personal data and
where/ how they can find that detailed information within the layers of the privacy statement/ notice.

It is also important that the information contained within the different layers of a layered notice is
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consistent and that the layers do not provide conflicting information.
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36. As regards the content of the first modality used by a controller to inform data subjects in a layered
approach (in other words the primary way in which the controller first engages with a data subject),
or the content of the first layer of a layered privacy statement/ notice, WP29 recommends that the first
layer/ modality should include the details of the purposes of processing, the identity of controller and
a description of the data subject’s rights. (Furthermore this information should be directly brought to
the attention of a data subject at the time of collection of the personal data e.g. displayed as a data
subject fills in an online form.) The importance of providing this information upfront arises in
particular from Recital 39%. While controllers must be able to demonstrate accountability as to what
further information they decide to prioritise, WP29’s position is that, in line with the fairness principle,
in addition to the information detailed above in this paragraph, the first layer/ modality should also

contain information on the processing which has the most impact on the data subject and processing

34 Recital 39 states, on the principle of transparency, that “That principle concerns, in particular, information to the
data subjects on the identity of the controller and the purposes of the processing and further information to ensure fair
and transparent processing in respect of natural persons concerned and their right to obtain confirmation and
communication of personal data concerning them which are being processed.”
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which could surprise them. Therefore, the data subject should be able to understand from information
contained in the first layer/ modality what the consequences of the processing in question will be for
the data subject (see also above at paragraph 10).
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37. In a digital context, aside from providing an online layered privacy statement/ notice, data
controllers may also choose to use additional transparency tools (see further examples considered
below) which provide tailored information to the individual data subject which is specific to the
position of the individual data subject concerned and the goods/ services which that data subject is
availing of. It should be noted however that while WP29 recommends the use of online layered privacy
statements/ notices, this recommendation does not exclude the development and use of other
innovative methods of compliance with transparency requirements.
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Layered approach in a non-digital environment
FETCHNIREIZH 1 BEERI G T 70— F

38. A layered approach to the provision of transparency information to data subjects can also be
deployed in an offline/ non-digital context (i.e. a real-world environment such as person-to-person
engagement or telephone communications) where multiple modalities may be deployed by data
controllers to facilitate the provision of information. (See also paragraphs 33 to 37 and 39 to 40 in
relation to different modalities for providing the information.) This approach should not be confused
with the separate issue of layered privacy statements/ notices. Whatever the formats that are used in
this layered approach, WP29 recommends that the first “layer” (in other words the primary way in
which the controller first engages with the data subject) should generally convey the most important
information (as referred to at paragraph 36 above), namely the details of the purposes of processing,
the identity of controller and the existence of the rights of the data subject, together with information
on the greatest impact of processing or processing which could surprise the data subject. For example,
where the first point of contact with a data subject is by telephone, this information could be provided
during the telephone call with the data subject and they could be provided with the balance of the
information required under Article 13/ 14 by way of further, different means, such as by sending a
copy of the privacy policy by email and/ or sending the data subject a link to the controller’s layered
online privacy statement/ notice.
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“Push’ and ““pull’ notices
[ZFwea) RO TF)N1 BH

39. Another possible way of providing transparency information is through the use of “push” and “pull”
notices. Push natices involve the provision of “just-in-time” transparency information notices while

“pull” notices facilitate access to information by methods such as permission management, privacy

dashboards and “learn more” tutorials. These allow for a more user-centric transparency experience

for the data subject.
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A privacy dashboard is a single point from which data subjects can view ‘privacy information’
and manage their privacy preferences by allowing or preventing their data from being used in
certain ways by the service in question. This is particularly useful when the same service is used
by data subjects on a variety of different devices as it gives them access to and control over their
personal data no matter how they use the service. Allowing data subjects to manually adjust their
privacy settings via a privacy dashboard can also make it easier for a privacy statement/ notice to
be personalized by reflecting only the types of processing occurring for that particular data subject.
Incorporating a privacy dashboard into the existing architecture of a service (e.g. by using the
same design and branding as the rest of the service) is preferable because it will ensure that access
and use of it will be intuitive and may help to encourage users to engage with this information, in
the same way that they would with other aspects of the service. This can be an effective way of
demonstrating that “privacy information’ is a necessary and integral part of a service rather than a
lengthy list of legalese.

TIANY=Fyvafl—FE, T=FEEN [TI7 40 —1FH 2F&RrL, MED
P—CEARBRTHLOT —=ZZREOHIETHMNT 2 2 L 2 3T 52 &1
FoTHGTELDT TANY—RELEHTEDLHED1DTHD, ZOHEEIZLY,
TR ERBNZO—ERZEDO L IESTWNDENILND LT, T —F FERIZED
HODEANT —=F~D7 7 AL ZOEHNRARRIZR DT, T — % EEPEEDOT N
A ATR LY —ERZFAT 25BN TH D, T—F EERN T TA N —F
ValR—RzBELTHERDOT TA N —RELFEH THETE 2 LT, 20k
EDOT —=Z ERICONTRET LR DOHERMESED L TTTA N —RAT —
NAVKNSTTAN—) =T g A=V F T4 AL L5, Bz, ot

41



—EREE LTSN T T RERMATL228280) = 2DBFEOT —F7 7
FX¥ =T TAN—F vy 2R— REeffBiadiX, ZOEE~DT 7R LZOFIH
MEEAR2 D LR D L O LT, —EXDMOMIE & [ CHETZOFRICHET S
L2 =P =BT ETELOAREERH D720, £ THTENEE LV, UL,
[ 7T AR —IFHR] B, EEHEOEWI A REWS I LA, —ERAOMEAR
ARG T D 2 & R T DITHRN 2 HIETH 5,

A just-in-time notice is used to provide specific ‘privacy information’ in an ad hoc manner, as and
when it is most relevant for the data subject to read. This method is useful for providing
information at various points throughout the process of data collection; it helps to spread the
provision of information into easily digestible chunks and reduces the reliance on a single privacy
statement/ notice containing information that is difficult to understand out of context. For example,
if a data subject purchases a product online, brief explanatory information can be provided in pop-
ups accompanying relevant fields of text. The information next to a field requesting the data
subject’s telephone number could explain for example that this data is only being collected for the
purposes of contact regarding the purchase and that it will only be disclosed to the delivery service.
VXA M ZALDOEINEL, T ERICERGEENH Y FELHZTHLILEIC, £
DGR TRED [ 7T A N —FH] RS 570l sng, ZOHEZ 7
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SNHEWD ZLEBHTLHELD D,

Other types of ““appropriate measures™
Moz 170D TEGEE

40. Given the very high level of internet access in the EU and the fact that data subjects can go online

at any time, from multiple locations and different devices, as stated above, WP29’s position is that an

“appropriate measure” for providing transparency information in the case of data controllers who

maintain a digital/ online presence, is to do so through an electronic privacy statement/ notice.

However, based on the circumstances of the data collection and processing, a data controller may need

to additionally (or alternatively where the data controller does not have any digital/online presence)
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use other modalities and formats to provide the information. Other possible ways to convey the
information to the data subject arising from the following different personal data environments may
include the following modes applicable to the relevant environment which are listed below. As noted
previously, a layered approach may be followed by controllers where they opt to use a combination of
such methods while ensuring that the most important information (see paragraph 36 and 38) is always
conveyed in the first modality used to communicate with the data subject.
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— 2 FERDPEROGITRRR DT NA ADENDTHF T NIT 7 EATEDLEND
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a. Hard copy/ paper environment, for example when entering into contracts by postal means: written
explanations, leaflets, information in contractual documentation, cartoons, infographics or flowcharts;
a. B, BETENEATLLG BT 2/ — Fat— MoORE - FimiZ L 55,
V=7V b, BRLEORKE®R, 1 a~EE, 747774y 770 —F v — k|

b. Telephonic environment: oral explanations by a real person to allow interaction and questions to be
answered or automated or pre-recorded information with options to hear further more detailed
information;

Bana FIHT 285 . *IEECEMA~DEIZ D FRER AL O ARIZ L 5 NEHOFHHA T E
OICFEMREREZMT D2 L VO BINEAHE L ECORBIEFE LIIBREEFICLD
T OFRAE,

c. Screenless smart technology/ 10T environment such as Wi-Fi tracking analytics: icons, QR codes,
voice alerts, written details incorporated into paper set-up instructions, videos incorporated into digital
set-up instructions, written information on the smart device, messages sent by SMS or email, visible

boards containing the information, public signage or public information campaigns;
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d. Person to person environment, such as responding to opinion polls, registering in person for a
service: oral explanations or written explanations provided in hard or soft copy format;

d. HERHAE~DOEIZ ., AN XDV —ERAOEHREKR & O AHMEA DR : RETO
A I N— Fa e =3V 7 ha v —IZ X D E,

e. “Real-life” environment with CCTV/ drone recording: visible boards containing the information,
public signage, public information campaigns or newspaper/ media notices.

e.CCTV/ Fu—rOREIZ L % S BE : [FREaRTTHHICRALR— R, A4ko
Tk, ABE#RF v o2 B AT 4TI LA A,

Information on profiling and automated decision-making
Fazra4 ) >0EBHIESIhEEREREIZET SIEHR

41. Information on the existence of automated decision-making, including profiling, as referred to in
Articles 22.1 and 22.4, together with meaningful information about the logic involved and the
significant and envisaged consequences of the processing for the data subject, forms part of the
obligatory information which must be provided to a data subject under Articles 13.2(f) and 14.2(g).
WP29 has produced guidelines on automated individual decision-making and profiling® which
should be referred to for further guidance on how transparency should be given effect in the particular
circumstances of profiling. It should be noted that, aside from the specific transparency requirements
applicable to automated decision-making under Articles 13.2(f) and 14.2(g), the comments in these
guidelines relating to the importance of informing data subjects as to the consequences of processing
of their personal data, and the general principle that data subjects should not be taken by surprise by

the processing of their personal data, equally apply to profiling generally (not just profiling which is

35 Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 2016/679, WP
251

2016/679 HAIO B DI=b DT 07 7 A4 ) o 72 G HEML SN BAOBBIREIZET T4 R4
>, WP 251
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captured by Article 22%%), as a type of processing®’.
“Qz%m&w%zz%wféﬁbfwéiam\fm774vyf%€ﬂﬁﬁkén
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Other issues — risks, rules and safeguards

EDMDRTE - VX2, HE. REEE

42. Recital 39 of the GDPR also refers to the provision of certain information which is not explicitly
covered by Articles 13 and Article 14 (see recital text above at paragraph 28). The reference in this
recital to making data subjects aware of the risks, rules and safeguards in relation to the processing of
personal data is connected to a number of other issues. These include data protection impact
assessments (DPIAs). As set out in the WP29 Guidelines on DPIAs, *® data controllers may consider
publication of the DPIA (or part of it), as a way of fostering trust in the processing operations and
demonstrating transparency and accountability, although such publication is not obligatory.
Furthermore, adherence to a code of conduct (provided for under Article 40) may go towards

demonstrating transparency, as codes of conduct may be drawn up for the purpose of specifying the

36 This applies to decision-making based solely on automated processing, including profiling, which produces legal
effects concerning the data subject or similarly significantly affects him or her.

L, a7y A ) 7R EDEBEINIEBRVORICESS BERRETH- T, 7 —% EFRICH
T OERIRNTT — 2 ERICERO BRI R 2 RFTHOICEH SN D,

37 Recital 60, which is relevant here, states that “Furthermore, the data subject should be informed of the existence of
profiling and the consequences of such profiling”.

AU 2RICE 60 HTIE, TEhlZ, 7—XFEEIX, 7u77 A4V TOFELDOED L S 727
077 A Y I MOETLRERICOVTHIHERORBEEZZ T2 0D E LARTHIERORN, ) Lifdbh
TWo,

38 Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result
in a high risk” for the purposes of Regulation 2016/679, WP 248 rev.1

TSR %%ﬁ*i.“mﬁﬂ (DPIA) RO A 2016/679 HLAIDWEH . TEWI A7 % b7 b3 2 L3 P48
SNDI PELOHENCET 201 FTA . WP 248 rev.1
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application of the GDPR with regard to: fair and transparent processing; information provided to the
public and to data subjects; and information provided to, and the protection of, children, amongst other
issues.

42. £7-. GDPR D3 39 HTIE, % 13 KLU 14 RICBWTHIRIIZITNR L sh
TWRW—EDF RO ?E)?& LTW% (R 28 HOXLE 2 S M), AT —Z DR
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43. Another relevant issue relating to transparency is data protection by design and by default (as
required under Article 25). These principles require data controllers to build data protection
considerations into their processing operations and systems from the ground up, rather than taking
account of data protection as a last-minute compliance issue. Recital 78 refers to data controllers
implementing measures that meet the requirements of data protection by design and by default
including measures consisting of transparency with regard to the functions and processing of personal
data.

3. BEMIMEICEAL TH 9 —offfEL o> T b DL, (25 FKICLVERSND) T—X
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44. Separately, the issue of joint controllers is also related to making data subjects aware of the risks,
rules and safeguards. Article 26.1 requires joint controllers to determine their respective
responsibilities for complying with obligations under the GDPR in a transparent manner, in particular
with regard to the exercise by data subjects of their rights and the duties to provide the information

under Articles 13 and 14. Article 26.2 requires that the essence of the arrangement between the data
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controllers must be made available to the data subject. In other words, it must be completely clear to
a data a subject as to which data controller he or she can approach where they intend to exercise one
or more of their rights under the GDPR®,

44, BFREIIRNC, HFEEBE OMBER, U A7 HAL REREICE LT — 2 BRI
WP AT O Z LIZBR LT D, 526 §2(1) Tl HEEBE ISR L, FR2T — & RIS
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Information related to further processing

BMEERR LM EEEY H1EHR

45. Both Articles 13 and Article 14 contain a provision®® that requires a data controller to inform a
data subject if it intends to further process their personal data for a purpose other than that for which
it was collected/ obtained. If so, “the controller shall provide the data subject prior to that further
processing with information on that other purpose and with any relevant further information as
referred to in paragraph 2”. These provisions specifically give effect to the principle in Article 5.1(b)
that personal data shall be collected for specified, explicit and legitimate purposes, and further
processing in a manner that is incompatible with these purposes is prohibited*'. The second part of
Article 5.1(b) states that further processing for archiving purposes in the public interest, scientific or
historical research purposes or for statistical purposes, shall, in accordance with Article 89.1, not be
considered to be incompatible with the initial purposes. Where personal data are further processed for

purposes that are compatible with the original purposes (Article 6.4 informs this issue*?), Articles 13.3

3% Under Article 26.3, irrespective of the terms of the arrangement between joint data controllers under Article 26.1, a
data subject may exercise his or her rights under the GDPR in respect of and against each of the joint data controllers.
5526 SREICHED X, 26 F(O)ICES ERT —FFBHEAR OB RO DFIFITIr b LT, T —4
FRIT, FEET =X FRFITONT, Flo, ThICxHIL T, GDPRIZEI B b ORI A1THT 5 =

EBTED,
40 At Articles 13.3 and 14.4, which are expressed in identical terms, apart from the word “collected”, which is used in
Article 13, and which is replaced with the word “obtained” in Article 14.

B 13 RQLUE 14 £@iX, H13&TIE ESN D) L) FERfEDLI, 14 5LTIEINN

MM SNE] LV SHECESBZONTWALSN, F—OHETRIIN TV,

41 See, for example on this principle, Recitals 47, 50, 61, 156, 158; Articles 6.4 and 89

ZOFANZOWTIE, BlAIX, BISCH 47 2, 50 55, 61 4H, 156 JH, 1658 M, F7-. % 6 k(4K UM 89
Eie JicH
42 Article 6.4 sets out, in non-exhaustive fashion, the factors which are to be taken into account in ascertaining
whether processing for another purpose is compatible with the purpose for which the personal data are initially
collected, namely: the link between the purposes; the context in which the personal data have been collected; the
nature of the personal data (in particular whether special categories of personal data or personal data relating to
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and 14.4 apply. The requirements in these articles to inform a data subject about further processing
promotes the position in the GDPR that a data subject should reasonably expect that at the time and in
the context of the collection of personal data that processing for a particular purpose may take place®.
In other words, a data subject should not be taken by surprise at the purpose of processing of their
personal data.
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46. Articles 13.3 and 14.4, insofar as they refer to the provision of “any relevant further information
as referred to in paragraph 2”, may be interpreted at first glance as leaving some element of
appreciation to the data controller as to the extent of and the particular categories of information from
the relevant sub-paragraph 2 (i.e. Article 13.2 or 14.2 as applicable) that should be provided to the data
subject. (Recital 61 refers to this as “other necessary information’.) However the default position is
that all such information set out in that subarticle should be provided to the data subject unless one or
more categories of the information does not exist or is not applicable.

46. 55 13 QMO 14 F@NE. [FH 2 HWTEDS L 5705 65 BIEIED D 3 ENHT T
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criminal offences and convictions are included); the possible consequences of the intended further processing for data
subjects; and the existence of appropriate safeguards.
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43 Recitals 47 and 50
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47. WP29 recommends that, in order to be transparent, fair and accountable, controllers should
consider making information available to data subjects in their privacy statement/ notice on the
compatibility analysis carried out under Article 6.4* where a legal basis other than consent or
national/ EU law is relied on for the new processing purpose. (In other words, an explanation as to
how the processing for the other purpose(s) is compatible with the original purpose). This is to allow
data subjects the opportunity to consider the compatibility of the further processing and the safeguards
provided and to decide whether to exercise their rights e.g. the right to restriction of processing or the
right to object to processing, amongst others®. Where controllers choose not to include such
information in a privacy notice/ statement, WP29 recommends that they make it clear to data subjects
that they can obtain the information on request.
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48. Connected to the exercise of data subject rights is the issue of timing. As emphasized above, the
provision of information in a timely manner is a vital element of the transparency requirements under
Articles 13 and 14 and is inherently linked to the concept of fair processing. Information in relation to
further processing must be provided “prior to that further processing”. WP29’s position is that a

reasonable period should occur between the notification and the processing commencing rather than

4 Also referenced in Recital 50

HISCEB B0 HTHE M LTS,
4 As referenced in Recital 63, this will enable a data subject to exercise the right of access in order to be aware of
and to verify the lawfulness of the processing.

M 63 TER LTVA LS, ZAUTE Y, F— ERH, TR OMIEEZRBL . BIET 2
TeOIZT 7B AMEEATIET D 2 L B ATRRIC 2 D,
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an immediate start to the processing upon notification being received by the data subject. This gives
data subjects the practical benefits of the principle of transparency, allowing them a meaningful
opportunity to consider (and potentially exercise their rights in relation to) the further processing.
What is a reasonable period will depend on the particular circumstances. The principle of fairness
requires that the more intrusive (or less expected) the further processing, the longer the period should
be. Equally, the principle of accountability requires that data controllers be able to demonstrate how
the determinations they have made as regards the timing for the provision of this information are
justified in the circumstances and how the timing overall is fair to data subjects. (See also the previous
comments in relation to ascertaining reasonable timeframes above at paragraphs 30 to 32.)
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Visualisation tools
RMEILY—I

49. Importantly, the principle of transparency in the GDPR is not limited to being effected simply
through language communications (whether written or oral). The GDPR provides for visualization
tools (referencing in particular, icons, certification mechanisms, and data protection seals and marks)

where appropriate. Recital 58 indicates that the accessibility of information addressed to the public

46 “Such information could be provided in electronic form, for example, when addressed to the public, through a
website. This is of particular relevance in situations where the proliferation of actors and the technological
complexity of practice make it difficult for the data subject to know and understand whether, by whom and for what
purpose personal data relating to him or her are being collected, such as in the case of online advertising.”

(20X 5 BRI, BIxE, V=7V A FE0 L TARICBEINDHEITIE, B2 TRt
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or to data subjects is especially important in the online environment*’.

49. EE /i L LT, GDPR (2T 2 ZMMEDIFAIAZ FEBL 5 HikiE, (FEXIXABEIZH
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Icons
LIz

50. Recital 60 makes provision for information to be provided to a data subject “in combination” with
standardized icons, thus allowing for a multi-layered approach. However, the use of icons should not
simply replace information necessary for the exercise of a data subject’s rights nor should they be used
as a substitute to compliance with the data controller’s obligations under Articles 13 and 14. Article
12.7 provides for the use of such icons stating that:
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“The information to be provided to data subjects pursuant to Articles 13 and 14 may be provided in
combination with standardized icons in order to give in an easily visible, intelligible and clearly legible
manner a meaningful overview of the intended processing. Where icons are presented electronically
they shall be machine-readable”.
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51. As Article 12.7 states that “Where the icons are presented electronically, they shall be

machinereadable”, this suggests that there may be situations where icons are not presented

THY  BFET D 2 L BREERRBUC B W TRHICEETH S |,
47 In this context, controllers should take into account visually impaired data subjects (e.g. red-green colour
blindness).
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electronically, * for example icons on physical paperwork, loT devices or IoT device packaging,
notices in public places about Wi-Fi tracking, QR codes and CCTV notices.

51. 5 12 () TIX 17 A 2 U BEFHNZEK TN XN SHGE, 61T, BEWICL > TaAiR
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52. Clearly, the purpose of using icons is to enhance transparency for data subjects by potentially
reducing the need for vast amounts of written information to be presented to a data subject. However,
the utility of icons to effectively convey information required under Articles 13 and 14 to data subjects
is dependent upon the standardization of symbols/ images to be universally used and recognized across
the EU as shorthand for that information. In this regard, the GDPR assigns responsibility for the
development of a code of icons to the Commission but ultimately the European Data Protection Board
may, either at the request of the Commission or of its own accord, provide the Commission with an

opinion on such icons*. WP29 recognises that, in line with Recital 166, the development of a code of

4 There is no definition of “machine-readable” in the GDPR but Recital 21 of Directive 2013/37/EU17 defines
“machine-readable” as:

““a file format structured so that software applications can easily identify, recognize and extract specific data,
including individual statements of fact, and their internal structure. Data encoded in files that are structured in a
machine-readable format are machine-readable data. Machine-readable formats can be open or proprietary; they
can be formal standards or not. Documents encoded in a file format that limits automatic processing, because the
data cannot, or cannot easily, be extracted from them, should not be considered to be in a machine-readable format.
Member States should where appropriate encourage the use of open, machine-readable formats.”

GDPR Tl& M AIFEME ] ICOWTER L TWARWE DO, 1555 2013/37/EULT 5 ORICE 21 Tl
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49 Article 12.8 provides that the Commission is empowered to adopt delegated acts under Article 92 for the purpose
of determining the information to be presented by the icons and the information for providing standardised icons.
Recital 166 (which deals with delegated acts of the Commission in general) is instructive, providing that the
Commission must carry out appropriate consultations during its preparatory work, including at expert level. However,
the European Data Protection Board (EDPB) also has an important consultative role to play in relation to the
standardisation of icons as Article 70.1(r) states that the EDPB shall on its own initiative or, where relevant, at the
request of the Commission, provide the Commission with an opinion on icons.

%12 5:8) Tix. BRMZE SN, 74 2 VR TRRINDEBREOEEL SN T A 2 & fftd
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icons should be centred upon an evidence-based approach and in advance of any such standardization
it will be necessary for extensive research to be conducted in conjunction with industry and the wider
public as to the efficacy of icons in this context.

52. FILNT, TA 22532 BWIL, R EOFRIZK HFHE 7 — & FIRICERTR
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Certification mechanisms, seals and marks
/.m,lgf)(ﬂ XA /_/L& 007_7

53. Aside from the use of standardized icons, the GDPR (Article 42) also provides for the use of data
protection certification mechanisms, data protection seals and marks for the purpose of demonstrating
compliance with the GDPR of processing operations by data controllers and processors and enhancing

transparency for data subjects®. WP29 will be issuing guidelines on certification mechanisms in due

course.
53, HEHE(LENT=T A 2 DFEFLSMT G . Gmm(%4%@*@ L T A E PR SO
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Exercise of data subjects’ rights

— 2 EERDOERITHE

54. Transparency places a triple obligation upon data controllers insofar as the rights of data subjects

50 See the reference in Recital 100
HISCER 100 THO S k2SR,
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under the GDPR are concerned, as they must®:
54, 7 — X EEE X, BHMEOFANC X Y | GDPRIZHES L 7 — % EIROHEF D3 BLRT 5 R
V. RO=ZDSOEBEEHA D L

provide information to data subjects on their rights®® (as required under Articles 13.2(b) and
14.2(c));

(565 13 §:(2)(b) L OV 14 SRQ)(O)NTEEDZTER SN TV D L H12) BH L OHERIZEET 5
A7 — 2 TRICERAE L 21T T 72 5 7e 0 2

comply with the principle of transparency (i.e. relating to the quality of the communications as set

out in Article 12.1) when communicating with data subjects in relation to their rights under

Articles 15 to 22 and 34; and

55 15 =M B 22 G- E TROE 34 RIZE D HEFNZOWTT — & ERITHERK T DRI
(3 12 Z2O)ICHE T 2 O ICBE L <) B FHANZRED 22 T T 5720,
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facilitate the exercise of data subjects’ rights under Articles 15 to 22.
515 /D 22 7o E TILEDS S T — % EROHERIOATHE 22 L 72 1 1L 722 5720,

55. The GDPR requirements in relation to the exercise of these rights and the nature of the information
required are designed to meaningfully position data subjects so that they can vindicate their rights and
hold data controllers accountable for the processing of their personal data. Recital 59 emphasises that
“modalities should be provided for facilitating the exercise of the data subject’s rights” and that the
data controller should *“also provide means for requests to be made electronically, especially where
personal data are processed by electronic means”. The modality provided by a data controller for data
subjects to exercise their rights should be appropriate to the context and the nature of the relationship
and interactions between the controller and a data subject. To this end, a data controller may wish to
provide one or more different modalities for the exercise of rights that are reflective of the different
ways in which data subjects interact with that data controller.

55. T D DHEMOATH O E & SN DIFHMOMEEIZET % GDPR OZA/HL, 77— # FAK
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51 Under the Transparency and Modalities section of the GDPR on Data Subject Rights (Section 1, Chapter I,
namely Article 12)

T — 2 LEOHEFNCBFR T 5 GDPR OFEMMR OFhe 0 (B3 F1H., I72bbHE125) ([iED
< o
52 Access, rectification, erasure, restriction on processing, object to processing, portability
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Example

1l

A health service provider uses an electronic form on its website, and paper forms in the receptions
of its health clinics, to facilitate the submission of access requests for personal data both online and
in person. While it provides these modalities, the health service still accepts access requests
submitted in other ways (such as by letter and by email) and provides a dedicated point of contact
(which can be accessed by email and by telephone) to help data subjects with the exercise of their
rights.
HOHERT—EAREF T, A TA U TOLDEREIZL D LOOmFIZL HEAT
— X D7 7 AEROBEHERET D720, V=TV A N ETOEFT +— b LT
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Exceptions to the obligation to provide information

R DORFHICHT 05

Article 13 exceptions
FH 13 FDHISf

56. The only exception to a data controller’s Article 13 obligations where it has collected personal data
directly from a data subject occurs “where and insofar as, the data subject already has the information”

%3, The principle of accountability requires that data controllers demonstrate (and document) what

5 Article 13.4
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information the data subject already has, how and when they received it and that no changes have
since occurred to that information that would render it out of date. Further, the use of the phrase
“insofar as” in Article 13.4 makes it clear that even if the data subject has previously been provided
with certain categories from the inventory of information set out in Article 13, there is still an
obligation on the data controller to supplement that information in order to ensure that the data subject
now has a complete set of the information listed in Articles 13.1 and 13.2. The following is a best
practice example concerning the limited manner in which the Article 13.4 exception should be
construed.
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Example

Bl

An individual signs up to an online email service and receives all of the required Article 13.1 and
13.2 information at the point of sign-up. Six months later the data subject activates a connected
instant message functionality through the email service provider and provides their mobile
telephone number to do so. The service provider gives the data subject certain Article 13.1 and 13.2
information about the processing of the telephone number (e.g. purposes and legal basis for
processing, recipients, retention period) but does not provide other information that the individual
already has from 6 months ago and which has not since changed (e.g. the identity and contact details
of the controller and the data protection officer, information on data subject rights and the right to
complain to the relevant supervisory authority). As a matter of best practice however, the complete
suite of information should be provided to the data subject again but the data subject also should be
able to easily tell what information amongst it is new. The new processing for the purposes of the

instant messaging service may affect the data subject in a way which would prompt them to seek to

¥ 134 (4)
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exercise a right they may have forgotten about, having been informed six months prior. Providing
all the information again helps to ensure the data subject remains well informed about how their
data is being used and their rights.
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Article 14 exceptions
14 ZDHYH)

57. Article 14 carves out a much broader set of exceptions to the information obligation on a data
controller where personal data has not been obtained from the data subject. These exceptions should,
as a general rule, be interpreted and applied narrowly. In addition to the circumstances where the data
subject already has the information in question (Article 14.5(a)), Article 14.5 also allows for the
following exceptions:

57. %5 14 fRliF. T = EERNOBANT =2 Z/HTORWGAICHONWT, 7T — 2 EHEDIF
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The provision of such information is impossible or would involve a disproportionate effort, in
particular for processing for archiving purposes in the public interest, scientific or historical

57



research purposes or statistical purposes, or where it would make the achievement of the
objectives of the processing impossible or seriously impair them;

ZO LD RIFROBMPDBAFRETH L0, L, MRRAHELET 56, Frlcadko
FEE D 7= D OLRE B, B rgaiges U < IR SERATSE B B SUIHEET B B O 7 8 D Bl
W, XATENIC KD SRR O BRYDERD TE RV L X2 OB R b D
Ba.
The data controller is subject to a national law or EU law requirement to obtain or disclose the
personal data and that the law provides appropriate protections for the data subject’s legitimate
interests ; or
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An obligation of professional secrecy (including a statutory obligation of secrecy) which is
regulated by national or EU law means the personal data must remain confidential.

(EDOFRES 25 ) EU EXIENIEIZ Lo THRE SV TV DI EOSTRIERS
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Proves impossible, disproportionate effort and serious impairment of objectives
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58. Article 14.5(b) allows for 3 separate situations where the obligation to provide the information set
out in Articles 14.1, 14.2 and 14.4 is lifted:

58. %5 14 %(5)(b) Tl&. LA F D = URIICBWTE 14 (1), % 14 Q)KL 14 L@ E
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(i) Where it proves impossible (in particular for archiving, scientific/ historical research or statistical
purposes);

(i) (RRiCfRE BN, B0 U <IEBESEAATSE B SUIHEGET A RO 72 012) AR AlHE
ThoHZ ENHIT 55,

(ii) Where it would involve a disproportionate effort (in particular for archiving, scientific/ historical
research or statistical purposes); or

(i)  (FricfR® B RO, Bnods U <UZBESEROBFZE B B SUTIHEEN H O 729012) ZAuhMsE O
WEE 2D SHa. X

58



(iii) Where providing the information required under Article 14.1 would make the achievement of the
objectives of the processing impossible or seriously impair them.

(i) % 14 RO HESEHHEL SN DIERERAE L7256 SO B DR TE
ZNAVEDQEE LAY oY g AR AN

“Proves impossible™
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59. The situation where it “proves impossible” under Article 14.5(b) to provide the information is an
all or nothing situation because something is either impossible or it is not; there are no degrees of
impossibility. Thus if a data controller seeks to rely on this exemption it must demonstrate the factors
that actually prevent it from providing the information in question to data subjects. If, after a certain
period of time, the factors that caused the “impossibility” no longer exist and it becomes possible to
provide the information to data subjects then the data controller should immediately do so. In practice,
there will be very few situations in which a data controller can demonstrate that it is actually
impossible to provide the information to data subjects. The following example demonstrates this.
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Example

Bl

A data subject registers for a post-paid online subscription service. After registration, the data
controller collects credit data from a credit-reporting agency on the data subject in order to decide
whether to provide the service. The controller’s protocol is to inform data subjects of the collection
of this credit data within three days of collection, pursuant to Article 14.3(a). However, the data
subject’s address and phone number is not registered in public registries (the data subject is in fact
living abroad). The data subject did not leave an email address when registering for the service or
the email address is invalid. The controller finds that it has no means to directly contact the data

subject. In this case, however, the controller may give information about collection of credit
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reporting data on its website, prior to registration. In this case, it would not be impossible to provide
information pursuant to Article 14.
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Impossibility of providing the source of the data
T—ADIEHRETT CEHTELGEZE

60. Recital 61 states that “where the origin of the personal data cannot be provided to the data subject
because various sources have been used, general information should be provided”. The lifting of the

requirement to provide data subjects with information on the source of their personal data applies only
where this is not possible because different pieces of personal data relating to the same data subject
cannot be attributed to a particular source. For example, the mere fact that a database comprising the

personal data of multiple data subjects has been compiled by a data controller using more than one

source is not enough to lift this requirement if it is possible (although time consuming or burdensome)

to identify the source from which the personal data of individual data subjects derived. Given the

requirements of data protection by design and by default, ** transparency mechanisms should be built
into processing systems from the ground up so that all sources of personal data received into an

organization can be tracked and traced back to their source at any point in the data processing life

cycle (see paragraph 43 above).
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“Disproportionate effort”™
IBEDEE)

61. Under Article 14.5(b), as with the “proves impossible” situation, “disproportionate effort” may
also apply, in particular, for processing “for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, subject to the safeguards referred to in Article
89(1)”. Recital 62 also references these objectives as cases where the provision of information to the
data subject would involve a disproportionate effort and states that in this regard, the number of data
subjects, the age of the data and any appropriate safeguards adopted should be taken into consideration.
Given the emphasis in Recital 62 and Article 14.5(b) on archiving, research and statistical purposes
with regard to the application of this exemption, WP29’s position is that this exception should not be
routinely relied upon by data controllers who are not processing personal data for the purposes of
archiving in the public interest, for scientific or historical research purposes or statistical purposes.
WP29 emphasises the fact that where these are the purposes pursued, the conditions set out in Article
89.1 must still be complied with and the provision of the information must constitute a
disproportionate effort.
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62. In determining what may constitute either impossibility or disproportionate effort under Article
14.5(b), it is relevant that there are no comparable exemptions under Article 13 (where personal data
is collected from a data subject). The only difference between an Article 13 and an Article 14 situation
is that in the latter, the personal data is not collected from the data subject. It therefore follows that
impossibility or disproportionate effort typically arises by virtue of circumstances which do not apply
if the personal data is collected from the data subject. In other words, the impossibility or
disproportionate effort must be directly connected to the fact that the personal data was obtained other
than from the data subject.
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Example

Bl

A large metropolitan hospital requires all patients for day procedures, longer-term admissions and
appointments to fill in a Patient Information Form which seeks the details of two next-of-kin (data
subjects). Given the very large volume of patients passing through the hospital on a daily basis, it
would involve disproportionate effort on the part of the hospital to provide all persons who have
been listed as next-of-kin on forms filled in by patients each day with the information required
under Article 14.

HHE ORIEFETIL, 2 NAOEHE (F—% £F) OFEMeEma 152 S5 HRAKICET
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63. The factors referred to above in Recital 62 (number of data subjects, the age of the data and any
appropriate safeguards adopted) may be indicative of the types of issues that contribute to a data

controller having to use disproportionate effort to notify a data subject of the relevant Article 14

62



information.
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Example

Bl

Historical researchers seeking to trace lineage based on surnames indirectly obtain a large dataset
relating to 20,000 data subjects. However, the dataset was collected 50 years ago, has not been
updated since, and does not contain any contact details. Given the size of the database and more
particularly, the age of the data, it would involve disproportionate effort for the researchers to try to
trace the data subjects individually in order to provide them with Article 14 information.
PEICEEDWTHERZBINL L9 L3 DBEUMIZEE N 2 HADT — 2 EIRICEAT 5 RE 2
T—Fty NEMENICEG Lz, LELRRL, 207 —% &y M50 FRTITINE S
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WIS 2720107 — & EERZEBNENT 2 2 STl ERAHZ LD,

64. Where a data controller seeks to rely on the exception in Article 14.5(b) on the basis that provision
of the information would involve a disproportionate effort, it should carry out a balancing exercise to
assess the effort involved for the data controller to provide the information to the data subject against
the impact and effects on the data subject if he or she was not provided with the information. This
assessment should be documented by the data controller in accordance with its accountability
obligations. In such a case, Article 14.5(b) specifies that the controller must take appropriate measures
to protect the data subject’s rights, freedoms and legitimate interests. This applies equally where a
controller determines that the provision of the information proves impossible, or would likely render
impossible or seriously impair the achievement of the objectives of the processing. One appropriate
measure, as specified in Article 14.5(b), that controllers must always take is to make the information
publicly available. A controller can do this in a number of ways, for instance by putting the information
on its website, or by proactively advertising the information in a newspaper or on posters on its
premises. Other appropriate measures, in addition to making the information publicly available, will
depend on the circumstances of the processing, but may include: undertaking a data protection impact

assessment; applying pseudonymisation techniques to the data; minimizing the data collected and the
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storage period; and implementing technical and organizational measures to ensure a high level of
security. Furthermore, there may be situations where a data controller is processing personal data
which does not require the identification of a data subject (for example with pseudonymised data). In
such cases, Article 11.1 may also be relevant as it states that a data controller shall not be obliged to
maintain, acquire or process additional information in order to identify the data subject for the sole
purposes of complying with the GDPR.
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Serious impairment of objectives
BRIDFEZ B GO SEE

65. The final situation covered by Article 14.5(b) is where a data controller’s provision of the
information to a data subject under Article 14.1 is likely to make impossible or seriously impair the
achievement of the processing objectives. To rely on this exception, data controllers must demonstrate
that the provision of the information set out in Article 14.1 alone would nullify the objectives of the
processing. Notably, reliance on this aspect of Article 14.5(b) presupposes that the data processing

satisfies all of the principles set out in Article 5 and that most importantly, in all of the circumstances,
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the processing of the personal data is fair and that it has a legal basis.
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Example

1l

Bank A is subject to a mandatory requirement under anti-money laundering legislation to report
suspicious activity relating to accounts held with it to the relevant financial law enforcement
authority. Bank A receives information from Bank B (in another Member State) that an account
holder has instructed it to transfer money to another account held with Bank A which appears
suspicious. Bank A passes this data concerning its account holder and the suspicious activities to
the relevant financial law enforcement authority. The anti-money laundering legislation in question
makes it a criminal offence for a reporting bank to “tip off” the account holder that they may be
subject to regulatory investigations. In this situation, Article 14.5(b) applies because providing the
data subject (the account holder with Bank A) with Article 14 information on the processing of
account holder’s personal data received from Bank B would seriously impair the objectives of the
legislation, which includes the prevention of “tip-offs”. However, general information should be
provided to all account holders with Bank A when an account is opened that their personal data may
be processed for anti-money laundering purposes.
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Obtaining or disclosing is expressly laid down in law
WER(ZERHERICHHZ I AT EE

66. Article 14.5(c) allows for a lifting of the information requirements in Articles 14.1, 14.2 and 14.4
insofar as the obtaining or disclosure of personal data “is expressly laid down by Union or Member
State law to which the controller is subject”. This exemption is conditional upon the law in question
providing “appropriate measures to protect the data subject’s legitimate interests”. Such a law must
directly address the data controller and the obtaining or disclosure in question should be mandatory
upon the data controller. Accordingly, the data controller must be able to demonstrate how the law in
question applies to them and requires them to either obtain or disclose the personal data in question.
While it is for Union or Member State law to frame the law such that it provides “appropriate measures
to protect the data subject’s legitimate interests”, the data controller should ensure (and be able to
demonstrate) that its obtaining or disclosure of personal data complies with those measures.
Furthermore, the data controller should make it clear to data subjects that it obtains or discloses
personal data in accordance with the law in question, unless there is a legal prohibition preventing the
data controller from doing so. This is in line with Recital 41 of the GDPR, which states that a legal
basis or legislative measure should be clear and precise, and its application should be foreseeable to
persons subject to it, in accordance with the case law of the Court of Justice of the EU and the European
Court of Human Rights. However, Article 14.5(c) will not apply where the data controller is under an
obligation to obtain data directly from a data subject, in which case Article 13 will apply. In that case,
the only exemption under the GDPR exempting the controller from providing the data subject with
information on the processing will be that under Article 13.4 (i.e. where and insofar as the data subject
already has the information). However, as referred to below at paragraph 68, at a national level,
Member States may also legislate, in accordance with Article 23, for further specific restrictions to the
right to transparency under Article 12 and to information under Articles 13 and 14.
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Example

Bl

A tax authority is subject to a mandatory requirement under national law to obtain the details of
employees’ salaries from their employers. The personal data is not obtained from the data subjects
and therefore the tax authority is subject to the requirements of Article 14. As the obtaining of the
personal data by the tax authority from employers is expressly laid down by law, the information
requirements in Article 14 do not apply to the tax authority in this instance.
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Confidentiality by virtue of a secrecy obligation
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67. Article 14.5(d) provides for an exemption to the information requirement upon data controllers

where the personal data “must remain confidential subject to an obligation of professional secrecy
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regulated by Union or Member State law, including a statutory obligation of secrecy”. Where a data
controller seeks to rely on this exemption, it must be able to demonstrate that it has appropriately
identified such an exemption and to show how the professional secrecy obligation directly addresses
the data controller such that it prohibits the data controller from providing all of the information set
out in Articles 14.1, 14.2 and 14.4 to the data subject.
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Example

Bl

A medical practitioner (data controller) is under a professional obligation of secrecy in relation to
his patients’ medical information. A patient (in respect of whom the obligation of professional
secrecy applies) provides the medical practitioner with information about her health relating to a
genetic condition, which a number of her close relatives also have. The patient also provides the
medical practitioner with certain personal data of her relatives (data subjects) who have the same
condition. The medical practitioner is not required to provide those relatives with Article 14
information as the exemption in Article 14.5(d) applies. If the medical practitioner were to provide
the Article 14 information to the relatives, the obligation of professional secrecy, which he owes to
his patient, would be violated.
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Restrictions on data subject rights

T—3 EEDOEFIZEET 5 HIRE

68. Article 23 provides for Member States (or the EU) to legislate for further restrictions on the scope
of the data subject rights in relation to transparency and the substantive data subject rights®® where
such measures respect the essence of the fundamental rights and freedoms and are necessary and
proportionate to safeguard one or more of the ten objectives set out in Article 23.1(a) to (j). Where
such national measures lessen either the specific data subject rights or the general transparency
obligations, which would otherwise apply to data controllers under the GDPR, the data controller
should be able to demonstrate how the national provision applies to them. As set out in Article 23.2(h),
the legislative measure must contain a provision as to the right of the data subject to be informed about
a restriction on their rights, unless so informing them may be prejudicial to the purpose of the
restriction. Consistent with this, and in line with principle of fairness, the data controller should also
inform data subjects that they are relying on (or will rely on, in the event of a particular data subject
right being exercised) such a national legislative restriction to the exercise of data subject rights, or
to the transparency obligation, unless doing so would be prejudicial to the purpose of the legislative
restriction. As such, transparency requires data controllers to provide adequate upfront information to
data subjects about their rights and any particular caveats to those rights which the controller may seek
to rely on, so that the data subject is not taken by surprise at a purported restriction of a particular right
when they later attempt to exercise it against the controller. In relation to pseudonymisation and data
minimisation, and insofar as data controllers may purport to rely on Article 11 of the GDPR, WP29
has previously confirmed in Opinion 3/ 2017% that Article 11 of the GDPR should be interpreted as
a way of enforcing genuine data minimization without hindering the exercise of data subject rights,
and that the exercise of data subject rights must be made possible with the help of additional
information provided by the data subject.
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5 As set out in Articles 12 to 22 and 34, and in Article 5 insofar as its provisions correspond to the rights and
obligations provided for in Articles 12 to 22.
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56 Opinion 03/2017 on Processing personal data in the context of Cooperative Intelligent Transport Systems (C-I1TS)
— see paragraph 4.2
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69. Additionally, Article 85 requires Member States, by law, to reconcile data protection with the right
to freedom of expression and information. This requires, amongst other things, that Member States
provide for appropriate exemptions or derogations from certain provisions of the GDPR (including
from the transparency requirements under Articles 12 - 14) for processing carried out for journalistic,
academic, artistic or literary expression purposes, if they are necessary to reconcile the two rights.
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Transparency and data breaches
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70. WP29 has produced separate Guidelines on Data Breaches®’ but for the purposes of these

guidelines, a data controller’s obligations in relation to communication of data breaches to a data

57 Guidelines on Personal data breach notification under Regulation 2016/679, WP 250
2016/679 HANZ K-S AT —ZREOBANCET H A4 KT A >, WP 250
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subject must take full account of the transparency requirements set out in Article 12%. The
communication of a data breach must satisfy the same requirements, detailed above (in particular for
the use of clear and plain language), that apply to any other communication with a data subject in

relation to their rights or in connection with conveying information under Articles 13 and 14.
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58 This is made clear by Article 12.1 which specifically refers to “...any communication under Articles 15 to 22 and_
34 relating to processing to the data subject...” {emphasis added}.
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Annex

Bt R E

Information that must be provided to a data subject under Article 13 or Article 14
B IBENIIE URILESET ¥ ERCRE SN R ITNIE R L R2WVIEHR

Required Information | Relevant article |Relevant article (if WP29 comments on information

Type (if personal data | personal data not requirement
VB E R O FESE  |collected directly |obtained from the | 1F 82 BE 9~ % B2 B4 5 565 29 §:1F

rom data subject)] data subject) SO R b

B g (| A | BaEESe e (A
TR ET AT T
TR O EAE | FR B EUAS L
HLELA) | ThRngs

The identity and contact |Article 13.1(a)  |Article 14.1(a) This information should allow for easy

details of the controller 55 13 25(1)(a) 55 14 5:(1)(a) identification of the controller and

and, where applicable, preferably allow for different forms of
their representative °° communications with the data controller
B, FEFYT5 e.g. phone number, email, postal address,
LT E D2 D 4 etc.)
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59 As defined by Article 4.17 of the GDPR (and referenced in Recital 80), "representative" means a natural or legal
person established in the EU who is designated by the controller or processor in writing under Article 27 and
represents the controller or processor with regard to their respective obligations under the GDPR.
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This obligation applies where, in accordance with Article 3.2, the controller or processor is not established in the
EU but processes the personal data of data subjects who are in the EU, and the processing relates to the offer of goods
or services to, or monitoring of the behaviour of, data subjects in the EU.
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basis for the processing
Bl B 1y & Z OERIR
L

45 13 2:(1)(c)

5 14 25(1)(c)

Contact details for thefArticle 13.1(b)  |Article 14.1(b) See WP29 Guidelines on Data Protection
data protection officer[55 13 Z5(1)(b) [55 14 §=(1)(b)  OfficersG®°

where applicable 7 — 2L T ¢ I T 55 29
ZUTO,mAE. T — GEEHSTA RTA L EBSR
ZIREL T 4 —D

ELE S 0 T

[The purposes and legalArticle 13.1(c)  [Article 14.1(c) In addition to setting out the purposes of

the processing for which the personal data
is intended, the relevant legal basis relied
upon under Article 6 must be specified. In
the case of special categories of personal
data, the relevant provision of Article 9
and where relevant, the applicable Union
or Member State law under which the data
is processed) should be specified. Where,
pursuant to Article 10, personal data
convictions and

relating to criminal

pffences or related security — measures
based on Article 6.1 is processed, where
applicable the relevant Union or Member
State law under which the processing is
carried out should be specified.
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60 Guidelines on Data Protection Officers, WP243 rev.01, last revised and adopted on 5 April 2017
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Where legitimate
interests (Article 6.1(f))
is the legal basis for the
processing, the
legitimate interests
pursued by the data
controller or a third
party
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Avrticle
13.1(d)
75 13 25(1)(d)

Article
14.2(b)
% 14 5:(2)(b)

The specific interest in question must be
identified for the benefit of the data
subject. As a matter of best practice, the
controller can also provide the data
subject with the information from the
balancing test, which must be carried out
to allow reliance on Article 6.1(f) as a
lawful basis for processing, in advance of
any collection of data subjects’ personal
data. To avoid information fatigue, this
can be included within a layered privacy
statement/ notice (see paragraph 35). In
any case, the WP29 position is that
information to the data subject should
make it clear that they can obtain
information on the balancing test upon
request. This is essential for effective
transparency where data subjects have
doubts as to whether the balancing test
has been carried out fairly or they wish to
file a complaint with a supervisory
authority.
WAL, 7 — % EEROFIRIC 72
D E I LT b, B
HEE LWVETORBRNS, A
X, NF T X AP
WET — 2 BRI LT L,
ZHTEAR DO EIERIZARIL & LT
%6 RPN ETETHEDICT—H
FIROENT — & ZINET DA FE
i U7 T v e e, TFIE T &

BT DI, ZhEWENR T T4
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N —RAT— R A b BANCE D
ThHEw G5 HEEZZM) . Wihic
X, FERTHIEIART T TR
MZBET2EHREMG T L%
T —Z FRICRMET DB RICHRT
RETHD LD DI 29 SAEH,ER
ZORMTHD, 2T, NT v
TT A NPRIEICE S0 ED
D<o TT — X ERICER N &
2 I I B DB BRI IR IR & B
LAZL Tl WGAIC s Ry 22 B M 2
KT L5 ETARAIRTH D,

Categories of personal
data concerned
BRI AT —#
DFESH

Not required
A

Article
14.1(d)
55 14 55(1)(d)

This information is required in an Article
14 scenario because the personal data has
not been obtained from the data subject,
who therefore lacks an awareness of
which categories of their personal data
the data controller has obtained.

14 XOHAETIE, AT —2 %27
— A EENLRELTELT, 7—
ZEME N EDOBFOBEANT — % %
B L TOWENICONTT —4 EE
WEH LT eWnzd, ZOFWM
VETH D,

Recipients %1 (or
categories of recipients)
of the personal data
AT — % OB H
O (I HAGE o fE
)

Avrticle
13.1(e)
55 13 5:(1)(e)

Article
14.1(e)
5 14 55(1)(e)

The term “recipient” is defined in Article
4.9 as ““a natural or legal person, public
authority, agency or another body, to
which  the personal data are
disclosed, whether a third party or not”
[emphasis added]. As such, a recipient
does not have to be a third party.
Therefore, other data controllers, joint

controllers and processors to whom data

61 As defined by Article 4.9 of the GDPR and referenced in Recital 31
GDPR %5 4 X(9) TEFK S, HIHE L HTER LTS EEY,
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is transferred or disclosed are covered by
the term “recipient” and information on
such recipients should be provided in
addition to information on third party
recipients.

The actual (named) recipients of the
personal data, or the categories of
recipients, must be provided. In
accordance with the principle of fairness,
controllers must provide information on
the recipients that is most meaningful for
data subjects. In practice, this will
generally be the named recipients, so that
data subjects know exactly who has their
personal data. If controllers opt to
provide the categories of recipients, the
information should be as specific as
possible by indicating the type of
recipient (i.e. by reference to the
activities it carries out), the industry,
sector and sub-sector and the location of
the recipients.

TBF# ) Lo HEEIE. 5 4 %:(9)
IZBWTC [ E=FTHBIPEINZD
D6, TR ERITSH
BN BN, 2E9RER. TTERE X I3
CDOMDMENE) [ EN] T D &
ERINTND, 2O, BFEN
FE=FHTHDOLMETRY, Lo
T, 7T—ZOBIEXIIATREZIT 5
o7 — & EEE | HFEEHE KD
RUPRFE X THUASHE ) & o FHEE D HiPH
ZEEN, B=FORSEICET S
Bz, 0k 5 ARBEE 1M
THIHRB R INEIRETH D,
N7 — & OEEED (Git i) i
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38 TS H OFEFE AR LT
L2 B 720, NIEZ OJFANZHE,
BHFIL, T ERICESTRD
EWRDH 5 BGE T o F R a2
it L7z 67220, EBRICIE, 7
— X EENAGOBENT — X 2 RAE
TOHOEEEMICHMDZENTEDL L
9. —RIZEA SNBSS O
MZIUTHEYT 5, BHEVNIGE
OFFEZIRT D2 L2 RINLT-S
A (BUSE N FEM T HIFEICE KT
HZLIZED) BEOZA T, ¥
St EESEEF R OVEE P o T AL X
53 MO E Ot a R~ 972 8, T
SR QRN O RAS | R N AN
Th b,

Details of transfers to| Article
third countries, the fact| 13.1(f)
of the relevant
safeguards®? (including
the existence or absence
of a Commission
adequacy decision )
and the means to obtain
a copy of them or where
they have been made
available

5 =E A~ DBE DG
A RO FE K ORS
YD IRERE 2 0
HA(ZERICL DT

of same and the details | 2% 13 Z5(1)(f)

Acrticle 14.1(f)
55 14 Z=(1)(F)

The relevant GDPR article permitting the
transfer and the  corresponding
mechanism (e.g. adequacy decision
under Article 45/ binding corporate rules
under Article 47/ standard data
protection clauses under Article 46.2/
derogations and safeguards under Article
49 etc.) should be specified. Information
on where and how the relevant document
may be accessed or obtained should also
be provided e.g. by providing a link to
the mechanism used. In accordance with
the principle of fairness, the information
provided on transfers to third countries
should be as meaningful as possible to

data subjects; this will generally mean

62 As set out in Article 46.2 and 46.3

%46 QL VFE 46 LQ)TEDDH LY,
83 In accordance with Article 45

%45 ISR,
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SRR E O f A
08 rEALDZ
v—% AFT 55k
X% EZ TR AT RE
LR o TND D,

that the third countries be named.

B M Ot s 9 2 A 2 & AT RE IS &
% GDPR DBHE# ST (Bl 21X, 55 45
FRITEES S o MERE /5 4T FRITHE
S PRI LER] S 46 SR(2)I12
FEDHEHERN 72T — 2 IRFESRIE 5
49 ZRIZHS < S S Ot HE 8L 55)
PRI RETH D, £, FlZITFI
HET A=A L~DY 7 &tz
ToREITLY, BET L CHEICT
JEATELXIZTZINEZRHETE S
Gt R O IR B S 15 b 12 ik
HRETH D, NIESDOJRANIHE,
HZE~OBIRICOVWTIREE SN D
BHiL, 7—FEERIZE>TTED
[ROBHROHDLDOETHRETH
D, ZhiE I F=EHOEA PR
IRENDHZ L EHEWT D,

The storage period (or if
not possible, criteria
used to determine that
period)

TRAEHIE U2 R
AIRE TR WA
& T OHIH A RE S
LIRS D
F5HE)

Awrticle
13.2(a)
%5 13 5:(2)(a)

Article
14.2(a)
%5 14 2:(2)(a)

This is linked to the data minimization
requirement in Article 5.1(c) and storage
limitation requirement in Article 5.1(e).

The storage period (or criteria to
determine it) may be dictated by factors
such as statutory requirements or
industry guidelines but should be phrased
in a way that allows the data subject to
assess, on the basis of his or her own
situation, what the retention period will
be for specific data/ purposes. It is not
sufficient for the data controller to
generically state that personal data will
be kept as long as necessary for the
legitimate purposes of the processing.
Where relevant, the different storage
periods should be stipulated for different

categories of personal data and/or
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different processing purposes, including
where appropriate, archiving periods.
UL, 5 RQ) () DT — X /ME
ICBET 2L 5 5 (1) ()DOIRE
DOHIRICEE S 2 EE LB L T
%o

TRAFHIR] CUIENEZIRE T D 5L4E)
I, ETED OB ERERD
A RTA IR EDEFRIZ L > TkZE
DHDD, T—ZEERN, TNEND
T—=2 /ARG T, B ORHU
FEOW T U) e A7 I & B F A © &
LXOBETREATLIETH
Do T —HEBEN, B O T2 DIE
BRI ERIRY AT — & %
RET D%, AERITRND DHRT
AR+ TH D, BET 5681213,
Y2 GBI CRFHIFZ ED D Z &
o, AT —& OFEE &K X
ZRENDORF N D H IS T 5
RAHRFHMEEDLRETH D,
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The rights of the data
subject to:

* access;

* rectification;

* erasure;

. restriction on
processing;

* objection to processing
and

* portability.

T =2 EEDIRD M
Hs

s T EXA,

o FTIE,

. HE.

o O OHIFR,

o B WITRF T 5 B

ﬁg&

« KB EUF 4,

Awrticle
13.2(b)
% 13 5:(2)(b)

Article
14.2(c)
%5 14 2:(2)(c)

This information should be specific to the
processing scenario and include a
summary of what the right involves and
how the data subject can take steps to
exercise it and any limitations on the right
(see paragraph 68 above).

In particular, the right to object to
processing must be explicitly brought to
the data subject’s attention at the latest at
the time of first communication with the
data subject and must be presented clearly
and separately from any other
information.®*

In relation to the right to portability, see
WP29 Guidelines on the right to data
portability.%®

ZOFBRIT OB O HBAEICERDOS
DL L, RN 2 NS, 7—
FARRE OHER ZATH T 5 72 OH
& % 5 U 2 5 1 M OMERINT b4 5 il
[ROMELZHHXETHD (L
68 HAZM) |

FRIZ, BHROIZ G 2~ 2 HER I
B b T =2 FEER~DYO TOM
HFIZ T — 2 ERICIT-& D & LT
TS ENRF TR 53 BIIRIC
POMOFER & 135051 TF TR Sk
L e b e 8

RN—HZ YT 4 OHFIZOWTIE T
— A R—=2E VT 4 OWHEMIZET S

H 29 RMEEHSTA RTA 2B
65

o

64 Article 21.4 and Recital 70 (which applies in the case of direct marketing)

B2l K@ LR ORILETOE (XA LY h~—FT 4V TOFAICHEAEIND)
65 Guidelines on the right to data portability, WP 242 rev.01, last revised and adopted on 5 April 2017
T—=ER=2 VT 4 OHFNZBET LA RZ A 0 WP242rev.01 (2017 44 A 5 HIZHRZICSGET KLY

R ENT)
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Where processing is
based on consent (or
explicit consent), the
right to  withdraw|
consent at any time

B A FE (38
ARBYEE) 1IZHS<H
DTHLHE. AEL

BEFEH D {19 HER

Avrticle
13.2(c)
%5 13 4:(2)(c)

Article
14.2(d)
£ 14 Z(2)(d)

This information should include how
consent may be withdrawn, taking into
account that it should be as easy for a data
subject to withdraw consent as to give
it.%
ZOEMITIZFE L MBI 2 Hikx
GOHOLRETHY  T—FEEITES
TRIEZMET 2 Z ERRET L0
CRBEICAES b LD X OB
&35 %,

The right to lodge a
complaint  with a
supervisory authority

BB B IS AR &

LAZ T 2R

Avrticle
13.2(d)
75 13 2&(2)(d)

Atrticle
14.2(e)
2 14 Z(2)(e)

This information should explain that, in
accordance with Article 77, a data subject
has the right to lodge a complaint with a
supervisory authority, in particular in the
Member State of his or her habitual
residence, place of work or of an alleged
infringement of the GDPR.

ZOMEW T, B 77 RITHEV, FRIC
R, By, XIIMEE S5
GDPR &K DL & 7235t O INEE E o
BE B BRI R R RS2 T & AT 5 MEFI 23
T—HERICHDZ L EWIT D
EThHD,

Whether

statutory or contractual

there is a

requirement to provide
the  information or
whether it is necessary
to enter into a contract or
whether there is an
obligation to provide the
information and the

possible consequences

Avrticle
13.2(e)
% 13 5:(2)(e)

Not required
T

For example in an employment context, it
may be a contractual requirement to
provide certain information to a current or
prospective employer.

Online forms should clearly identify
which fields are “required”, which are
not, and what will be the consequences of
not filling in the required fields.

B Z 138 H BIER T o auiE, B LT A
ABDEMFIZ—E DGz 29

of failure. DK EOFN Z LY TS A
66 Article 7.3
%7 503)
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FrTA T F =TI EDT 4 —
JVRM TWZE] ThY | FIMETIE
TR ROWZE 7 4 — LV RIZATI L
RINO TG B DRERE A RT RNET
H5,

The source from which
the  personal data
and if

applicable, whether it

originate,

came from a publicly
accessible source

i NT — & RN AL
eI, b LH T
EFL57%6I1E, — KD
N&2WBDT 78 ATE
WD DRI b

Not required
REL

Atrticle
14.2(f)
5 14 5:(2)(F)

The specific source of the data should be
provided unless it is not possible to do so
— see further guidance at paragraph 60. If
the specific source is not named then
information provided should include: the
nature of the sources (i.e. publicly/
privately held sources) and the types of
organisation/ industry/ sector.

T— 2 DERFEZHRT 22 LR
ARETRWIRD (£ 5T 5&ThD
- FEAE 60 FHOIRE 2 M, HHIE

DT DM 2R L2 WAL B RICRON
BaedZbbrREThDH, HFHRROME
(T722ob B/ FRNRA ST
WD IEHRIR) K OVERRSER PEEE
o2 A7,
The existence of{ Article Article See WP29 Guidelines on automated
automated decision-| 13.2(f) 14.2(9) individual decisionmaking  and
making including| %5 13 £:(2)(H) | # 14 §(2)(g) | Profiling.5’
profiling  and,  if HEME S =Sk 5 B RRE
applicable, meaningful a7y AU TICET A 29 &

information about the

EERETA RIA 2B RY,

67 Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 2016/679, WP

251

2016/679 HAIO BHIDO 7= D BB L SN B AT H2EEREELE T a7 7 A4 Vo TICET LA R
A >, WP 251
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logic used and the
significance and
envisaged consequences
of such processing for
the data subject
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