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Wl ShGLEHEZN D,

(1) 'personal data' means any information relating to an identified or identifiable natural person
('data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person;

(13) TEE7T—%) Lk, BARAOAEPBEREUIERICET 2 EHA DFHRE 52, FFIC
BHEARAD D DEMHIY TNV DGHNBAEBID, A SITER LTZBRAD
EARRRHEICED AT =2 20 9,

(13) 'genetic data' means personal data relating to the inherited or acquired genetic characteristics
of a natural person which give unique information about the physiology or the health of that
natural person and which result, in particular, from an analysis of a biological sample from
the natural person in question;

(14) TERT =2 Lid, BEBESUIFEREERET — 2 O X 512, A% HARANITHA Ok
BMEZFED b D TN O b D, HRADOIIRR, AR SUIITEIRYRHEIZE
T ORE DML /LN DBAT —F 20 9,

(14) 'biometric data' means personal data resulting from specific technical processing relating to
the physical, physiological or behavioural characteristics of a natural person, which allow or
confirm the unique identification of that natural person, such as facial images or dactyloscopic
data;

(15) THEFEICET A7 — %] LT, ERY— 2 ~DRMRN 2 & He@BRR g IC >\ T

4 FRRIE RV ETAE A B AR SRS HEEG S I X DA ARGER Q016 £ 8 ) . LAF, AHGET
GDPR OEILOFER 2~ TR IX. Z DOFRZ MW 5, https://www.jipdec.or.jp/archives/publications/J0005075
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(15) 'data concerning health' means personal data related to the physical or mental health of a
natural person, including the provision of health care services, which reveal information about
his or her health status;
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IV BIE, AEREERER I E R,
Sec. 10. Definitions. In this Act:

"Biometric identifier" means a retina or iris scan, fingerprint, voiceprint, or scan of hand or face

geometry. Biometric identifiers do not include writing samples, written signatures, photographs,
human biological samples used for valid scientific testing or screening, demographic data, tattoo
descriptions, or physical descriptions such as height, weight, hair color, or eye color. Biometric

identifiers do not include donated organs, tissues, or parts as defined in the Illinois Anatomical

S JFITIX http://www.ilga.gov/legislation/ilcs/ilcs3.asp? ActID=3004&ChapterID=57



Gift Act or blood or serum stored on behalf of recipients or potential recipients of living or
cadaveric transplants and obtained or stored by a federally designated organ procurement agency.
Biometric identifiers do not include biological materials regulated under the Genetic Information
Privacy Act. Biometric identifiers do not include information captured from a patient in a health
care setting or information collected, used, or stored for health care treatment, payment, or
operations under the federal Health Insurance Portability and Accountability Act of 1996.
Biometric identifiers do not include an X-ray, roentgen process, computed tomography, MRI,
PET scan, mammography, or other image or film of the human anatomy used to diagnose,
prognose, or treat an illness or other medical condition or to further validate scientific testing or

screening.
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Consumer Privacy Protection Act of 2015 (2015 {4 EH 77 A N —{Ri#iEE) %, B>
U7 4 77BN (sensitive personal information) D7 T A N —B XWX = U T (74
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SEC. 3. DEFINITIONS.
In this Act, the following definitions shall apply:
(10) SENSITIVE PERSONALLY IDENTIFIABLE INFORMATION.—The term “sensitive
personally identifiable information” means any information or compilation of information, in

electronic or digital form that includes the following:
(D) Unique biometric data, such as faceprint, fingerprint, voice print, a retina or iris image,

or any other unique physical representation.
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|QEZES)

BT H T

— X {%# (BDSG) 12
T%/%Eo

+ GDPR DFEZNIT LN,

GDPR D HLE ) B2
)EH é ﬂéo

7P, FAENZIT DIEREOBEILE 3 =T TRi#ET 5,
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2.2 @5 M E 1T B FIAEE

WIZ, NGRS RS EIZB N TED L D IZFIH TN D, IO TOMIEZ LI T
VT, EAGRBISF 513, BORFBERIIC L 2FH (BREAMT— B 20, AFRIGFH THILTH
AEERE) 0I13h, REAP—EATOFHLILE > TWD, 72k, BLNIERER 72 e -
B A2 R O0FRTH Y . MR TRV, X0 EEMARHEImIC OV TS 4
HErsl, )

& 2-2 BEAHEANFSOBNMET ST AH

&8 AR £ 5 BAFHRE Ik SR A EmMFIA
ERTEHR (B | 2004 FFE L VB S NI HAEE | @ 2 —VFOHERIZ L H A ~— |
P 27 A (US-VISIT) 28| 7+ owm v 7 gk,  (Apple
T, BV AR DEME OB | Inc.)

B % QR DGR E 1T > TV | @F /|, 7 —~ 4 iRk 2 s
%, CKE) ~yFUTIT v =T AN
TR, BX2 VT 4840 IR
LRI FTEEZe iR DB &

{ER%, (Amazon Web Services Inc.)
*]

AR HR (ICR) | @Z2 kD FiRE - I AERAITITF
TR AL BERIEH D
&I 2 sl 5
Z &3AHE,  (CANPASS Air 7
2YxZ b, NEXUS 7u =/
NCKE-BF Z D R)) 2
0 O ENANRPFEH—ERXITT, F
%%%Viofﬂf%%%@
. KRV —E AOF N ATEE,
(Nuance T D4 i B
ING (Z#2fff) ™

S

A AR (

o

ARTEH GRE) | ®IEEITB VT, Bl A 12k
S T RIS & # A D3 [E— AT
bDH T L EBITERAE LT R
AL E UCERA EE) M

OFBI [THIEIC BT D ARG HIE
HAICERYBEATED, BEIZD
W HMFZERR T FE 2 HEE L T
Do CKED 7

ARG R (FRED | 02004 45 L 0 BRAES N AEE | @FEREfi 7 L » k71— NIZHRHL
By 27 & (US-VISIT) 28\ ?V%%%ﬁb\ﬁ—FW’%
T, EVERIFTLEMEDOE | BT —F B ek L CTHRRGEREL

% K O OB A IT-> TV I & AV =N (MasterCard
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B A#A 5

BURFH#ES I & S FI A

EFEFIA

%o CRE)

O [HEE G HFEE CRINEAET 5
AMELIEL, BORFICFR RO A 1
M52 ENEHSMFTHLTY
Do FERUHHIL, X5 12hAT &
B TEYE 7 — K RC(Residence
Card), /£ 847 FI ik BPR (Biometric
Residence Permit)|Z5odk XL 5,
(efE) 8

O IC it % W T HaBGRAEH A H
BE AT LEEA L, miE)
DIEMER M AEFRE FEH (v
UHR—)

O EHE., fift (1045 | ¥ (M
IR) 2 TE CRER L, AR
EWCHWD Z &N T 25 EEM
BI%& =1 E Aadhaar 2 EH, (1
> R)

(At =2 —a =7 R—F
= A) | Zwipe (KtL: /v =
—, F=Am) ) e
O DT U FMRERFIZ, 174 &
XTI — REENLTLED Z &
~OxHik & LTS EFIA, (v
v oX—27) "7 ( “THE OECD
PRIVACY FRAMEWORK ”
(OECD, 2013) TH#AM, )

DNA

o fit il i KB D [E 5 DNA % DB
iRA,  (BEE)

o NEAfHHmANEILESR] (An
Act to prohibit and prevent genetic
discrimination) 3 iEZ T,
W — e 2 oMk gl 25
FICBEL T, BaFT A &%
T2 LRMROMTERD S
ZLERETLINE, (BH) T

ID

ONRIC (ERREI— ) F Mk
DA DO R2AT — R EfAED
72 SingPass 12XV, SFEIFE
RITHY—E A% AT 4T
RIS 22 &3R8, (TR
‘—/I/) *11

® 2 R[5 7 75 (SSN) 23 485 4y FE i
D FFIRFOTA S 1N E O BAFR R
7p & Kkx 7 CRMEFH X
nTnsg, CkE)

O R ANDFRIEIZHSX | HER ID
71— R(eID)ZxHh&3 5 N @k
M2 EEENBSETHZ N
AlRE, (KA )

*1 https://www.bloomberg.com/news/articles/2017-07-20/tech-companies-are-pushing-back-against-biometric-

privacy-laws

*2 https://otc-cta.gc.ca/eng/publication/nexus-and-canpass-air

*3 https://www.nuance.com/about-us/newsroom/press-releases/ing-netherlands-launches-nuance-voice-

biometrics.html

*4 http://news.bbc.co.uk/2/hi/programmes/click online/7702065.stm

*5 https://archives.fbi.gov/archives/news/testimony/overview-of-fbi-biometrics-efforts

https://www.tbi.gov/services/cjis/fingerprints-and-other-biometrics/biometric-center-of-excellence/modalities

*6 https://www.cnbc.com/2014/10/17/mastercard-and-zwipe-launch-first-contactless-fingerprint-payment-card.html
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*7 http://pittsburgh.cbslocal.com/2014/11/04/biometrics-could-soon-make-plastic-cards-a-thing-of-the-past/

*8 https://www.gov.uk/government/news/changes-to-biometric-collection-categories

*9 https://www.mfa.gov.sg/content/mfa/overseasmission/beijing/consular_services/application_sg_passport.html
*10 http://www.parl.ca/DocumentViewer/en/42-1/bill/S-201/third-reading

*11 http://www.clair.or.jp/j/forum/c_mailmagazine/20150804/124-2.pdf
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3. HEEDEHEDIKR
ATETIE, AE - IR 5 L E OB R OS>V CREiT .

3.1 XE

3.1.1 &£ {K1EHR - DNA
O A RIS % OV DNA 12 BE9 2 VR E O35 % =9,

(1) EE - EMBFHEFCISHIFT R

KE D 1974 7T A N —(FEEICIE, ARERICBET 2 HRIAZRRES TR0,

fth 5 . BEEHRFEER I OV T, BB IETCA > T A VY — B A TOBEBEEMR 72 & Ol
DOHERLM K &5 52, BEEEERE AT DHEORANT T 7T 4 AR KT
BRI L 0 AR S TWD, FTC MG ZERS) 1%, 2012 FFI, EEgEE, (facial
recognition) ZPHH DR « $—E XA THEHT LBRORESr — AR LT 4 I EH A NS
ST 4 AL LTAE Lﬂ\zﬂo F7-NTIA (FEBAEKBEEHRF) &, 2016 F1C, FHE
GRHBAPERFIHT 258 108 TF T REFAEZ T A F7 A4 & LTARL TN DS,

& 31 KRE - EFNBATHEEIC K PEREICEHTINIANTSII TR

DNRHEE - XER B - EEEE - HE DS et - IREF
FTC ® BHE & DR EFI AL AR L C | @FTC MNEM LizFhims L7
“Best Practices for W5, GRIE. Ar T A P — O A DFERICESWTIRE,
Common Uses of EATOGERI, BEAH, | FosWAoEn, FER
Facial Recognition .
LD FEROHP NSO
Technologies” (2012) ) R, HROT L

o i IR ICx 2 A Faf )\%%'J@'i*/\ﬁ)ﬂ“éz}’bﬁo
fdB2L T A/ R_R=Va |@TTANRL—=NRATFHF A |
T TAN—REAFE | HEEOBROMR (EY)
TEH L9127 %, B AT ERPLT Ok

PO BV, O 3 SOJFEHNC

N 3 DD— R — 2T

W THESE SR IH 2 201,

NTIA O LIRIEMOFIHIER (5] : 58 | @ FHIME (Transparency) . 7 —

“Privacy Best Practice | Zf AT LH—E R TV HEBHDOT Y RTZ 7T 4 A

7 FTC: “Facing Facts: Best Practices For Common Uses of Facial Recognition Technologies *
https://www.ftc.gov/reports/facing-facts-best-practices-common-uses-facial-recognition-technologies

8 NTIA: “Privacy Best Practice Recommendations For Commercial Facial Recognition Use
https://www.ntia.doc.gov/files/ntia/publications/privacy best practices recommendations_for commercial use of f
acial_recogntion.pdf
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Recommendations
For Commercial
Facial Recognition
Use” (2016)

TRy hr—L) REAEH
HBEOIRS NG, SRRy
A RTA U LE,

®FTC @ FIPPs"  IZ D&, —fi%
72 TA R4 > & AERK,

O TAE AT O WA, HHE

DBA%E  (Developing Good Data
Management Practices) . 7 — &
FRIZ K 57— & RO
PRE (Use Limitation) . & =
V7 ¢ EOREXE (Security
Safeguards) , 7 —# /& (Data

BEEBMLLWGAIERS | Quality) | FIEMR - BRIEV &

A v 2 O # # ( Problem
Resolution and Redress) . % #E
1%,

*] Fair Information Practice Principles D&, 4> T4 > TT T A4 R —FROINE, FIHELT 5 KMk
(BUSHERE, RSEEOMST) T3 L. 7T A N —fFEREEII T O MR#ET 5 2 & & FTC 23
HEELTWDH H D, Notice/Awareness, Choice/Consent, Access/Participation, Integrity/Security
Enforcement/Redress @ 5 HE 572 5,

INBIEFEWTNE [ RANTT 7T 4 A TOHY ., FICHR T T7A N —#EIZBE L TED
TWAJRAI (FIPPs %) (266> T, BHEBICOW T HmMUNCEER > Z L2 E @ L, 2079
DHFEFRHA X AzRmd, LWIOINEBESTOLDOTH D, XEFIZIX, KFAF LV TA P —

EAFEFZITI U O, ARGEEREINORBCIEHZITo TWARENRZNZEHEH, =
I LTEBHERRAIGERDOTWD EBEZBND,

(2) EIEE

FEREFR (122 813) THLRLE L7-EBY ., ERERIZBET I HBI 2%V AALTEESR

?%ﬁéfvcwé9
SE L WO LEDT

726% HSETHIERTHY ., D
TREHT 2,

I L~ Tk D — <>é:l/7f

ERNKG LT HEMEBERIZANRDO LB THHR, ERHBIANRIL. EFEER (5D
2. B v T 4 T ENGERIE®R) L OB T ) FEE TR LT, U A7 R,
URA7ER, WEBHE. MHET A MR la2RDD LV, L EVWNETH S,

WRZIERITE T iw, B0, BRI TEY B IRTIE. BT 0 7720 Ak
Mt E G2 U 7 A REFICOWT, TORMISHT DEAZRT 5 & & biz, Bl
Bk LT botnet (AR hrw k) VoMK 24T O MR A 5T 2 EBEL TV D,

S HTED LBy, FER - PNEERICAEENZRATIEE > TEY, ARICIEE> TV, AR -
INEESTOFRITbL T RNnEAL LD,

WAy hElE, a2V Ea— 2 UANVAO—FT, avEa—ZIUEkL, TOarBa—%%, Xy U
—7 (A F—Fy MNEBELUUUMNENOHRALZ L2 ENE LTER ST v s T A, B35 &, SN0
NODOITREEDL, 52 bNIHRICHE > TSN EEZ FITT 5, ZOEER, 2Ry MIElTn
HEZANL, Ry MEMEEIND, ANy EBERTH5 1y NT—2 %Ry by MERRR, HE~ETH
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FUMILA & BIZONPNTEY, A THHEE S 74NN —BLOT =2 tEX=2 74
TarTn (v T 4 TRENENERO X 2 U T 4 ARET D00, EE - Bl
B - WELAERE TR IOV THEL TV D,

RGL 72 BOIE, FERNCAREOMA 10,000 ALLEICBET 2B ANE1ET X LER
DT 4 TIRENGRIMERONSE, R, 77 B A Bk, HME, QL INEEZ0
TITO TWOLHEERETH D, 1272 L, &R, ~ VAT TEEFERER, gk - V—T 4
7« —WE R EEE OB R T DB EFEFT IR O,

70T ALY A7 GRS XN R 7 EHENE i, T OMUEEBEE W ET A
FOFERE L RO B D,

Fio, BN FNERE MBI FIERBEIZ X DEPITICOVTHRES N TN D,

B Cldtx =l 7 A REFCHETL2EMCONWTHEL TV,

BRI, PREEICET 28ENTTHI LTV D,

(3) Mi%

AR ABE T 2 MEE, AV 2 AINREZ G- T, ik, I, RO A X ¥ D
PR FH 2 81 L 72 Biometric Information Privacy Act (GEFR BIPA) % 2008 4EIZ#lE L 7=,
ZDH%, 10 MBZHITHKR B H o2, Ao TA4 v —eABEEOH L e
AT EY | BRI T AN (2009 F) LT RN (20175 A) IZBWT
N LT DHRTH D, =a—a—TMNEeEFio 8 MIZOWTIERANL Lo Tz,

vy NANER, FEFOREA L 7MORER, BIPA L0 HHBINERREL 2o T
% (BIPA XV HAEMGEROFINET 2 BIHI3 D72 IHEE OREEMERHRD b,
BEICA T4 N2 h DBEEEBICE L T —EDRBRRH 55%) |

x 32 RE - £EARFERERGT SMEOHEICET A

il S REHMAREICET 5ERFIERR
AV A 2008 4£{Z Biometric Information Privacy Act (BIPA)'2A3 kA7,
M 72T O 2 % v | $ER0 FAL TR ITBE O KT
AIBLIE D A ¥ ¥ D3RI,
FEFL, ARERAIE, ST 2B, 2 —Y =T LE
HCOMAZEER L, FiH CTORFIREZIET 2LENDH
Do FIAENRERZRFFTH2HEICET IR —2 R L,

DHILTHEH I ND, F—OHETT— O FIZH2EEROR Y NI, Y —"ehLedT o1y MY

— I BMI, T4y T AN ED AN KAV DORKEEFER, FEEYA R~ DDoS KE, Ao

HE) (B L7 a B a—FNOEREIE~EE) 2 IR SN D, % @ [FROIHEERR (IPA)
IR > FXRIZOWT] https://www.ipa.go.jp/security/antivirus/bot.html, JPCERT/CC R~ k3 kDO

%] https://www.jpcert.or.jp/research/2006/Botnet_summary 0720.pdf

3.6 Hib 2 M,

12 http://www.ilga.gov/legislation/ilcs/ilcs3.asp? ActID=3004&ChapterID=57
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| SR EHRAREICEET SEHIERR

RN e R TR D RB2 A D,

T XX 2009 “-1Z Texas Business and Commerce Code - BUS & COM §
503.001 (Capture or Use of Biometric Identifier)'* 23 % 7.,

HENE E 7o ITAT D A % v | 8RR, T E T2 I3 O K5
IBLIE D A % v U35, FFadZ e T A MRV EVEEE
DIIZIRE S FL, FADTFRZRET HZ LT TE R,

D 4 2017 2T v v BN FBEIEZE HB 1493 230,15,

5tGs & B4R+ (biometric identifier) & LT, [FEL.
PR, M, M. OMERE DOME N Z 55T D 72D HW S
NDL=— T I W RR Y — o F 3R L RtdEi ST
WHN, T B EI-IZ T A VDEE, © 54, A
DFLEk, HHITZEN OO AR INTT — & | 13354 & R
INTEY, FEHIELD Wl HEEOT—4%) 25 2
EMWTE D,

PA¥H M CERERN 2R HT 2 FEFIHHONRE L
T, A, FEEG. Lo BRLLEoREER] R 4 A28 R
THFERORME, RENRBE ST oNTWD, )7, (B
FREHSCT 7 AT AR T & D B TR
DOXGHE INTND,

FRAA TR T DMERD M GHERE OAIZIRE S v, AR
AT 5 Z L TE R,

BV T HN=T BATERZNET L, 2O - EBEHEZBESEE %
MIEREY 7 7 A FOEEN 2015 FITHRH, N TR ZEE
WwL7=05, EBE COERIIIEL o7,

axFH v bk ERIERABSSNAMEEE O ER TORELY G LB G4
TEWDTVEZRD 2016 RN TRtz @i L7=25, ERgidimi L7
MmoTz, 2017 T HREBROIEREB R SR, ZESE @

W LT,

L) BIPA @ L 5 IZHFIREIE 2RO DIERPIRH S =03, PEER
DI LN EIZ L AL,

TIYYF, IAX=Y FHEDT TA N =L RET DT DIEZREDN 2017 F I S

TS, ARKAZ,

TIAR, ma—nr 7| 3 MEBERERH LAY (ma—3 =27 TiT 2 &
Vry—, =a—3I—7 TR S8 2 & B AL

13 http://codes.findlaw.com/tx/business-and-commerce-code/bus-com-sect-503-001.html

14 https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2017/06/1493-S.SL_.pdf

S BN LT EIZIF E DAV [T by e RAF AN w7 « T34V —k] ELTEK
ENTVD, LHIESN TS, LUTOREDFHD AT 7T TS, )

https://www3.swipeclock.com/blog/learn-washingtons-new-biometric-privacy-law-affects-businesses

18



HAT « HOET 2 BB TR

3.1.21D

IZ, PII (Personally Identifiable Information) @ 9 & ID (ZB87 2 IEHI I W TREE T 5,

(1) EFRE

KETIEL, ARSI W T, #EIETH D 1974 4577 A 733 —1k The Privacy Act of

1974) B3, BUNHEREIC J:Zoaﬂﬁ/XTA(a system of records) TIRFFS LTV % PII (2D

. FOESE, REE FIHL A OWTHEL TS, HRDY A F " —ZFHY T 5
%{%ﬁaﬁéﬁ (Social Security Number; SSN) O Bl W M FREIC THAI S5,

[FE 72 < PI 2%, BN, BRFeT 25 Z & 22819 51642 (Privacy Actof2005) <°, 7 4
v 7 aBUTPHN ARG T 52 & Z2Pi1ET 5154 (Anti-Phishing Act of 2005) . SSN @
NEAR A WP 5 75%E (Social Security Number Protection Act of 2005, Identity Theft Prevention
Act0f 2005) FHEAZH SN TETNDLH, B BIZIEE > Ty,

708, @2 (Congress) MOVKR T A b A A%, dERIGEN R CEFELEDL O FIZN A4 4
ARV 7 AZELTNDY,

(2) BUFHEICH T 501 K351

K E 5 #4  (Department of Labor; DOL) L, PII ORFEIZEIT 2N T 4 A ¥ &
(Guidance on the Protection of Personal Identifiable Information) % Hi L T\ %2,
ZOHA L AT, DOL OBBR R 8 I 7 2 =X PUIZT 78 AT 52 LvAlRe
Tébé G, P OMKERENMMZIET S2BER DL EHEL, EX2UT 4R
LS HE R BN E BT TS, E 72 P OHKIE ID G504 7% 5 oo A
REBRBREFELZOLLOLTE LTS,
B, HAX L ATIE, PHIZOWTUTOLEIIZERL TV,

P ZXRDEHIITEHRT D :
() EAZEERFETDEHR B K4, Fo, s kiFmg s
(i) LOT —2IZ X VBN ZBEICFRET D, MERE®R (B MRl AFE, EFA
A, HIFRAE BRSO OO F#E 2 AH b TRIET 5)

16 https://www.bloomberg.com/news/articles/2017-07-20/tech-companies-are-pushing-back-against-biometric-

privacy-laws

17" https://www.natlawreview.com/article/law-unintended-consequences-bipa-and-effects-illinois-class-action-
epidemic

'8 Pub.L.93-579, 88 Stat. 1896, 1974 4= 12 J 31 AfflE, 5US.C. § 552a

19 https://www.bloomberg.com/news/articles/2017-07-20/tech-companies-are-pushing-back-against-biometric-
privacy-laws

20 https://www.dol.gov/general/ppii
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W £ 721340 T A4 VOB B DT AN ZHET HFE®R S PHICE END,

PII is defined as information: (i) that directly identifies an individual (e.g., name, address, social
security number or other identifying number or code, telephone number, email address, etc.) or (ii)
by which an agency intends to identify specific individuals in conjunction with other data elements,
i.e., indirect identification. (These data elements may include a combination of gender, race, birth
date, geographic indicator, and other descriptors). Additionally, information permitting the physical
or online contacting of a specific individual is the same as personally identifiable information. This

information can be maintained in either paper, electronic or other media.

(3) RMINHICEAY %EHE

KETIE, BREEM GERE) (oW TUIRHE I o' FIVFRDBPELINL TV D,
Bl 21X, FEH#E Sy EFCld, DHHS (Department of Health and Human Services: R S48 AEE)
1%, 1996 FATHIE S Tz ERREOEITIE & FLICE 9 %354 (Health Insurance Portability
and Accountability Act: HIPAA) ([ZED &, @EFFEHRIZEHT 577 A N —/1—/ (HIPAA
Privacy Rule) X ONEFx =2 U T 4 — L EREL, AT T4 /3 —/L—/LZEBWT, Pl &2
TS THDLEBED TRERSIAEEEH ) (Protected Health Information (PHI)) (22U THL

ETDHELELIZ, ZORFNHED TS,

¥, ERESE K O B LS D4 BT OV TIE, 3.1.2 Fi()ICEH L7 R &
WTWABD, FRILIZIEE - TRy,

HIPPA 77 A /N — b— L O E % DL IR T,

20



% 3-3 HIPPATSANY—IL—ILOWHE

TRt % | PRAEXTGIRBRIE R (Protected Health Information; PHI) | 7 — & RFFH XILE D
EURAT Vv r— MORFE, B ENHETO [MEADFRE /72 R AalE
W) (B, MEHA, NEZ2EOETOFEREEND, )

TEFE TEADRFE FIRE R IREERIZ. A FICOWTEKRT DT — & 2 E e E il
TH %,
- EADEE BUE, FERO SRR SRR 72 TR
© EANASDAIV AT T DR

- EAORE, BULE, FERONVAT T OO

- FOMBEAANEZRHFETDIOONIFEDOT-DIZFHIND EEZEZBND
BEMRIERER S D H O

TE DR E FTRE RS R & 1%, < oL@y + (Bl K44, EFT. &£

FHHB, h2REERS) BNEEND,

WL HERDIRFFT 2Bk % O, Family Educational Rights and Privacy
Act, 20 U.S.C. §1232glZHLE SN TV D HHE = DD FldkiT kI 541,
BAKW 22 |- T—2EHOEH] ( 774X —— VXV FFr &5, ZREINDHY;
BAINE | &L, dRERDMA CUIREEE) DIXFEICK VT LEEGELSNEIT
(1En%) — X B LTI b0
% ELAML S T RS i (de-identified health information) D {# F X IZBARIZ
EHIBRIE 7RV,
C TR E DM SUIBAAR (A DOFFHE A 4TI IR R O OREE TS % 15 T
JAFBART 2 Z LRI SN 5E)
- W REIC K DM SUTIBAR R, SKHA, ~V AT T 2R SN DT T
AN — =W XY FFA SR B
W ELR/NR O BRIE R 224 S BER
- B EOEDR
HIFT « LTI E DWW TR
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
http://www.mhlw.go.jp/shingi/2010/06/d1/s0616-4g.pdf

(4) &

INLSNZBNTH T TA N —ERHIESNTWD, FTH, At X 2V T 1 2E
%N (security breach notification law; California Civil Code § 1798.82)%H|E L7=H U 7 4 /b
=T WNET T A N —IESEICRB N TRIENRFIEE Wb D, Y 740 =TME (The
California Online Privacy Protection Act) Tl fEAZFEEFIEEZR R (PI)& LT SSN (fh
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RIEES) 23T BARFABRL ST 5212,

22577

EF

F@A%%%T%&%ﬁjki % OHEZEZHBINT D2 LN TEHEFEHRT, AL —

A=l VSFEBEANDA L TA L TRESNT DT, oA RXL—F =LV T 7

?Xﬂﬁﬁfﬁfﬁﬂémfkw\umeﬁhm%a@:

1) 77—AFR—LKNT A FFR—

(2) fEpT (HEBRAHETA 2 E )

(3) BB FA—NLT KLRA

(4) FEEEE T

(5) fhEREES

(6) FFEDMENIZHSRT 2 Z LN TE WP E 2134 > T4 v ORI

(7) Web VA FFELITIA LV TA P —EARZ—P—|ZONTH LT A TIREL T
LHIEH T, BAZFEBFTRERZREIZ T, 2 2SR TR 1 & B S CTEE L
TW5H0

225777

The term “personally identifiable information” means individually identifiable information about

an individual consumer collected online by the operator from that individual and maintained by the

operator in an accessible form, including any of the following:

(1) A first and last name.

(2) A home or other physical address, including street name and name of a city or town.

(3) An e-mail address.

(4) A telephone number.

(5) A social security number.

(6) Any other identifier that permits the physical or online contacting of a specific individual.

(7) Information concerning a user that the Web site or online service collects online from the user
and maintains in personally identifiable form in combination with an identifier described in

this subdivision

WMEANEIZBWTIE, A ¥ —Fy hEEBLTHY 74 V=T EEOHEEICET 5
Nk B TR M A NET D E T = 7V A bOA R —Z — %, BFEHROBH T D7
TANY—=RY =% BNDLHIHEHTHZ LN TND

Fo, WEEIZL - T, REEZTOLA . Y3 f/74/%$®%ﬁ2i%ﬁ% Zat80)
HZ k. éma/T//%k®i9 ZHIBR, BIFREFE CX 202" 2 &, BWHEESLTH

DIED, REFEEEERIRE (B, ks, #3232 fill, £<UE) ks Tn
5o
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https://content.next.westlaw.com/Document/[02064fbd1cb611e38578f7ccc38dcbee/View/Full Text.html?contextData

=(sc.Default)&transitionType=Default&firstPage=true&bhcp=1
2

http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=BPC&division=8.&title=&part=&chapter=
22.&article=
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(C) ZEHBIZL AT RE

KIE O FE SIAEER IR AF ST AT (NIST: National Institute of Standards and Technology)id PII % £
T HT2DD I A R (°Guide to Protecting the Confidentiality of Personally Identifiable Information
(PI)”) BE2AFLTEBY, TOPTPIIFUTOLIITERZSNTWD,

PII is —any information about an individual maintained by an agency, including (1) any
information that can be used to distinguish or trace an individual‘s identity, such as name, social
security number, date and place of birth, mother ‘s maiden name, or biometric records (£ : X
4. SSN, #EAEH - 5T, REBLOIEME, ARG H) ;and (2) any other information that is linked
or linkable to an individual, such as medical, educational, financial, and employment information

(T« R, #E. el BAICETHH) .

WA FONEIIHIELLTO LB TH D,

« P ZFIHT 241X, "RAET 2T XTOPHLIZOWTHEGRT RETHD

« P 2RI 24H4%IZ, PO OFEH, INEE, REIZONWT, BLOHEEAMLI v a
VERET ETHRIRELER LD ETRETHD

« PI ZFIHT HEkI%. PILIZOWT, PIHAEEMREEL LK SN THETRE T
H25 GHELLSOF : EAGRBIME, PO O () . 7 — X THE OBEMYE, IR
. MRS, PIL~D T 7 & R LARE ST

- PI ZFIM T HfHfkIL, PUMSEMRE L ~VICESE, WU REFERZEN T
X THD WAL, P OMEMEEED D DR Y > — K OTINED R E, 3D Fh
PIIl DEXE (de-identify) . PIl ~D 7 7 Az bra—/ LR U —DRIE & FEHE,
ENANTNA RIKT DT 78 A3 ba—)v @8EOME (IFHE 7 I1XEE O
Gt | A

- PI 2FIHT 256I%. P ORFICKT 2 FHRHGFHREZRET XETH D

- PI 2RI 2 8EkT. BRE (F74 v —F {14, ClO, CISO., it 541
NU—RHEICET 2 BB OB OBEELTIEERETRETH D

32 h+H4%

3.2.1 £RIEHR

(1) EFRE

NFEDT T A X —15TH 5 PIPEDA (Personal Information Protection and Electronic
Documents Act: B A HEE M OVE - 3CEE) Tk, ARERICET 2 EBRORE I 2V s

23 http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf
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O, EIEEROMENEREZ LN —DODRA o M D, ZORIZONWTIEI T T A RN—a
Sy va b RMIRENTWSOT, KREIIZTRLHET 5,

(2 T4\ — a3y aF—IT&dHM K (ERBEROBABRZZM)

NFHEDTZ7 A" —a3 v a3 —Th% Office of the Privacy Commissioner of Canada
(OPC)IL, 2011 FFITAFE L7=H A K ("DATA AT YOUR FINGERS”) I8\ T, kT —
ZREANFBRIZE 72D Lk~ BIRBEITS TN D,

UL, BRT — 2 ORI ERITRINTE LT, BRIz ED L 9 kT — 20
ENTERIC LG 72 D DO TEARETH 5,

A A FCTiX, AEREROENEFRZELGEC OO TELTFO X 9 IZiB TV 5,
el . ME A2 AX v LTINELELDIE, WTFROBAITEWNTY ., [BA R AT
HEREAF®RTH 5,

whether a fingertip, a face or an iris is being scanned, what’s being collected is personal information

about an identifiable individual.

Fo EREHRE LTUTO LD RBlmR 21T T 5, EAFBHRICHE S T 5 HIRM 255 7
FED BTNV FERAMRERITE EN TN,

ANx DHE - ATBYORAE, B 2 (TEOFFE, R L L 15 - Z2OFIROER, IR
OHEE (W, M) | AR

people’s physical and behavioural attributes, such as facial features, voice patterns, fingerprints,
palm prints, finger and palm vein patterns, structures of the eye (iris or retina), or gait.

BR) TZA4NY— a3y aF—IT&BHAF (EKREROBZNCETHH4 F)

“DATA AT YOUR FINGERS” ClZ, AEKEWFIHO T 7 4 "o — EORE,  (hoBicEk
FETTA N —R#ENR U RATBERD O H) AREROFNFICHEATE D H 0, HLE
SNDTITAN—FH], ZHIERL TS, ZOWMEA LI TISRT,

a. BM - BR

® EIRIEMAZFIM LT AGRIEICIER L= v . HEICERRIT 5 2 27 A0 BUFE R 3
JORMEZ Z—IZBWTIABY S2oH 5,

o [UESNBAEREFEMTITHN, THOIXEAFRTH 5,

® Z DA RNTIE, BEREFROFMIZEBIT DT T4 N —BEFHE U X 7 KERIZD
WL D,

24 https://www.priv.gc.ca/media/1982/gd bio 201102 _e.pdf
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b. 754N\ —LEDERE

® E{RFHIC féﬁ@%ﬁf?%ﬂv%h@ﬁ%kLTiHTﬁ%f6mé
ARITGFMORRALTZIE EFIH (B BB 81X, 7 — 2 FERIZK O T
TREEZHETE L. BUSATER)
saAvwyF U (EREROREELFIENIOB S0, WE - EHESNT-BW
H%T@ﬂ%ﬁﬁg)
TG (B AR LR OIEMERR I BT A A o T 5 2 & b ATRE. 1R
ﬁm%@km%u%&%ﬁﬁ%&x%—&z%ﬁé_k#f%aImAﬂ5ﬁ@
FEIZBET DIRIAVME R DD, 5E)

c. BT REE X R

® EIREROT T A N —ZBT D BORCIEUET T ZI2IE 72023, OPC ki L, flod
TEIZBIT DT TA R —RH#ERR - ) AR PAERERICOVWTHHEATE S

LWV ) ER - EERZSHFELNL TN D,
TaT T 4 TIRTTA N —RR (RETEEENS T TANRN—EEET D)
TT A R —EEE (PIA)  CRARE 7 X —I12k L CTIX PIA BEH ST 5T
WD)
ERTEHRFIRICET 2 4 BT A N (OEMRERFA LN, @BFRD, %
ﬁﬂai&ﬂﬁﬁ@% Uy MITTANRNT—VRZIZHEVESTWDND, LY 7T 4
N —BEOD I MUEE T\ D)

d. 754/ —RAl

® OPC K UBHE T 2HBIE, AARIERE A VD VAT JMIBITF DT TA N —RZEK %
ST D72 DODN OO RHAIZRET 5,
Pl —F =208k CEOAEERTIT R T U T b— T — X OB ETHT
%))
FORE  (Verification) DAIZHVY, 7% (Identification) 34T 720>
0 — VIR A~DOEE (PRT — X RX—=2ATE7e, a—AWR, A~v— FI—
REIARF R A LR T D)

Q) FEDH

I FETIHREHRICE 2 HEI T TN b oD, A4 RTETFLNATWE T T AN
T— FOBETIE, 77— % EEROEFEHDO L WVETOT — X B, “kE#Re L, BN 7R
BB RENTND

2000 FARIZ E¢m£#$%% NS BRIE. AADGERE, REIZESWTHEGS
N ARAFEBIZH VBN D & W) FIREESHA CTH v | GRAERE (R AR - N2 R)
R, IRROEBORE S (ERERPELTEX 202 ®) | R EREREROFIHIZET S
NG - 7T A R —CBITAETH 1=,
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7, Bl T, EHRFRH - MEITHIROWESRSLS I AT | A~ — 7+ 72 EDOE &, SNS
DOFIRFEDLR, 74—77—:/7 B2 L A EGRBIE T O L 7e &2 i, 4
EIEFRPIGE SN D DS, FTENEFALESED Z ENEZITRoT-720,
FROEIBRTITANR =V R PRREL o TETCWDHNR, T ERoREER L &
HHLDOTHD,

Fo, A FIZBWTRENTOWERE (T4 —FH) b WL EERLOTH
Do BRTEN, =T —F IR T T L —F a9 Z & TRWY 27 2 b 385,
0 — AR (A~— N7 4 %) TOREIE, 72 EIXHANBRCEHE(L, EENED 5N T
WBB, F7o, RO AW TP AW 2D E WD S RE 7R 2 BER 35 &
WIHIBRTIIEETHDL EEZXLNDE,

3.2.21D

712 TREANEROREICER T 5 F 2L L L THI#ERL T T A A “/~?£ (Privacy Act)
2 LAl NIE R L OV - 3CEE (PIPEDA) Bd 5, EFT T A N —ikid, #IRBURHEY
PENE RO, FIHEZITO LG ERMNE L LIERETHY 7 —X Eﬁi It U CHE AR EL
B RA T DN HRA~DT 7 & AMHERFT IEGERMEF AR O TV D, —FH, BANIEHRR
N VR 3CFE (PIPEDA) (3, RBEFEEIC L DBEAFROBIR 25 LT HHET
H5,

WFLT T A N —{ETIHE 3 2BV TEAEHR (Cpersonal information”) 73 [F&%AI AT HE
7@ NCBT 2R T AEE O A TRedk STV 5 H d ) (7 information about an identifiable
individual that is recorded in any form”) & EF N TEY, il LTHEINTWDHIHD (2
ELENGIZRE SR b DI (o)l FIRERE 5. i HZ OfEANIZHI D B ToHhT-
H @ ((c) any identifying number, symbol or other particular assigned to the individual) | 23 £
nTnb,

AFZORAFEEETHEHN SN TND ID ([ZIFES»RH VY, 2D TN HEDD—
Sk L THEERERTE S (Social Insurance Number: SIN) 735 X 5415, SIN OFE A 72 Bl
WIZHDWTIE, RS RERE 5 HH] (Social Insurance Number Regulations) 723D TUVN D)3,
SIN & BAfR3 2 fE A5 HERFE I DWW T JEH K U= BASE48 14 (2 Department of Employment

B INHIZOWTIEE 4 ETHRIBT D,

BRANE, TORBELTHDLT —ZH 11 OBRICHD | TOREINTEANTHD Z L 2HRTDHEN

DB,

T FTOBEINTODEEOT —ZOFNDL, KRAPLDEELET X 5B THL0EE L, KA

ThHIVERET DT L. ANEBET —FZOBEKRIT In Lo TWND,

BIEAIZ LTI R, HLETHHA FNICLDHRETHY . B ENRBRIC X o TRE 2R 23 E]

BESIND Z ENHIFFSINLD,

2 http://laws-lois.justice.gc.ca/eng/acts/P-21/page-1.html

30§ LT T A 3 —1k (Privacy Regulations) 25 3 52 Cidk,  TMEAFHR E X, BAZEHITX 5FH
(personal information means information about an identifiable individual) | T 5 EBE SN TV 5,

31 Government of Canada, “Canadian Identification”,

http://www.canadainternational.gc.ca/uae-eau/consular_services_consulaires/identity-identite.aspx?lang=eng.
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and Social Development Act”) #2D% 4 5 (5530 £~ 43 5) IZBWTHEINL TV DY,

5530 S(1) TIXRIES Tér(ﬁk)%ﬁjﬁowfﬁ\7§4ﬂy~%ﬁ3%®i%
WZHED ELTWVDD, ZOERICIZID (LiRd(c) 72 TR I EIERERNDE E 4,
Fro. AR OHSABEEICE T 2B AEFRR#ED BRY (G 31 5) bx5i3 ID OFfR#EIC
RESN TR, Zhbb5EZX5E, SIN iﬂfi% 30 S~ 43 ROBIEIZEE SN TR
EINHZEEMIND, ZTRODOESETIE, @A, [FE, &0k, 72782, FIRHIRZ:
ED— MBI BLUEITMZ T, Iﬂ?nﬁ'ﬁ%’?ﬁ%i; CHIMT 256 ORMEERED BT
Zals

723 SIN VM & @ AERRIE, Frfsfiis, FahlESE 0L A I TWD,

33 UAHKR—IL

3.3.1 PDPA

VU HR—MTEWTIL PDPA (Personal Data Protection Act) 3S23ME AT — % O£ IZ RS
T HEFENIRIERTH D,

PDPA (I, EHEAZMZ 57 —Z sk — X2 & 1T, v U A R— VDT —Z RS
% EIBSHE L R IR D72 OITHIE S 47z, PDPA IZEESHF L EMR L TEBY, AT —
SR HEBEEE AT —Z ZUEE, EH E IR T SO B L DT R
ERLHZEHBERNELTWD (H35]) ., Thbb, EAGRRELEL BEEHONRT 2%
AL TWDLEWZ D,

3.3.2PDPAIZHEITHENIEFBRDESE & TDMDIRE

(1) BAEHROEE

PDPA (21X, BRI RICOWTHEERE T 2 &HIX 72\, £72, PDPA TiX [MEAAT—# |

IZoWT, MEAGRBIATRENE) 2 I L CEA O — RS L THBMT 5 & LT 5, L
Tedy o T, ARFHRIZOWTE 2 OHREHEC L0 EASFROZE AW Sh, EAGRICEY
T2 LM SN D5EI2IE. PDPAICKBIT 2 HENEH D,

PDPA O 2 5 TliE, [EETH L 0E & b M GRAINFREL 2 DT — X 46§
EHELTWD, 7212, AOABE®R (V%2 LodEELEZETe) (H25) X100
LT AT — 2 7203 10 L LN T LI ADEANT — 2 (BF 455 4 H D)
BT AN AW

32 http://laws-lois.justice.gc.ca/eng/acts/H-5.7/page-1.html

B HSREE SO B0 NE) & LTEAROHESAREESHRIATW S (SR 15

34 Government of Canada, “The Social Insurance Number Code of Practice Annex 2 - Authorized federal uses of the
SIN”, https://www.canada.ca/en/employment-social-development/services/sin/reports/code-of-practice/annex-2.html.
35 https://sso.agc.gov.sg/Act/PDPA2012
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F£7-. PDPA I+ 5414 K74 (“ADVISORY GUIDELINES ON KEY CONCEPTS IN
THE PERSONAL DATA PROTECTION ACT20177%) Tid HARM 72 B-CARR M FLd S v T
5, GEZLUTFT () NIEHA RIA 20T )

TNx—25h, ID FE, BEAOERE S, KEES. BAGRI TR 8E . fakl,
I, DNA ZE23522 STV 5 (5.10) 28, AT — XIS 2 008G 0% TEA
AR PTREME ) ICEE AT S SR STV D,

FEFTICB LTI EE AN T D Al RetE i 5 D¢, —BICEANT — & &3l
L722v [5.5) .

MAANT—% | O & FEEICBET DHIRIZ2R (53] .

TR DB EDREIZL > TEADEBIB AL D5 E61E, 7 —% &> b
(datasets) & L CfHAT—# L7205 (512, 5.13)

(2) TDHDRTE

BANT — & OUE « FIH - B/RIZOWT S TEEME ) EHECHS LADbE TRl S, T4
MR oI L TV DO THSH & LTS [ADVISORY GUIDELINES 9.5]

PDPA TIHEANT — % OFARIZOWTAEN X2V T o RE2#HT 22 28R L
TWD (F245]) , T—XOMHE, WESNTEREER, KO0OF %2R L TWVDHH

(ADVISORY GUIDELINES 17.5] | —fIZHET 20 Tidze< E8Eetx =Y 7 ¢ %t
W) LHEL TS (ADVISORY GUIDELINES 17.2) .

3) D

PDPA # 2 53712 L AuE, A8 I RE1% 4] (Personally Identifiable Information: PII) (1@
N7 —% (personal data) (23 F£i D LiESD,

7. PIICBET 2 ASCHLEIX WS, U TR— IV OEANT — 2 {Ri#Z B2 (Personal
Data Protection Commission: PDPC) 3317 L7z [EFHKICEB T AT — X RiEICBET 5
#HA4 K (GUIDE TO SECURING PERSONAL DATA IN ELECTRONIC MEDIUM) | ¥Tix,
770 RP—ERICHEIT L PUOHEEICBEIL T, 7 70 R —E R REF PR 250
X2 T o BREICINA T, PILICEI 2 [EBHRS ISONMEC 2701812 E K L, WA A RO
HE9 TEOMELMPI LT D, T72b5, EHHE T P ORESICET 53U EIE e

% A RT7A T TFN B MATEE, https://www.pdpe.gov.sg/Legislation-and-Guidelines/Guidelines/Main-
Advisory-Guidelines#AG1

F2, ZZTHHLTWDEZIILLTFICH D, https://www.pdpe.gov.sg/-/media/Files/PDPC/PDF-
Files/Advisory-Guidelines/important-terms-in-pdpa---ch-3-9-(270717).pdf

AT —FZ{R7#1E  (Personal Data Protection Act 2012, PDPA) #F25kick b L, MEAAT—Z Lix, E
ETHAI LA H L, BAIFRERMEANCET 2T — 2 2 EWK T 5, ( “personal data” means data,
whether true or not, about an individual who can be identified) |

3% https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-
Guides/guidetosecuringpersonaldatainelectronicmedium0903178d4749¢8844062038829ff0000d98b0f.pdf

9 ISO/IEC 27018 (X, ISO/IEC 29100 D77 A /N —FHNZHE, N7V v 7 7T RarEa—T 47
BREECH T 2 AR ATRefE @ (PID (BT 20 A K714 Thd,
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WA, Bl CIL P OREICBAL T, £ <227 77 RY—ERZFHT HFHEZICKI LT
HEEMARCERIRL 21T o TV BRI E iR SN D,

— ) U H B MIZEARD~ A TN — LT A EEREEIE N B 5. PDPC 1.
FE$%%55E (National Registration Identification Card: NRIC) “C\ZB3- BN T — ¥ &I
DT, ESIEIZBE T 54424 [PROPOSED ADVISORY GUIDELINES ON THE PERSONAL
DATA PROTECTION ACT FOR NRIC NUMBERS| #*% 2017 4 11 A\cAFz L1z, FHRET
X, LRI TV A,

NRIC HF 51X, HAZFFET HZ ENTE DL —BOHTLOLTOITHY . EAFE
WIZHZHET D

L7235 T, NRIC FHZINET 2 FHEE 1T PDPA OBLEICHE ) HHEEZA D

NRIC F 5 Z I « - BIR L TR WM QEFIZESEE. AN
T ICERRET DM ENH D 5GHIZIRD)

FEOES (JENICESGAE THONIFEEIIRE)

EFICEEDSE NRICHFSZ WG - il - BRI 22RO T r—2
ERIZEDDRWBMENZ O W TEEIZRAET 2 Z LR E LB X LN H5EITD
W, BREEHEDTRIETRD DD EBEEEICE SO TRETT 2
ERIZEDSDROBE AN OV TEHBICRIET 2 2 ERRELEEZEX GNLGEDOY
N — A

NRIC B ERMERATER2WIEAEORE L7225 DIZ OV TIEL PDPC X EMAMIZHE L
2 (FEEFIT, FENRSCERAFMFIESOTRE L 722 ID ZHIZHOWTREHT
L& BT, KL D ID BMEANEROBE 2 BGFEZ R NE S EET D)
Loy I —R

FEFIN NRIC MENR IC H—F) 320 a v —%2 R 55468, FEHZ
NRIC OBHEH — IR SN TV DI ETOMABHRERSG L2 21220,
PDPA DOBHHLEZ B FT 2 EGEEHA D T & DR

L7eDi o TOHEIC R Y BRI WRY | —fikGm & L THFEE 1T NRIC OW B 7 —
RZRFFTRETRY (2L, FFEDRIMFIZE N T, FEBEDVBARY VR DTDIT
NRIC OB 71— ROFKHEZ 2 B —3 25 Z LITRO BV D)

TENIE R Y o — 0 M2 L L opngEr:

© BEEDTILRIBHEOEMR (AN, RE. REEHIMOBIR, Zofh)

F 72, NRIC &5 L [AEED — B OB A E 213 H 05 E (B : ifEEE) IOV TlREE
O SN D ATREMEIZ OV T HREIN TV D,

“ NRIC (24 L TIZ NRIC F S AR G S, SEEERBETID & LTS TV, £z

NRIC &5 ZHWTA Y T A L OFATEF —EAZHMT DB, Z@ONAT — RERETLHILRT

X, T % SingPass &\ 9, https://www.singpass.gov.sg/spauth/login/loginpage?URL=%2F&TAM_OP=login
(%) http://www.clair.or.jp/j/forum/c_mailmagazine/20150804/124-2.pdf

HRXTY y7arPLT—rar b WHLEDSIT TARIN TN D,

42 https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Legislation-and-Guidelines/proposed-nric-advisory-

guidelines---071117.pdf
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3.4 FMES (EU)
341GDPRIZEITHAEELRHFDHME

(1) £EARTEHRR U DNA DER

2018 /£ 5 A 2> 51T X415 General Data Protection Regulation (GDPR) Tid, % 1 H CTH D
WL, EET— 2 KOEET — 2 BDHEIZER ST 6TV 5,
B4R ER
(13) TEET—%) &%, BRAOEFMERE UIRFICET 2EA O #E 5 2. FFiC
BHERAND L OEWT T VOGS, MK XITES LT-BARAND
BRI D AT — 2 2 9,

(14) TERT =2 Lid, BB SUIIEREERET — 2 O X 512, % HARANTHA D%k
BIME 2R B 5 TR biILD . BRAOE KRR, AR SUIATEIAY R B
T O REEDHAMALEL NOR/ONLBEAT—Z %205,

Article 4 Definition
(13) 'genetic data' means personal data relating to the inherited or acquired genetic characteristics
of a natural person which give unique information about the physiology or the health of that

natural person and which result, in particular, from an analysis of a biological sample from
the natural person in question;

(14) 'biometric data' means personal data resulting from specific technical processing relating to
the physical, physiological or behavioural characteristics of a natural person, which allow or

confirm the unique identification of that natural person, such as facial images or dactyloscopic
data;

(2) £RTEHRKE U DNA 2B 23R E 0=

AR O DNA A Bl 5 BRICEHEBIR T 2 5 & L Cid, 8 9 5 (Rrnl 22 o fE A
T =X OEHRY) O 35 55 (7 — ZIRAEREGHE) BT o,

%09 KE 1 EHTIE, BBl efEOBAT —2D—2L LT, [HADO—E2i#s % L
LIZERT =2 R0BIET — 2 ORI EE L 5N TWD, 7272 L, 52 H T, [FAHEICFEHE
ENTZ@~GDNTINITEL T HEAIITEH SN2 E W I RBRENTD LTV
Do

Fo% RMBLREEOBEAT—F OBRHEWN

Lo AFEE L < IXRERFEM. BUrmERR, REE L ITEFESR. Ln@ise 8
BRI D EAT — 2 OB, ROEIET —4% . BRAO—E iz Bl s L
TAERT =% BRICET 5T — % T AR AL U XS 57
— 2 O NTEEIET 5,
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2. B 1 HITRICEIT 256 1I3@EH S e,

(@) T — & EERN, — O IEEORE S T= BD 7= DI Y 5% N T — & O Ikt
L TR REZ 52185, 72721, EUfflijJDEEl@IV\?&r)x 1T
EDLIEFHN T — X ERICL > TR SN D RXE TRV EED TV LS
whR <,

(b) J&E 1 M OVt ORBE N A S RIIRGE IC BT D IE D S B 1T D E B T T — 4
FARDFEH D JEAT K OFFE ORI 2 1TE9 5 B CTHHR WAL E e &, 2721
WELVED, BUVEA L < V3NERE O E N E SUFIEARMIMHEFR K 0T — & EIROF) I
%4 DY AR A O TN E O ENEC X D5 BRI X - TR @%ﬂfv

L5 EITIRD,

(c) 7 — & EERPPELR SUTIENIC Hi%ﬁxé ENTERNE X T—FFERNT
fihd AR N D EE 2R & RET 5 12 DB WS LB 72 5

(d) Buf, B7. RBEE L <AXFHHE 0 B Z R OME | Mk IH 5P H o IEE
I X 2 880 722 (R T 2 i 2 72 VA 2R ISENC B W TRV R EIT S D
B 2L, TOEWIE, A — HRORFTA 78—, i%@ﬁéﬁ ZBWT
FIR & EHRICEMZ LTV D AL ICET 2BV TH Y 7 —F EEROFRE <
EIMCE N T —Z BRI 25K E 35,

(e) BT —# ERIZ K > THERICAH SN TEAT — X I 556,

() IEMERIFOSIGE AT U < IXPUoe UTEHIFT 3 2 OIER BRI RSV TR ET
D72 DITHAR O DS LB A

(@%E%@@ﬁ@ﬂﬁ%@ﬁktfﬁﬁwﬁfE&%éotﬁb Koo HE
WHIL, T— X REDOHEROREZEE L, 7 — % EROFILE K OFEARRHER] % £
%f%t@@ﬁﬂ#oﬁm®ﬂ%%ﬁELtEngimmlmlW& ZEoL,

(h) PR L <3 Lo ER B, 1EEB OB OFHE, ER2HE, SUd~
VAR T RRMEE L XY — v v VT T RALE DRI & o THEIR W RS K EE 2
Ao ML, EBUEE L <IIMBEOENIEIZIES S, EFRHEAE & 0K To-o
% 3 HTED DRI OITREREICIRT 22T L 7o~ 2 7 73 L <X
V= VT OFIE RO — B A E > TR W BN LERGA,

() AREEDOHICEB T 2 AFKOF G ZFH & LTIV A LERGE, filxiX, E
KA BEBEf A BB B, ~ L A 7 7 3 QN EFR R T E R e O K Y
LEVEDEKMEDRIEL Wo 2P, 72720, T — % EEOHEHNZ L IXHRB,
(AR 2 AR 5 72 D) 0 BRI R 2 e+ % EU EUINEEOE
IEIZ S <,

0)@%@%%%%9%%1%’;5ﬂ?%%b<iﬁ%%ﬁ ERESPE ﬁﬁam®
RO T DIV BBERGA, 12720, ROONEZENEEFIL, T— 2 (Ri#
DOHEFIDOR ZBES 5 EU EITMBEEOENEIZES <,

Article 9 Processing of special categories of personal data

1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade-union membership, and the processing of genetic data, biometric
data for the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation shall be prohibited.
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2. Paragraph 1 shall not apply if one of the following applies:

(a) the data subject has given explicit consent to the processing of those personal data for one
or more specified purposes, except where Union or Member State law provide that the
prohibition referred to in paragraph 1 may not be lifted by the data subject;

(b) processing is necessary for the purposes of carrying out the obligations and exercising
specific rights of the controller or of the data subject in the field of employment and social
security and social protection law in so far as it is authorised by Union or Member State law
or a collective agreement pursuant to Member State law providing for appropriate safeguards
for the fundamental rights and the interests of the data subject;

(c) processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent;

(d) processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit body with a political, philosophical,
religious or tradeunion aim and on condition that the processing relates solely to the
members or to former members of the body or to persons who have regular contact with it
in connection with its purposes and that the personal data are not disclosed outside that body
without the consent of the data subjects;

(e) processing relates to personal data which are manifestly made public by the data subject;

(f) processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity;

(g) processing is necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject;

(h) processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of
health or social care or treatment or the management of health or social care systems and
services on the basis of Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred to in paragraph 3;

(i) processing is necessary for reasons of public interest in the area of public health, such as
protecting against serious cross-border threats to health or ensuring high standards of quality
and safety of health care and of medicinal products or medical devices, on the basis of Union
or Member State law which provides for suitable and specific measures to safeguard the
rights and freedoms of the data subject, in particular professional secrecy; or

(j) processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.

Flo, AERERL BT —F 2Btk 5 BEicid, F 35 RE3HOIT LD 58 1 HIZE

%7 —Z RERER N 21T O &75%&7’%0 FHNTND, £lo, AREMERICI AT
2K D RBURZREER 21T © LA T B ()BT K D EfiNER SN2 Z LN EZ BN D, il

Jis

SIHICHES N TWSD — ﬁ;p*éﬁ‘éiﬂ/\ ST BN, F— R BT

23 & T o & NFIZ DWW TIEE 7 T Laaéizéznfb\éo
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35 & T — 2 R

1.

FROHTZ 2l 2 N 272 EDO H MO HER S, T OME, FEPH, SUIRM O HdR -
DHBZBE LT, BRAOHEFCABIZE Y A7 24 U SELREMER & 556 .
EHE L, BV ORNZ, TE S IVZBRMEE DM N T — Z (R~ D BRIl 2 52
fit L7 i 72e 72, MSE L7l X R O U 2 7 2s3RO Bl O ESE DR
BATHWDL Z LR TE %,

1 HETED DT — X REZETAN IR RIS 258 ICEREIND LD TH S,

@) 7u 774U 7 EED-BELEIC ISV T HRACET D Al & 4%
B3 IR EFH I BT S AL, # OFEIZ AW THREN 2 SH, FOWRENRH KA
B DIERN R A2 L U S50 ULRBRICBRANICE R 2w 8% 5.2 256,

(b) % 9 &H 1 HTEDDFHARFEHOT — %, XIIH 10 2 TED D HIFHR L O
RIRIZBET DA T — & & KB ER O B4,

() #ETHIHBAD Z EDOHKDLEINICHO TREB AR RNEREZIT 2 BHA.

BRI — & (R 255 B A B EE ORI O B A RITL, &

B35 Z EMTE 5, BERENIRIN T — X RESTRICY % — B2l LT iz
SYAN

AP 72 < L BRICHE|IT L FHE G L LD LT 5,

(a) TS HIZIROERE R B OO B O RRIGEER, %48 256, BHEIC L
S TR SN D EL 2R Z G T,

(b) HAYIZEE T 2 Hdl W MESE O a4 BME K O LI D R Al

() 1 HTED DT —F EROHEF KL HBIZET 5 ) 27 OFHi,

(d) U AT IR DT DI TE SN, 7 — Z R K OBEE T 5 38 OMHER L O
BN 2 BB L, BAT —Z OR#ELHEII L, AR OB 2T 5720
DIREHE, LRI NLEA T =X L ETe,

Article 35 Data protection impact assessment

1.

Where a type of processing in particular using new technologies, and taking into account the
nature, scope, context and purposes of the processing, is likely to result in a high risk to the
rights and freedoms of natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the protection of personal
data. A single assessment may address a set of similar processing operations that present similar
high risks.

A data protection impact assessment referred to in paragraph 1 shall in particular be required in

the case of:

(a) a systematic and extensive evaluation of personal aspects relating to natural persons which
is based on automated processing, including profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly significantly affect the
natural person;

(b) processing on a large scale of special categories of data referred to in Article 9(1), or of
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personal data relating to criminal convictions and offences referred to in Article 10; or
(c) a systematic monitoring of a publicly accessible area on a large scale.

5. The supervisory authority may also establish and make public a list of the kind of processing
operations for which no data protection impact assessment is required. The supervisory
authority shall communicate those lists to the Board.

7. The assessment shall contain at least:

(a) a systematic description of the envisaged processing operations and the purposes of the
processing, including, where applicable, the legitimate interest pursued by the controller;

(b) an assessment of the necessity and proportionality of the processing operations in relation to
the purposes;

(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph
1; and

(d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with
this Regulation taking into account the rights and legitimate interests of data subjects and
other persons concerned.

7T — 2 RFERERHE (DPIA) 2383 e X R EHEIZ >V TiL, GDPR BT 501 K7
A>®D 55 DPIAIZET 25D (WP248 rev.01) #TH Annex-2 [Z TRl S T3, W
TNOREEBEZLAREZEHEARWLEEL LTRINTWD HOT, BN 7L —200—
TIZOWTIERIATA R4 2T L 2004 CINMEENC T 2 @ & O BRI o PIA
(Privacy Impact Assessment) 7 L — AU — 7 N INEFEEEAE  (ISO/IEC 29134: Guidelines for
privacy Impact assessment) ) 23R SAL TV 5, FEERIZ DPIA 2 Ei T 25 A2 2o 07
V=AU —7 « EBFEEFEICHL TITO 2 LR 5D TRV ETREND,

(3)ID NES

GDPR T, ID IZAANT =X O—REHEDOTIZEENTEY, AT —% & LTHb

N5,

EAK ER

(1) MEATFT—%2] &iX, @S0 EnBGs B8N BLF 5 =2 F(K) &
9. ) ICEAT2H 6P L HEMEEWT 2, A S50 BT, Frio, K4, i3
B NMET—2, A T4 VBIFO XD ikl . TS ERANCET 59
PR, AEBRA, BA R0, FERY, B, SUBRE LUSHESNT A T T 4 T 4
IR 72— 2 LT DO EREZ BT 5 2 LI X o T, BRI UM,
WAl S NAGFLEE NS,

4 “Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result
in a high risk” for the purposes of Regulation 2016/679” (Adopted on 4 April 2017, As last Revised and Adopted on
4 October 2017)
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Article 4 Definition

(1) 'personal data' means any information relating to an identified or identifiable natural person
('data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,

physiological, genetic, mental, economic, cultural or social identity of that natural person;

(4) ID IZE9 2R H OME

FROEENG, EU IZBWTIE, ID IFEAEH E LT GDPR (ZF# 40TV D & HLE
WCHEDSEWMO bbb bDEfRIND,

fliJ7. GDPR i 87 52 Cix, [InMEENZEERERBE S XL KICHW D H 6 5%
F OB T 5 BARRRM 2 ED D Z N TE D, ZOHE, EENE S XL %I
WHNDH B WL TIE, ARANC X 2T — & EROHEFI R O H B O 7% i) 72 (R
BT TOR, FHSRTIUEZR B2, | EEDTEY, BRI BEICOW I E
WZERHNTWD,

3.4.2 $Z4&

(1) iR EREMR

AR T — 212U T, Directive 95/46/EC (77— fRil4E ) TIHMREICIIER STV
Mo lz, [FFES TIEL 5 2 Sc@)MIZH VT, B ATE#RIZ any information relating to an identified
or identifiable natural person.” (Fk5l] SAU7= SUTFRAN X G2 BARANIZEET 5 X CTOEHRY)
& LTHRIRIZER I LTV,

Zhizxk L, [AHES @ Article 29 Working Party (55 29 S-/E352> WP29) 1%, 2003 4E(2/A
7% L 72”Working Document on biometrics” (12168/02/EN WP80, Adopted on 1 August 2003)*|Z 33
WT, [F—=2REETD AT =2 D) ERINE-> T, AFBIEFEELITEOTVH
NT =B FTNTOWOHEEIIEAT =2 Th D) e DRMGER L, 7— 2 RS D32
2R 0 - BUEDBERICOWTERL TV,

F72, WP29 7% 2012 HFicHi L7z TE R (“Opinion 3/2012 on developments in biometric
technologies” (WP193, Adopted on 27th April 2012)) *"-CiX, ”[bJiometric systems are tightly linked
to a person because they can use a certain unique property of an individual for identification and/or

authentication---.biometric data, by their very nature, are directly linked to an individual.” & Fo# =
M TEANICBET D8 E D =— 7 2R e O TIERA DRI W LIRE 21T > T\ 572,

“ PREECEIIEE [BU 7 — Z SR X v 51 A,
http://www.soumu.go.jp/main_content/000196313.pdf

4 http://www.statewatch.org/news/2004/feb/biometric-wp80_en.pdf

o L AN (T2 EE) ZFENT 00N RFEE LTEA S TWRWEAIZE., AT
—ZITHEE LW EDERAF S TS, (152 Working Document DI 11 22/, )

47 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2012/wp193_en.pdf

35



ERIEHR T AT L EEANEDRBBEICEBRLTND I EEZFEML TV,
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ENRTE, ZOZLICKVEBEV AT LM ZENAEETH L —FH, HOFET-
DEFIILE L TR BBAEV AT AT, B4 OB EIET D Z & CTidi
MENZEM ESEDLZENFHRETHD

DT E LR < OBERIES AT LTI T LICK DREENE L TH Y |
FREY AT LD A —F—(F 3D EGECENE 72 &2 W opk 97 F Lt sRICER D #H
ATWDN, AHIBEBTHWOHBILTWD i b BEARIRFRGES A7 A TIEZ OB
ITED AL STV R0

3.5 EU R E

EU I ENZ SV TIE. 2018 45 5 H @ GDPR %%t 13 GDPR O HLE DN B H S5 A3,

Z 2 TIEENLEIORI., &2 WITEENMA 2T > TW A BFRLIZOWCREET 5,

LAF¥IUR

a. T2 REE

A VU 2B T D ENERGEIC BT 2 BTIEE, AREM & REFEMICER ST
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— Z {#i#1% (The Data Protection Act 1998 : LLF (1998 4E¥5) ) S'Cdh D, ZHLLANIE 1984
BT — A REEP BENVLER T — 2 OB xR L L THIE IV TWen, 7 — X REES
(Directive 95/46/EC) |Z%its L CMIE S iz,

ARTERIZOWTIE, 1998 FFHEICB W TEII R HE T2V, HlRaI vy v a ) —
47 4 A (Information Commissioner’s Office: ICO) 2%, A& T — X NEANFRICY -5 &
ZFRH TN,

7285, 201749 HIZ, 1998 LA ET 5154 (Data Protection Bill 2017) 72332 1242
HENTWA FERICIIANA A A R 7 ZADEZBHL SN TWEHR ZDH%AIEL GDPR
DEFLF L TH DS, o, ERBHINELE LTUTITRETFOND,

T =2 DB MI DWW T iX GDPR O FEHEAE A LTV 5

BT 4 TR, Y= T T BEICET 57 — 2B LTRSS RE
IhbdZt

EF DL 2% G TN EBOR TRV IESHER S 25A12IE, 77 & AHE., HIBRHEIZD
WCHEEIZRHIRA S5 2 &

FTA L TOT =X OEHFNZONWT, BlORIED LB NEEZ 13 5ICE D
%) 56

b. B AN A BT 1TENRE

AFX Y ATIIERS AT OFFE-FIHANEA T2 235, GDPR RELRI D, i
T A Z T D HEINRRI SN TV D, BERA A T ICBET 28 = FH L LCE, AT —
AIRERN A TTE T 5 1CO Iz, M AZ a3 v aF— (Surveillance Camera
Commissioner: SCC) 23E%iE STV %, SCC 1 2013 4RI A T 3% iE - FIAIZEIT % Code
of Practice (fTENHIFL) A& EDTWDH, ZOITEIHFLT 2012 4FH B (Protection of
Freedoms Act 2012) 3D 30 KICESTTEOLNIZHLDT, A1 7T KEOY =—/L X
OBFHEY R (55 33 & CTRUE) ITxh LT, @2 ARG A 7 OFIHICB 2 A

SU L EOFAT 01998 427 H 16 H. KEfT : 2000 £ 3 A 1 H,

http://www legislation.gov.uk/ukpga/1998/29/contents

32 https://ico.org.uk/media/about-the-ico/documents/1042564/ico-proposed-dp-regulation-analysis-paper-
20130212.pdf

33 https://services.parliament.uk/bills/2017-19/dataprotection.html
https://publications.parliament.uk/pa/bills/cbill/2017-2019/0190/18190.pdf

M ERHE 196 R(HOFHRICEEH SN TN D,

S IEZEOWE (Overview) % FLill L723C#E TlE, ° Set new standards for protecting general data, in accordance
with the GDPR,(#%) ‘L4 Y. GDPR ONE L FEAMICFRI L THEEDOL#HAH D, (LLTFDOLED’ How
are we going to do it?’ DIH, )
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/685647/2018-03-
05_Factsheet01 Bill overview.pdf

% F T A TOFEAEROBST LTI, AR TOEEER FFHD OFIN (BHEOANZIES, MFE
FECOELHLTHELATWNS) 1220 TH, ICOILLY HA RIA VERERTL D ED BN TS, U
T4 % 24, https://ico.org.uk/for-the-public/schools/fingerprinting/
http://www.statewatch.org/news/2007/jul/uk-biometrics-in-schools.pdf

37 https://www.gov.uk/government/publications/surveillance-camera-code-of-practice

38 http://www.legislation.gov.uk/ukpga/2012/9/contents
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AT HLDOTHL, AT T REORY = — )L X ZEBIT D, MOBERD A ZEH
F - FHFECH LT, ZofTE#E 2 B RIICERAT 5 Z EREFHI TS
@ﬁ%TiuT@nzmﬁMﬁﬁw%hfwéo

<%ﬁﬁ%?vx%A®%%itiﬁ%>

JFRIL B A AT AT A, W2, #iERBREEBRT 572012, oA
DB D 72 DI LB 70 l_kwfjﬁ SN HHD=D _ﬁ%émﬁﬁnﬁ
VA SR A AN

JRRI2: AR AT L AT AOMERICEE LTk, TOMHANESTHD Z & 2 HERTH
O OEMREICL Y FEANCKIT DR L 7T A N —REFE RV
725720,

JRA 3 B A 7 OFERIZB N T, 07 7 B AW ICET 2 AR I
I EETIE T, FTHEZRIR Y OB MR S LR TIUER 5720,

JRH 4 Bl AT VAT AOARTOIEE) (UE - RE - A SN mBE L OERE S
te) 1ZoWT, B BT L OHHASRENFE LT b,

<EERI AT VAT BT X VE LN DB E IO E RO F 7o 130 >

JRALS : BEfliH A T VAT AOMERICES D, W/ v— v, et FIENRR T B,
MO, FNHIHE ) REETOFIMEZONRIT LR B0,

JRHI 6 2 BEti A A T VAT NI DRt SN2 BN O 72 DI (B2 DL E O]
B LR OB RITEBE S NDNE TR, £ BB ER SR AT, 5 O
BEOERITHIRS D RETH D,

JERI 7 R STV A BB L ER~OT 7 v 2 TR S & Th D, £7-. i
MEDEHIRAMTT JBATEDLDOMN _Ob\f@@%ﬁ%iﬁﬁmmzﬁfﬁpé e
LOMEROBRIL, 260 BO DI ERGE | &2 WIXERITHNOSE
IZRDRETH D,

JEHI8 : BE N A T AT LDOEEEIL., VAT LARONFORMEEEDH S, EE .
Hofti, HEFRICBIT 2 AR ENT- VR DIEHEIC OV T HBETRETH D, Fi-,
TN DORMEZG T LR T 5K 9805 XFTH D,

JRAL 9 BEH T A T 2 AT AOEB K OERIL, FFrI STV eWT 7R R OMER %
B <o D)t ¥ 2 U T 4 % RIS D RETH D,

JRAL 10 : JEREE e, FRENBIE LA L TV DT 2 RE K A O E
MR L ANRFITONDIRETH D, FEHNLHRENARINDLIRETH D,

JRA 11 : BEi A T 2 27 AN, WiERBNEEETL0THY . oWk

RBEAOMBEWENFET D 5A10. DO R OVEBITO - 012, FEHLOATE &
L COMEBEEOERONHEZ HE LT bR FIETHER S A RETH
Do

JRAL12 : BEHA A T AT MZBWC, BEEZHNE LTERHAT — 4 X— R & ik

FTAHODIZHNGND W 5ERS, EETHY MORFTTHLRETH D,

INHDOFAID S B, JFAI2, 8, 121I20WTIE, BV AT AICOWVWTHEREINT
B ERIAT VAT NI DZREOWRE, AADT T AR —LDO/NNT R E
NEZ LN FEATERFGICB W TGRS TW A,
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¥, GDPR O 9 RIZEBW TEREREZET R Z2MEOMEAT —Z OBk
(Processing of special categories of personal data) (Z- DV THUE ZALTWHRY 5 4 THTIE
DNRENL, $IREZ SO, BT —# ., EKT — & UIREEIZET 57— Z 1I2£% 2 8N
MR ITEAT L2 LRTE D, | VERESNTEY . 2 b DOIER L GDPR %40
BTHAMIIRDEBEZDZENTED,

c. BN A S DR ABE

BEE T, ZoEk (F: b —An—28RICBI A EANAR— b — b, EVPEEORA.,
WRET —F_X—RELDORE) | B8R (WEET — X X—RZBT BRI L 285 |
HFEE (7Y KU FERITRER OITENRENC X 5 Fibh 1k, BUER% OE TE L, TR
By N EERNBER., B RENRE., VAT AU F— LRTRED) 2 AT
ORIz, /INFEREE 7 CRaEMisR . (EE Mk © b ERRREE AW =B 2 7 ORI M
HEA TN DO

d. BERAN A SICET SREEHIE

SCC iX, Bt A 7 2 AT AOBWMEZ B8 572012, 2015 4F 11 H 25 = FH 580 B
T 7292, EROITEEOM AR E SN TV S EEY ROIED, %ﬁ%ﬂﬁ;%_$
A ELRBOLNTVD, BRI, ERROTEREO 12 FRIZESF L TnWb 2k
[ZDWT, AN B Cafiliy — 8B X D5l 21TV IRICHRNT U 7= 38R R I K A& 4%
Fhe LT, REEIT 9%,

2016 A 11 ARFRC, 52 /NBEESR | K. MBS 40 O FRAEZ IS L T
L eV,

2 73R

77 v AT BT 2 ARG BET D BRI ED 5T D, 2016 £ 9 H 27 H
W2, 7T U ADT — X ARH#ERRI O CNIL (Commission nationale de I'informatique et des libertés:
THHAE R O H RIZET 2 EHREZRR) 13, W5ICBT 22 TOAEKGEIERIE > 27 & (i

9 341 HIQ)TIEE 94 | THE O 2 THIZ DWW CHIE L722Y, [FSRICIES 3 T (Rl fEo AT
—Z OFMBRORIBRIZET 2615 ROE4HLH 5,

60 J3L1E” Member States may maintain or introduce further conditions, including limitations, with regard to the
processing of genetic data, biometric data or data concerning health.”

SUUNRIES THE - KRENZB T D7 A T Eitg & BEEERICBIT 28m ) (2017410 4 5 F)
https://www.i-ise.com/jp/information/report/20171010_koizumi.pdf

62 https://www.gov.uk/government/publications/surveillance-camera-code-of-practice-third-party-certification-
scheme

3 https://www.gov.uk/government/publications/surveillance-camera-code-of-practice-self-assessment-tool

% https://www.gov.uk/government/publications/complying-with-surveillance-camera-code-of-practice-self-
assessment-and-third-party-certification/complying-with-surveillance-camera-code-of-practice-self-assessment-and-
third-party-certification

S NGRS THEE - OKENCIR T 20 A T litg & SRS BT @] (2017 45 10 H) https:/www.i-
ise.com/jp/information/report/20171010_koizumi.pdf
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VTN =TT TV a  ROT N, ASDT IV ER) #XRETDH 2 DORR
"Single Authorizations AU-052%¢ J Y AU-0537% %3 L=, T b OMAITIE, BRI &5
ET D EME (REFRL AR C. TN ENEHCZS T 5 0) | EREROFIHN
ROLNDHW), BN LEANT—% ERERGET) . 7—ZREHIH. 7—% OF|
RANRFTFEN2E, 77— 2 ERICEMTREANR, BX 2 V7 0 KOMEEMEICET 2872 L
DEDHNTWD, FTFIUTHEN, WERNLH -7 HAITH S Single Authorizations AU-
007, AU-008%°, AU-0197°, AU-027"' % g1k L 7=,

D OWREF, 2018 4F 5 AITHifT IS4 D GDPR ICKHE L7t DTHYD . 7 A N —
NATHA L (POD)E T T AN —RA T T4V vOT T A N—FHI, 7 — X R ERT
MEBRHA LTS, ZAHICHONWT, T—XEHEIT 2018 48 5 H 25 H £ Tk L7t
TR B0 E SN TWD, ek, — A, AEREHR S AT LT 2OV TIL CNIL OFFHF
AIBAMEL SN TWDHR, 26D Single  Authorizations [ZHLE S 4L T D BF: & i 721
X, iR ETHZ ERARBETH > 7o, PEROFRBAIHIE (5 )mH) 12Xk HEE L-FE
FIX 2 LN (2018 4F 9 A £ T) 18T LWRB A EE T RS U THIRICBR ST D0, F721X
CNIL OREA AT 2B 8 5, GDPR TiE, AEREHRO R MW TN E L3 BN
REIRET D AT LTERY GBISKRE4H) | 77 U ATIE LY Bk 72 HIBR2 ST
W5,

aHd =

o

2006 5ELAME, CNIL 13, AAEIEHR S 2T 22O T HEBFREEZR & D] (traceless) & BB
AJREZR H D (traceable) & V) X B Z4T > TE /-,

B ATRE 2R AR IR Y 27 & (B FBRGRRE) T, A (F—% ER) 3@+ s2 L
R, NV FNANT—HERSG - FIHT L ENAHRETH D, . BFIRER Y AT A
(B : BFERECHE OFFIR X & — L 38GE) Tk, AR LIcT —# 2B 25 2 ik
NEETH D, ZD7=8, CNIL [TEBHF TR/ EMGRREY AT AZiE, AD T T A /"2 —|Z
SHLTEROENY 27 (il ID i) n"dbbHE LT, iﬁ%ﬁﬁﬁ%fi%é{\kth«\ X0 ks
RN—NER L TE, L LRRS, FEiFoERIZEIY . 26 ORFNT S IT0EERR
72 < ATOARERED HEBIATH Jt%zém%t&bf FLWL— L EHIE LT,

b. R4k

FLWHIETIX, 7—% EERPBECOBFRIZOWVWT I hr— )LA[EENE N L - Tl
HAENBNL— LN E 5B,
® HAMNERT L — NIt Hary ha— L3 RETX AEEGER AT LA Th

% https://www.cnil.fr/fr/declaration/au-052-biometrie-controle-dacces-sur-les-lieux-de-travail-avec-maitrise-de-la-
personne

87 https://www.cnil.fr/fr/declaration/au-053-biometrie-controle-dacces-sur-les-lieux-de-travail-avec-conservation-
des-gabarits

8 WG IBT D FOmE - IRk E MW T 7 A3y bue— oW TEDTZHAL
& WS 2B T D ORI AN B3 2 B,

0 BB T D FORNROFI AN 2 B,

BB A E AW T 7 A3y b a— Ul oW TED AL
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AUE, AU-052 N S5, BARMIZIE, EARRAE L TWDHET A X (] 1 IC
— KX USB &F—%) NIHEADOBEEZR LICHHATE LWL D T — 4 _—2 (ff :
%va—h@F”%%%f%ﬁ@@ﬁ%%%@k@ﬁﬁ@ﬁf%%ﬁ)’?va
— FMEESN TV DA R ENENT 5, ﬁk%%i AT DL RINT 52 &
DAFIREZR Z & L’DL\TEé REHN D DG AR BID,

o HANHCOERERT 7L —ha2ary bo—LTERWERKREFRY AT LI

WTIE, KBV —LTH D AU-053 BN SN D, ZOHA. T— 2 EHE X
7/7 L—k %@1@]\®uun£$ﬁk B'g HS| j—%ﬂé'f &“\““X @muuﬂEH# "j-:/7o
L&D EAT ) NEFEEE C, 7 — 27 7 L— F O N FRE/RBE AR — b

BRIV B D, OWTRINCT 7 l/~1\%ﬁ<”§7§"6_<‘:73>’(%60 e, T4
EEEIL, TORMICEL T (EERFRICES22VWITIETIERL) AREFREZAVWD
FiEwER Lz, a—F—0ar ba—RHREND HETT 7 L— MR
F35Z 8, OTRICHETL2EYRIHA2EHT TERT Z LN RObND,

CNIL 1%, 7 —# EENEMRERT 7L — e ay hr—LT&E LEET 7 & Rl
XTA??:@EO T ERHER - MBRICHERL TRV £ TRVWI AT L&D GEITE,
AU-053 23 ] &4, analysis  grid EFFEND F = v 27 U R RPA~OFRABKLEIZ/ D,

R k1Y

RA 2, ABERALKORMICEH S EEE LT, #EANT — 2 KL
(Bundesdatenschutzgesetz in German: BDSG) M {F(£9 %,

FAVIZBONTE, BAT—Z RIS 2T, Bk Lo ANHORE & A Ok
mG(P4V$%)%1%%1@ B2LEEIE) POIRELZZE BB, T—FEK
DIREZ 356 (BDSG % 4 &) (20K, BAT —F OWHEBRFRIShD & Sh TS
(wb@émﬁwaa&m%)

IP7 RLARY v X —(OEFBET —ZITHEANC EAT—%] L LTRD LT
DR ERZLIERLT v EOHEED T OIZEFBE T v A IR T DH0ERH D, £,
Al - A LT ORMITERD T %,

BDSG IZBITAMABHROERIZILUTOLEEBVEIE IS,
BB F 72135 PTRE 728 AR F 72 1IXBRERICEE T 2 T _ColE#RE2HE T, (GE3

72 https://www.huntonprivacyblog.com/wp-content/uploads/sites/18/2016/09/au-053-
grille_danalyse des risques_0.pdf

3 BDSG (% 1978 FRICHIE Sdv, HANE, MEAAT—% ) ot (Fric, Er@EEE) (2B 2#%m 0
% ATPNIZR, &L, 2018 4R mﬁ%m®Gmm&®%@THm«~X@ B E T r 7 7 A )
T NERGINE TR o T D, BDSG Tid, FEDOKBFIM., W, A7 4« 7RIM%ED MAANT—4] it
TNZOWTIIFFRIO R EZ T TV 5, £7-BDSG X, EEE2Hx 57 —#ikcB L, [EHETX 5
El &Z2DOMOEEZDT T, ENENIK LARIHFAELR T TND, S, 777 FH—ERIZEBNT
X, 7 79 FNOT — & ORI 22 55T 2 Fe € O E O R E D B —/NICEERNSKIGDT 5 2 & A REE e 72
O, BEOBEEXIRZ E 7 <“?~570)$z§%73§%\§i§&7‘£6 L7=d> T, YFERHETKH L, 790 Fh—t
AT 2 EENDLREN/HINTWD, IDIL, T—HR#RTE (DPO) OFELZERTHZI LD
BHEShTWD (F4%R) .
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K01 IH)
NFEC RRADEIR, BRI B R, REE 7213 7aEE reEIE, /R E 21
PEATEICBET DI MITEREMAT —2 L LTHRESN D, (B3 &% 9H)

F B BIHNE OIS I TO LB TH S,

FHTRERIRS - BB 2 EA 3 2 A0, BEERERIC RS LT iuE e 722w,
(% 4d 45)

EAALLIAMT, 41k (Aliasing) %18 U CAOEET 5 Z Lixg@oonsd, (GB35
5 6a 1H)

NOGZBITHETAEHBEAT —2 & LTHllsn b, (B 6b 5R)
ENAMZBIT L BB T 2 RERH D, (G 6c 5)

MEANT—% | OFHIL, ZEAIZ EU 2K TORFREEDRVE, 7T A 30—
& BT LB PTREME S (B A LEBIR AN K - TRl 5, B2 0E, (b Sz
— X TG HECINEFEDT DI 5 Z LITFED 5T % (TMA (Telemedia Act
2007). %5 1543 1E] ,

3.6 /ME - R

B EICB T AIERIEREHEAR ORI OWNWTOFE E O R THRIZUTO LB Th S,

ORI - DNA
® LIRIEHRD T T A R —IZ O T Oiam=<CiEf EEAbIZ, 2000 R HITHILT

BY., A FRIA4VRESA = AFLRELITOILTET,
2010 R A Y |, AERFERFHOEK (EICERBSE) 25F 2., KE, 1574,
EU TliL. Hil-ZzigimnMirboiniz,

KE, BT ZTIFAEERERF T 2 T4 RRBOFEEIC L0 EE - AR ENT,
EU TlIE, #7=p A =4 nAFKENSH L L HIZ, GDPRIZEWT S AMRFHRS
8 NFRBIEF 5 23 R EFR ST,

2010 RO FEHTIEL ARFROMTZ VR REFA & Vo 2 iEkOm A2 T, O
T =2 ERDPEHE T E RWVRLTOERSG, QFHABRLSTOFM (Fux~yF
TRZKIER) . OFFELED O OEAOBRNCT 0T 74 ) o mIREEREIC
B4 2&, 2ENENENOE - #HilIZB W TREN TV D,

SEEBIZ DWW TIE, EU TIEL GDPR IS THISU b S L7e 2y, KER T & TIIBEfF O~
TA N —IEOPSHA LR A REZHAGDE DL TH L TV 5,

KETEMECBNTHAEIL L S EFT28E 2008 FnbH Db DD, HEHD
W LUWRPUC S - Tk E ey, MM b s THREMAR B DIZE EF -
T2,

Google, Facebook, Amazon.com Inc., Wal-Mart Stores Inc.ZEDHEH L, ~—F7 T 1
Y7 Fa T 4 OO RN 2 5 Z L ICEBRFMEER & 5 &
fafh, B ZRUE R (MRBERANTREEIROME 2850 2 2 L1272 0) WIZFRK
L, AERER AN - THEERLE X2 ) T 4B TOBMMEIT) Z LN TE D L
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Fok, FRICEEMZ BRI 2 R/ O 2 B, ARG ROFIHICER T 52—
P OREEZFICS ST D EFELE,

EU 76 OB 2D 724 U AT, 2017 4F 9 H IZH711% % Data Protection Bill 2017
BHEN TS,

® DNA [ZOWTIH, HFRICEA2ERBICOVWTOBRENRENTWAHLH 5,

@ID

A XY 2T, R KBIEOEZE DNA 7 — 2 X—2A035b 0 | FEEEE L OEH
BENOEI LT ONRNEINTWNDT,

ZHISH LT, BUTTRO T T A N =R B 2 F R 2 O L OFH T T
& BERIN AHEEFIFT  (European Court of Human Rights: ECHR) (% 2008 4F(Z, 3R
27272 U SN AEF I TWRNWE) O DNA Y 7 L2 R 5
ZEix, 33— v X AMESK (EU’s Convention for the Human Rights and Fundamental
Freedoms (the “Convention™)) (&7 % & ¥R L7z,

I KD YT —H _X— AL 520 HAD DNA ZFf-> Tz & Z A, 850,000 2
EOT =2 (REE ChoTNEIEL o2 HEODNAY T LD EBEZ HNLD)
EHIBRT 2 Z LR DD TIEARWNER LTV D (1 £ 2008 44 EFOWRML) 7,
¥, KETHRKROER®H D7,

® IDI(ZHOWNWTIL, &FH - Hilik & A NIGFERLGE - 7T A4 N — RGBT LIV
THEESNTEBY, FNENDIEENEDDH E AL VIS TV,

K[E TIX PII (Personally identifiable information)73 "7 A /X3 —{EIZB W THIE S #U
T2, HIPPA (IERORBROBEITIE & HARICET 2158 THMEADFFE ATRER
RIEFEHROBFARNZONWTED TWD, ML~ TH B U 7 /=T IED PIL O
B EHE L TWD, EEEEBITH D NIST b PII OERSE E LWV EHK
WIZOWTED DR E, SEIERBEEICTHHANED b TV 5D,

AFE TR THEAERRGEIZRET HERICTHES N TV D,

EU Ti&, GDPRIZEBWT, MEAT—% ] & LT [ERHIE ) < T4 74 ik
BFD XD 758 A A1 BT B TEBY (54 5:(1) . GDPRIZIIT 545 HE 75
&b, £7- GDPR % 87 4 CliE, DR EZEERFHAE 5 3L —KICH 5
% & b P LR OERNEAT 2 BIRNREZED D 2 LR TE D, £, H
R#RIE S LIV H 5 8B 71X, ABANC X527 —% EEKD
MR K OV H D78, U 72 R E T CoR, FIFASRRTE RG220, | &
EDTEY ., BEBREHEICOWTUINEEICERLNL TV S,

74 https://www.bloomberg.com/news/articles/2017-07-20/tech-companies-are-pushing-back-against-biometric-
privacy-laws

75 http://www.ndl.go.jp/jp/diet/publication/refer/200601_660/066002.pdf

76 http://www.ndl.go.jp/jp/diet/publication/refer/200601_660/066002.pdf

7 https://privacylaw.proskauer.com/2008/12/articles/european-union/eu-high-court-strikes-down-uk-dna-database-
on-privacy-grounds/

49



4. FIFAEHA - KRATB)M

4TI, FABIREA ORBBIN, BB ST 5,

4.1 RED TR AEH
4.1.1 2(K8MA
EPNIZ 31T 2 8 GBI 5 ORI A EFNC W T, B 72 13 72 b D &2 LA T ICR
R
& 4-1 BERIZE T HEANBR RS OF AEH
& A\ BEE Z Dt
A NEC : [HGEEIET ¥ NeoFace] | Aanm o TEgE > 7 il
http://jpn.nec.com/peserver/appliance/faceset/ | QK AQ Vision |
index.html http:/plus-
WEA LT TV AT LA TEMRE | sensing.omron.co.jp/technology/detail/
Hedir )
https://www.toshiba.co.jp/sis/scd/face/index_j
.htm
Arwv o THREAE
https://plus-
sensing.omron.co.jp/function/face-
authentication/
BT LA [Galaxy S8 UTHREALE)
http://www.galaxymobile.jp/galaxy-
s8/security/
PR HEVEEERAT © T RGRARERE )
http://www .kagin.co.jp/library/pdf release/ne
wsh291016_022.pdf
R KIRKRF: ERETFEET LD | RKIRKRY: - DREIZEBT 280 - 4
RN FERIE i D4R & R )
http://www.sanken.osaka-
u.ac.jp/toppage/hot_topics/topics 20171108/
ik B TFo0b #HIREGE
(FOUDL, | PalmSecure
FoH, $5) | http://www.fujitsu.com/jp/solutions/business-

technology/security/palmsecure/
HSZBUERT © THEEIRY U 22— =
g

http://www hitachi.co.jp/products/it/veinid/in
dex.html

mf
e
iy
e

NEC : [EHGERE - FRHHIRGEALE ]
https://jpn.nec.com/biometrics/fingerprint/ind
ex.html

Liquid il : [Touch&Pay |
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PN xa0l ]
http://miqip-info.jp/jp/service10/
KDDI #F5EfT : TEKGERET 7'V [T
Tual 7T XN

http://www.kddi-
research.jp/newsrelease/2012/100101.html
DNA ERREDENTERT . TRA DNA i | 7R : TEene 2abns i
EY—ER] i ETE ]
http://alfs-inc.com/ http://www.kyoto-

u.ac.jp/ja/research/research_results/2016/docu
ments/160729 2/01.pdf

ID (FH) |fHEEBR: I~AF o —h—FxH
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