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It is important that the GL clarify that the
provision will only be breached if the Handling
Operator had intended that the use of information
would facilitate or induce an illegal or
unjustifiable act.

The GL should clarify the definition of
unjustifiable act, and this type of test should be
based on accepted international standards (e.g.
international human rights standards) rather than

individual subjective judgements
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The underlying provision in Article 16-2 is
problematic because any information could be used
as part of an illegal or unjustifiable act and it
is important that this provision does not stifle
the sharing of all information because of the risk
that it could potentially be used as part of an
illegal or unjustifiable act.

The proposed definition of “unjustifiable act” is
too broad and vague and sets too low a standard.
Concepts such as what is “socially acceptable”
based on violating morals are highly subjective.
Each person’ s moral standard is different and it
is not possible for a Handling Operator to
understand and comply with the moral standards of

all of its data subjects.
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Comments
* The GL should confirm that if no individual can be
identified from the information which is the
subject of the data breach, that information will
fall outside the definition of personal data and no

reporting obligation will apply.
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The test should be when the management team
responsible for data breaches becomes aware that a
data breach has occurred rather than when any
person in any department becomes aware that a data
breach has occurred.

The GL should clarify that reporting is only
required where a data breach is considered |ikely
to have occurred based on the facts known at the

time.
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The interpretation of “data breach” is unclear.
It is impossible for companies to take necessary
measures unless the management team responsible for
data breaches becomes aware of the breach

The concept of “possibility” of a data breach is
unclear. It seems to be intended to cover
situations where a data breach is suspected to have
taken place but is not completely confirmed to have

taken place.
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Comments / BR NA

When a data leak occurs at an overseas business operator
handl ing personal information, although the overseas
corporation concerned should be the main entity to notify
to PPC, it is possible that a Japanese subsidiary of the
same group company will file a report on its behalf. In
such a case, the preliminary reporting should be allowed
to take more than 3 to 5 days. It is important to note
that, in practice, it is expected to take time for
communication, coordination, and translation in these

cases.
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Comments (for clarification) / BRRE (BEDHAFEILLDT-
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We would like to confirm that it is legally sufficient
that a business operator providing “personal related
information” to a third party obtains a written pledge
guaranteeing the party has already obtained the consent of

all the individuals concerned.
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3-7-2-3 Response to the requirements with contractual
arrangement, etc. (p.95)

3-7-4 Methods of confirming the consent of the individual
(P100, 101)

Comments

Where the contract between a business operator providing
“personal related information” and the recipient obliges
the recipient to obtain required consents from individuals
in case where the recipient is to receive the personal
related information as a part of the personal data, unless
there is an indication that the recipient receives the
data without such required consents (in which case the
business operator should take appropriate measures
including termination of the provision), the business
operator can consider that the confirmation requirement
has been fulfilled.
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Reason

In case where the purposes and methods of the recipient’
use may vary depending on each recipient, it may not be
practical ly possible for business operators (providing
personal related information) to confirm the consent at
the time it starts providing the information to the
recipient, e.g. the purpose and method is not decided yet
or changed after the start of the provision. In such case,
what is practically possible for the business operator may
be to urge the recipient to obtain required consents with

obliging the recipient to do so in the service contract.
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Comments

¢ The understanding of the external environment
should not be included in the security management
measures under Article 20 of the APPI and,
therefore, does not need to be made available

* Regarding cases where a Handling Operator uses
cloud computing or outsources personal data
processing, whether and to what extent it is
necessary to make the relevant information
available should be left to the judgment of the
Hand| ing Operator.
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The GL should confirm that it is not necessary to
make information on foreign systems available, or
even if it is necessary for individual subjects
the draft GL should clarify the level of details
that should be made available

The GL should confirm that the requirement of
understanding the external environment does not
cover data that is processed by subcontractors

which are located outside of Japan.
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Reasons

e [t is important to note that “understanding of the
external environment”, which has not been
explicitly included in the obligation to take
secur ity management measures under Article 20 of
the APPI, is listed as an item to be made available
to data subjects. However, it is unclear how much
detail should be made available.

¢ Many companies store data in many countries and it
is not feasible for these companies to understand
the external environment in detail in each of those

countries
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Comments / BR NA

The GL should confirm that the Handling Operator
has the right to make this judgement on the
information available to it. A decision on whether
a demand under Article 30(5) clearly has grounds
should not be determined based on the opinion of
the data subject.

It should also be clarified that the “expenses”
referred to in Article 30(6) include not only
monetary costs but also where significant time,
effort or inconvenience is required.

The GL should also confirm that where fulfilling a
demand under Art. 30(5) would undermine efforts to
guard against, detect, or investigate malicious,
unlawful, or fraudulent activity, or enforce
contracts, this would constitute a situation where
the demand for cessation would be difficult to

comply with.
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e Article 30(6) only requires the Handling Operator
to comply with a request under Article 30(5) if it

is “clear that the demand has grounds” but the
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current draft GL is not clear on the information on

which determination should be based.

The GL is unclear about the interpretation of
“expenses” and which cases would undermine

efforts to guard against, detect, or investigate

malicious, unlawful, or fraudulent activity, or

enforce contracts
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