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[Abbreviations]
"Personal Information Protection Act," "Act" Act on the Protection of Personal Information (Act No. 57 of 2003)
"Enforcement Order" Cabinet Order to Enforce the Act on the Protection of Personal Information (Cabinet Order No.
507 of 2003)
"Enforcement Rules" Enforcement Rules for the Act on the Protection of Personal Information (Rules of the Personal
Information Protection Commission No. 3 of 2016)
"Guidelines" Guidelines on the Act on the Protection of Personal Information (Anonymously Processed Information)
(Public Notice of the Personal Information Protection Commission No. 9 of 2016)
"Guidelines on General Rules" Guidelines on the Act on the Protection of Personal Information (General Rules)
(Public Notice of the Personal Information Protection Commission No. 6 of 2016)
"Amendment Act" Act for Partial Revision of the Act on the Protection of Personal Information and Act on the Use

of Numbers to Identify a Specific Individual in Administrative Procedures (Act No. 65 of 2015)
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*Unless otherwise noted, article numbers for the Act on the Protection of Personal Information appearing in this
report are  as of the date on which amendments to the Act on the Protection of Personal Information based on the

Amendment Act fully come into effect (May 30th, 2017).
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The acquisition, collection, analysis and distribution of personal data including personal information are becoming
to play increasingly important roles in social and economic activities, innovation and economic growth. As the
permeation of [oT! and AI? is expected to enable ever-more-massive data acquisition and analysis in the future, the
importance of arranging the environment for utilization of personal data including personal information is increasing.
Fo, ERABHEROEIME L, EEL2 82 TS~ — B 2R 2179 2 & b FEE O
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DFELELREREBEANENA O A 2EANEREZEZ A=Y T AT =2 iGN L TSR — A %2
T E DRSO THETH 5,

In addition, as international information distribution is accelerated and it gets easier to provide services to overseas
clients and receive services from overseas providers, it is extremely important to develop an environment where
Japanese companies and relevant organizations are able to provide various services using a wide range of domestic
and overseas personal data including personal information, while also securing user confidence through proper
handling of such data.
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The anonymously processed information system was introduced to meet such need. The minimum matters are
provided in the law, cabinet order, regulation and guidelines. In addition to these, it is expected that accredited
personal information protection organizations (hereinafter referred to as "accredited organizations") and trade
associations will formulate voluntary regulations that provide specific processing standards for anonymously
processed information according to the characteristics, etc. of personal data they are handling.
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! Internet of Things : &/ DA ' X —F v b
Internet of Things

2 Artificial Intelligence : A T%0HE
Artificial Intelligence
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Meanwhile, the Personal Information Protection Commission has formulated this report (hereinafter referred to as
the "Report") to provide information that will help accredited organizations set processing standards for anonymously
processed information and prepare personal information policies and help trade associations develop voluntary rules,
etc. Besides promoting the formulation of such policies, etc., this Report is also aimed at providing a reference to be
used by individual companies and relevant organizations in preparing anonymously processed information.
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We hope that this Report will be of benefit to accredited organizations that will formulate policies, etc. concerning
anonymously processed information as well as to companies and relevant organizations that are interested in the

creation and handling of anonymously processed information.
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1. Introduction
1.1 EAABREREBERECL ) EANMTERBESBAINLLER

1.1 Backdrop of the Introduction of the Anonymously Processed Information System by the Amended

Personal Information Protection Act
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The Act on the Protection of Personal Information (Act No. 57 of 2003; hereinafter referred to as the "Personal

Information Protection Act" in 1.1) was promulgated on May 30, 2003 and fully came into effect on April 1, 2005.
In the ten years since the enforcement of this Act, the situation surrounding personal information has dramatically
changed due to the rapid development of information and communication technologies.
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In relation to personal information, etc., the Declaration on the Creation of the World's Most Advanced IT Nation

u|

(decided by the Cabinet on June 14, 2013) states as follows. "In order to create an environment for data utilization
and promote the use of open data and big data, a new investigative organization will be immediately established
under the IT Strategic Headquarters. This new organization will work to develop data utilization rules, which promote
data utilization while also securing the protection of personal information and privacy, at the earliest time possible
by the end of this year. At the same time, policies for the review of the system will be also formulated by the end of
this year with an eye to the introduction of new legal measures, such as the establishment of a third organization with

monitoring, supervising, complaint and dispute resolution functions."® Following this decision, the Study Group on

3 http://www.kantei.go.jp/jp/singi/it2/pdf/it_kokkasouzousengen.pdfP.7 {IZI W\ T [TE v 775 —4% | O 55| F
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http://www.kantei.go.jp/jp/singi/it2/pdf/it_kokkasouzousengen.pdf AtP.7, it states "as for the handling of 'personal
data,' i.e. data related to individuals' actions, status, etc., which is seen as being particularly useful among other kinds
of big data, the government will create a project environment that will facilitate the utilization of such data, while

3



Personal Data was established under the Strategic Headquarters for the Promotion of an Advanced Information and
Telecommunications Network Society. Discussion concerning "anonymization" was also carried out by this Study
Group.* In December 2013, the Study Group announced the Policies for the Review of the System Concerning
Personal Data Utilization. Reports® were submitted by the subordinate Technical Study Working Group.
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also securing the protection of personal information and privacy." It also states that "the government will promote
the dissemination of measures taken so far in areas for which rules have already been established, such as the handling
of smartphone user information."
CHRH S E SO ZE R 2B E A TRM SR FE A E ) (2013 4 6 A M#ERIE)
(http://www.kantei.go.jp/jp/kakugikettei/2013/ _icsFiles/afieldfile/2013/06/20/20130614-03.pdf) 23\ T, TE
v T4 s BV AOYE K (EALEHROTR) | & LUTHBIEREMOHEEE TR TEENREAL
HEONEEZWREIL LT TA RIA L ERET D] Z a2 26 F FHIE CICHET 52 L2 ZE5 L.
MEFORI (S —X v 7 7 v—7%H4% (203 & 6 A) (http://www8.cao.go.jp/kisei-
kaikaku/kaigi/publication/130605/item5.pdf) (23T, KE FTC3 EAERGIH 4L, [FBETH & HFHHEHE
(X) W7 —Z EIMTFIZ LV REEDEANZHRB T E R RIS T — 2 OM G OT — 2 % RA L,
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The Regulatory Reform Implementation Plan (approved by the Cabinet in June 2013)
(http://www.kantei.go.jp/jp/kakugikettei/2013/ icsFiles/afieldfile/2013/06/20/20130614-03.pdf), = which  was
formulated based on the reports of the Council for Regulatory Reform, requested the Cabinet Secretariat and the
Consumer Affairs Agency to "formulate guidelines that specify the details of reasonable anonymization measures"
by the end of first half of 2014. In the report by the Council's Business Working Group (June 2013)
(http://www8.cao.go.jp/kisei-kaikaku/kaigi/publication/130605/itemS5.pdf), FTC's three requirements are cited and a
"concern" was expressed as follows. "If a company (X) has both original data and new data, i.e. processed data with
which specific individuals are not identifiable, and X provides only new data to a third party (Y), there is no risk of
infringement of these individuals' rights and interests, as long as re-identification by Y is prohibited under the
agreement between X and Y. Then, Japan should also clearly stipulate that new data does not fall under the category
of 'personal information."
SIN=YFNANT=ZICHT 2R E BB Y —% 7 7 v =7 HEE] (2013 4 12 A)
(http://www.kantei.go.jp/jp/singi/it2/pd/dai5/siryou2-1.pdf) MO [HifRGt T —F > 7 7 —T7@sEE ~
FOBFR) YA AR K O T (RR) A8 AR EMEARIR T — & 1 (2B 2 Bl a8l 22 & DB ZT DN T~
(2014 45 H), (http://www.kantei.go.jp/jp/singi/it2/pd/dail 0/siryoul-2.pdf)
Study Group on Personal Data, "Report by the Technical Study Working Group" (December 2013)
(http://www.kantei.go.jp/jp/singi/it2/pd/dai5/siryou2-1.pdf) and "Report by the Technical Study Working Group:
Examination of 'Quasi-Personal Information (Tentative Name)' and 'Data with Reduced Identifiability (Tentative
Name)' from Technical Perspectives" (May 2014) (http://www.kantei.go.jp/jp/singi/it2/pd/dail0/siryoul-2.pdf).

4
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The Outline of the System Reform Concerning Personal Data Utilization decided by the Headquarter on June 24,
2014, states that it is desirable that by enabling the collection and analysis of mass data of various kinds, i.e. big data,
it will contribute to the creation of new industries and services and solution of social challenges in Japan, and that on
the other hand Japan needs to create a system to secure consumer trust through the proper handling of personal data,
which need to be protected, as consumers' awareness toward personal information and privacy is heightening.b It
also refers to the need to address the "gray area" arising from ambiguity in the legal interpretation of the scope of
personal information,” while information other than personal information has been out of the scope of regulation.
The Outline of the System Reform points out the issue of the "wall of utilization," referring to a state where potential
information users hesitate to promote personal data utilization out of fear of privacy-related criticism from the public,
as they are uncertain of how they can handle information properly from the perspective of privacy and the Personal
Information Protection Act. The document states that it is necessary to create an environment to realize data
utilization while enhancing the protection of personal information and privacy. Specifically, it shows the direction
that the basic principles concerning a fundamental system which will enable the provision of personal data processed
into "data with reduced identifiability”" to a third party without consent from a principle of such data, will be

established under the law?, that details concerning such system will be provided by cabinet orders, ministerial orders,

¢ B HBE R b U — 7 S HEERIE A N — Y LT — Z OFITE BT 5 i B SE R (2014
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ELTHEDHFRBHHEH SN TORWVIRRBEZ AbND L H1ITRos T 5D,

Strategic Headquarters for the Promotion of an Advanced Information and Telecommunications Network Society,
"Outline of the System Reform Concerning Personal Data  Utilization" (June 2014)
(http://www.kantei.go.jp/jp/singi/it2/kettei/pdf/20140624/siryous5.pdf). In addition, it is not particularly rare that
information that is already accumulated in a great amount is not fully utilized.

T RHINZ BT, TRE OE AR S AVTIRBEIZ R WA= Y F LT —Z ThHh > Th, FEDBENIHE W)
O ERIEREWRE ] ZOHNZ L - TIEADOHFFIRENMRE SN LB ZANH D DI L
T, RESNDIHBEROCLDBBNIOWTHEENEET NS L—ANEK] Tho I LBERSh
TW5,

The Outline points out that "there is ambiguity concerning the scope of protection and information handing rules to
be followed by companies, in relation to personal data that is likely to be linked to specific individuals, even though
such data itself does not identify any specific individuals, and thus entails a risk that individuals' rights and interests
may be infringed due to improper information handling."

SRMNZ N T, ERIEWMED L5 IR ER WA RO Hivoo, KANOFIEE « ARICET L7200 —
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The Outline states that proper information protection and utilization should be promoted, since there is much
information that needs to be handled properly but is hoped to be used more often to contribute to individual and
public interests, such as medical information.



regulations and guidelines, and that use of voluntary regulation rules will be also promoted for the private sector at
the same time.’
PR274 (20154F) 9ORITHAL L7 MEATEMOPREIZBE T 2 I8 M OMTECFRHAZ I 1T 2 FFE O N A5k
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The Act for Partial Revision of the Act on the Protection of Personal Information and Act on the Use of Numbers to
Identify a Specific Individual in Administrative Procedures (Act No. 65 of 2015; hereinafter referred to as the
"Amendment Act"), which was enacted in September 2015, was formulated based on the content of the Outline of
the System Reform. As one of the contents of amendments, a system named "anonymously processed information"
was introduced. In addition, the Cabinet Committees expressed the following in the supplementary resolution based
on the Diet deliberations concerning the revision bill: "In light of the purpose of the provisions concerning
anonymously processed information, that is, to promote the utilization of such information, standards that are to be
established under the Rules of Personal Information Protection Commission should be stipulated with consideration
of effective information utilization." (Cabinet Committee, House of Representatives) "In light of the purpose of the
provisions concerning anonymously processed information, that is, to promote the utilization of such information,
the Personal Information Protection Commission should give due consideration to this purpose when establishing
standards that are necessary for personal information handling business operators in preparing anonymously
processed information." "After the enforcement of this Act, ... efforts must be made to gain public understanding and

confidence concerning information utilization by means of public relations campaigns and other activities, while

IRMNTINT, MEANDFFE SN D ATREME AR L 727 — 2 ~OMM L HEIZ DWW T, 7 — % OF AR
ZARMEIZELRE L —RICITED T, FEFOREIN UMb R 0B 21T ) 2N TELH2 LT 5] L&
iz, SHIT, BRI TIFEIZ WL, BREFEZ B EREL— 2 R/E L, B2 (8 Ak
EEER) NWUFN— AV IRMEERORESE 2175 2 &, ORI LTECOWTIEINA T F 7T
A ADHFFEZHD Z L EENT,

The Outline states as follows: "In light of the usefulness and variety of data, methods for processing data and reducing
the level of identifiability are not to be standardized; instead, it has to be ensured that data can be processed by an
optimal means according to the characteristics of projects, etc." In relation to such processing methods, it states that
private bodies are to formulate voluntary regulation rules and acquire accreditation for such rules or for private bodies
themselves from an independent organization (Personal Information Protection Commission). It also states that best
practices concerning proper processing methods need to be shared.
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ensuring the proper handling of personal information and anonymously processed information." (Cabinet Committee,
House of Councilors)

0T RE Y V7 —Z L) F—U— FIIRMIIND LI, Winle T —# ZUIUE - 97 L CHEEITIENT
DIWESDE VR AL — BV THF N 2R T 2 L THETH 5 LS LD, BEA N TG i)
FEIE, MTEEIZWE ST TZEDOMDO—EDN— NV EFZEMTH LT, BEMEEHRELOOT—X O
FERREY 2 FNE I OHEREIC T 542 Z L lifF STV d,

As symbolized by such keywords as IoT and big data, how data collection, analysis and commercial utilization are
made is considered to be important factors in securing competitiveness in today's business world. It is expected that
the anonymously processed information system will contribute to the promotion of active data utilization, while

securing safety, by compliance with the processing standards and other rules.



1.2 KV AR— h DN ERIT

1.2 Positioning of This Report

PEA TS, B ATERORECEE T H7EMH CERRISHFIEMESTS, LT HEl &V o, ) H36RH]
HIZE Y ENERGEZESHAITED 2 BNV T S22 L L SNTWDA, HgHAITIEH
LWL EROFEEF IS D X0 REREROBEZED, TA P74 BN TT, EAINTEHRO
EFREL L HIT, YHHANCOW TS AREL > T 5,

Article 36, paragraph (1) of the Act on the Protection of Personal Information (Act No. 57 of 2003; hereinafter
referred to as the "Act") provides that the processing of anonymously processed information is to be carried out in
accordance with standards prescribed by rules of the Personal Information Protection Commission.!® Said rules
provide minimum standards that apply to companies of all industries, while the Guidelines explain the
aforementioned rules as well as the definition, etc. of anonymously processed information.

—77. ZNOMAERREZESRAUNTED HHBER O A RT A N> THEEEDRAEIZE DX
DRI LAAT 5 NSOV TIE, B D A ROME, B WERFIISCTED DL ZEREELN
Z b REREPER T DA ERGEREIEOH EHRL—IZERD T L E LTWD,

On the other hand, specific means for processing personal information in accordance with the standards stipulated in
the rules and guidelines are to be decided in  personal information protection guidelines and other voluntary rules
prepared by accredited organizations, since such means should be determined according to the characteristics of the
personal information they are handling, situation of handling of such information, etc.

ARUAR— M, Eio, BEANMTHEREERT 572008 2 HoTE (EHE365F 1HEE) LK OHTTA
DEEIE (EH36RFESE M OEEI8ARMME) | I LIS HHR-CEA N TIE MO 2E HHE (EH3655
2 KOV 6 T TNT HE395%) ICHE R 2 Y TT, REMMR KL OV RS EA I T ORI R
FTON—NERFILZY, RMFEEPERICEAN LEREZAFR LI T2 E LR bFHE, &
AFEREIETDHHDTHD,

This Report mainly focuses on approaches and methods for creating anonymously processed information (related to
Article 36, paragraph (1) of the Act), prohibition against the act of identifying (related to Article 36, paragraph (5)
and Article 38 of the Act), and security control actions for processing method, etc.-related information (Article 36,
paragraphs (2) and (6) and Article 39 of the Act), and provides information and ideas that may be useful for accredited
organizations, trade associations, etc. in creating rules on the preparation of anonymously processed information, and

for private companies in actually creating anonymously processed information.

mEB. T OMOME NN HIRK S EH LB N TSI A ISR E DN 088 (BN T 2 1ERL

ORE A I TAS E DN THAE, A NAE MO PRI B9 D AT BRI (2R 28 AR A TE IiRiEZR B
HIZE 345) 2 19 RICBWTED HIL TN D,

The processing standards for anonymously processed information are provided in Article 19 of the Enforcement
Rules for the Act on the Protection of Personal Information (Rules of the Personal Information Protection
Commission No. 3).



L7oBE RO =t L7 BROARFHE) 12OV T, AR — N TR REICE D 5728, 5l
ZoWTIE MEANEROEEIZET BRI ONWTOH A KT A > (BELINLIEHRMR | CFk 28 4-E A
HRREZBERERE I G, T A RIAM2) L) 2RIz,

As this Report provides only a brief introduction to other obligations for personal information handling business
operators and anonymously processed information handling business operators (such as the disclosure obligation,
which applies when anonymously processed information is created or provided to a third party), those who wish to
learn more about these obligations are advised to see the Guidelines on the Act on the Protection of Personal
Information (Anonymously Processed Information) (Public Notice of the Personal Information Protection

Commission No. 9 of 2016; hereinafter referred to as the "Guidelines").



2. EAAEHR & £ DBRFITEIT D HIF
2. Personal Information and Restrictions on Its Handling
21 EAEROESE
2.1 Definition of Personal Information
EATEHROERIL, EFH 2 W 1 HICBWTRO LS IRES LTV D,
Article 2, paragraph (1) of the Act provides the definition of personal information as follows.

EER2RAIH

Article2 (1)

ZOERTIBNT MEAE#) &3, EFTL2EANIETERTH > T IROFZOWVTNITHEY
TLHHDEND,

Article 2 (1) "Personal information" in this Act means that information relating to a living individual which

falls under any of each following item:
— UEERICEETNDRA, EFEA B 2ofoitih s O, Kl U < TERAGRE (kA7
(BRI HR, MR FRZEDMADHTEIZ L > I T 2 2 e DN TERWAIRNEZ WS, RIEF2
IZBWTRHL, ) TELDNDREREV I, HISKE2HICB W TR L, ) ICRifi S, # L < IFrReksS
. XATEF, Bz oo s Hnckanic—ooHEE (EAFBNTSZR< ) W9, LT
ML, ) ICRVFFEDEALTINT L2 LN TELHD (MOFREALZHIRET L ENTE, £h
WCEVREDEHNEHNT D ENTELZ L ERDBDEET, )
(i) those containing a name, date of birth, or other descriptions etc. (meaning any and all matters (excluding an
individual identification code) stated, recorded or otherwise expressed using voice, movement or other methods
in a document, drawing or electromagnetic record (meaning a record kept in an electromagnetic form (meaning an
electronic, magnetic or other forms that cannot be recognized through the human senses; the same shall apply in
the succeeding paragraph, item (ii)); the same shall apply in Article 18, paragraph (2)); hereinafter the same)
whereby a specific individual can be identified (including those which can be readily collated with other
information and thereby identify a specific individual)
Z AR SNEEND B D

(i) those containing an individual identification code

MRFEDEAZ#AT 2 2 L3 TE D) L, HREAIIEEOERZEZEDETRIFES TV D
LOPLRBEE EZDO LI ITHEITE S b D20, —fRADHW ) UTHEE ) 2 b > TEFT LA
K2R N E G ROMICFA —MEZRDDICEDL LN TELINE I NZELDHDTH D,
"A specific individual can be identified" means that a specific individual can be identified in general social term by
using information stored alone or in combination with other information, and it depends on whether ordinary people
would be able to arrive at identifying said information with a living person, with their ability to judge and understand

information.
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M OIEHE BGICRET L2 ENTE] DLid, WO LIESGHRENELFFENTWD D TH LN, F
EHEOEBICHL T A OFF ZLITHWT SNLDRETH L DD, WHOEFITEIT 2 — K77k
T, MOBERERDIBET LI ENTEHREZVI DL INTND,

The phrase "readily collated with other information" refers to what is called "identifiability." Although identifiability
of data needs to be determined case by case according to the situation of business operators, it is basically defined as
a state wherein the information can be readily collated with other information by a means that is ordinarily used in

usual business operation.

ABIDOBIEIZ KV BT ISR T BT [FIES 2 5O AGRIRFZIE, 565 2 &5 2 HITBWT, kO XD
ICERS LTV D,
An individual identification code, which was introduced under Article 2, paragraph (1), item (ii) of the Act through
the law amendment, is defined as follows under Article 2, paragraph (2) of the Act.
B2 2H
Article2  (2)
ZOERIZENT MEAFRIT S L1E, ROFZONTINIEY T 50T, Fir, 5T OMOR
FDOIHL AT TEDLHDZE D,
(2) An "individual identification code" in this Act means those prescribed by cabinet order which are any
character, letter, number, symbol or other codes falling under any of each following item.
— FREDENDH RO —HOFHE & E A HEMEO IS D72 DICE# L2307, FE. fL5Eoft
DFFTTHh-> T, UEFEDBAZHINT L LN TELHD
(i) those able to identify a specific individual that are a character, letter, number, symbol or other codes into
which a bodily partial feature of the specific individual has been converted in order to be provided for use by
computers
RN S N D BB ORI L <IHENITHRZE S DM OREAICBI LEID 2 ToHav, XUHEA
IZFIT SN D I — REDOMOFRICTER S v, 5 L AXBEREAY TR LV ik S e 30v, &5, il
ZOMDFFSTH-> T, TOFMER L ITEAEXIIRITEZ T HE T LICRR LD LD KD
WZEID S THh, TR S, & LIRSS ND Z LIk 0 | FREOFIHFEE L < ITHEAE UTHE
TEZTHEZHINT L ENTELHD
(i) those character, letter, number, symbol or other codes which are assigned in regard to the use of services
provided to an individual or to the purchase of goods sold to an individual, or which are stated or
electromagnetically recorded in a card or other document issued to an individual so as to be able to identify a
specific user or purchaser, or recipient of issuance by having made the said codes differently assigned or, stated or

recoded for the said user or purchaser, or recipient of issuance

MEAGESITF 5 13, EREOIEE 2 5858 2 A BTN T 5307, 5. L5 OO0 9 H, BH
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TEDDbDONFEET D L S, EANFEROREIEIT D IEHEMIT S CFRk 28 ££BUm 25 507 5, LA T
151 &V D) ROME NS R ORI BT DA T BRI (VAR 28 4 AfF Hir#EZ BRI 3 5,
LU THEATHIRIL &vH,) 1I2WnT, X3 2-1 1R TAEMEAGBRIF Z %48 T 260 & LT, #a
SIREMICHE SN TN D,

An "individual identification code" is any character, letter, number, symbol or other codes falling under any of the
items of Article 2, paragraph (2) of the Act stated above, and also is prescribed by a cabinet order. The Cabinet Order
to Enforce the Act on the Protection of Personal Information (Cabinet Order No. 507 of 2003; hereinafter referred to
as the "Enforcement Order") and the Enforcement Rules for the Act on the Protection of Personal Information (Rules
of the Personal Information Protection Commission No. 3 of 2016; hereinafter referred to as the "Enforcement
Rules") provide the definition of an individual identification code in a detailed and exhaustive manner as shown in

Figure 2-1.
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% 2-1 AR TR D15 - AT - HEATHLAI D BIAR

Figure 2-1 Relationship among the Act, Enforcement Order and Enforcement Rules concerning

individual identification codes

%
Act
15
R
Related

to item

®

TR (B1%)

Enforcement Order (Article 1)

(1) &It DB EORHEOWT &
FEHRH OIS 2 7 DI B L 72 3T
&S, LT EOMO/F ST TH T, K
EDMEANZHBANT DI 26D L LT
NEREZ B2 BAITED 5 A EITHE
TLHHD

Those character, letter, number, symbol
or other codes produced by having
converted any of the following bodily
features therein to be provided for use in
computers and which conform to
standards prescribed by rules of the
Personal Information Protection
Commission as sufficient to identify a
specific individual.

A DNAZWKT DI DBS

(a) base sequence constituting DNA;

7 EHOFH KOO H, & [
Z DDEADERALONALE M TZARIZ L > T
EEDEM

(b)

structure and skin color as well as the

appearance decided by facial bone

position and shape of eyes, nose, mouth or
other facial elements;

N BT ORI DEIRIZ L0 TR E N 5 it
EINDY L

(c) a linear pattern formed by an iris'

surface undulation;

= FFE OO OHRE, 7= OB O
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HEATRRR (325~ 5545R)
Enforcement Rules (Articles 2 to 4)

(5525%)
(Article 2)
HIRORHE 2 B EEEOMICd 57201
B L T-FF 05D 5 B NGB 5 123% 48T 5
b ODOEUET, FrE DA ZHHIT 2 Z EMRT
T HRMERTER SN D KO | )22 % % )
RFIEIC LV EAFREREORICHT 5201
EIHL LT 5,
Standards in the character, letter, number, symbol or
other codes produced by having bodily features
therein converted to be provided for use in
computers shall be converted for the purpose of
being provided for use in computers in an
appropriate scope by using an appropriate method so
as to ensure the level of ability to identify a specific

individual.



g2 5
BEER
Related

to item

(i)

(ZFEDTR B T DAL

(d) vocal cords' vibration, glottis' closing
motion as well as the shape of vocal tract
and its change when uttering;

AR AT OBROLEE K Ol o B, A=
DAL DT ORERR

(e) bodily posture and both arms'
movements, step size and other physical
appearance when walking;

~ FOOLXFIFOFELTHRHOKT
DFRD 730 e Qi iSUC K> TEE DL D
FEAROTZIR

(f) Intravenous shape decided by the
junctions and endpoints of veins lying
under the skin of the inner or outer
surface of hands or fingers;

N FEROUTERL

(g) afinger or palm print.

(2) RZ=DFE .

(i1) Passport number;

(3) AT

(ii1) Basic pension number;

(4) EERFFRED T 75,

(iv) Number of a driver's license;

() ERZE=—F

(v) Resident record code;

(6) A

(vi) Individual number;

(7) [EIECTERELRRR, 7 301 v i [ 0 il BE K
O ERBROBIRBRE R T DFAT 2T
HHETLICRR D bD LD L ITRES
WIZENE RRELZ BRI RAITED 5 X

T, B GLET OO S
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(Article 3)

(1) EREERROBERREREDTL S, &5k
OMRBRA 27>

(1) Symbol and number of, and insurer's number on,



(vii) Those character, letter, number, symbol or a certificate of national health insurance;

other codes prescribed by rules of the Personal (2) & ] & fin = 9 i) 5 M OV RE LR IR D H AR R
Information Protection Commission which are FREDE 5 M OPREE HEE

stated on a certificate of national health (ii) Number of: and insurer's number on, a certificate
insurance, late-stage medical care system for the of late-stage medical care system for the elderly, or
elderly, or long-term care insurance, in a way to  long-term care insurance.

give each person who receives the respective

issuances a different one.

®) ERRM~MICHET DD & LTEANE  (3845%)

WIREZESHAITED 23CF, FH. it (Article 4)

5 DO BEFRIRBR D HIRBRAE FEE DL 5. 7o K OPRER
(viii) Any other character, letter, number, BT, DNBELBFHEOMABREEDOR &,
symbol or other codes prescribed by rules of o R OMRBRE & 5. T ORBRB CRBR A RE D
the Personal Information Protection PRI 51 DN R K EBFEHZEO R &

Commission as equivalent to (i) to (vii) above.  Symbol and number of: and insurer's number on, a
certificate of national health insurance, symbol and
number of: and insurer's number on, a member
certificate, etc. of the Public Servants' Mutual Aid
Association, insured person's number on an
employment insurance-insured person's certificate,
number of a special permanent resident certification,

etc.

B85 2 155 2 THE 1 S TE D DA NGB F12 oW TR, X3 2-1 I8 D RATHH 1 4(1)A ~ ~M2S
FINDERT =20 55, WATHAITED DL (TREDEANZRRIT 5 2 &2 TE ZKUED i
REND L5, WY RFHR 2@ Y 2 FHEIC L 0 BT HFEORICHT 2720852 L)) ([CEET
HHDLIE, A D DNA ZHELT DEEOBINCONTL, [ AT =2 D56, 2T ) by —o =
VAT =R BT A= T AT =X ) AL (single nucleotide polymorphism :

SNP) 7 —% . HUMIMSL7R 40 (&7 LA LD SNP MO S D —27 = A7 —H | 9 (LI Lo 4
WAL HAL O IR LECY (short tandem repeat : STR) FEDBEMIFEMIZ LV RKAANEZFRIAET L2 LA TE D
FORZLEEbD] THY, v~ MIHOWTE, ST LEET =2 ohhit LR HRZ ., AN
FET D2 L ARE LIZERESLY 7 U =TI28 0 KAZRRET D2 &N TELHLoICLizbm] &
2o TS 1,

As regards an individual identification code as provided under Article 2, paragraph (2), item (i) of the Act, among

biometric data as listed in (a) to (g) of Article 1 of the Enforcement Order in Figure 2-1 above that meets the
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standards prescribed by the Enforcement Rules ("convert for the purpose of being provided for use in computers in
an appropriate scope by using an appropriate method so as to ensure the level of ability to identify a specific
individual"), "base sequence constituting DNA" as provided in (a) means "genome data that makes it possible to
identify an individual based on genotype data, such as whole nuclear genome sequencing data, whole exome
sequencing data, whole-genome single-nucleotide polymorphism (SNP) data, sequencing data comprised of 40 or
more mutually independent SNPs, short tandem repeat (STR) with four bases repeated at nine or more loci, etc.,"
while those falling under any of (b) to (g) mean "feature information extracted from relevant biometric data that is

made capable of identifying an individual when used by a device or software aimed at recognizing an individual."'!

XS 2 FICEDLHME NGBS & LT, v A F o=, KAFfEEO/FFRBESNTEY . RH
MEOH—E X IDREFETE S, 7 LYy MI— FESFIIRESATHRY, LALRAEL, I
b RS FE O/ SIIE NN 5 TR Th, BEH 2 WIZOMoFREMAEDLELND Z &%
R VEF2RF1IEFE 1L ZOEANERIGELAT 2560 LICHET 2LERD D,

An individual identification code as provided in Article 2, paragraph (2), item (ii) of the Act includes publicly issued
codes, such as an Individual Number, while privately issued codes, such as service ID, mobile phone number, and
credit card number are not included. However, it should be noted that even though such privately issued codes
themselves are not individual identification codes, they may be personal information falling under Article 2,

paragraph (1), item (i) of the Act, solely or in combination with other information.

2.2 EAEREZIY H S ETORIK

2.2 Restrictions on the Handling of Personal Information

ENE#REZ T — 2 _X—=2L LTe ECTHEEDO MM L TV L F I EANERIELFES & T EFE25H
AEKOVEESH) | EAERZ I 0 BRICIE, EFAETHE SN2 BB 2T T 20LENH D, KW
BBELE LT, ROL O RbORZEF NS (BEAMTRER & OBIFRATRVER D & bz Hoky) o

A person providing a personal information database etc. for use in business is called a "personal information handling

business operator” (Article 2, paragraphs (4) and (5) of the Act), who is required to comply with the obligations
provided under Chapter IV of the Act. Major disciplinary rules are as follows (cited with a focus on the matters that
are closely related to anonymously processed information).

O B HS EAFEROFAAMZRET H2XLENHD Z &, o, AIAARNOETEIZ, ZHEFTOFMA
& BEMEZ A2 L AHMICRO N LFAZBE A RN & (EE15R)

(1) A personal information handling business operator must specify the purpose of utilizing the personal information.

In addition, changes to said utilization purpose must not be made beyond the scope recognized reasonably relevant

NEEL <R MEAERORGEICET DIERIZONWTOTA FT 4 > (GERIR) | CERL 28 I G @it
ZERETRE6 ) 22 2BMO &,

For more details, see Section 2-2 of the Guidelines on the Act on the Protection of Personal Information (General
Rules) (Public Notice of the Personal Information Protection Commission No. 6 of 2016).
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to the pre-altered utilization purpose (Article 15).

@ AANDRZEEZFTIC, FrE LM AR O#EPH 28 2 TEAERZ IR Ho TIWiTRnwZ & (55
16%%)

(i1) A personal information handling business operator must not handle personal information without obtaining in
advance a principal's consent beyond the scope of the utilization purpose specified (Article 16).

© 70 TOMAEDFEAZ LV EAFHREZBG LTI bRnI & (EH1THR)

(iii) A personal information handling business operator must not acquire personal information by deceit or other
improper means (Article 17).

@ EANEHEZRG LZEEE. 00 COTOMMABNZAR L TWDEE RS, 3P0, TOF
AEBERZ, AANCEML, UIARLRTERbRnT & (E5F18%)

(iv) A personal information handling business operator must, in case of having acquired personal information except
in cases where a utilization purpose has been disclosed in advance to the public, promptly inform a principal of, or
disclose to the public, the utilization purpose (Article 18).

® EFIZESGEEDO—HMOBINEZIRE, HONEORANDREEZHFRNTEANT — & 25 = F et
LTEWTRnZ &, H50IA 7 T U hOFEREME L ETHE=FRMIE1TH 2 & (EH235KHI]
TR OV523H)

(v) Except in those cases provided by the law, a personal information handling business operator must not provide
personal data to a third party, without obtaining in advance a principal's consent or by such means as introducing an

opt-out clause (Article 23, paragraphs (1) and (2)).

— T FEE L LTUL B LOSHO— e XA/ OFAZAT 5 BEFITIE, BUSIHICRE L7-AH B
) ST BEEMEDMEHT LW H RO 72D IS AFHRZ M L2 =— X3 E CF 508, EFI6RICESE
EENOAMANOERDOREZHIRGT 22 L3, X MRAE—FOBENGIET AV v Fb/hS
<7<, WEOT—XOFIRICE TH > TORBOBRSE, 8O —F—0 5 ORIE O BUS A HE#E72
r—2AbMBEIND,

On the other hand, the introduction of a service or product in a new area often creates a need for business operators
to use personal information for a new purpose that is poorly related to the utilization purpose that was specified upon
the acquisition of said information. However, to re-acquire consent from all principals based on Article 16 of the Act
may involve some significant demerits in terms of cost and speed. In some cases, it could be difficult to acquire
consent from principals concerning past data utilization or to acquire consent from many users.

BIERTOIEICEBWN TS, EANE# 2 I T U THREHE R EORE DA & OBERIEFR S R EO A%
WA TE RN E IS LFBIE, EBH OGS EALEM T 5 T EROHK 2321 5 2 L GEMT
HIlpTEl, —J, TEZETMESIEEAFTR TR RDOD] LWV 22N T—ED/L—
ALY ANEEENTE LY, FIZIE, BOER IC 71— FOFREREOH =F RISV T A
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NGB T DEA M TOREN A5 TH D00, FIRHE~OF57RE3AR0T T A R —~OBLE )N

TIERWDFEORRRIC LV 124k 2 i L7230 2 b A b,
Under the Act before the amendment as well, it was allowed to use information that is processed from personal
information and made incapable of identifying a specific individual by eliminating the relationship between the
information and said specific individual, such as statistical information, without the restrictions as stated above, since
such information was positioned as being out of the scope of regulation by the law. Meanwhile, there was no shared
rule or consensus concerning to what extent information needs to be processed in order for the information to no
longer fall in personal information. For example, there was a case where a plan to provide transportation history data
on railway IC cards to a third party was suspended, since some questioned whether anonymization processing for
personal information was conducted to a sufficient extent, while others pointed out the need for providing adequate
explanation for users and giving due consideration to privacy.'?

ZOX oS, MAEROFRN L CEA M TOFIEOHRIZT L—"—0BdH 0 TTA R —I2R D4
S IERRIER T D T T, HOEDOFEECHRENA T LEAE R Gl — Y T NT — 2 2%k
RBBIDTOIFNEN T 256 UIHE =FRME2 T 256 OB ER TR VCET 21— K Da kv
Y 2REFTLHZLIED . N=YF AT =2 OFIEMCET 5 hiEE il Lz BT, ka2 H
HID 7= b DFTER S O = FH R~ D N— Pz B & | B2 FE H OHEMEZ(RE+ 25 2 & N EHE
TH D,

As seen above, as there are some gray areas around the scope of personal information and interpretation for
anonymization processing methods, and as public awareness for privacy is heightening, it is important to secure
social confidence concerning personal data utilization, to remove hurdles for data utilization for various purposes
and provision to a third party, and to promote proper data utilization by establishing rules and consensus on the proper
handling of personal data, including personal information held by business operators and organizations in Japan,

which are to be followed when using such data for various purposes and providing such data to a third party.

12 Suica (2B 57— & DS A~DRMUZEE T 5 A& 2 [Suica 2B 57 — & DS~ R ALz
WT il v E &) (201442 A) (http://www.jreast.co.jp/chukantorimatome/20140320.pdf) , FEhEEEIZ
DNWTk-EALEITI &, ZL DT —FEHIRTHZ L LRV T—FFRAMENTR L Z 0D, ML
RICEBWTHEHAEL 21T > T BAMBIR AL 217 5 Z L F Bk O —>o & STz,

Expert Panel on the External Provision of Suica Data "Interim Report on the External Provision of Suica Data"
(February 2014) (http://www.jreast.co.jp/chukantorimatome/20140320.pdf). K-anonymization of transportation
history data degrades data's usability as it requires massive data removal. As a solution for this problem, it was
suggested that JR should apply statistical work to data before providing it to an external body.
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3. BEANTIEREIZ

3. Whatis Anonymously Processed Information?

30 BEAMTEREZAATLT RNV T—V

3.1 Advantages for Utilizing Anonymously Processed Information

PEA N TAE SR OMI EE L, B A& R E DOEA 2R TE 2K 5 I L2 E#ic>n»T, —EDL
—NVD T TARANDEEZGS Z LR BRI L OE =FRMIEAa e+ 2 Lic kv, FEEMIC
B LT =BG T =2l 2 S =Y AT =2 OMEMZREL LS LT2bD0THY | FH
EHY—E RO, OWTiE, ERAFEOREEDW EICo203% Z L3 BifF S LD,

The anonymously processed information system is intended to promote data transactions and personal data utilization,

including data collaboration, among business operators by making it possible under certain rules to use de-identified
personal information for a purpose other than the specified purpose and to provide such information to a third party
without obtaining a principal's consent. This system is expected to create new business and services and eventually
improve public convenience.

FEAINTAERICOWTIZ, B 2 £F I HTERPRIND L L HIT, TORBNZEHT 5 /L—1ITD
W, 155 36 o~3 39 RTHIES LTV D, TN DHD/L— /L&Y EA N LIE®A R LERY 5
kY EAEBRBER R TIERVSAA O T TRANDREZED Z &<, FrE SR BK
HTORARLHE =F ~DORWENL TR L 25D TH Y | ELNMN LRI FHEE 1TRA < fkx
RIEEOEAIN TIERZ AFLTHAT L LML 2D bDTH D,

The definition of anonymously processed information is given in Article 2, paragraph (9) of the Act and rules on its
handling are provided in Articles 36 to 39 of the Act. By making and handling anonymously processed information
in compliance with these rules, personal information handling business operators are able to use personal data for a
purpose other than the specified purpose and to provide such data to a third party stably without obtaining a principal's
consent under the legal framework. In return, anonymously processed information handling business operators are
able to access and use a wide variety of anonymously processed information.

o, EAMNMITERONMTELER O O@EIELREHRICHOW T, B KA TH NG Rtc#ELZ AR
IR TCACRARBR OB 2o U, GRE HIR DM A MORGEE R F 2 L v BRA e A B — V2 REL
RBEEFCEOMTERT I LECLY, BRICE > THLRLTELRTHER =Y T LT —FD
FIADRHERISND Z &R SN D,

In addition, regarding the processing and proper handling of anonymously processed information, a third party
organization, namely the Personal Information Protection Commission, provides the minimum standards, while
accredited organizations, etc. are to formulate personal information protection policies and other specific voluntary
rules and promote compliance with such rules by relevant business operators. Such efforts are expected to secure
proper personal data utilization that assures the public a sense of security.

AN TAFHROFTEAIC L D HFH & LT, PIxE, OFRA > I — FOIERERECLE% IC 7 — FOF
W IR 2 GO BB TIPS ANE 2 Z 812k, Hilehd -2 /) R—va vz
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Examples of the utilization of anonymously processed information include the following. [i] Creation of new services
and innovations, through the cross-sectorial utilization of purchase history data on point cards and transportation
history data on transportation IC cards among multiple business operators. [ii] Contribution to the drug development
and clinical fields, through utilization of medical information held by medical institutions, and contribution to the
improvement of the quality of life for the public, through the provision of accurate traffic forecasts and weather

forecasts utilizing probe data, such as running history data obtained from a car navigation system, etc.'?

32 BANTEHOES

3.2 Definition of Anonymously Processed Information

EAMNTEHRIT, BB TRO L ICERSINTEBY, F/2, A RI7A4 2BV TRO X 95 IZff L
TWa,

Anonymously processed information is defined as follows under the Act and explained as below under the Guidelines.
TR 2 REE 9 H
Article2  (9)
ZOERTBWT TEAMIE®R) &3, ROB ST 2 FEAEROKSIIE U TEHESFITED D
EZHE L CTREOBEAZENT 2 Z N TERVE D IEAFRZIMLL THRONDEAIZET S
R Th->T, BAUEANEREETT L2 ENTERNESIICLIZHBDEN D,

(9) "Anonymously processed information" in this Act means information relating to an individual that can be

produced from processing personal information so as neither to be able to identify a specific individual by taking
action prescribed in each following item in accordance with the divisions of personal information set forth in each
said item nor to be able to restore the personal information.
— B 1IEHE 1 SIS T A EAEHREZEAERICE ENLREFEO MR 2 (H%—
MORBEEZ@TT 22 LD TELHAMEEZA LRV HIEC L VIMORBEFICEZHRZ 52 25
o),
(i) personal information falling under paragraph (1), item (i); Deleting a part of descriptions etc. contained in the
said personal information (including replacing the said part of descriptions etc. with other descriptions etc. using
a method with no regularity that can restore the said part of descriptions etc.)

551G 2 ISR T DR A AT SIS £ S EARSITT 5 O 2 IR 5 2 & (4
AN 52 E LT 5 2 LD TELHAMEZ A LRV HEC I VOB FEICEESHRZ 52 L&

132015 45 H 8 HA&HPL - NBIEBESITBIT 2 BUNEF,

Government's statement at the meeting of the Cablnet Committee of the House of Representatives on May 8, 2015

20



Etre)o
(il)) personal information falling under paragraph (1), item (ii); Deleting all individual identification codes
contained in the said personal information (including replacing the said individual identification codes with other

descriptions etc. using a method with no regularity that can restore the said personal identification codes)

HA RFA v 2-1 EAMTER GEE 2 K5 9 HELR)

Guidelines 2-1 Anonymously Processed Information (Related to Article 2, paragraph (9) of the Act)
MEAMTAE®R] LiE, EAERZEAE RO X 3ITIE CTED &IV E 25 U TROE OE N %5k

T ENTERVE ML LTELNLENCETOHERTH > T, BAMEAFREMETL T

FEDMEANZHF#HT D2 ENTERNEIICLIEbDE WD,

"Anonymously processed information" means information relating to an individual that can be produced from

processing personal information in a manner to neither be able to identify a specific individual by taking action
specified for each division of personal information nor to be able to restore the personal information to re-identify

a specific individual.

B2 &% L HE 1 5N T2 DYRERICE SN KA, AFEHA A ZOMORIERFIC XV FED
EANZHBTED b0 (MOFERERGIRET LI ENTE, TRICKVFEDMALZTHNT 5 Z
LINTELZL LR DbDEET,)] THLHEAFTFROLGEITIL, TRFEDFEANZBHITHZ LN TE
BRONE A RZINT] X, FFEDMAZHNT D2 LN TERIRD LI ITHEEANFRIC
BENDLRA, AFH B ZOMOTRREZHIRT 52 L2 BH®RT 5,

If personal information falls under the category of "those containing a name, date of birth, or other descriptions
etc. whereby a specific individual can be identified (including those which can be readily collated with other
information and thereby identify a specific individual)" as provided in Article 2, paragraph (1), item (i) of the Act,
the phrase "processing personal information in a manner to neither to be able to identify a specific individual"
means to delete the name, date of birth, or other descriptions, etc. contained in said personal information so as not
to be able to identify a specific individual.

EF2RE 1V EE 2 53815 MEARRAF S8 E EN D] BAGROGEITIE, TREDOME N 2
T2 ENTERNVEIICENEREINL] &I, HZEAERISE 05 E AR5 D022
FEDBANZBIT L ENTERIRDEDITHIRT 2 ZL2E®RT S (ZofEZH L LT,
FRRBERE2RE 1 HE | 5ICYTHEAERTH-25EIIE, SIS T 5MAFBRE L
TOMLEAT O BERDHD,),

If personal information falls under the category of "those containing an individual identification code" as provided
in Article 2, paragraph (1), item (ii) of the Act, the phrase "processing personal information in a manner neither to

be able to identify a specific individual" means to delete all individual identification codes contained in said
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personal information so as not to be able to identify a specific individual (if said personal information still falls
under Article 2, paragraph (1), item (i) of the Act after this measure is taken, said personal information needs to
be processed as personal information falling under said item as stated above).

THIBRT 2 Z & 1id, TEE—MoRR%) A% TEZEAHRNG ) 2 [ExT52L0TE o8
HIEZE LW HIRIC KV OB FICEEMZ DL 28T L3N TS, [EXT5ZLoTE
DRAMEZ A LWk SIFEESMA TR D, BEEMA DATOREDEANZHHIT L 2 & &7
2 RLR S SUIME NS5 DNBEZE LT H N TERWHIETH D,
It is provided that "deleting" includes "replacing the individual identification codes with other descriptions etc.
using a method with no regularity that can restore the individual identification codes." A "method with no
regularity that can restore the individual identification codes" means a method with which the descriptions etc.
that could identify a specific individual or individual identification code before the replacement cannot be restored

from the descriptions after the replacement.

B, AECBWT TREDEANZRT 2 Z L8 TE 5] &I, HFlRBEAUIEREOEREAHAE DY
THRAESNTVD b ONLIERBE EZO L IR TE 2 b DA, —RA DI TR
b o TEFT 2 BRI AY L EROMICHE —ME2RBOLICEL LR TELNEINITLL LD
Th D, EAMLEBRICKD D TRFEDHEAZTT 2 LRTERY] LWHEMET, H505
FIEICL > TRHET 2 Z ENTERWVE D HEAEm» b2 TORREMZ PR T 52 L ETERD D
bOTIERLS Alal &b, AR R FEE DR, FEFL AL L COYRERZ A
WA EH LEA I LR FEE PN BEE OB IV EECE W s REBlcT 22 &%
RKODHHLDTHD,

Information "whereby a specific individual can be identified" appearing in the Act means information stored alone
or in combination with other information, which is considered as such in general social terms when it is examined
with their ability to judge and understand information whether ordinary people would be able to arrive at
identifying said information with a living person. The requirement of anonymously processed information stating
"so as neither to be able to identify a specific individual" does not necessarily require the elimination of every
technical possibility that a specific individual could be identified, assuming every possible means. Instead, it
requires anonymously processed information to be at least in a state wherein a specific individual cannot be
identified by a personal information handling business operator or anonymously processed information handling
business operator by an ordinary means, in light of the ability of and methods, etc. available to an ordinary person

or business operator.

Flo, YEEAFREZEITCT L2 IENTERVE ST LI b D] ST, @HOFIETIE, EAINTE
W B EA N TAEROVERR D IC & 72 > T ATFHIZE ENTWEREDEANZTRNT 52 & LR D5
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WIRBBIZT 2 2L 20 ),
In addition, the phrase "nor to be able to restore the personal information" means that anonymously processed
information is in a state wherein personal information cannot be restored by an ordinary means, such as identifying
from the anonymously processed information a description etc. that could identify a specific individual or
individual identification code contained in personal information from which the anonymously processed
information was derived.

YHEENEREE LT H LN TERNLICLIZBD] W EHT, HHDFEICL > THE
TT DT ENTERNE D FHOME? D ETORREMZHRT 2 2L ETERD D LD TITARL,
Dl b AR —IRIREEERORES ., FIEFLEREL U TUREHR 2 (8 A Sk s
XIFFEATIN TG R FEERE P BEEOFEIC LV EILTERNWE ) RIREBIZT 52 L2 RDLBDT
H D,
The requirement stating "nor to be able to restore the personal information" does not necessarily require the
elimination of every technical possibility that personal information could be restored, assuming every possible
means. Instead, it requires anonymously processed information to be at least in a state wherein said personal
information cannot be restored by a personal information handling business operator or anonymously processed
information handling business operator by an ordinary means, in light of the ability of and methods, etc. available

to an ordinary person or business operator.

A TIERAERT D & X3, 1558 36 &5 1 HITHES D ANFROREIZEI T 2 IEHATHLA
Rk 28 SEEATERIGEZBRBAE 3 5, LIT THAL &vo,) TEDDEECHE > TINLT 5
WED DY | TR 2 R 9 THITE D HHE 2 & Lo BB SRR TED T %, (AL IEH
DYERUZ MBI TR OV TR, 32 (BEAMTEFROMEIEZRINT) )
When creating anonymously processed information, information needs to be processed in accordance with the
standards provided by the Enforcement Rules for the Act on the Protection of Personal Information (Rules of the
Personal Information Protection Commission No. 3 of 2016; hereinafter referred to as the "Enforcement Rules")
as provided in Article 36, paragraph (1) of the Act. Necessary measures, including those provided in Article 2,
paragraph (9) of the Act, are provided in said Rules. (For processing obligations that need to be followed when
producing anonymously processed information, see Section 3-2 (Proper Processing of Anonymously Processed

Information).)

ks, TEHE®R 13, EEAOEHRN O IBER IR LA 2o L TR U8 I LIcEFG L THES
N7 —2ThY, FEHOBRSUIMEER E2BENITHET LD TH D, Leni> T, MatiEik
X, FEDEAN & ORNGSERBHER SN THWDR Y IZBW TR, EICBIT D MEANSET 2 EH] 125%
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KRINETR D,

"Statistical information" means data that can be obtained by extracting items concerning a common element from
information taken from multiple people and tallying them up by category, which is intended to quantitatively
determine the tendency or characteristics of a group. Therefore, statistical information does not fall under the
category of "information relating to an individual" as provided in the Act, as long as the corresponding relationship
between said information and a specific individual is eliminated. Thus, the Act after the amendment, as well as

before the amendment, defines statistical information as being out of scope of regulation.

FEA N TAFEIE, B A BODERS DD THY FFE DI ANZGHTDIENTET, 7o, JuEed A
THEMEEITTT2IENTERD AN T LER THD, AT LERTHLENDZ LT, TRDBIER
DHEALEL TUT— ANOENTH IS LB R THLZENHAEINDLD THDH Y, ok, EA M LIEROEEIRE
LT IERABI0HICB O T, TEA M T W T — 2 N—25 LV SR E RSN TOD,

Anonymously processed information is information relating to an individual that is produced from personal
information with which a specific individual cannot be identified and original personal information cannot be restored.
Since it is information relating to an individual, unit information can be that corresponding to an individual person.'*
A collection of anonymously processed information is defined by the term "anonymously processed information

database etc." under Article 2, paragraph (10) of the Act.

321 _BEDEANZEANTEHZ LBATERV] L

3.2.1 What Does the Phrase '""not to Be Able to Identify a Specific Individual' Mean?

TARTAANTL RSN TOD I JRIZBWTHRE DA N ZRH T 0 ZENTE L Lid, MR SIIE
BOFHREMAEDOETRASNLTODLONBHEEE EZDITHB T b0z, — R ADOHIT )
TR S %0 > THEAF 2 BARB R N LR O BN [ —PEZGRD DITE L LN TELNEINITEDHD
ThD, EAIMLIERIZRDEND TRFE DOE A&+ 52 LN TERN I EWHEL L, HHPLFIEICL ST
FriE 02 EMN TERWID BTS2 TO F Rt 2R T 528 F T RDLE D TIFa D7,
— AR O S ORE ) FESAIEUEL U CY RZ B A 8 A Sl 2638 XU EA N T
Al g 268 D3l s D T VEIZ KV E TERWIDIIRIBIZ T 5282 KDL D TH D,

As explained in the Guidelines, information "whereby a specific individual can be identified" refers to information

4 R=YF T = F T RS THRE Y —% o 77— HAEE] Q0134 12 A) 12b D [FEMBIBER S HH
(= AOE VBRI SR OB ABERE SRV REDOEF®R) 7210 T, TEBAFERERR] (—ADL DI
MDD, EADPRE S NRWVREEOER) bEAMLHERICEZLET 25812 EERLLND,
In addition to "non-individualized, non-identifiable information" (information in a state wherein individuals are not
distinguished (and said individuals cannot be identified)) as referred to in the "Report by the Technical Study Working
Group" (December 2013) by the Study Group on Personal Data, "individualized, non-identifiable information"
(individuals are distinguished but cannot be identified) may also fall under the category of anonymously processed
information in some cases.
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stored alone or in combination with other information, which is considered as such in general social terms when it is
examined with their ability to judge and understand information whether ordinary people would be able to arrive at
identifying said information. The requirement of anonymously processed information stating "so as neither to be able
to identify a specific individual" does not necessarily require the elimination of every technical possibility that a
specific individual could be identified, assuming every possible means. Instead, it requires anonymously processed
information to be at least in a state wherein a specific individual cannot be identified by a personal information
handling business operator or anonymously processed information handling business operator by an ordinary means,

in light of the ability of and methods, etc. available to an ordinary person or business operator.

322 UBEAEBREETTD LR TERVESCLELD] i

3.2.2 What Does the Phrase '"'not to Be Able to Restore the Personal Information' Mean?
HARTAATHLRRMSNTNDINT, TEZENEREE T T DTN TERNIDIILIZb D | LI, @H DT
ETIE EA N TAFHBEA N TG WO VRO Te &L 7p > T AN B & FTOTZRFE DA 278515
T L LR DR A TENGIRIF 5 OWNE LR E T HIEFITIY, EAMNM TE R AN ERICR LN TE
IRVRIBIC S D28 %),

As explained in the Guidelines, the phrase "not to be able to restore the personal information" means that

anonymously processed information is in a state wherein personal information cannot be restored by an ordinary
means, such as identifying from the anonymously processed information a description etc. that could identify a
specific individual contained in personal information or individual identification code from which the anonymously
processed information was derived.

PUBE AT REE T T 2ILN TERNIDITLIEL D JEVH BT, HHDFIEILE > THIT T 2213 TE
TRWNIOEI IO TO AIREMEZ PERR T 228 TR RO DL O TR, D7l | — A K i)
IR ORES) FIEFAIEMEL U COURETE B 8 NG Sk 33678 U3 A I LA M F e E Dl H
DIRIZIVEITETEIRNISIRIBIC T D L2 RDHLDTHD,

The requirement stating "not to be able to restore the personal information" does not necessarily require the
elimination of every technical possibility that personal information could be restored, assuming every possible means.
Instead, it requires anonymously processed information to be at least in a state wherein said personal information
cannot be restored by a personal information handling business operator or anonymously processed information
handling business operator by an ordinary means, in light of the ability of and methods, etc. available to an ordinary

person or business operator.

EREDLBY ., TREDENZ @R T HIENTERND | RO HETLTHIEN TERWNIINTLIZb D DfiTive —
¥ N O 72 3B DORE oIS H EEL L CHIBEN L O THY | flx X, A—/3—arBa—4D
JOREEIREEA A T ABIREZRFHALIZY, ®ER X 7 A VAR LT T5F0H LS FiEICE -
TRIERE I EAATZEL T TERWEWD I, BRI B2 TO ATREMZ PR T 52 ETERD D
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As stated above, both of the requirements expressed in the phrases "so as neither to be able to identify a specific
individual" and "nor to be able to restore the personal information" are to be determined based on the ability of and
methods, etc. available to an ordinary person or business operator. They do not necessarily require the elimination of
every technical possibility, such as identification and information restoration attempted with a supercomputer or other

highly functional resources, or advanced hacking skills, for example.

3.2.3 —HOERPER TELHEICDONT

3.2.3 When a Part of Information Has Been Restored

MY RZE NG AT T L13, FFE DTN DFRN DI DIERBE ITLSN DI R T, DD, BN LIE®R
MBIEDMENE#Z 2 TEIL T 5287210 Tidded, —#TlEH > Th LD E N EROAR N R E LD EHA
Htsn 2T eb MEIT ) IT%E T2,

To "restore the personal information" means to restore information that leads to the identification of a specific

individual. In other words, the term "restoration" not only refers to the restoration of the entire original information
from anonymously processed information, but also the restoration of a part of original personal information that can
identify a specific individual.

— 77 FEE DN DTBNC S TR BIRNE D72y DIFROIETTIZ DN T, 22TV METE HTIFH 670,
BT FEA I TAREFROERR OB, ST N EHRNG TEFEE 5 OFHROE A N EHEHIFRSNLTOD5E
(2L EAIN TR SIS ENTOLEEER S0 E )7 (HHTF4) OIF SIS T, Eib & SO ifish R
LT DB E LD, HL, TOHISNREZE T TEIZLa b > TREE DE A ORI TEHREEEITE
TLENTZDTHHOTRITIUT, TEREE AN #EE T TR LN EE 265,

On the other hand, the term "restoration" does not include the restoration of a part of information that does not lead
to the identification of a specific individual. For example, when all telephone numbers were removed from the
original personal information to produce anonymously processed information, it is possible that dialing codes could
be restored based on the postal codes and resident areas (municipalities) contained in anonymously processed
information. However, even if such dialing codes could be restored, it would not constitute a state described in the
phrase "restore the personal information," as long as information is not restored to an extent that a specific individual

can be identified.

324 B35 LoTCEHAIMEE2E LRV FECIVMOEREICEES#HEZ DI ] LiX

3.2.4 What Does the Phrase '""Replacing Such Descriptions etc. with Other Descriptions etc. Using a Method

with No Regularity That Can Restore the Descriptions etc." Mean?

i 7€ OAE N2 Z DN TEIRWDIDITE NG B N TAF RA~DO I TAATIEIE, SEITS T T
REBDFEIRFEZHIERT DI EDIED S ONCFREIRFENS IO~ Zen TSRk (T
FTHZLDTELHRANMEE A LR TE) ICXVMOFER ENEEHRZ 520 AR THD,
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When personal information is processed to anonymously processed information in order for a specific individual not
to be identified, replacing descriptions etc. with other descriptions etc. using a method with which the replacing
descriptions etc. cannot be reversed to the original descriptions etc. (a method with no regularity that can restore the
descriptions, etc.), as well as deleting relevant descriptions etc. as needed, is a possible method.
ZITHETRTHZEDOTELRAIMEEZ A L2V iE &%, H<ET, B EZ OB FENLITOMENIE RO
WESOEOBRAMNEZ A LW ELZBERL, SR LB SR 5720 OHAIMEZ A LRNZEETRD DL
DTIHIRV,

Here, a "method with no regularity that can restore the descriptions etc." means a method that has no regularity in
conversion from the replaced descriptions etc. to the descriptions etc. contained in original personal information.

This provision does not necessarily require the lack of regularity for replacing the descriptions, etc.

3.3 EANMTIE#RZIRY &5 ETOHIK

3.3 Restrictions on the Handling of Anonymously Processed Information

P4 I TG SR (EA N TR T —Z N —RZ AR Db DITIRD)EAFR L . T e B L& i3, 8 A 1E )

Wik S 2 H 1 3IE S 36 RO BUE R NAST 4 D D D, BEA NN TAE WA AER S DI MG Sl 3 2638 L LT,
IEH36 B 1 HOME EN T35 0130 N THEFOREMOW AN ZR) 1k 5780 0% 48 BT E P14 N

TAFREAERR LT 6 M O AN TG REE =F (TR T 258 ORREH | AT A DEEILEN)D)DHZ

ElZ72%,

A personal information handling business operator is required to comply with the provisions of Article 36 of the Act
when producing and handling anonymously processed information (limited to those comprising an anonymously
processed information database). A personal information handling business operator producing anonymously
processed information is subject to the obligation to take security control actions for preventing the leakage of
processing method etc.,related information, disclosure obligation when producing anonymously processed
information and providing it to a third party, prohibition against the act of identifying, etc. in addition to the obligation
of proper proessing as provided in Article 36, paragraph (1) of the Act.

Fio, MOFEEDMENEHREZ I LU THERL7ZEA I TIFHRORMEAEZ T CThaFEO R L TnhalE
AN TAF BRI FEF TIEFITRA~FEIIRDBUEZNAT T DU BN DD, EA N LIFRORMAE T DIEA
DN IR 1T, AT 2 ORI | EA N TS MO 2 EBE SO 8 E, KO, E6725
=B RMATOG A D RRFBHEDNINDIEITIRD, 725 [EA I TAF AR LI B R 2808
YREEA N TIEBIARDEA N LIE® T — 2 N =2 2R EO T 25613, SRZ A FE Sk F ¢
FIXEA N TG RIS T ITHRE Y T 203 IEHE3TR~H395%1E. [ B OE A REI LU TR L7z E4
INT AT | LIS DEA I TAFRO TR N Y 72> TELLEH ThHT20 | IEFITR~FIIRDEH DR RL
(F72B72 N (T2 720 BTG Sk 55567875 B S8 G #iz I T U TR L7 A N TAs A IO BR 213k
HE36SROMEN B SND, ).

In addition, an anonymously processed information handling business operator that receives anonymously processed
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information processed and produced from personal information by another business operator and that utilizes it for
business is required to comply with the provisions of Articles 37 to 39 of the Act. An anonymously processed
information handling business operator that receives anonymously processed information is subject to prohibition
against the act of identifying, the obligation to strive to take security control actions for anonymously processed
information, and disclosure obligation when providing anonymously processed information to a third party. Note that
if a personal information handling business operator that produced anonymously processed information provides an
anonymously processed information database etc. concerning said anonymously processed information for use in
business, said personal information handling business operator also constitutes an anonymously processed
information handling business operator; however, obligations provided under Articles 37 to 39 of the Act do not
apply to such business operator, since these obligations are applied to the handling of anonymously processed
information other than "those which it produced itself by processing personal information" (the provisions of Article
36 of the Act are applied when a personal information handling business operator handles anonymously processed
information it produced itself by processing personal information).

ZODIES 36 5o~ 39 SROBIREUILIZb D73, X5 3-1 THD,

Figure 3-1 shows the relationships stipulated by Articles 36 to 39 of the Act.
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Figure 3-1 Provisions that must be complied with by producers and receivers of anonymously processed

information
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3.4 EAMTHERICETHER

3.4 Things to Be Note Concerning Anonvmously Processed Information

3.4.1 fEHEHRICOWT

3.4.1 Regarding Statistical Data

TR & EAI TSI, TN ZIEFE2RBIAEL OBIHDERICH D L O, MEANIZET 1F
Wl THDH, —J7, TEHEER) 13 BEAOEER S IEER IR L EHA 2R L TR I &I
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FTOHE®M AT DO TIIRWED, WIERTOEIZB W T HBBIORRI L EHINTEY , 1Bk
FRRICHTI OX BRI E S TnD, | ERLHLTWD, L > T, MU TS 7o mat b diE, @
MNMEBIZHEAMTERICBFZL LN DO THDY,

As defined in Article 2, paragraphs (1) and (9) of the Act, personal information and anonymously processed

information are both "information relating to an individual." Meanwhile, "statistical information" means data that
can be obtained by extracting items concerning a common element from information taken from multiple people and
tallying them up by category, which is intended to quantitatively determine the tendency or characteristics of a group.
The Guidelines states as follows: "statistical information does not fall under the category of 'information relating to
an individual' as provided in the Act, as long as the corresponding relationship between said information and a
specific individual is eliminated. Thus, the Act before the amendment defined statistical information as being out of
scope of regulation, and it has been so ever since then." Accordingly, statistical information that has been properly
processed does not constitute personal information or anonymously processed information. '

2L, B, BEEHEBROERIZB W T, & 2HHE OEAFIERH Z L IZXKYI 556, £ O#MEORE
DT K-> TIY TR FE LAl (il mfar I e DALER #5F) 234
CHARMER D D, ZO XD BRGEEIZHOVTUL #OERTHLINRESNCT R ILELHVHFL,
MEHERE VWO BIZR > TWIUT IV E WS D TIEA <, AL ORIGBERA IR TE D L9
RETHIMESN TS Z ENEETHL WX D,

However, in a case where statistical values are divided into certain ranges, for example, there could be a range where
the volume of samples is extremely small, depending on the method for setting said ranges (such as information on
elderly people, high-spending users, and locations in underpopulated areas). In such a case, statistical information
could readily identify an individual. Beyond putting information into the form of statistical information, what is more

important is that the information is processed into statistical information in a way that ensures the elimination of

B 2o X5 afEHERos L LT, ERomER R AL L < FEHERE OFEO F T, Matiise LTABL T
WBAZFIAFBEE SN TWAHEHD, HHWVIFE=ZFITRUEINTVDIHDORH Y, I, ABIRMETORAR I NIZHEFIRD
En, SRR MR S e 5 R 53 5.

Such Statistical information includes those created by tallying individual survey results, and disclosed and made available to the public
or provided to a third party as statistical information under the responsibility of the producer of said statistical information. Examples of
statistical information include publicized statistical charts from public statistical projects as well as private statistical information
prepared by industry organizations and private survey companies, etc.
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corresponding relationships with individuals to an adequate level.

342 AHR e L OBLR

3.4.2 Relationship to Identifiability

BEA N TS WA VERL L 7o FEF 1T, T OERICHWTZEAEREZRE L TR 2, Y%EAEREE
AINTA 2B o H E L TEAMIE R & TOM A # & OXHSBR 2RISR F 2 RA L
B3, ZOENEHRRIERIC OV TIES 2 588 1 HE 1 SiHIlEOWDW 5 IRGBEME "d D &
LT, TBERR L 72 &4 I TS 3B 82 5% U, RS SO Bk O ICBE4 240388 (ESB4FH1H) &
SFORITNITRSRNOTIERW), LOBEPHESND,

A business operator that produced anonymously processed information retains the original personal information and
can retain a chart indicating the corresponding relationships between the anonymously processed information and
original personal information. This gives a rise to a possibility that such personal information and chart are deemed
to have what is called "identifiability" as described in the provision of Article 2, paragraph (1), item (i) of the Act in
parentheses, that such anonymously processed information is still regarded as personal information, and thus that
compliance with the obligations concerning the handling of personal information (Chapter IV, Section 1 of the Act)
is required.

EAINTAERIL, FrEDEANZ#AT 22 &N TET, FROILE R AEREZE LT 22 LR T
ERVEDITMILZbDTHY, 61T, EABBRIHRDLANEZBIIT 5 Z & 255ET 25 F O R
BRHERPIRENTND Z &6, ERRDIT L 7e o T B A TER & @ OEBHITRB T 5 — KR TiETRE
THZENTELRBIZHD (TROLAGREMRH D) LITVAT FEAFRICEE LAV EShD
LDOTHD,

Anonymously processed information is processed so that a specific person cannot be identified from it and that the
original personal information from which the anonymously processed information is made cannot be restored, and
also there is a systematic assurance that the act of identifying is prohibited. Therefore, anonymously processed
information is defined as being out of the scope of personal information since anonymously processed information
cannot be regarded as being in a state that allows for collation with the original personal information by a means that
is ordinarily used in usual business operation (in other words, the information has identifiability)

L7eo T, EAIMIEREER L FEEDN N Y FEENI TRV H O 1IN ->Th, EAM
TAHEROBHRNICET 285 (EH365%) 25702 LICk Y BHARFIEHARD N Z & LD,
Therefore, a business operator that produced and uses internally anonymously processed information is also allowed
to use said anonymously processed information freely by observing the obligation concerning the handling of
anonymously processed information (Article 36).

FEA N TAFRIZOWTIE, EE2RF IHDOBEICESE, FEDMAZHIT L LN TERNED
ThO, EAFREEILT DI ENTERNLIICLELDTHLZENROLNLEDOTHD, ZD
BRoD TRPE O ZFHIT 5 2 L3 TE ey OHIBTEAEIC OWTIT, 5 2 585 1 HE 1 504t &
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[FERIZ — RS O DFEE O RB R ) 2 6 > TIThbNL D b D TH YD, 2vo, [MEIXT 25 Z &N
TERW] OHBHEEIZONT S — AR —ROFEE OHW LEME N 2 6> TN Db D TH
Do

Anonymously processed information is required to be in a state wherein a specific individual cannot be identified
and personal information cannot be restored. Whether "a specific individual cannot be identified" is to be determined
based on the ability to judge and understand information of ordinary people and ordinary business operators, as is
the case with the requirement stated in parentheses of Article 2, paragraph (1), item (i) of the Act. In addition, whether
personal information "cannot be restored" is also determined based on the same criteria.

EAINTAERIZ, ZONEREND S AROFI BB TR T 256 & 2 VI3t oo AL N T AE iR
WFFEFR IR T 258FICL0 . M - EERIC KT 2Lt 2 Mir L OS2 1FHmOF]
EMZMLHETHY . EAFRICH L T—EOM LR OHELH L ETE =R MtEL L T2
bOTHDLeD, —RAKRP—IROFEE BT L HE RN 2 ZE L LTt a2 5 2
EVRRYBTHDLEEZDND,

In light of the purpose of the law, the anonymously processed information system is intended to promote the
utilization of information relating to an individual, while securing safety in the course of utilization and distribution,
for situations wherein said information is to be used for a purpose other than the original purpose or wherein said
information is provided to another anonymously processed information business operator. Since this system is
intended to allow for the provision of personal information to a third party while requiring processing and compliance
with the regulations, it is considered to be adequate to determine safety with consideration to the judgment and
comprehension abilities of ordinary people and ordinary business operators.

B, EAMTEROERFREENIICE T, EAMNLESRIIN L S SR IC & 72 2 8 AN FHROM
THEECET DERPRAAESND Z LITHIERICATRE SN TR . ERFEEEONIICHFE L,
ORRBIAT 2 DEEILFGH DX R TdH D RIERITHOWT, FHNTAERE T 5 2 LIS TIERNH DD, &%
BIAT % DERIE J OO TIAEF RO L2 E BRE S O EA N LIFROBERVICET 2 #H 25725 Z &N
BRICHETH D,

Note that the system stands on the premise that a business operator that produces anonymously processed information

hY

by

internally retains original personal information from which the anonymously processed information is derived, and
processing method, etc.-related information. While it is not appropriate to regard corresponding charts, which exists
inside the said business operator and is subject to the obligation of prohibition against the act of identifying, as
especially dangerous, such business operator is naturally required to comply with the obligations concerning the
handling of anonymously processed information, including prohibition against the act of identifying and including

security control actions for processing method, etc.-related information.

B%) BEHRAH
(Reference) "Readily Identifiable"
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IRGMENE] L3, TUAETIIREDOMMAZBIT 2 Z ENTERVWERTH-TH, TOFHRAZ
DD BEED. R OMEZAT o720 KRR OBE AL FRM 2T 325 2 &7 BEEEENT
EBICBIT D AR GIET, totFd e OMERATRERIREICH 5 2 L2005, T, 20X 57K
BBICHD ZEIZE T MREDEANZTINTHZLNTELZ L RD D] ZENFRIZE D, Ri&xf
HLLTWD,
"Readily identifiable" refers to a state wherein, even if information itself cannot identify a specific individual, a
business operator handling the said information can collate it with other information using a means ordinarily used
in the business operation conducted by the said business operator, without conducting any special investigation,
incurring any special costs or making any special efforts. The Act provides that information "whereby a specific
individual can be identified" as a result of being in such state is subject to legal protection as it falls under the scope
of personal information.

IESIRENE] OHBER L LTI RAETOIBIERICT 7 B A TE 58 DOFE. N ORGSO
MR AT, T AT L0 T 7 & AHEE OB RIEHE N E T b, b EREIICEIZREL T

RFEDMEANEZRWINT D ENTE L) DEPPEEESNDG DO THY . Y5 FHAF RO NELH
EROTEE, FEEOFBICAML THEA OFHI T LIRS Z & LD,

Criteria for determining whether "readily identifiable or not” include whether there is a person that can access retained
information, an organizational structure for developing internal regulations, and technological framework for access
control of the information system. Whether "a specific individual can be identified" is to be determined by
comprehensively conducting examination in reference to these criteria case by case according to the situation of the
business operator such as the content of handled personal information and methods for utilizing said information.'¢
B2, R OB BRI DM B IS HAG L E AR B Z L ICRE SN TV D T —Z N — X
WZENZENH 2 IRE LT D 5A IR0 T, BT OB 26 2T &GO FEEFEN, F
BOBRLFM 2T 5 2 L BHOEBICHIT 52— KR TIETRTOT =2 X=X LOtFHR%
METLZENTERVWE Y B LB B WFOTF =2 _X—2Z2WMOH S Z LI Sh T
WWT, BRIOBE AL FR 20T 5 2 &R BHEOESHITE T D R TIE TR OFT —F N— A
Lo RERE T2 Z LR TERVRETHE, TABICRETLZLNTE] 2LEFVARVEDL
EZBND,

For example, suppose a case where each department of a business operator stores acquired personal information in a
separate database established for each department. If it is strictly prohibited for staff of these departments and
database supervisors to handle said databases by means of regulation or operation, so that they cannot collate
information on the databases using a means that is ordinarily used in usual business operation, and if information on

said databases cannot actually be collated with each other using a means that is ordinarily used in usual business

6 AR [—M—% PR 27 FSEM A H®IREE] P3R5, 20154F) P13 (Q8).
Compiled by Kazuhisa Uryu, "Ichimon Itto 2015 Amendment to the Act on the Protection of Personal Information" (Shoji Houmu,
2015) P. 13 (Q8)
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operation and without spending special costs or making special efforts, it is deemed that such information is not in a
state wherein it "can be readily collated with other information."

— 75 G OBFFPAOR T, @E OEBIZRIT 5 — KR TIETRG D7 — 2 X=X Loz RE
THIERTELHREIE., BREICRET LN TE] 25AICYT5EB2615Y,

Meanwhile, if it is possible to collate information on both database using a means that is ordinarily used in usual
business operation, it is considered to fall under the case wherein information "can be readily collated with other
information."

I EF2RE 1 HEISEINNOR S BEMEIL, RO XS ICHEFENTIZE T 2REMELZERT D
HLOTHY, TIUIIER 4 B 1 FOFEAE R FEE OFT CBI5R~EHEISHR) (BT L5 HEAE
W DERICBWTIHBENICEA SN bDLEZBNL T2, EH2BEOFE = FRUORIRIZIBNT
H MEANERD BT A REMEOHWIIFEENBICB T 2MEMZERT L2 &R D,
“Readily ildentifiable” as referred to in parentheses of Article 2, paragraph (1), item (i) of the Act means the
possibility to collate information with other information inside a business operator, as described above. Since this
concept is considered to apply to the definition of "personal information" in the context of the obligations for personal
information handling business operators as provided in Chapter IV, Section 1 of the Act (Articles 15 to 35 of the
Act), identifiability concerning "personal information"!® in the context of restrictions on the provision of information
to a third party as provided in Article 23 of the Act is to be also determined based on the possibility to collate
information with other information inside a business operator.

7oL BB 2RE 1B 1 SR O TREOEAZHRIT S 2 &8 TE D) OBEMRL, HHEAIILE
BOBEREMAEDETRESNTVD HONG, ARBEEELTOL ST 200, bbb —
N DH W ) RLBE T ) & b o THAFET 2 BARIN 22 AN L AE RO BNCIR —MEZ RO DITE D0 E D Hav
WikHE L 70 > T 5,

In addition, the requirement that information "can specify a specific individual" as provided in Article 2, paragraph
(1), item (i) of the Act outside of parentheses refers to information stored alone or in combination with other
information, which is considered as such in general social terms when it is examined whether ordinary people would
be able to arrive at identifying said information with a living person, with their ability to judge and understand

information.

7 BRI EZES TEAEROGEEICETAERICONTONA RTA ] RO TIEAT —F DI ZWVEDRERN
RAELZHEFEOMSIZONT] T2 Q&AL 201742 1)  Al-15,

Personal Information Protection Commission "Guidelines on the Act on the Protection of Personal Information" and "Q&A on 'Response
to an Incident of Personal Data Leakage, etc." (February 2017) A1-15.

B 23 50 MEAT—4 1 OBBWCET 285 TH LM, MEAT—4 1 IJEL 2K 6 HOERN LWL L)
2V EH AW I HTERSND MEAER ORICKLT 200 TH S,

Article 23 of the Act provides for obligations concerning the handling of "personal data." As it is clear from its definition in Article 2,

paragraph (6) of the Act, "personal data" relies on the interpretation of "personal information" as defined in Article 2, paragraph (1) of
the Act.
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3.5 EAMTIEROIER & 1%

3.5 What Does It Mean to Produce Anonymously Processed Information?

PEA N TAEBIC W TIR, 55 36 555 1 HHTHE S NLTWD K 912, MiATHRITE D L FEHETHE > TE
ANEREMTA DL LS TND,

As provided in Article 36, paragraph (1) of the Act, personal information must be processed in accordance with the

standards provided by the Enforcement Rules in order to produce anonymously processed information.
HEHIRFIH
TENAE SR AL EAMIER (EANLERT — 2 N—2E 2T 2 bDICRD, LUTHE
o) ZAERT 5 & & 1T, FEDEALTHRT 2 Z & ROZEDERICHNLEAEREE T L2 &N
TERWVWEDIZT DD BE b DL LTEAERREZ AR TED 2 BT, H%EA
WA ML LR R b0,
Article 36 (1) A personal information handling business operator shall, when producing anonymously
processed information (limited to those constituting anonymously processed information database etc.;
hereinafter the same), process personal information in accordance with standards prescribed by rules of the
Personal Information Protection Commission as those necessary to make it impossible to identify a specific
individual and restore the personal information used for the production.

. [EAMTAFEROIERL] (ZOWTIE, HA FTA L TIRRO XS ITfFH L TW D,

The Guidelines give explanation on the "production of anonymously processed information" as follows.

HA RTA v 3-2 BAMTIEROBEIERIMT (GEHEI6KE 1 HEILR)

Guidelines 3-2 Proper Processing of Anonymously Processed Information (Related to Article 36, paragraph
(1) of the Act)

BTG IR AT, EAMTRER (BN THE#RT — 2 _N— 22T 2 b DICRD CKD
LIFFELC, ) ZfEkT 2 & (3%2) &, FFEDEAZHAI TSRV E D1, 2o, TOERIZHNS
BAFHREZEITTERVE DT D700, BRI 195/ 5ITED D IAEITHE > T, Lkl A%
T LZ2ghude b, Zadk. MEAGRREZBSBAITED 2 AT, HRZEAE®RZ N
T § 2720, T 2F RIS C T, AR 1954 5 TE D 5 I TRAEZ i 72§ LD &
2o

A personal information handling business operator must process personal information in accordance with the

standards as provided in each item of Article 19 of the Rules when producing anonymously processed information
(limited to those constituting an anonymously processed information database etc. (*1); the same applies
hereinafter) (*2), so as neither to be able to identify a specific individual nor to be able to restore the personal
information. In order to "process personal information in accordance with standards prescribed by rules of the

Personal Information Protection Commission," the processing standards as provided in each item of Article 19 of
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the Rules need to be met according to the nature of the information to be processed.

(1) EAMTIEROBRMNAR D2 (EHI6R~H39%) 13, EAMTIERT — 2 N— A% 2

T DEAMIHERICRSNDIBDOTHY, WhLBIERHRE LD, EAIMNMTHERT —F N— 2%
ZRERL L 22 W EA N TR O PR OITLR D #H TR S Th R0,
(*1)While the obligations concerning the handling of anonymously processed information (Articles 36 to 39 of
the Act) are applied concerning anonymously processed information constituting an anonymously processed
information database, etc., they are not applied to handling of anonymously processed information that does not
constitute an anonymously processed information database, or what is called "scattered information."

(3%2) MERT 2 & &) 13, EAMIRERE LTROH D 72012, BEEAMTIEREER T2 L &0
ZEEET, LIERo T, flZiE, “eEHEEO—RE L TRAFEO—HOMAEH®EHIFR (Xt
DR FEICEZHZ) L EThlEmEMAFHRE LTI ES Ha. &2WIEHEHEREERT S
IO AE R Z M T 25 BFIION TR, EANTHEHREZ WEKT 2 & &1 ICEEEE L,
(*2) The phrase "when producing" means when producing anonymously processed information in order to handle
information related to individuals as anonymously processed information. Therefore, if information is still handled
as personal information after deleting (replacing with other descriptions etc.) a part of personal information: such
as names as part of security control actions, if personal information is processed into statistical information, etc.,

it is not deemed as a state that the phrase "when producing" anonymously processed information refers to.

HA R4~ 3-4 BAMTEROIERIFDOAT (FEFEIRFIHMEMBL) Tk

Guidelines 3-4 Disclosure upon the Production of Anonymously Processed Information (Related to Article

36, paragraph (3) of the Act) (Excerpt)

8GR AL, EAMIERZAER L7z & & (K1) &, EAMTIEROMERZERR S G
2) A F—Fy NMEZFIMA L, HEEANTHRICE NS MEACHET 2HHROER 2 4% (%3)
LgiFiudie b7y,

In cases where a personal information handling business operator has produced anonymously processed

information (*1), said personal information handling business operator must disclose the categories of information
relating to an individual contained in the anonymously processed information (*2) without delay by utilizing the
Internet, etc.(*3)

(x1) ZZT MEAMTHERZERLIZE &) L, BEAMTERSE L TRV H ) 2dis, EAEH
EMTMEEBET LIZHEDOZ L2 B%RT 5, 742bb, H< ETEAEFROLEEHAED —
BRE LT EOHREHIFRL 5 WIE0E L TRIF - BEHT D2FOM T2 258 UIEANGE H 5
MEHER AR T D7 DITEAEREM LT 25 8F 250 b O TIER,

(*1) Here, the phrase "in cases where ... produced anonymously processed information" means cases where the

processing of personal information to handle it as anonymously processed information is completed. In other
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words, this phrase does not include a case where information is stored, managed, etc. with a part of information
deleted or divided as a part of security control actions for personal information or a case where personal
information is processed in order to create statistical information from personal information.

Flo, BEAMTEREERT 2 OIBAEROMLE T EEEZToTWDLERETH D HDODIERL
EENTET L TORWGEIZIE, AR+ ThD 2 EENLEAMIERE LTIROHS Z &0
WY TIERWATREIE S H D 72 d TEAMLIERAIER Lz L &) SIMLEM T b,

In addition, if the processing of personal information to produce anonymously processed information is still
ongoing and has yet to be completed, it is not deemed as a state that the phrase "in cases where ... produced
anonymously processed information" refers to, since such information has not been processed to an adequate level

and thus it may be inappropriate to handle such information as anonymously processed information

HA RTA T ERITR L B2EA I TREROBEIEZRIN T (GEH3655 1 HER) | o (%2) K&
O 13-4 EAINTAEWROIERRF DA FEHI6ARF 3HEMR) | © (k1) ([SRfich s Lo, T’
AINTAERAAERRT D) L3, EAMTEROMEREN Z b > T, I THRE S EA I TR & LT
DS Z & EHHBE LTEAMIEREFERNTD2LEDZLEHBTLOTHD, NETHESINTES
IMTEHE LTS | &, RAREZFRWTHIZRBNOTZDITENT 25650, 5B =4 10t
T5ROBRGEENEEIND,

As stated in (*2) of "3-2 Proper Processing of Anonymously Processed Information (Related to Article 36, paragraph
(1) of the Act)" and (*1) of "3-4 Disclosure upon the Production of Anonymously Processed Information (Related to
Article 36, paragraph (3) of the Act)" of the Guidelines above, "when producing anonymously processed information"
means when producing anonymously processed information with an intent to produce anonymously processed
information for the purpose of handling information as anonymously processed information as provided in the Act.
To "handle as anonymously processed information as provided in the Act" refers to cases where such information is
used for a new purpose or provided to a third party without obtaining a principal's consent.

DFEY | EAMLEREZERT 28R 2 2o, EAGFHRE LTRVES ZE 2RI LT —4
DINTAZHONTIE, E#E LD TEAMTHEROIER) ISHY T2 TERVOTHY, 0L H 72T
—ZOMTUITH LT, EAMTHERICRDFEPBET 2O TR, ZOLIRT—ZONT.E L
Tk, FLL T ROE ORI —ANEET DL Bbhd,

In other words, processing of data conducted with no intent to produce anonymously processed information and
based on the premise that said data is to be handled as personal information does not constitute the "production of
anonymously processed information" under the law. Such data processing does not give a rise to an obligation
concerning the handling of anonymously processed information. Major examples for such data processing are as

follows.

(1) HNTORLEE L, RAZZHRL TR T—F

37



(1) Data from which names, etc. are deleted from an internal security management perspective
HEEDBAEREZIO S P T, 2= —DHFL~—7 v FEEOSITHEZITIIZ Y -> T, Ka
B E, RAFEOOIICLEDIRNMANTREZHIRT 57 —ANL DD, £z, TOST Ao
HICEFET 258100, —HoEHRzHIER L TRET 56 BES D,

In handling personal information, business operators often delete unnecessary information identifying an individual

such as name from the security management perspectivewhen analyzing the market or user tendency. A part of the
information may be also deleted when entrusting such analysis work to another business operator.

DX BRBNTHONTIE, EAMTEROERERIZZR S FAFRE LTol & B0 %o fig T
b 2DGEIE, ERE RO TEAIMTIEROER] (TIEEEE LR,

If such information handling is conducted with no intent to produce anonymously processed information and based
on the premise that said information is to be continuously handled as personal information, it does not constitute

the "production of anonymously processed information" under the law.

() HEHEMEIER T D-DIEANEREMT L 12T — X

(2) Data processed from personal information in order to create statistical information

B LA ANTEROFMMAERDO —> & LT, =P —DMHM 5% 217 5 72D Il A fFH 2L L THE
FHER AR T 2 Z N RESND,

One of the ways to utilize acquired personal information is create statistical information by processing personal

information in order to analyze user tendencies.

T OV e EHEREERT DB, MAEFROT =2ty b b O E FEFREZMERT DI & TH
FHET 256720 TRl —H, EABRNORAFELHIRT D L &b, EFCFRFEOEA 2 —E
DH T =Y =54 (B O TR RSO, 25m—20f0%) L7 ETHER L TRaMET 5 2 &
bRESIND,

When creating such statistical information, a business operator can produce a spreadsheet directly from the dataset
of personal information, or tally data after deleting names, etc. from personal information and grouping items, such
as address, age, etc. into categories (e.g. "Chiyoda-ku, Tokyo" to "Tokyo," "25 years old" to "20s").

ZO XD RENERD SWEE 2N T2 L CHREHEZIT O EROR ETERSNDSM LT —Z IO T
X EAMMIEROMERERITRN LD, B LD TEAIMTIEROER] ITIFEES LR,

Such data generated in the course of processing properly personal information into statistical data does not constitute
the "anonymously processed information" under the law, since it is conducted with no intent to produce anonymously

processed information.

Q) BAMTEREERT 28 ETRETET—X
(3) Data created in the course of producing anonymously processed information

EAMLEREZERT BT, 7—2 & LTOA RSB Y 2 7 POFRE I LV, RO
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IMLFEEZRITLIZY ) A ZOBERERO IO OREFED /T A—F 2 BT L) 5%, [E4 TR
HAEHRVE LY, MLHEZHTHE L2200 —HOEAN LIEREZFER T2 2 & bBEEND,

It is also possible that anonymously processed information is produced through trial and error or adjustment of
processing information, such as when trying anonymization methods and changing parameters of noise volume and
the level of vagueness based on the results of evaluation of data value and risks of re-identification.”
TARTAATEHD X, EAMTIEREERT 2D AEROM L 2T 5/E(21T> T 5
WETHDbDDIERIEENT T LTORWEEITIE, MINAR+5Th L 2 LENLELMTER &
LCTHHR D Z LN EUITIZARWATRENE S & D 72 B LD TEAM LI RAER Lz & & ) IIFLE
fFronenz b end,

As stated in the Guidelines, it is not appropriate in some cases that information of which the processing to produce
anonymously processed information is ongoing and has not yet been completed be handled as anonymously
processed information, since the level of processing that has been done may be insufficient. Therefore, such
information is not deemed as being in a state referred to by the phrase "when having produced anonymously processed
information" as stated in the Act.

RAEHNCEA N TERE THODOMINEENRTET LI a2 b o T [EAMIEREIER) L2l
(2720 | EAIMLIEROER - B =FRIMR D ARBHEOLRE I ES ZBIT T2 & L i, EA
TIEWE LTHROHED ZEBAREE 2D,

A business operator is deemed as "having produced anonymously processed information" upon the completion of
processing information into anonymously processed information, and is able to handle said anonymously processed
information based on the premise that it complies with the disclosure obligation concerning the production and

provision to a third party of anonymously processed information, obligation to take security control actions, etc.

19 MFLEA I TREROERICHW DB AT RIR D AR SN DY 27,
Risks that a principal concerning personal information that is used for the production of anonymously processed information may be
identified
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4. BAMTBROERIZY > TROONBIMT
4. Processing Required When Producing Anonymously Processed Information
4.1 BEANMTEROMTERE (HEITHEAIZE 195) 22T

4.1 Regarding the Processing Standards for Anonvmously Processed Information (Article 19 of the

Enforcement Rules)

EH36RFBIHTIL, EAMIIEREERT D128 2> TR, A THAITED DAY Z & & Sh
THY, TOEEZOWTE, MATHRABIOSRTHE SN TV D, RATHRAIZE19RIZE5 5 THK S
TR, EAMIHERZERT DT, &5 2@ RIGET 20 TIERLS, B 5RETOWELZIT O MLE
Nd2D (L, AT 2HERBLWVIEEIT. ZORD TIERWY) |

Article 36, paragraph (1) of the Act provides that a personal information handling business operator shall comply
with standards prescribed by the Enforcement Rules when producing anonymously processed information. Said
standards are set forth in Article 19 of the Enforcement Rules, which contains five items. These items are not to be
selectively conducted; all of the measures provided under these items shall be taken (provided, however, this does
not apply when information provided in these items is not contained).

4UTHRWTE, MATHRIFE195:% S ICHUET HHEICOW T, O BRI FEL G 5,

This Section (4.1) will discuss specific methods for carrying out measures as provided in the items of Article 19 of

the Enforcement Rules.

411 1% (BEOEAZEINT S Z & H3TE HHRRFOHIER)

4.1.1 Item (i) (Deletion of Descriptions, etc. Which Can Identify a Specific Individual)
HEAT AR 1955815
Article 19 (i) of the Enforcement Rules
ENFRICE ENDFFEDMMANLTANT 5 Z LN TE LR FORH T —MEHIRT 22 & (
BRI OB EFEZE T D2 LD TELHRAMEEZ A LW HEC L Vo FICES#HR D
ZEaat.).

(1) deleting a whole or part of those descriptions etc. which can identify a specific individual contained in

personal information (including replacing the said whole or part of descriptions etc. with other descriptions etc.

using a method with no regularity that can restore the whole or part of descriptions etc.)

HA RTA v 3-2-1 HEDEAZHINT 2 2 L3 TE SFRDHIER

Guidelines 3-2-1 Deletion of Descriptions, etc. which can identify a specific individual
TENE SR T2 E 2 I 0 MAFHICIE, —fkiC, K4, R EFEA B PEROM, B 72 fEA
BT 5RRENEENTWND, ZADDORRET, KA DK D ITEDOFERBIRTRE DM A Z 75
THILEBTELLODED, FEFT EFEARRE TNEDORBENPGDS D Z LICL > TREDH
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NEZ#THZENTELDOHHD, ZO XKD RFEDRENZ# TE DRl %E )b T E D
—EBEHIRT 55 D WVIFMOFTLIRFICEZEZ HZ LI K-> T, FEOBAZENT L ENTER
WE L LARTHIE R 5720,

Personal information handled by a personal information handling business operator generally includes name,
address, date of birth, gender and various other descriptions, etc. relating to an individual. Such descriptions, etc.
include those that can identify a specific individual alone, such as name, and those that can identify an individual
when combined with other descriptions, etc., such as address and date of birth. Personal information shall be
processed so as not to be able to identify a specific individual by deleting a whole or part of those descriptions etc.
that can identify a specific individual or by replacing such descriptions, etc. with other descriptions, etc.

B, MOLRFICES BRI D5E1E. tORLBFEZE LTS 2HAMEEZA LW HIETRIT TR
Sauy (%) BT, AFEA BOBEREEFEOHFRICESHA L HED L O1Z, mORLidE L L0 Hh
SHIRFERICEZHZ 52 L b EX LD,

Replacement with other descriptions, etc. shall be done by a method with no regularity that can restore the original
descriptions, etc. (*) Original descriptions, etc. can be replaced with more abstract descriptions, such as replacing

date of birth with date of year, for example.

(187 = 2 I Lo 4]
[Possible Examples of Processing]
1) K4 EAT EFABPSENDBEAGEFRZ N T 258ICKRO 1 25 3 £ TOREZHT
Do
Example 1) Measures 1 to 3 below are taken when processing personal information containing name, address,
and date of birth.
1) KA ZHIBRY 2,
1) Name is deleted.
2) fEFTZHIBRT D, X%, oolRAATHIZE SR 5,
2) Address is deleted or replaced with "A A City, oo Prefecture"
3) AR EHIRT 5, T, BEHIBRL, AEAICESHZ D,
3) Date of birth is deleted or replaced with month and year of birth.
1 2) KB ID, KA., (EfT. BAEE P S ENLMAEREIN LT 258K D 1, 2 OHFELZH#
ERAR
Example 2) Measures 1 and 2 below are taken when processing personal information containing membership
ID, name, address, and telephone number.
1) 2B ID, K4, EFEFESEZHIRT 5,

1) Membership ID, name, and telephone number are deleted.
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2) EFTEHIBRT 5, T, oolkaaiicEERZ D,
2) Address is deleted or replaced with "A A City, oo Prefecture"
(%) K ID 29 35EI2IE, TORBREE LT 22 EDTELHAMEAR LW HIETRITIUIZR L
AN
(*) When assigning temporary IDs, it shall be done with a method that has no regularity that can restore the original
description.
B 20 AR~ 3 2 B 2 IO TERA « BT - GG - 7 LYy b — REGO X5 I~ NIZE
AOFERFEN O ID 2R L &9 &3 2 seoFtdiZF CBEE Bl V2 Lot & R 2 5tib % %
BT 22 LN TELRAMEEZFT D2 & LRDAREMDNHD5E 11T, Juoftik (Fl 21X, K4+
&) ICEHBEOMORLEZ MATZ LTy v a2 BBEEMNS R EOFEZRIT L2 L0 EAL
N5, ek, FUEBEOMOTRELIMZ T E Ty v aARELZHWL 2 EOFEE L5
WX, BLBEOMOFREA B LU THEILT 22 N TELHAIMEEZ AT A2 LR E DI, #
R T LI DY SRR FE AL L, THANCEAE TR EORMEZ#ET L EREELY,
Take an example where temporary IDs are created from descriptions, etc. that are unique to individuals, such as
name, address, contact, and credit card number with a fash function, etc. One of the ways to avoid a regularity that
can restore the original descriptions, etc., which could occur when the same function is simply applied to the
original descriptions, is to add other descriptions, such as random numbers, to the original descriptions (e.g. name
and contact) before applying the hash function, etc. When adding the same set of random numbers or other
descriptions, etc. before applying a hash function, etc. it is encouraged to change and regularly update the
combination of descriptions, etc. for each business operator to which processed information will be provided, so
as to prevent a regularity in the random numbers or other descriptions, etc. that can restore the original descriptions.
FEATHAIEE 195551 513, IEF2RBOHE 5 DRUEICE D& | A5 2 SR 1HEE 1 513 T 2 A G #
[ZDOWT, FFEDEANZFRT 5 2 LA TE DR EORI UT L HIBRT 22HEE L ED LD TH
Do
Article 19, item (i) of the Enforcement Rules provides a measure to delete a whole or part of descriptions etc.?’ which
can identify a specific individual in relation to personal information falling under Article 2, paragraph (1), besed on
Article 2, paragraph (9), item (i) of the Act.
EH 2550 1V 1 512 & TREDOAZ#RIT 5 2 LB TE D bOGEER)] (20T, MEAM
WMOUREIZE T DIERIZONWT DA FT A4 > @l | (UUF NERITA FZA4 2] &vd, ) 128
WTIRD L5 BB PR SN TN D,

WEFE2FHEIHF 1 HT - - - WRFEO—MEHIRR] LHL2DIT LT, 22T - - - ARFEORH T —H A HI
Bl &7roTW0a 0k, BIZE, FPEDOEAZHIT D Z LB TE DHERBEA LORWIEEFEIIOWTE, d%aH|
R 25 A I 2 AHIRT 22 L bBRICHVFDTD, TOZELBICABITRLIEZ LD TH D,

The description in Article 2, paragraph (9), item (i) of the Act stating "deleting a part of descriptions, etc. ...) is changed to "delete a
whole or part of descriptions, etc." here. This change was made to simply clarify that there can also be a case wherein the only information
that can identify a specific individual is 'name' and thus a whole of descriptions, etc. is to be deleted.
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The Guidelines on the Act on the Protection of Personal Information (General Rules) (hereinafter referred to as the
"Guidelines on General Rules" list the following as examples for "those (descriptions) able to identify a specific

individual" based on Article 2, paragraph (1), item (i) of the Act.

BAAA RFFA~ 2-1

Guidelines on General Rules 2-1

=1 1) AANOKA

Example 1) Name of a principal

= 2) AEA R, EKSE (FERT - JEAT - BEEE T « A—AT FLR) 2B DRASUIFTRIC
B DIF8UIC OV T, T b ERAND KA 2l HE ORI

Example 2) Combination of name and such information as date of birth, contact (address, location, telephone

number, and email address), post at company or affiliation

0 3) BHILH A TRk S NI IE AR N DR T & 2 B AE

Example 3) Video information with which a principal can be identified, such as information recorded by a security
camera

il 4) KANORANZENLFOBBIZLY | FEORENZ L] TE 55 FH ke

Example 4) Recorded audio information that can identify a specific individual, due to such reasons as containing
a principal's name

61 5) FFEDEANZHRITEHA—/LT KL A (kojin_ichiro@example.com %D X 52 A —/LT R
AT OIEROGETH->TH, example fHIZFTIBET 52 A FRUDA—LT RLATHD Z LM
D KD IR EE)

Example 5) Email address that can identify a specific individual (for example, email address
"kojin_ichiro@example.com" alone can identify an individual named Kojin Ichiro that belongs to Example
Company)

1 6) A NN A BUFRISGEENE BUSAIN S 7B AIZBI T 258 (BUSHIHZ AT T 28 E O Az
WD 2 LN TERP-TE LTH, BUFR., oIS v, TS S mi®f, BFT
LRFEDMNZHHITE D5E1E, £ OR R THEAFRICE LT 2,)

Example 6) Information relating to an individual that has been added after the acquisition of personal information
(even if a specific living individual could not be identified upon the acquisition of information, said information
is deemed as personal information if it becomes capable of identifying a specific living individual as a result of
the addition of or collation with new information)

1 7) B, ERAIR, WA, EERMSER (AMREAREES) . i, A—L—Y 0 SNS (V—
VXL Ry RU—T =B R) HETRICIN TV DREDMEANZ AT E D IEH

Example 7) Information that can identify a specific individual that has been publicized on an official gazette,
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telephone book, list of government officials, statutory disclosure document (such as an annual securities report),

newspaper, website, SNS (social network service), etc.

MATRRAEEI9RE N SR W THEZ RO 6D REEDCEAZ#AT 5 2 LN TE DRl (3, HA
R A NCEEHO [HESNDMToERF] O X 52, HREAE TGS L0 FREOE AN E#517 5
ZENTELBMAFERENZ DL DORKRITIRD,
"Descriptions, etc. which can identify a specific individual” for which Article 19, item (i) of the Enforcement Rules
requires measures to be taken refer to personal information that can identify a specific individual alone or in
combination with other information, as [Possible Examples of Processing] stated in the Guidelines.
AETONEHIES LT, RERFOEUT—HAHIRT 5 2 & (AEEi T —HoidF 28 rd 5
ZEDOTELRAMEZ A LaWHEC LV MO FICESHRZ L2 280) | BROLNTND,
B CTRIEDIENZ R 5 Z LA TE DRtk (KA, g ([COoVWTIEZ oMz IRy L &
HIZ, MAEETRIEDFEANZ#AT D Z &N TE HRBFIC OV TIIZ DA FE OMEA 2 ##kn] 9
DT ENTEDLHRBICZSARNE ST, RIREORH UL —FHEHIRT 2 LERH 5,
Said item has the requirement to "delete a whole or part of those descriptions etc. which can identify a specific
individual contained in personal information (including replacing such descriptions etc. with other descriptions etc.
using a method with no regularity that can restore the whole or part of descriptions etc.)." Any descriptions, etc. that
alone can identify a specific individual (such as name and facial image) shall be deleted, and a whole or part of
descriptions, etc. that can identify a specific individual when combined with other descriptions, etc. shall be deleted.
BARBY T HEE LTI, A RIA4 v OFFNZH D K 51, BlziE fEFTr ThHiuT lToofi) £T (A
HOZWNRLETHIEL, ToolX] £T) , AFEH B THIUT EFH] £T, WX THEE] £TL
Wl X HIZ, FHROHEAZNZNIZHON T —EREBRIL S5 K 9 ITHT IR EIBRPE#HR X 217
EXTPREESND, Elo AT - AFH B - HRFEOEEOHEE OMAEE T—EIZRLRWVE ) ITHIH
HOML LV AR 5527 b HES N D2,
Specifically, such descriptions, etc. can be partially deleted or replaced so that a certain level of obscurity is secured
for each category of information, such as replacing address with "oo City" (if it is a highly populated urban area,
replacing with "oo Ward") and replacing date of birth with month or year of birth, as shown in the examples in the
Guidelines. Another approach than can be taken is to adjust the processing level from category to category so as to
prevent the combination of multiple categories, such as address, date of birth, and gender, from having a unique

meaning.”!

MEAIN TAEFBIZ BT D MR v — % o 7 7 — 7 TEAN TS OB ER N TOGEICBET 2 HiEH 2017 4 2 A 21
HAR1 (http://www.nii.ac.jp/about/reports/pd/report-kihon-20170221.pdf) (ZFRWTix, MHEBARMT) & MEEBEMT] v
D FETIRER S TVD,

"Report on the Proper Processing of Anonymously Processed Information" (Technical Study Working Group on Anonymously Processed
Information) dated February 21, 2017 (http://www.nii.ac.jp/about/reports/pd/report-kihon-2017022 1.pdf) categorizes these methods into
"single item- processing" and "multiple item processing."
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£, BEHEFESLET AT FL A, SNSEODID2, 7 LYy b — RBEZEIL, IEAOFET S
FB & OXBIBONRNVEDOIEIC X EEOEAZ A LA H S TIERnE LT, BAGRBIG 5
HBIFBRAAEN TV D b DO TIEH DA, — MRS ARN L FERICBBRT HERTH Y . FEFITBWVTHE
X OE#R E OHMETIZL Y 2L DERVBFECMHEADO G D & L THRBMS AL TN DHEITONTIL,
EAFEHRE L THRONDLIRELDTH D,

Mobile phone number, email address, ID on SNS, etc.,?

credit card number, etc. do not fall under the scope of codes
that can identify a specific individual, as they are not distinguishable from numbers held by corporations. However,
such information is generally closely related to an individual. If such information alone or in combination with other
information can be recognized as relating to a specific individual, it should be handled as personal information.
FrlZ, INHDFRICOVTE, ZHOFERICBONTENETNZ—F—0bBEINTND Z & & H
FRDHE MOFEEDRA L TV LEAEHRE OB THAIFRIRERE LA T2 2 &b, HirrI7RH|
BR7Z Tl oo dRaEa e LTEADRFEIC SRS R b m b L b b zd, AN
(ZiE, AR 5 2 EMEE LNE,

In particular, in light of the fact that many business operators acquire such information from their users, such
information can function as an identifier for personal information held by other business operators. If such
information is merely partially deleted, there would be a high risk that a specific individual may be identified from

the remaining information. Therefore, such information should be wholly deleted in principle.?

[RID~DE X # 2 iz>\T]

[Regarding Replacement with Temporary ID]

FEA N LA OAERIZ IV T, FEE OE A 2 BEEEIZFRA FTRE & T D M A HIBRT 2 2 &L DIEd, Th
TE DEN 2 [EEEA R P RE 2R BT OMAE (B2 E, K4 +E#kEd) z. suOANFHRzETT
EORAMEZALR2WHIECIVEZHA L2 L] bROONTN D, ZORE, TTOMENEFREFF50%F
TETEIMAT LA, ST THFITRIDERR D Z LN TE D,

In addition to deleting information that can directly identify a specific individual, anonymously processed
information can be also produced by replacing the attributes that can directly identify a specific individual or
combination thereof (e.g. name + contact) with other descriptions, etc., using a method with no regularity that can

restore the original personal information. If the original personal information is replaced with a code, number, etc.,

274E 1%, Open ID OALFHAZEIZ X Y, SNSZD ID 28D WEB —E ADT7H vy & LTHERT S X5 BhE T
ETNDHI2D, ZRHDOIDICEDAFELERIVEDLLEXLND,

In recent years, identification utilizing SNS ID can occur as there is a trend of using such ID as an account for other online services due
to the rise of such systems as Open ID.

Blak, WAEESORND 3 M7 LYy M — FESORITHERNE 5F O OHHINET RN, 2D
o aiET Z LIIRER N E B R BND0, F O EAT DDA S BN R TFHIE, HIBRL TR 2 &M E
LWZ LTV ETHRYY,

There is no problem with leaving the first three digits of a mobile phone number or issuer identification code contained in a credit card
number as these codes have no ability to identify an individual. However, it is needless to say that such codes should be deleted too if
there is no plan to use them for the purpose of analysis.
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such code, number, etc. can be deemed as a temporary ID.

RIDZATI 75 L LTiE, BT, FEDM AN ZEHERN LGS —E oM (K400 — 1 XID%)
NBAEF . ATEN 6 DMEENERD AT (UF TASER] Lo, ) ZREIUTK LT, FrED
TR Y XN EY A SN DB SN 2 M ET 5130, RASY — B RIDFEO—E O Hz HIFR
L72RRIZT U X DB SRR TELMANET IR EDOFIENEAEIND, —FH., BEAIMLEHROMLO
ZfEE LT, MEXTEOHAMEEZA LWL D ICES R Z2BENH LD, RIDZHAWD5EEIC
. TOENEREZEITCT D ENTERWVE I ITRIDZ AR T DLERH S, IDIZ K D EHRZ 21T
IYElE. ZOBRIEMN T 2 FEORT - AR L7 L TITO 22U ETH D,

A temporary ID can be assigned by allotting a number or code produced by a certain algorithm for each input of
unique information (name, service ID, etc.) or an individual identification code or combination thereof, which can
directly identify a specific individual. Another method for assigning temporary IDs is to allot random numbers or
codes, etc. after deleting unique information, such as name and service ID, etc. Meanwhile, the requirement for
anonymously processed information provides that information shall be "replaced by a method with no regularity that
can restore" the original personal information. Therefore, temporary IDs also shall be created in a way that is not able
to restore the original personal information. It is necessary to be aware of the advantages and disadvantages of

replacement with temporary IDs.

RIDZAF G252 Lk, Res7 =2ty AT DFE—ANMOT =X i3 5 Z L3 AlhE
LT, FRICIRO L S G EIITEENLETH D,

By assigning a temporary ID, it becomes possible to associate data concerning an identical person contained in
different datasets. Extra care must be paid in such cases as follows.

o LN 2IDZ Il O F FEBEFEFER IR LG E, TnO0FEFM TEOMEAIZET
FROLOT—FHHEETELIBENWRH D, 29 LI-FEREZI T L7720, RteFEEH LB s
BNE D RRIDEAET D Z ENEE L, T OEDITIIRIDDERR GRS 5 FEF IR CTE
BT D0, A—DERGETH> TH ATENDNRT A= L > T, LBORIDEMEFELRNE DT
HTENEELY, ZOHEDIOR, Ny v aBEEEZHWDERIC, ZOANERICRIET 2 FEE D
CICERRDEBIIRHBEZNA D Z L TH D,

If multiple business operators receive data that uses a common temporary ID for a specific individual, said business
operators may link their data with each other in relation to said specific individual. In order to prevent such situation,
it is desired to use different temporary IDs for each business operator to which information is provided. This can be
achieved by using a different temporary ID creation method for each receiver business operator. Otherwise, even
when using the same ID creation method, different temporary IDs should be created by making use of some
parameters. One of such methods is to add codes or random numbers, which are different for each receiver business
operator, to the input information before applying a hash function.

7o, R CHFERICEEEIC D > TEAMLERZ 2T 55813, F— 0 AWOEHR»PER S s
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52 LI2L0, TOEAFBRIRDIARANZFH TE L) A7 PE< R EbBESND, Leh->
T, A—FEE~DRMETH->TH, EHIKIDELEETLHZ ENEE LYY,

In addition, risks of identification of a principal concerning the original personal information can be also raised when
multiple sets of anonymously processed information are provided to an identical business operator and information
concerning an identical person is accumulated. Therefore, it is also desired to regularly change temporary IDs when
providing information to the same business operator multiple times.

B, IDPARETHLHEITIE, FEdl ) 27 2 KT 528W1 566, IRID~OE SR Z1TH7R0
TEDNEFE LYY,

Note that replacement with temporary IDs should be avoided if it is unnecessary, in order to reduce the risk of re-

identification.

[Ny vaBfic L 2B EHBZITONT]
[Regarding Replacement using a hash function]
IDIZHE & 2 DB 24T 5 BRICIE, IEORBNET SNV HEE SN LRNE D ITTRETH Y,
ZOREBHOBRWBFEL LTy v aBlEAniony valbidd, Ny vafbdix, to7—2n
b—EDFHEFIRHE > Ty ¥ 2l LTINS HAMED RV EER OEZ KD, £ OEIZE > TRD
THEBEIWMZADTETHY . Ny v 2B EMEN D2 RHHEREREFIHCLY FEROEESDOT —
IPBEERD—RT o F LA DNy vV aflizfid ZENTE D,
Replacement with temporary IDs should be done in a way that is not able to restore or estimate the original
descriptions. One of the major methods for such processing is hashing, which uses a hash function. Hashing is a
method to replace the original data with random values of fixed size (called hash values), which are obtained from
the original data by following a certain calculation process. By using a special calculation process called a hash
function, seemingly randomized hash values of fixed size can be obtained from data of arbitrary size.
FLT =2 NOIXFICR Ay V2 lRGoNL =T, DLTOT—2BRRRD EE o7 <HE LR
WRID Ny v 2 BERERSND T2, Ny Va2 b d T —22E0H L0, R Ny v ol
OHOT =B EHERLIZD T L2 LIIBOTELNZ L s, EAMLTORORIDD AR IED—D &
LTHEHESND Z L%,
While the same data always creates the same hash values, even a slight difference in the data makes the result hash
values completely different. Since it is extremely difficult to estimate the original data from hash values or to create
different datasets having the same hash values, it is often used as a method for creating temporary IDs for the purpose
of anonymization.
72l BT =20 bIERICR U Ay V2 @R GO0 LD T &id, ARTRCETFA—LT FLA
Wi 75 D% DREEEVPRAT 2L REFEROHL TNy V2T 5 RIDEAEKT D & #ike%
T F R E B TIRIDDAERIZAW S NI ATEREHEN T L LBBEL LR LDBEANHL L%
BWT 5, LEB>T, Ny Yyl X RIDAERKIC S 2> TE, (R4 +REOFH) . (RA+ET
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A—=NT RUAFREDOILTH) Lnolod 5z, BERIMEOLTFI LML LTy v afbs
T5ZE (Wb 8T E Ny 2 BEOFM) NEELWNH,

However, the fact that the same data always creates the same hash values means that, if temporary IDs are created
using the hashing method solely based on information that is held by many business operators, such as name, email
address, and mobile phone number, it may be easy for a business operator that receives the processed data to estimate
the original input information that was used for the creation of temporary IDs. Therefore, when creating temporary
IDs with the hashing method, secret key codes should be added before applying a hash function (such as name +
secret code or name + email address + secret code) (what is called a keyed hash function).?*

BB Ny VaBEOTLTY XATONTE, BEENHELENTZLOZRMAT LI LREELNE
FEAbND LA, FlZIE, CRYPTREC (280 A STV L EFBUFHERERE S Y 2 |k 220 T
LNTNH Ny V2B EAFAT 22 & b ZREOBLENBHEEI D,

It is encouraged to use an algorithm whose safety has been proved for a hash function. For example, hash functions
included in the e-Government Recommended Ciphers List?> which is publicized by CRYPTREC, are recommended

from the security perspective.

4.1.2 %25 (EABRIREOHIER)

4.1.2 Item (ii) (Deletion of Individual Identification Codes)

MEATARANEE195 22 %

Article 19  (ii) of the Enforcement Rules

NI E TN DA T OB HIRT 2 2 & (YR EAFIFZE2ETTL22LDTED
BAMEZ A L2V HIEIC I VoA FICEESHRZ 52 Leal, ) .

(i) deleting all individual identification codes contained in personal information (including replacing such codes

with other descriptions etc. using a method with no regularity that can restore the individual identification codes)

HA BG4~ 3-2-2 {8 ABRIFEDHIER

Guidelines 3-2-2 Deletion of Individual Identification Codes

I8 & 2 DMENERA, AR5 2 BTHEHRTH L & E1E. L% E BRI 5 AR TRE D
BN Z R TE D72, HELE NGSITF 5 D25 2 HIFRSUIMOLR FE~E S WA T, FFEDEAZ
A TERNE DI LT IER 5720,

24 Article 29 Data Protection Working party (EU 5 29 FRIE¥EHE) IZ X 54 ¥ =4 > “Opinion 05/2014 on Anonymisation
Techniques“IZB VT H, TAIMEICE DV T LA NARETH D L, T— b« T4 —AKBOBBEND D Z %1, +
SR E S PRINE 22 W28 & Ny v 2 Bz HT 2FORENHE LV BIZOWTORERLH 5,
"Opinion 05/2014 on Anonymisation Techniques" by the Article 29 Data Protection Working Party also includes a statement to the effect
that keyed hash functions using a sufficiently large and unpredictable key, in light of the fact that input values can be replayed and the
issue of brute force attacks.

25 CRYPTREC K55 U 2 & (B VBUNFHELRERE S U 2 1) (http://www.cryptrec.go.jp/list.html) ,
CRYPTREC Ciphers List (e-Government Recommended Ciphers List) (http://www.cryptrec.go.jp/list.html)
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If personal information to be processed includes any personal identification code, said personal identification code
alone can identify a specific individual. Therefore, all personal identification codes must be deleted or replaced
with other descriptions, etc. so as to prevent the identification of a specific individual.

¥, MOFRLERFEIZE SRR 25513, wORBFELE I TE ZHRAMEZA L 2R2WTHIEIC X 2 0ER
H D,

When replacing them with other descriptions, etc., it needs to be done with a method with no regularity that can

restore the original descriptions, etc.

(Z%E) 8GRI 5 OB E

(Reference) Overview of Individual Identification Codes
TENFRBIAF 5 &1, £ OFREENSFFEDMAZTNT 22 LB TEDL DL LTEAFRORE
(ZBE D IEAEAT S CEARISTFEBR 5075, LT TBm) LWV o, ) TEDDHEDOZW, ROV
NPITEET 2D THD,  (EARFF 5 OERDFHEMIOWTIE, WAITA BT A 22 (8 Ak
W) ZH)
An individual identification code means information that can identify a specific individual alone as provided under
the Cabinet Order to Enforce the Act on the Protection of Personal Information (Cabinet Order No. 507 of 2003;
hereinafter referred to as the "Cabinet Order"), which falls under any of the following items (see Guidelines on
General Rules 2-2 (Individual Identification Code) for details on the definition of an individual identification
code).

(1) FFEDBEANDHERD —HORHR A BARI D MBS D 7O L2775
(1) Codes produced by having converted any of the bodily features of a specific individual so as to be provided
for use in computers

ARG (DNA, B, WDE, Fi, SITOREER, FHROFIR, 56 580 27 V27— 2Tk
LT bODH L, FFEDEANZHNT HIZEY 2608 LTHAITED 2 AEEICHET 200 [
TEIRE . RAEE24]

* Biometric information (DNA, face, iris, voice print, physical appearance when walking, veins on hands or
fingers, finger or palm print) converted into digital data, which conform to standards prescribed by the Rules as
sufficient to identify a specific individual [Article 1, item (i) of the Cabinet Order, Article 2 of the Rules]

(2) WHBEEHEZLITERD DO LD K OICRGEORNM, OB ASUIFHISA SN/
(2) Different codes assigned in regard to the use of services or purchase of goods, or to a document, for each
relevant person
EE S, EREESE S, RiFREE S, EREa—F, A T3 — BRRBREED 55 D IR
BEEANEFIVIRDE > [BUmE2s~3T75. BAIE3SR. H4%]

+ Numbers assigned by a public organization, such as passport number, basic pension number, driver's license
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number, resident record code, individual number, and insurance number [Articles 2 to 7 of the Cabinet Order,

Atrticles 3 and 4 of the Rules]

RATHIRAE 195552513, 2R FIVHE2 S THESNOHELZED L LD TH D,
Article 19, item (ii) of the Enforcement Rules provides for measures set forth in Article 2, paragraph (2), item (ii) of
the Act.

AN DH RO —E DR & B FHEMBE OIS 5 72D LRFEF AN ZHNNT 2 2 N TE HIEH 2
SREB2IE R 1 THUE S5 8 ARRBIFE 75 K ORISR o P TEIR S0 FFRE D& 5, B AR 555, (EH2545821H
F2 5 THIE SN D E NG 52N TE, ZOF 5 BEPFEDEANCH D B TEALEDTHY |
B N FESEF 7 AR TReE O 2355 LG5 E I TH D & DALEM T NG, T b2 2fHlRT 52 &

BROBND, B, ARID~DEEHEZITONTE, 41.10B 2 F LEREETH 5,

Individual identification codes provided in Article 2, paragraph (2), item (i) of the Act, which are able to identify a
specific individual that are codes into which a partial bodily feature of the specific individual has been converted in
order to be provided for use by computers, and individual identification codes provided in Article 2, paragraph (2),
item (ii) of the Act, which include passport number, driver's license number, individual number, etc., are to be
assigned to a specific individual and thus such codes alone constitutes information that can identify a specific
individual. Therefore, all of such individual identification codes shall be deleted. As for replacement with temporary

IDs, the approach explained in 4.1.1 applies.

¥, 1B 2 R 2 1 TED DM AGAIF 50 THAITED 28] (2on T, @il FZ 4~
ZRT DENHRFF 5 OMHUIZ BN T, TRAZRFET 22N TELLOICL2b D] (DNA) Hn
I TRANZRFET 222 HE LTEEESY 7 by = 71280 KAEZRFET D22 N TEDLH LD
LizbD) LEhTnD

The Guidelines on General Rules explain that individual identification codes that meet the "standards prescribed by

the rules" as referred to in Article 2, paragraph (2), item (i) of the Act are "codes that are made capable of recognizing

a principal” (DNA) or "codes that are made capable of recognizing an individual when used by a device or software

aimed at recognizing an individual."

413 B3 5 (EHRLHEEICEET S5 OHIER)
4.1.3 Item (iii) (Deletion of Codes Linking Mutually Plural Information)
SEAT IR A 19553 75
Article 19 (iii) of the Enforcement Rules
BTG & G R NI B 23 U TR DD 2@ 4 2075 CGRICE AR RIRFEEH TR
WTHD 9 A BIERE T 2/ 512 R 5, ) ZHIRT 52 L (UM EE2ELTLHILDTED
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FHAIMEZR R LW HIEIZ K 0 Sk A TES®R & LA AN ERICHEZE L CTEONDEREZEET 5 2
ERTERWHFRICEZSRZ D Z EE2ET),

(ii1) _ deleting those codes (limited to those codes linking mutually plural information being actually handled by

a personal information handling business operator) which link personal information and information obtained by

having taken measures against the personal information (including replacing the said codes with those other codes

which cannot link the said personal information and information obtained by having taken measures against the

said personal information using a method with no regularity that can restore the said codes)

HA RFA v 3-2-3 BHAHEITERST 5545 DHIER

Guidelines 3-2-3 Deletion of Codes Linking Mutually Plural Information

TENAE BB EEE D EAERZ I 5 ET, BT, ZEEHEOBRN GG LM AERE S
BEBE L &9 L9 5720l2, YHEAFREZSE D 2 WIETEMUT 2 8NE L BT, Y%
MNEBRIHE Z 5 C TR O IERZ MG ] & EIER T 272005 L LTIDFLZfF LTS
ZENHD, ZOXDRIDIE, EAFRE YEEAERICHE ZH# C TR LN HR 2SR 5720
CHWHNDSDTHY  FFEDIEHADORHRI LT O NFROMEITIZ SRR VED Z L b, L
KR L 72 DA NG WD SHIFRSUIMOFF 5 ~DE S 2 ZATh R T T brauy,

For example, a personal information handling business operator may divide or reproduce a whole or part of

personal information that it acquired, so that it can carry out distributed management of said personal information
to ensure security. In such case, a personal information handling business operator may assign an ID, etc. as a code
to mutually link said personal information and information obtained therefrom after applying a measure. Since
such an ID is used for linking personal information and information obtained therefrom after applying a measure,
and can lead to the restoration of the identification of a specific individual or restoration of the original information,

it must be deleted from the personal information subject to the processing or replaced with another code.

Gy gy INNOE: 1)

[Possible Examples of Processing]
1) Y—EARBOFRIZOVWT, RAFOILANREREERIREZ SBEH L, T b %2E
BAIDZ A Z LI K VER LTV D 5E. TOEHAAIDEHRIRT 5.,
Example 1) If information on subscribers to a service is divided into basic information, such as name, and
purchase history for the purpose of distributed management and if such distributed information is linked with
one another with management IDs, such management IDs are deleted.
H=12) ZREEAMEANFIRD — M2 2T D RIS 572 0ic, EEMADZAZ L2k v TofE
NGB EARBETITIER Lo i 2l L TV o 5Ee, U HIDAKID (%2) I[ZESHR D,

Example 2) When a part of personal information is provided to a contractor and the original personal
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information and information created for the purpose of provision to said contractor are mutually linked by

allotting management IDs, such management IDs are replaced with temporary IDs (*2).

Cx1) TBUPEAEERBRFEA B TR O fHHR] &%, EANTHERZERT 2R R
THROEDON TV DIERD Z LA L, T BMERT 2 EA M LERITE Ehigu,
(*1) "Information being actually handled by a personal information handling business operator" means information
that is being handled at the time of producing anonymously processed information, and does not include
anonymously processed information that is to be produced.

(3%2) RIDZ AT EROEE RIS OV T, 3-2-1 (RFEDMEAZTRIT 2 Z & 23T & St OHIER)
D GK) EZROZ L,

(*2) See (*) in Section 3-2-1 (Deletion of Descriptions, etc. Which Can Identify a Specific Individual) for things

to be noted when assigning temporary IDs.

REATHRAISE 19853 513, FEAN T NG Rz oBE R L7720 W ORFESE 2 L2 3572012,
FFTeT = FN— A EZHEIER T 270D EToNTWLIDHFELZHIRT 22 L2 RDLBDT
b5,

Article 19, item (iii) of the Enforcement Rules requires the deletion of IDs, etc. that are assigned to mutually link
divided databases for the purpose of distributed management or outsourcing of the handling, etc. of personal
information.

FEE BN TE, MAFRZED 5 BROZ 28O —ROHFERMICI T 2 Ao L FF IS
B LEHROEREL LT, MEA1D LS IEANEROT —Z N—2 2 BEI 0T TR 5 X 5 7ad;
AbfEIND,

Business operators may divide personal information into multiple databases for the purpose of management, as shown
in Figure 4-1, as part of security control measures to be taken when handling personal information or as part of

management of personal information for joint use.
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B#4-1 RTHAIFE 19535 THIBRE RO 5FE" DA A —

Figure 4-1 Concept of "codes" which are required to be deleted under Article 19, item (iii) of the

Enforcement Rules

B, ZIZTw) DEEET L85 L1 BABHRE SEAFRICHEZ#EC TEONL1EH E 241
HIZERHET D555 THY, IDTIE RS TH, EH L MoOBEERHRE BlAE, EEEFETF AL
7 RVR) ZEfEO R THEMA L TO L5803, SRRy DERT 755 LAREnd,
Here, "codes linking" means codes that mutually link personal information and information obtained therefrom
after applying a measure. Even if they do not take the form of an ID, other information concerning attributes (such
as telephone number and email address) that is used for the purpose of linking is deemed as "codes linking" .
L, AGEH ETHHICHEBEDO AN THEHN SN TV O/ ZEHMRLE LD THY . £nlisto
BHRIZHOWTIE, RERBIFITLDHIBROMSR LTS TV,

However, this item only applies to codes that are actually being used for the purpose linking. Other information is
not subject to the deletion measure as provided in item (iii) of said Article.

B, FFRFEIFICLDHBROMR L SN TWDHRFFIE, BUBEAE BRI FEE T THRY # 5 1§
WMAEMHAICESET A2/ FICR O 5720, EAMTAERSOIMTAZ LY Bl lTER SN/ 52 x5 L
T2 HDTIER,
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Since codes subject to the deletion measure as provided in item (iii) of said Article are limited to those mutually
linking information that is actually being handled by a personal information handling business provider, said item

does not apply to codes that are newly created through processing into anonymously processed information.

414 F 45 (BELFTRFOHIFR)
4.1.4 Item (iv) (Deletion of idiosyncratic descriptions etc.)
BT R FE 1955545
Atrticle 19(iv) of the Enforcement Rules
R FEZHIRT 2 2 L (URRRRRERFLZETT 5 2 LD TE HHAIMEZ A LW HIEIC
DOFERFICES R L Z L eEie, ),

(iv) deleting idiosyncratic descriptions etc. (including replacing such descriptions etc. with other descriptions

etc. using a method with no regularity that can restore the idiosyncratic descriptions etc.)

HA BFA v 3-2-4 BRRFREDHIBR

Guidelines 3-2-4 Deletion of Idiosyncratic Descriptions, etc.

—RANC AT, B LWEFEICET 2508 % I OE A & & LW ZEEDRTRD 55 FLidF 2OV T,
FeE OE N OFEB SUITEDENEROEITCNZDRBDBENDRH DD TH D, TD, EAIL
A VERT D128 7o - T, FFERZRFEERF IOV THIFR IO TR FE~DE S 2 21T RT
ESANCY AN

Descriptions, etc. concerning a fact that is generally considered to be rare or descriptions that are extraordinarily
distinct from other individuals could lead to the identification of a specific individual or restoration of the original
personal information. Therefore, idiosyncratic descriptions, etc. must be deleted or replaced with other
descriptions, etc. when producing anonymously processed information.

ZTCWD TREARFIRE ) LIX, FFRTH LD T-OITREDENZ#R TE 5 R FICEVH{L LD
ZHETHOTHY, MOEANLERDEDTH > THREDMEADINALDRH VD F2NE DI
BLW, EBRIZED L) R ERRFRETH L0 E ) 0L, HROMEELHZE L T, [EloFEF =
LAZEBRNHW T D BEDR D D,

Here, "idiosyncratic descriptions, etc." mean descriptions that are so unique that they may constitute descriptions,
etc. that can identify a specific individual. Descriptions, etc. that are different from other individuals but entail no
risk of leading to the identification of a specific individual do not fall under the scope of this term. Whether a
description, etc. is idiosyncratic or not needs to be determined objectively case by case, taking into account the
attribute of information, etc.

OFLRFEICE SR D5 L, TORRBRFZE T TE LRAMELZA LRWHIEIC L 2 0E R H D,
BIZIE, RS A L —fRIZRFEREICE SRR 5 5L H V15D,
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When replacing idiosyncratic descriptions, etc. with other descriptions, etc., it has to be done by a method with no
regularity that can restore the original descriptions, etc. For example, idiosyncratic descriptions, etc. can be
replaced with more common descriptions, etc.

7B, HAIEI19REBALS OMRITIE, —RNRH LW LGBV TRETHD LB E RO bR
DRLRFENE NG T D, M7, MG & 2R DG HICE 12505 & G AN E 2 & Tl A TG
W7 — 2 R—= R FE LT DMOMMAERICE EN LR E L TELWERND L5672 EEAEHR
T = RX=2ZHEOWEICL D bORFEESFICB N THERITENRDOND Z L ERD,

Note that Article 19, item (iv) of the Rules applies to descriptions, etc. that are considered to be idiosyncratic in
any general settings in general social terms. On the other hand, if identifiability is attributed to the attribute of a
personal information database, etc., such as in the case where there is a significant difference between descriptions,
etc. contained in personal information to be processed and descriptions, etc. contained in other personal
information comprising the personal information database, etc. containing said original personal information to be

processed, necessary measures as provided in item (v) of said Article need to be taken.

(187 =2 I Lo 4]

[Possible Examples of Processing]

F=H1) JEGFIE O TH IR WEIEZHIERT 5,

Example 1) Deleting a medical history for which the number of cases is extremely small
FH12) Flmas M6 & o fFEmE 190l b ICESHZ D,

Example 2) Replacing the age of "116 years old" with "90 years old and above"

REATRRAIF 1955845 THIBRDSSRD 5% TRFERARFERSE] L3, —RNRH 5D 5 5HEICE WV THRET
% Letb2ilE B b 5 RN N T 5, BEMIZIT, A RTA o THRSATWD TS
i) o DEEBIE O TLRWRIE ) Oft, BEHETHD 2 ElMIRATH D Z L%, EIEAICH
T AN REIEIAR DR FEN B X BN D,

"Idiosyncratic descriptions, etc." that are required to be deleted under Article 19, item (iv) of the Enforcement Rules
refer to descriptions, etc. that are considered to be idiosyncratic in any general settings "in general social terms."
Specifically, this includes "extremely old age" and "medical history for which the number of cases if extremely small"
as shown in the examples in the Guidelines, as well as other descriptions, etc. concerning basic attributes of an
individual, such as extremely tall height or extremely high salary.

FED LD 22 fERD E ZH bR R RRFERCR R /2 270 L) Z IO TIE, ZOfEHOEHA
OMEERERHORE & LHO MO EELEZE L THB SN D XE LD TH L0, il LR
THDObDONMRITR DT, FFRTHL LD TH->TH, DMOPERRNFELRNS D, fFIELT
ELTHARATIEAY Z7RNHDIZOWN T, AGSO TR TS LR D EFR 5N 5,
B, FRBAFITRANTRRRFEERES TR L2 D720, TR ERDBANERN SR DT — 2
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—AWICBWTHERE THHHE TS, TN TIEAZO TR 12T Lgwn, TR0 T —
HR=ZRNICBWVTHEREIC OV T, FRBSTICEDHEOMRLERVFTLLDOTH D,

What kind of information constitutes idiosyncratic descriptions and from what level a value is considered to be
idiosyncratic need to be determined with consideration to the attribute of the information category, size of the group,
characteristics in the distribution of the group, etc. Since said item only applies to descriptions, etc. that are considered
to be idiosyncratic in general social terms, descriptions, etc., which are peculiar, but for which no distribution survey
results exist or for which distribution survey results exist but are not available to ordinary people, do not fall under
the scope of "idiosyncrasy" as referred to in said item. Outstanding values contained in a database to be processed

may be subject to measures provided in item (v) of said Article.

415 B5 5 EAERT—FN—REOWHZEE X 7 £ OfOHEE)

4.1.5 Item (v) (Other Measures Based on the Attribute, etc. of Personal Information Database, etc.)

BT AR A9 285

Article 19(v) of the Enforcement Rules

A4S 5 3BT D HEOIE), EAEHICE 0250l & G ARz Z 0 EAE#RT — 2 =2
FaET DM O ANFRICE N DR E & DERZ OMOLREENEFRT — & N— 2 FEOME %

WRL., TORRERE 2 ClUIRHEEL#T D 2 L,

(v) besides action set forth in each preceding item, taking appropriate action based on the results from considering

the attribute etc. of personal information database etc. such as a difference between descriptions etc. contained in
personal information and descriptions etc. contained in other personal information constituting the personal

information database etc. that encompass the said personal information

HA BG4 3-2-5 FMNMERT —F R—REOWHEZEE 2 - 2 DM OHE

Guidelines 3-2-5 Other Measures Based on the Attribute, etc. of Personal Information Database, etc.
AN TAF SR 2 BT DB, HABI9RB 150 64T ETOMEL ETHT L2 LT, FFED
EANZHHNTET, DOYZEANEFERICETCTERNLD LT OLERD D,

When producing anonymously processed information, it has to be ensured that it cannot identify a specific

individual or restore the original personal information, by taking measures as provided in Article 19, items (i) to

(iv) of the Rules.
LanLe 6 IR L7 D MAEFRICE TN 5500 5% &SN RE S O EAE#®T — 2 ~—
LT DMOBEAERICEEN LB F L TELWERERHLGERE, Lo R 5EA

THRT — 2 _XR— 2R ZEOMWEIZ L > Tid, HABI9RELI SN OHHE45E TOM LA L7-EHR TH-T
., RIS AHA T, FFEDOBANZEAT L Z ERRETH HIRREDH D VIITT OB AFEREE T TE D
REOFEFETHLEVZIHEALHVEDL, TOX I BRBEICHET 5720, FEOHEDIENITHL
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L RDREN 2V E I IR L, BEIZS T, BlERD (BEAMTEROMN LIRS FER) OF
AR (VIS R IPAN (£ - R VAN DY (U ESAN SR A AN
However, information that has undergone processing as provided in Article 19, items (i) to (iv) of the Rules may
still be in a state that allows for the identification of a specific individual or restoration of the original personal
information in general terms, due to the attribute of personal information database, etc. from which processed
information derives, such as in the case where there is a significant difference between the descriptions, etc.
contained in personal information to be processed and the descriptions, etc. contained in other personal information
comprising the personal information database, etc. containing said original personal information to be processed.
In order to address such a case, business operators shall examine if measures other than those stated above are
needed and take proper measures as necessary by such means as those provided in Appended Table 1 (Examples
of Methods Concerning Processing of Anonymously Processed Information).

¥, NI E R DMAERT —Z _X—=2FEOMWEIZ L > TNLORGE KR OINLORREITZED Y 15
LI, EOWHE EOREM LT 5 MENH D 00%, MR E R HENEHRT —F ~—RFEDOME
B b U TR BRI 2 WER H D,

Since the scope and intensity of processing may vary depending on the attribute of personal information database,
etc. that is to be processed, business operators need to determine the scope of information that needs to be processed
and the intensity of processing in detail, case by case, taking into account the attribute of personal information
database, etc.

FIC, MEREE, MCEICET AR A EREAERT — 2 N2 FIZBWTKE L TIThbL 51T
BT O ERA G ENLIHEITIE. ZAPERHEIND 2 EICE 0 MADITEEIEN 5225 K 5 7%
GanbEs, TOLIRERO OB, ZOHFHRBAETITREDMARBA TE 5 LITFARND
DTH->Th, EFSNIZZ EFIT L > THEDEADORBISUITOMNEROE ISR 2B %
N3 D RGOV TIE, HWE RN T 2THhR T IER 6720,

In particular, regarding personal information databases, etc. containing information on purchase history and
locations, etc., which includes information on repeated actions, it may become possible to determine the behavioral
habitat of an individual, if such information has been accumulated. Proper processing must be conducted on the
part of information that alone cannot identify a specific individual but may become able to identify a specific

individual or restore the original personal information when accumulated, etc.

[f8E S I Togfl]

[Possible Examples of Processing]

1) BEEELZGOEANERT — 2 N—2AF 2N LOMEETLHEICENT, AEPHSE 2
EDOFHENHEE TE DALENF W (FREE - fEHHR) 23 EN TRV | FEDEADORRISUITTOMEA
RO ITCIZ ORI D BN B DG EIT, HEEIZ S22V 15 25 FrE#ME O ER R 2 IR 5,
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(FEHEHIBR L= — FHIER & VHIER)
Example 1) When processing a personal information database, etc. containing transportation history data, which
includes location information (latitude and longitude information) that can lead to the estimation of the location
of the home or workplace and thus entails a risk that a specific individual may be identified or the original
personal information may be restored, deleting location information of a certain scope that can lead to said
estimation (deleting information by category/deleting records/deleting cells)
F412) H o/ OREIBREZ GTEANERT — 2 N—2AE LM LOMR LT LHHEITBNT,
%/ NEE T OWEAFE D3 D TIRIE SAVTW D s O EBEES B TR Y | FrE DOME AN DRI X
IO NEROEITCIZORN DB ENNH 2 5E T, B Ew (i - ) = —Re72ems
a7 AY —ICEE A D, (k)
Example 2) When processing a personal information database, etc. containing purchase history data of a retail
store, which includes purchase history data concerning a product whose consumers are extremely limited at said
retail store and thus entails a risk that a specific individual may be identified or the original personal information
may be restored, replacing specific product information (product number, color) with a more common product
category (generalization)
F=H13) INFROHRIREDOERE GTENERT — 2 N— A FE LM LOMR LT H5EITBNT,
bLREDHRN1T0cm & W D D RE & AN TERPREVFERDH Y | FFE DM A ORI XL
DIENEROE TN DRN HBEZNNH HHEIT, FHED150emLh EOEHRIZONWT [150emLh k]
EWVOIFRICEEIA S, (hyTa—F 4 7)
Example 3) When processing a personal information database, etc. containing information on physical
examination at an elementary school, which includes information on a particularly tall student whose height is
170 cm and thus entails a risk that a specific individual may be identified or the original personal information
may be restored, replacing information concerning students whose height is 150 cm or more with the

information stating "150 cm or more" (top-coding)

FATHRIE 19655513, RSEEIT~FHAGOMLEli L Thak, [FREOMEAZRELIT 5 Z L2 ke
ThHDHIREDH D WVITTEOBNFREETCTEDRETH L] HAEIC, BNTHETLIRESHETH D, F5
FiE. MEAERICE EN D0 E & Y% BN 2 B ENF T — 2 N— 2T D o fE A
FHICE £ DR & OERLOMOLFUMBMAGT®RT — & N—AEOWHEZ#]Z] 52 LBMAT
HY ., ZORE, BITINLALE LA LIZBEIS, BIMBICHTE AT D 2 L2 5,

Article 19, item (v) of the Enforcement rules provides for measures that need to be taken additionally, when
information is still "in a state that allows for the identification of a specific individual or restoration of the original
personal information" after applying processing measures as provided in items (i) to (iv) of said Article. Item (v) has
the requirement to "consider the attribute etc. of personal information database etc. such as a difference between

descriptions etc. contained in personal information and descriptions etc. contained in other personal information
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constituting the personal information database etc. that encompass the said personal information" and to take

additional measures when further processing is found to be necessary as a result of such consideration.

R, I TRRERDENEHRT — & N—AE oW, [TEAMFROMEIET DIEHICONT
DHA RTA ] B MEANT = OIFANFEDOFEENFAE LTS EFOXIGIZOVT] IZHT 5Q&A
CPR294F216H )| THLHMARDH L LBV FEANICH DWAGHRT —F N—A2MEHARET D
HOTII AL, EAMLERT — 2 N—2F 2T 2 EAIN LIEROIERDIT & 72 2 8 A 1E # TRk
SNDBEANERT —FX— 2 EOHRMTHRANT 22 L E2RDDL LD TH D,
As explained in the "Guidelines on the Act on the Protection of Personal Information" and Q&A on "Response to an
Incident of Personal Data Leakage, etc." (February 16, 2017), said item does not apply to entire personal information
databases that exist at a business operator; instead, it requires consideration of additional measures for a personal
information database, etc. comprised of personal information from which anonymously processed information

comprising anonymously processed information database, etc. derives from.

Q119
Q11-9
MEATHLAIEE 19555 5 BT, MEAEHRICE EN D500 % & Y AEREZ E0CEAEHRT — %
N— 2 E 2T D MO ANEFRIZE 45k % & DERZ DM O YZEANERT — & X—2ED
HEEZBRL] &V ETN, 22 TO NYZBEAEREETEAERT —F X—2% ] 1TV T,
FEENREETDEANERT — X R— 2 E2REMET DIVLERDH Y 30,

Article 19, item (v) of the Enforcement Rules states "considering the attribute etc. of personal information database

o

etc. such as a difference between descriptions etc. contained in personal information and descriptions etc. contained
in other personal information constituting the personal information database etc. that encompass the said personal
information." Is it necessary to take into account entire personal information databases, etc. held by a business
operator when considering a "personal information database etc. that encompass the said personal information" as

referred to in this item?

ZZTO PEZEANEREGTEANERT — 7 =25 LT, HREE A ER R EE A I L
WAETERT DTN TG R & T EANERT — 2 N—2FL2MEL TWET, T7obb, EAMNLE
WA VRS DM AERERFEE P RAT 5. ML ETEEROMAERE ST X TOMAERT
— N 2AEOHEEZBET HZLERODLLDTIEIHY A,

Here, "personal information database etc. that encompass the said personal information" refers to a personal
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information database, etc. that is to be processed by the personal information handling business operator when
producing anonymously processed information. In other words, this item does not require the personal information
handling business operator that produces anonymously processed information to consider the attribute of all

personal information databases, etc. that contain personal information that has nothing to do with said processing.

4151 [EABRICEENDERE L ~MOFEAFERICEEIN LR EL DER)

4.1.5.1 "A Difference between Descriptions etc. Contained in Personal Information and Descriptions etc.

Contained in Other Personal Information"

ME TG IS 3 £ D RRl % & LA G e ST AT — 2 N — A 2 T 5 O A G i
BENDFLRFLOER] Lid, MIHRTHLEAEFERNS DT = N—ANDH 5 NIEFRICE
Ehpitd &, YiET — AN RCEENLMOFEAFRICE TN LLBROBOEREZ VD, £z, Th
EMET D L3 MTHROBAEHRD S 72 2 NGB T — 2 N—RF TRV TERRLE & 2R RIS
RBRTHDLZLIZL > TREDENDOHEINC SN G0 EHRET 5 2 L 2 EW%T 5,

"A difference between descriptions etc. contained in personal information and descriptions etc. contained in other

personal information constituting the personal information database etc. that encompass the said personal
information" means a difference between descriptions contained in personal information in a database comprised of
personal information that is to be processed and descriptions contained in other personal information in said database.
To "consider" such difference means to examine whether such relative uniqueness of a value or description, etc. in a
personal information database, etc. comprised of personal information that is to be processed may lead to the
identification of a specific individual.
B 21X, BOOEAEED NG E LT — 2 _X—RA L M GEED NERRE LT — X _X—2ATlL, £
—H = RTEEND NOFMIIATCWSED M F O N R Z EPBESND, ZDOL DI,
AAREZWNRETLEHDONMETRR LT —FX—ATIX, ZOT —ZX—2ANITEBIT 2 ELTR
DFFRMIZ L > T, FREDMEANZ T LT VIR AE T 5 2 EEE SN D,
For example, a database regarding residents in urban areas and a database regarding residents in rural areas may be
different from one another in terms of the structure of age distribution, job distributions, etc. of people contained
therein. As such, a situation wherein a specific individual may be readily identified may occur for a database in which
the distribution of a group is different from a database that covers the entire nation, due to the idiosyncrasy of values

or descriptions contained in such database.

4152 [Zotho~EER#ERE] PROONDHE

4.1.5.2 When Other "Appropriate Actions" Are Required

B, FEZR LB B (BERE) 2 57— ~—2, RUIMOBEEFERZH > 7 — & ~—
ZICEHMESNOERN D KB L TTON D TEVEMEORRIR - BB AF 2Rt A D 2 E W FRETH D, €D

£ O IRIBIEIG D B H AT HATEEEESWTE, —RANITFRE DA 2R3 5 2 L 1IN TH
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% EBbnD N, FHCBERITEEESIC OV TUIREOBEADBINC 72N D 2 b H 0 1552,

For example, if a database contains detailed location information (transportation history) or long-term purchase
history data, it may be possible to estimate repeated behavioral habits or interests/tastes from accumulated
information. Although it is generally difficult to identify a specific individual based on behavioral habits, etc. that
can be estimated from such history information, behavioral habits, etc. that are particularly noticeable may lead to
the identification of a specific individual.?®

FEATHAIZE 1955 B I1E. 20K REANEHRT —F X—RTEENDIEROMEICER L TEL D55E
DIEN DTS ATREME 2 KIS 2 Z L 2RO LB DTH D,

Article 19, item (v) of the Enforcement Rules requires that the identifiability of a specific individual that derives from

the attribute of information contained in a personal information as stated above be reduced.

[REEDORENID, ZHOFEHXE TREFEIND T —E RAIDF]
[Highly constant IDs, service IDs acquired by many business operators, etc.|
REMEDENIDE LTRSS 5 5 THRETT 2 b O, A NITEEEICER L DU ADNE S I AL
D T LN TE RV GBI ATREZRTF 75 D 5 B (a)E NGEBIFF 75 K ONb) T AL LS D BAR Tl A IE i 72
LDbDEFRNIZE DY, BIRIZIE, A~— 7+ DX DITEAR D HBREOCHIMEM La>H
FHNCHEAT T DR DIDED Z IS S 75,
Highly constant IDs that are to be considered in relation to item (v) of said Article are externally observable codes
closely relating to an individual that cannot be readily changed by said individual, other than [a] individual
identification codes and [b] other information, which can alone constitute personal information.?” Specifically, an
ID for a device that is carried around in everyday life and used by an individual for a certain period, such as a
smartphone, would fall under this category.
AREVEDOEWIDIZ, ZNEF—LTHATERARETH Y . HBNCORNBDAREMEDH H1FR EE %
HLILENTELZ LMD, FHIE LTINZHIRT 2 ZENEE LYY,
A highly constant ID should be deleted in principle, since it can be used as a key for identification and thus is

considered as information that can lead to re-identification.

2 JERRESCBEBIED &5 RBEEHRIC OV T, FAOEER - JEMBEMABN D TR H Y . ZhnfRind T
— 2ty MHICREIT 2801 L L THRIETOHRELDH D, TOLOI RV AIZPRHDH I LaB Lz LT, LEISLCT
MMTEATD ZEREE LW, kb, EAMTHERICET 2 EIRRE Y —F > 7 7 —7 TEA I TS WO E 20 T2
ToEWEE 2017 4 2 H 21 Bk iI2BWTH, TR—OAKRADR—OREEE [l — ORI CBERRE T 2 558123, 2
DIEEPMTID & L THRET 2 FIREMED N H D Z L ICEETRETH D) Lfisn T s,

History information, such as purchase history and transportation history information, may present a habitual/repetitive tendency of an
individual and function as an identifier for different datasets. It is desired to carry out necessary processing with an awareness of such
risks. "Report on the Proper Processing of Anonymously Processed Information (February21, 2017)" by the Technical Study Working
Group on Anonymously Processed Information also states that "when providing identical history data concerning an identical person to
an identical receiver, the provider should note that there is a risk that said history data can function as a temporary ID."

27 NFERIAE S I TRRANES 19 56 2 B2l TS ORETREABHRE 2D b DIHOWTIRSEH 1 52k,
BEICHIBRSUIE S AN RSN TN D,

Individual identification codes and other information, which can alone constitute personal information, have been already deleted or
replaced with other descriptions, etc. in accordance with Article 19, item (ii) of the Enforcement Rules, and item (i) of said Article,
respectively.
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[z B9 5 @iz o]
[Regarding Time information]
EHIEEC 7 LYy b — ROFIHERE, BEIERESOFHRIT, EARNICEMRRAERE & bIoT—
HNR— 2R SN D DB — KA TH D,
History information, such as purchase history, credit card transaction data, and transportation history, are typically
recorded on a database along with detailed time information.
Bl ZIE, IEEERE S OBEBIREICET 27 — 2 =20 bk, &5 ARRCE WA LTz E %2 frEd
HTZEWTED, —hH, BEIBRICET 27 —2X—206b, &5 ARFICHAE LICSRTI BT A0 ER
WMEMERT D LN TED, ZOMEDT —FX—AZWRE LIZGE, IEMOSTTN LI L2 O -
TR (NEFHR) ZHEET D ZENAETH LD, MEDT —F XR—ZAN AR E TRk InTWD
BAIIE, WAFDOT —#R—=AZEEN DR~ NYORE R LIRS 1TAT 5 2 &N TE D aRetknd
5o DED . FEMAARZIERIT, ESHITERTERE Yy MR E T, Beb T =2y MHIC
BT o @moin] 1 & U THERE LSS,
For example, a database concerning purchase history that includes store information allows for the identification of
a store at which an individual made a purchase at a certain time and date. Meanwhile, a database concerning
transportation history also allows for the determination of location information concerning a spot at which an
individual visited at a certain time and date. When said two databases are collated with each other, it becomes possible
to estimate approximate latitude and longitude (location information) based on the location of said store. If said two
databases have recorded the hour, minute and second, it may be relatively easy to identify an identical individual
who is contained in both databases. In other words, detailed time information can function as a common identifier
for different datasets, when it is used along with information indicating a location or place.
L7eho T, SRR E G107 — =22 EA N LIER S LTE =FRILET 256103 K
ERDO LBV OV THER L BT, 7= 2 OMEIIIG U T, [ LALE GHFT) OFROMDITNG
FEDENZTHANT DV A7 EZRRBT D720, FAfERE —EREBIRM LY, /A X&M2THE
BORARFPRANCEES IR 72035 2 &2t 2%, o7 —2ky MIEENLRLIMER &M<

VAT 2T D2 EWEE LYY,
Therefore, when providing a database containing detailed time information to a third party as anonymously processed
information, a provider business operator should examine if time information is needed and reduce the risks that a
specific individual is identified through the linkage of time and location (place) information and linkage with time
information contained in another dataset, by such means as obscuring time information to a certain extent and

replacing time information with other arbitrary date and time by adding noise.

[ALEF#R (BBRE) 122 T]

[Location information (transportation history)]
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— AT, NMCEFRZENVEEROLTIIEAERITITZE LW DO TIEH D2, HHMEANET HA0E
TEMPEGNCEH S ND L ZDONDOBEEREZ R LG5, KT, REICHAE L TV D #ES B A2
EL TV LR ERITAEER®ROIT, TOBBEEICIR D ANDBESLEB EFOM AT 5K
7R JEMEZHEN T2 2 & b ARETH D, HH S NI EHRCBENERES ) D B EEFT &K O %O
FiE O NICE BRI OO G L ERPHEE SN DB LN D D25 EIIE, UERE 2 MW TRED
AN DB FIRE L 72D Y A7 e+ LT ECBEEEIZOWTIILAITH Z EDNEE L,
Typically, location information itself does not fall under the category of personal information. However, if location
information concerning a specific individual is continuously accumulated, it may present the transportation history
of said individual. In particular, information on locations where said individual stayed at midnight and during the day
may allow for the estimation of the basic personal attributes of the principal of said transportation history, such as
locations of home, workplace, etc. If there is a risk that accumulated location information and transportation history,
etc. can lead to the estimation of information that is closely related to a specific individual, such as the address of
his/her home, workplace, etc., transportation history should be processed with due consideration to the risk that a
specific individual may be identified using said information.

Fo. BEERIIR RDIZEMA L EET 2 et MR —BREmR E R D8\ 5 KEOI1E), HB
B & M7 B &AM, BRSO DUIS U TR CHEaPA 2 B G TE DMEHROBN LD S, Lol
Frs b o570, MEFBRSCBEREOMEZBE L2 LT, #ELHTL I ENEE LV,

In addition, transportation history has a characteristic that the longer the distance becomes, the lower the chances that
it coincides with others becomes and the more unique said transportation history becomes.?® Another characteristic
is that the volume of location information that can be obtained from the same scope varies according to the
environment and situation, such as whether information is taken from an urban area or rural area, or during the day
or night. Necessary actions should be taken after fully examining the attribute of location information and

transportation history.?

4.2 BEAMTERZIERT DBICHRET 5 Z L 3 E LVWEIR

4.2 Matters That Should Be Considered When Producing Anonymously Processed Information
EAMIERIT, AR RORFEEORNDLTEFL AL LT REOMEANZBHT5 2 L
MTERNEDIZ) 2o HEXESNRNE ST MET 22 L2 RDENDEDOTHLM, EAIMLE

28 Hiroaki Kikuchi & Katsumi Takahashi, “Zipf Distribution Model for Quantifying Risk of Re-identification from Trajectory Data”

Journal of Information Processing, Vol.24(2016) No.5, pp.816-823 Ti&, #LEDFEEBEDOIEIEE (FIH LIZBROE#E) 12 &

L—EHEICOWTHRES LTV D,

“Zipf Distribution Model for Quantifying Risk of Re-identification from Trajectory Data” (Hiroaki Kikuchi & Katsumi Takahashi,

Journal of Information Processing, Vol.24(2016) No.5, pp.816-823) reports the uniqueness of information arising from the length of

railway travel (volume of information concerning visited stations).

2 NCEREWRICBILTIL, 2014 2 7 AICRBENAK LIz MiBHFHRT 748 —LR— 1]
(http://www.soumu.go.jp/menu_news/s-news/01kiban08_02000144.html) (2B W TH, MEFHRO LTI OLE D HREL LT

EOBINRFREITND,

"Location Information Privacy Report" published by the Ministry of Internal Affairs and Communications in July 2014 refers to

approaches to the handling of location information and anonymization methods for such information.
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WOIERAZ N BN DB ANEROYEE DIZ7, EAMTIEHRE L TORMHARSO/E#L Y 27 0 /7Y
FONZE 5T, ML~V —EDEBREL DD EBZZ HILD,

Anonymously processed information must be processed in a way that "a specific individual cannot be identified"
and "personal information cannot be restored" based on the ability of and methods available to an ordinary person
or business operator. The intensity of processing may vary within a certain range according to the purpose of
anonymously processed information and methods for estimating re-identification risks.

L7zino T, EAIMTEREZIER T 2BROM T I #1230 5124 72 - T, RO X 5 RFHEIZ OV TR
AT EMEELY,

When deciding processing policies concerning the production of anonymously processed information, the

following matters should be examined.

4.2.1 EAMTEROFAFRIZOWT

4.2.1 Use of Anonymously Processed Information

EEA NN TR HRA~OIM L2 5t D88, WRICHIFT L &0 REA M THEROFIM AR - FIREELT
DIFFTT 5 2 LiE, BEAMNMTEROZ e AR EZ TN 57-0ICAMEELLND,

When considering processing policies for anonymously processed information, it is useful to examine its purposes

and uses, such as those listed below, in order to secure the safety and usability of such information at the same time.
(1) EAITESROFA HAYE )

(1) What is the purpose of use of anonymously processed information?

EAMMTEREZ EO XS RBMTHAT 2N L > TREE SNLHEARLEDHFROKE (FBE) 13582
20155, MHAIOEC TARERBERITHIER L, LEREE OFRALE Z M 2%, KL LTZ

2 LG RAPEOWNLZ K DI L EZE R0 Z EREE LU,

Necessary categories of information and granularity (accuracy) of said information may vary depending on the
purpose of use of anonymously processed information. A provider business operator should seek a processing method
that can ensure total safety and usability at the same time, such as deleting unnecessary categories and raising the

information granularity of necessary information,

(2) & - FRHEHC, 7 — X OPud@#iPHASRE STV D 2>, BE 2 il 2 3895 2
(2) Whether the scope of data distribution is to be restricted or secondary distribution by the receiver is allowed
BIZIE, RN L R DO “RtE 2 B IE 5% L TRIEDFER ICIRE L TRIET 256, &
AR HEANMTIEROFM A 2R T 5 2 E NN AES Th o —7, /N7 =420
Hi & B2 PR T 256, IR TOHECMOFER & OZRE FTREMEIC DWW TR 2 2 & 3

WAHBOETV 7Y 27 OEREME LTEAMLERETT D Y A7 N—2 ik %E b $H 5 (Khaled El Emam & Luk
Arbuckle % (FEHG:RIER) [T —ZEALTE] FT74 U — - Ux /30 20154E) 1304,

There is also a risk-based methodology, which seeks an anonymization method through threat modeling and risk quantification. (Khaled
El Emam & Luk Arbuckle (translated into Japanese by Takashi Sasai), "Anonymizing Health Data" (O'Reilly Japan, 2015) et al.)
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Th o, EAMTERPFFEDOSLTZTICHEE L 56 & iR Tl 256 T, iskickis 5H
FRA U A 7 ISR D Z LI, BRHIBBTE S,

For example, if data is provided exclusively to a certain business operator based on a contract containing a clause on
the prohibition of secondary distribution by the receiver, it would be relatively easy to understand the purpose for
which the receiver uses anonymously processed information. Meanwhile, if secondary data distribution by the
receiver is allowed, it would be difficult to identify the purpose of use and risks of collation with other information
by the secondary receiver. It is readily understood that re-identification risks are different between a case wherein
anonymously processed information remains at a certain company, and a case wherein said information is distributed

without any limitations.

(3) fReftd 27— Wi
(3) Period of data to be provided
1P ABOT —ZIZE EN LB H & VFEROT — 2 ICE TN D REFHE TIX £ 2 bRiAalun s
JEIETE BUTAR D ARNDATEIEIBIZII R E REREUHE D, £OFERMEIZ L > TRIEME AN OIS TTO
TENIERA~OE TN ET 20089 D ERFT D2 ENEE LU,

Behavioral habits of a principal that can be estimated from history information contained in one-month data and those

that can be estimated from one-year data can be significantly different. Business operators are advised to examine if
the accumulation volume influences the identifiability of a specific individual and restorability of the original
personal information.

Flo, CEICRMESN LT —XICEENDREEFEROHMAE S TH, F—OFHEE T L THES
T PREENLGE, R LT, T—XICEEND P2 LOHRNRLS 8D, 2O L5 7Y
Bl ) A7 2T 2 5E0—>L LT, EMMITKIDEZEETL 2L b A TH D,

Even if the period of history data contained in a dataset to be provided is short, the receiver may come to have long-

rl&

ibjte

U>

i

term data in the future as a result of constant provision of such data to a certain business operator. To change

temporary IDs regularly is one of the ways to reduce re-identification risks in such cases.

(4)  AkeA I EA I TSR 2 fe 4 2 55
(4) When anonymously processed information is to be constantly provided
BEEIC DTz > TEAM TRz ZHET 2, FEOTF—2 %y FHTOR— A OS2 84
AL ARIDEATFFICRE LY | SREDOEIRKIDEZAFE L2 325 L) G abBEEnD, 205
Bl BERMIE SN D EAM THEHRT — 4 RXR—RZBIT 5L a— RO ORFE L TH o720, f2ft
L7 =4y R E LTOOHMICEEN -7V 728, T—2ty NEOHSTNES L 7o
TLEY, Lo T, HEEICO > TRET ZEA N TERT — 4 X=X/ T a— PR30 5
N5 ZeaMfil Lonwhaid, La—ROUBREERLEZY, T2ty FARREL TN T—HIC
BB ECROVEIITMLLIE T2 2 ERRETH D,
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When providing multiple sets of anonymously processed information, a business operator may provide such
information without assigning any temporary ID or with a new temporary ID for each provision, in order to prevent
linkage of data concerning an identical person among the datasets. In such case, linking of datasets would become
easier if records contained in an anonymously processed information database are always listed in the same order or
if the period of databases overlaps with one another. Therefore, it is necessary to change the order of records of
process data so that the periods of data contained in the dataset do not overlap, if a business operator wants to reduce
the risk of linkage of records among anonymously processed information databases that are provided over multiple
times .

Flo, BRICEANMTHEREZRZIELIZZ L OH L FEE TG LT, BARDIEROERNLRLESITL
TEMZER L TR L Ko L2 & &3, wmEICRME LZEAMTHEREBESND Z LK - TD
EANERAEIT SRV E S, A CRKIDEEH LWL I ICT 2FDEENLETH D, MEICHREEL
TeEAM IR E B 5 MOEE O 2 2EAI LIFBRIZOW TR, BricITERREO8 —F TR fikif o
NREFEHEDIAET 5 RIIFEFEEPMLETH D,

In addition, business operators need to take care not to use the same temporary IDs when providing anonymously
processed information comprised of categories of information other than those provided before to the same receiver
business operator, so that the original personal information cannot be restored by collating newly provided
information with the information provided in the past. Note that the disclosure obligation applies when producing or
providing a third party new anonymously processed information comprised of information that falls under the

categories other than those comprising an anonymously processed information that was provided in the past.

422 MOEHREBET 5 Z LIz L 2FHIOFEEMIZONT

4.2.2 Identifiability through Reference to Other Information

PEA N TAE#IT TR E DM A Z#R T2 Z ENTERVE DT LT 22 LARDENDN, EAINL
HHROMEL, £ OMEEERIZI T D Latt ek Loo"—Y T =2 ORER 2K 56 E TH %
72, —RAICAT LELMOA 2G§MESIRT 5 Z LI K 2O TR ZRETT 0 Z ENEEL
[

Anonymously processed information must be processed in a way that "a specific individual cannot be identified."
However, as the purpose of the anonymously processed information system is to promote personal data utilization
while ensuring the safety of its distribution process, business operators should examine if there is a risk of

identifiability through reference to other various information that is generally available.

ZORFH ST o T 320D L BY | —f A /eI DI DAY 155 Fiks &
il 7258, Bl TATLESEROME L TH#O~ v FL /0Lt S| OBENbELS
CLRTED,

This issue is to be examined based on the ability of and methods, etc. available to ordinary people and ordinary
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business operators, as explained in Section 3.2. For example, such examination can be carried out from the
perspectives of the "type of accessible information" and "ease of information matching."
AFLELHEHROFEHE LTI, ROXOI b OEHETHZI LNTE D,

Possible types of accessible information are as follows.

O — RIS 2B, RS T L1EHR (B EaEER)

[i] Information that is publicly disclosed or sold (e.g. telephone book)

Q@ ZEOFEEN P —BEFIZLVEEL T DEH B EFA—LT FL R, BaEE %)
[ii] Information that has been acquired by many business operators through user registration, etc. (e.g. email address,
telephone number, etc.)

@ BROIENEDOHHMY G5 (B SNSIZH# S L2 IEHmD 5 HABRBIRD & 5 & D%F)

[iii]] Information that is only accessible for closely related people (e.g. information posted on SNS that is only
disclosed to limited people, etc.)

— . EHRO~ Y F L 7OLRLT EIZHONWTUL, RO XD RBENONETHZENTE D,

On the other hand, ease of information matching can be categorized from such viewpoints as follows.

(i) THROHEH & ZIUKET DR EREIH SN TBY . e~ v F U 7R LT WES

[i]] When categories of information and corresponding descriptions, etc. are organized and can be readily matched
mechanically

(i) THFHROIEA & ZIUTKIET DR FNIFEUTH Y | ~ v F 2 ZITHEHER T T ) XL 8 55
ISR

[ii]] When categories of information and corresponding descriptions, etc. are atypical and a complicated algorithm or

machine learning is required to match information

AFLELEHROFEHD 5 b, ORLOIZOWTIEAFRES LBEZ LN —T7, @IZHON T, —#DH
BEOHBFVFELHHRTHY . —fRASL A FEEFLZEEL LTATFAS LEFE VW EEZ LN
%o

Among the categories of accessible information stated above, [i] and [ii] are considered to be readily accessed, while
[iii] is found to be not so easy to access for ordinary people and ordinary business operators, as information falling
under [iii] is only accessible for selected related people.

BEDO~ yF LT LT STV T, EAMNLHERO IR D HIBEREP LIXOBN R THL L5
AONDN, TOEMEFR TOEMKERZE SN S TH Y, LRI TE 28MEE Y —v
NI FAEND X )R- HAIE, £SOV T HEERICO)ICE 2155,

Regarding the ease of information matching, only [i] would be an issue in terms of the criteria concerning the
requirements of anonymously processed information. Since ease of information matching needs to be examined

taking into account the technology standards as of the time of production of anonymously processed information. If
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a machine learning tool, etc. becomes generally available in the future, it will be also included in the category of [i].

tOERZE BT 2 Z LIZ X DBIOAREEIZ OV TIE, 2O OMEENDLREMIHKT 75 Z &2
TE L0, WO RN SV B SN D HEIIE, EAMIERE L COBEEWZT 2012, £h
TR LR DIEROEAIZOWT, MLOREEZEHESTDIIN, HRERDLT—F Y FTHHRD—
EMAES TEOWHELITO ZLBBERALND,

Identifiability through reference to other information can be determined comprehensively based on the combination
of the factors stated above. If it is determined that there is a high risk of identification, it should be addressed with
such actions as changing the intensity of processing for information falling under relevant categories and eliminating
uniqueness of information contained in relevant datasets, so as to fulfill the requirements of anonymously processed

information.

[hOEREBBT 5 Z L1k > THBBNC D7 - 7= H41]

[Case in which reference to other information resulted in re-identification]

RITRT =%, —RICABAShET =2ty NAILEEZRZE L72bDOTH Y | BlIT 2 DR IE AR
Lo TV DEAMLEROGEICEDEEE TUID TEZLNE DO TIIRWA, thofFRae ST
D2 LI Ko THBHI SN r— 2 & LT, MLV SV ERFTOEOBE LR b D TH 5,
The following case does not directly apply to anonymously processed information, for which the act of identification
is fundamentally prohibited, as in this case two publicly disclosed databases were collated with one another. However,
the following is a typical case of re-identification through reference to other information and it can be used as a

reference when determining the processing level.

(B) PERIE A4EA B RS JEfEx Y 7) OMEIT K > THEBNI D 2R)S - 72 )
(e.g.) Case of re-identification based on the combination of gender, date of birth and postal code (residence area)
~HFa—ty VMNIERT PO REAEFELZHIRLET -2y FEALTEY, 207 —4% &y
MiE PR AR R BEFSAEEN TV,

Massachusetts had disclosed a medical dataset with name, etc. deleted. This dataset contained gender, date of birth,

and postal code.

ZHUCH L, BRCAB SN T O RERAE L~y T 7 LI 24, AT LRUCAEFEA RO L a—
RS ANFY . 5 BIANTEET, BEFEZHIAICFE Sz, 3

When the dataset is matched with a roster of voters that had already been disclosed, there were six records with the
same date of birth as the governor's. Among these records, three records were concerning men, from which one record

was identified based on the postal code.?!

31 L.Sweeney, “k-Anonymity: A Model For Protecting Privacy” International Journal of Uncertainty, Fuzziness and Knowledge-Based

Systems, 10(5), pp. 557-570, 2002. I, Z DX 5 RflDIEFHREMET D & Lo TREDOBADTHER ESND Z & 2P 2
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Figure 4-2 Case in which a specific individual was identified based on gender, date of birth, and postal code

AADFFICEAL TER D L, REOHERZOMBBITNRTETHY . 200D ANOHY 15544 H H
D/IF =%, KIZ650M Y & 7D, Z 2T, YERIONHR (B/k) BAab S5 L. [F CEHE 5
CAAEA Bx[E U Z B 15 D fERDBNDITD 2NN EA A—DFTH T ENTE D,

Looking at the situation of Japan, there are approximately 120,000 postal codes in the country and approximately
3,650 patterns of date of birth for people in their 20s. If information on gender (male/female) is added to these, it
can be easily imagined that the probability of having the same postal code, the same date of birth, and the same

gender is extremely low.

BB, HHRP B THDL I La2b o TELICEAMTHFROBES AN S 20 H O TR,
Note that information is not deemed as not fulfilling the requirements of anonymously processed information just

because the information is unique.

7o O DEAVEOFTAMIEIE L LT, “k-EAMEZREL T D,

“k-Anonymity: A Model For Protecting Privacy” (L.Sweeney, International Journal of Uncertainty, Fuzziness and Knowledge-Based
Systems, 10(5), pp. 557-570, 2002) proposes "k-anonymity" as an index for anonymity evaluation to prevent the identification of a
specific individual through collation with other information.
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4.3 Reference Information for the Production of Anonymously Processed Information

4.3.1 BAMTIZAV b 5 RERRMTFE

4.3.1 Major Processing Methods That Can Be Used for Anonymization

A HROEA M TIZHV B REN L TFiLL, KA T, 2B, IR THETET ki
BRIMTFEEPIRLIZODOTHY . TOMOFiEZ AW TEYNIINTT 5 Z & 28155 b O TIER,

Figure 4-3 shows major processing methods that can be used for the anonymization of personal information. Methods
shown in this figure are examples of common processing methods and are not intended to preclude proper processing

using other methods.
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Figure 4-3 Major processing methods

FiE4
Method
IH H HIBR
Deletion by category

Lo — RHIR

Deletion of records

LV HIR

Deletion of cells

— At

Generalization

Fy 7 (RRhL) a—F 1
2
Top- (bottom-) coding

Explanation
MG L 2 DENEWRT — 2 XR—=2FIZEGENLHEAFHROER %
HIBRT 2 b D, BlZIE, FlDT —&% 22 TORAE RN SHIFRT 5
Z &,
To delete a category of personal information contained in a personal
information database, etc. that is to be processed. For example, to delete data
on age from the entire personal information
INTAFG L 72 BN WRT — & S 2 A S5 A RO L= —
REHIRT b0, B2, FFEOFRICKEYT2MAOLa— K
ETHIFRT S Z &
To delete records of personal information contained in a personal information
database, etc. that is to be processed. For example, to delete all records of
individuals of a certain age
INT 55 & 72 AN HRT — F X— 2B G EN D EANFROEED
BAEHIRT 200, BIIE FREDBEANICE T 5 F im0 8 2 HIFR
T5H2 &,
To delete certain cells containing personal information contained in personal
information database, etc. that is to be processed. For example, to delete
values of age contained in a specific personal data
x5 L 72 D HEMICE ENLFERFITONT, RS L <33
HICESHZ D2 L, FlE, BRBEOT—4T xw oY) &
3] ICEESHRADZ &,

To replace descriptions, etc. contained in information that is to be processed,
with a more generic concept or value. For example, replacing the product
name "cucumber" contained in purchase history data with the term
"vegetable"
NI L 22 DANERT —Z =2 F G EN DB LT, FF
WCREWUINESWEELZE L DL L ETDHD, Bz X, Flnic
457 =2 T, 80 LOBIET —# & [80mkLl L) &) T —x
ICEEDHDHT L,

To censor particularly large or small values contained in a personal
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L= — Pl

Partial extraction of records

HH —#

Partial extraction of categories

A=W/ R i B4

Microaggregation

DT T T 4 D)
Rounding

T 2 A5t
(AT ET)

Data swapping

JA X @RE) A

Noise (error) addition

information database that is to be processed, with a more generic concept or
value. For example, to compile age value data of 80 years old and above into
data under the category of "80 years old and above"

x5 & 72 DE NGB T — 2 X—2FIZEH ENHEAFHRO—HO
La— RZ2@EERMIOMET 22 L, Wb ot 7Y v r7baEhn
Do

To (stochastically) extract a part of personal information contained in a
personal information database, etc. that is to be processed. This also includes
sampling.

ML & 72 DR NEHRT — Z N— A EIZEEN L AEHROEE O
—EBEAH TS 2 &, BIAIE, BEHIBEICRE Y T 2 HE O — A hhi
THZ L,

To extract a part of categories of personal information contained in a personal
information database, etc. that is to be processed. For example, to extract a
part of categories of information that constitute purchase history.

N5 & e DIENNERT — 2 N— 2 E LT Dl NG E 7 v —
ML, ZV—7OREFEWLRERFICESMA LTI
Do

Personal information comprising a personal information database, etc. that is
to be processed is grouped and replaced with descriptions, etc. that represent
said groups.

INTRR L 72 DN RT — F N— 2 FICEENDEMEIT LT,
BIANFELTHEONEEICEZ AL T D500,

To replace values contained in a personal information database, etc. that is to
be processed with rounded values

INLRIG &2 DMNIGRT — Z N— AL T DN ERE AL S
EFNLHREE (R ANVEZALZLLETHHD, HlxiE
ROMIROBYEAFF oL a— RREOANEZXE1TH 2 &,

To (stochastically) swap descriptions, etc. contained in personal information
comprising a personal information database, etc. that is to be processed. For
example, to swap records that have different regional attributes

—RE DA - T LB e BB 2 AT 5 Z Lk v | thofEE
DENEFE~LBEBERZ DL LT DHHD,

To replace information with other arbitrary values, etc. by adding random
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values, etc. that are distributed in a certain way

BT — 2 Ak NTHRERT =5 ZAER L, ZREM TS E 2% WAHT— ¥
Creation of pseudo-data R 22 S FRDH L THHD,

To create artificially synthesized data and include such data in a personal

information database, etc. that is to be processed

4.3.1.1 k —ELAHIZHOWVT

4.3.1.1 k-Anonymity

T =2 OEAMEEZFHE T DIEN R GIEE LT, kEATEE VO FHMBIEER H 52, HRLRDHT—4 &
v FNIZ, W UBMA R OT — 2 Bk LAFET 5 2 L& Tk-BEAMEZRTZT ) &V k-BEA M
TedT IO T—=2%2MILT2ZLT, HANFEINDMEREZKTDOILL FITEKBISES Z LN RETH
Do

One of major ways to evaluate data's anonymity is to use an evaluation index called k-anonymity.?? k-anonymity is
deemed as being achieved if the number of data having the same attribute in the subject dataset is kK or more. By
processing data so as to achieve k-anonymity, the probability of identification of an individual is reduced to one-kth.
L.Sweeneylx, FEllib_X/e~vHFa—y YD —RIZB WL, JLOT —F > MIHDHEHROEH D
D BRI AEFEA R, BMER S O3 %, SMBOT—F v R EROOL Z ST R EADRED ATRER
& Cdb 2 M+ (Quasi-ldentifier) & LT, ZHOMERRIFOEHEZ AT 258 IIIMIAEND
RELLTND,

Concerning the aforementioned Massachusetts case, L. Sweeney deems the three categories of information, namely
gender, date of birth, and postal code, as "quasi-identifiers," which can identify an individual when linked with an
external dataset. He argues said quasi-identifiers need to be processed when disclosing such information.
EAMTIERIL, B =20 X518 L —RAMIND bO TRV D, LRl THEHI 7 L& 8
NTWLEHEROEBIZOWT, EANTHERT —FN—2FLOBR Tk =225 LM ET 52
LIELFTLERD O, T2, EAMTERPE = IR S N HERSF IR ZE L b
T, BBEIIECTIDEIREBZATGZIMD AND ZENREELLY,

Since anonymously processed information is not always disclosed to the public in the manner of the above case, it is
not necessarily required to process information so as to maintain k at 2 or more for information categories that are
deemed as quasi-identifiers above, in relation to an anonymously processed information database, etc. However, it is
encouraged to take into account such approach, according to the terms of provision to a third party and use of

anonymously processed information.

32 L.Sweeney, “k-Anonymity: A Model For Protecting Privacy”, International Journal of Uncertainty, Fuzziness and Knowledge-Based
Systems, 10(5), pp. 557-570, 2002.
L.Sweeney, “k-Anonymity: A Model For Protecting Privacy”, International Journal of Uncertainty, Fuzziness and Knowledge-Based
Systems, 10(5), pp. 557-570, 2002.
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4.3.1.2 LI — F—EHIHIcoWT

4.3.1.2 Partial Extraction of Records

Ua— = &3, I8 & R ARG H®T —F XR—2AFIZEFENLMBMAEH (La—F) 2—iE
DEIE (HLWVF—EDMEE) Mt T22LTho, Wb 7 U r3E ZOFEICEEND,

The partial extraction of records means to extract a certain portion (or a certain number) of personal information

(records) contained in a personal information database, etc. that is to be processed. This method also includes what
is called "sampling."3?

ZOFEZ, ENEROFENERIIS LTI L2 FETIIRW O, HlEERORERIME AR 5
HDOTIERVD, TDENGFHRT — 2 XR—=2AFZEENTOIENFRNELIN TR T —F N— 2%
IZH AL T DGO Z T D8R D %,

Since this method does not process individual components of personal information, it does not reduce the
identifiability of information itself. However, it has an effect to reduce the probability that personal information
contained in the original personal information database, etc. is also contained in an anonymously processed
information database, etc.

BB, La— Rt AT o7 LT, BMABRT —F RXR—2F LWl 2 2O AF#HIC
B ENDEAECFLRFE OB (B ZIE, Fl MO AN) 2R T2 Lo R TLa— Raehlit+ 2%
ZEiZky, T2 OAMEERODRLIIFTE D,

Note that this method can also have an effect of maintaining the usability of data by partially extracting records in a
way that maintains the tendencies of values and descriptions, etc. (for example, age distribution and regional
distribution) contained in individual components of personal information comprising the personal information

database, etc.

432 EWOER LEFEN D Y R 7 ROTH]

4.3.2 Categories of Information, Their Potential Risks, and Examples of Processing

FFEDANZHATE DY A7 IOV TIHROMEICL > TRRD Z LMD, MTIZH > TOSE
LD LD MTHRL L LMAFHRIZE NG EFHROER KT 2 M T &2 XEK4-4" T, 22
T, EAERITRDANDEAN 2B S EROEB 2 HENEMEE SR . EAOITENI VS
A ATHOBIEICE D L EHROER 2 TEEEHR] L LTHHL T\,

Risks of identification of a specific individual vary according to the attribute of information. Figure 4-4 shows

examples of processing for each category of information that can be contained in personal information that is to be
processed, which can be referred to when processing information. Here, categories of information concerning the
basic attributes of a principal concerning personal information are categorized into "individual attribute information,"

and categories of information concerning behavioral history derived from actions of an individual are categorized

B BEHOMG LR DBENERT —F X—2F NG, —HO L a— REEERICHHT2 2 &,

To randomly extract a part of records from a personal information database, etc. constituting the whole population.

74



into "history information."

722Uy WIORTIMLALH < £ THEARNREZFIR > T — KM TOFRTH Y, kO LBVIZ
MEFHEFRTHLZLE2BRT26OTHRFE, ZHITELND DO THRV, EERIZ LD
WOEAZEZETMLT 20080 ) ZEIZHOWTE, EERPE VR ADERE, TEED=— XFELH
FZOD, TERN—RIEHEENDHEROHEELL 2 — FOBFEITSCTHBT2 Z LA HEETHL Z
EMB | RERENRET 2 EANEFREERHEFOR EL— B THEHEICED D Z ENEE L
[

The examples of processing shown below are examples of common processing methods. However, they are not
intended to limit processing methods or to guarantee that these methods will always be sufficient. The categories of
information to be processed and level of processing them should be appropriately determined according to the
categories of information contained in a database, number of records, etc. Therefore, they should be established
properly under personal information protection policies or other voluntary rules formulated by accredited

organizations.

M#4-4 FHROEB EBESND Y R 7 ROILAH
Figure 4-4 Categories of information, potential risks and examples of processing
HAE BEShDY RS InTH
Category Potential risks (THIBR] IXBE | HEL)
Example of processing

(To "delete" also includes to replace)

5 B R4 - ENARTEAZRETE %, EHBHIER
é: gl Name * This alone can identify an Delete entirely
5 B o
g 0 individual
= ® gepn COEFT (BB | MERIEOM - JREIE LT, A E O
g Dateofbirth  AHIcL ). EAOKEICORE W5, BEICE U CERR, &
g BN B, W, EREICES LD,
§' - Can identify an individual when (L)
combined with address (postal code) + Delete either year or date, in
and gender principle. If necessary replace with

month and year of birth, age, decade,
etc. (rounding)
- HEERTH D 2 ENDNDAEENA
H o4 2 HIER ™%,
(BENHIBR Ny T a—F 1 )
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L]l
Gender

ET
Address

BERS

Postal code

<A FN—
Individual

number

NAR— &

- fERT (BEES) | EFEAR L
DALY . HADFEEICS
IRINDATREMED B B,

* Can identify an individual when
combined with address (postal code)
and date of birth

AR B MERE OMAEEIZK
D, AEANDFFEIZ D72 D AR
N5,

+ Can identify an individual when
combined with date of birth and
gender

s RNIZT 78 ATHZENTE
2

* Allows access to the principal

AR A, MRS E OMAEIZK
D AE AN DR E A O < AIREMED
HD,
Can result in identification of an
individual when combined with date
of birth, gender, etc.
ZHNEETEAERE SO TH
%,

(B FBATF )
This alone constitutes personal
information (individual identification

code).

ZRAETEAERE ShTW
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* Delete date of birth and age data that
suggest an extremely old age (deletion

of cells/top-coding)
- fLDE R & OMARIT L > THRE

18 DY A ITHIRT 5,
(HH H HIER)

+ Delete gender as necessary, according
to the combination with other
information (deletion by category)

SJRANE LT, BT4, L, <~

a O E IR D,

(FLed)

+ Delete details, such as name of town,
street address, name of apartment, etc.
in principle (rounding)

- La— NREEFIDS U T, BB
RMETA AL A~EE R D, (L
)

*+ Replace with the name of prefecture
or name of municipality, according to
the total number of records (rounding)
TafTEHIERT 5, (L)

* Delete the last four digits (rounding)

EEHIERT 5, (CHHEHIER)
Delete entirely (deletion by category)

ERHIERT S, (THHHAIER)



=

2
Passport

number

BRBRET — %
Facial
recognition

data

EEEBEE S
Landline

phone number

B RS
Mobile phone

number

JVYy b

o

SEPN: lFER=))

This alone can constitute personal
information (individual identification
code).
THHEETEAE®RE ST
2o

(8 AR )

This alone can constitute personal
information (individual identification
code).

B OFEREENIEL TEY,
BT —5%y MHTEAZF
ET DO+ & LTHRREL
5%,

+ Can function as an identifier to

identify an individual among different

datasets, as it is collected by many
business operators

s ANZT VAT D ENTE
%

* Allows access to the principal

- L DOFEFENNELTEY
Rip 7 —2 %y METMEANZ R
ET DO DT & L THERE
5%,

+ Can function as an identifier to

identify an individual among different

datasets, as it is collected by many
business operators
cARNEZT I BATHZENTE
%,
+ Allows access to the principal

LS DOFEEENIEL TR,
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Delete entirely (deletion by category)

ERAIRRT S, (HEHAIER)

Delete entirely (deletion by category)

JFRIE LT, MAEES (F44T)
ZHIER, (L)
Delete the subscriber's number (last

four digits) in principle (rounding)

EHEIER T 2, (HEHIER)

Delete entirely (deletion by category)

ERHIERT S, (THHHAIER)



— FEH
Credit card

number

H— B RID,
T HY Yy MDD
Service ID,

account ID

BFA—NLT
FL X

E-mail address

S RID

Terminal ID

BT 5%y MHTEAZF
ET DO L L THEREL
5%,

+ Can function as an identifier to

identify an individual among different

datasets, as it is collected by many
business operators

c ANICHEBEEEZ 5255,

+ Can directly cause harm to the
principal
Z < oFERELTLAINHIDOY
Bl EAZFET D 72 DR
T & LTHERET B,
Can function as an identifier to
identify an individual, if the ID is
commonly used by many business
operators

cZLDOFEEEPIEL TR,
R D7 —2 %y MHTTREANE
TET D2 DR & L THERE
%o

+ Can function as an identifier to

identify an individual among different

datasets, as it is collected by many
business operators

s ANCT 78 AT HZLENTE
Do

+ Allows access to the principal

% < OFEFEHF TP SN L 5HKID
DEEE, EAZRET L7200
Ak & L CHERE T D
Can function as an identifier to
identify an individual, if the ID is

commonly used by many business
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Delete entirely (deletion by category)

EEHIERT 5, (HHEHIER)
Delete entirely (deletion by category)

EHAIRRT S, (HEHAIER)

Delete entirely (deletion by category)

EEHIERT S, (FEHEHIER)
Delete entirely (deletion by category)



K10ISTH

fi2

Kz
Job

I

Annual income

FHIGHE R
Family

structure

RRBERE

Purchase

operators

AEFTOEINE & OMAEIZ X
D, EANDFFEIZ D72 D ATREM:
N D,

+ Can result in identification of an
individual when combined with
address, annual income, etc.

- EEOERTE & OARIZ K

D, EANDFFEIZ D72 D ATREM:
VAR SR

* Can result in identification of an
individual when combined with job,
address, etc.

SERENOSEE. TAEND
EANEZRFETE DAL D D,

* In case of extremely high annual
income, this alone can identify an
individual.

- EFTE L OMAEEICEY . A
DFFEITDIRN D Al REMED 5 < 72
Do

* Probability to result in identification
of an individual becomes higher when

combined with address, etc.

- M ARSI B R Z B9 15
WweEfhoT—2ty MZEEND
MEFHRE L OMAERITE D f#
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BB R EE DO T T ) —IZ
BEEHAL, (—#ib)

* Replace the name of workplace with
a category name, such as job type

(generalization)

« HARBY 7R AR A I X 3~ X 4
A%, (L)

* Replace specific annual income data
with salary range (rounding)

EENADEEZHIRT 5, (B
HIBR/ by 7 a—F 1 )

* Delete the values of extremely high

salary (deletion of cells/top-coding)

» BRI 72 IR N E e NI oy~
x5, ()

* Replace a specific number of family
members with a range of number of
family members (rounding)

* REA 72 SEIRAE R A HEAT A R X 2y

(Bidy, Blr. —HHss) ~ESH

A%, (L)

* Replace detailed family structure
with a classification of household
structure (single, parents and children,

three-generational household, etc.)

(rounding)
« JiE A Ol B IR 2 O R 0 17 e
ZHIERT D, (L)

+ Delete detailed information, such as



history

SRR I
Transportation

history

(ARIEE:H
(BB EE)

Location

information

(movement

NDFFENZ DRI D AT ReME D &

Do

+ Can result in identification of an
individual when information on a store
at which purchase was made and time
of purchase and information contained
in another dataset are combined.

- FRE e Win O R SR & R Ex
V7 EHELEOMEREIZELY, HAD
FREZ DR D R & 5,

* Can result in identification of an
individual when a purchase record of
idiosyncratic goods and residence
area, etc. are combined

- FEPEEAF DD TH IR RSO
M DIRED S EADFEIZD
IRIND AIREMEDN B % o

* Records concerning a station or
time during which the number of
passengers getting on and off the train
is extremely small can result in
identification of an individual.

- FEHIX[E & L TOFIHRD T
DIRVERDERDN B HANDFFE
(COTRINDATREMED N B D,

+ Information concerning a station
which is rarely included in a commuter
pass area can result in identification of
an individual

- KRB OWHER R D B
REBF 2 HEE TE D TREME D
v,

* Location of home, workplace, etc.

can be estimated based on the
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store at which purchase was made and
time of purchase (rounding)

- FRER RS (B s R 4
RSO B ORI HEESE) A HIBR
ERAR

(BNHIBR Sy T a—F 1 )

* Delete idiosyncratic purchase
information (extremely high payment,
extremely high purchase frequency,

etc.) (deletion of cells/top-coding)

« FIUR 238D T 72 BRCIRF A
A HIBRT D, REZIMG A e A7
ICEEHA D, (BAVHIBRALD)

* Delete information concerning a
station or time range with an extremely
small number of users. Replace time
information with a period of time
(deletion of cells/rounding)

- TEHI X AR D T 2 WA RS
BENDbOEHIR (BHIER)

* Delete information on a commuter
pass area that includes a station with an
extremely small number of users

(deletion of cells)

- BEREGHUREOHEEIZ D722
DU - R EHIERT D, L)

* Delete information on start point and
end point that may result in estimation

of the location of home, workplace, etc.



history)
BRI R RRE
Power
consumption
history
(&%)
(Reference)

locations visited during the day and
night.

* READZRNLIE TS e & R R DA
BENRR DT — 4y ME T
A& LTHRELED,

+ Combination of detailed location
information and time information can
function as an identifier among
different datasets.

cPIEE Y T NONLEEHR R
THRWNGEEIZ, EADOREICH
OO WREMEDR & D,

+ Can result in identification of an
individual when location information

in a certain area is extremely small.

- FpEL7RE S & Lo TER &
DOHMEEIZLD | HADKEICS
IRIND AIREMED B D

* Can result in identification of an
individual when idiosyncratic power
consumption is combined with other
information.

< R A B A NG R & HEE
TE 5 AMREMED B D,

* Lifestyle and family structure can

be estimated.

(rounding)

- NrEAE A L < IXREZE O G
o zHlbRd 2, Gud)

* Delete detailed parts of location
information or time information
(rounding)

 NLEF WA DI ) T OIS
A RX&EMA D, (A X

+ Add noise to values for areas with
small location information (noise
addition)

s FTEELL EOMEFRICR D LD
T 7 &K%, (L)

+ Separate areas so that each contains a
certain volume or more of location

information (rounding)

- M TRE WEEHEOERE

IR+ %, (BAHIR Ny Fa—
F A7)

* Delete information on extremely
large power consumption (deletion of

cells/top-coding)

PEA N TAF RO THIEICBI L Cid, pk284E8 H 8 HICHEFESRA S [H 32 S EA N TIFH O BARK

BRI IEZ BRI h e > ToZFER (EANTERIEK~==27 1)) |

2T EVD, ) BRARLTVD,

(LAF TR~ =

In relation to processing methods for anonymously processed information, the Ministry of Economy, Trade and

Industry published "Reference Material to Help Business Operators Consider Methods for Producing Anonymously
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Processed Information (Anonymously Processed Information Production Manual)" (hereinafter referred to as the
"METI Manual") on August 8, 2016.

PEAIN TG BIE, IEH36RM RIS E | MATHAIF 1954 5I2ED 2 IV TS 2 0EZR H 5
bOTHDN, BRPER~ == 7 /WE, MATHRAIARE SN D ANC T O/RET & 1T 0 7 < RFFEESE IS
BWTHIERHAED v, ARINTZHDTH D,

In accordance with Article 36, paragraph (1) of the Act, anonymously processed information needs to be processed
in compliance with the standards provided in the items of Article 19 of the Enforcement Rules. However, The METI
Manual was published before the establishment of the Enforcement Rules as a result of discussions at the Ministry
of Economy, Trade and Industry that were carried out independently from discussions on the formulation of the
Enforcement Rules.

BRER~ =2 T /MZBWTIE, HAFRICEENDREFELZO A7) . @ Bt KOO @k o
3O LIZET, RO LBVIMNTOTGEZHat LT D34,

The METI Manual categorizes descriptions, etc. contained in personal information into [i] identifier, [ii] attribute,

and [iii] history, for which processing policies are provided as follows.3*

O FERF) EEnoboid, EAGRIO U R 73n@mnicoill e U THIBRZT 9,

[1] Descriptions, etc. falling under the category of "identifier" are to be deleted in principle, as they entail a high risk
of identification of an individual.*>

@ TEM) Lanboid, HROBEPHAGDIND Z EIZXDARMIIDO Y 27 24 2,

[ii] For descriptions, etc. falling under the category of "attribute,”" risks of identification of an individual when
multiple attributes are combined are to be examined.

@ TEEE] Lan/bDid, FERRMEROERIC LB OWEMEZ B ET 5,

[1ii] For descriptions, etc. falling under the category of "history," risks of identification due to idiosyncratic values

and accumulation are to be examined.

DXV AT G EDE ZFIZONTIE, MR EITOBOREB LA b AINEEZEZLND
ZENG BEFETIC REE~ =2 TV EHATHRAIEI9SRE BICED 5 5 & OfRZ X FR4E-512-7,

As such approaches to risk analysis, etc. can serve as a reference when considering processing methods, the

MORER < = 2 T NV OXSTETNCEAM L 2T O O DEERNRDTH D & it LEITS UED T 2 RE T HER
AUDAHEMEBAESND E LTS, BIAIE, ESIC oW TN T L BEOR T ICHY LES L EhTWd,) %
7o, ML% TRERMET—2) & TRAPMT —%] O2K5DOHIFTTHLHEHLH D,

The METI Manual states that these categories are provided for the sake of convenience in anonymization processing and thus it may be
necessary to revise sortation (for example, it states that address, etc. may fall under both "identifier" and "attribute"). The METI Manual
also includes cases wherein processing is categorized into two groups of "customer attribute data" and "usage detail data."

S EAPRESNDY R TEARUOEREREGSND Y XY T—=FE2HVTEA~T Tn—FEhD Y X7 %ER
BEINTND,

Here, risks of identification of an individual, risks of collation of data with other information, risks of access to a principal utilizing data,
etc. are considered.
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relationship between the METI Manual and standards provided in the items of Article 19 of the Enforcement Rules

is shown in Figure 4-5.

2B, MEAATET EABMER] IRES~= 2 7 AONEICBITS FERAF) RO Tt
W2, TR S 1T TEFEESR CBRBXEoLTWnAaLoEtEZ D,

Roughly, "personal attribute information” as shown in Figure 4-4 is equivalent to "identifier" and "attribute" in the

categories provided in the METI Manual, and "history information" in Figure 4-4 "history information" in the METI

Manual.

KF4-5 BEE~ =27 MTRBT 25 L TS T D HATHRAIO A
Figure 4-5 Categories provided by the METI Manual and standards of the Enforcement Rules that mainly

correspond thereto
ik
Category
(ENTHIET 2 A TR
(Enforcement Rules that
mainly correspond)
il
Identifier

(BB19% B, 52

7. H3E. H5E)
(Article 19, items (i), (ii),
(iii) and (v))

IR

Attribute information
(BE19% %175, H5

)

(Article 19, items (i) and (v))

T

Definition

THNT — 2 T DM TH-> T, BIETHANZRES 5 AIREED
2% 1 o

Information constituting personal data, which alone can identify an individual
Bl R4, BFEAR, 7H 72 D, WARID, RHEID, EiEEFT, &
FA =T FUA GRS 5 E T)

e.g. Name, date of birth, account ID, terminal ID, subscriber ID, telephone
number, e-mail address, detailed address (including street address and room
number)

AT — 2 T 2 HRTH - T, BT — 2 BEAERLNLD
ZEDRNMERT, BETIEAZREST 22 ENTERVLOD, it
DJEME & DOIARLIBOIF @R E DAL > T, AZFET D AlEE
PED & % 1,

Information constituting personal data, which is not to be accumulated over time
and which cannot identify an individual alone, but can identify an individual
when combined with other attributes or through collation with external
information

Bl PERIL i, BERSS. (EPT (FETAN £ ) FIEMER, FI 5

e.g. gender, age, postal code, address (to the municipality level), family

83



structure, annual income, etc.

JBEAE ENT — 2 2T HEHR TH - T, EAOITEIOBIEZER L, #REF
History information HINCT — 2 DREABERONDHR T, —RICHEETIIEALRET S Z
(195 %5%) ERTERNLDOD, D EM L DMEELHMOIFEHRE ODREIZL -
(Article 19, item (v)) THENZFFES D AlREED & D15,

Information constituting personal data that retains historical records of an
individual's behavior, which is accumulated over time and which cannot alone
identify an individual, but can identify an individual when combined with other
attributes or collation with external information
Bl EOBER, v 7 OMEERE, REEERE &
e.g. purchase history, web browsing history, transportation history, etc.
XM, RATHRIEE1955 4 5B 2R EDENDOTHN SRSV IGL KR T =203 b D 5HE D
EEA S 5705, ZHUTEICEMEREHR (FlE) IS Lebo LB 6D,
*In addition to the above, Article 19, item (iv) of the Enforcement rules provide for processing of idiosyncratic data
that can result in the identification of a specific individual. This is considered to mainly correspond to attribute

information (age, etc.)
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5. EAMTEREOZEEHERE

5. Security Control Actions for Anonymously Processed Information, etc.

PEAM TR A ER L2 E 13, IEB36RFHME VHHEIC A S ZaE I E LW T D LENH D,
ATE L, BN LSO THEFE RO AV ILICET 2 BHERETH Y . BREIX, EAINTE#
D BB\ 22fi D22 B O WG DB BT 2 B N BHERIE L 7> TV D,

Security control actions based on Article 26, paragraphs (2) and (6) of the Act need to be taken when anonymously

processed information has been produced. Paragraph (2) provides for an obligation concerning the prevention of
leakage of processing method, etc.-related information concerning anonymously processed information. Paragraph
(6) provides for an obligation to strive concerning general security control actions for the handling of anonymously

processed information and actions for dealing with a complaint, etc.

51 MTHESERORSEHHEREICONT

5.1 Security Control Actions for Processing Method, etc.-Related Information

FEA I TIEROERDOERAT o WM Lo B BT 2 ONTEERER) 2oV TiE, {E5836558
QEICHE SN TWD L 912, MATHRAITED 2> TLREEFHRELZ#HT L ST

%

As provided in Article 36, paragraph (2) of the Act, security control actions shall be taken for information relating

to a processing method used for the production of anonymously processed information ("processing method, etc.
related information") in accordance with the standards prescribed by the Enforcement Rules.
L3622
Article 36(2) of the Act
BTG MBI, EAMIERAER L & 1%, ZOERIC AW TEAEH# SHIER L7250
R K OVME A GERBIAF 53 NS AT OBUEIZ L VAT T L OB T D EROWANZ /LT 57
DIZHE b D L U TANERREZESHAITED 2 I, 206 DFROZEEHD -0
DEZH LR TR 6720,

(2) A personal information handling business operator, when having produced anonymously processed

information, shall, in accordance with standards prescribed by rules of the Personal Information Protection
Commission as those necessary to prevent the leakage of information relating to those descriptions etc. and
individual identification codes deleted from personal information used to produce the anonymously processed
information, and information relating to a processing method carried out pursuant to the provisions of the

preceding paragraph, take action for the security control of such information.

ST AAIEE205%

Article 20 of the Enforcement Rules
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TR0 2HDOME N E MR HEZ BRI TED L RMEL, RDOLEEBVET D,

Article 20 Standards prescribed by rules of the Personal Information Protection Commission under Article 36,
paragraph (2) of the Act shall be as follows.

— INTIFIESE G (AN TSRO VERIZ T8 TS S DRIER U7 RE il 55 M OME AR#RIAF 51 NS
L3655 1D HE (ZIVAT TN LOTFIEIZ BT 215 i (2 OfF Ha WU E A E SaE o562
EMTEDLDITRD, ) &2V LT ZORIZEBWTREIL, ) ZE0EHIE OHER LK VB ELZAMIZED DL,
(1) defining clearly the authority and responsibility of a person handling processing method, etc. related
information (meaning information relating to those descriptions etc. and individual identification codes which
were deleted from personal information used to produce anonymously processed information and information
relating to a processing method carried out pursuant to the provisions of Article 36, paragraph (1) (limited to
those which can restore the personal information by use of such relating information); the same applies
hereinafter in this Article)

NI GIEFE OB T OB L YRR > TN LG ES I @ bl 2 )
WO LEBIZ, ZDEARNDIRBUZ DV T ZATV Y, EORERICE ST UGEL DT DI LR E A #E T
LTk,

(i1) establishing rules and procedures on the handling of processing method etc. related information, handling
appropriately processing method etc. related information in accordance with the rules and procedures, evaluating
the handling situation, and based on such evaluation results, taking necessary action to seek improvement

= NI EE R E OO B S E R E A LW IR DI L EFEE RO BN E B 327212
BN B AT DT L,

(iii) taking necessary and appropriate action to prevent a person with no legitimate authority to handle processing

method etc. related information from handling the processing method etc. related information

HA RTFA4 2 3-3-1 T HFESEHSEOREEEEES (EH36552E, H395E4%)

Guidelines 3-3-1 Security Control Actions, etc. for Processing Method, etc.-Related Information (Related

to Article 36, Paragraph (2) and Article 39 of the Act)

NG BRI FER L, BEAMNMTE®REER L2 & &3, MTHESEE®R (2 OERI W7 AT
B HIER U 72 FRal 55 K OME AGRBIAF 530 NS Lo BB D15 (2 OfF#a IV THRE A
HHREETT DI ENTEDLHDICRS, (%)) 2o, UTRL, ) ORAVWZRIEdT 5720
(2 HRRITE®D 5 HAEICHEV, BETpHTE 25 L2 T ide b 7w,

A personal information handling business operator, when having produced anonymously processed information,

shall, in accordance with the standards provided in the Rules, so as to prevent the leakage of processing method,
etc.-related information (meaning information relating to those descriptions etc. and individual identification

codes which were deleted from personal information used to produce anonymously processed information and
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information relating to a processing method (limited to those which can restore the personal information by use
of such relating information*); the same applies hereinafter) take necessary actions.

BUBEONEIL, JIRERDIMLFTEFF RPN LG AICB T LE LY A7 ORE I E2FE
L. SN THEEEROE, WEFEIIS CENA L LTI LRV BARMIZGEE L2l
B IRWEE KOEREINZOWTIE, B2 ONCAEEFROLZEEH TRD b2 HE O BAR

Bl 2ZWoOZ L,

The details of said actions need to be determined according to the volume, nature, etc. of the processing
information, taking into account the significance of restoration risks in case of leakage of the relevant processing
method, etc.-related information. See Appended Table 2 (Examples of Actions That Are Required for the
Security Control of Processing Method, etc.-Related Information) for matters for which actions need to be taken

and examples of actions.

(X)) TZ2DOFEHREZHNTHZEAEREZE T L LATELH0) 1R, flzi, R4A%F %KD
WCE WX TG AEICBIT AEEMA T AT Y ZACHNLNDELIED /RT A —2 X TKR4 L RIDD
XHGRFED XD M LOFEET 2 ERPZLE L. [FilDT —F Z10A A DT — 2 ICE & A
72l LD KD REITTICORD BN ERITEL Y Ly,
(*) "Those which can restore the personal information by use of such relating information" include parameters,
such as random values used for replacement algorithm used when replacing 'name’', etc. with a temporary 1D, and
information concerning a processing method, such as a chart indicating corresponding relationships between
names and temporary IDs. This does not include information that does not lead to the restoration of the original

personal information, such as information that "age data was replaced with 10-year age groups."

(BFR2) M LIEFFRORZEE TR b L HEO BARMH]
(Appended Table 2) Examples of Actions That Are Required for the Security Control of Processing Method,

etc.-Related Information

A U272 B2V E ERENY

Action that need to be taken Example

O T EFGHRZ Y %5 < IV IEREG 0> 22 28 BB 2 53 5 1 oD O KRR AR O e fii

H OERR K O EE DO (L - Establishment of an organizational structure to take security control
(HHAIZE205:515) actions for processing method, etc.-related information

[i] Defining clearly the authority
and responsibility of a person
handling process method, etc.-

related information (Article 20,
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item (i) of the Enforcement Rules)

@I TR WO B
B9~ 5 BURRSEH DA S OV 3%
FRFREEICHE » 72N T 5 B
D3 G 72 Al I NN T
T EZE GO BB O FAf
O OFEFIC S & YEE
] 2 72 D (T Ab B HEE 0D St

(HHIZE205:5625)
[ii] Establishing rules and
procedures on the handling of
processing method etc.-related
information, handling
appropriately processing method
etc.-related information in
accordance with the rules and
procedures, evaluating the
handling situation, and based on
such evaluation results, taking
necessary action to seek
improvement (Article 20, item (ii)
of the Enforcement Rules)
QML IEFE WA E B0
IEY R Z A L2V IZ &
DN T EE R R OB &
By 1E9 % 7o I DD b
IR

CRAIF2055535)
[iii] Taking necessary and
appropriate action to prevent a
person with no legitimate
authority to handle processing
method etc.-related information

from handling the processing

< INEFEFERE RO BERNNAR D BT O & Z it > T2 E
|

+ Establishment of rules and procedures on the handling of processing
method etc.-related information, and operation in accordance with such
rules and procedures

cWEEBDOHEEF

+ Education of employees

 INTIFIESE B D BBk il 2 el 3 % F B D i

+ Establishment of procedures to check the handling situation of
processing method, etc.-related information

C INTIEERE MO BARCR DL ORI 2242 P E O, WLIE
L kO

* Understanding of the handling situation of processing method, etc.-
related information, and evaluation, revision and improvement of

security control actions

NTIEFRERA T 9 HERZ A LR0nEIC L 5RIEEO
1k

* Prevention of browsing, etc. of processing method, etc.-related
information by a person with no authority to handle such information

- BidR, BRSO REESE ORI

+ Prevention of theft, etc. of devices, electronic media, etc.

- A E 2R D IE S G O A WEFO Ik

* Prevention of leakage, etc. of electronic media, etc. during
transportation

- L EEFROBIBRE N RS, BRSO RERE

* Deletion of processing method, etc.-related information and disposal

of devices, electronic media, etc.
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method etc.-related information T HEEERA~OT 7 & Al

(Article 20, item (iii) of the + Control of access to processing method, etc.-related information
Enforcement Rules) c INLIFEFEERA~OT 7 & 28 O & RG

+ Identification and authentication of a person accessing processing
method, etc.-related information

NS DORIET 7 B 2RO

+ Prevention of external unauthorized access, etc.

- BT AT DO E 5 I LI EFEE RO W EF O IR

+ Prevention of leakage, etc. of processing method, etc.-related

information associated with the use of an information system

PEANTAEAIE, AR EEE D E SRAT2EAERZM T L TERT 200 THY . AN
TIEMAVERR Lo S I Ion o AE R E & 62, TR ISV TE A HR B HIFR L 7-fiil
B N OME NGB AF 70 ONTIE 365 1V DOBUEIZ L VAT > TN Lo ESIZ BT D 1EHm & RA LT 2
ZENHRETH DD, ZOEROIMZ N EBIIET 2 72 DI TRRAIEE205: 12 E D 2 HEUEIfE 2 28 B
HEZET OVLENRD D,

A personal information handling business operator produces anonymously processed information by processing
personal information that it holds. Said business operator that has produced anonymously processed information is
allowed to retain descriptions, etc. and individual identification codes, which are deleted from said personal
information in the course of processing, and information relating to a processing method3® that was carried out in
accordance with the provision of Article 36, paragraph (1) of the Act, along with the original personal information.
When doing so, said business operator shall take security control action in accordance with the standards provided
in Article 20 of the Enforcement Rules in order to prevent leakage of such information.

A RTA ARSI T D & 912, T EFEESR (COERICHWIZEAE 8 5 HIER Uitk
5 S OMEGBBIFF 5 NN T OB BT S (ZofFmz W TU%E AN REETT 52 &N
TEHbDITRD,) DAV ZBIIET S/ OFE LT, R LR DIMTITIEEFRNT A L2
BRI DETY A7 (ZOMLHEFEFEREFHT L2 LICE > TEOEAEREETTE DY R
7) DRES&BRE L, UHIMLHEFERORE, WHFEIOUSCENE LT OILERD D,

As stated in the Guidelines, action for preventing the leakage of processing method, etc.-related information

(meaning information relating to those descriptions etc. and individual identification codes which were deleted

O MLTOTFEOHFIZIE, KAFZR ID ICESMR DEROBEEHZ T /LT ) XLIHG B D ATERICET 2 HHRES
L7z 7 A4 ZADEIEEDOMLFEISE D /T A —ZHROIED, JTTOMENEHR & EL M LRI 472K ID FDfH
DRNEREDZY LGS,

Information relating to a processing method includes information, etc. concerning input information that is used for a replacement
algorithm for replacing 'name', etc. with temporary IDs, information on parameters concerning a processing method, such as ratio of
added noise, and a chart indicating corresponding relationships between the original personal information and temporary IDs, etc.
assigned to anonymously processed information.
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from personal information used to produce anonymously processed information and information relating to a
processing method (limited to those which can restore the personal information by use of such relating
information)), according to the volume, nature, etc. of the processing information, taking into account the
significance of restoration risks (risks that the original personal information is restored by using the processing

method, etc.-related information) in case of leakage of the relevant processing method, etc.-related information.

5.2 BEAMTEROZEEEEEEIIONT

5.2 Regarding Security Control Action, etc. for Anonymously Processed Information
366
Article 36(6) of the Act
AT R FEE 1T, EAINTRERZAER LTz & 13, SREEA I TERO L RE OIS E
OGN E, MRLEEA I LA MO VERLE O BB MBS 3 2 5 1F O ALEE £ DAl oD 2 5% A N T
TR OB IE 2 B N2 ek T D72 DI E R EZ H O L, 2o, YEHEONEZ AR T L LD
BRI B0,

(6) A personal information handling business operator shall, when having produced anonymously processed

information, strive to take itself necessary and appropriate action for the security control of the anonymously
processed information and necessary action for ensuring the proper handling of the anonymously processed
information such as dealing with a complaint about the handling, including producing, of the said anonymously

processed information, and strive to disclose to the public the contents of such action taken.

EE39%

Article 39 of the Act

PEA N LGB FHEE L, EAMN LIEROREE DI DI LI OW ) 2 &, [E4 N LIEHRO
Bl M B9 2 5515 O AL DAt oD PE A N T AF R D3 1E 72 BB O A PR3 5 7o D I LB B 2 H D
L. DO UBRBEONEEZART 2L 2BDRITE R LR,

An anonymously processed information handling business operator shall strive to take itself necessary and

appropriate action for the security control of anonymously processed information and necessary action to ensure
the proper handling of anonymously processed information such as dealing with a complaint about the handling
of anonymously processed information, and shall strive to disclose to the public the contents of such action

taken.

HA FF7A4v 3-3-2 BAMLERORZESHEES (HBE3655 6 1H, 53958R)

Guidelines 3-3-2 Security Control Action, etc. for Anonymously Processed Information (Related to Article

36, Paragraph (6) and Article 39 of the Act)

90



L E OB RIT TR BN,

A personal information handling business operator or anonymously processed information handling business
operator must take necessary action for ensuring the proper handling of anonymously processed information at
its own initiative, which includes security control action for anonymously processed information and action for
dealing with a complaint, while making best efforts to disclose the details of such action.
VHLRERFEOHEIZOWTE, MAFREFEROEHRNZRD LD DO TRV, BT, 1EH
205K BHRAEE TITED DMIEANT —Z OLEEFH, 1EEH ORI KOO FEIT ONTIEH3554
(ZE W DB NIFHROEAR MBI 2 3 G OLBL TR O LN DHEOH] (%) 2BBIZTHLbEX
biLd, BARBICIE, FEOMWE, BEAMLEROBECRN., B0 #% 5 EAIMNTEROMEE., &EIC
JE T T, BB OO B AT 5 Z ENEE LU,

It is not required for said action, including security control action, to handle anonymously processed information
in the same way as personal information. However, it is possible to refer to examples of the action* that is
required for the purpose of the security control of personal data, supervision over employees, supervision over a
trustee provided in Articles 20 to 22 of the Act and dealing with a complaint concerning the handling of personal
information provided in Article 35 of the Act. Specifically, it is encouraged to take reasonable and proper action
according to the nature of business, the handling situation of anonymously processed information, the nature and
volume of handling anonymously processed information, etc.

ek, EAMTHERICITHEITAOERERRS N TND 2 LD, EAMTHERZIRY #5112
Teo T, TRZWY O HEBPREERBRNET D Z LN E 5| EAMTHERICES T2 &
IR TE LI OICLTHBLS ZENEETH D, 207D, {ERR LTCEAIMLIFRIZ OV T,
PEAITAERATR YO FIZL > TEDOHFERVPEANTHERTHLEN—R L THLRIREBIZLT
BLZEBEELY,

Since the obligation to prohibit the act of identifying applies in relation to anonymously processed information,
it is important to make sure that it is clear for a person handling such information that the information he/she is
handling constitutes anonymously processed information, so that he/she can prevent handling such information
in an inappropriate way. Once anonymously processed information is produced, it is encouraged to keep said
information in a state wherein it is immediately clear for a person handling said information that said

information constitutes anonymously processed information.

(%) FEAMIZ, BRITA BT A > [3-3-2 (ZREHERTE), 3-3-3 (EEEORE), 3-3-4 (ZitkD
BB . 3-6 (B AIEHOEIRCE T 2 EELEIC SN T) | 22RO Z L,
(*) For details, see "3-3-2 (Security Control Action)," "3-3-3 (Supervision over Employees)," "3-3-4
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(Supervision over a Trustee)," and "3-6 (Dealing with a Complaint Concerning the Handling of Personal

Information)" of the Guidelines on General Rules.

TA FT7A TR SNTOD L HIS, EAE RIS A SO EA N T Sk 56813, EAINT
TEMIZET 2 2B B E M OEELHEOLERELZ H DT 2 0ENH D, ZHLORHEIZ O
T, AT = OZ&EHRHESLEFLHEOMEZ S EIC LoD, EANMLEROMEEZEE LT
TONDMEND D,

As stated in the Guidelines, a personal information handling business operator or anonymously processed
information handling business operator must take necessary action at its own initiative, including security control
action for anonymously processed information and action for dealing with a complaint. Such action needs to be
taken with reference to security control action and action for dealing with a complaint concerning personal data,

while taking into account the nature of anonymously processed information.
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6. EAMTEROFRICLH > TOHER

6. Matters to Keep in Mind When Using Anonymously Processed Information

6.1 BAIERIDRE L3

6.1 What Is the Collation conducted for the Purpose of Identification?

IER36ARSH L OVHEIRTHIE SN TN D L OIS, EAMITIEROBHF NN TIE, TTOMEAE#
(PR DARNZRIT 2 BRI THOEHR ERET D 2 EnEIES D,

As provided in Article 36, paragraph (5) and Article 38 of the Act, it is prohibited to collate anonymously processed

information with other information for the purpose of identifying a principal concerned with the original personal
information.

365

Article 36(5) of the Act

AR FEE 1T, EAINTRERZER L TH & UEA M TERAZER Y5 I2 872> TiE,
LA N TG W OAERRIS W B AV T A NG BUAR D AN Z i) 92 72012, S RLPEA I TAG & oo
L BE L TERs 20,

(5) A personal information handling business operator shall, when having produced anonymously processed
information and making itself handle the anonymously processed information, not collate the said anonymously
processed information with other information in order to identify a principal concerned with personal

information used to produce the said anonymously processed information.

HEE38%

Article 38 of the Act

A N TAR BB 28 13, EA M TARRZ I 5 (2572 - TE, HZEA N TR OERIC
SR NFRICER D AN ZTIIT 272012, YL AE A D HIER S Az mtad %35 U < 3B AR
Fiaar L <IEEB36REVHOHEIZ X VATON TN LOFIEICET HIERE S L, XM 5%EL N
THfRE MO L RE LTI R B2,

An anonymously processed information handling business operator, shall, in handling anonymously processed

information, neither acquire information relating to those descriptions etc. or individual identification codes
deleted from the personal information and information relating to a processing method carried out pursuant to
the provisions of Article 36, paragraph (1), nor collate the said anonymously processed information with other
information in order to identify a principal concerned with personal information used to produce the

anonymously processed information.

HARTA v 3-6 BAUTADEI EHEI6EE 5H, 5538 KB4R)
Guidelines 3-6 Prohibition of the Act of Identifying (Related to Article 36, paragraph (5) and Article 38 of
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the Act

EAMTERAZRH O HE (R (13, YHEANTEROIER DI & 72> ToHNEROARNZ
W5 HE T, ZRENIRDITHZEIT> TUTR G20,

When handling anonymously processed information (*1), any of the following acts must not be engaged in for
the purpose of identifying a principal of personal information from which said anonymously processed

information is derived.

(1) ME NS BEARFZEE D H SIERR L2 EA I T RA R 5 5 586
(1) When a personal information handling business operator handles anonymously processed information that it
produced itself

« HOMER L72EAM TG ®E . KANEZBHIT 272 hoffw (%2) LRETLHZL,

* Collating anonymously processed information that it has produced with other information (*2) in order to

identify a principal.

(2) BEAINLIEMEREER MuE OMFR L7 EA N TE®RAZ R %5 56

(2) When an anonymously processed information handling business operator handles anonymously processed
information produced by another person

- SHE LT EA I T RO M T HEEERE IG5 2 &,

* Acquiring processing information, etc.-related information concerning anonymously processed information
that it received

- ZFELTCEAIMN TS RZ . AANZHHT 57-0lchofflh (x2) LRETLZ L,

* Collating anonymously processed information that it received with other information (*2) in order to identify

a principal

(FAAT 2024 72 & 22 W B O O F451]
[Examples of Handling That are Not Deemed as an Act of Identifying]
Tl 1) HEEOELIMNLEREZ MG DO THREHERZERT 2 Z &,
Example 1) To create statistical information by combining multiple sets of anonymously processed information
T 2) EAMTERAZMEALBEROZRWER (] KERIER, ZBfEHR, SRMELFEORGIE) &
& BITHM A FFRIC T T 5 2 &,
Example 2) To carry out a statistical analysis of trends using anonymously processed information and other
information that is not related to an individual (e.g. weather information, traffic information, trading volume of a

financial instrument)
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(REAT 2512 24 7 2 Bl N D 451 ]
[Examples That Are Deemed as an Act of Identifying]
1) RAETLHEAEREELIMNTIEFRIZONWT, ET S4By L CInNbE2RETHZ
& o

[l

Example 1) To sort out common descriptions in personal information at hand and anonymously processed
information, and collate such descriptions with one another

1 2) B OB LICEANMTERZ, BZELAIMNTEROEROTE RoToBAEREBET D2
&

Example 2) To collate anonymously processed information produced at one's own initiative with the original

personal information

(k1) EAMTERICOWTIT, BEEAM LIFROERDIT & 72 > T2 HNEROARN Z AT 5
HIJOT=DIZMOER ERET 2 Z e RS Tnd, —FH, EANE#RS LRI EBOHPANT
W05 GEICRE LT 5L DO TR,

(*1) It is prohibited to collate anonymously processed information with other information for the purpose of
identifying a principal of personal information from which said anonymously processed information was
derived. Meanwhile, it is not prohibited to collate information that is handled as personal information, within the
scope of purpose of utilization, with other information.

(%2) Mol (ZIREITR < AANEZ#INT 2Nz S > TT 2178 THIUE, FAFHRLOE
LINTIERZ GTOEREMR ERET 217803 IEIND, £, BAEMICED X5 2B ITFiEL
MWTHRET 20FM b2,

(*2) The scope of "other information" is not limited. Any act of collating information containing personal
information and anonymously processed information performed for the purpose of identifying a principal is

prohibited. In addition, said prohibition applies regardless of technology or method used for collation.

ZHIZOWTIR, BN TE 200G 02T, @lz B E LIEREITHEEN I D DOFRFIEN &

%,

Regardless of whether an individual is identified or nor, the act of collating for the purpose of identification
constitutes violation of these obligations.

Lizino T, Blz2iE, HH5EHOMEEC~—7 v FOBEAZ 0 272D moffl e MET 5 &I
DNTIE, BAIHAORAIIT ST, #HER L1372 5720,

Therefore, for example, to collate anonymously processed information with other information to analyze the trend in
a group or market does not constitute a violation of obligation, since such an act is not performed for the purpose of
identifying an individual.

BIZIE, B FEENORBEEZ T EEEOEAMTIERT —F =209 b, FUOERRME (F
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RO EED Y 75%) RN TERE O RFRSEOREIERZ M5 O T X0 EMAREHE
WMEAFRRT DL ORI L BARETH D,

For example, it is also possible to take history information, such as purchase information, which has similar basic
attributes (age, residence area, etc.), from multiple anonymously processed information databases that have been
provided by different business operators, and combine the said information in order to create more detailed statistical
information.

—hH. FEEFHLVREEZ I TEAMN ISR, —FN— A L FEEZNTRAT DBAEHRT — & X—2X
DT, EXRBHEOELEENSMAEHRT — 2 X—RZEENLWMAT — & LEA M TIERICE £
NDEAMTIERE 2T 5 2 L3, — AN, BB EROREICZYE T 5B 6N, 2 Ok
L RGOS & AERINIATON DD TH - THED LR,

On the other hand, to link personal data contained in a personal information database that is internally held at a
business operator and anonymously processed information contained in an anonymously processed information
database that has been provided by a third party based on the similarity of basis attributes is generally considered to
be conducted for the purpose of identification. This conclusion does not change even if the said linking was carried

out by chance.

6.2 L HEDFERCHRN ERRAELZCBTAREOHHOBEREDIZHDORE

6.2 Collation Carried out for the Evaluation of a Processing Method and Determination of the Scope of

Influence in Case of Re-Identification Incident, etc.

32THBAN L DT, EANMLIERICE TS FEOEANZRET L ENTE RV KO MHETT 5
TLEMTERVEDICLEDD ] T fRAR IR FEE DR, FIEF2EEL L THIEND b
DTHY . BAHIRIE D2 TORMELRT 5 Z L £ TEZRD D DO TIERWNY,

As stated in Section 3.2, the phrase "neither to be able to identify a specific individual nor to be able to restore the

personal information" as used in relation to anonymously processed information is to be determined based on the
ability of and method, etc. available to ordinary people and ordinary business operators. The said phrase is not
intended to require the elimination of every technical possibility of identification or restoration.?’

FEA N TS MIC DWW TIE, AT ADEIERE R 52— 75, HATHRIF20555 15 T, I HIESE R
2B ] D F OHERLEAEN ML S 4L, RISH3 5 TIE, IEEFGERE B 9 B e ER4 A L
IRWE T DM TIIEFHRA~OT 7 B AHIRPERSND Z LITR->TN D, £, IEFHIRFECHT

% 5 %7 — Z PRI REA M T FET R <. BIROERIZ X > TOHEHHI Y 27 3B LG5 2 & BRkpl U 27
ZE=F Y7 LEAMTFECHT 25HECRE L2170 ZEBREE LI LoV T, A=Y T AT —=2IcMT 5
Mt TEEtY —F% v 7 7 v —7#EE] (2013 4 12 H) X Article 29 Data Protection Working Party (EU 25 29 §:/F3
#84%)  “Opinion 05/2014 on Anonymisation Techniques” (2014 45 4 H) ZHiZBWTHEHIN T\ 5,

"Report by the Technical Study Working Group" (December 2013) (Study Group on Personal Data), “Opinion 05/2014 on
Anonymisation Techniques” (April 2014) (Article 29 Data Protection Working Party) and other documents also point out that there is
no one-size-fit-all method for anonymization, that re-identification risks may change with technological progress, and that re-
identification risks need to be monitored to evaluate and revise anonymization methods.
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X EAN TSRO LZEERDO OIS EP OB R HEZHT 5 Z LR LN TWD, LaEFE I
BEO—BE L TUNLHEFEHERZED 5 ELRHREATDHIZED 20 &9 i =0 s 2 P o i
REDOZODREPITONLHEITIE, ZEEHIEE L L THERRDICBWTROLALHDTH Y,
EH3ORFESHTEIL SN DWOINTRHITEE T 2O TIE RN EEZbND,

Anonymously processed information is subject to the obligation concerning the prohibition of the act of identifying.
In addition to this, Article 20, item (i) of the Enforcement Rules requires the clear definition of the authority and
responsibility of a person handling processing method, etc.-related information, and item (iii) of the said Article
requires control of access to processing method, etc.-related information by a person with no legitimate authority to
handle the said information. Moreover, Article 36, paragraph (6) of the Act has a requirement to take necessary and
appropriate action for the security control of anonymously processed information. Collation of information carried
out by a person with legitimate authority to handle process information, etc.-related information for the purpose of
evaluating or determining the scope of influence, which is conducted as part of security control action, is allowed as
long as it is deemed necessary for the sake of security control action. Such act is not considered to constitute an act

of identifying that is prohibited by Article 36, paragraph (5) of the Act.

6.3 EAMTEREZMT LS DOHN

6.3 Handling of Information Produced by Processing Anonymously Processed Information

TER SNz EA I TRERIE, RS NE=FD b L T FREMMLIZY  —HMOEAZHIRLZY T
DEIMIMTNEND ZENBESND,

Anonymously processed information that has been processed may be processed by a third party to which the said
information was provided, by such means as adding information or deleting some categories of information.
TLOEA M TAFRITIT R Z LN 2N T 24T > 1285820 T, TOEA M TEROFHRS T DL X
KOO THLND, TOEAMIFEREF—DLDOL L TIRINELDLEEZH R D,

When information is added to anonymously processed information, anonymously processed information after the
said addition of information should be handled as information identical to the original anonymously processed
information, as it would retain information contained in the original anonymously processed information as it is.
—F. TOELMTIERDSERZEIRT 251220 T, HIBRSNDBEROBEICL > TEDV S
DN, TOEAIMTAERE OXISERAH LN TH DR 1L, F—DEAMTERE L THI bDLE
RO ENEETHL,

On the other hand, when information is deleted from the original anonymously processed information, it is
appropriate to handle anonymously processed information after the said deletion of information as information
identical to the original anonymously processed information, as long as the corresponding relationship between the
information after the said deletion of information and the original anonymously processed information is clear,

although this depends on the volume of information deleted.
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6.4 ERETREFMAZBRIL TLE - LFEOHN

6.4 Handling of Information with Which a Specific Individual Has Been Identified Accidentally

R30S TPIEHI8 RO RHIL. WA HROREITHIZIROND 2D, MTRR T3 Th-o72Z LI
KO MBBEAHREDEAZHI L T LE -7 HAIE. ZNo0OFFERE LTELIZEHELND Z &I
FER57200, BERUTCES R TEAZEINT L2 ENRVWEIICTOINERS D, S HIT, WL T
LE oI OWTIE, EAFRE L TEDIZRBERNE1T O BERH D,

Since obligations under Article 36, paragraph (5) and Article 38 of the Act only apply to the act of collating performed

for the purpose of identification, a business operator would not be immediately punished for a violation of these
obligations when it has accidentally identified a specific individual due to insufficient processing. However, the said
business operator is required to make efforts not to identify another individual in the same way, and the said collated
information is required to be handled properly as personal information.

Flo, MIRAFHTHDLZ LIV BEBFEOES LB L TRECHEANRHMNESNTLE S HEICIE, E
AIMTAEFHRE LTOEMEETTZ L THRNZ ENG, BAEHRE L TORHRWBRDOLEND Z LT 5,
L%, BEAMIEREZER L TH DI 5 FEE BN TUL, KADFREZ IS L7z ETEARE
e U TEY RN E1T 9 2, [FRORBUZZ I 2 FEE IO TYZEROAIREZIT O & & HITH
HAEFILT2HOMERRO LD Z LT D,

Moreover, if a specific individual has been identified in the course of usual business operation due to insufficient
processing, it means that the requirements of anonymously processed information were not met and thus such
information needs to be handled as personal information. In such case, a business operator that produces and itself
handles anonymously processed information is required to properly handle such information as personal information
after obtaining a principal's consent; otherwise, a business operator that has received information is required to delete

the said information and discontinue the utilization of the said information.
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7. BEAMTERD 2 —R & —R L IITHNTDONT

7. Use Cases and Processing Examples of Anonymously Processed Information

Bz BN IR A DG - ERL TO LA BSOSOV T, MATHRITED 2 I T AR KD
WTEAMTIERZIERT 2 Z &0 EANERO BASRHITARE L TORD > 70872 72 HRY TR
LoD B R Tl § 22 L EL 2D, 22Tl MESNG L2 — AT — A& @I,
THHROHEHA G CTHEE T NS FEL U X7 5E L7z BARE RN T EICHOW T, Al OE A&
ERBO, MR ElTo e bDEMEITT 2,

Given the circumstances that various personal information handling business operators acquire and accumulate

personal information, by producing anonymously processed information based on the processing standards
prescribed by the Enforcement Rules, these business operators are able to use personal information for a new purpose
that they did not intend when they acquired said personal information, and to provide said information to a third party.
This Section will explain specific processing methods that accommodate matters and risks that need to be considered
concerning each category of information, with possible use cases in mind. These methods were examined with
reference to opinions from experts.
ARUR—=bhCORTa—RAr—2055, 712 (EBEEOCHEG 2 (7 vy M U— FHAER) ) | 7.2.1
(RFEBEOHH) | 7.3 (BHRIHT =2 OFHH) O3IOO2—R 7 —AZOWTUIKEL ~ =2 T VI

BWThncita 2B Lo, ANEREEZESFHER TRV SO b0 Lo TS, 72
B.ALVR—= P CRT =27 =%, El SN2 EA M TERO—RIEEE TEAEE L, ZRiEEITAE
E LTV,

Among the use cases explained in this Report, the use cases described in "7.1.2 Example of Purchase History 2
(Credit Card Usage Information)," "7.2.1 Example of Transportation History," and "7.3 Example of Power
Consumption Data" were developed by the Secretariat of the Personal Information Protection Commission, with
reference to the METI Manual. Note that all the use cases explained in this Report only cover the primary distribution

of anonymously processed information produced, and do not cover the secondary distribution thereof.

7.1 BEBEOEH

7.1 Example of Purchase History

fE ROV, BB TS 2 RO T 5/ VeSS BEIRIEFEL, R FRERtT 57
LYy b= RS, A v b — FEEFEEFICE O TR A R TS - SN T0D

Purchase history information is acquired and accumulated in various forms by retail business operators which sell

products to consumers, mail order business operators, credit card business operators which provide means of payment,
point card management business operators, etc.

INOHOWEEBIREICHOWTR, RS, =77 4 7 BTS2 T U okkx 2 B O 720D I0E 2R
EEN26DTHY, FIF, NRFEE, 7 1Yy b — FEEEFITOVW TR S 5 0I3H =
FHIRMEDO T OIZEA N TIERA(ERT 2RO XL 5 =X r—ARE SN D,
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Such purchase history information is expected to be used for advertisement, marketing, product development and
various other purposes. The following is examples of possible use cases where retail business operators, credit card
business operators, etc. produce anonymously processed information to use it for a purpose other than the original

purpose or provide it to a third party.

1L EEBEOER 1 (ID-POS T—F)
7.1.1 Example of Purchase History 1 (ID-POS Data)

1) 2—RAHF—2R

1) Use Case

A= 7— 23 NRFEEEDRA T DIWAERE (ID-POST— ) ([ZOWTIEAM T 21T >729 2 T,
EAMTEROMAZTEA LT, —RFEEERT D0 TH D, —BREEHICBVTL, £2IZE
ENDMHBEOLEARFENE L EEMEM 25 B ALOBRE OB FELCIR R EE BN F (SR 5 Z & MEE
b,

In this use case, a retail business operator carries out anonymization processing on the purchase history (ID-POS
data) it retains, and provides it (i.e. the annomymously processed purchase history information) to other business
operators, by utilizing the framework of anonymously processed information. Said other business operators can
utilize information on the basic attributes and purchase trends of consumers contained in the provided information

for new product development, sales promotion activities, etc.

RHT-1 RS ST DM BB S B E RS 52— Ry —RDA A—V
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Figure 7-1 Concept of a use case where a retail business operator provides purchase history information it

retains to a third party

Ka—Rr—2Tlk, BERET—7 /0, BEIERT —7 v, BRIBRET —7 Vb S 5 K72
D& ST —HEERHE L L THRET 2, BEBIET —7 L ERGIERT —71id, REIDIZE - T
FESITNARETH D . BENOMEIEE 2 £ T EEBET —7 V2 FlTE 2 X 018> T D,

This use case is based on the data structure as shown in Figure 7-2, which is comprised of a customer attribute
table, transaction information table, and purchase history table. The customer attribute table and transaction
information table can be mutually linked using Membership IDs. By this means, a purchase history table that shows

the purchase history of individual customers can be created.
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X#%7-2 BEBRE (ID-POST—%) IZHTAET—FDLAT T h A=

Figure 7-2 Layout of purchase history data (ID-POS data)

2) BETNESEHEL Y X2 TG LI RER 2T B0k

2) Examination of Specific Processing Methods That Accommodate Matters and Risks That Need to Be
Considered

O BENFEDLEROER

[i] Categories of Information Contained
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HRT2ARS T =2 T =T N aEET DB EROER L, RO KD, ARG R EIREE®R L 12
T HZLENTED,
Categories of information that constitute the data tables shown in Figure 7-2 can be classified into personal

attribute information and history information, as shown below.

X#7-3 EEBRE (ID-POST—%) ITHTAF—ZDLAT I " A=

Figure 7-3 Layout of purchase history data (ID-POS data)
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@ DL iITmIF&En
[ii] How the Information Should Be Processed
M LEBRHT 587> TE, B CTHELUEAN B ®R & EREE®R S & ICRaT 5,

Processing methods should be examined for each of personal attribute information and history information described

above.

CEPNETERI )

[Personal attribute information]

TN BRI OV TR, 2L LT, M THAIE19RE 1 5 ~H45 OB RN O LA e+ 2 2 &1/
Do RA—A =BT L NBIEGRICIT, 281D, K4, EFEA B, Ml B, EFEsrEE
ns,
As for personal attribute information, processing methods are primarily examined on the aspects of Article 19, items
(i) to (iv) of the Enforcement Rules. Personal attribute information in this use case includes a membership ID, name,

date of birth, gender, address and telephone number.

<zBID>
<Membership ID>

ZDa—A =BT H2EIDIL, BRIC IZHIDYTDZ LT R VEELZHH L T DIFHREE
HY 5720V b 5130, BERET =7V ERGIERT —7 L & 2T 5720 OfF 5 & LT
REL TS, L7edio T, MATHAISE 195351 3 2 M AR & 4% B N HRICHE 253 C TR 5

NDERE BT B 50 YT 5720, REIDICOWTIE, RKIDICEEHZ 52 LI2L0 . 2Ex
bR %,

Membership IDs in this use case are assigned uniquely to individual customers. They are used for identifying each
of customers and managing information relating to them, while they also function as codes to link the customer
attribute table and the transaction information table. Therefore, these membership IDs fall under the scope of codes
that link personal information and information obtained by having taken measures regarding the personal information,
which is provided in Article 19, item (iii) of the Enforcement Rules. Accordingly, all of the membership IDs need to

be deleted by replacing them with temporary IDs.

<A T >
<Telephone number>

BRE I, ZHOFEETHESN TODERTHLZE, RANT 7 EATEL VA RHHT L
"o, EAANDFFEICSRP L FAREEOEVERTH D, LIed-> T, EFEE I oV TUIEiz IR
%o 7ok, EEEREICIIT 2 HANRER TN mEE O A4 R3OV TIE, (AT SRtk DB
BRAE & SEIRZ il 2 2 FRE DR ATRT Z LITTETH D,
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'Telephone number' is deemed as information that is likely to result in the identification of a specific individual, in
light of the fact that it is information collected by many business operators and there is a risk of allowing access to a
principal. Therefore, all telephone numbers need to be deleted. Note that it is possible to leave a part of a landline
telephone number that indicates a geograpfical area, such as an area code and local number, to an extent that aligns

with the information contained in generalized descriptions concerning address.

<{EpT>

<Address>

FEFTCE L T, Z2HOFEETHNESNTVDIERTH DL Z LITMA, RA~NT 7 EATELHY A7
WD enb HADREIZORMP DL ATREEDOEWERTH D, —77, BEOEEZ X IHFRIZOW
TE, =TT 4 VT HFOBENLERE LTAMNTH L, Tl 25E 0 5 b BRARH4FD
JKWT Y 7 2R IERICOWTUIMENDFFE~DEER DI b, FEfli7ex= ) 7 2R3 50 o
WaHBR L CiEmz o s (BT 2) .

'Address' is deemed as information that is likely to result in the identification of a specific individual, in light of the
fact that it is information collected by many business operators and there is a risk of allowing access to a principal.
Meanwhile, information indicating the place of residence of customers is useful from the perspective of marketing,
etc. Among descriptions comprising an address, information referring to a wide geographical area, such as prefecture
name and city name, has little impact on an individual for a risk of identifying himself/hersel. Therefore, address
information should be rounded (generalized) by deleting information indicating detailed areas.

BB, FREANDDIECIT, T—F Yy FOREICMOFER BIZIEX, AFEAR) OIMLOREZLZZE
LCAT O BN H 203, BIA LA N OFHRITFERIR E LCHIBRT 5 Z ENEE LW, £72. AHDZEITIG
CCTRILT =%ty P THRODEGEZFEICT D HELEZDILD,

Although the rounding of information should be performed based on the size of dataset and level of processing of
other information (for example, date of birth), it is encouraged to delete municipalities and more detailed address
information, in principle. It is also possible to adopt different levels of rounding for the same dataset, according to

the population.

<AHEHH>

<Date of birth>

AEARICELTUL A2 E S RIZELTUIAIRT 2 Z ENEE L, 72720, EFEFITT 2 0FH
FRICEZHZ 20%F EORE X THBRZHIBRT 20250 TE, B OMERT & RIBRICRZ S H O AEIC
J&E U THEBIRISHWT§~E TH Y | PIIE FFERA ZZ O IZEFENIIEND NER D0 G 13H]
PRy~ gLns, AFEAROERE LT E TERIET 20O TE, EFTONT E &b THE
TLZENHEELYY,

At least, the date information contained in date of birth data should be deleted. However, the extent of deletion (such
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as whether to replace date of birth with month and year of birth or generalize by age or to ten-year intervals) should
be decided objectively based on the number of relevant people, as with the case of address information described
above. For example, if the number of individuals born in a certain month of a certain year is small, the month data
should be deleted. It is encouraged to consider the extent of generalization of date-of-birth information together with
the processing of address information.

ZDEN, B EEOLAFE DD TO WS BIZB LT, M TR RIS 195554 5 O R BYEIZ R
BT, bHVEL, 20X RGEI20E, TOAEFEA BIZEAT2EREHIRT 520, by a—7 4
YLD TI00EL B W o 72 KTHD D Z ENBEZBND,

Moreover, date of birth for which the number of living individuals is extremely low, such as date of birth of an
extremely old individual, can constitute an idiosyncratic value under Article 19, item (iv) of the Enforcement Rules.
In such a case, information concerning that date of birth should be deleted or age should be rounded to "100 years

old and above" by top-coding.

<AMERI>

PERNCBI L Tk, BRICKDEEHAOERE ST LIW=—ZX0 55 Z L EFEH BEFTICET 2
EMAE DD Z LI KV EADREEMEL L TWD ZLnb, Ra—A =2 TIIMLLAW,
<Gender>

Gender information is not to be subject to processing in this use case, in light of the fact that there is a need to analyze
the difference in purchase trends for men and women and that the level of identifiability has been reduced by rounding

information concerning date of birth and address.

[V FEE I ]
[Purchase history]
<A e OV S i o B~ >
<Handling of time information and store information>
ARa—R =228 HIREERTH LW IERITIT, £ OWGIAFEE U772 AR OFHR & 54
DIFRBEENTND, —MKIZ, FREMEBREAR TEAORBIMEIZ WA, [PPC~— MEXBE] F0JE
HADPDIIBBLEOMELFFET D ZENARBTH LD, 2O EMAEDOEIFRIL, (&R
LR A GO T—2 vy FERET L2 LT, AADFEICORN D WREMD B 5,
Transaction information in this use case, which constitutes history information, contains detailed information on date
and time of transaction and information on the store name. Basically, time information alone does not have an ability
to identify an individual. However, since it is possible to roughly estimate a location based on a store name (e.g.
"PPC Mart Kasumigaseki Store"), combination of time information and store information can lead to the
identification of an individual, when collated with other datasets that contains location information and time

information.
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L72id> T, RRZIE R & JEEIEMOD 72 b —HZ2BRILT 2 2 ENLEE LV, Ka—ZX 7 —R(TH
WTIE, A EZZOEEMA LI N=—XD D5 LIRE SN D720, RAMERE IO DB AT O,
ZERITD 22 < L O HBAOEREHIRT 5 Z ENEE L FEPDRNWT LI X EANOFREETHE
PED i < 72 5B, 3053 BANLC IR BN S5 LTI i 2 LoD 2 BN 2 8 9~ 5 F OHE bR S o &
Th D,

Therefore, it is encouraged to generalize at least either time information or store information. Since it is considered
that there is a need to use store name information as is, time information will be rounded in this use case. Time
information should be rounded to the minute level, at least. If the risk of identification of an individual is high because

of small number of customers, rounding to the half-hour level or one-hour level should be also considered.

<pAsONERIEE (Fams4 . WL &8 o>

<Handling of product purchase history (product name, quantity and value)>

BEEIERIIT i b ORDERE N, &5 WVITEEBEOEMOBELERI T END TRRENR S S, B L
WA OIEA Z 7R TIE SIS SOV T, JERIA S L OMEEIC XD EADEEIC D723 % araetEns e < 7o
HLEZLND, LEEBR->T, ZOL I RIERICONTIE, BB 52, @A &L T I —ICEE
Wz D ENEELL,

Purchase information can include records on purchase of one-of-a-kind products, limited products, or extremely
expensive products. Information on the purchase of rare products would entail a higher risk of identifying an
individual, when combined with other information, such as the store name. Therefore, such information should be
deleted or product names should be replaced with product categories.

Fro, BEALLEESDH D S0 b DO THIABENIEFEICZWEEITRFRLTRRE L W D5601 D
Do ZOWE, WAMEEICET 2 REHIRT 20y, I 707 70 7 — 3 2K GRLpEs OFERIHR
B EICE SR DEOTIECLVMLEIT) ZENEE LY,

In addition, information on the purchase of an ordinary product can also constitute an idiosyncratic description, etc.
if the quantity is extremely large. In such a case, such information should be processed by deleting quantity

information or replacing quantity information with average purchase quantity of the product by microaggregation.

<X DA OTEHRD RN >

<Handling of other information>

KRa—Z =2 ZBWTIE, WG ZEICIRSIIDEF LTEY, £/o, ThEhOEGIHE®RIZIZ, £ DS
DLEZDOHYHIDL, MO W OEmID b EEN TV D, ZHALDERIZONTIE, Ka—X
TR BWTHE SN DML L > THEHROAMAEL 2V LB s Z & BEANTHERTIE, &
=“HICBT LT —ZAERICE O TARE L B 5 EHRIIAEN OFHN U 2 7 2 KB 5 BkRiZB 0N
TOHHIFRT D2 ZEBNRE LN L LD, TR LDOHRIZ OV TITEMHEIRT %,

In this use case, transaction IDs are assigned to individual transactions. Transaction information contains the staff ID
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of'the staff who handled individual transactions and product ID of the dealt product. Such information is to be deleted,
since such information is considered to be useless for potential receivers for this use case and information that is

considered as unnecessary in data utilization by a third party should be generally deleted to reduce the risks of

unintended re-identification.

bR 2= r — 2 2B DEBRICOWTONMTOHaMEEELHH L, ROX IR D,

Policies for the processing of each category of information in this use case described above can be summarized as

follows.
M%7-4 BREE (ID-POST—%F) Da—R7—RZBTDHMITOT R
Figure 7-4 Policies for processing in the use case of purchase history (ID-POS data)
HH BESNDYRZ ZF LVWINTHE
Category Potential risks Preferred processing method
O N e
[i] Personal attribute information
= EID WESTO O BEELHID & LT ORKRE EHHIERT 5. &2 VIFRIDICE &
Membership ID AHLTEBY, ZODDEESAE LT, #x 5% (HEHHIFR)
NEHFETE DR B 5, Delete entirely or replace with temporary
Functions as IDs for internal distributed IDs*® (deletion by category)
management and can identify an individual
K4 BIATHAZRETE D, EHRBEIERS S (FHHE HIER)
Name This information alone can identify an Delete entirely (deletion by category)
individual.
AR H JEEE U 7o MR & DA X FROTXSr (07 ARTmM/201%/301%/40
Date of birth 0. BEANZRETE OAEMENRD D, R5010/6018/ 705 LA ) (1T S #
Can identify an individual when combined 5, (L)
with residence area, gender, etc. Replace with seven age groups (below 20
years old, 20s, 30s, 40s, 50s, 60s, 70 years
old and above) (rounding).
CoGriras) OFEETHIEL TWDATEEMES  2EHIERT 2, (HEHIER)

R =R —2CB N TE, (K ID ZELA M TR OBERIET —7 v LI EIGET — 7L & 2§ 57200 1D & LT
EHLTWD, foa—27r =B THRELC, 728, K ID DEHBEZICHONTIE, 411 O [KID ~DOfE #2250
Tl 2oz L,

In this use case, temporary IDs are used as IDs to link the customer attribute table and purchase history table after anonymization. The
same applies in other use cases. For details concerning replacement with temporary IDs, see Section 4.11 [Replacement with
Temporary ID].
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Telephone number

PRI
Gender

E
Address

Q& FE T

m<, TS KV OfFHR ERA LT
TENDFFEIZ D72 N5 FREMEN B 5,
o, RNZT 7 EATEDY A7 0
b5,

Likely to have been collected by other

business operators and can result in

identification of an individual when collated

with other information.

Entails a risk of allowing access to a
principal.
AEHRAREETY 7 LOMEEITX
0. EANOFEIZ 7235 AlRetE A &
Do

Can identify an individual when combined

with date of birth and residence area.

AAER BRI E OMAEIZED . E
NDRFEZDIRN D ARetED & %,
£l KNZT 7 8ATED U A7 R
b5,

Can identify an individual when combined
with date of birth and gender.

Entails a risk of allowing access to a

principal.

Delete entirely (deletion by category).

R —ATiE, EFEH A S EFOMIT
RO L, HERIEHROA RPN S
T % L7auy,

In this use case, identifiability is
addressed by processing date of birth and
address. Gender information is not to be
processed from the viewpoint of its
usefulness.

T XHREAL 0 Al M 2 HIlBR 9
%o ()

Delete municipalities and more detailed

address (rounding).

[ii] History information

FIH B RE
Date and time of

purchase

DT — 2t v MG ENDALEE R
EDOMAEFIZEY ., EADRFEIZSA
NBREEMD B B,

Can result in identification of an individual

when combined with location information

contained in another dataset.
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Hzn, (L)
Delete second information and replace

with minute data (rounding).



J&5 &HID
Store ID

Jh A

Store name

He511D

Transaction ID

H4351D
Staff ID

PEAHID
Product ID

P dh 4

Product name

R DRI BT % RE DI AL

(FRHEIEIT & o TRELR G R & A]E)
(Considered to be unnecessary information
for the receiver.)

JE &40 7> B ST C & D NLE & HEE
AEETH Y . oOFRICEENDALE
W INsZLicky, HAD
FRENZ D723 D ATREMED B 5,
Location of purchase can be estimated
based on the store name. Can result in
identification of an individual when linked
with location information contained in other
information.

(RALSEIZ & o TRERIFHR & 18E)
(Considered to be unnecessary information
for the receiver.)

(RALSEIZ & o> TRERIFHR & 18E)
(Considered to be unnecessary information
for the receiver.)

(RALSEIZ & o TRERIFHR & A8E)
(Considered to be unnecessary information
for the receiver.)

BRTE SO e ik i 55 D A/ 72 P Dl
HEIE L BB GITEOFHR &L OM AT
&0 EADFREITDRM D A REME
D%,

Can result in identification of an individual
when combined with information on
purchase history and place of purchase
concerning rare products, such as limited

products and ultra high-end products.

BEINBY RS

Potential risks

110

EREIERT 5, (THEHIER)

Delete entirely (deletion by category).

K —2TiE, FIHHEROIMTIZED
s Ly SR RoA AE2 ST L
AN

In this use case, identifiability is
addressed by processing date and time of
purchase. Store name information is not

to be processed from the viewpoint of its

usefulness.
AEHIRT S, (CHEHIBR)

Delete entirely (deletion by category).

EHHIERT 5, (THH AR

Delete entirely (deletion by category).

ERHIERT S, (THH AR

Delete entirely (deletion by category).

b OEEEREHIRT 5, 5

WIERER T 2 —ICEE R D,
(B /VHIBR/ AL/ — k)

Delete purchase history concerning rare

products. Otherwise, replace with product

categories (deletion of cells, rounding,

generalization).

EF LVINTHE

Preferred processing method

Fr SRl A SR 2 s TR IC O W THIER



Quantity Mo, EANDRFEIZ DM 5 AlREME
N> D,
A purchase record concerning a certain
product in a massive quantity can result

in identification of an individual.

A B ERAD NGB, A DF:
Value TENZ D72 N D A[REMEN B D,

A payment record of an extremely high
value can result in identification of an

individual.

@ MIBDT—FDA A=

[iii] Processed Data

b DV RMEFEICE S X D,
(BEVHIBR/ R 7T 7 ) =g )
Delete quantity data indicating an idiosyncratic
purchase record or replace quantity data with
an average value (deletion of cells,
microaggregation).
Ty BN SR 2 R RIS OV TUIHIER
HD W FooMELEE W) K ICE X1 %
Do
(BVHIBR Ny T a—F 1 7)
Delete payment data indicating an
idiosyncratic purchase record or replace
payment data with a description of price range,
such as "XX yen or more" (deletion of cells,

top-coding).

FROEZFICESWTINLENT T —Z 1%, KERT-5O L HI178 5,

Figure 7-5 shows data that has been processed based on the above approach.
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X#7-5 EEBEE (ID-POST—F) DL—Rr—RITBIFBAMIEDTFT—FZ DA XA —Y

Figure 7-5 Processed data in the use case of purchase history information (ID-POS data)
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712 EEBEOEHI2 (V¥ y b h— FFRIAESR)

7.1.2 Example of Purchase History 2 (Credit Card Usage Information)

1) 2—RAHF—2R

1) Use Case

Ka—Rr—2%, 7 V¥ y Mi— FEEEPRAT 50— FRABHRICOWT, EANLZ1T->72 k
T, EANMTHEROMMZZIEM LT, —RFEE~RET DL 0O bDOTH D, —RFEEEZIZBNT
L R AT T EA N T SIS EEDN T, RIS & RN F ORISR 205 Z &Ik v,
Y= T 4 IAENT I ERRESND,

In this use case, a credit card business operator anonymizes credit card usage information that it retains, and
provides processed information to other business operators, by utilizing the framework of anonymously processed
information. Said other business operators can analyze relationships among annual income, job, and member stores,

and utilize the results for marketing.

M#7-6 7 Vv b — FEEBEDRET IV — FARABREB =B RMT 22— —ADA A=V

Figure 7-6 Use case where a credit card business operator provides card usage information it retains to a

third party

KL —RAr—RZBWTINLERGR E DT —4%t > MMt OFEEEMNET —% KO@ D — NF|HIPMT —
ZD2FEMNSRY, WTNRHEEID (/LY y b h— REFOEHES) Ik-oT, Vo7& Twn
60
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In this use case, the dataset that is subject to processing is comprised of two types of data: [i] customer attribute data;
and [ii] detailed credit card usage data. These two kinds of data are mutually linked by cardholder IDs (numbers
converted from credit card numbers).

BREIET — 21203, R OEABYEDIE), BB, FIKORESMEEOERPEZENTND, £
7o A— PRI — 213, 7 V¥ M— ORI AR, RIS, SCHA 715K OFI &4 THERK
STV 5,

The customer attribute data contains information on customers' basic attribute, workplace, annual income and
settlement financial institution. The detailed credit card usage data is comprised of information on date and time of

credit card usage, member store, number of installments, and value of payment.

ME7-7 7 vy bU— FEEEPRET DV — FRIRBRICBIT 27T —2D0vAT U MU

Figure 7-7 Sample layout of card usage data retained by a credit card business operator

2) BRTNESHFHHEL Y R7ITHIG U BB 2RI THEORE
2) Examination of Specific Processing Methods That Accommodate Matters and Risks That Need to Be

Considered
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O EgEnEsBEHROEE
[i] Categories of Information That Can Be Contained
MET-7NRTT—2 % EANBEEREBEERENCOET L, RO LDITRD,

Data shown in Figure 7-7 is categorized into personal attribute information and history information as below.

M£7-8 7 V¥y b — NEEEPMMRET IV — FRAIRABRICB I ST —FDVAT U M A=Y

Figure 7-8 Layout of data contained in credit card usage information retained by a credit card business

operator

@ DL ITMITREH

[ii] How the Information Should Be Processed

RAa—R2 =B8N T, BHWITIERE T~ &HHIE, EARES IS N 285 E0FIN E | JRIET
— X Th2H— FHABMT — 22800 2F M B LR AINEE . MIAeEICET EHEELbND,

In this use case, information that requires attention when handling is information on workplace and annual income,

which is contained in personal attribute information, and information date of usage, member store, and value of

payment, which is contained in the detailed credit card usage information that is history data.
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CEPNELERIER:)
[Personal attribute information]
AR, BB >
<Annual income and workplace>
e ofFmiT. BIAE AT E OMEEIC L VIEADRE RN m< 0D ZEBNBESND, -,
BN OERMUAEGDED Z LI LT MEEEHEET 22 LB ARETH D, — 77, BFEIZ SN T
W~ =07 4 T FEOBENOAERRERTH D Z LD BB EDOFERIZ OV TTEEHIBRTIER <,
WARDOH 7 ) —ICEEMZLDMLELTH ZLNBEZLND,
It is likely that risks of identification of an individual become higher when information on workplace is combined
with address, for example. Furthermore, if information on annual income is added, it becomes possible to estimate
job position, etc. Meanwhile, job category is information that is useful for marketing, etc. Therefore, information on
workplace should be replaced with job category, rather than deleting the entire information.
FPUZON T, K2 =27 — A TIIEHELCEICET 1 HRE L bR 2 HEL TS
72, BEOENIXFITE SRR 2FOFHRE —ERERDDOMLET D5 ENEE LY, £/, BEiI
ATHD5EIE, MATHAIE19RE4S DR EOMR LR VEL2D, AT 5b0RHL5EIE, TO
TEMEZHIRT 20 by Ta—FT 4 VT E2ATOMERD D,
Since in this use case information on annual income is supposed to be provided to a third party along with information
on workplace and address, information annual income should be rounded to a certain extent by replacing with annual
income range. In addition, extremely high salary should be deleted or top-coded, since such data may fall under the

scope of the measure provided in Article 19, item (iv) of the Enforcement Rules.

[ FEE 1 ]
[History information]
<J1— NFRIH BT — & OBl >
<Handling of detailed credit card usage data>
U B R @80 & RIS & OfMAEIE, BIIE oL PAT DEREREER L HU-L
LY BADKEICORNL RN DD, ~—F T 4V TEOBRNOAMRERTHL LH
ADRDILD, —EOERZBERILT D 2 ENEE L, BRI 72> T, 23, FIH B %2 H BAL
ZF 52 L FHSMEZEROXDICESBRD ZENEZLND,
Combination of date and time of usage, value of payment, and member store can result in the identification of an
individual when combined with purchase history information held by another business operator. Since detailed credit
card usage information is useful for marketing, etc., it should be generalized partially. Such generalization can be

performed by replacing date of usage with month of usage and value of payment with payment value range.

Fro. FAMBIED > b7 — 2% > MW Tl — RRIHBE DD WiniE, —REIOFIICE T 25
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MO TEBEOH O, —EWIMICIIT 20— FRAEEPMRD TEZ W EDIZHONTIE, £ 0fmdb
PEDN DN DRFEIZDIRN D RN B D7D, by T a—F 4 U 7EZITH Z LIV FEREMN LT
LI EMWEELY,

In addition, information concerning a member store at which the frequency of card usage is extremely low, extremely
high payment value, and extremely high card usage frequency in a certain period should be processed by top-coding,
etc., as such information can result in the identification of an individual due to its rarity.

U EDERA—R 7 =228 T 2B ERICONVTOMIOLMEEZELHL L, ROXIITRD,
Policies for the processing of each category of information in this use case described above can be summarized as

follows.

M#7-9 HRERE (b— FRIABE) D—R 7 —RTRiTF 2IMIE

Figure 7-9 Examples of processing for the use case of purchase history (credit card usage history)

information
HH BESNDY R EFELWINTLG#E
Category Potential risks Preferred processing method
OR PN R
[i] Personal attribute information
ZHIFEID I VLYY M= FEZEEHRLTE BEHIFRT S, &2 WIIKIDIZE X
Cardholder ID D EA—NRFESND LIk Wz D, (CHAHIKR

. BMAZFETESAHENMENH D, Delete entirely or replace with temporary
Fro, FRFEENE COSBUE M IDs (deletion by category).

D& LTHEHAS TS,

Converted from credit card numbers. Can

identify an individual, if the conversion

rules are decoded. Also used as IDs for

internal distributed management at the

business operator that produced

anonymously processed information.

K4 HKTHEAZFETE D, EHEIERT 5, (HE AR

Name This information alone can identify an Delete entirely (deletion by category).
individual.

7 LYy b —RE MOFEETHLIEL TV DL AEEERD 2RSS, (HBEHIER)

72 FWEHRTH Y, tholF#R &AL T  Delete entirely (deletion by category).

Credit card number BNZHFETE D AR H D,
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PRI
Gender

EEAH
Date of birth

A

Telephone number

E50
Address

Likely to have been collected by other
business operators and can result in
identification of an individual when
collated with other information.

AAEH R E{EFTE OMEFIZED |
NDFFETDIRIND ATREMEDN 8 5
Can identify an individual when combined

with date of birth and address.

(EATPMER & OMAEIZ LD | HAD
FRENZ DM DA REVEN & 5,
Can identify an individual when combined

with address and gender.

LD FIEE T HIULE L TV D ATRENEDS
mr <L o fE e A L TEAZRIE
TEHAREMED D D,

o, RNCZT 7 EBATED Y X200
5D,

Likely to have been collected by other
business operators and can result in
identification of an individual when
collated with other information.

Entails a risk of allowing access to a
principal.

AEER BRI E OMAREIZL Y, A
NDFFEIZDIRN D ATREVED B 5,
o, ANCZT 7 BATE DY X270
o,

Can identify an individual when combined
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AR —ATiE, EFEA R EEFOMT
WXL, PRI RO A RPN
T % L7auy,
In this use case, identifiability is
addressed by processing information on
date of birth and address. Gender
information is not to be processed from
the viewpoint of its usefulness.
FRO6IX Sy (~201%/301%/401%/501K
160f/7018~) ICEEHZ S,

WD/ by T a—F 4 7)
Replace with six age groups (below 30
years old, 30s, 40s, 50s, 60s, 70 years old
and above) (rounding, top-coding).
EEHIERT 5, (EHEHIER)

Delete entirely (deletion by category).

AL 0 MR Z IR 2,
L)

Delete information on municipalities and

more detailed address information

(rounding).



Bk

Workplace

I

Annual income

DR B B

Settlement financial

institution

OIRIETE

[ii] History information

with date of birth and gender.

Entails a risk of allowing access to a
principal.
LOHEREE T H T L TV D ATaEEDS
HY ., hofFREOMEEIZED ., A
NDFFETDIRIND ATREMEDN 8 5
Likely to have been collected by other
business operators and can result in
identification of an individual when
collated with other information.

BRI D NZ DN TIE, Il &5
ETEDAREMEN D D,

A person with extremely high income can

be identified.

(LI & o TARE ik & AEE)
(Considered to be unnecessary

information for the receiver.)

) TRE3E) DEsE)  Tam
¥ FOBMESHICE SRR D,
(—fieft)
Replace with job categories, such as

nn nn

"agriculture," "manufacturing," "retail,"

"financial service," etc.

6P<5y (3005 A5, 300~60077, 600

~900%5, 900~12005. 1200~1800

J7. 18005 LA L) ICEEHA D,
LD/ by T a—F 1 v 7)

Replace with six income ranges (below 3

million yen, 3-6 million yen, 6-9 million

yen, 9-12 million yen, 12-18 million yen,

18 million yen and above) (rounding, top-

coding).

EEHIRT 5, (HHEHAIER)

Delete entirely (deletion by category).

FIH R

Date of usage

RIS

Member store

FIFDINEE SR %0 & ORAEIZ X
0. BAZFFETE D AREMED D D,
Can identify an individual when combined
with member store and value of payment.
71— RRIHBEEE DRV VINEE D554
AN DFFENZDIRN D RN B 5
Can identify an individual if the frequency
of credit card usage at the member store is

low.
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FIHA B E E R D,
(L)

Replace with month of usage (rounding).

1 — RRIBEEE D3R D TRV VNG 1S
WA HIBRY 5, (B/LHIER)

Delete information concerning member
stores at which the frequency of credit
card usage is extremely low (deletion of

cells).



& VRS
Payment method
A &%

Value of payment

HRAEOFHSFIZ OV, RN
WREEHRE L OMEEICE . MAD
FEEIZ DR D AREMED B D,
Extremely high payment value can
identify an individual when combined
with information on the member store at

which the credit card was used.

AT L 720,

Not to be processed.
AL SO RAHIRT 5,
IR 31T 2 HF RN R & WELK)

FHOHREAIRT S, (BAHIRR LV
21— FHIER)

Delete information on extremely high
payment values. Delete information on
cardholders whose payment values over a
short term is high (deletion of cells,

deletion of records).

@ MIBDT—FDAA—T
[iii] Processed Data

FROEZEZFICESHTINLENTZT—Z 1%, KET- 100 L H 12725,

Figure 7-10 shows data that has been processed based on the above approach.

X#£7-10 BEERE (V— FFRABRE) Da—Rr—RZBTHMIEDT —F DA A—Y
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Figure 7-10 Processed data in the use case of purchase history information (credit card usage history)

7.2 B - B8RO EH]

7.2 Examples of Transportation History Information and Movement History Information
RIBEIRIEIZOWTIT, FEHEMIUICTH — RO MIfE BB (R - 78k - MU 8%) & oW I3 At
SICBWTHRE - FREATND, Fiz, A—F s —var (UT [h—Fr] Lnd, ) LHBHE
(CHEH L 72GPSZAGHEIC L » THUG T & HALER# (BEEE) 2oV T, HHuEEE O KR,
—FEA—=H—RHBEA— I —ICBWTEME - ITHPEA TN D,

Due to the popularization of non-contact IC cards, railway companies (JR, private railways, metro, etc.) and bus

companies have been promoting the acquisition and accumulation of transportation information. In addition, car
navigation system manufacturers and automobile manufacturers have been promoting the accumulation and
utilization of location information (movement history information) that can be obtained from GPS receivers on
automobiles, as in-vehicle communication devices become popular.

D ORREERE - BENVBREICOW TR, A ) 7l EOER T, 0 ENERCRE AT, HUEBE %
K&, =TT 4 7 BB EZII CORL R ANOIOITEAPRESN L2 DO THY | HlAIF,
PRE St - N AR H—FERA I =R HB A — I —FIZOWTHRSMI H VTS =F iRk o
T DIZEA M TEREERT DRO L D ha—Ar —APBEIN D,

Such transportation history information and movement history information are expected to be used for various
purposes, including traffic analysis for different areas and roads, analysis of commutation areas and commercial areas,
regional development, advertisement, marketing, and product development. The following is examples of possible
use cases where railway companies, bus companies, car navigation system manufacturers, automobile manufacturers,
etc. produce anonymously processed information to use it for a purpose other than the original purpose and provide

it to a third party.
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7.2.1 EREBEROEH]

7.2.1 Examples of Transportation History Information

1) 2—RAHF—2R

1) Use Case

Ra—R2 =%, BOE2AENRAT D REREERICOWT, BEAMLEIT-725 2T, EAINLTIE#
DA ZTER LT, —IROFEFITRIET 5L 0 bDTH D, —RFEHITBVTIL, SREFIHHED
EARBME (R M) RHEORBEBIREICESNT, BT —F T 4 v VIRE OISR IS
T 52 ERBESND,

In this use case, a railway company anonymizes transportation history information that it retains, and provides other
business operators with anonymously processed information, by utilizing the framework of anonymously processed
information. Said other business operators can utilize information on the basic attributes (age, gender, etc.) and
transportation history of railway passengers contained in the provided information for commercial area analysis and

development of strategies for targeted advertisement.

MEK7-11 ZKESHPRET IREBBEREF=F IR BT 22— T —RADA A=V

Figure 7-11 Use case where a railway company provides transportation history information it retains to a

third party

RA—=R 7 = ZZBWTUNTHRE L 257 =2y NI, WET-12IRT & 512, OBFRET —2 &
V@ICH — FRIHT —% 02N 5720, I—FRIDIZL->T, Vo7 IhTnb,

In this use case, the dataset that is subject to processing is comprised of two types of data: [i] customer attribute data;
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and [ii] IC card usage data. These two kinds of data are mutually linked by card IDs.

BREIET — 212X, EMERAE . EMBEOGRMIM (EMRRBA XOEMAHKTH) LEH
HIXHE GEFHFHRE VEHHRER) oMl I Tnd, £z, ICh— RFIHT —Z 13RI B R A
HIGER & OV OB L7 dehl A, AR HE S FIREE R OICH — RIZF ¥ — 2 STV D5 )
B STV D, 236, ICH — FRIT —Z I8\ T, SFAS &I, EHHRKHENO AL 2 BK L,
SFHIG 13 EHIFR XS TO 2 BT 5,

The customer attribute data contains commuter pass information, which is comprised of the valid term
(commencement date and expiration date) and valid area (starting station and ending station) of commuter passes.
The IC card usage data is comprised of date and time of usage, stations at which the passenger got on and off the
train, entrance/exit gates the passenger used, amount of transportation fees, and remaining balance on the IC card.
In the IC card usage data, "SF entrance" means entrance into a station outside of the commuter pass area and "SF

exit" means exit from a station outside of the commuter pass area.

MRT-12 SESAPMRE T OIREBREICET 57— 2DV AT U b A—Y
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Figure 7-12 Layout of data contained in boarding/alighting history information retained by a railway

company

2) BEITAREEFIEL Y X71200E U BB 22T k0B

2) Examination of Specific Processing Methods That Accommodate Matters and Risks That Need to Be

Considered

O FENBELEROEE

[i] Categories of Information That Can Be Contained

EKT-120107 T —Z vy b, EARMERGE#REBEEREIOET L. ROXHITRD,

Data shown in Figure 7-12 is categorized into personal attribute information and history information as below.

XF#7-13 SoESEBPRET IREBRICETE7T—ZDV AT YU M A=Y
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Figure 7-13 Layout of data contained in boarding/alighting history information retained by a railway

company

@ LDXITMTHREN

[ii] How the Information Should Be Processed

A= —=ZIZBNT, FHTBHRWICRZ DT D8N H 5 O, EFIER (ERHE, EHX
A1) . ASBERE MR OZ BT 2 REZI O RO BN TH L EEZ BN D,

In this use case, the handling of commuter pass information (valid period and area of a commuter pass), boarding

and alighting station information, and time information requires extra care.

CEPNEL R

[Personal attribute information]

<TEHIRF O BN >

<Handling of commuter pass information>

EI. EHIRXHEIE S CEHIZRREI, EHMHAEH) 13, EHHEXKEAOBIMER (F2E, IKEOEW
WINPT 58T L OS2I T 2720ICAATHY , Ka—A =X ZBWTHRATLZ &
DRE SHF D,

Commuter pass area information (starting station and ending station of a commuter pass) is useful for analyzing the
relationship between the commuter pass area and trends concerning movement to a station outside of the commuter
pass area (for example, transportation for shopping on holidays). This information is assumed to be used in this use
case, too.

—J7, EMEFEXEOE®RN LT, BEORFVREBBELLBALORFVRELET L LN TED
0, EMFHEOREE L IFERO—T71T, EWFEL LTOMMANDPRWIRPE SN TW D561, BA
DEFECD2 N D AR m <R D720, ZO X5 RIFHICOWTIE, HIFRT D, &2 WIERIDERAIC
EIHROFOHELZHT O ENEELY,

Meanwhile, it is possible to determine the stations closest to an individual's home and workplace/school from
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commuter pass area information. If the starting station or ending station is a station at which the number of
passengers boarding or alighting with a commuter pass is small, commuter pass area information can lead to the
identification of an individual. Therefore, it is encouraged to delete such information or replace such information

with another station name, etc.

[VE s ]
[History information]
<A - ISR ORI R D Bl >
<Handling of boarding/alighting station information and time information>
H % ORI S LTOALER « HEERE ZNICBT DRAIE @ DX, T OIEHICHR 2 AR NDITE) /S
Z—r (B, EERACHBRRAT., £ LT, WRICHNT 22U 7%) 2H#HlT5 2R TE D,
It is possible to estimate behavioral patterns of a principal (for example, commuting day, working hours, areas to
which he/she travels to on weekends) from boarding/alighting station information and time information contained
in daily boarding/alighting information.
—J. T2ty MCEENLREBEOHMDAENIEZOHERIT—ELRVEDLTD, TO—EME
EHboTHEHBIMEAZRET D2 ENTERNVELTYH, —EORE (KE) 2952 EnZEELLVY,
On the other hand, boarding/alighting information becomes more unique if the period of boarding/alighting history
information contained in the dataset is longer. Since such uniqueness itself does not immediately result in the
identification of an individual, it is desired to take certain measures.
Bl 21X AGIR - WSRO ZNEN ORI AR I T 2 AR 2 72 0 ORAE R ZBR LT, FIHEHK
WY IR WERDIERLFIIFE B D I DR OIF ML IR T2 2 ENEE LV, £/o, AR Z#
FEEMZRRFZNE BRI OV T, BHAZOFREZHIFR L7720 | 3050 AP IRF R LI 2 LD 72 0 4
LIENBERZBND,
For example, the number of users per hour at the boarding station and alighting station at the time of use of the IC
card should be examined. Then, information concerning stations or hours for which the number of users is small
should be deleted. In addition, detailed entrance/exit time information should not contain the minute level

information, and should be rounded to, half-hour level or hour level.

<FIHEE - FREAD B>

<Handling of fare and balance information>

Ra—2 7 — 2 3P T E 2 BE L TR, ICH— R~DOF v — VERHM MBI 2 15 o L2
WZLWNEEBEZLBND Z &L, FIMBEROEREDOERICOW T, ZOHEA BRZHIERY %,

In this use case, information is assumed to be used for commercial area analysis. Since there is not much need for
information concerning the recharging amount on an IC card and value of IC card payment, fare and balance

information is to be deleted.
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BB, ICH— ROEF~F—& LTONMRNFOLGINIHNDEEGRE LGS, £D L5 GE
(ZiE, B - B OEREIZEE T 2RI RECEREORAED b EMOM AL O DX EZHHT 5 2 &
WHEETH D720, EHHFXEFEROPAFNE OHBERH L Z LICEE L TEL ZENBETH D,

Although it is possible to use fare and balance information for analyzing the status of IC card usage as electronic
money, it should be noted that its relationship with the handling of commuter pass area information needs to be kept
in mind, since commuter pass area and the existence of records of commuter pass usage can be determined based on

a deviation of the value of payment or balance related to each entrance/exit history data.

PLEDOA 2= r — 2 2B DEBRICOWTONMTOHAEEELHHE, ROLIITRD,

Policies for the processing of each category of information in this case described above can be summarized as follows.

X#H7-14 $HEDOREBEET — & D — R 4 — R ZBIT B I T4

Figure 7-14 Examples of processing for the use case of train boarding/alighting history data

EH BEZNhBYRZ 2 LWL
Category Potential risks Preferred processing
OEPNELER

[i] Personal attribute information

ID BERNET — 5 LICH— FHAT —  &RHIBRT 5. 5 WIFRIDICE &
ID L L Eft ST ANEEBIDE Ll #izx 5, (HHEHIFR)
HIhTng, Delete entirely or replace with
Used as internal management IDs to link  temporary IDs (deletion by category).
the customer attribute data and IC card
usage data.
K4 HAATHEANZRETE 2, EEBHIERT S,
Name This information alone can identify an (TE H HIBR)
individual. Delete entirely (deletion by category).
PER Epr UEEXUT) REFEARELE Ar—2ATiE, EFH B SEFON
Gender OMAFIZLD, FAAOREIZSZ TICL xS L, MEREHROA At

DD AREMED B 5,
Can result in identification of an
individual when combined with address

(residence area), date of birth, etc.
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MBINT A L7avy,

In this use case, identifiability is
addressed by processing information on
date of birth and address. Gender
information is not to be processed from

the viewpoint of its usefulness.



A
Month and year of birth

HAEE 5 - (AT

Postal code/address

FEIZAT IR (BAh
H/&T H)

Commuter pass valid
period (commencement

date/expiration date)

TE IR IX [H]
(FEBVAEBR)

Commuter pass area

(starting station/ending

station)

MR E & OMAEEIZ XD,
NDFFEZ DRI D ATREMED 8 5
o, BElThLHE1E. ThiC
KO ENDFFEIZD72D5 % AIREMEDS
HD,

Can identify an individual when
combined with address, gender, etc.
Information concerning extremely old
age can result in identification of an
individual.

PERIRC A H F O] & OMARIC
XU EADFEIZD720 % Al REME
VAR SR

Can result in identification of an
individual when combined with other
information, such as gender and date of

birth.

(FRALSEIZ & o TRERIFHR & 48
iE)
(Considered to be unnecessary

information for the receiver.)

HERT Y R E HF BTV R
ZHEITE %,

Flo, thotFmE OMAERICTEY,
i N DFFENZ D725 % FIRENED &
Do

Can be used for estimation of the closest

128

FARD6K Sy (~20f%/301%/401%/50
6070 ~) ICESHZ D,
W/ by T a—F 4 7)
Replace with six age groups (below 30
years old, 30s, 40s, 50s, 60s, 70 years

old and above) (rounding, top-coding).

AR— 27— ZOEFTE BT X H
PETLMNAS TN, T
L2awn, BEEZIIAELEZLN
D Z LN EEEIBRT 5,

(IE H HIER)
Not to be processed, since address
information in this use case only
contains municipality information.
Postal codes are to be deleted, as they
are considered as unnecessary (deletion
by category).
AR —ATiE, BRI TRE
RIFREBZZ BNDT=D, REHIER
T5, (HHBHIER
Delete entirely, since this information is
considered to be unnecessary for the
receiver in this use case (deletion by
category).
EHXE & L THAN DR NERO TG
HaHIRS 5, & 2DWIFRIOBR% I
EEHZ D,

(BVHIBR A ZfH0)
Delete information concerning stations

which is not often used with a commuter



QIR HETE

stations to home, workplace, etc.
Can result in identification of an
individual when combined with other

information.

pass. Otherwise, replace with another
station name (deletion of cells/noise

addition).

[ii] History information
EA R (B
%)

Processing (exit/entrance)

FIH B
(FEH A - FeH)

Date and time of use

(Date/time)

FI AR
Category of use

g ]

Entrance/exit gate

UN"L VT LN
Boarding/alighting

station

MR
Value of payment

ARG B3 2 & ofi

BENL, MAZFFETED Y A

7

Risk of identification of an individual

when combined with boarding/alighting

station information.
(RASEIZ & o TRERIGH & 48

iE)

(Considered to be unnecessary

information for the receiver.)
(LSBT & > TRERIER & 48

7€)

(Considered to be unnecessary

information for the receiver.)

AR & IR OAEAEOF F REH]

HIZE - TL EADREICORDD

AIREMEDN B D o

Can result in identification of an

individual, when combined with

boarding/alighting station information,

or due to hours of use.

EIMH N BT A T %
CLRTED,
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AL L7200,

Not to be processed

3057 HALICE X 2 D,
(L)
Rounded to the half-hour level

(rounding).
EMHEIRYT 5, (HHE AR

Delete entirely (deletion by category).

EHEIER S 5, (CHEHIER)
Delete entirely (deletion by category).

AR, HGIRE iz o0
HIFAE DD 72 NI [T O 15 & Il BR
MM OBRAICE E R 5, (B
HIBR/ /A ZA50)

Delete information for
boarding/alighting stations for hours in
which the number of users is small.
Otherwise, replace with another station
name (deletion of cells/noise addition).
AR =2 TEHARHIEIC B TRE R
R EZOND =D, EEHIRT



PAA

Balance

(RBEIC L > TRERIGHR & 48
iE)
Can restore information concerning
commuter pass area.
(Considered to be unnecessary
information for the receiver.)
XN DM a1Exd %
ZENTE D,

(AL & > TRERIFHR & 48
iE)
Can restore information concerning
commuter pass area.
(Considered to be unnecessary

information for the receiver.)

%, (CHHEHIER)
Delete entirely, since this information is
considered to be unnecessary for the

receiver in this use case (deletion by

category).

KR —ATIEHIRMIEICB W TRER
HHmEBZNDT0, IR
%, (FEHHIER)

Delete entirely, since this information is
considered to be unnecessary in this use

case (deletion by category).

@ MIBDT—FDA A=Y
[iii] Processed Data
FROBZFIESWTNLEINT =1, RO X HIZ725,

Figure 7-15 shows data that has been processed based on the above approach.

X#7-15 SSEOREBBET —F DL — R —RIZBIFIMIEDOT —Z DA A—
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Figure 7-15 Processed data in the use case of train boarding/alighting history data

ERROZ—A =%, BGED NG OREICHES S ADBEIZER LTONT 2 & TH D03, f
ZE, HDRFEDOHUTIR T 2R OUAL D OFAAEFE LML ST LIZWEO=—XbH 0155, Z
DX RGEITIE, KVFEMRRANLEE LWNW—FT, TEORTERST, EOBRTHY 7222 &)
—HOREEEE TELETRVWEELHVHEL, 20X HRr—AZBWTE, BIE, Hroxs
NTHDH 9 —I7 DAL Z R EHROFRICE SR 72 L TREMRRZIERA KT L 5 2L g
EZBND,

In the above use case, information is used for analyzing the movement of people based on train boarding/alighting
history information. Other than that, there can be also a need for using such information for detailed analysis of the
number of users at multiple entrance/exit gates at a particular station. Although more detailed time information is
preferred in such a case, a set of boarding/alighting history information that indicates stations at which passengers
got on and off the train is not always necessary. One of the ways to deal with such need is to leave detailed time
information, and to replace entrance/exit history information at one of the stations, which is not the subject of

analysis, with information on train lines used.
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7.2.2 BENVEREDEH

7.2.2 Examples of Movement History Information

1) 2—RAHF—2R

1) Use Case

Ra—2 =%, BEESMEPRAT 2BBREERICOWT, BEANT 217729 2T, EAINL
ROV ZIEM LT, —fRFEE (D) ICRMET 2605 6D Th D, —KFEHITBNT
3. BEIEOBEIEEE & T OFTAE OFEMRLCHERE DR BIECEESW T, IR T 55m T 1 T
> T OBEHT LW EEO HEFHENIE /T Z & BE ST D,

In this use case, an automobile company anonymizes movement history information that it retains, and provides
processed information to another business operator (retailer), by utilizing the framework of anonymously processed
information. Said another business operator can utilize automobiles’ movement history information and basic
attribute information (age, gender, etc.) concerning automobile owners for examining the product lineup at stores

and developing new store establishment plans.

X#K7-16 BBEALBPRE T OBHBEEREFE = HR/MT 22— R =20 A=V

Figure 7-16 Use case where an automobile company provides movement history information it retains to a

third party

ARA—R—=ZZBWTNTHGE L 057 — 4ty bd, OBERET -2 K0Q7r—T 7T =4 D2
HHN G20 IDICE-T, V78T nd,

In this use case, the dataset that is subject to processing is comprised of two types of data: [i] customer attribute data;
and [ii] probe data. These two kinds of data are mutually linked by IDs.

RJEMET —Z12E, R OEKRBIEOIZ), Hfl4 L HEENER SN ZELTWD, —FH, Tr—7
T—21%, BHEHOBHBEKRIC LV EFMICHBEA = —DF —F b F—IFRE SN TERIN
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6D THY, ARFEALERFR GRE - #E) ([N, HEliFRs L THENCABS®EE# 7 7 7D
R STV,

The customer attribute data contains customers' basic attribute information, vehicle name, and vehicle identification
number. On the other hand, the probe data is comprised of date and time information, location information (latitude
and longitude), and vehicle information: namely vehicle speed and ABS3® activation flag, which are obtained be

in-vehicle communication device and sent regularly to the datacenter of the automobile manufacturer.

MEKT-17T BBEXEPIRAETOBBBEREICETST—FDOLvAT Y MU

Figure 7-17 Sample layout of data contained in movement history information retained by an automobile

company

3 Antilock Brake System.
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MFKT-18 Fu—T77—F (RE - BRERFHR) 12RIBEERE
Figure 7-18 Movement history indicated by the probe data (latitude/longitude information)

2) BEINEFEHL Y RZITHG Lic BEH RN T HEORE

2) Examination of Specific Processing Methods That Accommodate Matters and Risks That Need to Be

Considered

O FEhEDEROES

[i] Categories of Information That Can Be Contained

{RT-1TNRT T — 2 2, EANBMEERE BREERE BT DL, ROE T,

Data shown in Figure 7-17 is categorized into personal attribute information and history information as below.

X#*7-19 HEESAMEETAIBEBBREICETIT—FDLAT Y M7
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Figure 7-19 Sample layout of data contained in movement history information retained by an automobile

company

@ EDOLSTMIE &

[ii] How the Information Should Be Processed

RAa—2 7= 2BV TR WSR2 T 2~ S EBIE, BANBMERSHRICE £0 mIREE RO, B
WICEH ENDMER®R RE, BREEFR oBnEEILND,

In this use case, the handling of vehicle name information contained in the personal attribute information and

location information (latitude/longitude information) contained in the history information requires extra care.

CEPNEL AR
[Personal attribute information]
< AL R O MR >
<Handling of vehicle name information>
HRECBT DL, BBIHEOBHAAR XA NV ELGAND Z ENTEAMTHL —FH T, T (EfE=
V7)) FEOHFREOMEENE, HADREICORPLARERH D, LT, BRAZREREL %
HIBR L CHEl 7 ) =8 fRALT DH DM T AT ) T ENEE L,
The vehicle name information is useful in analyzing the styles of vehicle use. Meanwhile, such information can
result in the identification of an individual when combined with other information, such as address (residence area).

Therefore, it is encouraged to delete specific vehicle names and generalize to vehicle categories.

< TR >
<Vehicle identification number>

S A A8 4 DI & BT 5 72310 T D U THRD bDOTH Y | HHICAEDHEADM
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BNZDRBD bOTIHRND, TORMERVIFLAREMEESH L LFEZX LN, Aa—A 7 —X B
TiE, BIEICBT 2L VW EB 2 oL, BESNOFFNY A7 255 EWRI O & 2EHI
bRy 2 Z EBHEE LYY,

A unique vehicle identification number is assigned to each vehicle for the purpose of identification. Although such
information does not immediately result in the identification of an individual, it is possible that such information
can lead to such an incident. Since in this use case such information is not useful for the receiver, it should be

entirely deleted in order to avoid the risks of unintended re-identification.

[V ]
[History information]
<ALIEAE RO Bk o >
<Handling of location information>
FEAM 72 REZIE A & AR < ATEE RO L2 T —Z biE, B D HUE BRI O R A~ OB B ORI D Ix
25T, KEICFE CHGATICHE L TV OAEF R DITETEAHET 2 Z & TE, BMICFH CSGATC
WL CODALERE BN DI, BFESCE- TV D PREEHET 22 L NARETH D,
Consecutive data of location information linked with detailed time information allows for the estimation of the
transportation route from one location to another. In addition, location information during the night, which is fixed
at the same location for a while, indicates the location of home, while location information during the day, which is
fixed at the same location for a while, indicates the location of workplace and/or school, etc.
L7eho T, 2oL Rl B F®mE® > 7 — 2y MIBWTIZ, AEREHHFLLFETED
£ Ry OMEBHREAHIRT 2 Z ENEE LV, 2O XD RAEFHROHIBROLT & LTiE, ko X
DIRIENE 2155,
Therefore, a part of location information that can identify the location of home and/or workplace should be deleted
from a dataset containing consecutive location information as described above. The following methods can be used
to delete such location information.
B EEFNI ISV THTE OFPHIZ I 1T DALER H 2 HIERT 5,
* Delete location information in a certain scope, based on the home address.
FRBEE (BHEOA 7=y a VONNLA 7=y a YOFFET) (2B D4« #mih bt
TE DR « BOW TR 2 —RHIBR T D,
* Delete information concerning a certain distance or time from movement history (from switching on to switching
off of car ignition) from the starting point to the ending point.
BRBEBIEDIA R « #R0 BE% OIEFHRZHIRT 2,
* Delete a certain percentage of location information from movement history from the starting point to the ending

point.
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< HUHE oD Bl >

<Handling of vehicle speed information>

HORTE BTN B e & MG DO CERORMERIZIERET 5 Z LR WRETH 5, /NRIEICZRT S G
FIEIZ BN TR T 2 FRIIAMTH L EEAOND, —F7, BHEFRIZEZER LM ED
T CBEHRMARHT2 2 LR TH L7720, HIBR LIALEEROE TR TE 2 TRetEDn & 5 72
O, HIER L7oALENE SIS D80 OHRIEMAHIR T 5 Z L BBETH D,

Vehicle speed information allows for the analysis of the road traffic situation. Traffic information is useful in
developing retail store establishment plans. On the other hand, vehicle speed information can result in the restoration
of deleted location information, since travel distance can be calculated when vehicle speed information is combined
with time information. Therefore, vehicle speed information corresponding to the deleted location information needs
to be deleted.

Flo, Ra—A 7 =228V TE, #BEEEIZB W TR EEE RIS OWTEIAETH 572, 10km/hH
MLTHDD &L BHIT, S0kmvhEh EIZOWTIE My T a—F 4 U7 &ITH ZEREFE LY,

Since in this use case detailed vehicle speed information is unnecessary for the receiver, it is advisable to be rounded

to 10km intervals. In addition, it is also advisable that vehicle speed data of 50 km/h or more should be top-coded.

o, K= F =22V T, BIEOFER BT DM T A > T v T ORFHCH G GBS~ 0
FANERESNTND Z MG, HIRTENABSOIEERRILICE T HFRIINE L EZ b SHT2D, ABSIE
077 73 EMAIRT 5 2 EREE LY,

Since this use case assumes that information is to be used for examining the product lineup at the business operator
that receives the processed information and developing store establishment plans, etc., ABS activation information
by road category is considered to be unnecessary. Therefore, it is also advisable for the ABS activation flag to be
entirely deleted.

LEORZ—R 7 =2 ZB T DGR ONTOMLOFMEEE L DL E, ROXHITRD,

Policies for the processing of each category of information in this case described above can be summarized as follows.
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M#F7-20 BBIEOBBBRRET —F D2 —X 7 —RIZEBIT 5L

Figure 7-20 Examples of processing for the use case of vehicle movement history data

B BEShd ) RA”

Category Potential risks

OfE N B A

[i] Personal attribute information

ID BEENT — 2 E BB T — 7 &

ID ST 285 & L TR EnTn
%o

Used as a code linking customer

attribute data with movement history

data.

K4 HIKTEAZRETE 5,

Name This information alone can identify an
individual.

sl AAER BT OMAEIZED

Gender TEHN DFFEIZ DR % "IREVED &
%o

Can result in identification of an

individual when combined with date of

birth and address.
EAEHH FERTeMER] & DAY, A
Date of birth DRFEIZ DTN D A[REMENR B 5,

Can result in identification of an
individual when combined with address

and gender.

T AR BROMER]E OMARIZED
Address B8N DFFEZ D723 5 AlREMED &
Do
o, RANCT 7 8ATEDY R
W%,

138

EE LWL

Preferred processing

REHIBRT D, D VIIRIDIZE X 2
%, (FEHHIER)
Delete entirely or replace with temporary IDs

(deletion by category).

EHHIERT 5,
(IH H HIER)
Delete entirely (deletion by category).
K —2TiE, AFEH B EEFOITIZ
KOs L, PRI OA AYED BT
Z L72uy,
In this use case, identifiability is addressed
by processing information on date of birth
and address. Gender information is not to be
processed from the viewpoint of its
usefulness.
FARD6IKSr (2018/30f/4018/501 /601K
1708~) ICEEHX D,
(/b T a—F 4 7))
Replace with six age groups (below 30 years
old, 30s, 40s, 50s, 60s, 70 years old and
above) (rounding, top-coding).
X AL L 0 O EHRZHIBRT 2,
(L)
Delete information on municipalities and
more detailed address information

(rounding).



Can result in identification of an
individual when combined with date of
birth and gender.

Entails a risk of allowing access to a

principal.

Hf

Vehicle name

TR IS Sy
Vehicle
identification

number

QRIS

EATPAESEH BE L OMEEICX

D AAADEFEIZ D72 D A EEMEN
H5,

Can result in identification of an
individual when combined with address

and date of birth, etc.

(RALSEIZ & > TRERER L 18

i)

(Considered to be unnecessary

information for the receiver.)

Efhkr) [y b—) Fo#fE
AT A —ICEEHR D,

(—fxft)
Replace with vehicle categories, such as

"high-end car" and "compact car"

(generalization).
EREIR Y 5, (HEEIER)

Delete entirely (deletion by category).

[ii] History information
ERSA

Date and time

(including minutes

and seconds)

FERE - FEJE
Latitude/longitude

FEM 7R R A & LB U D0
T, HADEEEIC ORI D ATHEMEN
D,

Combination of detailed time
information and location information can
result in identification of an individual.
BB DAL EFHRIZEE SN T,
B M55 2 R E S D ATREMEDS
D,

Location of home, workplace, etc. can
be identified based on location

information during the night and day.

139

B & HIBR L.,
)

Delete second data and replace with minute

STHALICES A S, (U

data (rounding).

FTERH L B LTV D S D —
HPHOFEEE - RRENFHRZHIRT 5. 5
WL ETTBRAAD BRI TR R OVEATHE T
RO ORGE « REEETE A2 HIER 5,
(2 /VHIBR/ALSD)
Delete latitude/longitude information
concerning a certain distance from the
location at which the vehicle stays for a
certain period of time or longer. Otherwise,
delete the latitude/longitude information for

several minutes from the starting of running



1B A (FRIESEIZB W TARE R & 48
Road category i)
(Considered to be unnecessary

information for the receiver.)

HUH RFZ T &AL G H 2 & T, HI
Vehicle speed YA i DG K =1
N5,

Can restore deleted location information

when combined with time information.

ABSTEE 7 Z 7 (RASEIZIB W TARE R #H & 48
ABS activation flag &)
(Considered to be unnecessary

information for the receiver.)

@ MIBDOTFT—FDA A=

[iii] Processed Data

and for several minutes before the end of
running.
2EHIRT 5, (EHEHIBR)

Delete entirely (deletion by category).

- RRSE - REHEG A HIBRS D IpETHY O HL
HIEREHIBRT 2,
(LB

* Delete vehicle speed information in hours
for which latitude/longitude information is
deleted (deletion of cells).

« Lz 61X5r (~10km/h /10km/h
/20km/h /30km/h /40km/h /50km/hLL |) (2
BEEHZ D5, (L)

* Replace with six vehicle speed ranges
(below 10 km/h, 10km/h, 20km/h, 30km/h,
40km/h, 50km/h and above) (rounding).
EHHIRT 5, (HHEEIER)

Delete entirely (deletion by category).

FROEZEZICESHNTNLEINEZT—# 1, KERI21ID X 55,

Figure 7-21 shows data that has been processed based on the above approach.
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M#%7-21 BRNEOBBBET —F D2—RX 7y —R TR BMIEDT —F DA A—

Figure 7-21 Processed data in the use case of vehicle movement history data
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K722 Fu—T77—F (RE - BEFHR) SRIBBBEE (NITH)
Figure 7-22 Movement history indicated by the probe data (latitude/longitude information) (after

processing)

FRROa—2 7 =213 BEHEOBHERESZE ORD EO KRB < /NEJEO HEFHHCpE s 7
ATy TORHERENE LIebDTHLA, ZHLSOMEE LT, FlRIE, HJ7 a3 FlR
TSN 7SR D72 O ORFNIIE N L2V | PREREAEDS B BB OIEERR DL 2 O JE P O R PLE D 22k
HI7AE M A2 AT T 5 Z LIS K VIRROFT 77 » ORFHIIER L7205 Z LB EE S LD,

In the above use case, information is intended to be used for the development of retail store establishment plans and
analysis of product lineup based on vehicle movement history information and basic attribute information of car
owners. Said information can be also used for the examination of traffic accident reduction measures by local
governments, as well as the examination of new insurance plans by insurance companies, through analysis of
general trends in driving situation and surrounding situation.

O XD RGAITIE, FUECABSTEENE R, ERFN OFEMRERELE L T 55T, ROBEIERE
Tholeh) | MEFRPARNERTZYTNH-72VTLHIENEXLNLT2D, LFE& TR -T2 58T
XM LIPEESND,

While such cases would require detailed information on vehicle speed, ABS activation and road category, the travel
distance can become longer and location information may be unnecessary for certain areas. Therefore, policies for
processing would be different from the above for such cases.

BB, Kx—2Ar =23, HBHEOBEEREZH S bOTHLN, A~v— 74277 VETRESL
D NOBEEREZH O Haid, BEIOBROEE OHENE ) Z LE~DRENLELEZHNLD,

This use case discussed the handling of vehicle movement history information. When handling movement history
information of people obtained through smartphone apps, etc., consideration needs to be given to the difference in

the movement and speed of transportation.
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7.3 BAFIABREDEH]

7.3 Examples of Power Consumption History Information

ENEIZBWT, 200N RIICKEDO S IFHICA~— N A —F —%E AT 5 Z LM, 2014547124
HRIRE SN RV F—HARGHEOTH AR SN TR, A — M A—F =3y MU= 8fich
e EEEZ B L TURONTEREOBNEMREIRDIRET — 23, A%, EHFEEE, 77V 75—4
—. HEMS*'#— % —EIZB W THAS - FHSIN T Z e RBES D,

The Energy Basic Plan*!, which was approved by the Cabinet in April 2014, sets the goal of introducing a smart

meters to every household in Japan by the early 2020s. It is expected that household power consumption history

4

data will be obtained and accumulated by electricity companies, aggregators, HEMS servicers,** etc. through smart

meters and networked distribution boards, etc.

INHDOEBNFAT = Z 20T, BAEAANSY — 2 E 2 - BRI R EET RAA X A o—
NED LOREEE DRSFY | ATERERHEH 2B E 2 o~ —7 T 1 v 7SOk % 7 A O 720121 MR
ESNDHHEDOTHVL, FIZIX, BEHFEEFEIZONTHIMIHE S 5V T8 =Rt 7= oI EA M
TIFREAFR T DIRD L D Ra— Ay —ANBESND,

Such power consumption data is expected to be used for various purposes, including provision of specific advice on
energy saving based on the power consumption pattern, monitoring of children and elderly people living alone, and
marketing based on the estimation of life situation.** The following are examples of possible use cases where
electricity companies, etc. produce anonymously processed information for use for a purpose other than the original

purpose and provide it to a third party.

1) 2—R»F—2R

1) Use Case

HEMSEHFEENRAT 2EIFHRERICONT, BAMLEITo72 BT, BN TIHERO M
ZEM LT, FEA =D —FOREEEERET DL 0 I bDTH D, HEEFICBO T, FIE
RERK & S BOBFIRDL & DS AETR R 2 A VDI 24TV BEFRS, O L5 B -S0H7 3 i 0O B FE L F A
THZEPBESND,

In this use case, a HEMS management business operator anonymizes power consumption information, and
provides the processed information to another business operator, such as an electronics manufacturer, by utilizing

the framework of anonymously processed information. Said another business operator can analyze life styles based

40 http://www.enecho.meti.go.jp/category/others/basic_plan/pdf/140411.pdf
http://www.enecho.meti.go.jp/category/others/basic_plan/pdf/140411.pdf

41 http://www.enecho.meti.go.jp/category/others/basic_plan/pdf/140411.pdf
http://www.enecho.meti.go.jp/category/others/basic_plan/pdf/140411.pdf

42 Home Energy Management System.

Home Energy Management System.

B REE~=2T VP15,

METI Manual, P.15
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on the family structure and use status of home appliances and use the results for new product development and

advertisement strategy for existing products.

M#7-23 HEMSEHBEEE BRE T 5B NIARABERFRZEFRMT 22 —R T —ZADA A=

Figure 7-23 Use case where a HEMS management business operator provides power consumption history

information it retains to a third party

RA—RF—=2ZBWCUNLHR E R DT —2ty ME, OBERMET —# ROQENFHT—2 D 2
ALY WTNLBENEIDICL>TY 7 s T, ENFIT =205 b, HEEMHZEEIC
DONTIE, BFEORLERICHKE SN D= AF—FHll2 =y FTEHll S D EIREOZELIZHED N
T, B OFEOMEEHE L T2,

In this use case, the dataset that is subject to processing is comprised of two types of date: [i] customer attribute data;
and [ii] power consumption data. These two kinds of data are mutually linked by subscriber IDs. Among power
consumption data, assumed home appliance used refers to a kind of home appliance being used, which is assumed
based on changes in the amount of current measured by an energy measurement unit installed in the distribution

board at each household.
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X7 7-24 HEMSEHBXE N RA T HENFABBERIZBIT AT —F¥DLV AT U MM A=Y

Figure 7-24 Layout of data contained in power consumption history information retained by a HEMS

management business operator

2) BRTNEHFEL Y R 7RIS LIc BER R T EORE

2) Examination of Specific Processing Methods That Accommodate Matters and Risks That Need to Be
Considered

O FENABDHFROEE

[i] Categories of Information That Can Be Contained

#7241 R T T — 2ty M, ANBMERFHREBREEREICHOET D L. MERT23D X122 5,

Data shown in Figure 7-24 is categorized into personal attribute information and history information as described in

Figure 7-25.
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X#7-25 HEMSEHEEEPRETHIENFRABRBRERICBITI ST —FOL AT NPT v

Figure 7-25 Sample layout of data contained in power consumption history information retained by a HEMS

management business operator

@ EDINTINI§_&ED

[ii] How the Information Should Be Processed

RA—R7—ATL, STOBEIRIET — A TFEMME B BOFIRE S S N TND, Fo, BIFEFHRICZS
W, EAFIHENFEMICHIE TEL2 LI, ZORHEOHEBR O HL CWORELHEETHIED
ARELR S TN, ZIHDIE R AN DR EIZ DN AIREMEITN A G/ RZ— DT TA /R —IT
BHOL LR ETHRTEH FTREMED S DT | THOICARLE LA TF MO N L2 5 EMNEHLL,

In this use case, the original customer attribute data contains housing information and family information. In addition,
the history information allows for the determination of detailed power consumption data and asumption of home
appliance being used based on changes in power consumption. Such information not only may result in the
identification of an individual, but also entails a risk that information related to privacy, such as life patterns, can be

estimated based on such information. Information should be processed with these issues in mind.
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CEPNETER )

[Personal attribute information]

<AESEAF RO B>

<Handling of housing information>

Ra—2r — A ZBITHEFRE BRI, EERS (TR T/~rvay) | i L, SR DR TS, Bl T

A —Fy MEBIZIE, BB~ v a BICOWT, T #Ea#E T 5 I EEH i —r
HEDDDe LTeR> T, —RKINICAE G IZAF TELHDE M THY | FE DN DHN 7R AT RENEN B

2720, —EOIEREHIBRLIZO DT T DB R B D, KR, i LA IER AR O G I LD RrEY AT 73

BWERESNDIZD  ZNODIFHRIZ OV THDDTENEELL,

The housing information in this use case is comprised of housing category (house/apartment), year of completion of

construction, and total floor space. Some housing information services, etc. provide such information concerning

rental properties and condominium apartments on the Internet. Therefore, since such information can be readily

accessed by the public and can result in the identification of a specific individual, the information needs to be partially

deleted or rounded. In particular, year of completion of construction and floor space should be rounded, as the

combination of these two types of information entails a high identification risk.

<FEIRNE O B>

<Handling of family information>

FIEN I FIED N OFKIERE D D> TD, HEMSE B EZDMAA 757 — 2123 (EA (R
F) DFEARBHEITINA T AEFTPEEICE T HHR B TN 52800 FIEFHREZNLDIFREDHEEND
A NDFFEICEDLZEBESND,

The family information is comprised of the number of family members and family structure. The data held by the
HEMS management business operator contains information on the basic attribute information of the residents
(representatives), address and housing information. The combination of these types of information and family
information can lead to the identification of an individual.

L7z3o T FIRFEHRICOWTE, AR - EEIFROMN LESWSE AR5, X 7T B
L DFEDINTZRG T HDIEBERLY,

Therefore, the processing of family information should be considered, such as replacement with brackets, taking into

account the level of processing of basic attribute information, address and housing information.

[ PR A e ]

[History information]

<FE RO B>

<Handling of power consumption information>

BIORMEIZOWTIE, ZOFHEOHERB )G IR  gtE R AL T - NEFE D LIRS —0 | FIfE
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FREHETE T DZELINFRE T D, L DOHEERS KD A TIXEHITRFE DE A DA T DRNDIRNEE 2 HID
3, FRICEEE R EOHER (LR - sE R 23T — 2 2y BN OO N E R TRER THH%E) N RLILDH D
IZOWTINEZATIZENEELY, BOGLIN TFEEL TR, I, La—FAKROHIBRDIE), BREE27E
BINROENDIrOT =2 HIBRT 2508 E 261D,

It is possible to estimate family structure and life patterns, such as waking time and bed time and presence and
absence at home, based on changes in power consumption. Although the results of such estimation do not
immediately result in the identification of a specific individual, information that contain particularly outstanding
changes in power consumption (such as waking time and bed time being idiosyncratic when compared with other
people contained in the dataset) should be processed. Possible processing methods include deletion of records and

deletion of data in the part where outstanding difference is observed.

<HEEFEHFEE>

<Assumed home appliance used>

Ka—2 =BT EHFIHET —2I2MA T, EIREBICE SO TSI CW DL HEEBEDO T LD
FRBAHEE L TD, FEEDE R DR E DM AR T2 ZITNEEL Z 2 50703, BRI L5
BOM RSN EDOBIEFER N ROND5B1E, TINbat A RN D ATEAZ AV EDRF RIS
T AEANDFFEIZ DRI DG GO RESID, TDIIRGEITIE, ZDOLa—RARZHIRTHIENEELL,
In addition to power consumption data, use status of each home appliance used is assumed based on the current
waveform in this use case. While it is considered to be difficult to identify a specific individual based on the use
status of home appliances, outstanding difference from other people in relation to power consumption and use status
of home appliances may result in the identification of an individual due to the idiosyncrasy of life style, etc. that can
be assumed based on such information. In such case, it is advisable to delete such information itself.

LLEDOAR D=2 —AZBIT DB E IO TOM LOF tEE LD HE ROEIITRD,

Policies for the processing of each category of information in this case described above can be summarized as follows.

X#7-26 BHFIRABBEOL—R 7 —RIZB1F 5N TH

Figure 7-26 Examples of processing for the use case of power consumption history information

HH BrEShDIRY EFELVINT

Category Potential risks Preferred processing

OfE N B A

[i] Personal attribute information

FHIEID NESCONBAEEEHIDELTOM  &EHIERT %, HOWITRIDIZE
Contractor ID RBAZALTERY, ZoIDAEAEL  ZHix D, (FHEHIER)

TEANDFEEIZ D235 AT EENEDY  Delete entirely or replace with
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K4

Name

R

Telephone number

PRI
Gender

AFEHH
Date of birth

o,

Functions as IDs for internal
distributed management and can
result in identification of an
individual.

HUR T NERFE TED,

This information alone can identify

an individual.

KRNEERZLRBRIZHDOE W TH
D AMDFEE THIEL TN
REMEDS IV,

Flo . RNTT 7 BATEDY AR
B,

This information is closely related
to the principal and is likely to have
been collected by other business
operators, as well.

ERT U T) AEEH L
DOIMEFIZID, B ADFFEIZS
IR REVED DD,

Can result in identification of an
individual when combined with
address (residence area), date of

birth, etc.

FEFTCMERI S DR EEIZHD,
N DB 723D AT REME D
%o

o A THLGEIE, Th
WZEDE N DFFEIZD727D3% W HE
PED DD,

Can result in identification of an

149

temporary IDs (deletion by

category).

EHBHIER %,

(S H HIER)

Delete entirely (deletion by
category).

EHHIERT S,

(IE H HIER)

Delete entirely (deletion by

category).

K —ATiE A B EEFTO
INTAZXORFS L PR EROA
MDD T2 L7220,

In this use case, identifiability is
addressed by processing
information on date of birth and
address. Gender information is not
to be processed from the viewpoint
of its usefulness.

FRD6IX Sy (~20£/30f/401%
150f%/601 /70 ~) ICIES X
2o

(AD/hyTa—F 4 7)

Replace with six age groups (below
30 years old, 30s, 40s, 50s, 60s, 70

years old and above) (rounding,



Tk A
Job category

e
Address

EfE (%R TAF)
Housing (year of completion of

construction)

(EJE ORImf)

Housing (floor space)

individual when combined with
address, gender, etc.

Information concerning extremely
old age can result in identification
of an individual.

DIRVRFRIZ DU TUE, (ERTE
DIFREDOHEFIZID, HAD
FEENZ DR D ATREME D B D,
Rare job categories may result in
identification of an individual when
combined with other information,
including address.

AAEH BRMEREOMEEITEY
HNZRFE TEDYAZ 385,
Fo RANCT 7 BATEDYAIHR
D,

Entails a risk of identification when
combined with date of birth and
gender.

Entails a risk of allowing access to
a principal.

JEER) T SER EREE DAL A
(ZED EFTDORFENCDIRDD ]
REMEDND D,

Address can be identified when
combined with residence area and

floor area.

JEETIT | EEFEH O A
0 (FEFTOE B D7D AT RE
PERH S,

Can result in identification of

150

top-coding).

DIRWIRRRIZ OV T, T2
FICEEZHZ D, (L)

Replace rare job categories with
such descriptions as "others"

(rounding).

7 X BN O AE2 N G A HTBR
%o (FLD)

Delete information on
municipalities and more detailed

address information (rounding).

TR HLEBIT, 5Ky
(SEFAM /5~ 104/10~ 154F/15~
204204 L) ) ICE SRR D, (L
)

Convert to age of housing and
replace with five ranges (below 5
years, 5-10 years, 10-15 years, 15-
20 years, 20 years and above)
(rounding).

41X 53 (20 nf AHti/20~40 11 /40~
80ni/80ni LA 1) ICEEHEZ D, (L
)

Replace with four ranges (smaller



E/IN "

Number of family members

F IR

Family structure

QI

[ii] History information

address when combined with
residence area and age of the
housing.

RANBDOFIRIZEE DB, A
ANDFFED AIREMEZ B DI T
D%,

Information on families whose
number of members is large may
increase the risk of identification of
an individual.
FIRNBCCAEFTE O E DO
BRITED, FEADEFEIZ D720
DA REMEN DD,

Can result in identification of an
individual when combined with
other information, such as number

of family members and address.

than 20 m?, 20-40 m?, 40-80 m?, 80

m? and above).

S AUNPYNEYNZYND S St
EEHZ D, (L)

Replaced with four groups
(one/two/three/four or more)

(rounding).

ARGy s, KIdD I, Bl %
DOfth) [ZEEHEZ D, (L)
Replace with four groups (living
alone, couple only, parents and

children, others) (rounding).

HRF
Date and time
C LR

Power consumption

HEREME N5

Assumed home appliance used

Ry R B A DIF R ED
MATIZED, AR EICS7
DD ATREME & D,

Combination of idiosyncratic
power consumption and other
information can result in
identification of an individual.
BRI BEEOMAEEENDRR
IRIETR AZA VDG TIN5
B AENDRFEI D723 A HE
P3N D,

Can result in identification of an

individual, if an idiosyncratic life

151

AR —ZTIIIT LR,

Not to be processed in this case
WD TR EWE ) i RO iz
HIER9 2,

(L= —FHIER/ 2V HIER)

Delete information on extremely
large power consumption (deletion

of records/deletion of cells).

N EBF R RB ROND AND
A HIER Y 2,

(La—RHIER)

Delete information that is
remarkably different from others

(deletion of records).



style, etc. can be determined from
the combination of this information
and power consumption

information.

@ MILEDT —FZDAA—Y
[iii] Processed Data
FROZBZFITEASWTINLEINTZT —ZIE, IRD LT D,

Figure 7-27 shows data that has been processed based on the above approach.

M#7-27 BARRBRO2—A 0 — BT DMLEDT —ZDAA—Y

Figure 7-27 Processed data in the use case of power consumption history information
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Conclusion

BRE Ok RREHMICISWNT, By 77 —2 L LTHAT 2H O kL o7 — 2 RER I
TWo, ZThbDT—=ZDOFTHRHIEREIRE LR OV TAR=Y T AT —=F L LTERENTT —
Zix, T— X OfEHENE - EfELE FRAELEWLOTH DL, —FH, TbIZ20 T, &R, 4%
ECHIFESM (RS BERFHEER) (2B T, BMAK#RE LTEMT N bDOR%E < 5 RIS
LTEDBLEH D WVIBED T T AN = A7 ~DOWFEEIA L < T8RN D, BELWFEHO
EY g ans, TRFEMOEE] LWORIER® 5,

Various data that can be used as useful big data is being accumulated in many fields in the private sector. Among
such data, those which have been linked and accumulated as personal data in combination with customer information,
etc. are highly reliable, accurate and useful. On the other hand, such information is often deemed as personal
information by the private sector (personal information handling business operators) from the legal perspective. As
business operators refrain from providing information to a third party from a legal perspective and avoid privacy-
related risks for their customers, approaches for desired information utilization are not shared, which adds to the issue

of "barriers to utilization."

AVEHIERIT, T E THIEABRRERS O L O Zh 2B & 2 - F3EE O B 18972 Bl £ e
Tl TATHLN, WERDIEICHESE, EAMTIEHROERTIEC O T HIEHFEIZRB W THEL
T Z EBEiFF SN TN D,

Accredited organizations have promoted the development of personal information protection policies and business
operators' voluntary efforts based on these policies. It is hoped that they will include production methods for

anonymously processed information in said policies, in accordance with the Act after the amendment.

AUR=MI, ZOLIBBHBEO T TR LN EDTHY , EMKD 5 WITFHELHREN
Fa#td 2 WITER B TN — IV E 2 RES D BICEAIN TIEROERTIEZ OV THE L T & XITE
MUY, FEENEZSZR L TEAMTHEREZERLIZY TS E LR T L2 HNE LIbO
ThH D,

This Report was compiled with such awareness as stated above. It is intended to help accredited organizations, trade
associations, etc. shaping provisions concerning production methods for anonymously processed information as they
formulate policies and industries' voluntary rules, etc. This Report is also intended to provide reference for business
operators that they can directly refer to when the produce anonymously processed information.

Fo, BEHERLFEEHEEF TV TE, A ZRE A PEAT O RS LI E 2 005 6 EAGRGE
FREH R OFES A TREMEFITINA T, BRI ED LD 2ffla EO X 5 RIAETM ISl vwont
W) ZEIZOWTHY T ZNELERE LY FREHEPLFEEHERICBIT 2O N 7F
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7T 4 RTOWTERBMINC AR - WHEL TS ZEbAHTHY . BMREINEE L THERZ D T
WS ZERHIFFEND,

In addition to personal information protection policies and industry's voluntary standards, etc., it would be also useful
if accredited organizations, trade associations, etc. could collect and communicate good examples that specifically
show types of information that need to be processed and proper processing methods for these types of information,
while publishing and sharing best practices of efforts at accredited organizations and trade associations across

industries. It is hoped that such efforts will be promoted under collaboration among relevant entities.

EAIMTAEROGEIL, FEAFREOT T A N —DRELFHR L Lz BT REEMICHEET 2 HH
PEDENN—=Y FNUT =2 OFE=FRILHISFIH L T2HE TH D, BIREEHE L TR
ik ZOHIEAE YL TR REFPMICRIFI SN D Z Lic kv HEREST — B 2FAE OE
MR Lo CLRII/A—Y T AT —Z OifEMEE S L, Bz e B — E A DAIIC S 72203 %
ZENHIRTEND,

The anonymously processed information system aims to provide useful personal data in the private sector to a third
party and to allow for the utilization of such data for a purpose other than the original purpose. As relevant entities
cooperate with each other in promoting their efforts and use of this system is promoted broadly in the private sector
in an appropriate manner, it is hoped that the safe distribution of personal data is promoted and new technologies and

services are created, while maintaining the confidence of consumers and service users.
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[BEH]

[Reference]

L EANTIERCBET 5T OME

I. Provisions of Laws Related to Anonymously Processed Information

11 EABBROREICEET DR (PR 15 FERE 57 5, WEESEMETR) (B

I-1 Act on the Protection of Personal Information (Act No. 57 of 2003; as of the time when the Amendment

Act fully entered into force) (excerpt)

(E#%
(Definition)
F2ok ZOERCBNT MEANG®R &3, EFTHENCETHERTH > T, ROFESOWTAN
ICHEET2HDEND,
Article2 (1) "Personal information" in this Act means that information relating to a living individual which
falls under any of each following item:
— UHERICEENDRA, AFEA R ZOMORRE OCF, K L < ITEMARE (B9 7K

(BN, MR REOMADIMFEI L > TERHT 5 2 &N TERVERZ WS, RIEFE2S
IZBWTRIL, ) TIELGRDREEZ VD, BISKE2HIB N TH L, ) ([CRi#is i, 7 L IFfdks
. XITHEFE, BfEE oo FiEd vtk Snic—toFEE (EAFNGFZER, ) 2o, BT
ML, ) ICRVFEDEANZMT L LN TELHD (MOFERERFHIRET L LN TE, T
WCEVEFEDEANEZHRNT D ENTELZEERDBDEET, )
(1) those containing a name, date of birth, or other descriptions etc. (meaning any and all matters (excluding an
individual identification code) stated, recorded or otherwise expressed using voice, movement or other methods in
a document, drawing or electromagnetic record (meaning a record kept in an electromagnetic form (meaning an
electronic, magnetic or other forms that cannot be recognized through the human senses; the same shall apply in the
succeeding paragraph, item (ii)); the same shall apply in Article 18, paragraph (2)); hereinafter the same) whereby a
specific individual can be identified (including those which can be readily collated with other information and
thereby identify a specific individual)
= EAFRIE SR EEND B D
(i) those containing an individual identification code
2 ZOEHICENT MEABRIST ) LiE, ROBZFONWTINTEE T LT, Fe. 5T Ofh
DFFFDIH, BFTEDLHDZEN I,
(2) An "individual identification code" in this Act means those prescribed by cabinet order which are any
character, letter, number, symbol or other codes falling under any of each following item.
— FFEDEANDHARD—H DR 2 A EREO NS D72 OB L1207, R, LT Off
DFF T Th->T, BEFEDFEANZHTHZLNTEDLHD

(1) those able to identify a specific individual that are a character, letter, number, symbol or other codes into
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which a bodily partial feature of the specific individual has been converted in order to be provided for use by
computers

RN S N D BB ORI L <UHMEANICHRZE SN D OBEAICBEI LEI D B THiL, UIMEA
IZFATSND A — REOMOBFC IS v, L ITBERA TR X sy, Fo. i
ZOMDFFEFTH-> T, ZOFMPER L ITWAEUIRITEZ T HE T LITERZRLIbDLERD LI
FOHTHI, FTFHI ., B LLITRERESND Z LI X0 FrEDOFIPEL L IFHEAE UIFIT
EZTLEEWHTHENTELHD

(i) those character, letter, number, symbol or other codes which are assigned in regard to the use of services
provided to an individual or to the purchase of goods sold to an individual, or which are stated or
electromagnetically recorded in a card or other document issued to an individual so as to be able to identify a
specific user or purchaser, or recipient of issuance by having made the said codes differently assigned or, stated or
recoded for the said user or purchaser, or recipient of issuance

5 ZOERICEWNT MEAFRIRFEREE] L, MABRT - N—2F2FEOMICHL TWD
Frvo, L, RTBIT5Ez2ER<,

(5) A "personal information handling business operator" in this Act means a person providing a personal
information database etc. for use in business; however, excluding a person set forth in the following;

— E O

(1) a central government organization;

= MG ASEHIR

(i) alocal government;

= MSIATEAENSE MSIATBAENEORA T L ENERORGEICE T Hik8 CERISHIEHRS59)
FR2REVEITHE T D2 MSATBHENE Z\VW D, UFFELE, )

(i) an incorporated administrative agency etc. (meaning an independent administrative agency etc. prescribed in
Article 2, paragraph (1) of the Act on the Protection of Personal Information Held by Incorporated Administrative
Agencies (Act No. 59 of 2003); hereinafter the same);

PO HOGAMSATEE N (MOGMSZATBOENTE  CERISTIERTE1087) H255 LRICBUE T 2 5 MAsreT
BOENZ WD, LTREC, )

(iv) alocal incorporated administrative agency (meaning a local incorporated administrative agency prescribed in
Article 2, paragraph (1) of the Local Incorporated Administrative Agencies Act (Act No. 118 of 2003); hereinafter
the same);

8 ZDIEBEIZBWTEAEFRIZOWNT TRA) &iE, EAFRIC L - THA S D REE O AN Z 0

D

(8) A "principal" in relation to personal information in this Act means a specific individual identifiable by
personal information.

9 ZOEHICEWT TEANTIE®R LiE, ROBZFITHT 2ENERO X3 U THEAFITE
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D HHEE ZH L TRIEDEANZ#NT 2 Z LN TETRNE D ICHEAFRZINT L THELN LA
HIEFM T T, BEEAEREETT DI ENTERVESICLELDEN D,

(9) "Anonymously processed information" in this Act means information relating to an individual that can be
produced from processing personal information so as neither to be able to identify a specific individual by taking
action prescribed in each following item in accordance with the divisions of personal information set forth in each
said item nor to be able to restore the personal information.

— WIEFE SIS T D EAEHR Y EAERICE ENLSREFEO Mz T 5 2 & (U0
R FEZEITLT DI LDOTELRAMEZA LARWHEC L VOB FEICEES MR 52 L2GTe, )
(i) personal information falling under paragraph (1), item (i); Deleting a part of descriptions etc. contained in the
said personal information (including replacing the said part of descriptions etc. with other descriptions etc. using a
method with no regularity that can restore the said part of descriptions etc.)

TOBIEE SIS AT D AR G RICE N AR SO HIRT S 2 & (S
NGRS T 52 L DOTELORAMEZA LARWHEIC L VMoK FICEES ML 25
2. )o

(i) personal information falling under paragraph (1), item (ii); Deleting all individual identification codes
contained in the said personal information (including replacing the said individual identification codes with other
descriptions etc. using a method with no regularity that can restore the said personal identification codes)

10 ZOEFCENT MEAMLERIREES | L3, BEAMTERzGLEROEEWTH -

T, BEDEAMLIEHREZ B FIEEREZ MO THRET L2 ENTED LI ITERIITHERL L2 DZD
AP EDEA M TIERE B TRET 2N TEDL LI ITERRINTHER LD L LTERTED D
b EEORFIHICEWT EAMTHERT —F_X—2%] L), ) zHEOMEL TV HEL
W, L, BIESZICBT 5 E 2R

(10) An "anonymously processed information handling business operator" in this Act means a person who
provides for use in business a collective body of information comprising anonymously processed information
which has been systematically organized so as to be able to search using a computer for specific anonymously
processed information or similar others prescribed by cabinet order as systematically organized so as to be able to
search easily for specific anonymously processed information (referred to as an "anonymously processed
information database etc." in Article 36, paragraph (1)). However, a person set forth in each item of paragraph (5)

is excluded.

(FEA I TG R O 1R
(Production etc. of Anonymously Processed Information)
365 AR PERFRES T, EAMTHR (EAMTHERT — 2 N— 22T 5 b OITRD,
UTHELC, ) 21T 2 & i3, FFEDEANZEIIT 5 Z & O DIERICHW DB ANEHREZEITTT 5
TLENTERVE DT DB ER LD L LTEAERKGEZBSHAITED 2 EEICHE, 2%
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EAER AT L2R2T TR 6720,

Article 36 (1) A personal information handling business operator shall, when producing anonymously
processed information (limited to those constituting anonymously processed information database etc.; hereinafter
the same), process personal information in accordance with standards prescribed by rules of the Personal
Information Protection Commission as those necessary to make it impossible to identify a specific individual and
restore the personal information used for the production.

2 ENEREREET L, EAMTERA R L & &1, T OERIZHWIZEAE® HHIBR L7
FLIR S M OV NGB 53 N RTEOHE IS & VAT 7 LOFEICE T D FROTR A WAL 572
OIZHEEL S O & LT AERIREZ BB TED 2 B 2D OEROLEEH DI D
B 25 U e b 7gwy,

(2) A personal information handling business operator, when having produced anonymously processed
information, shall, in accordance with standards prescribed by rules of the Personal Information Protection
Commission as those necessary to prevent the leakage of information relating to those descriptions etc. and
individual identification codes deleted from personal information used to produce the anonymously processed
information, and information relating to a processing method carried out pursuant to the provisions of the preceding
paragraph, take action for the security control of such information.

3 EATERIRFER T, BEANTEREER L L X, FAERREZESHIAITED D LA
2R, YEEAITERICEENDEANCEAT2HEROEE ZAR LRITITR 720,

(3) A personal information handling business operator, when having produced anonymously processed
information, shall, pursuant to rules of the Personal Information Protection Commission, disclose to the public the
categories of information relating to an individual contained in the anonymously processed information.

4 BTG SR A 1T, AN A WA 1ER U TRz I T A 55 =8 2Rt 9 5 & &3, @
NERREZBSHAITED DL ZAICEY, HHENTD, FEF IR ShD2EAINMTERICEEN
HENIZET B IEROEE K OFE ORMED TFIEZONWTART D & L HiT, Yk &Ik LT, ¥
AR DIE P ELA M TERTH D F2PR LRTIER DR,

(4) A personal information handling business operator, when having produced anonymously processed
information and providing the anonymously processed information to a third party, shall, pursuant to rules of the
Personal Information Protection Commission, in advance disclose to the public the categories of information
concerning an individual contained in anonymously processed information to be provided to a third party and its
providing method, and state to the third party explicitly to the effect that the information being provided is
anonymously processed information.

5 EATEHRERFER T, BEANTEREZER L CH O YZELIN THE®RZ B #5122 7> T,
BHZEAIN TIEROERIC AW SN\ AFRITIR D AN ZRHT 27201, BREEA N LIF R 2o
fHER & A LTI b 7220,

(5) A personal information handling business operator shall, when having produced anonymously processed

158



information and making itself handle the anonymously processed information, not collate the said anonymously
processed information with other information in order to identify a principal concerned with personal information
used to produce the said anonymously processed information.

6 fENERBHRFET L, EANMTEREER L & &1k, YEELA N TEROLZLERDTZDITN
BTG RHGE . MRLEA N LG MO VERR T O oD Bl MBI 2 w0 D JLBEZ O fth o> 24 3% P40 N 1
TEMOBER RN Z MR T D12 OICKERITELZH L U, 220, BEHBEONEEZAELTLHL %
DIRTFIUTIR B2,

(6) A personal information handling business operator shall, when having produced anonymously processed
information, strive to take itself necessary and appropriate action for the security control of the anonymously
processed information and necessary action for ensuring the proper handling of the anonymously processed
information such as dealing with a complaint about the handling, including producing, of the said anonymously

processed information, and strive to disclose to the public the contents of such action taken.

(FEA N TG o FEft)
(Provision of Anonymously Processed Information)
H375% EAMTIE SRR FREA L, EANTHE® (B ofAERZMT LU TERLIZL D 2R, L
TZOHEICBWTHL, ) ZH =R 2 & &3, FABRREZESHITEDD & ZAICK
D, oMU, FFIZRMIESINDEAIN LIERICE ENDBEANIET 2EHROEE K OEOREED
THEZOWTAERT DL L BT, BEFE=HIIK LT, YRR ERPEA N THERTHLE %
BZR L2 7 b7,
Article 37 An anonymously processed information handling business operator, when providing anonymously
processed information (excluding those which it produced itself by processing personal information; hereinafter the
same in this Section) to a third party, shall, pursuant to rules of the Personal Information Protection Commission, in
advance disclose to the public the categories of personal information contained in anonymously processed
information to be provided to a third party and state to the third party explicitly to the effect that the provided

information is anonymously processed information.

(AT 2 DEEIE)

(Prohibition against the Act of Identifying)

385 EAMTIE MR FHEL T, EAMTHERZ Y 51287 -> T, SEEA I TR O ER
WS EATEBRIZAR D ARNERBAT D720, MR AE @ SHIER S 7ot %3 L <EA
AR L <UEEB36RFEIHEOHEIZ X VITON TN LOIEICET H1Fma s L. T Ei%EA
INTIEHRZ M ofFHR & BE L TIR B2,

Article 38 An anonymously processed information handling business operator, shall, in handling anonymously

processed information, neither acquire information relating to those descriptions etc. or individual identification
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codes deleted from the personal information and information relating to a processing method carried out pursuant
to the provisions of Article 36, paragraph (1), nor collate the said anonymously processed information with other
information in order to identify a principal concerned with personal information used to produce the anonymously

processed information.

(L REHRES)
(Security Control Action etc.)
3958 BEAMTIE MR FEE T, EAMN RO LEEHEO 2O EP-OEY) 2 &, EA 0T
TER O BARN MBI 2 1515 O ALER 2 O Ao FEA I TAE RO B E 22 Bl O 2 R 5 72 O I B A i %
HOiE L, 220, YEHEONELART DL OBDRITIUTZR B0,
Article 39  An anonymously processed information handling business operator shall strive to take itself necessary
and appropriate action for the security control of anonymously processed information and necessary action to
ensure the proper handling of anonymously processed information such as dealing with a complaint about the
handling of anonymously processed information, and shall strive to disclose to the public the contents of such

action taken.

12 EANBEHROREICRET AEEBEITS CER 15 FEAE 507 B, WEESHEBITR) Gk
I-2 Cabinet Order to Enforce the Act on the Protection of Personal Information (Cabinet Order No. 507 of

2003; as of the time when the Amendment Act fully entered into force) (excerpt)
(BEAMTREWT — 52— R )

(Anonymously Processed Information Database etc.)

56 5 EH 2 &WIVHOB A TED D bDIE, ZHICEENDEAMLIEHRZ —EDOHANUE > THE
Y52 LI LV REDOEAMTHREEHZIRFET D52 LN TE D LI ITHRIIITHERL L7 fF 0%
BYMTHH-T, BIR, R ZOMBBERGICTDLDDLDEATLHDEZN I,

Article 6 Those prescribed by cabinet order under Article 2, paragraph (10) of the Act mean a collective body of

information including a table of contents, index or similar others to facilitate search of information that has been
systemically organized by arranging anonymously processed information contained in the database etc. according

to a certain rule that enables specified anonymously processed information to be readily searched for.

13 EABHROREICEEY 2 EEMATHAN (R 28 EE N ERAREEBHRANE 3 5) Gk

I-3 Enforcement Rules for the Act on the Protection of Personal Information (Rules of the Personal

Information Protection Commission No. 3 of 2016) (excerpt)
(FEAIN TIEROAER D I BT BT 5 HE)
(Standards in the methods of producing anonymously processed information)

FH19%% EFIRFIVHOHENFRFEZAEIFANTED L EAET, KO LBV L5,
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Article 19  Standards prescribed by rules of the Personal Information Protection Commission under Article 36,
paragraph (1) of the Act shall be as follows.

— EAFRICEENDFEDBEANETRT H 2 LN TEDFRBFEORIM UL —HMEHIRT L2 L (4
FZER I —IOFERELE LT H 2 LD TE ORAMZA LRWHIEIC L VoL EICES RS
ZEEAED. )

(1) deleting a whole or part of those descriptions etc. which can identify a specific individual contained in
personal information (including replacing such descriptions etc. with other descriptions etc. using a method with no
regularity that can restore the whole or part of descriptions etc.)

ZAEAERICE ENDEABAIF S ORI AHIRT S Z L (AEIEAFEN S 2 E T o D TE
LHAMEZ A LR WHIEZ IV MOFLREICE S 52 25T, ) .

(i) deleting all individual identification codes contained in personal information (including replacing such codes
with other descriptions etc. using a method with no regularity that can restore the individual identification codes)
= EAAEHRE SR AT BRI E 25 U SO ERE AT 255 (BUCE A @Bk g s
(CRBWTHY 5 M EISER T 2512 R 5, ) ZHIBRT D 2L (MEMFEEETTLHILDT
EOBAMEEA L2 HEIC K0 SR%E NG & SR E RIS E 23 U TR O EMAER T 5
CEDPTERVHRICESBADLZ LE2ET, ) o

(i) deleting those codes (limited to those codes linking mutually plural information being actually handled by a
personal information handling business operator) which link personal information and information obtained by
having taken measures against the personal information (including replacing the said codes with those other codes
which cannot link the said personal information and information obtained by having taken measures against the
said personal information using a method with no regularity that can restore the said codes)

M0 FPRZRFERFEAHIERT 2 2 & (YRR LA FELZE LT D 2 LT HHAMEERA LRWITikIC
K OMOFERFICES D L 2T, ) o

(iv) deleting idiosyncratic descriptions etc. (including replacing such descriptions etc. with other descriptions etc.
using a method with no regularity that can restore the idiosyncratic descriptions etc.)

T TSI HET DHE O EAFRICE EN 500N & SR EANERE SOEANERT — 2 ~—
AT MO AERICE FNDERE L OERZOMOYFFENERT — X X—AEOWE %
BRL., ZOMREEE X TR ZRBEEZH#T D 2 L,

(v) besides action set forth in each preceding item, taking appropriate action based on the results from
considering the attribute etc. of personal information database etc. such as a difference between descriptions etc.
contained in personal information and descriptions etc. contained in other personal information constituting the

personal information database etc. that encompass the said personal information

OGBS G HUT AR 5 2 428 P E 0D JLYE)
(Standards in the security control action concerning processing method etc. related information)
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F205% HEHEIOSRFBLHDOENFREZBE B TED 2 EAEDT, KO LBV LT 5,

Article 20  Standards prescribed by rules of the Personal Information Protection Commission under Article 36,
paragraph (2) of the Act shall be as follows.

— INTHEFEE SR (BN TAFHROVERUZ T B NG H 2> B HIBR U 72 Feik 55 K OME A GBI 51 O
IZIEH365 1 HOMEIZ X VT M T.OFEICBET 2 1EH (ZOFHE AV CYREE A2 T
THZENTEDLHLDILRD, ) 09, LFZOFRIZBWTHL, ) 20 #5HEOHERKOELZ
PRI ED D Z L,

(1) defining clearly the authority and responsibility of a person handling anonymously processed information
(information relating to those descriptions etc. and individual identification codes which were deleted from
personal information used to produce anonymously processed information and information relating to a processing
method carried out pursuant to the provisions of Article 36, paragraph (1) (limited to those which can restore the
personal information by use of such relating information); the same applies hereinafter in this Article).
ZONTIHEFNE O RN 2 B 28R 0 U, SRS » TN T IESE S A @ b2 i
DD L LbIiT, ZOEHFWDRTUZ DWW TR 2TV, £ ORERICE S T B FH % M 5 12D IS B H
EEHT O L.

(i) establishing rules and procedures on the handling of processing method etc. related information, handling
appropriately processing method etc. related information in accordance with the rules and procedures, evaluating
the handling situation, and based on such evaluation results, taking necessary action to seek improvement

= IMEHEFEEREZ R RO EYL22MERE A L2WEIC K DI HEFEHE RO AN ZPIET 5720
(SO R B 2T D 2 &

(ii1) taking necessary and appropriate action to prevent a person with no legitimate authority to handle processing

method etc. related information from handling the processing method etc. related information

CEPNEEIEIEIE = = g Y2 IR eI E S b S PRARAC

(Public disclosure by a personal information handling business operator when producing anonymously processed
information)

2155 1EH36RE SHOMEIC L 2 aRIE, BEAMTEREIER L%, Bk, 12—y D
A OMOEE 72T IEC L VITO bD LT D,

Article 21 (1) Public disclosure pursuant to the provisions of Article 36, paragraph (3) of the Act shall, without
delay after anonymously processed information has been produced, be made by utilizing the Internet or other
appropriate method.

2 ENEREBRFEEEDMOFEIERDIE FEE OEFCE % T CEANTERZER LG E1X, Y%
LD A1 AR AR T 2N ML EA I SIS S S D NICBE T 2 1E WO B 2 BRI HE T 2 5k
CEVAERTDHLDOLT D, ZOHRITBN TR, YEARE b o THME GBI FEH 7S Y%
HEALLIZbDLRRT,
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(2) In cases where a personal information handling business operator entrusted by another personal information
handling business operator has produced anonymously processed information, the said other personal information
handling business operator shall disclose the categories of information relating to an individual contained in the
anonymously processed information by a method prescribed in the preceding paragraph. In such cases, it shall be
deemed that the public disclosure of the said categories has been made by the said entrusted personal information

handling business operator.

CEPNEEIEIEIE = S g YY) IR L e xS NS ST RAR/A )
(Public Disclosure etc. by a personal information handling business operator when providing anonymously processed
information to a third party)
F225% VEF36FFE AHDOBUEIC L D RAFKIT, A 2 —xy FOFMEOMOBEE 2 FTIEZLVITI D
15,
Article 22 (1) Public disclosure pursuant to the provisions of Article 36, paragraph (4) of the Act shall be made
by utilizing the Internet or other appropriate method.
2 {EH365F AHOBEIC X DHRIT, B A — NV ERET 2 EXITER % R 5 5k OO
IRFEICLVIT I b D LT 5,
(2) An explicit statement pursuant to the provisions of Article 36, paragraph (4) of the Act shall be given by sending

an e-mail, delivering a written document or employing other appropriate method.

(FEA N TGS EAR S 31T & 5 EA N LG MO 5 =R IR 1T 2 AFKE)
(Public Disclosure etc. by an Anonymously Processed Information Handling Business Operator when Providing
Anonymously Processed Information to a Third Party)
235 BISRFEIHOBEIL, EFITROBEIC LD B/RITHOVTHERT 5,
Article 23 (1) The provisions of the preceding Article, paragraph (1) shall apply mutatis mutandis to public
disclosure pursuant to the provisions of Article 37 of the Act.
2 RISRFE2HEOBEIX, EEITROBEIC L DIIRICOWTHERT 2,
(2) The provisions of the preceding Article, paragraph (2) shall apply mutatis mutandis to an explicit statement

pursuant to the provisions of Article 37 of the Act.
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Il N=YFNT—F DEXHINT 2K 5 5 OBh[A

II. Trends Concerning the Anonymization of Personal Data Overseas

ZIZTE RAEICRBT 2= Y T NT =2 RT T A N — I DB R S OB O b RRI
BEAMTRICOWTERY o TWD LR — MEEZENT 5,

Below, reports, etc. from other countries, which focus on anonymization** among other trends concerning legislation

and discussions regarding personal data and privacy.

-1 KEIZB T HEIR

I1-1 Trends in the United States

KETIRHEANT =2 B 2 UfENRIEEPHE S TR LT, [0 2 & I@AT — % DERWIC
BT 2EENBESN TV D, ZOMEBISEOERLE LTI, TERRBROMEAIERME & A EEICE T
Lkt (HIPPAY) | [REAF L T4 0T T4 —1R#1E]  (COPPA®) b5,

The Unites States does not have any comprehensive law on personal data. Instead, laws regulating the handling of
personal data are provided for each field. Such field-specific laws include HIPPA* and COPPA 4

N7 — 2 OEAITICE L TE, FEEEEICIT D NALE - IR 22T 208 B 2 B - BB 2 Kk E
HIH G Z B2 (FTC*) A3, “Protecting Consumer Privacy in an Era of Rapid Change™ &9 % A F LD L
R—bF (FICAZ v 7 LR =) Z20R2FCEITLTEBY, ZOPTHEAT —ZOEAMIT (de-
identification) (ZDOWTHlAL TV IEA, ENZEEYEETIIZEET (NIST#) 23, “De-identification of Personal
Information™® & W\ 5 B A7 —Z OEA M TIZET 2 LA —F (NISTLAR— R) 22015410 I2AF LT
Wo,

The FTC,* which monitors and supervises unfair and deceptive acts and practices in commercial activities, issued
a report on personal data anonymization titled "Protecting Consumer Privacy in an Era of Rapid Change"*® (FTC
Staff Report) in 2012. This report refers to the "de-identification" of personal information. In addition, the NIST#

also issued a report on anonymization of personal data titled "De-identification of Personal Information">® (NIST

LT T 5 LR — M TIE, “anonymisation” & V9 SHEMNH VSTV B E D & "de-identification” & V9 SHE
BRTVDHDLENH LN, ALAR— MIBWTE EAML] LWHIRBTHR—T 5L L bl FHFlEE T, Hnbh
TWHEREZRT I L LT D,

Some of the reports, etc. appearing in Chapter II use the term "anonymization" and others use the term "de-identification." In this
report, the term that is used in the relevant report is used.

4 Health Insurance Portability and Accountability Act.

Health Insurance Portability and Accountability Act.

46 Children's Online Privacy Protection Rule.

Children's Online Privacy Protection Rule.

47 Federal Trade Commission.

Federal Trade Commission.

48 hittps://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businesses-policymakers
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businesses-policymakers

49 National Institute of Standards and Technologies.

National Institute of Standards and Technologies.

30 http://nvlpubs.nist.gov/nistpubs/ir/201 5/NIST.IR.8053.pdf

http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf
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Report) in October 2015.

Tz, EROEESEICR L L7 & LT, “Guidance Regarding Methods of De-identification of Protected
Health Information in Accordance with the Health Insurance Portability and Accountability Act™0 &\ 5 A K5
A > (HIPAATA FZA ) BEITSNTND,

In addition, guidelines that focus on the medical field as stated above were issued under the title of " Guidance
Regarding Methods of De-identification of Protected Health Information in Accordance with the Health Insurance

Portability and Accountability Act.">!

MI-1-1 FIC 2 ¥ vy 7L AR— b (2012 4E 3 H)

II-1-1 FTC Staff Report (March 2012)

FTCA Y v ZIZLDFEHERLA— MI, QT TA N — N - FTHA 2 QIEEH ORI S 1L,
@7 — % DFEHIWEDHER, LW I3ODBLENG, FEFICH L TLR— DT T 7T 4 A2 7ATE)
2RI L LB, TITANRNV—BRNEDIZDDREZTIONR L R>TWVD,

The FTC Staff Report encourages business operators to act in accordance with the practices shown in the report, and

provides recommendations for the formulation of privacy policies, from the three perspectives of [i] privacy by design,
[ii] simplification of consumer choice, and [iii] transparency of data practices.

LR— M TRESND 7 L= LT =73, FEOHER TN L TRHEIICHEM TR T — X 258 L L
TV, FELADPIOOHELHE L TVDHEAITIE, €07 =23 THHIISERTETIIRN) bo L
LT, ZL—b U= ORABNTHD L LTND, £D 3 ODOHEIL,

@O GEN 7 BEA N TALHE (de-identification) %179 Z &,

Q@ BEANLINT—#&2HE LNl Licox, AlcaIy 7528,

@ EAMLINTT =2 2 =FIRMET 5 L &3, HEFE AL 2T RA 2R TS5 2
&

THY, WOWDDHFTCIEML HIFHINTND LD TH %,

The framework proposed in the report covers data that can be reasonably linked to a specific consumer. If a
business operator has taken the following three measures, the data is deemed as data that "cannot be reasonably
linked to" a specific consumer and thus does not fall under the scope of the framework.

[i] To carry out de-identification in a reasonable manner

[ii] To publicly commit to refraining from re-identifying de-identified data

[iii]] When providing de-identified data to a third party, to prohibit the act of re-identification by said third party
under a contract

The above are also called FTC's three requirements.

FRiZ, 22 DB HOWT, FEHED ZNOER LcSa . FICITREANG I ZBRIEESKTHIESh

1 https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/coveredentities/De-identification/hhs_deid guidance.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/coveredentities/De-identification/hhs_deid guidance.pdf
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TV IRARIE - BKIRHAT 2 (128722 & LT, SiLEATAIT L TEEFE RS R FHIEe DO RE
EITH LM TED,

If a business operator has violated the second requirement, the FTC can seek injunction against said violating act
and claim civil fines as such violating act constitutes an "unfair or deceptive act" prohibited under Section 5 of the

Federal Trade Commission Act.

II-1-2 NIST A& — k(20154510 A)

II-1-2 NIST Report (October 2015)

ZDOVUR— ME, ITEHEBCHERFE# A (advocacy group) | AFZEEZEZ xS E Lz, EANEHROEL
JNT. (de-identification) (2R3 25 mACHERICOWTOMEEZ E LD D, BEMIZIE, 7—%
HHET NV EAIMLOT 7n—F L REAREA N TFE, BRI OEAIN T T 2 FaRH, bk
Y 27 OFHEFEFEZONWTREA L TWD, 72720, 2O LAR— bAEA NN Tom bR 72 B4
IMTT =Y ZDZOWTHERS DM EM T OO TRV E bR SN TN D,

The NIST Report provides an overview of terms and issues to be considered in relation to the de-identification of
personal information for government organizations, advocacy groups, researchers, etc. Specifically, it explains data
sharing models, approaches for de-identification and major de-identification methods, evaluation of field-based de-
identification, estimation of re-identification risk, etc. However, the NIST Report also clearly states that it does not
make recommendations regarding the appropriateness of de-identification or specific de-identification algorithms.
EANMTIZOWTIE, AT —XIZ oW TCEHZ#5] T (Direct Identifier) & ¥ 51 (Quasi-Identifier) %
NENIZONWT, ROL IR TNLFTREZLERL TN D,

The report states that de-identification should be carried out by processing direct identifiers and quasi-identifiers in

personal data in the following manner.

(1) EEHENT
(1) Direct identifiers
BRI ORI & LT R4 HESRIEE 5B A—AT RLAZZTTERY | BRI FI2 OV TE,
HIBRE L<IZT7 o L RMEFICESMA DLERH D L LTVD,
Direct identifiers include names, social security numbers, and email addresses. Direct identifiers need to be removed

or replaced with random values, etc.

(2) [EEGRA7 (SweeneylZ X 25 L OHFHICTIrX, £EFH B, BEE S, HRIO3 D0 R 1274
Y9HLLTND)
(2) Quasi-identifiers (in an example of an article by Sweeney, date of birth, telephone number, and sex fall under the
category of quasi-identifiers)

FIEEHO 713, RO OIDICHETH Y 7T —2ty OGRS LEET L2 80 b, Fadl ) X
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JEDONRNTUAICEBRELTTORERH DL E L TWD, MEHEMNFOMTAEE LT, HIBR
(Suppression) . —f%{t. (Generalization) . #&#) (Perturbation) ., AV v &> 7 (Swapping) . 7%
7'V 7 (Sub-sampling) (Z2OWTHIRT D E L HIZ, EmamiK & MalinfIZ L5 ELA M TO1LAT v 7
DNT BT LTS,
Since quasi-identifiers are important for analyses that are to be performed later and they also affect the usefulness of
a dataset, the report states that the processing of quasi-identifiers should be carried out with careful consideration to
balance the risk of re-identification with the utility gained by their inclusion. Processing methods for quasi-identifiers
include suppression, generalization, perturbation, swapping, sub-sampling. The report also covers 11 de-

identification steps proposed by Emam and Malin.

% D%, “De-ldentifying Government Datasets” (NIST SP800-188) D 1Ist K7 7 M 3201658 HIZ, 2u:a KT 7
RR20164F 12 HICAB STV D, AR, # A M EBY | KEBINOFTAT 5 /35— F AT — 2 %%f
S & L7EANTL (de-identification) ([ZBT 204 FT A4 Th Y, ZOWNKIL, NISTLAR— b & HEAK
(TSR L 7= BT, BAMLOHNF AR 2P A b (AEEORERLY 27 O, ZHEE) 2, E
AINLTOEAIAT » FIZHONT, L0 BRE 2T 7 —F ka2 R LIZRNE L > T D,

Subsequently, the first draft of "De-Identifying Government Datasets" (NIST SP800-188) was issued in August 2016,
and the second draft was issued in December 2016. As expressed in the title, this document provides guidelines for
de-identification of personal data held by the Federal Government. Based on the NIST Report, this document provides
more specific approaches to the governance and management of de-identification (determination of goals, estimation

of risks, education, etc.) and technical steps for de-identification.

1I-1-3 HIPAA A 54 (20124 11 H)

1I-1-3 HIPAA Guidelines (November 2012)

ZOHA T4 3 HIPAAIEDOBERRR Th 2 5L (VAT T T asg Z ~)VA T T iE#RtE o 5
—. EFERERES) X8RI, HIPAAT 7 A Ny —)L— VICHE SN 5 ERIEHROEL M T (De-
identification) FEMEZVE - T 72O D HFIEIZEA L T, QAR TIHHATHILOTH S,

For entities covered by the HIPAA (health care providers, health care clearinghouses, health plans) these Guidelines

explain how they can fulfill the de-identification requirements for health information, which are prescribed the
HIPAA Privacy Rules, in the form of Q&A.

HIPAAT T A Ny — /b= VZBWTIE, BEAMNMTS 2 Z LI XV IERBIOMEN & 7e D Z L 3SR
ESNTEBY, TOEAMLOIEREL LTRO ZS5%%F T 5,

The HIPAA Privacy Rules clearly provides that de-identified data becomes outside of the scope of legal regulation.

The following two items are listed as standards for de-identification.

(1) HEMFIZXDHE (Expert Determination)
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(1) Expert determination

FEA TN T 72 8 ORI D> DB FH) 22 BB T 2 Fniky & 2 NSRBI D U A 73 L THEWE D
W2 T LcEmafet o2 L

A person with knowledge of statistical and scientific principles and methods for rendering information not
individually identifiable submits a document to the effect that he/she determined that the re-identification risk is very

small.

(2) -&—7,n—s3— (Safe Harbor)
(2) Safe harbor
KA oM X 5y, BaEE 5%, 18D F 2 IR 2 2 & R USHRFFEF IIARNZHBHT D72 D3k
AR 22N &
18 identifiers, including names, geographic subdivisions, and telephone numbers are removed and the covered entity
does not have actual knowledge to identify an individual.
HIPAAT A R T A 3 3R L 22> TRV | HANTHIPAAT T A /N2 —L— V21T 5 EA N LI B
TOMEDMDN - Ttk EAMLOLERE (EMFIC L 2HER T =T N—3—) TLIZQ&AL L
NERFH L TS, B, FMRICX 2 HEICET 2Q&ATIE, FMFIZ X D5kHI D A 7 D 5 ik
T T —F HEEPFIRERZZ NS TS, £, B—T7 " —"—ZBT HQ&ATIL, HlI
B L2 T T2 S 2 WEROTFE SN D EHRN ED X 5 iFWm5E, M fiishTnd,
The HIPAA Guidelines consist of three parts. Following explanation on provisions of the HIPAA Privacy Rules
related to de-identification, Q&A are given for individual de-identification criteria (expert determination and safe
harbor). Q&A concerning expert determination is explained with illustrations of identification risk estimation
methods and approaches used by experts. Q&A on safe harbor provides explanation on detailed matters, such as

information that needs to be removed and information that is allowed to be maintained.

-2 BRMIZI T 28

II-2 Trends in Europe

BRI T — 2 LR fa 5 ORI (26) TiE, 77— EED HIFRFH TE VL) ICEA N LTSN T — 22>
WTIHERBI ORI TH 5 Z ENHRR SN TEY | 20184Ei1T FED k7T — 7 fri#fiH] (GDPR®)
IZHENTH, FROLHA STV D,

Section (26) of the preamble of EU Data Protection Directive clearly states that the regulation does not apply to data
rendered anonymous in such a way that the data is no longer identifiable. Statements to the same effect are also seen
in the GDPR™ that is scheduled to enter into force in 2018.

EIANT — & OEAMTIZE LT, H95REEHS2IC L 5 4 ¥ =4 2 “Opinion 05/2014 on Anonymisation

32 General Data Protection Regulation.
General Data Protection Regulation.
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Techniques™ & | HEDEH = I v ¥ a F—FF K (1CO*) 12X 5 LA — K “Anonymisation : managing data
protection risk code of practice™373 & %,

Documents related to the anonymization of personal data include an opinion by the Article 29 Data Protection
Working Party 3 titled "Opinion 05/2014 on Anonymisation Techniques" >> and a report by ICO titled

"Anonymisation: managing data protection risk code of practice."°

1-2-1 329 REEHC L oA =AY (201444 H)

II-2-1 Opinion by the Article 29 Data Protection Working Party (April 2014)

ZoFE=F T, AL TE 200K, FHICHWONDHHW LB FEREEE L
AT D L SN TVD, HiNEST L 2L 2E AT, HoWHRUTHIMNATE RN LETE
RO2HbOTIH L WHNZN DT Ra A NEPOEHIREAEL AR RO LMD Z LIZn D,

This Opinion states that whether an individual can be identified is to be determined, taking into account all the means
likely reasonably to be used. In light of the fact that technologies are constantly evolving, the Opinion does not
require information to be non-identifiable in any setting. Instead, it required companies to anonymize information to
a reasonable level based on a good balance between anonymization effort and costs.

Fio, BFOEAMLTFECHONT, ZOZRLMAZHNT LD THY . HEFEIZHONT, () D
BANZ 70 T 0 MARED, (i) & DAY S L= — B e aED, (i) fFd oA
FRLTOD EHEEWRED Y, &V I 3ODBIRN DS MEZONWTHESNTND HDTH D,

This Opinion also analyzes the effects and limitations of existing anonymization methods. Each method is
evaluated from the viewpoint of robustness based on the following three criteria: [i] is it still possible to single out
an individual, [ii] is it still possible to link records relating to an individual, and [iii] can information be inferred
concerning an individual?

FFEOFEIE, KO XD IT> TS (VA7 ORFELFIT 560 THY | AL TE 20 %
D HDOTEARNY,

Each method was evaluated as follows (this evaluation estimates the existence of risks and does not analyze whether

anonymity is secured).

33 https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf
https://ico.org.uk/media/for-organisations/documents/106 1/anonymisation-code.pdf

5% Article 29 Data Protection Working Party. BT — & RS E 29 RICE SN THE SN D, BAT — % OHEIRO IR
LIENORHECET 2IMEMBETH Y (5529 &% 1 H) . AIEH IS > TERIRS IS E O E O R REH D720
2, UEHEOHAZ G H 5w HMBERIC O W THREFEAITOMRE AT D (30 554 1 H),

Article 29 Data Protection Working Party is a working party on the protection of individuals with regard to the processing of personal
data, set up under Article 29 of the EU Data Protection Directive, which has advisory status (Article 29, paragraph (1)). It examines
any question covering the application of the national measures adopted under this Directive in order to contribute to the uniform
application of such measures (Article 30, paragraph (1)).

35 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf

36 https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf
https://ico.org.uk/media/for-organisations/documents/106 1 /anonymisation-code.pdf
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REIN—1 BAMTFEICRBIT 2ERF & &R

Figure II-1 Advantages and disadvantages of anonymization methods

T Fi% YUINT YRRy HEY RS HE) 2r
Processing method Single out risk Linkage risk Inference risk
(& 2le o) ol HY
Pseudonymisation Yes Yes Yes

J A XA HY fEu (A

Noise addition Yes Low risk Low risk
Bz (AU v ) ol o4 &
Permutation (swapping) Yes Yes Low risk
LR/ k -FEA1L L %)) oR))
Aggregation/k-anonymity No Yes Yes

-2 k1L 7L ol R
I-diversity No Yes Low risk
FERNT T AN — &R v fEv
Differential privacy Low risk Low risk Low risk
Ny vafb/ =740 HY ol R
Hashing/t-closeness Yes Yes Low risk

FE=Ar TR, [EANMLFEIZENENRD - BB EEL, &b 57—y MT#EM TR
IREARIRDRT A= Z T 5 Z LITARARETHY . T —R « A « F—=ATEZRDHNE] Ll
J72bET ROEOBRT T 7T 4 A —fikime LTHESRET 2 & & biT, WIRAVEFEZEFHE  (contextual
elements) K OVEEffT 35 (technical elements) (Z2WTH, KL TWV5D,

The Opinion concludes as follows: "each [anonymization] technique has its advantages and disadvantages. In most
cases it is not possible to give minimum recommendations for parameters to use as each dataset needs to be
considered on a case-by-case basis." It recommends the following practices as general ideas, while also referring to
contextual elements and technical elements.

T — 2 EBE (data controller) (X, “Y U —R « 7 U R+« 74 —7y N7 7a—FICELT, EHM
CHLWY 27 OFFERERFEY A7 ORE LR, B LTV U A7 0ay ha—A R\ +5Tho e
Al L CRHETIE LTRSS, FEITOLENH L Z &

+ Data controllers should not rely on the “release and forget” approach. Data controllers should identify new risks
and re-evaluate the residual risks regularly, and assess whether the controls for identified risks suffice and adjust

accordingly.
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BAEVAZO—HE LT, 7—%%y NOMTAE I TWRWERSS ORI ATREMEZ B E T 25 2
Eo
+ As part of such residual risks, data controllers should take into account the identification potential of the non-

anonymized portion of a dataset.

11-2-2 EEICO LAR—F (20124 11 H)

11-2-2 U.K. ICO Report (November 2012)

ZOVR— ME, REICBTAEAT —Z OEAMTL.O-HOEREREHE LT, AT —ZZELMNT
THEEST BT =T Bl Y R 75, AT AFEZONTIRRTND HDTh D, FHFIC
LD VAR —=FEWI JIE, FICLAR— FRARL A — F EREROMEMIT TH D, LA— MIBWT, RO
£ O REAMLOBRF 71— RSN TND,

As practical guidelines for anonymization of personal data in the United Kingdom, this report explains the meaning

and advantages of anonymization, estimation of re-identification risk, governance, etc. This report is in the same
position as the FTC Report and this Report in that they are all published by the secretariat. The ICO Report also

shows the anonymization process as follows.
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HERI-2 BATF—F 2O FD LI ITARTHIIPOKRHF 7 a—

Figure II-2 Deciding when and how to release anonymized data

Yes - Is personal data involved?
Individuals can be identified
from the data. If it's not clear, you should consider:

e is it reasonably likely that an
individual can be identified from those
data and from other data?

If the DPA prevents you from * what other data are available, either
disclosing personal data, to the public or to researchers or other
you will need to consider organizations?

whether the information can * how and why could your data be

be anonymized. linked to other datasets?

Establish a process for ensuring an adequate level of anonymization.

Factors to take into account include:

o the likelihood of re-identification being attempted;

o the likelihood the reidentification would be successful;

» the anonymization techniques which are available to use; and

» the quality of the data after anonymization has taken place and whether this
will meet the needs of the organization using the anonymized information.

Test the data according to your level of acceptable risk.
You should document this process, for example as part of a PIA.

Is the data still reasonably likely to allow an individual to be identified?

If it is not possible to reduce
the risk of identification to an
acceptable level, do not publish
unless the processing complies
with the DPA and other
relevant law.

Yes -

There is still an unacceptable level
of risk of identification. Consider
making further adjustments and
retesting the data.

Fo, VR—FOfERE LT, BANMLOr —ARE2T 4 LEAIN LFEZOWTOMRNAHEINT
b\éo
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In addition, Annexes contain case study on anonymization and explanation of anonymization

methods.

1I-3 ZDMOBNE

II-3 Trends in Other Regions

31 2—A+7V7

I1-3-1 Australia

A=A R ZVTIZBNTIE, 2012FWEDT T A N —EIC LY REHM & a5 i3t L Ci
SNHA—=AFT VT TTANT—FH] (APP) WO bDnH Y, TOJFAIO—> L LT [fEA N
E4PE (anonymity and pseudonymity) | (APP2) 23&% %,

In Australia, the Privacy Amendment (Enhancing Privacy Protection) Act 2012 provides APP>7 that commonly
apply to the private sector and public sector. One of these principles is "anonymity and pseudonymity" (APP2).
ZDAPPZEWTIE, RN, APPIEHSR ORI LT, @Al L& 5 ginid, Bk
FORDDZENTED] Lan, MADFEEEEFECERTLHZILDOTELA T v a L THENS
NTWD, 72720, sk e L TEAMIRBRAERENR TRVNGEFICON T, Y%A 7 a v %
R T D MER RN L HFBO BN TVD

APP2 provides that "individuals must have the option of not identifying themselves, or of using a pseudonym,
when dealing with an APP entity in relation to a particular matter." Anonymization is provided as an option that
individuals can request to business operators. However, it is also provided that said option is not required to be
provided if anonymization or pseudonymization is impracticable.

Fo, 2014F4 7121, A—A MU TER=I v a F—FHERIC . “Privacy business resource 4:
De-identification of data and information” &\ 9 L'AN— AR I LTV 5D,

In addition, the Office of the Australian Information Commissioner published a report titled "Privacy business
resource 4: De-identification of data and information" in April 2014.

ZOLVR=MIEBNTIE, ME#RS, BIFPEAZHIITE D, HDWITEBMICHENTE 2RE T2
W AT, T4 (de-identification) Eiv7z) & LTEYH, TOHWEEL LT, =X b, [N
S FERME, BB ORABREFT BN TN D, ok, EAMLIOFEL LTE, KRO2ODAT v
MEEH SN TWD

The report states that "personal information is ‘de-identified’ if the information is no longer about an identifiable

vy

individual or an individual who is reasonably identifiable." It also states that whether information has been
effectively de-identified can be determined based on the cost, difficulty, practicality and likelihood of re-

identification. The following two steps are listed as an anonymization method:

O K4, Fr. EFH BEOE NGEAI T (personal identifier) ZHIFR$ 5 Z &

57 Australian Privacy Principles.
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[i] removing personal identifiers, such as an individual’s name, address, date of birth or other identifying
information, and

@ B LWL =— 7 I OME I L0 FE QA ORBNZIT2 72208 0 B D IFHIC OV T,
HIBRAE L IXE#T 2 2 &

[ii] removing or altering other information that may allow an individual to be identified, for example, because of a
rare characteristic of the individual, or a combination of unique or remarkable characteristics that enable

identification.

11-3-2 #[E

I1-3-2 South Korea

FEE TR, F BT ORI S 7 — 2 OF A OEEMEN D, 20164E6 12, 6HE DO &R THEAT —
2 DEAINT (de-identification) (BT 54 A FT A 8% AKX L TWD,

In South Korea, six agencies’® jointly published guidelines®® on de-identification in June 2016, in light of the
importance of data utilization in line with the development of information technologies.

ZOTA RTAAZBNTE, EAMTIZONWT, OFFiEa—, QEAMTAE, @MTo ok
DOFl, OFFBIGIEDOT- DD T v —T v 7 « XV AL hDADD T = — XTI L T 5,

In these Guidelines, de-identification is explained in four phases, namely [i] ex ante review, [ii] de-identification,
[iii] evaluation of the adequacy of processing, and [iv] follow-up management for preventing re-identification.
EA M LOXGR L e D @GR e LT, MADRE (R, 4, (BT, R BRRmgLFE) | &k
PR (IR, (KE, Bof, 2RGCES) | EAEHR B BRI IAL~LEE) | R
Tk (CERcd . B BBRE, B5e%) | SFEmIcEI R (7 yX— v 7 A A 77
AR T GPST—2%) | FhEHHR (FEECFILEICET 5 1F®R, BEREAE) FERfRanT
Wo,

Attribute information subject to de-identification include attribute of an individual (sex, age, address, religion,
taste, etc.), physical characteristics (blood type, weight, eye color, medical records, etc.), credit information (tax
payment, credit rating, income level, etc.), background information (name of school, major, work experience, place
of work, etc.), information relating to electronic media (cookie, log-in time and date, access log, GPS data, etc.),
and family information (information concerning spouse and children, legal representative, etc.)

Flo. MLO+F5MEDFEIZ SV TIE, SMBOHEMFIT X o Tk-[E4 MR- AR ORE T4 v
TRHmAM TS Z & &SN TND,

8 EBTHRE, THRERE. BABEERS. 2MERS. RFAERIAE. RIEEALET,
Office for Government Policy Coordination, Ministry of the Interior, Korea Communications Commission, Financial Services
Commission, Ministry of Science, ICT and Future Planning, and Ministry of Health and Welfare
%9 Guidelines for De-identification of Personal Data.
(https://www.privacy.go.kr/cmm/fms/FileDown.do?atchFileld=FILE _000000000827254&fileSn=0)
Guidelines for De-identification of Personal Data.
(https://www.privacy.go.kr/cmm/fms/FileDown.do?atchFileId=FILE_000000000827254&fileSn=0)
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The adequacy of processing is to be evaluated by external experts using k-anonymity and I-diversity.

11-3-3 ERRFIE

I1-3-3 International Standards

TEANEWST T A S —ORGEITE LT, BB EbITo TR Y, KERZR b D E LT, “ISOIEC
29100 Privacy Framework”<>“ISO/IEC 27018 Code of practice for protection of personally identifiable information
(PII) in public clouds acting as PII processors” %723 &% %, EA M TITEI L Tlk, “ISO/IEC 20889 Privacy
enhancing data de-identification techniques” (ISO/IEC 20889) & LT, ML O#Eim2s ST 5%,

The establishment of international standards is also promoted in relation to the protection of personal information
and privacy. Major examples of such standards are "ISO/IEC 29100 Privacy Framework" and "ISO/IEC 27018 Code
of practice for protection of personally identifiable information (PII) in public clouds acting as PII processors." The
standardization of anonymization is discussed in relation to "ISO/IEC 20889 Privacy enhancing data de-identification

techniques" (ISO/IEC 20889).6°

ISO/IEC 208891%, 77 A /" —iifbiifly (PET) O—E& LT, 77— DEAIL (de-identification) (2
EkTLHHLDOTHD, BARIIZIE, Bl Y 2 7 IZRRANIHHLT 5 72 OIIRRBUTIS U2 EA I T F
EOBRRPLETHY | BEAMTIHRD HFEEERT 5 & &I, FIs CEA N TFEO S,
Akl Y A 7 AR D1 TEEYE  (applicability) IZ DWW THE LT 2 2 L2 HEE LTV 5,

ISO/IEC 20889 refers to de-identification of data as part of PET.®! Specifically, it aims to define terms concerning
de-identification, categorize de-identification methods according to their characteristics, and clarify the applicability
of reduction of re-identification risk, as it is necessary to choose a de-identification method that suits the situation to
effectively address re-identification risks.

72%3, “anonymization” &2 UN‘anonymous data”{Z- DV NTld, BEIZEEEHIAE & LTSz LTV HISO/IEC 29100
“Privacy Framework“|Z3 W\ T, IRO X HITER I TV D,

ISO/IEC 20889 "Privacy Framework," which has already been established as international standards, provides
definition of the terms "anonymization" and "anonymous data" as follows.

anonymization:

process by which personally identifiable information (PII) is irreversibly altered in such a way that a PII principal
can no longer be identified directly or indirectly, either by the PII controller alone or in collaboration with any other
party

anonymous data:

data that has been produced as the output of a personally identifiable information anonymization process

602017 4 1 AWERC, ZERASE (Committee Draft) % THEA TV,
A Committee Draft has already been formulated as of January 2017.

61 privacy enhancing techniques.

Privacy enhancing techniques.
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