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The European Data Protection Board

BRINT — & R,

Having regard to Article 70 (1)) and (1e) of the Regulation 2016/679/EU of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal

data and on the free movement of such data, and repealing Directive 95/46/EC,

AT — & OB EBEET 2 BRADREICET 5. KO, 207 =2 OBHBRBEICET S,
WONZ, H575 95/46/EC % BE 19 2 FRINGE 2 i OB 22 0> 2016 4F- 4 A 27 H O #HI 2016/679/EU D

FT05% (1)) KU (le) ([Z#E7x,

HAS ADOPTED FOLLOWING GUIDELINES:
TROHA FT7A4 ZBIR LT

1. GENERAL

This document seeks to provide guidance as to the application of Article 49 of the General Data Protection
Regulation (GDPR)* on derogations in the context of transfers of personal data to third countries.
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The document builds on the previous work? done by the Working Party of EU Data Protection Authorities
established under Article 29 of the Data Protection Directive (the WP29) which is taken over by the European
Data Protection Board (EDPB) regarding central questions raised by the application of derogations in the
context of transfers of personal data to third countries. This document will be reviewed and if necessary
updated, based on the practical experience gained through the application of the GDPR.
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L REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation).
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2 Article 29 Working Party, Working Document on a common interpretation of Article 26(1) of Directive 95/46/EC of 24
October 1995, November 25,2005 (WP114)
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When applying Article 49 one must bear in mind that according to Article 44 the data exporter transferring
personal data to third countries or international organizations must also meet the conditions of the other
provisions of the GDPR. Each processing activity must comply with the relevant data protection provisions,
in particular with Articles 5 and 6. Hence, a two-step test must be applied: first, a legal basis must apply to
the data processing as such together with all relevant provisions of the GDPR; and as a second step, the
provisions of Chapter VV must be complied with.
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Avrticle 49 (1) states that in the absence of an adequacy decision or of appropriate safeguards, a transfer or a
set of transfers of personal data to a third country or an international organization shall take place only under
certain conditions. At the same time, Article 44 requires all provisions in Chapter V to be applied in such a
way as to ensure that the level of protection of natural persons guaranteed by the GDPR is not undermined.
This also implies that recourse to the derogations of Article 49 should never lead to a situation where
fundamental rights might be breached.?
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The WP29, as predecessor of the EDPB, has long advocated as best practice a layered approach* to transfers
of considering first whether the third country provides an adequate level of protection and ensuring that the
exported data will be safeguarded in the third country. If the level of protection is not adequate in light of all
the circumstances, the data exporter should consider providing adequate safeguards. Hence, data exporters
should first endeavor possibilities to frame the transfer with one of the mechanisms included in Articles 45

and 46 GDPR, and only in their absence use the derogations provided in Article 49 (1).

3 Article 29 Working Party, WP 114, p.9, and Article 29 Working Party Working Document on surveillance of electronic
communications for intelligence and national security purposes (WP228), p.39.
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4 Article 29 Working Party, WP114, p.9
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Therefore, derogations under Article 49 are exemptions from the general principle that personal data may
only be transferred to third countries if an adequate level of protection is provided for in the third country or
if appropriate safeguards have been adduced and the data subjects enjoy enforceable and effective rights in
order to continue to benefit from their fundamental rights and safeguards.® Due to this fact and in accordance
with the principles inherent in European law,® the derogations must be interpreted restrictively so that the
exception does not become the rule.” This is also supported by the wording of the title of Article 49 which
states that derogations are to be used for specific situations (“Derogations for specific situations”).
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5 Recital 114
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6 Article 29 Working Party, WP114, p.7

o5 29 SeE3EH . WP114, p.7

7 See already Avrticle 29 Working Party, WP114, pg. 7. The European Court of Justice repeatedly underlined that “the protection
of the fundamental right to respect for private life at EU level requires that derogations from and limitations on the protection
of personal data should apply only in so far as is strictly necessary” (judgments of 16 December 2008, Satakunnan
Markkinapdrssi and Satamedia, C 73/07, paragraph 56; of 9 November 2010, Volker und Markus Schecke and Eifert, C 92/09
and C 93/09, paragraph 77; the Digital Rights judgment, paragraph 52, and of 6 October 2015, Schrems, C 362/14, paragraph
92, and of 21 December 2016, Tele2 Sverige AB, C 203/15, paragraph 96). See also report on the Additional Protocol to
Convention 108 on the control authorities and cross border flows of data, Article 2(2) (a), p.6 accessible at
https://www.coe.int/en/web/conventions/fulllist/-/conventions/treaty/181.1)
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When considering transferring personal data to third countries or international organizations, data exporters
should therefore favour solutions that provide data subjects with a guarantee that they will continue to benefit
from the fundamental rights and safeguards to which they are entitled as regards processing of their data once
this data has been transferred. As derogations do not provide adequate protection or appropriate safeguards
for the personal data transferred and as transfers based on a derogation are not required to have any kind of
prior authorisation from the supervisory authorities, transferring personal data to third countries on the basis
of derogations leads to increased risks for the rights and freedoms of the data subjects concerned.
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Data exporters should also be aware that, in the absence of an adequacy decision, Union or Member State
law may, for important reasons of public interest, expressly limit transfers of specific categories of personal
data to a third country or an international organization (Article 49 (5)).
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Occasional and not repetitive transfers

BROTHY, RENGDLOTRVWEER

The EDPB notes that the term “occasional” is used in recital 111 and the term *“not repetitive” is used in the
“compelling legitimate interests” derogation under Article 49 par. 1 8§2. These terms indicate that such
transfers may happen more than once, but not regularly, and would occur outside the regular course of actions,
for example, under random, unknown circumstances and within arbitrary time intervals. For example, a data
transfer that occurs regularly within a stable relationship between the data exporter and a certain data importer
can basically be deemed as systematic and repeated and can therefore not be considered occasional or not-
repetitive. Besides, a transfer will for example generally be considered to be non-occasional or repetitive
when the data importer is granted direct access to a database (e.g. via an interface to an IT-application) on a
general basis.
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Recital 111 differentiates among the derogations by expressly stating that the “contract” and the “legal claims”
derogations (Article 49 (1) subpar. 1 (b), (c) and (e)) shall be limited to “occasional” transfers, while such
limitation is absent from the *“explicit consent derogation”, the “important reasons of public interest
derogation”, the “vital interests derogation” and the “register derogation” pursuant to Article 49 (1) subpar.
1 (a), (d), (f) and, respectively, (g).
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Nonetheless, it has to be highlighted that even those derogations which are not expressly limited to
“occasional” or “not repetitive” transfers have to be interpreted in a way which does not contradict the very
nature of the derogations as being exceptions from the rule that personal data may not be transferred to a third
country unless the country provides for an adequate level of data protection or, alternatively, appropriate
safeguards are put in place.®
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Necessity test
WEPET X |

One overarching condition for the use of several derogations is that the data transfer has to be “necessary”
for a certain purpose. The necessity test should be applied to assess the possible use of the derogations of
Avrticles 49 (1) (b), (c), (d), (e) and (f). This test requires an evaluation by the data exporter in the EU of
whether a transfer of personal data can be considered necessary for the specific purpose of the derogation to
be used. For more information on the specific application of the necessity test in each of the concerned
derogations, please refer to the relevant sections below.
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Article 48 in relation to derogations

55 48 2 L HiA L DBEfR

The GDPR introduces a new provision in Article 48 that needs to be taken into account when considering
transfers of personal data. Article 48 and the corresponding recital 115 provide that decisions from third
country authorities, courts or tribunals are not in themselves legitimate grounds for data transfers to third
countries. Therefore, a transfer in response to a decision from third country authorities is in any case only
lawful, if in line with the conditions set out in Chapter V.°
GDPR T35 48 ki, AT —# OBEAMETT DBRICEE T 2L EOH LR BENFAS
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In situations where there is an international agreement, such as a mutual legal assistance treaty (MLAT), EU
companies should generally refuse direct requests and refer the requesting third country authority to existing
MLAT or agreement.
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This understanding also closely follows Article 44, which sets an overarching principle applying to all
provisions of Chapter V, in order to ensure that the level of protection of natural persons guaranteed by the
GDPR is not undermined.
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9 See Recital 115 sentence 4
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2. SPECIFIC INTERPRETATION OF THE PROVISIONS OF ARTICLE 49
2. 5 49 S DL E OE B AEIR

2.1 The data subject has explicitly consented to the proposed transfer, after having been
informed of the possible risks of such transfers for the data subject due to the absence of an

adequacy decision and appropriate safeguards - Article (49 (1) (2))
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The general conditions for consent to be considered as valid are defined in Articles 4 (11)%° and 7 of the
GDPR*, The WP29 provides guidance on these general conditions for consent in a separate document, which
is endorsed by the EDPB.*> These conditions also apply to consent in the context of Article 49 (1) (a).

However, there are specific, additional elements required for consent to be considered a valid legal ground
for international data transfers to third countries and international organizations as provided for in Article 49
(1) (a), and this document will focus on them.
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Therefore, this section (1) of the present guidelines shall be read in conjunction with the WP29 guidelines on
consent, endorsed by the EDPB, which provide a more detailed analysis on the interpretation of the general
conditions and criteria of consent under the GDPR.*2 It should also be noted that, according to Article 49 (3),
public authorities are not able to rely on this derogation in the exercise of their public powers.
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10 According to Article 4(11) of the GDPR, 'consent' of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her.
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1 Also recitals 32, 33, 42 and 43 give further guidance on consent

AISCES 32, 33, 2 KOV A3 HAFEIFICEAL TS 62 5E#HA2 R LT D,

12 See Article 29 Working Party Gmdellnes on Consent under Regulation 2016/679 (WP259)
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Avrticle 49 (1) (a) states that a transfer of personal data to a third country or an international organization may
be made in the absence of an adequacy decision pursuant to Article 45(3), or of appropriate safeguards
pursuant to Article 46, including binding corporate rules, on the condition that ‘the data subject has explicitly

consented to the proposed transfer,_after having been informed of the possible risks of such transfers for the

data subject due to the absence of an adequacy decision and appropriate safeguards’.
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2.1.1 Consent must be explicit
211  [FEZASRHTRITUE R B 28W0

According to Article 4 (11) of the GDPR, any consent should be freely given, specific, informed and
unambiguous. On this very last condition, Article 49 (1) (a) is stricter as it requires “explicit” consent. This
is also a new requirement in comparison to Article 26 (1) (a) of Directive 95/46/EC, which only required
“unambiguous” consent. The GDPR requires explicit consent in situations where particular data protection
risks may emerge, and so, a high individual level of control over personal data is required, as is the case for
the processing of special category data (Article 9 (2) (a)) and automated decisions (Article 22 (2) (c)). Such
particular risks also appear in the context of international data transfers.

GDPR % 4 % (11) IZEADTE, W sFES. BHEIZEA L, FFES., FANCHH 2%
7z ETithh, AR TIERWbL D LT RETHD, LI TVD, ZOF S L HKEDOFRME
WEALT, 495 (1) (@ T BRI RENKLEICRLZEINTEBY, H 45 (1) kv

HEIBITHLWSD L RS> TWD, FED IMHAETRY] bOTHL Z LT NRMEEL SNT
WIZFE4T 95/46/EC %5 26 2% (1) (a) LD L, HLWEMEN 1 Db o72& ) ZETHH %,
GDPR T. BIRMIRIENSLE L SND DL, 7 — RGBT 28B D U 27 HBFEAL 5 D4R
THY., LEN->T, FREEOT —2 Ok (38 9% (2) (@) PHEMLINRE (8
225 (2) (©) PBEADLE T, AT —=ZITHONTIEL, EWVKETHEANEES S 2 &R
LBINTWDZLIZRD, ZDOX I RT—2REICHT2RED Y X7 1%, EHEMRT — 2 B0
GEICBVWTHLRETLIHEDTH D,
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For further guidance on the requirement of explicit consent, and for the other applicable requirements needed
for consent to be considered valid, please refer to the WP29’s Guidelines on Consent which are endorsed by
the EDPB.%4

W RIEIE DO BEAEIZ DN TOREHZBE L CEDIZHELWERNIMLETH L5, RENGDE
R ZN DT OIZBERMOFZ LG BELIZ O T OIFMBLE TH 5355 1L, EDPB 23 &F LT
L 29 RMERRDRETA RTA L VeI 52 L,

2.1.2 Consent must be specific for the particular data transfer/set of transfers
212 REFEROT — 2B,/ —EHOBEAII K L TRIE SN2 b O TRITIEZ
5720y

One of the requirements of valid consent is that it must be specific. In order to constitute a valid ground for
a data transfer pursuant to Article 49 (1) (a), hence, consent needs to be specifically given for the particular
data transfer or set of transfers.
FEPANTHDLIODEMED 1 Did, THUNRESNIZbDTRIFNITR BN ETH D,
Fhz, FEN, #4955 1) @ [ZESWz, T2 B A7) & AR TIRILE 72 5121%,
&R DT — 2 B,/ —#HOBEIZX LT, FREPHBIZEX NI MNERND S,

The element “specific” in the definition of consent intends to ensure a degree of user control and transparency
for the data subject. This element is also closely linked with the requirement that consent should be
“informed”.

FEOERICBITS FFEINT) LWIHEEICIE, 7 —F KL T, —EREDO—Y—F
HEOEHMEZ R T 2L WO BRRH D, ZOBEHRIL, FEDN ol keRitsniz LT
Tohd] RETHD LW B LEREICEE L T\ 5,

Since consent must be specific, it is sometimes impossible to obtain the data subject’s prior consent for a
future transfer at the time of the collection of the data, e.g. if the occurrence and specific circumstances of a
transfer are not known at the time consent is requested, the impact on the data subject cannot be assessed. As
an example, an EU company collects its customers’ data for a specific purpose (delivery of goods) without
considering transferring this data, at that time, to a third party outside the EU. However, some years later, the
same company is acquired by a non-EU company which wishes to transfer the personal data of its customers
to another company outside the EU. In order for this transfer to be valid on the grounds of the consent
derogation, the data subject should give his/her consent for this specific transfer at the time when the transfer
is envisaged. Therefore, the consent provided at the time of the collection of the data by the EU company for
delivery purposes is not sufficient to justify the use of this derogation for the transfer of the personal data
outside the EU which is envisaged later.

14 1dem
AiEE
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FEIXRFESNZ O TRITFNER S RW D, T—F DIEETT I BRI, FEROBERD - 0HIC
T EERPOERNCFEBEZGTE EWVWI T L, RAREIZRDZ EndH D, BHlzIX, FEN
ROBITBRIZ, BEEAITO LW H 2L h, ZOREDRI G B RTIUX, 7 —F ERITK
THRBILRHE L X 2 e, —BlEREF5E, H5 EU REMMFEOBR (a4 OELE) T
BOT—REHEOLET5H, TOBEICIL EU BANOE =F 07— 252 Bind 52 L5252 T
TN Rdo7z, L LR UAEENEEER, JE EU REICEIR S, TOREITMEDEMAT —4
Z EU WA ORISHICBEET 5 2 & 28, ZOBERAREOFIMNIESHNTES R bD LD
7TeOIZiE, BESEE SNTEREE T, 77— EERBREOBIEICEEREZ 5 2 2 T Ude 5720,

Zhpx, EU BENESEEZ BN E LTT — X ZIUE LIRS TR OZFRE T, Z0%ICHE
E ST EU BN A~DOENT — ZBEACHOWT, 2B OB & EEE T 512, A0 Th
Do

Therefore, the data exporter must make sure to obtain specific consent before the transfer is put in place even
if this occurs after the collection of the data has been made. This requirement is also related to the necessity
for consent to be informed. It is possible to obtain the specific consent of a data subject prior to the transfer
and at the time of the collection of the personal data as long as this specific transfer is made known to the
data subject and the circumstances of the transfer do not change after the specific consent has been given by
the data subject. Therefore the data exporter must make sure that the requirements set out in section 1.3 below
are also complied with.

Liciio T, T4 BillE, 77— X OBIERT —FIELZE T LT2RIITOHETH->ThH,
T — B AT DANCAFE OB 2 MEFEICIG L 2T IR 6720, ZOEME, REN+5731C
HRARE SN ETITONORERH D E WD T L L HBRT 5, FEDBIENT —Z EIRIC
WHIE AL, o, BEDORIENT — ¥ ERIZE > THEZONZZ LBIORNBED L7200 R |
BT — % OB, 7 — % OIUERICT — % EERP O REDREZ G 2 DX ToH 5,
Fhwx, FT—4BiEmiE, Tk 7 var 13 [ORSNT-EHEZHEREIOYEST LT bk
[

2.1.3 Consent must be informed®® particularly as to the possible risks of the transfer
213 FEZ. FCBENA L L2V ZAZ7ICELT, +oicEmeits e
ETiITbnd b TRITFT R bR

This condition is particularly important since it reinforces and further specifies the general requirement of

“informed” consent as applicable to any consent and laid down in Art. 4 (11).'®As such, the general

15 The general transparency requirements of Articles 13 and 14 of the GDPR should also be complied with. For more
information see Guidelines on transparency under Regulation 2016/679 (WP 260)

GDPR % 13 K UV 14 SO —fRAVRBYIEEE G T NE TH D, FHELWIERIT. #H) 2016/679 IZHES < &
MBI 504 74~ (WP260) #2352 L,

16 See Article 29 Working Party Guidelines on Consent under Regulation 2016/679 (WP259)

BN 2016/679 (C HD < [AEICEAT 255 29 SofEEH A KT 4 2 (WP259) A&,
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requirement of “informed” consent, requires, in the case of consent as a lawful basis pursuant to Article 6(1)
(a) for a data transfer, that the data subject is properly informed in advance of the specific circumstances of
the transfer, (i.e. the data controller’s identity, the purpose of the transfer, the type of data, the existence of
the right to withdraw consent, the identity or the categories of recipients).’
ZOEMIE, THaicERERtIh ETiTbind ) REO—KIREMSE MR L. — Bk
IZT2HDTHH-T, FHCEETHD 8, ZO—RNQREMHT, HOWILFRENERTLHDOT
HY. FAG (1) ITHESKELDOTHD, HFH65K (1) (@) HEIE, FT—2BEmL LS T
LIPLE LTRIBEZHANWE S LT 25BN T, 20X RbDE LTO [+ F Rz et
SN ETiITong ) FEO—REHTRO LD b DIE, 7 — % EERPBIEO R E DRI
(Thbb, 7—2EHREOL T, BIEORK, 7— % OfMH, FEZHMIET 2HEMOFE, I
BEOHTXIFIAT AU —) IOV T, FANCEL FRERUET 22 THD Y,

In addition to this general requirement of “informed” consent, where personal data are transferred to a third
country under Article 49 (1) (a), this provision requires data subjects to be also informed of the specific risks
resulting from the fact that their data will be transferred to a country that does not provide adequate protection
and that no adequate safeguards aimed at providing protection for the data are being implemented. The
provision of this information is essential in order to enable the data subject to consent with full knowledge of
these specific facts of the transfer and therefore if it is not supplied, the derogation will not apply.
2o [HaiciEmaRitsn ETitbid ] REO—HRIELHICZ, AT —2 235 49 &
(1) (@ IZESWTE=ZFEIIBEINIGE. ZOREICENT, @MURREN G X by
E, ROT =% Off#Ex AR L LIo@ b R R E 2SR SR WEICT — 2 BB s &
IFEEIZL o THALLEENR Y A7 ICBE L TOFRS £7o7 — ¥ FIRICRIL SN D LERH D
EENTWVD, ZOFHRMRIESND Z LT, T EER NS DRFEDFERIZONT, +57
REEF ETREBETE X 2ICT 2 ETRAIRTH Y . 2OFEBEIESLIRWIEE, Flst
(ESTEIEIEY (AN

The information provided to data subjects in order to obtain consent for the transfer of their personal data to
third parties established in third countries should also specify all data recipients or categories of recipients,
all countries to which the personal data are being transferred to, that the consent is the lawful ground for the
transfer, and that the third country to which the data will be transferred does not provide for an adequate level
of data protection based on a European Commission decision.*® In addition, as mentioned above, information
has to be given as to the possible risks for the data subject arising from the absence of adequate protection in
the third country and the absence of appropriate safeguards. Such notice, which could be standardized, should
include for example information that in the third country there might not be a supervisory authority and/or

data processing principles and/or data subject rights might not be provided for in the third country.

17 Idem, page 13

AifEE. p.13

18 The last mentioned requirement also stems from the duty to inform the data subjects (Article 13(1)(f), Article 14(1)(e))
AR OEET, 7 —Z EERICERZRIET28E»684ET02 (135 (1) . 145 1) (o)
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BoECHER S HE = FHIMEHANT —F 2 BT D5 Z L IOV TORBEEZIGET 5720, 7—X
FRICBEMENDERICBN T, TXTOT— X BEHE UIRSEE OFER, KOMEAT —X D
B LR DT RTOEICHONWT, £7o, RENBEAEELE THRILE L2 Lo T, &
HIZ, T2 RBEISNLH _ERKINEBZOREICE S ook EDT — 2 R xR L
TWRNWZ EIZOWTH, FURENDHIRETHD 8, Mx T, Lo sBy, YZFE =Elicsn
THAREBER RSNV & ROE R RGEHEN R SN2Vl 7T— 2 FRIZH LT
FAELI DV AZICELT, F@afRfts i b, ZoERgti:, Eg Tt
Db LIRS il IR0 —ENCEE B R R O 4 L <R T — 2 BRJRRIRFE L2 &
WDV DD ENSFEEME, WO,/ UIT — & EEROHEFNYHE -ETHEX NN LD
D9 5EWS AR IR TERRIL SN2 & Th 5,

In the specific case where a transfer is performed after the collection of personal data from the data subject
has been made, the data exporter should inform the data subject of the transfer and of its risks before it takes
place so as to collect his explicit consent to the “proposed” transfer.

T =2 EENDENT — 2 PIE S T2 % TRENMTON D K 9 RFFEDFEFIZIBWTIE, 7—
ZRITIE TRE L7o) BIRICHT 5 RMEIE Z T — 2 TR 5700, 7 — 2 BT
AN, 7 — 2 ERICBERE 20 Y 27 T HEMEARIET RETH D,

As shown by the analysis above, the GDPR sets a high threshold for the use the derogation of consent. This
high threshold, combined with the fact that the consent provided by a data subject can be withdrawn at any
time, means that consent might prove not to be a feasible long term solution for transfers to third countries.
FROSHTTRLIZEF Y, GDPR Tk, FMEOHSNZHEAT HICHT-> T, mVEENZ TS
NTND, TOEWEERTFET D2 L1E, 72 EEPLEXONDFREBEIEFTW-OTHLHET S
TENTELLEVWIHIFFEEME-T, FAEZHTH, FEEABET D720 OETARERRIIAY
FRRR LT RN ENRHY 5D LEEKRLTWD,

2.2 Transfer necessary for the performance of a contract between the data subject and the
controller or for the implementation of precontractual measures taken at the data subject’s
request - (49 (1) (b))
2.2 T2 FEREEHEOMOEKNOBITOTDIZME LD, XL, T—4 &
RDBLRIZE Y | SRIFERE AT O E 2 Eli 3~ 5 72 DI M B & 7 DR — 55 49 5%

(1) (b)

In view of recital 111, data transfers on the grounds of this derogation may take place “where the transfer is

occasional and necessary in relation to a contract (...)"*°

19 The criterion of “occasional” transfers is found in recital 111 and applies to the derogations of Article 49 (1) (b), (c) and
e).

MEFERY 7 ) IR EEIL, /iR 111 IS AT 64, 4945 (1) (). (©) KW (o) oFMI#EA SN
Do
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AISCES ML THEZBS E 2. OB T —2Bilinid, [0 E OBRICBW T, TOBIENME
BRI/ HLOTHY, o, BRERLOTHIHE] ITITH 2 ENTED Y,

In general, although the derogations relating to the performance of a contract may appear to be potentially
rather broad, they are being limited by the criterions of “necessity” and of “occasional transfers”.

— iz, TROBITICEbL 2 HI5MEL, BIEMICH 2D IRWNEFICE SO TH D X H B 50
b L0y, TgElE] b e MR RBER] LW O REICI > TIRESATWDH D
Th o,

Necessity of the data transfer
T — X BHR D Y

The “necessity test” 20 limits the number of cases in which recourse can be made to Article 49 (1) (b).?* It
requires a close and substantial connection between the data transfer and the purposes of the contract.

WBEIMET Z R 202X ->T, 495 (1) (b) ZHVWDZLDTE2FFOBIIRE SN H
DIZ72>TWD 2, T =2 RE L RO B ORIITEEN O FERRRBEEN H 5 2 LR S
NTNLHDThHD,

This derogation cannot be used for example when a corporate group has, for business purposes, centralized
its payment and human resources management functions for all its staff in a third country as there is no direct
and objective link between the performance of the employment contract and such transfer.2? Other grounds
for transfer as provided for in Chapter V such as standard contractual clauses or binding corporate rules may,
however, be suitable for the particular transfer.

B ZNFAEFE T N—T BT R ZAD B THE 2B OG5 3N NFHERE 2 55 = [EIZ 8K L 72 BR
(2. RHBRKIDIET & 3h DO MBSO EBIAI IR DR D TR0 T, Z OISk 2 A
THLZLIFTERN 2, 2L, RSP R AR LER 2 & 5 5 EIZED b o
BHROBMTH L2 H1E, ZOBIRIZBIT HRILE LTHWDIZSED LWL D LR DGENSH
%o

On the other hand, the transfer by travel agents of personal data concerning their individual clients to hotels
or to other commercial partners that would be called upon in the organization of these clients’ stay abroad
can be deemed necessary for the purposes of the contract entered into by the travel agent and the client, since,

20 See also Article 29 Working Party Opinion 06/2014 on the notion of legitimate interests of the data controller under Article

7 of Directive 95/46/EC (WP 217)

fi 95M6/EC %5 7 RICHESL F— 2 BHE DO EA R OBERIC OV TIE, # 29 RIEEMAE L 0612014
(WP217) L5,

2L The “necessity” requirement also can be found in the derogations set forth in Article 49 (1) (c) to (f).
TagibE ] BRE, 85495 (1) (¢ b () ICHEShSMNI b Rz b b,

22 In addition it will not be seen as being occasional (see below).

Mz T, MWFE LRI (LUTFSH),

16



in this case, there is a sufficient close and substantial connection between the data transfer and the purposes
of the contract (organization of clients’ travel).

s, FRATARERLE 28, i 2 OBEOBENT —ZIZOWT, BARITO TR E T 5104 72> THE
EIRDART NRMDPEHEN— R T —ITK LT, BELZITOHAETH L2 06IE, TOBERIL, KT
REE EBEDLZD LR O BB W TRELE BTN TE D, ZOGE, 7— 2B
EEKIBH) (BEORITOFE) ORI, FollEBEr TR REERH 516 TH S,

This derogation cannot be applied to transfers of additional information not necessary for the performance of
the contract or, respectively, for the implementation of precontractual measures requested by the data
subject?; for additional data other tools would hence be required.

ZOBIINT. BREIEITT 2 ETRENRN HDHWIE, T —F EERPMERN R U 72 A AT
ExFh 245 ETRERY BIMEHROBERICK L TEMT 2 Z LT TERVY, 207D, B
M7 =2kt LTk, BIOFERME LD,

Occasional transfers

HFER) 22 B

Personal data may only be transferred under this derogation when this transfer is occasional.?* It would have
to be established on a case by case basis whether data transfers or a data transfer would be determined as
*“occasional” or “non-occasional”.
ZOBFBMIIESEENT —F ZBETE 2013, BENMERENZR L 2T THD 2, HEEIIE
1 EOF —2BinH B LBy MBI TRY) &I S5 2B LT
T LA LR T UE R B 2R,

Atransfer here may be deemed occasional for example if personal data of a sales manager, who in the context
of his/her employment contract travels to different clients in third countries, are to be sent to those clients in
order to arrange the meetings. A transfer could also be considered as occasional if a bank in the EU transfers
personal data to a bank in a third country in order to execute a client’s request for making a payment, as long
as this transfer does not occur in the framework of a stable cooperation relationship between the two banks.
Z 2T, FIZITEAEHOSARIZHEN, BEEHO S ESERBREOD LICHIET 2 E MY ED
AT —Z 01, 6% FiT 5B THEICEMN SN 56, BIEIIEBHE Ra2sns 2 &
%, EU OHATH, I EZTWNIZWE W BEDEREZIATT 5720, H_EHOHFUTIZMEA

2 More generally, all derogations of Article 49(1) (b) to (f) only allow that the data which are necessary for the purpose of the
transfer may be transferred.
X0, H 495 (D) (b) 225 () ETOFESMIT T, BEOHMIZE > TRERT —X 2B TXx 5
L LTV,
24 As to the general definition of the term « occasional » see page 4

MBFEM OFBEO—RERIT 4 -V 2B,
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T—A BT L5500 ZOBIENRTITORE LI AIBEOMAA DO TITHbiL o D TR
IRY | BIRIIMIEN L BRSO REND D,

On the contrary, transfers would not qualify as “occasional” in a case where a multi-national company
organises trainings in a training centre in a third country and systematically transfers the personal data of
those employees that attend a training course (e.g. data such as name and job title, but potentially also dietary
requirements or mobility restrictions). Data transfers regularly occurring within a stable relationship would
be deemed as systematic and repeated, hence exceeding an “occasional” character. Consequently, in this case
many data transfers within a business relationship may not be based on Article 49 (1) (b).
Wi, ZEECENFE EOWEL ¥ —THHEZ B L, HHE 2 —XTHFET 2 E(EB O A
T—4 (B ZIXRA LR OIZ), BENICITE- Y OVBERELBEORIRR EDOT—4) %
BRI 256, 2oL, MBFENL] BEOKRELZGHTZSRWEAS S, AENICL
E LT IBRIC L VITDiIL D T — Z BEAIIE RN ORER L B SN0 THY . Tz
MEFER)] EWVOREEALRNI LITRD, BRI, ZOHREITBNT, 1 SOE TR AR
DR TEHOT =2 2BIET 52 Lid, H 495 (1) (b) OBEITESHRNbDEEZLND,

According to Article 49(1) (3), this derogation cannot apply to activities carried out by public authorities in
the exercise of their public powers.
495 (1) () 12KV, ZOBISMIAHIBEBI N NS ZATHE L TIT 2 EBICE M TE 7220,

2.3 Transfer necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and another natural or legal person - (49 (1)
(c))

2.3 EHEKROZNLSERATE L IIEAN L DFETT —Z ZEROFIZE DI
i 2K ORiRE, X, TORKIDEITOTZOIZLE L Bin—5 49 % (1) (o)

The interpretation of this provision is necessarily similar to that of Article 49 (1) (b); namely, that a transfer
of data to a third country or an international organization in the absence of an adequacy decision pursuant to
Article 45(3), or of appropriate safeguards pursuant to Article 46, can only be deemed to fall under the
derogation of Article 49(1) (c), if it can be considered to be “necessary for the conclusion or performance of
a contract between the data controller and another natural or legal person, in the interest of the data subject”.
CORHEDERIL, HIRENTHE 495 (1) (b) ORIHEBLIZb DT b, T7bb, #5455

(3) DFHMERRIEMN 72 SHL TR UL 46 SO U] 72 RFEHTE 2 e STV R0 EE =[FE X
FEBEHEE~D T — 2 Bk, "FHE KR OCENLDSNBRAE LITEANE OB TT — % D
RS D720 DK OGS XIBITOIZ DI ] LR L 9 D5AICDH, & 49 % (1) (¢) Dfl
ML T HEEZ LD,
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Aside from being necessary, recital 111 indicates that, data transfers may only take place “where the transfer
is occasional and necessary in relation to a contract (...)” Therefore, apart from the “necessity test”, personal
data here as well may only be transferred under this derogation only when the transfer is occasional.

VETHDH LS ZEIFHNT LT, FIE LI TIE, 7B L T, 1(--) KL DB
RICBNT, ZOBEMERI RO THY, 7o, RBERLDOTHLIHAIT] DR ThETT
STHIWNERENTND, LER->T, BT X M &13HNI, 22 THREERIC, BN
R LD THLILGAIZDI, ZOFIIMIESNTEAT —Z 2 BH5T 5 Z LN TE 5,

Necessity of the data transfer and conclusion of the contract in the interest of the data subject
T — X BHRD MBI & T —Z FAIRD 1= 8 O ki

Where an organization has, for business purposes, outsourced activities such as payroll management to
service providers outside the EU, this derogation will not provide a basis for data transfers for such purposes,
since no close and substantial link between the transfer and a contract concluded in the data subject’s interest
can be established even if the end purpose of the transfer is the management of the pay of the employee.?
Other transfer tools provided in Chapter VV may provide a more suitable basis for such transfers such as
standard contractual clauses or binding corporate rules.

HOMBENE R ADHMT, FHEEHRREDOEEZ EU AN OFEEIIINET D56, ZOH)
SMEED B TT —Z ZBIET D7D DRI L 72 B, 72 & X BIRD K72 BB EEB O
WMEBEH TH-STH, Bilink, 7 —¥ EEROTOKiE S5 RK) & ORI OB RN 72 Bl
ZEEATE RO TH D B, BEERMNFECHRAEEEN R & 5 5 ETHEINMhOR
IRFBDTR, DDA KT R E L TRV IR b D LR 571259,

Occasional transfers
BRI 72 Bin

Moreover, personal data may only be transferred under this derogation, when the transfer is occasional as it
is the case under the derogation of Article 49 (1) (b). Therefore, in order to assess whether such transfer is
occasional, the same test has to be carried out?.

EHIC, AT =2 R ZOFSMCESEBEETEL201E, & 49 % (1) (b) OFSMIESGE
ERIERIC, BENMBRNREEDOHLTHD, LB > T, D0DBEMERINE D D Z i N7
D7-OIIE, [FEROT A R AT ORI IUE: 6720 25,

2 In addition it will not be seen as being occasional (see below).

Mz T, MWFE LRI (LUTFSH),

% As to the general definition of the term “occasional” please see page 4
MBFER OFBEO—RKERIT 4 -V 2B,

19



Finally, according to Article 49(1) (3), this derogation cannot apply to activities carried out by public
authorities in the exercise of their public powers.?’

REIC, B 49% (1) ) 12XV, ZOFBMIARBERAAMES 24T L TIT 9 EHICEH T &
71;1:1/ \ 27O

2.4 Transfer is necessary for important reasons of public interest - (49 (1) (d))
24  REOFZEOBERLFEHIZLVBENPLETHLHE—H495% (D) ()

This derogation, usually referred to as the “important public interest derogation”, is very similar to the
provision contained in Directive 95/46/EC? under Article 26 (1) (d), which provides that a transfer shall take
place only where it is necessary or legally required on important public interest grounds.

ZoBISNTET . TERRAILORIEOHISN ) LIHTIL, f545 95/46/ECB 265 (1) (d) IZHF
NOHEIC LTS, ZOHET, BERAALOFE EOBENLMLEL N TWD, T
ERICEBTTON TV DHEIZRY | BEEAIT) LN TEHLEDLNTND,

According to Article 49 (4), only public interests recognized in Union law or in the law of the Member State
to which the controller is subject can lead to the application of this derogation.

49 % (4) Ik, FHENRT S EU EUIMBEEOEWNETRD b AEOFIZEOD ZA3,
Z OB OEIZDRBY D B,

However, for the application of this derogation, it is not sufficient that the data transfer is requested (for
example by a third country authority) for an investigation which serves a public interest of a third country
which, in an abstract sense, also exists in EU or Member State law. Where for example a third country
authority requires a data transfer for an investigation aimed at combatting terrorism, the mere existence of
EU or member state legislation also aimed at combatting terrorism is not as such a sufficient trigger to apply
Article 49 (1) (d) to such transfer. Rather, as emphasized by the WP29, predecessor of the EDPB, in previous
statements, ?° the derogation only applies when it can also be deduced from EU law or the law of the member
state to which the controller is subject that such data transfers are allowed for important public interest
purposes including in the spirit of reciprocity for international cooperation. The existence of an international

agreement or convention which recognises a certain objective and provides for international cooperation to

27 For more information please refer to section 1, page 5 above.
FELWERIZ, ERtkrva vl 5—VEBR,
28 DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of such data
TENT — 2 BARNAR DA ORE KR O M%7 — 2 O BB BN BT 2 BN S R OB gi2 0> 1995 47 10 A 24
H O f54 95/46/EC
2 Article 29 Working Party Opinion 10/2006 on the processing of personal data by the Society for Worldwide Interbank
Financial Telecommunication (SWIFT) (WP128), p. 25
[EBEERAT I A lim E e (SWIFT) IC L AEAT — & OB BT 5 55 29 S{E3H 4 E Ji. 10/2006

(WP128), p.25
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foster that objective can be an indicator when assessing the existence of a public interest pursuant to Article
49 (1) (d), as long as the EU or the Member States are a party to that agreement or convention.

LinL. ZoBSZEHT 2128 72>TiE, HB=Eo, EU EUIMBEEOENE T it b
TV LR ER TOREORIRICE T H2MEDTD, (FIATHE=ZEHDOLEF/IZL->T) 7—
ABEDBRD LN TND LWV ETTIEA TS TH D, B, FHEEYRR T akEKE B
TORMEDIOT —HBiRAERT D56, 7rxtRE B E 75 EU ESUIMBEOENEN
FAET 27200 TlE, 2205 BRICH 49 & (1) (d) ZEHT 50k e by, £ 5 T
72< . EDPB DHIH Th 2% 29 FMEEMEI VRO AT — F AL RO THFH LI LB | BEHE
WY %5 EU EXINMBEEOERNIENS, 0T —2BEmn, EEEw IR T HHEERORE
MHEIZ T T 2A/LOFE FERZFHOTZOIZ, FFESND LHRITE 255D . fi5k
FEHEND, —EOHRMZRIE L., TOHNEZHELES L 72 OICERR /) 2 #lE 3 2 BB E X
IESDOIFIEIX, BEU SUIMNEE D G54 0 E SIS OFRGIECTH LR Y . 5 49 5 (1) () 12
WAL OFRE O 2 Tl T D BROFEIT R Y 5 5,

Although mainly focused to be used by public authorities, Article 49 (1) (d) may also be relied upon by
private entities. This is supported by some of the examples enumerated in recital 112 which mention both
transfers by public authorities and private entities®.

495 (1) (d) X, AWIBEBERHWD Z LIZb ol X6 EAEZ YT TN LA, REEEERS
DT LENTE D, ZHUE, BISCEH 112 BHIZHZE SN Flo—E3 . SHUHE & R FEAROm 7
ICEDBERICER L TWVD Z E TEMTHNTND ¥,

As such, the essential requirement for the applicability of this derogation is the finding of an important public
interest and not the nature of the organization (public, private or international organization) that transfers
and/or receives the data.

Ubo Xz, Zopbth a4 5124720 WAL I 28R, ERZRAILOF|E A LT 2 &
ZH Y, TFEBET L KO UTZET D8 (AR, RESUIERBER) OMEE T,

Recitals 111 and 112 indicate that this derogation is not limited to data transfers that are “occasional™3!. Yet,
this does not mean that data transfers on the basis of the important public interest derogation under Article
49 (1) (d) can take place on a large scale and in a systematic manner. Rather, the general principle needs to

be respected according to which the derogations as set out in Article 49 shall not become “the rule” in practice,

30 “international data exchange between competition authorities, tax or customs administrations, between financial
supervisory authorities, between services competent for social security matters, or for public health, for example in the case
of contact tracing for contagious diseases or in order to reduce and/or eliminate doping in sport.”

Mgt fm, BB ROIBE M, SmEEE S RE, HaRERNE U AR EOHERZ AT 2 FH2ERK
(services) D[RO, Bl ZIXEAERGLIE DBt DIBEF DG UL AR =281 5 F—1 v 7 O] R O 3%
WDT=DD | [FEEET — 2 254
3L As to the general definition of the term « occasional » see page 4

MBFEM OFBEO—RERIT 4 -V 2B,
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but need to be restricted to specific situations and each data exporter needs to ensure that the transfer meets

the strict necessity test.3?

AISCES 111 HR O 112 JH T, Zofiahss BRI 27 =2 BEIZIRES RN LIVRSh

TWA 3, =720, 21, 495 (1) d) OEKRBRALOFZEOFISMNIIES L T — X BHRD
KB INHOERRIETIT A D LWV ) BHETIE RV, LA, —FANIEE I NS LERH D

DThH->T, ZHUTED | & 49 RTURSNBBMNIFEF LD TL—v) Lo TEIRLT, K

EORDUCIRET D2 UER DD DT> T, 7 —F BEETTITBERDS kS 72 0 BV O FEHE 235 72

THDIZRD XD ITHERZHTLENH D %2,

Where transfers are made in the usual course of business or practice, the EDPB strongly encourages all data
exporters (in particular public bodies®) to frame these by putting in place appropriate safeguards in
accordance with Article 46 rather than relying on the derogation as per Article 49(1) (d).

BRI OFH ITEG OB TITOh 556, T XTOT—2Biion (Fro AR %) 13,
F549%% (1) (d) (ZHESWTHISE WD O TIZAR < 546 SRITHD W2 U) e R+ & 2 FEhi
THIET, TOBEEZES< 5L 912, EDPBITHE D 5,

2.5 Transfer is necessary for the establishment, exercise or defense of legal claims - (49

(1) (€)) ]

2.5 {ERTRIFONIRE, ATHSUIMAIC, BEALETH 565 —H49% (1)
(e)

Establishment, exercise or defense of legal claims
ERTERFFO SRR, (T I his

Under Article 49 (1) (e), transfers may take place when “the transfer is necessary for the establishment,
exercise or defense of legal claims”. Recital 111 states that a transfer can be made where it is “occasional
and necessary in relation to a contract or a legal claim, regardless of whether in a judicial procedure or
whether in an administrative or any out-of-court procedure, including procedures before regulatory bodies™.
This covers a range of activities for example, in the context of a criminal or administrative investigation in a
third country (e.g. anti-trust law, corruption, insider trading or similar situations), where the derogation may
apply to a transfer of data for the purpose of defending oneself or for obtaining a reduction or waiver of a
fine legally foreseen e.g. in anti-trust investigations. As well, data transfers for the purpose of formal pre-trial
discovery procedures in civil litigation may fall under this derogation. It can also cover actions by the data

exporter to institute procedures in a third country for example commencing litigation or seeking approval for

32 See also page 3

3=V HL B M

33 For example financial supervisory authorities exchanging data in the context of international transfers of personal data for
administrative cooperation purposes

Bl 23, SREE SR, FEHIBEMICBST 2EANT — 2 OEBRBEEO RTT — % 2 7 %
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a merger. The derogation cannot be used to justify the transfer of personal data on the grounds of the mere
possibility that legal proceedings or formal procedures may be brought in the future.

F49%% (1) (o) (KX, NEMERIFONGE, 1T IIHAFIC, BEILETH L) HE. B
BRZATH LN TE D, MSCHIIETIE, BREILBOFEEO. ZANFHEFHRAD DT
oD MTEFReA L <ITFFAAFRIC L2 b0 TH L0 2 M7, R ULFFDR & ORIz BW
T, TOBENMEFERIR LD THY , 2o, BERLDOTHL] HEIC, BEElTH) LN TE
LHESINTWD, Zhid, FE=EOHEIATE LoMA (B2, MEEELRE, G (3
A =G B ORI) OHERE. —ERBAOIEB NS L0 . AOhfiozo, XX
B 2 TG EE IR CIEMIC T RSN D ER DA LG LT DT — 2 BIRIZ, Z OFIs»E
T&E D, ARk, REFEBHNCH T 2 AXOBH OHTOFMH R FHD T O DT — 2 BislL, ZD
BISMIEE ST D725 9, BIAITEHZREST D, UIEPFOAKRERD L2 EOFhiz, F=F
THIGET 27 —ZBHEILDITA L, HRITRY 9D, ZOFISMNI. Bl TR LAR T & kil
ZENHML LW E W) Motk R & LT, AT — ¥ OBiRA EY (LT 572D
FHWD Z LT TERY,

This derogation can apply to activities carried out by public authorities in the exercise of their public powers
(Article 49 (3)).
ZDOBISMT, SNHIBEBN DN ZATIE L TIT O TEENCE M T 5 (55495 (3)),

The combination of the terms “legal claim” and “procedure” implies that the relevant procedure must have a
basis in law, including a formal, legally defined process, but is not necessarily limited to judicial or
administrative procedures (“or any out of court procedure™). As a transfer needs to be made in a procedure,
a close link is necessary between a data transfer and a specific procedure regarding the situation in question.
The abstract applicability of a certain type of procedure would not be sufficient.

ME TSR] & [Fe] OFOMAEDEIREL TWD Z &k, BEd 2 Fheid, B, &
ICER SN FR O ED, BHRIBIAH 5 b O TRIFIUTRHBRNE NS ZEThHDHMNR, £
AU T U b FHEFRCITBFRSE ([ 3T 6 O Ffe) ITIRE SN DT TIERNWZ &
LRBENTND, FROPTBIEBLEL /25 2 LD, 7T — 2 B8 L Yk pllc B3 2 2R
B2 FREDMIT, FHERBEN NI L 72 5, ] O 2 OFFR D Tt & R AYIZ Y TXO 5721 Tl
+43 TR,

Data controllers and data processors need to be aware that national law may also contain so-called “blocking
statutes”, prohibiting them from or restricting them in transferring personal data to foreign courts or possibly
other foreign official bodies.

Flo. T HEHE LT — 2R E SAEBHIPT. SUIHE I XL D LS E LRI~ D fE
NT —F OBIRE I T 2 UTHIRT 5. Whwd [T r vk 7iEg] BDEWNEICHFEL O D
LT D MEIN D D,
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Necessity of the data transfer
T — X BHRD M

A data transfer in question may only take place when it is necessary for the establishment, exercise or defense
of the legal claim in question. This “necessity test” requires a close and substantial connection between the
data in question and the specific establishment, exercise or defense of the legal position.®* The mere interest
of third country authorities or possible “good will” to be obtained from the third country authority as such
would not be sufficient.

BHOT —F BRI, BEOERTRRFONGE, THEXIIRAICBHBER D TH D & EDHIT
ZEIRTED, T WEMET X M) TIX, ERNSG O BARRYRSIGE, 1T T & Y5t T —
Z O, BEPOEEPLBEENGFET 5 ENROD LTS ¥ FE=EYS RO 5B
REZFELRNLELNDLE LRV TR TIE, FoTidku,

Whilst there may be a temptation for a data exporter to transfer all possibly relevant personal data in response
to a request or for instituting legal procedures, this would not be in line with this derogation or with the GDPR
more generally as this (in the principle of data minimization) emphasizes the need for personal data to be
adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.
T2 BRI, ERIDS U D70, ITEMFRZ O 5720, BET 2Rt b 5 E AT
— AT XRTBIE LN E WO FERICNLND 00 LIVRWA, 2T, 2oy, £k
D —fREI7R R T GDPR IZHHAIL TW vy, RERBITZ 2T (F—#H/MEFEANZIE W),
AT —Z N0 b s BEE OBMRICEWNT, AT —X1%, LERLOI LT, WM
HOTHY, BFELTEY, RESNDZENRODLATWNDEREHASINTNDLINETH D,

In relation to litigation proceedings the WP29, predecessor of the EDPB, has already set out a layered
approach to the question of whether the personal data should be transferred, including the application of this
principle. As a first step, there should be a careful assessment of whether anonymized data would be sufficient
in the particular case. If this is not the case, then transfer of pseudonymized data could be considered. If it is
necessary to send personal data to a third country, its relevance to the particular matter should be assessed
before the transfer — so only a set of personal data that is actually necessary is transferred and disclosed.
FraaFHiB LT, EDPB DHIE Th 25 29 FAFEH A TIT@MEIC, ZOFHIOEMAZIZ D &
Lo, AT —F BT _XENEINEW I REICH LT, BN 7a—F L0 ) L ORR
SNTVD, HLEME LT, Y%FHTIE,. BEALT —F THOROTIIRWMNAE WD Z LR
HEEICFHI SN DRXETH D, EALT —F TE o TRWERSTEEATH, RAkT —4% %
BT HZLE2MFITELTHAD, AT —FEE =FITEDILEND D Lol h, #5
FRLOBEMR, BEANGHMi SN RETHL—ZFTETUILH T, EERICLER—
HOMEANT —Z OBIELRUORREZIT) ZENTEDLLITRDIDOTH D,

34 Recital 111: “necessary in relation to a contract or a legal claim.”
ATSCES 111 31 - T3 3RERER & O BIFRIZ IV T B
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Occasional transfer

HFEH) 22 B

Such transfers should only be made if they are occasional. For information on the definition of occasional
transfers please see the relevant section on “occasional and “non-repetitive” transfers.* Data exporters would
need to carefully assess each specific case.

DL BERIL, BB RGAEOHIT O XETH D, MBHRBEOERICETLERIT. MBI
H72] KOV TRAEPED 720 BIRICEE S 2HA 22 R 52 L 8, F—2Biinld, thth
D EARH) 72 S| A EE IS T 2 L ER S D,

2.6 Transfer necessary in order to protect the vital interests of the data subject or of other
persons, where the data subject is physically or legally incapable of giving consent — (49 (1)
)

26 T — X ERSENUTENICAEZ 545 2 L RTERVEAITHENT,
F— 5 ERULZRBISOE O A MBI BRI % (R T 121 SR — 5
49% (1) (D

The derogation of Article 49 (1) (f) obviously applies when data is transferred in the event of a medical
emergency and where it is considered that such transfer is directly necessary in order to give the medical care
required.

%49 %% (1) () oML, ER EORBGRHIT — BB IND L&, NWERERY XS
oD, DL BIEENEELELEZ OND EEITE, YREHINLZ L&D,

Thus, for example, it must be legally possible to transfer data (including certain personal data) if the data
subject, whilst outside the EU, is unconscious and in need of urgent medical care, and only a exporter (e.g.
his usual doctor), established in an EU Member State, is able to supply these data. In such cases the law
assumes that the imminent risk of serious harm to the data subject outweighs data protection concerns.
Fhz, Bz, 7—% EED EUBIMIN T, Bl < BEOEELZZE L, EUNEENIC
Wi o8 (Bl2IX, FEOFIRE) OLNT —F 2Rt TE 2546, 7—% (—EDM
NT—2%E&T) ZBEAT 5 2 ENEMICARETRITER O RW, 2o X5 RGAe, EiX. 7
— X ERICERREENRSZ LB AR F—2REICHAT 28 E% RIS & T,

The transfer must relate to the individual interest of the data subject or to that of another person’s and, when
it bears on health data, it must be necessary for an essential diagnosis. Accordingly, this derogation cannot

be used to justify transferring personal medical data outside the EU if the purpose of the transfer is not to

3 Page 4
4=
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treat the particular case of the data subject or that of another person’s but, for example, to carry out general
medical research that will not yield results until sometime in the future.

Bislx, 77— ERUIME OEARFRSICBEE L2 b O TRIFUI R 63, ET— 212U
TIE, BELRDIZBWIIAT RO TRIFIUIR SR, LEEBR-T, ZofsMNE, BiEiOR
(78T — 2 ERSUTAME OB DRER Z1EH T 2 D TIH7R < Bl2IE, KRDOH DA E THR
WHZRNWTH A 5 —RIREFLINIIEZT O BE . ADERT — % OB E EX4T 5 DI
WD ZEIETERY,

Indeed, the GDPR does not restrict the use of this derogation to the physical integrity of a person but also
leaves room for example to consider the cases where the mental integrity of a person should be protected. In
this case, the person concerned would also be incapable - physically or legally - of providing his/her consent
for the transfer of his/her personal data. In addition, the concerned individual whose personal data are the
subject of the transfer specifically must not be able to give his/her consent — physically or legally - to this
transfer.

FERIT, GDPR (IZBW T, Z OBIS O FHILE A D RRRIEEEIEIZ KT 5 6 DICRE S LT
LT TIERL BIAIZE AN ORI EEEENRE SN D N EHBUZ OV T HZET D R
SNTWD, ZOHEITIE, YL I, BHOEAT -2 OBIRICFRELZ 525 2 Liv—
— BRI HIERIZ S RAETHHA I EEZLNLINDTHDH, IHITMAT, BAEMIZE
ZIE. SHEENT —Z OBEORRICEEET /> T DAL, ZOBERIZHET S 2 &
WERHIZ HIERIC 6 AHBETRRIT UL B 720,

However, whenever the data subject has the ability to make a valid decision, and his/her consent can be
solicited, then this derogation cannot apply.

L, T2 EERICHEDRREE TTRANS Y, FELZEFEFCTE L &I, 2ot
HHTE R0,

For example, where the personal data is required to prevent eviction from a property, this would not fall
under this derogation as, even though housing be considered as a vital interest, the person concerned can
provide his/her consent for the transfer of his/her data.

B2, AT —Z BAREPED S DL HIRE 2 S OIZHE RS (EEPNEMICED DFE &
EZoNTH, BYZAMDBAHTOT —ZOBIRICH ORIEEZ 5252 8N TELIH, ZDfIH
IZRZY L2y,

This ability to make a valid decision can depend on physical, mental but also legal incapability. A legal
incapability can encompass, without prejudice to national representation mechanisms, for example, the case
of aminor. This legal incapability has to be proved, depending on the case, through either a medical certificate
showing the mental incapability of the person concerned or through a governmental document confirming
the legal situation of the person concerned.
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ZOHEMRREE TR OAEIL, AKRIEERET) ., B IERE /17210 722 < B ERE I &
STHRESIND AREMENR S 5, ENERENICIE, EORBEA =AM EBEHE 252 L1372
<V BIzIE, REETHLLENEENDAREERSH D, ZOEMEREIL, LD ORI
HERE ) 2 R T ERRGEA B YA OERRNZ BT 2 BUF CEZE L T, 205G
WS CCRE S e i e 720,

Data transfers to an international humanitarian organization, necessary to fulfil a task under the Geneva
Conventions or to comply with international humanitarian law applicable in armed conflict may also fall
under Article 49 (1) (f), see recital 112. Again, in such cases the data subject needs to be physically or legally
incapable of giving consent.

Va7 FRRNCES S BB 2 R T 720 UTH AR ICEH Sh D ~ & BEERAMEEIZIE D 72
DOVEEREBR AR ~DOT — 2 Binb, 5 49 & (1) ) [CESEEYT 2R & 5, A\l
X N2 HAZRT L2 L, IV, 2OL S RGE. T— ¥ ERITWEI SUTENICRE S 5
ZHZEDBARARTHLNEND D,

The transfer of personal data after the occurrence of natural disasters and in the context of sharing of personal
information with entities and persons for the purpose of rescue and retrieval operations (for example, relatives
of disaster victims as well as with government and emergency services), can be justified under this derogation.
Such unexpected events (floods, earthquakes, hurricanes etc.) can warrant the urgent transfer of certain
personal data to learn for example, the location and status of victims. In such situations it is considered that
the data subject concerned is unable to provide his/her consent for the transfer of his/her data.

HARSICHE I A0, B - RITEEO BT (BUFCREERM ., #EE BRI E0) Mk A L
AN RE LG T 25AICBIT AT —#Bisid, ZOPSMNIESEHEEL T ENTE D,
Z ) LIeARRIo$ie (Hok, #E, RN L) & FIATBEREOMESLKREZMD -0, —
EDOENT — 2 HBRIIBEET 2 Z LIEEL T2 2R TED, 2R TIE, HikT —#
FEPAHOT—F OBEICFEEZH A0 ZEBRARAREL Rissnd,

2.7 Transfer made from a public register - (49 (1) (g) and 49 (2))
2.7 NIRRT D OB — 5 495 (1) (g) KO¥E 495 (2)

Article 49 (1) (g) and Article 49 (2) allow the transfer of personal data from registers under certain conditions.
Avregister in general is defined as a “(written) record containing regular entries of items or details” or as “an
official list or record of names or items » %6, where in the context of Article 49, a register could be in written
or electronic form.

F49%% (1) (g KU 495 (2) TIE, —EDOSRMET TREEN O DEANT —F OBERZAT 5
ZEBROHLNTND, BEFEIT—MKIC, [HEAUIFEMOERE LR AL T (FETo)

3 Merriam Webster Dictionary, https://www.merriam-webster.com/dictionary/register (22.01.2018); Oxford Dictionary
https://en.oxforddictionaries.com/definition/register (22.01.2018).
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Fogk) SE TRAUIHEB OARD Y A N XUTFk) B L EZRSND, 49 LORTIE, Bk
3 EE ITE AR D ARt B 5,

The register in question must, according to Union or Member State law, be intended to provide information
to the public. Therefore, private registers (those in the responsibility of private bodies) are outside of the
scope of this derogation (for example private registers through which credit-worthiness is appraised.

UL OBEHEIL, EU ESUIMBEOERNEICE, —RiTRICHERERIET 2 L 2BX L
HEOTRITIUT RSV, Lzhi-> T, REOREE (REOMBPEEEZA D) 1L ZOfiIs
DG ThH D (BlAIEX, GEFEEICHE > REBREHRE) .

The register must be open to consultation by either:
BEREIL, ROWT NI LT, BN O THVEET S Z LN TERITIUER 5720,

(a) the public in general or
—RITR, 3UE

(b) any person who can demonstrate a legitimate interest.
IEL RN AREA CTE o8

These could be, for example: registers of companies, registers of associations, registers of criminal
convictions, (land) title registers or public vehicle registers.

BERTEIIH 2L, WITBIT 2 b ODFEREMEN & D « SR, FIASERE, FISEH o ek,
(o) B8R0 S H il R Gk

In addition to the general requirements regarding the set-up of the registers themselves, transfers from these
registers may only take place if and to the extent that, in each specific case, the conditions for consultation
that are set forth by Union or Member State law are fulfilled (regarding these general conditions, see Article
49 (1) (9)-

BRI D OB LTl BRERAROREICZET 2 —REZEMHFITNA T, Hx DA,
EU IEXIMEE OERNIEIC LD ED bR ORMERIZ SN D560, TORMIZIHNT
DI ATH T ENTED (—AIFIMFICEALTE, #4495 (1) (@) 22H).

Data controllers and data processors wishing to transfer personal data under this derogation need to be aware
that a transfer cannot include the entirety of the personal data or entire categories of the personal data
contained in the register (Article 49 (2)). Where a transfer is made from a register established by law and
where it is to be consulted by persons having a legitimate interest, the transfer can only be made at the request

of those persons or if they are recipients, taking into account of the data subjects’ interests and fundamental
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rights®’. On a case by case basis, data exporters, in assessing whether the transfer is appropriate, would always
have to consider the interests and rights of the data subject.

ZOFIIMZESWTHEANT —F 2515 2 L 2 LT — X FHF R OT — X UBEEFIL, Z0
BAICR L C, BB S NI AT — 2 2R, UIEMAT =2 D07 FY) =22 4R LT
L LIFETERVEN) Z LML TR LERH D (5 49 & (2), BEIMEITHESWTK
B INIBERENDITON D56, KONEY RS A FFOFIC IV BEIn %6, BT h
BOHEDERICES GG, HLLIZZOEPIREEDLGEICOHRITI ZLENTELDOTH,
ZOHETHT — X EEROFGE & ARV HERINZE SN L LER DD ¥, T —2 e, H
BFG Z LT, BERDEEIN L D D AFHET DB, WICT — 2 EERORIE LR Z B E LT
TR 5720,

Further use of personal data from such registers as stated above may only take place in compliance with
applicable data protection law.

FROBEKEN OB LEBEAT —F 2 S OIENT 256813, %4757 —ZREEICAIL T
DIITHIZEMTE D,

This derogation can also apply to activities carried out by public authorities in the exercise of their public
powers (Article 49 (3)).
ZOBIMNE, NHREREN AN ZATHE L TIT O RIS b TE D (495 ().

2.8 Compelling legitimate interests — (49 (1) § 2)
2.8 BRI R OIES 7205 — (495 (1) #%BY)

Article 49 (1) § 2 introduces a new derogation which was not previously included in the Directive. Under a
number of specific, expressly enumerated conditions, personal data can be transferred if it is necessary for
the purposes of compelling legitimate interests pursued by the data exporter.

49 55 (1) ®%EBTIE. 10k, BITAFEL R o el oA N EA S LTV D, O BE
H78, BRI GRS T, T —F BRI B RT 2 MEAR AR O IE Y e fl 4% 0 B
N E R GEITBW T, AT —Z OB AIREL 72D,

This derogation is envisaged by the law as a last resort, as it will only apply where “a transfer could not be
based on a provision in Article 45 or 46, including the provisions on binding corporate rules, and none of
the derogations for a specific situation is applicable”.®

37 Recital 111 of the GDPR
GDPR HII3CHS 111 51

38 Article 49 (1) § 2 GDPR
GDPR %5 494 (1) #%Et
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ZOFISNE, FHEICBWT, REZOFEE L THESNTREY, HERHEEENORELED,
45 5T 46 SRICESWTRER AT ) Z ENTE T, ARIE@)D B QI L 2 FEDRIIZH T
HES B NT IS A FTRE TV BEAICORMEH S D,

This layered approach to considering the use of derogations as a basis for transfers requires consideration of
whether it is possible to use a transfer tool provided in Article 45 or 46 or one of the specific derogations set
out in Article 49 (1) 8§ 1, before resorting to the derogation of Article 49 (1) §2. This can only be used in
residual cases according to recital 113 and is dependent on a significant number of conditions expressly laid
down by law. In line with the principle of accountability enshrined in the GDPR*® the data exporter must be
therefore able to demonstrate that it was neither possible to frame the data transfer by appropriate safeguards
pursuant to Article 46 nor to apply one of the derogations as contained in Article 49 (1) § 1.

BRI L U THISN D 2B X DO T 7 —F I8 Tid, £9, 8 495% (1) #%
BOBIs 2 VDRI, 5 45 5585 L <135 46 SRICHUE SN TE . XUTH 495 (1) il
IR SNIZRFEDHISND 5 HLONT LN 1 DEHND ZERTERVNE D M, HEtHT 52 &R
RKOHND, AT, BISCE 113 EIRSIN TV D ZDMOEFOHBEIZDOHAND Z ENTE,
HEIC K - THIREIZSED DL ZEORIFIHED D TH D, GDPR ICHESNIET AV 2 Y
T4 O ¥ IZ Xk o T, T—FBETIE, B 46 RICESWCHEIRREHKELITToCT— 48
IRZEEE T2 8b, H495% (D) BRIZEENRDIFSLONT N 1 SZEHT L2 &b AT
BETHDHZ LI TERITNTR B0,

This implies that the data exporter can demonstrate serious attempts in this regard, taking into account the
circumstances of the data transfer. This may for example and depending on the case, include demonstrating
verification of whether the data transfer can be performed on the basis of the data subjects’ explicit consent
to the transfer under Article 49 (1) (a). However, in some circumstances the use of other tools might not be
practically possible. For example, some types of appropriate safeguards pursuant to Article 46 may not be a
realistic option for a data exporter that is a small or medium-sized company.“° This may also be the case for
example, where the data importer has expressly refused to enter into a data transfer contract on the basis of
standard data protection clauses (Article 46 (2) (c)) and no other option is available (including, depending on
the case, the choice of a different “data importer”) — see also the paragraph below on ‘compelling’ legitimate
interest.

ZZTRBENTWVD Z &E, T—BEHLNT —FBIEOFFLERLRNL, ZORICEL
THRNRFI ZIT 72 WO ZEZFENATE D, EWVWHZETHD, 2O Licid, plxiE, KR
BIZ XTI, T—FFEERDE 49 5 (1) (@) ICESETBEICHRVEEZ 5 272 2 & 2RIz
LT, T—2BBEITZDNEI e, BGET DI ENREEND D, —H, RICE > T, il

3 Article 5 (2) and Article 24 (1)
H55% (2) kU245 (1)
40 For example binding corporate rules may often not be a feasible option for small and medium-sized enterprises due to the

considerable administrative investments they imply.
Bl 20, FRAEZEEINT, MY REFENREDNRIEIND 20, TU/NMEZERFTAIRE /B PUL TIXRWEA 5,
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B3 HURREHE OO X A 71X, FUMEEDT — 2 Bilisonic & o THIEM R TIX
RWNTEA D O, TR, BIZIXT — 2B BT — 2 RESRIAICE S W TT — 2 BRI
ERDTZEEPRICIEST2HAICOLYTIELEAH (5 46 5 (2) (0) KROMhoREIN
CRUUTIG LT, Bl [F—2 B0 Z#%RI[RT5728) BDRHATE R —Fit [EARH
ROIEYS 7R OHLBHT D2 L,

Compelling legitimate interests of the controller
BHE OV TR O IE Y 72 R4S

According to the wording of the derogation, the transfer must be necessary for the purposes of pursuing
compelling legitimate interests of the data controller which are not overridden by the interests or rights and
freedoms of the data subject. Consideration of the interests of a data exporter in its capacity as data processor
or of the data importer are not relevant.

BINADLEIC LD L. BidL, 77— 2 EHEOLIERA R DOIEY e 48Rk $ 5 &) BRYIZ
BWT, BERBOTRITIUIR LR, 72720, ZOFRIERIE, 7 — % EROFIE UTHEF] L
HHEICELE SRS O TR, T—FUEE DO H DT — 4 BT ORI LT — 4 Biis
JeDOFIERIE, T 2 CIEBIEME IR,

Moreover, only interests that can be recognized as “compelling” are relevant and this considerably limits the
scope of the application of the derogation as not all conceivable “legitimate interests” under Article 6 (1) (f)
will apply here. Rather a certain higher threshold will apply, requiring the compelling legitimate interest to
be essential for the data controller. For example, this might be the case if a data controller is compelled to
transfer the personal data in order to protect its organization or systems from serious immediate harm or from
a severe penalty which would seriously affect its business.
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Not repetitive
[0

According to its express wording, Article 49 (1) § 2 can only apply to a transfer that is not repetitive*!.

41 For more information on the term « not repetitive » see page 4
(AR b DO TRV OREOFELWERIL, 43—V 2,
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Limited number of data subjects
T — X EEROEDIRE

Additionally, the transfer must only concern a limited number of data subjects. No absolute threshold has
been set as this will depend on the context but the number must be appropriately small taking into
consideration the type of transfer in question.
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In a practical context, the notion “limited number of data subjects” is dependent on the actual case in hand.
For example, if a data controller needs to transfer personal data to detect a unique and serious security incident
in order to protect its organization, the question here would be how many employees’ data the data controller
would have to transfer in order to achieve this compelling legitimate interest.
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As such, in order for the derogation to apply, this transfer should not apply to all the employees of the data

controller but rather to a certain confined few.
LREOSGAE., ZofSNEEHT 7201203, T EHEORNEEB TIERL, —EDORLINT
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Balancing the “compelling legitimate interests of the controller’ against the ““interests or rights and freedoms

of the data subject” on the basis of an assessment of all circumstances surrounding the data transfer and

providinq for suitable safequards
T— A BiRE O < DR OFHE &) R RERTE ORI E S LI L [EHEOMLEALRRRD
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As a further requirement, a balancing test between the data exporter’s (compelling) legitimate interest pursued
and the interests or rights and freedoms of the data subject has to be performed. In this regard, the law
expressly requires the data exporter to assess all circumstances of the data transfer in question and, based on

this assessment, to provide “suitable safeguards” regarding the protection of the data transferred. This
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requirement highlights the special role that safeguards may play in reducing the undue impact of the data
transfer on the data subjects and thereby in possibly influencing the balance of rights and interests to the
extent that the data controller’s interests will not be overridden.*?
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As to the interests, rights and freedoms of the data subject which need to be taken into consideration, the
possible negative effects, i.e. the risks of the data transfer on any type of (legitimate) interest of the data
subject have to be carefully forecasted and assessed, by taking into consideration their likelihood and

severity.*® In this regard, in particular any possible damage (physical and material, but also non-material as
e.g. relating to a loss of reputation) needs to be taken into consideration**. When assessing these risks and

what could under the given circumstances possibly be considered as “suitable safeguards” for the rights and

freedoms of the data subject, the data exporter needs to particularly take into account the nature of the data,

the purpose and duration of the processing as well as the situation in the country of origin, the third country
and, if any, the country of final destination of the transfer.*®
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42 The important role of safeguards in the context of balancing the interests of the data controller and the data subjects has
already been highlighted by the Article 29 Working Party in WP 217, p. 31.
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43 See Recital 75: “The risk to the rights and freedoms of natural persons, of varying likelinood and severity (...)”
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44 See Recital 75: “The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result from
personal data processing which could lead to physical, material or non-material damage.”
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4 Recital 113

HITSCHS 113 11
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Furthermore, the law requires the data exporter to apply additional measures as safeguards in order to
minimize the identified risks caused by the data transfer for the data subject.“® This is set up by the law as a
mandatory requirement, so it can be followed that in the absence of additional safeguards, the controller’s
interests in the transfer will in any case be overridden by the interests or rights and freedoms of the data
subject.%” As to the nature of such safeguards, it is not possible to set up general requirements applicable to
all cases in this regard, but these will rather very much depend on the specific data transfer in question.
Safeguards might include, depending on the case, for example measures aimed at ensuring deletion of the
data as soon as possible after the transfer, or limiting the purposes for which the data may be processed
following the transfer. Particular attention should be paid to whether it may be sufficient to transfer
pseudonymized or encrypted data.*® Moreover, technical and organizational measures aimed at ensuring that
the transferred data cannot be used for other purposes than those strictly foreseen by the data exporter should
be examined.
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46 While in the context of an “ordinary” balancing test foreseen by the law such (additional) measures might not be necessary
in each case (see Article 29 Working Party Working document on Draft Ad hoc contractual clauses “EU data processor to non-
EU sub-processor" (WP 214), p. 41), the wording of Art. 49 (1) § 2 suggests that additional measures are mandatory in order
the data transfer to comply with the “balancing test” and therefore to be feasible under this derogation.
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4T While in the context of an “ordinary” balancing test foreseen by the law such (additional) measures might not be necessary
in each case (see Article 29 Working Party Opinion 06/2014 on the notion of legitimate interests of the data controller under
Article 7 of Directive 95/46/EC, WP 217, p. 41), the wording of Art. 49 (1) § 2 suggests that additional measures are mandatory
in order the data transfer to comply with the “balancing test” and therefore to be feasible under this derogation.
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48 For other examples of possible safeguards see Article 29 Working Party Working document on Draft Ad hoc contractual
clauses “EU data processor to non-EU sub-processor” (WP 214), p. 41-43
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Information of the supervisory authority

B E PR B O 1

The duty to inform the supervisory authority does not mean that the transfer needs to be authorized by the
supervisory authority, but rather it serves as an additional safeguard by enabling the supervisory authority to
assess the data transfer (if it considers it appropriate) as to its possible impact on the rights and freedoms of
the data subjects affected. As part of its compliance with the accountability principle, it is recommended that
the data exporter records all relevant aspects of the data transfer e.g. the compelling legitimate interest
pursued, the “competing” interests of the individual, the nature of the data transferred and the purpose of the
transfer.
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Providing information of the transfer and the compelling legitimate interests pursued to the data subject
Bs R OSER S D LR Af X DI RIS IZ B3 5 7 — # EIR~ O et

The data controller must inform the data subject of the transfer and of the compelling legitimate interests
pursued. This information must be provided in addition to that required to be provided under to Articles 13
and 14 of the GDPR.

TAEHEIL, T ERICH L, BEiE ., BRINDLEARFROIEY22FLE OV TR
iRt LIz o2, ZofFiE, GDPR 55 13 MU 14 RICESWCHRREER RH T
BN TNDHDIZIHITMA T, BELRTNIERGZ2VWEDTH D,

For the European Data Protection Board
RN 7 — & (Rt o i

The Chair
R

(Andrea Jelinek)
(T RvT7 - x7)
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