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California Consumer Privacy Act of 2018
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() A consumer shall have the right to request that a business that collects a consumer’s personal
information disclose to that consumer the categories and specific pieces of personal information
the business has collected.

(@)HEE 1L, HEE O NFBREIE T DFEE D TOFEEPINELE AN FHROH
TR OREE D53 % H T U CBRR T2 RO DR 2 H 32,

(b) A business that collects a consumer’s personal information shall, at or before the point of
collection, inform consumers as to the categories of personal information to be collected and the
purposes for which the categories of personal information shall be used. A business shall not
collect additional categories of personal information or use personal information collected for
additional purposes without providing the consumer with notice consistent with this section.
(b)THEL & OE NG WA IR 92 F 13, IR SRR, INEES A A H DR
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FRNTEESEHDOTHEE ~DRHEZR LT, {HE B BT 28072 BN OB 2 IVEEE
T TR LT NG A HT 7272 B O T2 IR LTI RB200,

(c) A business shall provide the information specified in subdivision (a) to a consumer only upon
receipt of a verifiable consumer request.

(C)FEH T, WL T RE/RIH B B ERZZ T DG B ICDH, HEF LT, 5 (@) HIZE
DO MR,

(d) A business that receives a verifiable consumer request from a consumer to access personal
information shall promptly take steps to disclose and deliver, free of charge to the consumer, the
personal information required by this section. The information may be delivered by mail or
electronically, and if provided electronically, the information shall be in a portable and, to the
extent technically feasible, in-a-readily useable format that allows the consumer to transmit this
information to another entity without hindrance. A business may provide personal information to
a consumer at any time, but shall not be required to provide personal information to a consumer
more than twice in a 12-month period.
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(e) This section shall not require a business to retain any personal information collected for a
single, one-time transaction, if such information is not sold or retained by the business or to
reidentify or otherwise link information that is not maintained in a manner that would be
considered personal information.
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(&) A consumer shall have the right to request that a business delete any personal information
about the consumer which the business has collected from the consumer.

(QVEEE T, FEEDHEE D OIEL S IEEE IZOWNTOWDNRHE NG RAHH|
BRI DI RDDMHERIZH T 5,

(b) A business that collects personal information about consumers shall disclose, pursuant to
Section 1798.130, the consumer’s rights to request the deletion of the consumer’s personal
information.

(b)THZE FH O NG AU T D EE 1T, 551798.1305:1280, HEE OE NIFHOHIBR
PR CEOHEE DWHNDPHLZEEBRT 5,

(c) A business that receives a verifiable consumer request from a consumer to delete the
consumer’s personal information pursuant to subdivision (a) of this section shall delete the
consumer’s personal information from its records and direct any service providers to delete the
consumer’s personal information from their records.

()AL () THITZVIH B B D DIE NIE O HIBRIZ DU TOMEE rIREZRVH e & Bk 252 1
TORERIL, TOHEEOMANE REZLENOHIFRL, £, b —E AR 126U TR
FOENE REHIRT DI HR T2,

(d) A business or a service provider shall not be required to comply with a consumer’s request to
delete the consumer’s personal information if it is necessary for the business or service provider

to maintain the consumer’s personal information in order to:
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(1) Complete the transaction for which the personal information was collected, fulfill the

terms of a written warranty or product recall conducted in accordance with federal law,

provide a good or service requested by the consumer, or reasonably anticipated within the
context of a business’s ongoing business relationship with the consumer, or otherwise
perform a contract between the business and the consumer.

(OB N HRAIEES VIS 258 T3 5720 Lral B St A eV T iz
WAL Oz — )L O el i 1= 1) | IHEH L DORRRERIZ2E Y R AR D RO 725> T
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(2) Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal
activity; or prosecute those responsible for that activity.

) EF=2UT A Fla AT 5720 R FEIK, BIEE LTEERIT A0 IRET D
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(3) Debug to identify and repair errors that impair existing intended functionality.
REEFDOEMSNTMEREZ I T DT — 2R E MEEL TEE T 5720

(4) Exercise free speech, ensure the right of another consumer to exercise his-er-her that
consumer’s right of free speech, or exercise another right provided for by law.

A B HBERSWREATES 5720 02O 4O HBREmOMERNZITEET 5720
A DTHEF OMERZ R T 272 | ATIERITE D DMOMERIZATHE 35720

(5) Comply with the California Electronic Communications Privacy Act pursuant to Chapter
3.6 (commencing with Section 1546) of Title 12 of Part 2 of the Penal Code.
(B)FNEEE 25 55125 55 3.6 7 (H 1546 5 B BHIA) IC KD W) 7 4 L =7 & 118(E 7 T A
UM BT

(6) Engage in public or peer-reviewed scientific, historical, or statistical research in the public
interest that adheres to all other applicable ethics and privacy laws, when the businesses”
business’ deletion of the information is likely to render impossible or seriously impair the
achievement of such research, if the consumer has provided informed consent.
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(7) To enable solely internal uses that are reasonably aligned with the expectations of the
consumer based on the consumer’s relationship with the business.

(MIBEZ LFEEORRICESE HEEOHIHLEHIICHEEG LICFEEONEHT
DR DHZ T REL T D720,

(8) Comply with a legal obligation.
(B)EMIFHS & T T D72,

(9) Otherwise use the consumer’s personal information, internally, in a lawful manner that is
compatible with the context in which the consumer provided the information.

(9)ZDIEN HEENE AL AL S T D AR 7 E T HEE O ANIE
WEFEE NI TR T 5720,
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(&) A consumer shall have the right to request that a business that collects personal information
about the consumer disclose to the consumer the following:

(QHEE L. YREERFEOMANEREIE T LFEFR L, LFOFHIZHOWT, BHH
BRI DI E R T MR AT %

(1) The categories of personal information it has collected about that consumer.
(DEDTHBEF DWW THEZRER DL T8 AT OB,

(2) The categories of sources from which the personal information is collected.
)E NIE AL S NI AF IR OFE,

(3) The business or commercial purpose for collecting or selling personal information.
G)EAFEF WAL, XIFHRTE T HF 2 B A SUIREZE B 1Y,

(4) The categories of third parties with whom the business shares personal information.
@A) FEEDMENGHRE LA T D5 =FH DR,



(5) The specific pieces of personal information it has collected about that consumer.
(B) T DB E (T HOWTHEEE DI LT NI BOREDER 5,

(b) A business that collects personal information about a consumer shall disclose to the consumer,
pursuant to paragraph (3) of subdivision (a) of Section 1798.130, the information specified in
subdivision (a) upon receipt of a verifiable consumer request from the consumer.
(D)IHEFIZHOWTOME N EHMAUE T D93 13, #51798.1305 5 (a) TH (3) Z (LD, £
DIH B NORGE W RE/2 I B B EREZ T 256 . 56 (a) HIZED L IE il EE (25
NG RN

(c) A business that collects personal information about consumers shall disclose, pursuant to
subparagraph (B) of paragraph (5) of subdivision (a) of Section 1798.130:

CTHBEEIZHOWTOM AN Mz IUE T 5 F A 1T, H51798.1305%; (a) TH (5) 5 (B) 124V,
T ZBRT5:

(1) The categories of personal information it has collected about that-consumer consumers.
(DZ=LHBE B OV THREEE DL LT NIF BB,

(2) The categories of sources from which the personal information is collected.
() NAF S EE ST HIR O H,

(3) The business or commercial purpose for collecting or selling personal information.
Q)ENIFHRAIEEL | UFARTE T D533 B B9 SULPEHE H 1Y,

(4) The categories of third parties with whom the business shares personal information.
(A FEEDMENG A LA T D5 =F ORI,

(5) Fhe That a consumer has the right to request the specific pieces of personal information

the business has collected about that consumer.
G)IH & E . YEHBEE I OWTHEEDNELME NEROFEEDEH 31200 T
EORTOHERIZ I DL DL,

(d) This section does not require a business to do the following:
()ARSFKITFEFTITH LT A2 RO TUT R0



(1)Retain any personal information about a consumer collected for a single one-time
transaction if, in the ordinary course of business, that information about the consumer is
not retained.

(1)@ E DOEFIZB W THEEF IOV TOFBRA RSN TORWEEIZ, Bl —
[EIBRO DEG| DT OIS NI E B IOV TORAFIRA R T52 L,

(2)Reidentify or otherwise link any data that, in the ordinary course of business, is not
maintained in a manner that would be considered personal information.

() DOEBIZB W TEAEREARESND T IETHER SN TOZRWT — 2% Fik
BILFV 7385628,
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() A consumer shall have the right to request that a business that sells the consumer’s personal
information, or that discloses it for a business purpose, disclose to that consumer:

(QUEEE X, YHEEE O AERERTEL T BT DIZBR T 5 HEF 1T
T, BEICUL N EBR T DI ER T MM EH T 5.

(1) The categories of personal information that the business collected about the consumer.
ERACEEAMeIANE = =y IE A0 PN TE: 1Rkt

(2) The categories of personal information that the business sold about the consumer and
the categories of third parties to whom the personal information was sold, by category or
categories of personal information for each category of third party parties to whom the
personal information was sold.

(2) URETHE B I OWTHEEZ DIGE LT AN TEHROFRL o O OfE A NF S k58
SN THLHE =F ORI, RN T2 O NFWMA RSN THDH
= ORI 2T AENEROBIR,

(3) The categories of personal information that the business disclosed about the consumer
for a business purpose.
R)FEENFEANDIDITHR LIS EIBEE T OV TOME AEHOFER,

(b) A business that sells personal information about a consumer, or that discloses a consumer’s
personal information for a business purpose, shall disclose, pursuant to paragraph (4) of



subdivision (a) of Section 1798.130, the information specified in subdivision (a) to the consumer
upon receipt of a verifiable consumer request from the consumer.
(L)HEFIZOWTOMEAERERTEL, UTHFZE HINOTOICTEEE O NG HE B R
T HHEEHR L, H51798.1305: 5 () HH (4) FITED  HEE O OMGE Al RE7RH B F B R A%
ELT=S A 8 () HIZE D DI A Z DIEERE IR T 5,

(c) A business that sells consumers’ personal information, or that discloses consumers’ personal
information for a business purpose, shall disclose, pursuant to subparagraph (C) of paragraph (5)
of subdivision (a) of Section 1798.130:

C)HEEFEOM NG HREZIRTL . XITHFZE B OO I T E O NG REZBR 32592
H1E. H51798.1305% 5 (a) TH (5) 5 (C) IZHEW Y, LN BRI 5!

(1) The category or categories of consumers’ personal information it has sold, or if the
business has not sold consumers’ personal information, it shall disclose that fact.
(DFEE L, FEEDPIRGELIIH T O NG RO SUTFEE D HEE O
NFHRAIRTEL TRV BIXEDFFEE | BART 5,

(2) The category or categories of consumers’ personal information it has disclosed for a
business purpose, or if the business has not disclosed the consumers’ personal information
for a business purpose, it shall disclose that fact.

Q)FHEE T, FEENFEEBBDOTZOICHRUIIEEE O A ROFR, JUTF
EEDFEAOT-DITHEE O NG BZ B RL TORWRBITZT DR EL, iR
ERAR

(d) A third party shall not sell personal information about a consumer that has been sold to the
third party by a business unless the consumer has received explicit notice and is provided an
opportunity to exercise the right to opt-out pursuant to Section 1798.120.

(d) THEEHHIE1798.1205: I Z KD WIRIOZRIMA A 2T DA 7 T 7 hOMERI AT D
K G2 0N EERE AT, FEEDPOIRESNTIHE L O NG HZERkTEL T
(EASYA AN
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() A consumer shall have the right, at any time, to direct a business that sells personal information
about the consumer to third parties not to sell the consumer’s personal information. This right
may be referred to as the right to opt-out.



(@)THE A, WHEE DN #ZH =F TR HHEZ T LT, TOHEE OE AN
W IRTELRWIDITHR T DR &2 WA D, ZOMERITA TN T T hOMERIET 5,

(b) A business that sells consumers’ personal information to third parties shall provide notice to
consumers, pursuant to subdivision (a) of Section 1798.135, that this information may be sold and
that consumers have the “right to opt-out” of the sale of their personal information.

(b)THEL & OAE NIG WA 5 = F ZHR5E o F 2EE 1, 551798.1355% 56 (a) THIZLD, £ D1F
DIRFBSNARIREME N HHZE, L ONHEE O NF RO R ZIZOWTI AT R T 7R
MR |2 T HZ LW TN BB 1@ E 15,

(c) Notwithstanding subdivision (a), a business shall not sell the personal information of
consumers if the business has actual knowledge that the consumer is less than 16 years of age,
unless the consumer, in the case of consumers between at least 13 years of age and less than 16

years of age, or the consumer’s parent or guardian, in the case of consumers who are less than 13
years of age, has affirmatively authorized the sale of the consumer’s personal information. A
business that willfully disregards the consumer’s age shall be deemed to have had actual
knowledge of the consumer’s age. This right may be referred to as the “right to opt-in.”

(€)% (a) HIZ )OO T {HEE D16 Ch oLV A FELE N ERRITHEL T
Yt TOFEE L, WERF VL3 F16 OB A OISR E B & 03,
XAIFAH B DB AN DG B (I 2 AT B B OB U TIRGEE D3 BRI B & OfE A
TEROMRTEZTRD TWRWRDIT, 1HEE O AN F#RAIRE LW, THEFH OF iz B XY
IR T EEE L, FOWEE OERICHOWVTRIEL Qe A E3n5, ZOWEFRILIF
T DR 1 &5,

(d) A business that has received direction from a consumer not to sell the consumer’s personal
information or, in the case of a minor consumer’s personal information has not received consent
to sell the minor consumer’s personal information shall be prohibited, pursuant to paragraph (4)
of subdivision (a) of Section 1798.135, from selling the consumer’s personal information after its
receipt of the consumer’s direction, unless the consumer subsequently provides express
authorization for the sale of the consumer’s personal information.

(A& HEOHENNEFWEIRTELIRNIDITIHE B N ODOI R S T F2EE | IR MAFTH
B O NEROL B DRAFEE ThHIHEE O AEREME T DR EZG TR
WEREE I, $51798.1355: 5 (a) TH (4) 12k HEE BZ ORI O ANEROIRFEIZ
DOWTHIRINIZRO D5 G2 RE  IHEEHE O ANFHREZRTE T 52tk hD,
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() (1)A business shall not discriminate against a consumer because the consumer exercised any
of the consumer’s rights under this title, including, but not limited to, by:

() (DFHEH T HEEDPAE OLLETHAZ OMAZATHELIEZZ B THEE &
ZRILIR, LR &R & Te, 72720 . ZHAUZERD ARV,

(A) Denying goods or services to the consumer.
(A)TEEE )T 206 50 X3 —E 2D O HE R,

(B)Charging different prices or rates for goods or services, including through the use of
discounts or other benefits or imposing penalties.

(B)T A AN U RELLIZEDMOFFIOFE T | XN TF AT %5550,
P i ST — BRI E A S T Al ST BB 2R SR T D2 L,

(C)Providing a different level or quality of goods or services to the consumer.
(C)ZFDEEF KL TR ST~ L UTE Of s T —EAE T 528,

(D)Suggesting that the consumer will receive a different price or rate for goods or
services or a different level or quality of goods or services.

(D) E 72 DMk LITEHEORE f s LT —E R, AT~V LT E ORE b
LI —E AR HBENZHT AL RR T 5L,

(2) Nothing in this subdivision prohibits a business from charging a consumer a different
price or rate, or from providing a different level or quality of goods or services to the
consumer, if that difference is reasonably related to the value provided to the censumer
business by the consumer’s data.
Q)AL RS NARE L T —E 2Dk L L OE W EEFH DT — 2|
T s e T IR SN A MBI A BRI R L WD AT, FEEDEEE
(Z R DA LITEHRAFE R T 228 JTTHBEF IRV~ NV LITE O i
HLLIT—EREAR LT 52 BT b D TIHARV N,

(b)(1)A business may offer financial incentives, including payments to consumers as
compensation, for the collection of personal information, the sale of personal information, or the

2 {RERESEE: CCPA DAY THILZTIMND REIZHFH—DO Title (Title 1.81.5) ELTEIMNTNNDZEIZEHAS
&, Ttitlel[X CCPA 2359 LfEsh b, AR AARIERICHE VT, CCPA 53 L= D Ititle JMERIZDULVTIL, CCPA
MREMEZED—DEHEH T HEIEBL. T 1ERLE,
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deletion of personal information. A business may also offer a different price, rate, level, or quality
of goods or services to the consumer if that price or difference is directly related to the value
provided to the consumer business by the consumer’s data.

(b) ()FFZEE L, M8 AN BOUEE | A8 ATEHR O BE A LE NG WMOHIERIZOWT, HEE
WZX T DMELE L COXZIWEE el B Ty 7 LD ENTED, FHEHIT
filfik& SAUTARIEDE B E DT —Z T2 a e A RIS DM i L EH2A I BEL T
WA B F LT S UT Y —E 2D B AR DMk B, LUV U E 2 L
HIEHLTED,

(2) A business that offers any financial incentives pursuant to this subdivision {&}; shall notify
consumers of the financial incentives pursuant to Section 1798.135130.

()F ) AHIZEV BRI A B Ty 7 A LN EE 1T, 551798.1351305:I2 K0 %
DEEIA BT AT IOV TIHEE BT 5,

(3) A business may enter a consumer into a financial incentive program only if the consumer
gives the business prior opt-in consent pursuant to Section 1798.135-which130 that clearly
describes the material terms of the financial incentive program, and which may be revoked
by the consumer at any time.

QR)VFEE L HEED, BENIA BT 7 -0l T AOBEERFM MR
O HBEFE IO O THIFISNDZ LN TED, §1798.435130FRICLLFRIOA
M DREZ GRS E OB HEE TS e A 2 T 7 E T,

(4) A business shall not use financial incentive practices that are unjust, unreasonable,
coercive, or usurious in nature.

(B)FHEA T, RIER AEE e SREEY e IR Y ITE W IEE O &Rt T o
TR TII RGN,

#51798.1305%%

(@) In order to comply with Sections 1798.100, 1798.105, 1798.110, 1798.115, and 1798.125, a

business shall, in a form that is reasonably accessible to consumers:

(a)%1798 10055, #51798.1055%, #51798.1105%, #51798.1155 & (N 551798.1255: % B ~F 55
2, FEE T HBEENGEICT 7 EATEDLE TLL F &7,

(1)(A) Make available to consumers two or more designated methods for submitting
requests for information required to be disclosed pursuant to Sections 1798.110 and

12



1798.115, including, at a minimum, a toll-free telephone number,-and-i-the-business
maintains-an-tnternet Web-sitea-Web-site-address. A business that operates exclusively

online and has a direct relationship with a consumer from whom it collects personal

information shall only be required to provide an email address for submitting requests

for information required to be disclosed pursuant to Sections 1798.110 and 1798.115.
(1)(A)E51798.1105 L 551798.1155RIC K BRR R D BN D IEHIT DOV TOER D
RO ESN T EZ, ZHOXUTENL BRI TELIOITT D, £DOTFIEICIE
Db ERREAEFE B e P —F o p =T o (2 iij'f
LWt DL A7 e LR PR 7;}33@ L TA L DI TTIEE Z4T
W BN BRAIE T HIEE A CEPEER A A T OB E I, H51798.11058 K Y
#51798.1155RIC LV BITRDNRO N HE WD ER DFE HIZOWT, A A—/L T
L AZAR it T 22 E DR DKRDHBND,

(B) If the business maintains an internet website, make the internet website available

to consumers to submit requests for information required to be disclosed pursuant to
Sections 1798.110 and 1798.115.

(B) FEEVAAA =V =TI AT DA HEED, $51798.1105% K&
UM 551798.115 58 IS LV BH/R 3 SR O BN D IEMD ER DR A A F— Ry D=7
PALTITZDIONCT D,

(2) Disclose and deliver the required information to a consumer free of charge within 45 days

of receiving a verifiable consumer request from the consumer. The business shall promptly

take steps to determine whether the request is a verifiable consumer request, but this shall

not extend the business’s duty to disclose and deliver the information within 45 days of

receipt of the consumer’s request. The time period to provide the required information may

be extended once by an additional 45 days when reasonably necessary, provided the

consumer is provided notice of the extension within the first 45-day period. The disclosure

shall cover the 12-month period preceding the business’s receipt of the verifiable consumer

request and shall be made in writing and delivered through the consumer’s account with the

FR& ST Ttoll-free telephone number IMRERIZDLNTIE, KE DEFEIEER E S ([Federal Communications
Commission]) DAHK VLT - R—T(ZHWT, Toll-free numbers ] IZDWTIEEBFERIRN SHFKIEATEER, F
BEICEEINGOAMEICESONT: 3 MZETERFEEST I (RXEB) LELINTEY. P REOFIEIZHEF
FOBHEESEZERLTVAAIEEENHHLIA RRRITEWL T, BRIZEWTIHIZEUT HEEFEALNS
LOFRITHERSRAEREBZS ILRL=.

‘Toll-free numbers are telephone numbers with distinct three—digit codes that can be dialed from landlines with

no charge to the person placing the call.’

(H FRr: https://www.fcc.gov/consumers/guides/what—toll-free—number—-and—how—does—it—-work)
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business, if the consumer maintains an account with the business, or by mail or electronically
at the consumer’s option if the consumer does not maintain an account with the business, in
areadily useable format that allows the consumer to transmit this information from one entity

to another entity without hindrance. The business may require authentication of the consumer

that is reasonable in light of the nature of the personal information requested, but shall not

require the consumer to create an account with the business in order to make a verifiable

consumer request. If the consumer maintains an account with the business, the business may

require the consumer to submit the request through that account.

(2) MR AIE P BER T e B SR 2T B A ) D32 L TA5 H LIS, | T, kb Tng
AT E B (U TRIR LR 32, F3EE 1T OERDRGE r] GE72 Tl # 5 2RD»
EVINE RN HE T O EZ LD DT D0, ZAUTHE B OFE RO iH)HA5 H
VIPMIZIERA IR LB T2 EEOBRBBLIERSELH DO TIIRW, KOO IFH
ZRRE T A I, HEE TR LR D45 H INIZIE R OB E I TO7261X, & ERIC
VRS BINO45 A & —[RIRER T&D, BRI, MEErTRe/a i B & SRk 2
M FELTZ A D120 A FUNOS DAt LU BRIZEF R TITOobDEL | F21H
BB PNEERIT AV T 58T, FEELZOWEEFEDOT I M@l T,
RITEBE B P F LR T T M R0 B I RIE B OBPUC I TE ST E
H7e 7 1E% U C IHEE BT OEWE DD FERPOHIO EIRICEF L LIZZOFHE
BAT TEDIOBE G IR ATRER 7 4+ — <y FTCEMNSNLDbDET D, FHEH T, Zoks
AN E RO MEEICHROL TR ZRIHERE OFAEAE R T HIENTELN, HE
FAZR U CTRRGIE FTREZRVH B B BREATH T DI E D REF DT N L NeAER T 5891
ROTEIRLRW, HWEEDNFETEIIT IV MAL WA E . Uik EF ITHE
FNE AT T Mol U CERER T AL RDLZENTED,

(3)For purposes of subdivision (b) of Section 1798.110:
(3)#1798.1105: % (b) THDO H D=t :

(A) To identify the consumer, associate the information provided by the consumer in
the verifiable consumer request to any personal information previously collected by the
business about the consumer.

(AVEE A ZRkR T 57212, BEE AT REZR T B B R ICRB W TIHE B D R L -
e, ZOMHBEEIZOWTEEZ I EIINES T8 AN &2 B
Do

(B)ldentify by category or categories the personal information collected about the
consumer in the preceding 12 months by reference to the enumerated category or
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categories in subdivision (c) that most closely describes the personal information
collected.

(BB S AU N AF 2 fie s I 85 |2 RLR 9755 () THIZHN S M A B L
T, BE120 A FICIHE B 2 OV TSRS V8 A E A BRI Z0FkA 42,

(4) For purposes of subdivision (b) of Section 1798.115:
(4)551798.1155: % (b) THD H D72 |

(A)ldentify the consumer and associate the information provided by the consumer in the
verifiable consumer request to any personal information previously collected by the
business about the consumer.

(A)HE B 2L, BRRE R REZRTH A BORICR W T2 DIH B MR AL R
ZOHBEFIZOWTHER Lo QR EITIES NI N F#REZ BRI 5,

(B)Identify by category or categories the personal information of the consumer that the
business sold in the preceding 12 months by reference to the enumerated category in
subdivision (c) that most closely describes the personal information, and provide the
categories of third parties to whom the consumer’s personal information was sold in the
preceding 12 months by reference to the enumerated category or categories in
subdivision (c) that most closely describes the personal information sold. The business
shall disclose the information in a list that is separate from a list generated for the
purposes of subparagraph (C).

(BYE N 1E A feh i 12 Fe b 455 (o) HIZHI SN M A S L T, %12
MDA BNCFEETE NG LTZHEEE IOV TENTERA BRIV, £, IR
e SHDME NG WA b B (ZRe ik 9755 (o) ISR SR AZ LT, i
F127 A MIIHE B (BT D NIE A RoE LT3 =& OB afedt45, 3
FIIAS (C) D BDOT=DITEf S —E 13RO — B TEDOE WA R T 5,

(C)ldentify by category or categories the personal information of the consumer that the
business disclosed for a business purpose in the preceding 12 months by reference to
the enumerated category or categories in subdivision (c) that most closely describes the
personal information, and provide the categories of third parties to whom the
consumer’s personal information was disclosed for a business purpose in the preceding
12 months by reference to the enumerated category or categories in subdivision (c) that
most closely describes the personal information disclosed. The business shall disclose
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the information in a list that is separate from a list generated for the purposes of
subparagraph (B).

(CYIE A #ha feh W 2 RER 25 (o) HIZH RS NI B A S IR T, @12
7 H I B DT O IR SN E B O N AR LRI, £z
BRS T ANEHZ fie b B IR 475 56 (o) BIZH RS A B Z 1T T
51270 H RIS, S35 B D72 (ST BB OB NG WASBR /R SV 88 =38 O
Rz AT 2, FHEFIIATG (B) DT-DIER SNz — BT D—E TZDOEHR
ZPRT %,

(5)Disclose the following information in its online privacy policy or policies if the business
has an online privacy policy or policies and in any California-specific description of
consumers’ privacy rights, or if the business does not maintain those policies, on its Hternet
Web-site; internet website and update that information at least once every 12 months:
G)YFEZ N, AL TAL T TAN— BRI —FF L TCWDG BT EDA L TA T
FANRY— R — KO EBERET TN —HIZOWTDOH) T4V =T [E A DRtk
IZBNT, T TANR— RV —ZRTIRWG BT, TOFEEEDA L F—Ryh D=
TP AMIBNT, L FOFREFRL, 2e<Eb12hH 1B ZDE®ET v 77
—h %,

(A) A description of a consumer’s rights pursuant to Sections 1798.100, 1798.105,
1798.110, 1798.115, and 1798.125 and one or more designated methods for submitting
requests.

(A)Z51798.10055 . 751798.105%5 . #51798.1105%, #51798.1155% } 1V551798.125%%
X DHBEEOHEF O, KOV, — 2> XUFENL EOEROFE MO ES N
Ti ke

(B)For purposes of subdivision (c) of Section 1798.110, a list of the categories of
personal information it has collected about consumers in the preceding 12 months by
reference to the enumerated category or categories in subdivision (c) that most closely
describe the personal information collected.

(B) %51798.1105% (¢) THD H D 7=sb1Z, WSV A 84 e B 12 Fiak
T 55 (o) HICHIZESI N A A S IR U, B 120 A ICFEFDIUELIEEE
OE NG HROFERLD—E,

(C)For purposes of paragraphs (1) and (2) of subdivision (c) of Section 1798.115, two
separate lists:
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(C)&51798.1155 5 (¢) T (1) 5 K YN (2) T DTz, 2 Dfilx O—:

(i) A list of the categories of personal information it has sold about consumers in
the preceding 12 months by reference to the enumerated category or categories in
subdivision (c) that most closely describe the personal information sold, or if the
business has not sold consumers’ personal information in the preceding 12 months,
the business shall disclose that fact.

(i) Mo STl NG HA b BE 1ICRR 55 (o) BIZHIE S M A 2
MRUT-, i E1270 H IR GES NI B OB NG RO RO —F, b LI
EAEPEEL2DH FISTHE B O N HREZRTEL TORD-S TS AT, F
KB ITEDFEELFRT D,

(ii)A list of the categories of personal information it has disclosed about consumers
for a business purpose in the preceding 12 months by reference to the enumerated
category in subdivision (c) that most closely describe the personal information
disclosed, or if the business has not disclosed consumers’ personal information for
a business purpose in the preceding 12 months, the business shall disclose that fact.
(i) BARS AUV AN A b s (SRRl 9755 (o) IS S il a2
L7, i E120 HICEF B OO ICRSN BB F BT A A S
WOER DO, LLFEL DB EL120H MICHFEB OB E O
MNEBRZFRL QoI A1TIE, FER T ZOFRELZFRT S,

(6)Ensure that all individuals responsible for handling consumer inquiries about the
business’s privacy practices or the business’s compliance with this title are informed of all
requirements in Sections 1798.100, 1798.105, 1798.110, 1798.115, and 1798.125, and this
section, and how to direct consumers to exercise their rights under those sections.

(6) FEHDTTANY— T T T4 AUIARBOMEFIZOWTHEENLOR &%
Y F2F BN, $51798.10075 . 471798.105%: . #71798.1105c. #51798.1155:, &
1798.1255 )4 OAZL DA TO B W NI B D FRIBICHSHER DI T2 & &
(CEDINTERNT LI HONWT, HilkzFio TR T 5,

(7)Use any personal information collected from the consumer in connection with the
business’s verification of the consumer’s request solely for the purposes of verification.
(NIHEEDERIZHOWTORZEL OMGEICBIEL THE B D OIE LI E G #iT.
FREE B B D T,
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(b) A business is not obligated to provide the information required by Sections 1798.110 and
1798.115 to the same consumer more than twice in a 12-month period.
(b) FEFIX, F—OHEEF LT, 125 A MIic2[% 8 2 TH1798.1105 & OV
1798.1155%(Z L RO LN DI WA R 22 LT T|BF T HNR0,

(c) The categories of personal information required to be disclosed pursuant to Sections 1798.110
and 1798.115 shall follow the definition of personal information in Section 1798.140.

(c) #51798.1105< & UVE1798.1155:1Z KV AR Z R D HAVAE N IF H ORI, 551798.140
FROAE NAF O TE NN,

#51798.1355%%

(a) A business that is required to comply with Section 1798.120 shall, in a form that is reasonably
accessible to consumers:

()% 1798.1205 D T2 RO LD FEH 1T, HEEIZL->THHEMIIT 7 EATEDE T,
LT AT,

(1) Provide a clear and conspicuous link on the business’ Internet homepage, titled “Do
Not Sell My Personal Information,” to an Internet Web page that enables a consumer, or
a person authorized by the consumer, to opt-out of the sale of the consumer’s personal
information. A business shall not require a consumer to create an account in order to direct
the business not to sell the consumer’s personal information.

(WOHEFE UTTHEEE ZL > THERE 52 DI E 0 EDOEEE OE NEHROMR T
HATNTURNTEDLIDNC, A F—F b DT T« R—=VIZHB T, [FAOE NG HE
IRTELIRWN LT EE DAL — Ry b IR— b= U ~O PRI o 7 A it
T, FEEIL HEEITHL T, TOHEE O NERERTELRNIIICHEE
ZHR T2 DIIT AT RS 289K D T ZRB720,

(2) Include a description of a consumer’s rights pursuant to Section 1798.120, along with a
separate link to the “Do Not Sell My Personal Information” Internet Web page in:

(AREDLEPN I 7 T RN PR E O Sk SANDLyE AR AN b e YA DN A
1T, H#51798.1205R 2K DT E B DHERNZ SWT, L FDRLREE 05

(A)Its online privacy policy or policies if the business has an online privacy policy or
policies.
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(A)VFEENA L TAL DT TAN— R —"HTIHEGE. DT DT
AN — TR —,

(B)Any California-specific description of consumers’ privacy rights.

(BYH B T IA R —HIZHOWT DA T 5V =T IN[EA DLk,

(3) Ensure that all individuals responsible for handling consumer inquiries about the
business’s privacy practices or the business’s compliance with this title are informed of all
requirements in Section 1798.120 and this section and how to direct consumers to exercise
their rights under those sections.

Q)VFEEDTTANY — T TIT A A IARBRDOBEFIZONTHEE ML &%
YT HE RN, H1798.1205 K RSO TOEM W NZZIHDSREIZHESS
HERIDATHE AT B F ICE DINTRNTD0NIDN T, Az Ffio TR EE MR T 5,

(4) For consumers who exercise their right to opt-out of the sale of their personal information,
refrain from selling personal information collected by the business about the consumer.

(@) B & O NE RO DT T N U OMERZATHE T 2B ITL T, 20
HEHEIZOWTHEEZ DPIPEELIE ATE RO EEZ D,

(5) For a consumer who has opted-out of the sale of the consumer’s personal information,
respect the consumer’s decision to opt-out for at least 12 months before requesting that the
consumer authorize the sale of the consumer’s personal information.

G) B H DENIFBMDIRFEIZHDWTH TN T ORI ZATRE LT HEF TR LT, M54
AN RO IR FEZRBODHZEEER T HANCD7e]EH 1200 A BIEA TN T O N2 1EE
FHOWREZEET D,

(6) Use any personal information collected from the consumer in connection with the
submission of the consumer’s opt-out request solely for the purposes of complying with the
opt-out request.

(6)1H e DA T NT U RERIZBEL CEDOHBE D OIELEAERIL, A7 T
FOELRIZHED B OT= D72 T I35,

(b) Nothing in this title shall be construed to require a business to comply with the title by

including the required links and text on the homepage that the business makes available to the

public generally, if the business maintains a separate and additional homepage that is dedicated

to California consumers and that includes the required links and text, and the business takes
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reasonable steps to ensure that California consumers are directed to the homepage for California
consumers and not the homepage made available to the public generally.

(O)FEBZ V)T ANV =TINOEEFEZ A RELTZHIOBMOR— L=V F L, 2T,
ROLNDV I ETXANNE FIL, AV T AHNV=T MNOTEEE N — R AROFH TR —24
A= DTS BN DB D TR — L=V DT L E MR T D% 7 i @ AT
TWDRBIE, REIL, —ARDPFIHT R — LR =YL VT AN B DL L
(ZEo TARBZ BT T HZLITRD RN,

(c) A consumer may authorize another person solely to opt-out of the sale of the consumer’s
personal information on the consumer’s behalf, and a business shall comply with an opt-out
request received from a person authorized by the consumer to act on the consumer’s behalf,
pursuant to regulations adopted by the Attorney General.

OEEE X, BHOMEANERORITEIZDOWTA T NT U NS RO B E (AT 5352
EINTE, ZDO5HE ., FEF T, YHHBEE DHERZM 5 LB NOZHLIEA TN T IR
ZRIZ, ANERBICIOEIRSNZHANC I 1769,

#51798.140%

For purposes of this title:

KBEOHWDTZDIZ,

(a) “Aggregate consumer information” means information that relates to a group or category of
consumers, from which individual consumer identities have been removed, that is not linked or
reasonably linkable to any consumer or household, including via a device. “Aggregate consumer
information” does not mean one or more individual consumer records that have been deidentified.
(@) [THE B MBS LT, x5 DHBEZIDEHIBRLIC, 7T AR LIZE L THIHH
F ST B AT D22 U E BB E AT T 2 AT gL L TV HE B DL
— 7 IR EE S D e B D, HHE B HHRES IR LS —o T
B DE R 2 TH B B Rl A BIR L 720,

(b) “Biometric information” means an individual’s physiological, biological, or behavioral
characteristics, including an individual’s deoxyribonucleic acid (DNA), that can be used, singly
or in combination with each other or with other identifying data, to establish individual identity.
Biometric information includes, but is not limited to, imagery of the iris, retina, fingerprint, face,
hand, palm, vein patterns, and voice recordings, from which an identifier template, such as a
faceprint, a minutiae template, or a voiceprint, can be extracted, and keystroke patterns or rhythms,
gait patterns or rhythms, and sleep, health, or exercise data that contain identifying information.
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(D) SAF AR 7 i L1F . B C UL WO B LI OB 7 — 2 L DF A E T,
fEl % DIDEHESLT D, il # NDT A ¥ URELRE (DNA) &5 T A B0 A 700 U T
BRI A B R T 5, A AN w7 HIZIL, UL FIZRESNRND, 7oA AT VR,
Voa— T U L— b, FEROLIRAT T — N TTE DL, MR, FR R, B
FL FOODL, MENZ—2 ROEFEE OB, WO, SRlEREZ LI T F
— U LLITV R L BT RE = B LR R A IR, R, UTER) T — 2038 £hb,

(c) “Business” means:

O)IFEE | LITU FEEW®T 5,
(1) A sole proprietorship, partnership, limited liability company, corporation, association, or
other legal entity that is organized or operated for the profit or financial benefit of its
shareholders or other owners; that collects consumers’ personal information; or on the behalf
of which sueh that information is collected and that alone, or jointly with others, determines
the purposes and means of the processing of consumers’ personal information, that does
business in the State of California, and that satisfies one or more of the following thresholds:
(1) ACORFELIIZDOMDETAEH OFZE UL ERAVELE O 7D I S 30E =
Sh, HEE O NEHZED TH CORDVIZED Y ZIFEMMPED BV EM T X
I E I [F THEE OB ANE RN T2 EFEEZREL, W74+ =TINTH
ATV, 20 LU FOFEED — D> T LL BaT7= 7, BAFER, S—hF—v
v 7 ARFEESE A HESUTZOMOER TR 2 EW® 5!

{H(A)Has annual gross revenues in excess of twenty-five million dollars ($25,000,000),
as adjusted pursuant to paragraph (5) of subdivision (a) of Section 1798.185.

()(A) 55 1798.185 5= 55 (a) T (5) B IC LW I HE S AL 7= A TR I 2§ 2325 ' J7 R L
($25,000,000) Z#8 % %,

{5 (B)Alone or in combination, annually buys, receives for the business’ commercial
purposes, sells, or shares for commercial purposes, alone or in combination, the personal
information of 50,000 or more consumers, households, or devices.

(B M S TH A G O T L EOTHEE | XTI T S A RO E A1)
AN AT, BT A S DT CIEAL, FEFOREBNTZITEY,
HRoEL ., XIFpa%E A THA T2,

{5 (C)Derives 50 percent or more of its annual revenues from selling consumers’
personal information.

(HH(C)IHE A O N TEF O IR FENDAERIINAE D50% LA 215 TD,
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(2) Any entity that controls or is controlled by a business; as defined in paragraph (1) and

that shares common branding with the business. “Control” or “controlled” means ownership

of, or the power to vote, more than 50 percent of the outstanding shares of any class of voting

security of a business; control in any manner over the election of a majority of the directors,

or of individuals exercising similar functions; or the power to exercise a controlling influence

over the management of a company. “Common branding” means a shared name, servicemark,
or trademark.

Q% (D) ZITEDHFEEZXEIL, I KELS I, oY hFERELLEDOT

FUREIATLIM, (AT 5 LTSNS 1T, FEE OHERMEOH TR

DIRFEUZ DV TIATHE AR DB0% A IRA L T REL AT 228 KB DY

BB LI BLBULEBE 2 R T A OB(EZTOA DI IE T b

— VT BZE, T, RO~ R VAN OW T K EL AR B A T T DHER A H D2

LEREWT S, [HEOT TR LT, EOL T, —E R~ —7 I PaE A2 BT 5,

(d) “Business purpose” means the use of personal information for the business’ or a service
provider’s operational purposes, or other notified purposes, provided that the use of personal
information shall be reasonably necessary and proportionate to achieve the operational purpose
for which the personal information was collected or processed or for another operational purpose
that is compatible with the context in which the personal information was collected. Business
purposes are:

(A FHEB R LT, FEE T —EAREEFEORE Lo B UTZofmo@msi-
DT OAE NIEMOME A BT 5, 72720, Yk A2 A #ANES A LIL
RSN DRE Lo B RS, SUIEANTEBRAUES W SUREE & 5O E Lo R
& RH T H7OICEEBNTLETHY, 7o, WHINTH L5 B2, FEALIE, U
TTdH%:

(1) Auditing related to a current interaction with the consumer and concurrent transactions,
including, but not limited to, counting ad impressions to unique visitors, verifying
positioning and quality of ad impressions, and auditing compliance with this specification
and other standards.

W)EEELOETHT OV ED K ONATLIZIRG BT 28 A, Zhicid, —E O
FAT T DI ERR B O G, JRE R RONE LB ORRGE, W N IO & UMl
DIHEA~DET ORI G ENL0 . ZUBIZRES RN,
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(2) Detecting security incidents, protecting against malicious, deceptive, fraudulent, or illegal
activity, and prosecuting those responsible for that activity.
(2)F¥=2V7 4 EOFEEOLRM, EE, A FECUTEEIT RO 0E, KOZED
T2\ B A T 5% DB,

(3) Debugging to identify and repair errors that impair existing intended functionality.
A DENSNIARRE LR =T — 2 RE K MEE T LD T YT,

(4) Short-term, transient use, provided that the personal information that is not disclosed to
another third party and is not used to build a profile about a consumer or otherwise alter an
individual consumer’s experience outside the current interaction, including, but not limited
to, the contextual customization of ads shown as part of the same interaction.

AEWO—KReZR R, 72720 L B E 0 3 = IZBRER T, 2o HEEITO
WTOT BT 7 ANMAER XUTZE DR DLV ENLISNZ BT Dl %« OWEF ORERDZ D
DI SN RS2, ATV ED D —HiE L TURSIVD IR -

DINE DI AR <A X% G e INZ AU RBILZ20,

(5) Performing services on behalf of the business or service provider, including maintaining
or servicing accounts, providing customer service, processing or fulfilling orders and
transactions, verifying customer information, processing payments, providing financing,
providing advertising or marketing services, providing analytic services, or providing similar
services on behalf of the business or service provider.

(B)FE I —E R BHEFE DRV DY —E RO ESi, Ziizid, FEEF LT
—E AR DIO DT T ORI L IR, h A~ — - — RO, 3T
K OH G ORERA U IEAT . BE B M OMREE, SHAWOREL, 77 AT 2 7 D
i, IREF LI~ =TT 47— AO M, BT —E AORRME, SUTE L
—E 2R T,

(6) Undertaking internal research for technological development and demonstration.
(6) BB IE e ONF B AR — 2 a2 DWW CONERRIIZE 21 TH 28,

(7) Undertaking activities to verify or maintain the quality or safety of a service or device
that is owned, manufactured, manufactured for, or controlled by the business, and to improve,
upgrade, or enhance the service or device that is owned, manufactured, manufactured for, or
controlled by the business.
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(MFEEF LA S, BIESh, FEFOOICBESN, UTFEEFICLYa b
BV SD, Y —E AT T AAAD G AT LB E EEa LTMERF L, Fo, &
EFICLVFTA SN, BiES, FEEODICEEES N, ITFEF ICLOGIEEINS
P —ERANNIT NARZLWE, 777 —RE0 L3570 DIFE 17O L,

(e) “Collects,” “collected,” or “collection” means buying, renting, gathering, obtaining, receiving,
or accessing any personal information pertaining to a consumer by any means. This includes
receiving information from the consumer, either actively or passively, or by observing the
consumer’s behavior.

() NNET D), MEEIZ) AT NEE | &1F, AIHNDFBIC I > THEE BT 5 A
Mz AL B5L, o, BUSL, ZHL, XIZZUIZT 78R T2 B®R T2, Zh
(I, REEIRE LIEZBIRISIHE B POIF e 528, X, HBEHEITBOR SR
WL THMEZ TN G END,

(f) “Commercial purposes” means to advance a person’s commercial or economic interests, such
as by inducing another person to buy, rent, lease, join, subscribe to, provide, or exchange products,
goods, property, information, or services, or enabling or effecting, directly or indirectly, a
commercial transaction. “Commercial purposes” do not include for the purpose of engaging in
speech that state or federal courts have recognized as noncommercial speech, including political
speech and journalism.

() TREE R A LT oD 2N, | P dn, W RE . 1 BOUT T —E R HOWTHEAL, EfEL .,
BEEL. ZIL, BEL ., f2HEL UM T DL AR T 2L BT IV HF OFEFER TR
FRIZRAES 2w H T XAE, EAER ST BRI PG AR LS [ 2 TREL L XU TERL 5
TLa BT D, [P AR, BUAHZR Sk Oy — T VR bz & eI R RI7R E i
EUTHHE UTINOBHI PR TEI-SimIcBh s HE & £,

(9) “Consumer” means a natural person who is a California resident, as defined in Section 17014
of Title 18 of the California Code of Regulations, as that section read on September 1, 2017,
however identified, including by any unique identifier.

(0)[1H#E 3 | 21%, 20174E9 A 1 H BESUCRT DAV 7 4 0 =7 I D1 (Code of Regulations)
F18BEDEFIT0IARICB VW TERSNIEIN 7 ANV =T MOERTHLERAZEKL, —
B FIC L5625 T, EOINTHRISNDE R,

(h) “Deidentified” means information that cannot reasonably identify, relate to, describe, be
capable of being associated with, or be linked, directly or indirectly, to a particular consumer,
provided that a business that uses deidentified information:
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(h) T3EFRI) &I, FERRBIE A T2 FEZ VL FICZ Y T 556 T, EHEIICH H#
IZh ., FFE DO EE 25 ERIEAI L, BIEM L, ik, ARSI, Vo r7s3dh2Lm
TERWEREEWT D,

(1)Has implemented technical safeguards that prohibit reidentification of the consumer to
whom the information may pertain.
(L) 153 BT 2V e 3 D Pl & 25 1L U7 Hfr a7 (R E A FE L T D,

(2)Has implemented business processes that specifically prohibit reidentification of the
information.
QIE RO TSN ZFFRNEE LT eV R AT e A% FE ML T D,

(3)Has implemented business processes to prevent inadvertent release of deidentified
information.
@)FEEHME RO B LN ARZPSE DR A T ut 2% E i L TV D,

(4) Makes no attempt to reidentify the information.
@) EMO TR DRAZ LI,

(i) “Designated methods for submitting requests” means a mailing address, email address,
Iaternet-Web internet web page, taternet-\Web internet web portal, toll-free telephone number, or
other applicable contact information, whereby consumers may submit a request or direction under
this title, and any new, consumer-friendly means of contacting a business, as approved by the
Attorney General pursuant to Section 1798.185.

(i) TEROEHOIEESNITTiE LT WEBEPATLEOLE TER IR AR I TED,
ETRLVA BFA—IVTRLA A Z =Ry T 2T R A F =Ry T =T 7R
— 5V BRI EE T IO T 2= 27 MEH, £7-51798.1855(2 L0 FliE
FEEPBOLH T2 FHEZ ~DAZINIOWTHBEFIZES TN T W RE A B RS
Do

(j) “Device” means any physical object that is capable of connecting to the taternet internet,
directly or indirectly, or to another device.

() [T AR EIE, EEE SUX BN A L 2 — 2y E UMD T /A Ao & P REE T
DY IR 2 BT D,
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(k) “Health insurance information” means a consumer’s insurance policy number or subscriber
identification number, any unique identifier used by a health insurer to identify the consumer, or
any information in the consumer’s application and claims history, including any appeals records,
if the information is linked or reasonably linkable to a consumer or household, including via a
device, by a business or service provider.

(K MERRBRIG W L1, ZOERD, T AARAZBLHILE G, FEH LT —E 224t
FAC RO F T B SUSUT A BRI BEH T R TE 256 ERERRS
FAC > T SNDIHEE DIRBRGESRE 5 IIAE BRI ERRREAICE > TH
Fo B T DT DI SIS — BRI T SUTIHE B O EE K UGG RIBEE . ANk H A7
TOBREZ G T TR HIEREE®RT 5,

(I) “Homepage” means the introductory page of an trternet-\Aeb-site internet website and any
taternet\Web internet web page where personal information is collected. In the case of an online
service, such as a mobile application, homepage means the application’s platform page or
download page, a link within the application, such as from the application configuration, “About,”
“Information,” or settings page, and any other location that allows consumers to review the notice
required by subdivision (a) of Section 1798.145135, including, but not limited to, before
downloading the application.

() TR—b_—=2 8L, EAFRPNES DA Z—F b T =27 A RDFEHDR—
K OHHPHA L F =Ry T 2T e _R—=VHERT D, BN T TV —a DI
TAL Y —ERADGE | R L=V R T TN T b= Y (AU R R =D T
TVr—ar WOV IEBEKRL, Bz, 77V —ar Ofpnn, [7 371 (About) |
MEH IIREDR—V  Fle, TV r—varzyra—R 35150, 12720, 2
IZBRBIZR £51798.2451355: 5 (a) BHIZ KV RO BN DB EN 2T E E DS TED LT
L DD E T E D,

(m) “Infer” or “Inference” means the derivation of information, data, assumptions, or conclusions
from facts, evidence, or another source of information or data.

(M) THEE T2 ) SULTHERE | &iF, F3E, GEIL U TZ OO FHAE LT —Z OF IR
T, 7 — & RUE A ima S E T e 2 BRI 5,

(n) “Person” means an individual, proprietorship, firm, partnership, joint venture, syndicate,

business trust, company, corporation, limited liability company, association, committee, and any
other organization or group of persons acting in concert.
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(MIF 1 EE AL FEK, FEE S— M —o7 Vatrh- XU TFy— U —h,
EYURANT AN, b BN BRBELSE, FR, ZES £, TOMOFEITAET5
F ORI N —T BT 5,

(0) (1) “Personal information” means information that identifies, relates to, describes, is

reasonably capable of being associated with, or could reasonably be linked, directly or indirectly,

with a particular consumer or household. Personal information includes, but is not limited to, the

following if it identifies, relates to, describes, is reasonably capable of being associated with, or

could be reasonably linked, directly or indirectly, with a particular consumer or household:

(0) (1) MENIEHR) &IE, FrE DO EE SUI A2 WAL, BEL ., BuRU., & L2 Bl

fFFHZENTE, ITEFENCELIIMENICE B VS HEOTELE R EE

g2, fE A HRIZIT LA FIZIRES DT TIEZRWS, FFE DTEEFE TR Z2a5I L .
B L, BUR L, & AV BT D2 e T, UTEEMICE LITMEIZEERIZY

VISHDHIEDOTEDLLOTHIUL, LLFBNE £,

(A) Identifiers such as a real name, alias, postal address, unique personal identifier,
online identifier, tnternet-Protecel internet protocol address, email address, account

name, social security number, driver’s license number, passport number, or other similar
identifiers.

(A) A1, Bz, F240 ., B4 BEGEAT, — BB AT Ao I B+
bHAH—Fy T TRUVA A=V T RUVA, T AT b F— A fh
SRR 7 RO FFAER 5 IRIRE 5. SUTZ OMLOEEEL ORI T~

(B)Any categories of personal information described in subdivision (e) of Section
1798.80.
(B)#51798.805 45 (e) TE Tk ~ D fE A HR DK,

4 {RERFERD: 551798.80FKF (e)E(L. AU TAHIL =T M REIZEFTHCCPA(Title 1.81.5.) &ILAI D (Title) THD
Title 1.81. CUSTOMER RECORDS (BEZE 8% ICB(TALUT DO EEELVS,

Section 1798.80.

(e) “Personal information” means any information that identifies, relates to, describes, or is capable of being
associated with, a particular individual, including, but not limited to, his or her name, signature, social
security number, physical characteristics or description, address, telephone number, passport number,
driver’'s license or state identification card number, insurance policy number, education, employment,
employment history, bank account number, credit card number, debit card number, or any other financial
information, medical information, or health insurance information. “Personal information” does not include
publicly available information that is lawfully made available to the general public from federal, state, or
local government records.
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(C)Characteristics of protected classifications under California or federal law.
(C)BI T 4 =7 NE XTI EDOS L TORES T T RHE,

(D)Commercial information, including records of personal property, products or
services purchased, obtained, or considered, or other purchasing or consuming histories
or tendencies.

(D)PAZFERIIE o B A DM PED LR, A B SUIE L2803 —e 20
ROER, UL, EOMOWEASUTIEE OJERE SUIEIZ OV TOREERE B T,

(E)Biometric information.
(E)AF AR 71 o

(F)Internet or other electronic network activity information, including, but not limited
to, browsing history, search history, and information regarding a consumer’s interaction
with an tnternet\Web-site internet website, application, or advertisement.

(F) A 2=y bXIFZDMDETHIZR Ay N —iEE O, BT, #isR
JBIE. MO, A Z =Ry M =T YA TTVr—al XTIREEDEEE DL
EVDIFHEZ G TS ZHUTIREAZR,

(G)Geolocation data.
(G)HIBRLE T — 4,

(H)Audio, electronic, visual, thermal, olfactory, or similar information.
(H)& &, B S5 EE, R SO,

(DProfessional or employment-related information.
(DB ST BT 21

MEAAERIEIE. FEDEAZ, FAIL. BEL., fURkL., RIZEEM TEIENTED LD EDEREE KR
T35, BAANFERICIE. UTICRESNSD T TIEGON, BZEADBHL. 12, HERRES. BANE
HMELIIE®R, PRLR BEES. REEFS. EGRFABSELJIINOBEAIN—FES. RIRFAHES.
$E. ER.ERERE. BTOEES. ILCYMI—FES ., TEYMI—KRES . XIE. ZOth DB FEFER.
EEERS LIBRERRER. 220, MBEABRICE, ER., WIS OBAFOLENSBEEIZ—R
ARITHLTHIATREL G- TWS, AFI AT REAERESEEL,
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(J)Education information, defined as information that is not publicly available

personally identifiable information as defined in the Family Educational Rights and

Privacy Act (20 U.S.C. section Sec. 1232g;; 34 C.F.R. Part 99).

Q) RIZRIH AR, FIRBEM LT T A3 —k (B R[E{E M (TUnited States

Code]) 20, #51232g5%,; =HFAHHILE (TCode of Federal Regulations]) 34, »X—H199)
NZERSITODEAGESME R TIERVMEREL CERSNOIHE G,

(K)Inferences drawn from any of the information identified in this subdivision to create
a profile about a consumer reflecting the consumer’s preferences, characteristics,
psychological trends, predispositions, behavior, attitudes, intelligence, abilities, and
aptitudes.

(K)THEF IOV TORRAS, Pt DR PR, T8, BB, AT UV =X
BN R R E 2 T DI EH DT a7 7 ANV AR D7D IR TRk S iz
TG S ST, HEE,

(2) “Personal information” does not include publicly available information. For these

purposes_of this paragraph, “publicly available” means information that is lawfully made

available from federal, state, or local government records;-f-any-conditions-asseciated-with
such-trformation. “Publicly available” does not mean biometric information collected by a

business about a consumer without the consumer’s knowledge. taformation-is-not-“publicly

(2) AN E 1T, A CFH ATREZR TSI E T, =40 Bk, TSR
FHE | &I, WA lp B S R S C R QB A m ol R N S e
DB O FERDH I E TR AT REZ R G A B W5, [ATHIHFTRE) &id, THEE M
FNHIRVI BT, YREiHE B IOV THEEE NIELTASAA AN 7 G AE B R LR

VW, =N B E DS aR th AT X R algE b X 25" Ry H gy 4 A\ 7 FZ0
o A N7 JIJ N U Yo~ L& \ g
X 'Tf»——/irl’\lzhl/ll»rh.. FLZAANH gD sl Z i X AR A e [/ = R prel )
AU HJ | T SN s S = B J 1 I J N U /II\IIJI\ o~ \ IS FAE] I3 ]
I [N FIFHRTRE (170 JESBEfL X dq 2 ey 250 7 )3 e 4 0 A AN fhe )

VSSTos Y o e} e EAE THETY fo~~ T1Ex7JT ug U3 == TH IR LICAR LI IS S = B | = B i 2 S == B i i =)

A ) ~
C <]

S RERAEEE: TAREIEHIRUTEFAHAIE ORIZOVTIE, BRAOELIESREEDRESELT:,
H AR https://rnavi.ndl.go.jp/research_guide/entry/US—federal-law.php
H P https://rnavi.ndl.go.jp/politics/entry/USA.php
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(3) “Personal information” does not include consumer information that is deidentified or

aggregate consumer information.
Q) ME NG 12, FERRBM SN B S X TE B B HRE S RITE Fhen,

(p) “Probabilistic identifier” means the identification of a consumer or a device to a degree of
certainty of more probable than not based on any categories of personal information included in,
or similar to, the categories enumerated in the definition of personal information.

(p) MR AR -1 L1E, ME NG B D TE IS HZES VBRI & £ SUTIEL T2 18 A 1F
DR HANTNRWNIGE JDSHEFEMED mIEEF XULT A 2O BT 5,

(g) “Processing” means any operation or set of operations that are performed on personal data or
on sets of personal data, whether or not by automated means.

() [BR &%, BEMESN e FEICEADEIMTh bbb T BT —Z UIEANDT
— By ML T T4 R —var W@ D4 R — a2 ERT 5,

(r) “Pseudonymize” or “Pseudonymization” means the processing of personal information in a
manner that renders the personal information no longer attributable to a specific consumer without
the use of additional information, provided that the additional information is kept separately and
is subject to technical and organizational measures to ensure that the personal information is not
attributed to an identified or identifiable consumer.

(NMAAET %) AT MG &Z . BITE RO A Z2 UL, BTG SR EDOIHE &
HITPBS RNV FTIETE NG RELIRT LA BT D, 72720 IBMOIE R FFE D
TEADBITYIEEL THREFSHL, 220 ZOMEF WA S A7 SULRA ATREZRIH B & B L
IRNZ L e R LT BT D DR 22 3 IR S L2 35 B 2 ),

(s) “Research” means scientific, systematic study and observation, including basic research or
applied research that is in the public interest and that adheres to all other applicable ethics and
privacy laws or studies conducted in the public interest in the area of public health. Research with
personal information that may have been collected from a consumer in the course of the
consumer’s interactions with a business’s service or device for other purposes shall be:
(s)[IFFE] &1, B FRY TR RIL TON A M OB A E R L . ARRITHE Y, 7230, D4
T P REZR BN O T T A/ — {52857 T D ELBERT I8 S TS AR, ST RAF A
DFBIZBNTAEEE HIATONOI 2 & T, o B THEEE DT — 2T T A
AATOWEZELORLYEY D TIHEEDPDIES NI NG BE A VD50, LT oL
BOTRITITRBR,
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(1) Compatible with the business purpose for which the personal information was collected.
(L) EATE RPN ES N2 FE BREE G L T D,

(2) Subsequently pseudonymized and deidentified, or deidentified and in the aggregate, such
that the information cannot reasonably identify, relate to, describe, be capable of being
associated with, or be linked, directly or indirectly, to a particular consumer.

(2) ZDRIZ, FrEDHEE 2B BLRZER] ., B, AU, Bl 528 TE T,
SOFEHERNE LT MEAICBHEL XV 7 SEDHTENTERNEDIT, R4 {ED
OEAIME AFZFEBHL SR A (LS T,

(3)Made subject to technical safeguards that prohibit reidentification of the consumer to
whom the information may pertain.
(3) 1 W3 B 9~ DI B 5 D Bl | 2 25 1L L= E A 72 R B O xR LS TS,

(4) Subject to business processes that specifically prohibit reidentification of the information.
(4) EDIEHRO TN AZAMEIZEEIE T A VXA T B ADOX R L7225 TNND,

(5)Made subject to business processes to prevent inadvertent release of deidentified
information.
(5) HERINMF RO B LIRNARZHSE VR T ADMRESNTND,

(6) Protected from any reidentification attempts.
(6) PR DR AN DIRFESIL TN D,

(7)Used solely for research purposes that are compatible with the context in which the
personal information was collected.

() RGBSR S AV SOIRETE & D098 H - CO A S D,

(8) Not be used for any commercial purpose.
(8) FAZE H I IS 2wy,

(9) Subjected by the business conducting the research to additional security controls that limit
access to the research data to only those individuals in a business as are necessary to carry
out the research purpose.

(9) BFFEEATHFH,EE I Lo T MR D ESGI L ERE DB BIET —F~T 7 B2 5
FOITHIIR S 2B 72t F 2D T 1 - 3 P — L DR R L5 TND,
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(t) (1) “Sell,” “selling,” “sale,” or “sold,” means selling, renting, releasing, disclosing,
disseminating, making available, transferring, or otherwise communicating orally, in writing, or
by electronic or other means, a consumer’s personal information by the business to another
business or a third party for monetary or other valuable consideration.

OQ)IRFET 51, TIRFET D& THRTE ) UTTIRGE LT &%, 8 UTZ OMOflED &
DX D701, FEF DM OFER ITHE =F T LT HEE O N F#E ., IlRoEL.,
EEL. /KL, BRL, RO, FIHARRICSE, BiEL, T, 2O AT, FiE T, &
B LUTZ DD TR IR Z D2 BN T 5,

(2)For purposes of this title, a business does not sell personal information when:
QAEBDO DD LLFOYE | FEFIIEAF BRI TEL THhRuy,

(A)A consumer uses or directs the business to intentionally disclose personal
information or uses the business to intentionally interact with a third party, provided the
third party does not also sell the personal information, unless that disclosure would be
consistent with the provisions of this title. An intentional interaction occurs when the
consumer intends to interact with the third party, via one or more deliberate interactions.
Hovering over, muting, pausing, or closing a given piece of content does not constitute
a consumer’s intent to interact with a third party.

(A) HEED, EXIMENE REBR T D720 FEE 2L MAE LT RL, X
T = LEMITOVED T ORI FEE AT 56 T Uik = E b
MNIERERTELIRNEE, 12720 A ROBTRAAREORELRAE T E6%
Fr<e BAYR00ENIE, — D UTBE DR BRI R0 LV 2@l T, 5§ =H L0V
LVETLHEMDPOLGEIT, LD, HDHaAL T YyO—FICEEED HEL., FiEr
L. UFRALAHZET, H=F LDV E0 LT 5B IS LRV,

(B)The business uses or shares an identifier for a consumer who has opted out of the
sale of the consumer’s personal information for the purposes of alerting third parties
that the consumer has opted out of the sale of the consumer’s personal information.
(BYENAGFHDIRGEAA T T U MLT-IH B & Ol 1% HEE 23 O NIFHRO
WRoea A 7 R UL R R =B ETHI L BRI, FEEEMEML U
HEHL TN,
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(C)The business uses or shares with a service provider personal information of a
consumer that is necessary to perform a business purpose if both of the following
conditions are met:

(C)VFEEN, BEEHEBNEZITT DD BRI E O NG HREME AL X
Y —E 2R E LG TD5E T, LN ORFOm G N mizsh D EE,

(i) The business has provided notice of that information being used or shared in its
terms and conditions consistent with Section 1798.135.

(i) FEADHEIT8ABFIES TR TR S IR ASNT
WHET DA ERAEL TV D,

(if) The service provider does not further collect, sell, or use the personal
information of the consumer except as necessary to perform the business purpose.
(i) r—EARHEE DY FHE ORI TICNERIG G A RE HEE OEAE
WAESHITIEL , BREEL UL THZen,

(D)The business transfers to a third party the personal information of a consumer as an
asset that is part of a merger, acquisition, bankruptcy, or other transaction in which the
third party assumes control of all or part of the business provided that information is
used or shared consistently with Sections 1798.110 and 1798.115. If a third party
materially alters how it uses or shares the personal information of a consumer in a
manner that is materially inconsistent with the promises made at the time of collection,
it shall provide prior notice of the new or changed practice to the consumer. The notice
shall be sufficiently prominent and robust to ensure that existing consumers can easily
exercise their choices consistently with Section 1798.120. This subparagraph does not
authorize a business to make material, retroactive privacy policy changes or make other
changes in their privacy policy in a manner that would violate the Unfair and Deceptive
Practices Act (Chapter 5 (commencing with Section 17200) of Part 2 of Division 7 of
the Business and Professions Code).
(D) HFHEANHEE O IAZSOF, B BE UL —F P FEE DT
LIFE—HDar b — Va2 G 22 OMOIRG I OEEDO—EHEL T, =FI%
256, 7220 AN H1798.1105% e UVH51798.1155: 29> TRE I S i
HHEINTWDEXIZIRD, 5 =F 0, WERFITIT S To AR EEEITE S L2
THETHE B O NG %?Fi@ﬁﬁﬁﬂ THA DT ZRENLEEL TWDHR5T
%@%i%‘ T2 UFEF L FEB IOV TRRNGRMEZ OHEE TR L
T UG\, Z D@ i%ﬁ@ﬁ%%?ﬁ)%l?% 1205 L5 3 2B INE R
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GNATHE TEDZE AR T2I01C, +3ICB YLD, 22D, LonhLeb D TRIT
AULZeB720 RIAE, AATERS BT (FE3 - TE LB THR 55 2350 (55172005:7>
HBRLA) BE5F) ITEI T O THEZENFEED, MEINZT TN — R —%
ERFHZE, ITTAN— R —ITMDOER L MR HZL2RDHHO TIL
7200,

(u) “Service” or “services” means work, labor, and services, including services furnished in
connection with the sale or repair of goods.

(u) M —E 2 Lid, BEf O IRTE SUE R BIRL TIRELS N DY — e 22 G T, 7).
KO —E R BT 5,

(v)“Service provider” means a sole proprietorship, partnership, limited liability company,
corporation, association, or other legal entity that is organized or operated for the profit or
financial benefit of its shareholders or other owners, that processes information on behalf of a
business and to which the business discloses a consumer’s personal information for a business
purpose pursuant to a written contract, provided that the contract prohibits the entity receiving the
information from retaining, using, or disclosing the personal information for any purpose other
than for the specific purpose of performing the services specified in the contract for the business,
or as otherwise permitted by this title, including retaining, using, or disclosing the personal
information for a commercial purpose other than providing the services specified in the contract
with the business.

(v) M —E 22 | LT, FEE N> TEHEBRZLHL, 2>, FERMNOTDIZEmD
NIV FEZNOHEERE O NEREZRRIND, RETZDOMOFTHEFHOF|ZE L4
EA IR DT ISR S U SUTHE S SHA IR AN FER == o7 AIREERAE,
BN, FE, ZOMOIER EEREZE W T 5, 72750, FEFLOZKICID | HAEREZ 5
THIER RN, YL TR ESN- Y —E ZBATHORED B B9 UL E DAL TR D
NIeb D LA D BRIO T2 B AN @RAEZRFFL, L L UL R T 528 (FEE LD
(& TRrES o —E R LIS O REZERY 72 B D7D I8 A TE iz R FFL L R L X
FRART 52T, ) BRI T D552,

(w) “Third party” means a person who is not any of the following:
W) T =F LI TFONFNRTHARNEZERTS:

(1) The business that collects personal information from consumers under this title.

(D ARBOLLE THE A NFRANE T DHHESL,
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(2)(A) A person to whom the business discloses a consumer’s personal information for a
business purpose pursuant to a written contract, provided that the contract:
Q)A)FEENEmMORKICIVEE R NOTZDITIHEF O AEFREB R T2 F
T, ZDOZKIDBLL T THLHGA

(i) Prohibits the person receiving the personal information from:
(i) EDOENE RO RZZ T HE LD T OITAEEEILL T D!

(1) Selling the personal information.
(1) TEAfEHRDOIRTE,

(IMRetaining, using, or disclosing the personal information for any purpose
other than for the specific purpose of performing the services specified in the
contract, including retaining, using, or disclosing the personal information for
a commercial purpose other than providing the services specified in the
contract.

(1) R TRE SN RFE DO —E ADORME LIS DG ER972 B D725
O NG ROCREE, LA UIBA R A G e, R TR ESN T —E R4
HORERI72 B BILISL O B D728 OE AAE M OLRFR 5 IEBR,

() Retaining, using, or disclosing the information outside of the direct
business relationship between the person and the business.

(1) ZDFH LHEEE ORI OERENLRE VX ARRLSNTO | FHFROLRE,
il JH SCEBAR,

(ii) Includes a certification made by the person receiving the personal information
that the person understands the restrictions in subparagraph (A) and will comply
with them.

(i) EDFED(A) OHIRAEME LD NEZET T LR~ T | HAEHRE
B 28 128> TR S NREEZ & A T,

(B) A person covered by this paragraph that violates any of the restrictions set forth in
this title shall be liable for the violations. A business that discloses personal information
to a person covered by this paragraph in compliance with this paragraph shall not be
liable under this title if the person receiving the personal information uses it in violation
of the restrictions set forth in this title, provided that, at the time of disclosing the
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personal information, the business does not have actual knowledge, or reason to believe,

that the person intends to commit such a violation.

(B) ABRIZEDDHIROENINGERL LA T DR GREIRDE L, FDOE K DOET

R, KRBT ORGOMRLERDE T U TR NG AR T o3 EH 1,
Z O NG 2 BAG T 2FH P AE IR E T DM RICENK L TERZHE L TV

ELThH, TOENEREFRTDRFICEDOENEILICERETIBK THHL

IZOWTEDOFEEENEBITHNST IIEHME UL EZ R0 GAITIE, A%

Db ETITEREZADIRY,

(x) “Unique identifier” or “Unique personal identifier” means a persistent identifier that can be
used to recognize a consumer, a family, or a device that is linked to a consumer or family, over
time and across different services, including, but not limited to, a device identifier; an Internet
Protocol address; cookies, beacons, pixel tags, mobile ad identifiers, or similar technology;
customer number, unique pseudonym, or user alias; telephone numbers, or other forms of
persistent or probabilistic identifiers that can be used to identify a particular consumer or device.
For purposes of this subdivision, “family” means a custodial parent or guardian and any minor
children over which the parent or guardian has custody.

() [T+ | ST — B GRF-) &13, RIS D B —E R W THE A
FhE, UTTHBEFE L LIIFEI) 7SN T SA RGBT D101l T —HLT
W FAEW S D, 2T T RG] T A =Ty b T ahaL T RUVA TyF—
oy BT RAET | ESAVIRERR A USRI OB AR 5. — B4 X
— Y — DR EFEE 5 UIFFEOTHEE XUXT A AL T DT 01l TE 5 Rt
) ST SR A 7258 8] - 2 & e IS ZIUBIZ IRDIZR N, RIAD T, TR &I, BMHEE X
IIORFER . K OBIMES I REE NESET ORMFEDO T EbE BN T 5,

(y) “Verifiable consumer request” means a request that is made by a consumer, by a consumer on
behalf of the consumer’s minor child, or by a natural person or a person registered with the
Secretary of State, authorized by the consumer to act on the consumer’s behalf, and that the
business can reasonably verify, pursuant to regulations adopted by the Attorney General pursuant
to paragraph (7) of subdivision (a) of Section 1798.185 to be the consumer about whom the
business has collected personal information. A business is not obligated to provide information
to the consumer pursuant to Sections 1798.100, 1798.105, 1798.110, and 1798.115 if the business
cannot verify, pursuant to this subdivision and regulations adopted by the Attorney General

pursuant to paragraph (7) of subdivision (a) of Section 1798.185, that the consumer making the
request is the consumer about whom the business has collected information or is a person
authorized by the consumer to act on such consumer’s behalf.
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(y) RAEFTREZRVH B B R 1 &I, THBEF IZL > T HBEFORKEDO T-EHITROLEE
FIZE- T, L, HBEEIZE-STH I TITEN T 2HER M G-S7- B AR A LL
FIMNBREICEELIEE Lo TUTONLE R Th o T, F72, #51798.1855:% (a) T (7) =
IZRDFHER BICEVEIRSNHANC KD | FEZDEANHFREZNELHEE THHZ L
A BRINIREET HIEN TEDLEREZ TR T D, FHEF L, ARTH, L UVEE1798.1855: 5 (a)
H(7) I EEREE ORIR U -HANC L T, BEsR AT M B E N E DGR F XL
ML LTHE B THLZ L, IFZFDOHBEE RO TITEN T 522 2 DIEEFH 3
TeH THOLZEARE TERNG G, FHER1LEHL798.10055, 771798.1055%, 7#71798.1105% K&
OE1798.1155RICIVIBER F I MR T 2 /B A DR,

#51798.145%
(a)The obligations imposed on businesses by this title shall not restrict a business’s ability to:
@ABICEVFEF ITRINLGFBIL, LT OFER OHEREHIRLV:

(1)Comply with federal, state, or local laws.
(L)L, M ST IR O I BS54,

(2)Comply with a civil, criminal, or regulatory inquiry, investigation, subpoena, or
summons by federal, state, or local authorities.

(2)1E 30, N S D Y J/I LD RF R, IR B, A, SR &
MR, FEHPIRZ ST 9528,

(3)Cooperate with law enforcement agencies concerning conduct or activity that the
business, service provider, or third party reasonably and in good faith believes may violate
federal, state, or local law.

Q)FEH . U RRAE ST =F D3 dH N SUTHU D IERITE L TW D
HLARWE G BRI E FEIAEZ AT 2 SUTTFENCBEL TEBIT Y /I 11772
Z&,

(4)Exercise or defend legal claims.
(AIER R EEEITV, I F#ETDHL,

(5) Collect, use, retain, sell, or disclose consumer information that is deidentified or in the
aggregate consumer information.
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(B)FERAIE W SUIHE B HRESERDOTEOHBE BTG M EL, L., fRFFL.
Mzel, SUIBAR$22L,

(6) Collect or sell a consumer’s personal information if every aspect of that commercial
conduct takes place wholly outside of California. For purposes of this title, commercial
conduct takes place wholly outside of California if the business collected that information
while the consumer was outside of California, no part of the sale of the consumer’s personal
information occurred in California, and no personal information collected while the
consumer was in California is sold. This paragraph shall not permit a business from storing,
including on a device, personal information about a consumer when the consumer is in
California and then collecting that personal information when the consumer and stored
personal information is outside of California.

(B) P HERIRAT 2D E DRIES SE BRIV T AV =T IN DI TITO N THDEAIT, 1H
H o OE NFRENEL UTIRT T HZE, AEOBBDT=D  HEE BRI 7 4V =
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NG Wz FEE DT AR LG TRIFL . ZDORIEEE L ORAFSIDIE B
V7 A N=TINDHTHDHEXIZZE DN REINE T DL ZLETRDIRN,

(b)The obligations imposed on businesses by Sections 1798.110 to 1798.135, inclusive, shall not
apply where compliance by the business with the title would violate an evidentiary privilege under
California law and shall not prevent a business from providing the personal information of a
consumer to a person covered by an evidentiary privilege under California law as part of a
privileged communication.

(b)#51798.110575551798.1355 2 & ¢ 1451798.1355 £ T, w%%% _u%ézmé%%%%
FEFIZIDKRBOBTNHIT V=T MNOIEEDOS L TOREMFHE I ER T 55612
ST, Fie, %%‘%753‘%‘%%@%@*%@:LT7§U77bzv:7d\l‘lYi&@%}:“@@aﬁ%%*@
DRIGEIRDE T IHEFE O NG BE R 52 La T,

(c)(1) This title shall not apply to any of the following:
(©)(1) ABIZLLFOWFHUTHE S22

(A) Medical information governed by the Confidentiality of Medical Information Act
(Part 2.6 (commencing with Section 56) of Division 1) or protected health information
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that is collected by a covered entity or business associate governed by the privacy,
security, and breach notification rules issued by the United States Department of Health
and Human Services, Parts 160 and 164 of Title 45 of the Code of Federal Regulations,
established pursuant to the Health Insurance Portability and Accountability Act of 1996
(Public Law 104-191) and the Health Information Technology for Economic and
Clinical Health Act (Public Law 111-5).

(A) SRS B 15 (B LR 5 2.6 (555650 b AR) ) THIAS LA EIRIE ., X
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BT HITEFHLIE 554575 516050 K OV 16450, MFIRIREALE D L= T'F
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(B) A provider of health care governed by the Confidentiality of Medical Information
Act (Part 2.6 (commencing with Section 56) of Division 1) or a covered entity governed
by the privacy, security, and breach notification rules issued by the United States
Department of Health and Human Services, Parts 160 and 164 of Title 45 of the Code
of Federal Regulations, established pursuant to the Health Insurance Portability and
Accountability Act of 1996 (Public Law 104-191), to the extent the provider or covered
entity maintains patient information in the same manner as medical information or
protected health information as described in subparagraph (A) of this section.

(B) LA FOBEBANS, ARGk (A) ITHR D KO IZ AT WU IR S DI FE T H & [F)
BROTITIETRE NG W R DRI, R b 1k (1R 55 2.658 (355656705
PHAR) ) THAESN D~V AT T OFRMEE | ST 19964F [ 7 B oD AH AL F PR &
W BT B3 215 (A1EH104-191) IC KV BT U 7o 3 H LRI 4R 25 455 55160358 K
OEBL6450  HFRIRBRIEHEE DI T 2T TA /8 — BF 2T ¢ K ONE LB AN B
TN — XV RAS DR D TR,

(C)Information collected as part of a clinical trial subject to the Federal Policy for the
Protection of Human Subjects, also known as the Common Rule, pursuant to good
clinical practice guidelines issued by the International Council for Harmonisation or
pursuant to human subject protection requirements of the United States Food and Drug
Administration.

(C)E IR AL AT E BRSO ITLILBIR DV YR~ TFI T4 A HART A X
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(2)For purposes of this subdivision, the definitions of “medical information” and “provider
of health care” in Section 56.05 shall apply and the definitions of “business associate,”
“covered entity,” and “protected health information” in Section 160.103 of Title 45 of the
Code of Federal Regulations shall apply

QQAHD AHIDI= | 5556.055:123 1T 5 NEFRIER ] K O~V AT 717U | D E
S, if:@ﬂsfﬁ,ﬁu%%%ﬁﬁ%160.103*0)F$¥E§Jf%%ﬂ . Fx¢%®£{$J&U
MRS NDBEREE HL O E A S D,

activity involving the collection, maintenance, disclosure, sale, communication, or use of any

personal information bearing on a consumer’s credit worthiness, credit standing, credit capacity,

character, general reputation, personal characteristics, or mode of living by a consumer reporting
agency, as defined in subdivision (f) of Section 1681a of Title 15 of the United States Code, by a
furnisher of information, as set forth in Section 1681 s-2 of Title 15 of the United States Code,
who provides information for use in a consumer report, as defined in subdivision (d) of Section

1681a of Title 15 of the United States Code, and by a user of a consumer report as set forth in
Section 1681b of Title 15 of the United States Code.

(d)(_)_ZIK%

l”/\’?%lziaﬂﬂ%lséﬁ 1681a7f<(f)IEf ‘I TQDHE
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(2) Paragraph (1) shall apply only to the extent that such activity involving the collection,

maintenance, disclosure, sale, communication, or use of such information by that agency,

furnisher, or user is subject to requlation under the Fair Credit Reporting Act, section 1681

40



et seq., Title 15 of the United States Code and the information is not used, communicated,

disclosed, or sold except as authorized by the Fair Credit Reporting Act.

(2) % Q) 513, MEEER | Rt F o — P —IZ LD Z D IO R FROIE | (REF, BA
s, WRGE . JEAE U3 H 2 PEOTEEI N A R ENVE L 158 N 1B TS VA 16815 0L |
(BT DHBI ORI G EIRD D0 BEREEWMA N IEE AR EEICIVROONI 6%
Brefi | 81E | B s IFARGES ARV EFHICRY | S D,

(3) This subdivision shall not apply to Section 1798.150.
(3) AIHIL, H51798.1505 I CiFdE SNV,

(e)This title shall not apply to personal information collected, processed, sold, or disclosed
pursuant to the federal Gramm-Leach-Bliley Act (Public Law 106-102), and implementing
regulations, or the California Financial Information Privacy Act (Division 1.4 (commencing with
Section 4050) of the Financial Code). This subdivision shall not apply to Section 1798.150.
@)ABT, DT T L) —F - 7 T AV — 1k (1 14106-102) K OSERMFA, I HV 741
=TINEFE T T AN —1E (L 1A (55405050 LR 4R) ) I KV INEES L, LsE
S, BRFESH I BAR S DA NG SIS0 FH S 7w, ATEIEE51798.1505 (213 FH &
AVAAN

(F)This title shall not apply to personal information collected, processed, sold, or disclosed
pursuant to the Driver’s Privacy Protection Act of 1994 (18 U.S.C. Sec. 2721 et seq.). This
subdivision shall not apply to Section 1798.150.

(AAEIT, 1994F R T A3 —- 7T A3 —Rlk (G R [E 584 (TUnited States Code ) 18, 55
2721 L P)ICIIEES , ALBEE AL, BRGES I ST BAZR S A ME G B3 S h7euy,
ARTH T 517981505 (213 s heuy,

(9) (1) Section 1798.120 shall not apply to vehicle information or ownership information retained

or shared between a new motor vehicle dealer, as defined in Section 426 of the VVehicle Code, and

the vehicle’s manufacturer, as defined in Section 672 of the Vehicle Code, if the vehicle or

ownership information is shared for the purpose of effectuating, or in anticipation of

effectuating, a vehicle repair covered by a vehicle warranty or a recall conducted pursuant to
Sections 30118 to 30120, inclusive, of Title 49 of the United States Code, provided that the new

motor vehicle dealer or vehicle manufacturer with which that vehicle information or ownership

information is shared does not sell, share, or use that information for any other purpose.
(9)(1)#51798.1205k 1, ML 42655 CERSNDB AT 4—TF — LB EF672: TESR
SIDHLE A= — DM CHRA T A SN HE G R XIIFTA F G HRICIE, ZOHEHE FH
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T SRV,

(2)For purposes of this subdivision:
(QARIED HHDT=

(A)“Vehicle information” means the vehicle information number, make, model, year,

and odometer reading.
(A TE R &1k, il ERE 5 A= — ET7 v AEX ETREBEE0RR
FAEZEWT 5,

(B)“Ownership information” means the name or names of the reqgistered owner or

owners and the contact information for the owner or owners.
(B) A E EH &13, BESNTPTAE O KL K OY A H 2OV O
SEEHREERT D,

(h)(1)This title shall not apply to any of the following:
(MOAEIL, DL FOWTIUIhiE S0,

(A)Personal information that is collected by a business about a natural person in the

course of the natural person acting as a job applicant to, an employee of, owner of,

director of, officer of, medical staff member of, or contractor of that business to the

extent that the natural person’s personal information is collected and used by the

business solely within the context of the natural person’s role or former role as a job

applicant to, an employee of, owner of, director of, officer of, medical staff member of,

or a contractor of that business.

(A)EHRAD, SR ORI WEEE . A& i, A7 40— [RREAS Y
7 XIFFEANLLUUTEI T DM FRICBWV T, M FERDSYH AR A OV TR
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WX LLRTOZE| D SCHRN TO A K OMFE FH S A D,
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(B)Personal information that is collected by a business that is emergency contact

information of the natural person acting as a job applicant to, an employee of, owner of,

director of, officer of, medical staff member of, or contractor of that business to the

extent that the personal information is collected and used solely within the context of

having an emergency contact on file.

(BYSFEE NS D, MRk FEEORKBHE, W8 T H . iR A7 49—,

ERAL Y7 XIFaEANELTUTEN T 5 H RN OB TUHEARSE THLHEAEHR T, 2
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(C)Personal information that is necessary for the business to retain to administer

benefits for another natural person relating to the natural person acting as a job applicant

to, an employee of, owner of, director of, officer of, medical staff member of, or

contractor of that business to the extent that the personal information is collected and

used solely within the context of administering those benefits.

(C)YFHED, ZORBAE  WEEE . prAE Btk 74— ERAZ Y7 XS
SEAANLLTUTENT 2 HARNICEE S Do B IR AOHERZE H D72 DIRA
BT HENEH T, HEOZNOOMELE 2B H 45 RN TIEE K OME S
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(2)For purposes of this subdivision:

(QAEHD HEYDT=D

(A)“Contractor” means a natural person who provides any service to a business pursuant

to a written contract.
A FEAA LT, EEORNICIVFEE T — AT A RAETERT
Do

(B)“Director” means a natural person designated in the articles of incorporation as such

or elected by the incorporators and natural persons designated, elected, or appointed by

any other name or title to act as directors, and their successors.

(B) kit | &i3, EK R4 STz UEER NI ICE > GRS BARA L KT,
it & U CTHTEN 9~ D IO D4 #R T AR THa4n | @ M T S IR
W N ENEDRAEE 2 E RS D,
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(C)“Medical staff member” means a licensed physician and surgeon, dentist, or

podiatrist, licensed pursuant to Division 2 (commencing with Section 500) of the

Business and Professions Code and a clinical psychologist as defined in Section 1316.5
of the Health and Safety Code.
(O EWRAZ Y7 | &, FeFE M OMREETE B 20 (F550058 LA ) ICL DT A 244
FTROEAM K OSFHE B RHE SUTRIRIRE . MO, Z e 1E551316 55 TESE
SNTZERR OB LA BT S,

(D)“Officer” means a natural person elected or appointed by the board of directors to

manage the daily operations of a corporation, such as a chief executive officer, president,

secretary, or treasurer.

DY A 74— &, EEREEAE R, /L2 FIMER R 2
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(E)“Owner” means a natural person who meets one of the following:

(BE) A &1E ROWT A3 BRAZE RS 5,

(i)Has ownership of, or the power to vote, more than 50 percent of the outstanding

shares of any class of voting security of a business.
() FEHEOHL D LFEFDFRIRAT ZFESRO FEATHE R FND50% D FT A HE X%
mIRHEE A T A,

(ii)Has control in any manner over the election of a majority of the directors or of

individuals exercising similar functions.
(i) Bk 3 SRR DR REZ BT T A A D - E DS N A (A B D 1A T X
B9 5%,

(iii) Has the power to exercise a controlling influence over the management of a

company.
(iii) SEOREITHL AR ) 21T 3 DHERREH 3 2%,

(3) This subdivision shall not apply to subdivision (b) of Section 1798.100 or Section
1798.150.
(3) ATEIE., #51798.10055(b)H X3 551798.1505 (2 it F S 7w,
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(4) This subdivision shall become inoperative on January 1, 2021.
(4) AR, 20214F1 H1HIZAE R T2 b,

{g3(i) Notwithstanding a business’s obligations to respond to and honor consumer rights requests
pursuant to this title:

(HIABIZIDTHE B ORISR UBIT T 5 HEEZ DRBIT D5

(1) Atime period for a business to respond to any verified consumer request may be extended
by up to 90 additional days where necessary, taking into account the complexity and number
of the requests. The business shall inform the consumer of any such extension within 45 days
of receipt of the request, together with the reasons for the delay.

(DMRRES T IH B A BRICHZER RG22, ZEROBEHENE K O EZ 8L T,
VB2 E 0 H ETOBEMD HEAIER T HZENTED, FHEEIL, BEROZHN
545 H LANIZ, BEIEDH &I T, HIER IOV THEE [T@EMN T D,

(2) If the business does not take action on the request of the consumer, the business shall
inform the consumer, without delay and at the latest within the time period permitted of
response by this section, of the reasons for not taking action and any rights the consumer
may have to appeal the decision to the business.
Q)FEEVPHBEE DRI TUTEIL WS G, £OFEEZIL BRRIRSEKICEY
RDOILLR IS HIFINIZ ATEILZR W B K OVHE B S (TR L TEDOH|WTIzD
WCARAR LS T TEAMERNZ DWW TIHE B T AT 5,

(3)If requests from a consumer are manifestly unfounded or excessive, in particular because
of their repetitive character, a business may either charge a reasonable fee, taking into
account the administrative costs of providing the information or communication or taking
the action requested, or refuse to act on the request and notify the consumer of the reason for
refusing the request. The business shall bear the burden of demonstrating that any verified
consumer request is manifestly unfounded or excessive.

RNHEE DD ERAASDNTARILA 2 SUTFFITHED KL DM TH DT I8 L7
LOThHLG G, FHEET, HFREEELITEEOEHE H XX ERSNTATEZ S
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{h}(1) A business that discloses personal information to a service provider shall not be liable under
this title if the service provider receiving the personal information uses it in violation of the
restrictions set forth in the title, provided that, at the time of disclosing the personal information,
the business does not have actual knowledge, or reason to believe, that the service provider intends
to commit such a violation. A service provider shall likewise not be liable under this title for the
obligations of a business for which it provides services as set forth in this title.

() —E AREE @ N F AR T 2FER L EABREZ TR — e A RIE
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{H(Kk) This title shall not be construed to require a business to collect personal information that it

would not otherwise collect in the ordinary course of its business, retain personal information for

longer than it would otherwise retain such information in the ordinary course of its business, or

reidentify or otherwise link information that is not maintained in a manner that would be
considered personal information.
HEAEIT, FEFITHL, EVRAOEH O TITIEEL 22V ME A G HREINE T 528

B R AD I OIBEE TE NG HREEA T2V EFEAE R EE 528, L, A
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() The rights afforded to consumers and the obligations imposed on the business in this title
shall not adversely affect the rights and freedoms of other consumers.

HABIZB O THBEE I 5 INDHENEFEZ ITRSNHEFIL, OHEE OHEF|
K OA HICHER A 52720,

{k(m) The rights afforded to consumers and the obligations imposed on any business under this
title shall not apply to the extent that they infringe on the noncommercial activities of a person or
entity described in subdivision (b) of Section 2 of Article | of the California Constitution.

(M) AE DL E THEE T B-SNOMER M NFER RSN FHEIT, T0B V741
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{e}(n) (1) The obligations imposed on businesses by Sections 1798.100, 1798.105, 1798.110,

1798.115, 1798.130, and 1798.135 shall not apply to personal information reflecting a written or

verbal communication or a transaction between the business and the consumer, where the

consumer is a natural person who is acting as an employee, owner, director, officer, or contractor

of a company, partnership, sole proprietorship, non-profit, or government agency and whose

communications or transaction with the business occur solely within the context of the business

conducting due diligence regarding, or providing or receiving a product or service to or from such

company, partnership, sole proprietorship, non-profit, or government agency.
fo)}(n)(1) %51798.1005. #51798.1055. #51798.110% . #51798.1155 . %51798.1305 X V45
1798.135%IC IV FEF ITHINLTH T HEE D, &th = —v o7 EAFER,
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(2) For purposes of this subdivision:

(QAIHD HEYDTZ

(A) “Contractor” means a natural person who provides any service to a business

pursuant to a written contract.
(A) TFEANEF, FEEORFNCIVEEF Y — e A e et 5 AR AL FE®RT
Do

(B) “Director” means a natural person designated in the articles of incorporation as such

or elected by the incorporators and natural persons designated, elected, or appointed by

any other name or title to act as directors, and their successors.
(B) Bkt L, B CTHRA S IRV A I Lo GEHSNEZBAA KON,

it L U TATEN 4 D Lo o4 B SR THEA L i UM EmSh i BN
W NEENLDRIEAZERT D,
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(C) “Officer” means a natural person elected or appointed by the board of directors to

manage the daily operations of a corporation, such as a chief executive officer, president,

secretary, or treasurer.

Q) 74— Lid, mmEEEEA R, 2712V — EAMBHELRLE, 4
KD HHEEBZERT DI R =L GEH XIHMEMmSHIZ AR AEZE
K5,

(D) “Owner” means a natural person who meets one of the following:
(D) A& 1L ROWT k- BARANEZEWK T 5,

(i) Has ownership of, or the power to vote, more than 50 percent of the outstanding

shares of any class of voting security of a business.
(i) FEEHEOHLPLFEIEDiHEIAT EFEA D FITIHEE D50 % DT A HE X
LRI 5,

(ii) Has control in any manner over the election of a majority of the directors or of

individuals exercising similar functions.
(i) Hufs s XAF[FERE OB REZ BT T {E A O - E DR A A D0 D 55T X
Bl9 5%,

(iii) Has the power to exercise a controlling influence over the management of a

company.
(iii) SAEORENKL B 2R B 2ATHE T DHERZ A 3554,

(3) This subdivision shall become inoperative on January 1, 2021.

(3) AT, 20211 H1HIZAERI TR D,

#1798.1505

(a)(1) Any consumer whose nonencrypted e+ and nonredacted personal information, as defined in
subparagraph (A) of paragraph (1) of subdivision (d) of Section 1798.81.5, is subject to an
unauthorized access and exfiltration, theft, or disclosure as a result of the business’s violation of
the duty to implement and maintain reasonable security procedures and practices appropriate to
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the nature of the information to protect the personal information may institute a civil action for
any of the following:

@@)ENIFREIRE T D7D FROMEICHE U2 2 Y X 2 VT T & T T T4 A%
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J . BEOUIBR RO R ERSTAHEF L LT OWT I O OWTRFFRZFEE T
HTEMTED,

(A) To recover damages in an amount not less than one hundred dollars ($100) and not
greater than seven hundred and fifty ($750) per consumer per incident or actual damages,
whichever is greater.

(A)IE S UFIZ DUV T — N Y4720 TL00R VL EL E750R VL F oo L FEHE
D WFTHIPREWVDEEF LI T 5720,

(B) Injunctive or declaratory relief.
(B)Z LA IS K DR XIFE S B

S {RERFEEE: F1798.81558F ()IE () (A) X, AUTHIL=TINREIZEITSHCCPA(Title 1.81.5.) &L BN
(Title) T3HATitle 1.81. CUSTOMER RECORDS (BEE 2 8k) [CHBTALUTDEIEEIET,

Section 1798.81.5.
(d) For purposes of this section, the following terms have the following meanings:

AEDEWT, UTDERFUTOEREERT 5.

(1) “Personal information” means either of the following:
MAABRIEE LTOVWTIANEEKRT S,

(A) Anindividual’s first name or first initial and his or her last name in combination with any one or
more of the following data elements, when either the name or the data elements are not encrypted
or redacted:

BRI ET—RERMNEBLINTELT XIFMBESNTOELMEE T BADIT7—RER—LELL
FMODA=L P ILRUZDEDSASR—LEUTO—DRIEZTNULDT—R2ERLOBEAED

¥,
0] Social security number.
V—x )X Ta4FN—
(i) Driver’s license number or California identification card number.
BEAHBFESXENI)THL=F HOHNA—FES
(iii) Account number, credit or debit card number, in combination with any required security code,

access code, or password that would permit access to an individual’s financial account.
OEES. JLOYM—RESE LETEVM—FES T BAOEEMOEIZT VLR TED
FOIZBEREF 1) T4a—F, 7OERI—FXIE/IRT—FLOMAELE .

(iv) Medical information.
ERIER

(V) Health insurance information.
fEERRIRIER
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(C) Any other relief the court deems proper.
(C) #3166 B & |3~ 22 DA DRk,

(2) In assessing the amount of statutory damages, the court shall consider any one or more
of the relevant circumstances presented by any of the parties to the case, including, but not
limited to, the nature and seriousness of the misconduct, the number of violations, the
persistence of the misconduct, the length of time over which the misconduct occurred, the
willfulness of the defendant’s misconduct, and the defendant’s assets, liabilities, and net
worth.

L ERFREFONAMIZERL T FHFTTFEREO LG FENEH L. —oXiIEh
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UG PEN T ENDD, ZAUZRBILR,

(b)Actions pursuant to this section may be brought by a consumer if, prior to initiating any action
against a business for statutory damages on an individual or class-wide basis, a consumer provides
a business 30 days’ written notice identifying the specific provisions of this title the consumer
alleges have been or are being violated. In the event a cure is possible, if within the 30 days the
business actually cures the noticed violation and provides the consumer an express written
statement that the violations have been cured and that no further violations shall occur, no action
for individual statutory damages or class-wide statutory damages may be initiated against the
business. No notice shall be required prior to an individual consumer initiating an action solely
for actual pecuniary damages suffered as a result of the alleged violations of this title. If a business
continues to violate this title in breach of the express written statement provided to the consumer
under this section, the consumer may initiate an action against the business to enforce the written
statement and may pursue statutory damages for each breach of the express written statement, as
well as any other violation of the title that postdates the written statement.

O)YARSFIZLDFFR 2T, BN —ATUFTEM N —ATEERERE DT DI FEL DR
ZBRMAT DR, HEF DS B LI UTER L TWDET 2AB OB ORUE 2R E LTz
30H DEMEICEDIBEIEZZDFEEL RN T 256, TOHBEF ITIVIRE TED, R
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ZEMTED,

(c)The cause of action established by this section shall apply only to violations as defined in
subdivision (a) and shall not be based on violations of any other section of this title. Nothing in
this title shall be interpreted to serve as the basis for a private right of action under any other law.
This shall not be construed to relieve any party from any duties or obligations imposed under
other law or the United States or California Constitution.

COARRKIZIVRTENDFRFAFEIZ, 55 () I E O D3PI L TO B A S HL, A& D,
DREDIEFNZFEDNRNSDET 5, ABITIBWT, DOIEFROEE TOFARYFE RKED K
HEL72 D LIRS VDRI 2V, ZAUTMOVERE, KERE, W7+ =T MEIEDOL LI
RSNDEH IFZFEH DR DEBIRIT D LIRS DB D TIH R0,

#51798.1555%

(a)Any business or third party may seek the opinion of the Attorney General for guidance on how
to comply with the provisions of this title.

(QFEH XTHE =F 1L, REBORELZE DI T T DNDHAL L AZONWTEIER'E
DERZERDOHIENTED,

(b)A business shall be in violation of this title if it fails to cure any alleged violation within 30
days after being notified of alleged noncompliance. Any business, service provider, or other
person that violates this title shall be subject to an injunction and liable for a civil penalty of not
more than two thousand five hundred dollars ($2,500) for each violation or seven thousand five
hundred dollars ($7,500) for each intentional violation, which shall be assessed and recovered in
a civil action brought in the name of the people of the State of California by the Attorney General.
The civil penalties provided for in this section shall be exclusively assessed and recovered in a
civil action brought in the name of the people of the State of California by the Attorney General.
(b)FHEH 1T, NETFEZIHAIILTHOH30H INIGER Z & IEL2WGE | A& "h)i*fé:
L&D, ABIE T HFER P — U R MIE T2 OMOF L, ZE T ORRIC

D, Fo ERUFIZOWT2,500R b 28 2 IRWERO ReFET XUE, BB OE R EIZ SN T
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(c)Any civil penalty assessed for a violation of this title, and the proceeds of any settlement of an
action brought pursuant to subdivision (b), shall be deposited in the Consumer Privacy Fund,
created within the General Fund pursuant to subdivision (a) of Section 1798.160 with the intent
to fully offset any costs incurred by the state courts and the Attorney General in connection with
this title.

(C)AE DB DWW TRl 7z RFET L O (b) BIZ KR E SNV FRFADFRR 4 E, A
BITBEL O M L FNERBICRAELZE A2+ Ic O b2 L4 BKIL TH
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#51798.1605%

(&) A special fund to be known as the “Consumer Privacy Fund” is hereby created within the
General Fund in the State Treasury, and is available upon appropriation by the Legislature to
offset any costs incurred by the state courts in connection with actions brought to enforce this title
and any costs incurred by the Attorney General in carrying out the Attorney General’s duties
under this title.

(@) THEETTAN—Hb | LU THBNDZ L2 DRI 2R B A DN AN D — R B 42 D
HZERIT B, ZiUd, RBEOHITO TSR E SRR IZBIEL TN ECHIFTIZ AT - 1
K ORBOLETORNERE DEBDOEMIZHT-> TRERBIZAELE 2 Gy
DIZDDSAERFIZE DI H IR TED,

(b)Funds transferred to the Consumer Privacy Fund shall be used exclusively to offset any costs
incurred by the state courts and the Attorney General in connection with this title. These funds
shall not be subject to appropriation or transfer by the Legislature for any other purpose, unless
the Director of Finance determines that the funds are in excess of the funding needed to fully
offset the costs incurred by the state courts and the Attorney General in connection with this title,
in which case the Legislature may appropriate excess funds for other purposes.

(DYHEZ T TAN\ Y —HB IS E &I, ARSI L TONEHIPT R VFIEREIC
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WHENM BRI U725 & 123, SLER N M3 A TV D DB &2 ho BB T
VI HILNTELN, ZOHEERE, ZOBERIE ZOMDVWARL BBICBWTHILIE
JFIZEDFE Y IR ORI R EL Cidebrewy,

52



851798.1755%

This title is intended to further the constitutional right of privacy and to supplement existing laws
relating to consumers’ personal information, including, but not limited to, Chapter 22
(commencing with Section 22575) of Division 8 of the Business and Professions Code and Title
1.81 (commencing with Section 1798.80). The provisions of this title are not limited to
information collected electronically or over the Internet, but apply to the collection and sale of all
personal information collected by a business from consumers. Wherever possible, law relating to
consumers’ personal information should be construed to harmonize with the provisions of this
title, but in the event of a conflict between other laws and the provisions of this title, the provisions
of the law that afford the greatest protection for the right of privacy for consumers shall control.
AEIX, BIE EOTIAN —HEERET HE L OVEEFH OE AE BB 3 2BEF 0
BRI T DL BRI TWD, 72720 F2E - ME 1L 5 8 5 22 5 (5522575587 bR 4h)
B OVA1.81 (551798.805: 7 B0 44) 23 TN ZAUZ IR DAV, ABOHEIL, ERIIC
XiFAZ—Fy b ECHEESNDIERICRES NS FEFEDHEFNOIUETHT T
OAE NIE RO e OHRFEIZE S D, FTREZR[RY | TH & OE A 1E HICBIE T Dk
IIAREDOHE LTI T DEMRENLN, MOEREARBZORE AT 25613, HEH
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#51798.1805%%

This title is a matter of statewide concern and supersedes and preempts all rules, regulations,
codes, ordinances, and other laws adopted by a city, county, city and county, municipality, or
local agency regarding the collection and sale of consumers’ personal information by a business.
AEIT MBEOBLFHTHY, FEFICIHELEE O A ROIE K OCHRFEIZEIL
T, o, AR, R OER, #J7 B iR, IR RS IC D BRIRS h o Toob— b BRAIL ik,
M, Z DMOIERITE LD LT,

#51798.1855%

(2)On or before July 1, 2020, the Attorney General shall solicit broad public participation and
adopt regulations to further the purposes of this title, including, but not limited to, the following
areas:

(8) 20204E7 H1 R IZ, XIEFA A ORI, FERE X L TICRES RV, LL R D5 %
ERAED HEED DD, BIANAEROSINERD  EI2HAE IR T 55075,
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(1) Updating as needed additional categories of personal information to those enumerated in
subdivision (c) of Section 1798.130 and subdivision (0) of Section 1798.140 in order to
address changes in technology, data collection practices, obstacles to implementation, and
privacy concerns.

(L)$dly, 7 —ZUNERIBAT, FIEOEE | LT T4 — DR RO I LT 57
. #51798.1305: 55 (C) T K U5 1798.1405% 55 (0) HHIZ ZE T T2 B B IZ DWW T LIS U T
TENNEHROBMOFERZT 7T — 5,

(2) Updating as needed the definition of unique identifiers to address changes in technology,
data collection, obstacles to implementation, and privacy concerns, and additional categories
to the definition of designated methods for submitting requests to facilitate a consumer’s
ability to obtain information from a business pursuant to Section 1798.130.

()Hfr, 7 —FUUE, FEDOEE | R OTTA 3 — O EDEACITH AL DT | W
BT EAN FOERET 77—, F25851798.1305: I C K IHE & N F ¥
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MBS U GBI E T > 7T — 895,

(3) Establishing any exceptions necessary to comply with state or federal law, including, but
not limited to, those relating to trade secrets and intellectual property rights, within one year
of passage of this title and as needed thereafter.

QR)ABDRNLZLVFELINIZ, B ONZEDRITET S U T 8 TN DL A2 8 5F 5
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ROV, ZikIT D,

(4) Establishing rules and procedures for the following:
4) LLFICEFT 20—V KOV TR a5,

(A) To facilitate and govern the submission of a request by a consumer to opt-out of the

sale of personal information pursuant to paragraph{1)-efsubdivision—{a}-ef-Section
1798.145120.

(A)H51798.145120 555 -La) IS IVIH B B DME NN MO IRt 24 7+ 7T MZ
FTOEROBHARELS ICL, SRR THL,

(B) To govern business compliance with a consumer’s opt-out request.
(B) §EH DA T N T I RDERITHOWTDHEEZ DM FA AT 5L,
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(C) For the development and use of a recognizable and uniform opt-out logo or button
by all businesses to promote consumer awareness of the opportunity to opt--out of the
sale of personal information.

(C) T ANTEHMDIRTEZA T N T UM T R I HOWTHR B PR ERLI<T D
DIZ, BRTOFEREFENRGNOSLTLNORILA TN Uhora TR Z - 2BR% L
AT 2ZEE20 T,

(5) Adjusting the monetary threshold in subparagraph (A) of paragraph (1) of subdivision (c)
of Section 1798.140 in January of every odd-numbered year to reflect any increase in the
Consumer Price Index.

(B)IHEF MM E O HEINA KT 572D A HUFE D LA I2551798.1405% 5 (¢) H (1) 75 (A)
IZRBIT AR BIEA TR T 5,

(6) Establishing rules, procedures, and any exceptions necessary to ensure that the notices
and information that businesses are required to provide pursuant to this title are provided in
a manner that may be easily understood by the average consumer, are accessible to
consumers with disabilities, and are available in the language primarily used to interact with
the consumer, including establishing rules and guidelines regarding financial incentive
offerings, within one year of passage of this title and as needed thereafter.

(6)ABIZ LV FEF DRMA RO BNDEEN K ME DY, SRR EFIZIVE G
S, WEOHLHBEEIZT 7 EAFRETHY, o, HEEHLOLVEDITFELLT
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(7) Establishing rules and procedures to further the purposes of Sections 1798.110 and
1798.115 and to facilitate a consumer’s or the consumer’s authorized agent’s ability to obtain
information pursuant to Section 1798.130, with the goal of minimizing the administrative
burden on consumers, taking into account available technology, security concerns, and the
burden on the business, to govern a business’s determination that a request for information
received by from a consumer is a verifiable consumer request, including treating a request
submitted through a password-protected account maintained by the consumer with the
business while the consumer is logged into the account as a verifiable consumer request and

providing a mechanism for a consumer who does not maintain an account with the business
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to request information through the business’s authentication of the consumer’s identity,
within one year of passage of this title and as needed thereafter.

(7) HEEOER EOBRER/IMET 5B EILIC, 5#1798.1105: ) VV551798.1155%
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(b) The Attorney General may adopt additional regulations as necessary-to-further-the-purpeses
of this-title: follows:

(b) FER B I3AEO b 50 o 8 LTV O LB IBINORRIZERIRT
%60

(1) To establish rules and procedures on how to process and comply with verifiable consumer

requests for specific pieces of personal information relating to a household in order to address

obstacles to implementation and privacy concerns.

(1) EIER OT TAN — ORI DIEFNIRILS D721, AR BE DR E
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(2) As necessary to further the purposes of this title.
(2) A& HRYZED AT MBS T T,

(c) The Attorney General shall not bring an enforcement action under this title until six months
after the publication of the final regulations issued pursuant to this section or July 1, 2020,
whichever is sooner.

(©) FIERE L. ARICEVEEOBAIZ AF L THBE2 A %, XIZ20204E7 A 1H OV
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#51798.1905

If a series of steps or transactions were component parts of a single transaction intended from the
beginning to be taken with the intention of avoiding the reach of this title, including the disclosure
of information by a business to a third party in order to avoid the definition of sell, a court shall
disregard the intermediate steps or transactions for purposes of effectuating the purposes of this
title.

ATy 7 ATHG D3 S DAE O 2k T 5 X T, — 2 DG O—EFT
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#51798.192%

Any provision of a contract or agreement of any kind that purports to waive or limit in any way a
consumer’s rights under this title, including, but not limited to, any right to a remedy or means of
enforcement, shall be deemed contrary to public policy and shall be void and unenforceable. This
section shall not prevent a consumer from declining to request information from a business,
declining to opt--out of a business’ sale of the consumer’s personal information, or authorizing a
business to sell the consumer’s personal information after previously opting out.
ABEDOLETO, B UTPATH B 2RO DR 2 3 LS ZHUZIRG IR THEE OHER]
ZTRAHDND T IETHEE XTHIBREZ BT 2O OFIEOEK T BEORET, Ak
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LERODHIE, ZWTTUINRUY,

#51798.1945%
This title shall be liberally construed to effectuate its purposes.
RBIT, 2D BHEZER T DD RTINS NDRZTHD,
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This title is intended to supplement federal and state law, if permissible, but shall not apply if
such application is preempted by, or in conflict with, federal law or the United States or California
Constitution.
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() Subject to limitation provided in subdivision (b), and in Section 1798.199, this title shall be
operative January 1, 2020.

(a) H(b)H K UE51798.1995:IZE O HHIFRIZ L7230, A&IF20204F1H 1 HICH 2hE7e D,

(b)This title shall become operative only if initiative measure No. 17-0039, The Consumer Right
to Privacy Act of 2018, is withdrawn from the ballot pursuant to Section 9604 of the Elections
Code.
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#BEEh =,
(HFfr: https://oag.ca.gov/initiatives/inactive-measures?field_initiative_status_date_value%5Bvalue%5D%5Byear%5D=2018)
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ERES
(a) The initiative is the power of the electors to propose statutes and amendments to the Constitution and to
adopt or reject them.
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#51798.1995%

Notwithstanding Section 1798.198, Section 1798.180 shall be operative on the effective date of
the act adding this section.
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(b) An initiative measure may be proposed by presenting to the Secretary of State a petition that sets forth
the text of the proposed statute or amendment to the Constitution and is certified to have been signed by
electors equal in number to 5 percent in the case of a statute, and 8 percent in the case of an amendment
to the Constitution, of the votes for all candidates for Governor at the last gubernatorial election.
MEREFHKE. DIITAHIL=ZTHMEERIR -, FESNDHEERVEBEOXEZHAELLZ. RUE
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(c) The Secretary of State shall then submit the measure at the next general election held at least 131 days
after it qualifies or at any special statewide election held prior to that general election. The Governor may
call a special statewide election for the measure.
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(a) An initiative statute or referendum approved by a majority of votes cast thereon takes effect on the fifth
day after the Secretary of State files the statement of the vote for the election at which the measure is
voted on, but the measure may provide that it becomes operative after its effective date.
BUONEDZHICI>TRBINIMREEERIMEERZILZ. MBREN. TORENEBRESI:
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(H Flr: http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_Lid=201720180SB1121)
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