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The European Data Protection Board
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Having regard to Article 70 (1)(e) of the Regulation 2016/679/EU of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC.
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HAS ADOPTED THE FOLLOWING GUIDELINES:
TROTA T4 2R LT,

INTRODUCTION
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The territorial scope of General Data Protection Regulation! (the GDPR or the Regulation) is

determined by Article 3 of the Regulation and represents a significant evolution of the EU data
protection law compared to the framework defined by Directive 95/46/EC?. In part, the GDPR
confirms choices made by the EU legislator and the Court of Justice of the European Union (CJEU)
in the context of Directive 95/46/EC. However, important new elements have been introduced.
Most importantly, the main objective of Article 4 of the Directive was to define which Member
State’s national law is applicable, whereas Article 3 of the GDPR defines the territorial scope of
a directly applicable text. Moreover, while Article 4 of the Directive made reference to the ‘use
of equipment’ in the Union’s territory as a basis for bringing controllers who were “not
established on Community territory” within the scope of EU data protection law, such a reference
does not appear in Article 3 of the GDPR.
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! Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).
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2 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data.
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Article 3 of the GDPR reflects the legislator’s intention to ensure comprehensive protection of Ethe
rights of data subjects>+ights in the EU and to establish, in terms of data protection requirement,
a level playing field for companies active on the EU markets, in a context of worldwide data
flows.
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Article 3 of the GDPR defines the territorial scope of the Regulation on the basis of two main criteria:
the “establishment” criterion, as per Article 3(1), and the “targeting” criterion as per Article 3(2).
Where one of these two criteria is met, the relevant provisions of the GDPR will apply to
therelevant processing of personal data by the controller or processor concerned. In addition,
Article 3(3) confirms the application of the GDPR to the processing where Member State law
applies by virtue of public international law.
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Through a common interpretation by data protection authorities in the EU, these guidelines seek
to ensure a consistent application of the GDPR when assessing whether particular processing by
a controller or a processor falls within the scope of the new EU legal framework. In these
guidelines, the EDPB sets out and clarifies the criteria for determining the application of the

territorial scope of the GDPR. Such a common interpretation is also essential for controllers and



processors, both within and outside the EU, so that they may assess whether they need to comply

with the GDPR for a given processing activity,
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As controllers or processors not established in the EU but engaging in processing activities falling
within Article 3(2) are required to designate a representative in the Union, these guidelines will
also provide clarification on the process for the designation of this representative under Article

27 and its

_responsibilities and obligations.
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As a general principle, the EDPB asserts that where the processing of personal data falls within the
territorial scope of the GDPR, all provisions of the Regulation apply to such processing. These
guidelines will-hewever specify the various scenarios that may arise, depending on the type of
processing activities, the entity carrying out these processing activities or the location of such
entities, and will detail the provisions applicable to each situation. It is therefore essential that
controllers and processors, especially those offering goods and services at international level, de
undertake a careful and in concreto assessment of their processing activities, in order to determine
whether the related processing of personal data falls under the scope of the GDPR.
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The EDPB underlines that the application of Article 3 aims at determining whether a particular

processing activity, rather than a person (legal or natural), falls within the scope of the GDPR.

Consequently, certain processing of personal data by a controller or processor might fall within the

scope of the Regulation, while other processing of personal data by that same controller or processor

might not, depending on the processing activity.
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These guidelines, initially adopted by the EDPB on 16 November, have been submitted to a public

consultation from 23rd November 2018 to 18th January 2019 and have been updated taking into

account the contributions and feedback received.
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1 APPLICATION OF THE ESTABLISHMENT CRITERION - ART 3(1)
LS EEOBEA - 355 118

Article 3(1) of the GDPR provides that the “Regulation applies to the processing of personal data in
the context of the activities of an establishment of a controller or a processor in the Union,
regardless of whether the processing takes place in the Union or not.”
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Article 3(1) GDPR makes reference not only to an establishment of a controller, but also to an
establishment of a processor. As a result, the processing of personal data by a processor may also

be subject to EU law by virtue of the processor having an establishment located within the EU.
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Article 3(1) ensures that the GDPR applies to the processing by a controller or processor carried out
in the context of the activities of an establishment of that controller or processor in the Union,
regardless of the actual place of the processing. The EDPB therefore recommends a threefold
approach in determining whether or not the processing of personal data falls within the scope of
the GDPR pursuant to Article 3(1).
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The following sections clarify the application of the establishment criterion, first by considering the
definition of an ‘establishment’ in the EU within the meaning of EU data protection law, second
by looking at what is meant by ‘processing in the context of the activities of an establishment in
the Union’, and lastly by confirming that the GDPR will apply regardless of whether the

processing carried out in the context of the activities of this establishment takes place in the Union

or not.
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Copsidenionts

a) “An establishment in the Union”

a) ff i TEUSAN O #MlLs

a)

Before considering what is meant by “an establishment in the Union” it is first necessary to identify

who is the controller or processor for a given processing activity. According to the definition in Article
4(7) of the GDPR, controller” means “‘the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of the processing of
personal data”. A processor, according to Article 4(8) of the GDPR, is “a natural or legal person,
public authority, agency or other body which processes personal data on behalf of the controller”.
As established by relevant CJEU case law and previous WP29 guidaneeopinion 3, the
determination of whether an entity is a controller or processor for the purposes of EU data
protection law is a key element in the assessment of the application of the GDPR to the personal
data processing in question.
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3.G 29 WP169 -- Opinion 1/2010 on the concepts of "controller" and "processor", adopted on 16 February 2010 and
under revision by the EDPB.
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While the notion of “main establishment” is defined in Article 4(16), the GDPR does not provide a
definition of “establishment” for the purpose of Article 34. However, Recital 225 clarifies that an
“[e]stablishment implies the effective and real exercise of activities through stable arrangements.
The legal form of such arrangements, whether through a branch or a subsidiary with a legal
personality, is not the determining factor in that respect.”
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This wording is identical to that found in Recital 19 of Directive 95/46/EC, to which reference has
been made in several CJEU rulings broadening the interpretation of the term “establishment”,
departing from a formalistic approach whereby undertakings are established solely in the place
where they are registered6. Indeed, the CJEU ruled that the notion of establishment extends to any
real and effective activity — even a minimal one — exercised through stable arrangements7. In
order to determine whether an entity based outside the Union has an establishment in a Member State,
both the degree of stability of the arrangements and the effective exercise of activities in that

Member State must be considered in the light of the specific nature of the economic activities and

4 The definition of “main establishment” is mainly relevant for the purpose of determining the competence of the
supervisory authorities concerned according to Article 56 GDPR. See the WP29 Guidelines for identifying a controller
or processor’s lead supervisory authority (16/EN WP 2445 rev.01) - endorsed by the EDPB.
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5 Recital 22 of the GDPR: “Any processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Union should be carried out in accordance with this Regulation, regardless of whether
the processing itself takes place within the Union. Establishment implies the effective and real exercise of activity
through stable arrangements. The legal form of such arrangements, whether through a branch or a subsidiary with a
legal personality, is not the determining factor in that respect.”
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¢ See in particular Google Spain SL, Google Inc. v AEPD, Mario Costeja Gonzalez (C--131/12), Weltimmo v NAIH (C-
2306C230/14), Verein fur Konsumenteninformation v Amazon EU (C--191/15) and Wirtschaftsakademie Sehleswig-
HelsteinSchleswigHolstein (C--210/16).

¥¥1Z . Google Spain SL, Google Inc. v AEPD, Mario Costeja Gonzalez (C-131/12), Weltimmo v NAIH (&-
2306C230/14), Verein fur Konsumenteninformation v Amazon EU (C-191/15) , Wirtschaftsakademie Schleswig-
HeolsteinSchleswigHolstein (C-210/16) % 2 1R,

7 Weltimmo, paragraph 31.
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the provision of services concerned. This is particularly true for undertakings offering services
exclusively over the Internet8.
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The threshold for “stable arrangement® can actually be quite low when the centre of activities of a

controller concerns the provision of services online. As—a—result—in-—some—ecireumstances,—the

in some circumstances, the presence of one single employee or agent of a non-EU entity in the

Union may be sufficient to constitute a stable arrangement (amounting to an ‘establishment’ for

the purposes of Art 3(1)) if that employee or agent acts with a sufficient degree of stability.

Conversely, when an emplovee is based in the EU but the processing is not being carried out in

the context of the activities of the EU-based employee in the Union (i.e. the processing relates to

activities of the controller outside the EU). the mere presence of an employee in the EU will not

result in that processing falling within the scope of the GDPR. In other words, the mere presence

of an employee in the EU is not as such sufficient to trigger the application of the GDPR, since

for the processing in question to fall within the scope of the GDPR. it must also be carried out in

the context of the activities of the EU-based employee.
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8 Weltimmo, paragraph 29.
Weltimmo, /37 7 Z 7 29,

9 Weltimmo, paragraph 31.

Weltimmo, /X7 7 7 7 31,
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The fact that the non-EU entity responsible for the data processing does not have a branch or
subsidiary in a Member State does not preclude it from having an establishment there within the
meaning of EU data protection law. Although the notion of establishment is broad, it is not without
limits. It is not possible to conclude that the non-EU entity has an establishment in the Union
merely because the undertaking’s website is accessible in the Union10.

T =2 OERVICETEZ A S EU B ORI ENICSOE T F2 24 LT
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Example 1: A car manufacturing company with headquarters in the US has a fully--owned branch

ané office located in Brussels overseeing all its operations in Europe, including marketing and

advertisement.
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The Belgian branch can be considered to be a stable arrangement, which exercises real and effective
activities in light of the nature of the economic activity carried out by the car manufacturing company.
As such, the Belgian branch could therefore be considered as an establishment in the Union, within
the meaning of the GDPR.

LR —ZJEIX, 205 BB ERIESAHIC L D RETEB OMEEICH S L TEIRINOBLE
LERDIEBZFML CTBY ., BEMRMMAMATHDL LEZXDZENTE D,

10 CJEU, Verein fiir Konsumenteninformation v. Amazon EU Sarl, Case C—-191/15, 28 July 2016, paragraph 76
(hereafter “Verein fiir Konsumenteninformation™).

201647 A 28 H CIJEU, Verein fiir Konsumenteninformation v. Amazon EU Sarl, Case C 191/15, /XT7 75 7
76 (LLT Verein fiir Konsumenteninformation) ,
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Once it is concluded that a controller or processor is established in the EU, an in concreto analysis
should then follow to determine whether the processing in question is carried out in the context of
the activities of this establishment, in order to determine whether Article 3(1) applies. If a controller
or processor established outside the Union exercises “a real and effective activity -- even a minimal
one” — through “stable arrangements”, regardless of its legal form (e.g. subsidiary, branch, office...),
in the territory of a Member State, this controller or processor can be considered to have an
establishment in that Member State11. It is therefore important to consider whether the processing
of personal data takes place “in the context of the activities of” such an establishment as
highlighted in Recital 22.

B ITALIE AR BUBNICHLE 2 A3 2 L OffmicE s & B3FHE 1 HE EA S
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b)-Constderation—2: Processing of personal data carried out “in the context of the activities of”

an establishment

b) A2 L o EEYOBERCBIT 5] AT — & OEHR

Article 3(1) confirms that it is not necessary that the processing in question is carried out “by” the
relevant EU establishment itself; the controller or processor will be subject to obligations under the
GDPR whenever the processing is carried out ”in the context of the activities” of its relevant

establishment: in the Union. The EDPB recommends that determining whether an-entitybased-in

1 See in particular para 29 of the Weltimmo judgment, which emphasizes a flexible definition of the concept of
‘establishment' and clarifies that 'the degree of stability of the arrangements and the effective exercise of activities in
that other Member State must be interpreted in the light of the specific nature of the economic activities and the
provision of services concerned.'

FRIZ, Weltimmo HIRD/ 3T 7T 7 29 2 Z M, [AHIRTIE, ML) OBEEOER O Fakik 2 580 L Tk
D LA O 2 E B O o M EIT 31T 2 EhHeiE B o F2fiid, BRI 2 FEEH R O — 2D
FEHOREICID L TRRLZ20ER 620 ZEZPRLTW D,
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the-EUprocessing is to-be-considered-asbeing carried out in the context of an establishment of the

controller or processor in the Union for the purposes of Article 3(1) is-madeshould be carried out on

a case-—-by--case basis and based on an analysis in concreto. Each scenario must be assessed on its
own merits, taking into account the specific facts of the case.
B34 1 TEIE, HREHEHR Y EUN OB T 2#ls N2 K> T Thh T 5405
DIRNZ L MR L T\ D, BV 2225 EU N OB 538 0 [TEBOmR
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The EDPB considers that, for the purpose of Article 3(1), the meaning of “processing in the context
of the activities of an establishment of a controller or a processor™ is to be understood in light of
the relevant case law. On the one hand, with a view to fulfilling the objective of ensuring effective
and complete protection, the meaning of “in the context of the activities of an establishment”
cannot be interpreted restrictively12. On the other hand, the existence of an establishment within
the meaning of the GDPR should not be interpreted too broadly to conclude that the existence of
any presence in the EU with even the remotest links to the data processing activities of a non-EU
entity will be sufficient to bring this processing within the scope of EU data protection law. Some
commercial activity ledcarried out by a non-EU entity within a Member State may indeed be so far
removed from the processing of personal data by this entity that the existence of the commercial

activity in the EU would not be sufficient to bring thatthe data processing by the non-EU entity

within the scope of EU data protection law13-

WKW VBICBT D EHHE X IFPEE DR DIF B D FAIZ 517 SRR ) DER
(T BT SHEEICRS LT R&ETHDH L EDPB 1TEX D, —FHTiE, ED
%#O%ﬁ&%@%%%mﬁékw5E%%%k?’k%%ié& (LA OOV E) D)
FE) OFWAERFFERT 52 LixTE R0 2, )5 T, GDPR (28T DR AFIET
D2 LIRS RL, 7 — 2 Blhiss) & ODF'aeEJ%‘@@Ei%%’HW: HLDTH-ThH,
EU B ORAR DT 522D & DAY BEU BNICAE L TWA 71T T EU 7 — Z fRiiEICE
FOBRNE 0 E R D L DRTRICEDNE TIERY, IMEEANT EU HAt ok

12 Weltimmo, paragraph 25 and Google Spain, paragraph 53.

Weltimmo, /37 277 7 25 2 O Google Spain, /X7 7'Z 7 53,

13 G29 WP 179 update -- Update of Opinion 8/2010 on applicable law in light of the CJEU judgment in Google Spain,
16th December 2015

WP179 OFHr - 20154 12 A 16 H ® Google Spain #ZHNZ 35T 5 CIEU OHIRZ B E 2 - LT 28
5L 8/2010 D FHT
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HConsideration of the following two factors may help to determine whether the processing is being

carried out by a controller or processor in the context of its establishment in the Union
WD2HODEHFE LT 5H - LI, %mmmwmﬁuwwmmﬁm@@ﬂﬂmﬁwfﬁﬁ%
WMBE I Lo TR ENTELDTHAINDOIREILETLHTHS I,

i) Relationship between a data controller or processor outside the Union and its local
establishment in the Union
i) EU A D 7— 4 BPEE X (FHEEZ & = D BU I DAL & DBFEF

The-activities-of alocal-establishmentin-aMember-State-and-the-The data processing activities

of a data controller or processor established outside the EU may be inextricably linked to the

activities of a local establishment in a Member State, and thereby may trigger the applicability
of EU law, even if that local establishment is not actually taking any role in the data processing
itself14. If a case by case analysis on the facts shows that there is an inextricable link between
the activities-ofan-EU-establishment-and-the processing of personal data carried out by a non-

-EU controller or processor and the activities of an EU establishment, EU law will apply to

that processing by the non-EU entity, whether or not the EU establishment plays a role in that
processing of datals.

AR oL oy R il b BU AN LS &2 A 2 B SUTEE o 7 — 2 BdkiE
B3 L E P O L O 5 ) |2 BT B LTV 258 2 2 IR E N OB 23 0
MHT = DEPNIB D THIMORH BRI LT LY, EU EO@EMAIC
ELHANH D M, FRIT L OFREDOHITIT &L - T EU OO R R L U4
DOEBLE TV K D (AT — 2 OBl & EU SN o0 L 0O 8 73 B 452 B L
TV ZEHB LT8G, EUBNORLE 03057 — 2 OB NIV TR E %
RIELTOD0ENCNbLT, Hi% EU 8O OMIRIC X 2 BRI BU B3
s b,

14 CJEU, Google Spain, Case C-131/12

CJEU, Google Spain, Case C 131/12

15 G29 WP 179 update -- Update of Opinion 8/2010 on applicable law in light of the CJEU judgment in Google Spain,
16th December 2015

G29 WP179 OFEHT - 2015 4F 12 A 16 B ® Google Spain FHNZF1F 5 CIEU OHik & & x 7= 2B 9
% L 8/2010 O FH
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i)
ii) Revenue raising in the Union
i) EU B/ TOW 78 DFAE

Revenue--raising in the EU by a local establishment, to the extent that such activities can be
considered as “inextricably linked” to the processing of personal data taking place outside the
EU and individuals in the EU, may be indicative of processing by a non--EU controller or
processor being carried out “in the context of the activities of the EU establishment”, and may
be sufficient to result in the application of EU law to such processing16.

EU N CHM OIS ANEE 2 BIF 5 2 &%, £ OIEE)2Y BU 8BS Tirbit TV 41
AT =2 OB K EU BNOMA L TEERBR] 26 L TS LEX LD
RV IZF T, EU A OF BE SO E T L DR TEU N O D15 E)
D] ([ZBWTTONTWD Z EEZRTHENRH Y . 2D IRIFWVIC EU iE45E
T2 &0 fERITA 2 AIREMEN 012 2 1%

The EDPB recommends that non--EU organisations undertake an assessment of their processing
activities, first by determining whether personal data are being processed, and secondly by
identifying potential links between the activity for which the data is being processed and the
activities of any presence of the organisation in the Union. If such a link is identified, the nature
of this link will be key in determining whether the GDPR applies to the processing in question,
and must be assessed inter alia against the two elements listed above.

EU A O/ L, ETMEAT —Z 2B o> TOD0EZ il L, KICT — & 21
D> TWDHIEHE) & EUKN O B C O 670 b O OTES) & ORIAELE L 5 % Bk % FF
ETHZELICEY, BEOBRIIEE Ol 4 FEfid 5 & 5 EDPB 13E1ET 5, b
PR ZRE L2 6. BEIC2 > T2 IS GDPR 23 ] &40 5 2 70 & -
5 ET, PLBROMEENEZEL Y L0 DT ERRICHITZ 2 DOERICL LT,
ZOMWE &M L7221 F E 2 B e,

16 This may potentially be the case, for example, for any foreign operator with a sales office or some other presence in
the EU, even if that office has no role in the actual data processing, in particular where the processing takes place in
the context of the sales activity in the EU and the activities of the establishment are aimed at the inhabitants of the
Member States in which the establishment is located (WP179 update).

Bz X, BUBRPNIZEEFTEOMAT S0 D &G 5 EUBA O FEF BT, YikEENEEOT
—Z DTS OEE G R L TCORWEATH - Th, FRHCEEO A EU N OE ERE OB
BWTITbiL, DB HEOIRENE LFTET 2MBEOBREEZIL-72bOTHILAIIC, 20k H7%k
AREMERN H D (WP179 DFEH),
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Example 2: An e--commerce website is operated by a company based in China;-whereas-the-. The
personal data processing activities of whiehthe company are exclusively carried out in China;. The

Chinese company has established a European office in Berlin in order to lead and implement

commercial prospection and marketing campaigns towards EU markets.

B 2 TEZARM S T O EENEE T DR A PR —H D, M EOEHANT =
W E S PEEN TOA T T D, ez PERE 3T BU figicmid -higia s <
=TT 4T F N = e BE N OERT D0 ) Nl F — oy N EFT &

7. Zeds UEE A g T IEELS ch EEN T O L 4T T
—o TH AT AN TH 22 =T I T v

N AN JVSs T = 70

In this case, it can be considered that the activities of the European office in Berlin are inextricably
linked to the processing of personal data carried out by the Chinese e--commerce website, insofar
as the commercial prospection and marketing campaign towards EU markets notably serve to make

the service offered by the e--commerce website profitable. The processing of personal data by the

Chinese company in relation to EU sales is indeed inextricably linked to the activities of the

European office in Berlin relating to commercial prospection and marketing campaign towards

EU market. The processing of personal data by the Chinese company in connection with EU sales

can therefore be considered as carried out in the context of the activities of the European office, as an
establishment in the Union;-and. This processing activity by the Chinese company will therefore be
subject to the provisions of the GDPR as per its Article 3(13-)".

ZoWmE, V) oI —a y REEFOEEIIPEOBERY A F3MMTo THWAEAT—
ZOBPNEFEBEICBERL TWDHEEZ D LN TE D, e85, EU MBI mT
Gt L ~—0 T 47Xy =Tl A R AR D - BRI & o TR
ZEFAHZELICRHICET AL TH D, Lot FEMBEICKD BEUMANOTE EIC
S 2 @AT =2 OB E, BU G it b ~—277 4 > 7% ¢ o
— BT oY DI —m y REEFTOTEE) L BEEEICER L TWD, Lo T
EU SN O5E EIZBE L T 2 PEMEFEIC K D EAT —Z ORI E EU RN OHLE &
7% 83—y REEFOEHOBBIZB N T TONLTWDL B L LiicEs 252
ENTED, Lo T, HEMEICE S ZOFEIEHIE GDPR 5 3 &5 1 HicEkSX
GDPR DBUE DX G & 2055705,

Example 3: A hotel and resort chain in South Africa offers package deals through its website, available
in English, German, French and Spanish. The company does not have any office, representation or
stable arrangement in the EU.

=B 3: T 7V ADORTNAKRY V= F =B Web A hZHEL TRy r—U0
Mz L TWND, 20T =7 P A MIIHEFER, A VEER, 77 0 AFEMR. A
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In this case, in the absence of any representation or stable arrangement of the hotel and resort chain
within the territory of the Union, it appears that no entity linked to this data controller in South
Africa can qualify as an establishment in the EU within the meaning of the GDPR. Therefore the
processing at stake cannot be subject to the provisions of the GDPR, as per Article 3(1).
ZO%E. BUBNIZAT VRN V' — b F = — > ORIRE T L E R 72 A DA
LTWRWeD, M7 7V o7 —2E8E L BENRHY . GDPRIZEIT 2 EUKRNO
PARIZREE LD DMk b s, LR - T, MBEICR > TS Bk i
GDPR % 3 558 1 HIZ L huiE, GDPR OBUEDHEAXI R L T2 Z LB TE R0,

However, it must be analysed in concreto whether the processing carried out by this data controller
established outside the EU can be subject to the GDPR, as per Article 3(2).

7272 L. BUBSMIHLA 2 A9 % 7 — 2 A DMT 5 Bl A% GDPR 5 3 404 2 T JE
3% GDPR DA G LE 720 5 203 ET OV TEHERR AR50 2 LT iude b 72
VY,

e)rConsideration 3—apphicationc) Application of the GDPR to the establishment of a

controller or a processor in the Union, regardless of whether the processing takes place in the

Union or not

: L3 Bl EURIN TIThbiu s b DO TH 2 0G0 &2 9, EU N o4& #
H X TAFRE OHLEIZ GRPR 245 2 &

As per Article 3(1), the processing of personal data in the context of the activities of an establishment

of a controller or a processor in the Union triggers the application of the GDPR and the related

obligations for the data controller or processor concerned.

B 345 1 HIZH S & EU IN OB B SUTLELE OHLE DTGB O FRIZ 1 2 8 A
—ZDOFRNT L - T, BRT 57 — 2 B HE ILFHE S GDPR K OBIEEH O

W22 Z LD,

The text of the GDPR specifies that the Regulation applies to processing in the context of the activities
of an establishment in the EU “regardless of whether the processing takes place in the Union or
not”. It is the presence, through an establishment, of a data controller or processor in the EU and
the fact that a processing takes place in the context of the activities of this establishment that
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trigger the application of the GDPR to its processing activities. The place of processing is
therefore not relevant in determining whether or not the processing, carried out in the context of
the activities of an EU establishment, falls within the scope of the GDPR.

GDPR ASTUZHRWT, [AIBIANL, [ZDHE I EU TN TITHPIE & D TH S50 5
77, EU SN ORLEOIEE ORI T 2 BIRWVICEH S o EHE STV D,
% # LT EU BNICE W T — 2 EHE UTMEERFELTHD Z & KO
NS ML DTEB) OWBFRIZ BN THTONLTND LW I FEEIZL T, 225 H
PAEENC GDPR N I N5 Z L2 D, LEeR o T, BHRWATThIL TV 25T,
EU SN QLS OIS B OMRBFR I 351 THT 4L TV D Bl A GDPR O R IZ 3% 3
2B IS ORI Z DU T B B ME 2 2200,

Example 4: A French company has developed a car--sharing application exclusively addressed to
customers in Morocco, Algeria and Tunisia. The service is only available in those three countries but
all personal data processing activities are carried out by the data controller in France.

BHl 4: 7T A0fERTuya, TAY2 YT ROF 2 =07 OBEDHREMNE LT
HH—xT V7T r—a el L, AP—E2 320 3 2EOARIZENT
FIHARETH L0, AT —Z OBBIEENLT X TT T U AOT —ZEFEHEEZENIT>TW
Do

While the collection of personal data takes place in non--EU countries, the subsequent processing of
personal data in this case is carried out in the context of the activities of an establishment of a
data controller in the Union. Therefore, even though processing relates to personal data of data
subjects who are not in the Union, the provisions of the GDPR will apply to the processing carried
out by the French company, as per Article 3(1).

BT — & OUEIL EU B TITON TV D0, AFRICEBT 2 ZDHOEAT —F D
BB T, BU SN O 7 — 2 B BE OPLE OISBNOMRFEIZ BN T ThIL T D, L72H
> T, BT BUBSO T —Z BEROEANT =X IZBET 56D TH DD, 5 3 &H 1
IS & YT T U ABENMTo T D EERC GDPR OHER#EH S b,

Example 5: A pharmaceutical company with headquarters in Stockholm has located all its personal

data processing activities with regards to its clinical trial data in its branch based in Singapore.

FHH 5: A by ANV AIARMEE S ”ESHIE, BT — X ICBET2EAT —% OBk
HEOT_TE, VTR L EARU L T 5L ETIT> T 5, et

He A )~ s
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In this case, while the processing activities are taking place in Singapore, that processing is carried out
in the context of the activities of the pharmaceutical company in Stockholm i.e. of a data controller
established in the Union. The provisions of the GDPR therefore apply to such processing, as per
Article3(1).

ZOHE . BIIEENI S U AR =L TITONTWDE R, BHRVIEA by 7 RV Aich 58
ot bbb EUMRNICILE 2 & < 7 — 2 BHE OFH O\mRIZ BV TThh T
Do LIZDo T, 348 1 HIIESE, B ISk LT GDPR OMEN A S
2o

In determining the territorial scope of the GDPR, geographical location will be important under
Article

3(1) with regard to the place of establishment of:

GDPR O i FREiE F#PH 2 R E T 2 BRIZ . L F LR OFTEHIZ DWW T, 55 3 455 1A
TITHPEER) RALENEE LR D,

-- the controller or processor itself (is it established inside or outside the Union?);

SEBE A A (BU KN, A O W IUIER T BTV 5 0y)

-- any business presence of a non--EU controller or processor (does it have an establishment in
the
Union?)

- EU BN O BE IIAEEE O FEFT (EUNOILE 2 A L TV 50)

However, geographical location is not important for the purposes of Article 3(1) with regard to the
place in which processing is carried out, or with regard to the location of the data subjects in question.
2L BEOWAT O TO L BFTUL LT — 2 EERBVDEITIC OV TR, 5 3 K5
1IHIZ B W THIBIA 22 (B BB TR,

The text of Article 3(1) does not restrict the application of the GDPR to the processing of personal
data of individuals who are in the Union. The EDPB therefore considers that any personal data
processing in the context of the activities of an establishment of a controller or processor in the Union

would fall under the scope of the GDPR, regardless of the location or the nationality of the data
19




subject whose personal data are being processed. This approach is supported by Recital 14 of the
GDPR which states that “[t]he protection afforded by this Regulation should apply to natural persons,
whatever their nationality or place of residence, in relation to the processing of their personal
data.”
B35 1 HOBE T EU N OE AN OENT —Z OBk I3 LT GDPR Z i 4%
ZEERBIRL TV, L7eA-> T, EUBNIZ® 58 TEE OWLR OTEE) O
WRECB T DEANT —Z ORI L, RO TWLEAT —F D7 =% LEDY;
FISUEEEEC 70 53 GDPR O A#IPHAN TéH 5 & EDPBIEE X %, GDPR DX
814 B, TAHANIZ S o THER 6N SIR#EIT, T DEEER VFHEMDP D755 6 D
Thiv, HANDIN 7 —F DIRF & DEIFIZH0 T, HANIZK L TE#H X3, )
CHELTEY, ZORMEFLTND

d) Application of the establishment criterion to controller and processor

d)E B K OLERE | S5 2 A L HE oD ik

As far as processing activities falling under the scope of Article 3(1) are concerned, the EDPB
considers that such provisions apply to controllers and processors whose processing activities are
carried out in the context of the activities of their respective establishment in the EU. While
acknowledging that the requirements for establishing the relationship between a controller and a
processor17 does not vary depending on the geographical location of the establishment of a
controller or processor, the EDPB takes the view that when it comes to the identification of the

different obligations triggered by the applicability of the GDPR; as per Article 3(1), the processing

by each entity must be considered separately.

%53 4% 1 HOBMFEANTH 2 EENCET 526D TH LR Y . GDPR OHLEIL

EUWW®%A?@H@@%@ BRI W THRARIEEI 21T > TV D F B K QML |2
WA &5 L EDPBIZ®E x5, EDPBIL, EHIE & QUELE R O RIGR 2RS4 2 ik 73
EHE NTHEF QPR OB RLEIZ L > TEDDL Z ENRRNT 2B L DD,

17 In accordance with Article 28, the EDPB recalls that processing activities by a processor on behalf of a controller
shall be governed by a contract or other legal act under Union or Member State law, that is binding on the processor
with regard to the controller, and that controllers shall only use processors providing sufficient guarantees to implement
appropriate measures in such manner that processing will meet the requirement of the GDPR and ensure the protection
of data sub]ects rights.

L L7, RIS o TUERE M T 5 BERIE BN ZRK T Z O EUESR L <
imml®IW$ CESER-TAICE - THESNA B DO THY . MHAETEIEEICHE L TLEE %
WRT2HDOTHD I L, KO, BEEITLHEIER I GDPRICED D BBICHEAT D X 5 72 iekE Ciliy)
B A T D Z L oWT o R RIEE R T A EE DA EHND LD E L, o, T— X EEKD
MER| O ERT 2D 952 L& EDPBIZEWVEZ LTW5A,
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12, BARRIC X ABEER W E B &2 I2HE LR T e S0 S v ) BARIZS. - T b,

The GDPR envisages different and dedicated provisions or obligations applying to data controllers
and processors, and as such, should a data controller or processor be subject to the GDPR as per
Asxtiele3 Article 3(1), the related obligations would apply to them respectively and separately. In
this context, the EDPB notably deems that a processor in the EU should not be considered to be
an establishment of a data controller within the meaning of Article 3(1) merely by virtue of its

status as processor—-_ on behalf of a controller.

The existence of a relationship between a controller and a processor does not necessarily trigger the
application of the GDPR to both, should one of these two entities not be established in the Union.
GDPR (37— # FBLE L OWLHLE (3 2 B 5 HUEITHEB 2 RIEZA TRV . B3 4
B 7= 2 EEE ST TR L GDPR A s oA, B 585
HURET — 2 B HE OIS TR LEBNZER SN D 2 822D, 2D X5 2RI
BT, FFIZ EDPB (d, EUBNOLEHE 2, HIZEH A OUD ) OMEHE L5 3L
ThHhoHrZexboT, HIRE 1| HIZBITLHT— 5£@%®%MT%ék%zéN%
TRV E WD BARICSL > T %, BEEE SUTLEE O W)y EU PIZHLE
ALTWRWEES, YREHRE CUHEFRICERENTFET I tax b o Tﬁ% iz
GDPR 3 S5 2 L2722 % LITR B 7200,

An organisation processing personal data on behalf of, and on instructions from, another
erganizationorganisation (the client company) will be acting as processor for the client company
(the controller). Where a processor is established in the Union, it will be required to comply with
the obligations imposed on processors by the GDPR (the ‘GDPR processor obligations’). If the
controller instructing the processor is also located in the Union, that controller will be required to
comply with the obligations imposed on controllers by the GDPR (the ‘GDPR controller

obligations’). Processing activity which, when carried out by a controller, falls within the scope of

the GDPR by virtue of Art 3(1) will not fall outside the scope of the Regulation simply because the

controller instructs a processor not established in the Union to carry out that processing on its behalf.
oAk (B OROVIT, 2o, KO RICWE > TEAT =X Z RV %5
MM E ¥ (FHE) OLBEFEL L TTAR LTS Z Litid, LIEEN EU
WIS 2B T 256, 1 H0E T GDPR BMAFE IR L TWHEE (LLT
[GDPR (281 DA DOFEKF ) 2T HM0ENDH D, Fio, HLHE TR
LTWLEHAED EUBMNICILR Z AT 256, 028 EH 1L GDPR 2VEHA IZER
LTWo#E# (LLT [GDPR 125 féﬁﬁ%@%a‘%ﬂ EWETTOMEND D, BT
DIPIEB 21T 2 BB T, 53 KH X b GDPR D HHPHIC#% 29 5 4 IRk THE)
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b i) Processing by a controller established in the EU usiaginstructing a processor
not subjeettothe CRPR

established in the Union

i) GBPR—ZHHM 2ol EU T/ IZ HL T D70 b O ALBEZ 2 12 15 L
EU AL Zfli 7 17 75 BPEEIZ L5 )

DB

Where a controller subject to GDPR chooses to use a processor located outside the Union and-not
subjeet-to-the- GBPRfor a given processing activity, it will still be necessary for the controller to

ensure by contract or other legal act that the processor processes the data in accordance with the

GDPR. Article 28(3) provides that the processing by a processor shall be governed by a contract
or other legal act. The controller will therefore need to ensure that it puts in place a contract
with the processor addressing all the requirements set out in Article 28(3). In addition, it is likely
that, in order to ensure that it has complied with its obligations under Article 28(1) — to use only
a processor providing sufficient guarantees to implement measures in such a manner that
processing will meet the requirements of the Regulation and protect the rights of data subjects
— the controller may need to consider imposing, by contract, the obligations placed by the GDPR
on processors subject to it. That is to say, the controller would have to ensure that the processor
not subject to the GDPR complies willwith the obligations, governed by a contract or other legal
act under Union or Member State law, referred to Article 28(3).
GDPR ;] FFJ%:X HEFRE D, FRE O RIS - o0 T EU M TR - GDRPR 4
AT DAEE Z R T 5 2 L 2RI LA, YA A 3R UL E ol
DIEFAT 5 (legal act) (2K - T, MBEE D GDPRIZHESTT — X =WV H Z & %
TRT DMEN KA D D, 528 555 3 LB T K 2 B\ M3 32 O D EAHA T
B I o THAEAINDEHEL TS, LEN-T, BHEIE 28FKEIENTOHLIHE
2 TRV AN TR 2 HE L TR T 2L ERH D, MA T, BEENE 28
x%l@@%%\fﬁb%ﬁﬁwﬂGmmb TEDDEBITHET 5 L O RRBHKTHE
D iV T kit 2 RS 20 EDOLZ NS Z L /JOT—F F
m®%ﬂ%%£¢é_k\%%%:%¢¢ék (o, EEED, HKIT LY GDPR L
DUHHE DRSS 2T Z L2 atd 2 2 LBRERGENH D, DFEV ., HF285KH3
EABELTND LY, BIEIE, ZHOXTZOMO EU EE L <IIREOENE
ICHESERITAIC L > TR L, GDPR Ol % 52 1 72 WILERE M 355 & 85F 9 %
LR LTI RN T LT D,
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The processor not-subjeet+tolocated outside the GBPRUnion will therefore become indirectly
subject to some obligations imposed by controllers subject to the GDPR by virtue of contractual
arrangements under Article 28. Moreover, provisions of Chapter V of the GDPR may apply.
L7zh-> T, B 28 RICKITDHMICETOMY RDIZLY | GBPR- Dl /ala
EU ST 2 /0% 73, GDPR Ol 2521 2 EHEIZ L > TR SN L BH Z A
BRICE D Z LIt/ d, SHIZ, GDPRF STEORENHA S 5,

Example 6: A Finnish research institute conducts research regarding the Sami people. The institute
launches a project that only concerns Sami people in Russia. For this project the institute uses a
processor based in Canada.

BH 6: 74T FORERBEARY— IRICETL2HMELZIT-> TV D, FEREITE 7
ENOY—IBEOHICEAT 7 ey =2 b2 b Bifle, K7uy =7 hOldiz,
[FIHERE 13 7 & I & & < ALEEE 2 VDT D,

Sbibehe el el et tesne e ne e Lo dear b e e Chnedlins prcecneos be | e e Finnish

controller has a duty to only use processors that provide sufficient guarantees to implement
appropriate measures in such manner that processing will meet the requirement of the GDPR and
ensure the protection of data subjects’ rights. The Finnish controller needs to enter into a data
processing agreement with the Canadian processor, and the processor’s duties will be stipulated
in that legal act.
i T
> 7 v ROFHE TR GDPR IZE®D 2 F#HICH AT 5 & O REBK T 2 HiE %
FEA D ZLIZHOVWTHORRGEZ RIS 2L E DR Z A, 2o T—F FhRO
R HERICRET DR BEA-STWD, 74T v ROFERFIIN T X 0L L
T =2 DB T 2R 2 fiw T 2 BERH Y | 0D IEHAT IRV TR
BEORGZHRET L LT,

A ¢

ii) Processing in the context of the activities of an establishment of a processor in the
# Union
ii) EU S DILFEZ DAL DIE B DI FEIZ 17 S v

Whilst case law provides us with a clear understanding of the effect of processing being carried out in
the context of the activities of an EU establishment of the controller, the effect of processing being

carried out in the context of the activities of an EU establishment of a processor is less clear.
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The EDPB emphasises that it is important to consider the establishment of the controller and processor
separately=- when determining whether each party is of itself ‘established in the Union’.

EDPB (3, &M FEERZNLN EUMANICHLEZHT 5 | D EPERET HIZEEL T,
BEHE O & WHLE OPRZZNENR DO LD L L THRFT 22 ENEETHLH Z &
Z R D,

The first question is whether the controller itself has an establishment in the Union, and is processing
in the context of the activities of that establishment. Assuming the controller is not considered to be
processing in the context of its own establishment in the Union, that controller will not be subject to
GDPR controller obligations by virtue of Article 3(1) (although it may still be caught by Article
3(2)). Unless other factors are at play, the processor’s EU establishment will not be considered to
be an establishment in respect of the controller.

BANOMERFEIL, FHE LN EU BMAICHAZ A LTV L0 E0, KU EHEH
H R EEMEDOEHOBBRICE N THRFENWZIT > TV LI NENTH L, EHEN EU
N O A CORROIFEEOBWEICB O THRBENEIT> TNDLEBEXONRWEE, 4
PRI 3 458 1 THIC K Y GDPR BT 2 EHEORB 2 ADR (2720, &
3L 2HICK D YHEBBEZAD WRENH D), TOMODERDIRNERD | LHE
EU M A 3 2L E B OLSITIZR D 2 & 13780,

The separate question then arises of whether the processor is processing in the context of anits
establishment in the Union. If so, the processor will be subject to GDPR processor obligations- under
Article 3(1). However, this does not cause the non--EU controller to become subject to the GDPR
controller obligations. That is to say, a “non--EU” controller (as described above) will not become
subject to the GDPR simply because it chooses to use a processor in the Union.

WIZHN OFEREI & LT, WPEEA EU A OIS OTEB) O IZ B\ TRV &21T -
TWDODEDPDN DD, JERED EU N O [ L OWLE OIEB OIRBFRIZ B W THEHR W& 1T
STWAEE, YAFHE LT 3 50 1 oL L C GDPRICKEIT 2RBEEDRGF ZA D
ZLiTmB, 2L, ThICK T BU A OEEA )Y GDPR IZEB 1 5 EHA DRE
RO Z LI enin, 2EY, (ko L) TEU 8k OB HEET, HiZ EU
RN OERE & I 5 2 & AR L 727210 T GDPR O 2521 5 2 & 1E720,
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By instructing a processor in the Union, the controller not subject to GDPR is not carrying out
processing “in the context of the activities of the processor in the Union”. The processing is carried
out in the context of the controller’s own activities; the processor is merely providing a processing
servicel8 which is not “inextricably linked” to the activities of the controller. As stated above, in
the case of a data processor established in the Union and carrying out processing on behalf of a
data controller established outside the Union and not subject to the GDPR as per Article 3(2), the
EDPB considers that the processing activities of the data controller would not be deemed as
falling under the territorial scope of the GDPR merely because it is processed on its behalf by a
processor established in the Union. However, even though the data controller is not established
in the Union and is not subject to the provisions of the GDPR as per Article 3(2), the data processor,
as it is established in the Union, will be subject to the relevant provisions of the GDPR as per
Article 3(1).
EUIAN OMFRE (25 L CTHIRT 2 2 & 28I, GDPR O &% 1 72 WEBEE S TEU
N OILEEE OIEB ORI N T B EIT> TV D Z &I 620, 20D
B VT ERHRE B S OIFEORBRICEB W TIThb TR Y, AEITEHRE OIEE) &
MR BIfR ) 20 L QW RWEE I — A Z BICRME L TV D ET TH D %,
b L7z &0 BEUBSMILR Z E & 55 3 565 2 THIZ L Y GDPR O ] 252 1 72 W
HEORDY ITHRHENZ1T>TEY . BUBRNICILE 26327 — 2 U#EOLE, B
(2 EU BRNIZHLE 2 AT 5 0HEDEHREDONRD IO > TWDHET T, 22005
7 — 2 EHE ORARIEE) S GDPR OB HFEMHN TH D & AR SN D Z LT
LEDPBIEE x5, 1272, T — X EHEENEUBNICILEZAE L TELT, H35E
2HHIZX Y GDPR OMEDBEM 25172 E LTH, EUBNICILEZ AL TWD T —
KR 1LEE 3 4255 1 THIZ L Y GDPR OB#BLEOHE A 2% 155 Z L1272 5,

Example 7: A Mexican retail company enters into a contract with a processor established in Spain has

-—for the processing of its

elients personal data relating to the Mexican company’s clients. The Mexican company offers and

directs its services exclusively to the Mexican market and its processing concerns exclusively
data subjects located outside the Union.

B 7 A OGN AN, R E R T DN A= R T e 5
?°ﬁm”*4$kéﬁ%ﬁ4%%77 EEOBECICET D AT —Z OHRAR N IZE
L CEPNERAE A= D, DD AX T aDREIIAXFVANIHBIZRE L TH—E X%

18_The offering of a processing service in this context cannot be considered either as an offer of a service to data
subjects in the Union.

ZOHAITBNTER Y — EADRMT BUBNO 7 — % LRI T 2 — R0 EEZ DL H T
ER/4AN
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In this case, the Mexican retail company does not target persons on the territory of the Union through
the offering of goods or services, nor it does monitor the behaviour of person on the territory of
the Union. The processing by the data controller, established outside the Union, is therefore not
subject to the GDPR as per Article 3(2).
ZORE, A XTI T — B AR W T EU BINOEAZ Z —
79Flbfﬁ%ﬁ‘EU@W®@A@ﬁ@@%ﬁ%LTV&VOLkﬁof\ﬂjﬁﬂ
Wz AT DH%T — 2 FEE I L DB T, 5 34645 2 HIZ K Y GDPR O %
ZAT 720,

While-theThe provisions of the GDPR deesdo not apply to the data controller; by virtue of Art 3(1)

as it is not processing personal data in the context of the activities of an establishment in the Union.

The data processor;-as-a-precessor is established in Spain; and therefore its processing will fall within

the scope of the GDPR by virtue of Art 3(1). The processor will be required to comply with the

processor obligations imposed by the regulation for any processing carried out in the context of
its activities.

EU 3N O OIEEB OBFRIZEB T HEANT — X OB TiFRWizd, T—FEEHEZIZ
XFLAE3 564 1 M2t > C GDPR DFENEH SN D Z L idRnass, 7 — 2 LHE T A
N NHFER LTS, B35 1HICEY . ORI GDPR 0 H i N
AL T AR T A L OTEB O IZ IV TTT o TV D BRSOV TR 2SR
L CWOAHE DEBE BT T 545 - ENHL RO LD,

When it comes to a data processor established in the Union carrying out processing on behalf of a
data controller established-outside-the Unienwith no establishment in the Union for the purposes of

the processing activity and which does not fall under the territorial scope of the GDPR as per Article

3(2), the processor will be subject to the following relevant GDPR provisions directly applicable
to data processors:

EU S NI ARIE B 2 A & L7 ilii a2 A —A L TB O TE 3 RE 2HITELED
% GDPR OHPEREHFIMHICE S nT — 2 FEHEORDV IZBFH W ET> TS,
EUBNICHLE 2 3 27 — 2 BEICE L TE AT, 7B ICEEEA SN D
LUF o> GDPR B#RUE O 2 Y%7 — Z B H 32T 5 2 & & 7e D,

-- The obligations imposed on processors under Article 28 (2), (3), (4), (5) and (6), on the duty to enter
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into a data processing agreement, with the exception of those relating to the assistance to the data
controller in complying with its (the controller’s) own obligations under the GDPR.

-H28 R 2, 3, A, FSHEKUE 6 HITEB W TAIE IZH STV D3R5,
WNTT —Z BB 2R 2 Hifs 088 (L2, 7 — 2 E#A ) GDPRIC
B0 (UREHED) RGBT HRICHRERE L3RS L5 2 LICBET
5bDER),

-- The processor and any person acting under the authority of the controller or of the processor,

who

has access to personal data, shall not process those data except on instructions from the controller,
unless required to do so by Union or Member State law, as per Article 29 and Article 32(4).

- B 29 RKOEE 32 SREF A I KD & | WPIE KO, EIHE OMERSUTAIE OWERO T
TITATHETH-> T, AT —X~DT 7EA% b OHFX, EU UIIMEEOEN
BEIZE O RODOEN TV LHAERE . BEENDORTRRRVRY | YEEANT —4
D o TUT R B0,

-- Where applicable, the processor shall maintain a record of all categories of processing carried
out on behalf of a controller, as per Article 30(2).

- %530 SRR 2 KO & WAL, BHHE ORD Y IATON D2 TOMEO IRV O
g RE LT HiE e 6720 GER4ET5%68),

-- Where applicable, the processor shall, upon request, cooperate with the supervisory authority in
the performance of its tasks, as per Article 31.

- 5B 31 SRICHES T WPEFE L, ERIGE U T, £ OB OZRITICHE W TEERKE &
DLipghidaszy GrET558),

-- The processor shall implement technical and organisational measures to ensure a level of security
appropriate to the risk, as per Article 32.

-85 32 RICHESE | EF T, U A IZHEYNIIS T D — T LoV DL e A iR
DTN, il bR OEA L OHGE 2 F24E L 22 nide 720,

-- The processor shall notify the controller without undue delay after becoming aware of a personal
data breach, as per Article 33.

-8 33 RICHEO T WEEIL, AT —HREFICROWIE, RURERR, EH
TR L CEE LR TR B2,

-- Where applicable, the processor shall designate a data protection officer as per Articles 37 and
38.

- B3 RKOE 3B RITHESE, WEEFITT — 2 RS 7 4 F—a A LT TR
e U T 558),

-- The provisions on transfers of personal data to third countries or international organisations, as

per Chapter V.
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In addition, since such processing would be carried out in the context of the activities of an

_establishment of a processor in the Union, the EDPB recalls that the processor will have to ensure
its processing remains lawful with regards to other obligations under EU or national law. Article
28(3) also specifies that “the processor shall immediately inform the controller if, in its opinion, an
instruction infringes this Regulation or other Union or Member State data protection provisions.”
AT, 22BN AY BU IRNIC &6@@%@wm®%ﬁ®m&:$mfﬁbh5:
& &7en DT, EDPBIE. BB\ A EUEUTENIEICE T 52 OMOFHICEA L TH
ETHDZ L ZMBEBENHER LT e blenZ 28T 5, o, 5 28 &£ 3
L THAPEE(Z, EDIRAFIZI 0 T, R PABA K 1FE DM D EU X (LW EH D 7
— S REDFIFIZZR T B5E5, HHIZ, €D EFEHHZIZHTS50DET 5, )
EHFEEL TV D,

In line with the positions taken previously by the Article 29 Working Party, the EDPB takes the view
that the Union territory cannot be used as a “data haven”, for instance when a processing activity
entails inadmissible ethical issues19, and that certain legal obligations beyond the application of EU
data protection law, in particular European and national rules with regard to public order, will in
any case have to be respected by any data processor established in the Union, regardless of the
location of the data controller. This consideration also takes into account the fact that by
implementing EU law, provisions resulting from the GDPR and related national laws, are subject
to the Charter of Fundamental Rights of the Union””. However, this does not impose additional
obligations on controllers outside the Union in respect of processing not falling under the territorial
scope of the GDPR-as-perAstiele 3(2)..

55 29 SAEEEAOUERTO RARIZHEW . EDPB (X, H X (X BERIEE 23374 C & 72\ st
EoOREZ S TWDHEIZ, EU OE 17 —%~A 7] (“data haven”) & L TH
AT 22 LT T&ET P, EUT—2REFIELRBZ T —EDOENRE. FICALORRFIC
3% EU KOENOHANL, W58 TH, 7 — 2 FHEFEOFERICI»D D
T EUBNICHLE 2 AT 57 — 2 LHEFIC Lo THEBAIRRITUTR B R0nE N9 A
FRIZSL> TV D, ZORMIE, EUEEZRIESHZ LICX Y, GDPRICEVERIT 6
BUE K OB 2 [ERIE BN E & IEAME R R HTiha/a bl ) Z LiZhed )

19.G29 WP169 -- Opinion 1/2010 on the concepts of "controller" and "processor", adopted on 16 February 2010 and
under revision by the EDPB.

WP169 - [EBEHE | & TAUBEE | OBEEICEEd o2& AE (1/2010) (BRI : 201042 7 16 H). EDPB (= L
HIEIEH)

20 Charter of Fundamental Right of the European Union, 2012/C 326/02.

BU AT, 2012/C 326/02
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FELBEL WD, L. ZORMIL, F3 552010 GDPR O M ERY) 1 H &
IZE EN72 WL OV T BUIRAOEEF BN R 2T 5 O TIER 0,

2 APPLICATION OF THE TARGETING CRITERION — ART 3(2)
2P REMEDEH - B3 RFE 2 HE

The absence of an establishment in the Union does not necessarily mean that processing activities by

a data controller or processor established in a third country weuldwill be excluded from the scope of
the GDPR, since A+ticle3 Article 3(2) sets out the circumstances in which the GDPR applies to a
controller or processor not established in the Union, depending on their processing activities.

EU SNICHLER 2N 2 &, T L8 —EIClLE 2 A3 27 — 2 EHE T0EE |-
SO MdI5EhAY GDPR O AN & 70D Z LA BER LAV, e b #3556 2
Y BU BPICHLR O 72 WVE PR SUTERE (26 L, BURIEENITE U T GDPR A3
SINOGHEEEDTNDOEINLTHD,

In this context, the EDPB confirms that in the absence of an establishment in the Union, a controller
or processor cannot benefit from the one--stop shop mechanism provided for in Article 56 of the
GDPR. Indeed, the GDPR’s cooperation and consistency mechanism only applies to controllers
and processors with an establishment, or establishments, within the European Union21.
ZDIZOWT, EDPB (3, EU BWITHLEA W56, B A TP E 1T GDPR %
56 ZRMWEDDIT U ANy TV ay TOMMAMIEDBEEZ T L LRTERNI L
ZRER L T D, FEEE. GDPR D)) A T = XL R O—EPEA N =X 513 EUBANIC 1
DU EDOWR A H T 2 EEE K OWEE IO R S d 27,

While the present guidelines aims-at-elarifiyingaim to clarify the territorial scope of the GDPR, the
EDPB also wish to stress that controllers and processors will also need to take into account other
applicable texts, such as for instance EU or Member States’ sectorial legislation and national laws.
Several provisions of the GDPR indeed allow Member States to introduce additional conditions
and to define a specific data protection framework at national level in certain areas or in relation
to specific processing situations.

Controllers and processors must therefore ensure that they are aware of, and comply with, these
additional conditions and frameworks which may vary from one Member State to the other. Such

variations in the data protection provisions applicable in each Member State are particularly notable

21 G29 WP244 rev.1, 13th December 2016, Guidelines for identifying a controller or processor’s lead supervisory
authority - endorsed by the EDPB.

EDPB [ [0 #GE S 4172 G29 WP244 rev. | - FEEH SUFALELE O EEEMBI ORI EICBET 20 A4 R4~
(BRIR - 2016 4 12 7 13 H)
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in relation to the provisions of Article 8 ( providing that the age at which children may give valid
consent in relation to the processing of their data by information society services may vary
between 13 and 16), of Article 9 (in relation to the processing of special categories of data), Article
23 (restrictions) or concerning the provisions contained in Chapter IX of the GDPR (freedom of
expression and information; public access to official documents; national identification number;
employment context; processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes; secrecy; churches and religious associations).
RAA KT A % GDPR OHBLRYE I #PH 2 HMEIC T 5 2 L2 BRI E LTV D8,
EDPB (3% B J OVLERE 73 EU UM E O 53 B RTESREINIE R £ £ O
XELEETDLEND D Z L HIFI LIV, EBE. GDPR OEEBOBE L, FED
YRS E O T U E O BRI B L C, MBENEMOSREEZEAL, HE L
VTR 22T — A RO A ZED D Z L ERBDTND, LichoT, FHHEK
OYLERE 1L, MEEFETRRY 52, 2O X5 ZRBINORIFOHA A % e I3 L
ESF LT b, FMEECBONCHEARS S 20K 5 727 — 2 R#EHEIC
DNTDEWVE, KT GDPR O 8 & (L b M HHRAESY—ERICBITL2HEDT
—ZOBRNCE L TEDRAEEZ T 5 LN TE 2% 13 505 16 OM TE
HDHZENTELLEHELTND), B 9FK FRIRFEOT — 2 OERWIZET 8
E) . 23 & (HIBR) XITHE 9 BICEENLHHE (RELOERISZEOAH « A3FH
NDRKDOT 7 A - FER#E S - EHAOER - AROFRICE T 2 RE B, F
FIRAAE L VXESLRED B UIMEEO B - SFRIERES - Bk OREHIRIZE 3
HHE) IZBWTHETH S,

Article 3(2) of the GDPR provides that “this Regulation applies to the processing of personal data
of data subjects who are in the Union by a controller or processor not established in the Union,
where the processing activities are related to: (a) the offering of goods or services, irrespective of
whether a payment of the data subject is required, to such data subjects in the Union; or (b) the
monitoring of their behaviour as far as their behaviour takes place within the Union.”

GDPR % 3 4% 2 HUIIRDO L O ITHIE LT\ D, [IREFEDPLLT & BT 5555
FLANT, BV JEAIZ R D700 VB PR R ITAPEZFIZ L 5 EU Sy D 7 — 8 FARD N 7
—ZDIRPICEH IS, @) 7T —FFEDLIL P ER IS B0 [T
BU D 7"— & ZAKICX TS Wda XIZV— EX DR, Xid ©) 7 —% FEO7TE)
PEU B TIT7oh S b D THSIRY, EDITEIDEH, /|

The application of the “targeting criterion” towards data subjects who are in the Union, as per

Astiele3 Article 3(2), can be triggered by processing activities

carried out by a controller or processor not established in the Union- which relate to two distinct and
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alternative types of activities provided that these processing activities relate to data subjects that are

in the Union.. In addition to being applicable only to processing by a controller or processor not
established in the Union, the targeting eriteriacriterion largely foeusfocuses on what the “processing
activities” are “related to”, which is to be considered on a case-by-ease-bycase basis.

EU AT HLS D 22 W BRE SO TP 23T 5 UliE#E ©, 246 O RIESE 25 EU Sl
DT —F TRICEES L5562 D OREE)Z THIME OBt~ Lo T ARIEEI 25
EU SN D7 — & LRI 75 3 55 2 RIS 0 £ TER R YE ) o=
Zh b LT BAND D, EUBRICHLE D2 WVE RS T E \Z OB T HETH
52 ENTMA T, ARRYEEYEIL, (S THURIGEE)) 2% TBIE 3 %5) M RE<SEFERALT
B, TNWEFERILITHRFTOILERH D,

The EDPB stresses that a controller or processor may be subject to the GDPR in relation to some of

its processing activities but not subject to the GDPR in relation to other processing activities. The

determining element to the territorial application of the GDPR as per Article 3(2) lies in the

consideration of the processing activities in question.

EDPB (3, BHE SUIEHE D, £ ORPIEEIO —HBIZE L T GDPR DXR L 72 5 G fh i)
203, MOBRBIEBIZE L T GDPR OXR LR HRVEENHD Z L 2T L, 5 3

25 2 TITGEYD % GDPR DO HPRAYEH] DR EZFR T, M & 72 > T D BURTEE O FEC

HD

In assessing the conditions for the application of the eriteriatargeting criterion, the EDPB therefore

recommends a twofold approach, in order to determine first that the processing relates to personal
data of data subjects who are in the Union, and second whether #processing relates to the offering
of goods or services or to the monitoring of data subjects’ behaviour in the Union.

L7elo T, RS L E A X SR AW 2 B8, S —I2BdRV 23 EU N
DT =2 FERKDEANT —ZIZEHT 26D THL Z L afd L. & Il EU 5K
WO L < 13— 2A0RMEIT EU N7 — &E{ZIWD??@J@@%% BT %
LD ThHDNEMERT D72, EDPBIXZ_EHDOT Y —F 2572,

a) Censiderationt:Data subjects in the Union
a) {EEE L BUBNG 7 — & T4k

The wording of Article 3(2) refers to “personal data of data subjects who are in the Union”. The

application of the targeting eriteriacriterion is therefore not limited by the citizenship, residence or

other type of legal status of the data subject whose personal data are being processed. Recital 14
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confirms this interpretation and states that ““[t]he protection afforded by this Regulation should
apply to natural persons, whatever their nationality or place of residence, in relation to the
processing of their personal data”.

B3R 2T EU DT =X FAEDIIN T =5 £ FWVEILIZZR> TN 5,
L7ehi o T, AERREORE A A ERAME, B, £ OfE AT — 2 2300 b T
L7 —H EROEFHAIZ K> THIBRES D Z L1372, BISCH 14 I Z OFFIR % fite
B, WOEHITHELTCWD, [AKHANIC L > THZ 65 R#EIT, T DEFEK T
[EH 0000785 6 D Thit, HAANDPIN T —F DRG0 & DEIFIZ 0 T, HHAA
I(EXTL TEHE 5,

This provision of the GDPR reflects EU primary law which also lays down a broad scope for the
protection of personal data, not limited to EU citizens, with Article 8 of the Charter of Fundamental
Rights providing that the right to the protection of personal data is not limited but is for “everyone”22.
GDPR O Z OFUEIX, AT — % ORECET 2MMIRE ST AL A5 &
BIET D HAMERTSE 8 5 7 & L b, EUMRICERO TEAT —F OIREHPH 4 1R
JRKBRELTWD EU DIEEEA KL TV 5D,

While the location of the data subject in the territory of the Union is a determining factor for the
application of the targeting criterion as per Article 3(2), the EDPB considers that the nationality or

legal status of a data subject who is in the Union cannot limit or restrict the territorial scope of the

Regulation.

T — & FRD BUINIZ WD 2 &35 3 58 2 TS SRR EL T 3 2 BR O E
72 B K T 5723, EDPB X EU N O 7 — ¥ EAROEFE IFXIERHIALIZ X - T GDPR
O HIFRAY I FHELPH A FIRSULRET D2 Z LN TERWVWEEZE R D,

The requirement that the data subject be located in the Union must be assessed at the moment when
the relevant trigger activity takes place, i.e. at the moment of offering of goods or services or the
moment when the behaviour is being monitored, regardless of the duration of the offer made or
monitoring undertaken.

EU BNIZW D 7 — & ER & v 5 BT ORIL & 72 2 BRI IR E AT DAL R, &
2O HW i XAT Y — B A DR B o 7o R i SUTATEN B S 40T 2 IR AUTREAN L
RTIUTIR B, Tk, SRHHPRICEAIFIER O 0,

22 Charter of Fundamental Right of the European Union, Article 8(1), « Everyone has the right to the protection of
personal data concerning him or her”.

EU JEAMEE RS 8 5055 1 T TN S, B CICBBRT AT — 2 ORI T DR 2 A9 5 1,
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The EDPB considers however that, in relation to processing activities related to the offer of services,

the provision is aimed at activities that intentionally, rather than inadvertently or incidentally, target

individuals in the EU. Consequently, if the processing relates to a service that is only offered to

individuals outside the EU but the service is not withdrawn when such individuals enter the EU, the

related processing will not be subject to the GDPR. In this case the processing is not related to the

intentional targeting of individuals in the EU but relates to the targeting of individuals outside the EU

which will continue whether they remain outside the EU or whether they visit the Union.

L2xL723 6, EDPB (3, %— E2AOHRUEICEE 4 5 BREENCE L T, ZOBEIR, K
(233N SOIEHEANIC Tl < BRI EUBNOEAZ ¥ —4 v b &3 258 & H i
ELTVBHLEZTVD, LEN->T, ZOBREWA EU BADEANCOR RS LY
—ERACHELTWD DD, ZOY—E A, YHEMEAD EU S AES 2B T IR
ENZRWVEAICIE, ZORHEY 5 B T GDPR DR L2 B2V, Z DA, ZOEK
Wid, BU BNOENA~DFER R E =7 T 4 ZIZBEET 5 O T3z <, BU ST E
> TH EU Z#M L Thilkked 2 EUBSDEA~D X — 57T 1 > ZIZBdS 5,

Example 8: An Australian company offers a mobile news and video content service, based on

users’ preferences and interest. Users can receive daily or weekly updates. The service is offered

exclusively to users located in Australia, who must provide an Australian phone number when

subscribing.

An Australian subscriber of the service travels to Germany on holiday and continues using the service.

Although the Australian subscriber will be using the service while in the EU. the service is not

‘targeting’ individuals in the Union, but targets only individuals in Australia, and so the processing of]

personal data by the Australian company does not fall within the scope of the GDPR.
H) 8: A=A TV T ORMIF, 2=V —OEHROHLICESE, TN /l=a—R
EOETAarFoyh—e 2Rk WL, 2—W—iF HAIEETHZZT5
LENTED, ZOY—ERF, A=A LTV THEEDZ—F iDLt s, 2 —H
—FEBRFICA—A TV T OEFEE S AR L 2T TR bR, ZOF—EADF—
x%?U?@%ﬁ%m%HKs AT L, P —EROMMHZ ki 5, A=A LTV
7 OWEHEA I EUNIC WD IS — B R Z2FHT 523, ZOH—E A3 EUNOE A %
W nlvival G/ ﬁ‘é@f\‘ FR< A=A TV TOENDOHBZEZ—=F v b T 57
D, A=A LZ7 VT ORIT L DENT — 2 OEARV ML, GDPR OFIFAN & 1372 5 220,

Example 9: A start--up established in the USA, without any business presence or establishment in the
EU, provides a city--mapping application for tourists. The application processes personal data

concerning the location of customers using the app (the data subjects) once they start using the

application in the city they visit, in order to offer targeted advertisement for places to visits,
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restaurant, bars and hotels. The application is available for tourists while they visit New York,
San Francisco, Toronto, Lenden;-Paris and Rome.

FH 89 : AEICHLEAZA L, BU I b OFEFTMLA A L TWARNWAZ— T
 TRENBCRMITICHE T 7Y r—va v EREL TS, ZOT T Y r—v s
SE FIRE (F—=2 208 BRSO CHRT 7Y r—rvarefiT o L. B
S, VA RT 2 N RTAREDGZENIE Lo =7y MREZEET 5720
2. R7 7V =y a ORMEOMEICET2MEAT—Z 2Rk 5, BEkiE=
a—d—7 YT TrvRAa brY b BN BT EL TV DR
ZR7 7Y r—va ryEFHATE 5,

The US start--up, via its city mapping application, is effering—serviees—to-specifically targeting
individuals in the Union{speeifically— (namely in Lenden,-Paris and Rome):) through offering its

services to them when they are in the Union. The processing of the EU--located data subjects’

personal data in connection with the offering of the service falls within the scope of the GDPR as

per Article 3(2):)a. Furthermore, by processing data subject’s location data in order to offer targeted

advertisement on the basis of their location, the processing activities also relate to the monitoring of

behaviour of individuals in the Union. The US start-up processing therefore also falls within the scope
of the GDPR as per Article 3(2)b.

KEDAZ — T v 73, HIKT 7Y r— a0 LT, EU BN (s
e b, Y =) OfAZ, EUMNIZW S EACH L TEOF—E A%
Rt o 2 Lam T HRIC Y — 7 v P L LTS, ¥ —E ADRMBE L TEU
BNOT =2 EEROFEAT —2Z2W0H S ZLix, HB35H2Halc kv, GDPR Diif
RERENERD, 610, (MEIZESWTE —F v b afRo R EZRIET 57201
T EROMET =2 2Tk 5 Z LI 8o T, ZOHRBIEEIE, EUBNOEADTE O
BEAUC LR 5, Lo T, KEDORAX— b7 v 7 R¥EOZORIRVIE, H 3 KHF 2
Hb DED D GDPR OHIPHNIZ H 22 5,

The EDPB also wishes to underline that the fact of processing personal data of an individual in the
Union alone is not sufficient to trigger the application of the GDPR to processing activities of a
controller or processor not established in the Union. The element of "targeting" individuals in the
EU, either by offering goods or services to them or by monitoring their behaviour (as further
clarified below), must always be present in addition.

F7-. EDPB /&, EU HNOEANDEANT —Z ZI 0 > T\ 5D &) FEET TR,
EU AL D 72 VEBRE SUT AR O A& Eh2 % L GDPR 238 32 DI +43 T
N LR LIV, W LT R &M 5 2 L U TE AR S 2
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cE iZ&D EUfﬁ‘ZW@ﬁU\% [ —2y hE LTS (“targeting”) WO HEFE (LLFT
WCHREIZIE~2) IXFIC EFLE B TIFEE LR IT TR b0,

Example 910: A U.S. citizen is travelling through Europe during his holidays. While in Europe,
he downloads and uses a news app that is offered by a U.S. company. The app is exclusively

directed at the U.S. market-, evident by the app terms of use and the indication of US Dollar as the

sole currency available for payment. The collection of the U.S. tourist's personal data via the app
by the U.S. company is not subject to the GDPR.

=B 910 : KREHRAKRBIZI—m v RERITL TV D, I —1 w7 SEPIT, #130K
EEEMEETIH LT IV 2Ly e — R LAMAT 5, 2077 i%ﬁﬁi}%OD
HZHETBNTEY . 77U OFHBK KR OIS FPH TE HME—i@fg & L TR R
IWHURSITND Z LI LV Th o, KERENT TV 25 L’Cﬂ%.}\@ﬁﬂﬁ'ﬁ@@
AT —Z ZIET 5 2 Lok L GDPR (30# ] S 4720,

Moreover, it should be noted that the processing of personal data of EU citizens or residents that
takes place in a third country does not trigger the application of the GDPR, as long as the
processing is not related to a specific offer directed at individuals in the EU or to a monitoring of
their behaviour in the Union.

Sblc, HZET BU HRXIE BUREFOEAT =¥ ORI ThT0 5 L i
2370 % BB\ AS BU S O NS 1A & A 72 R E O FR AL 3 EU NI 81T % 8 A D17
B BA B LAY . GDPR DRI 21T 5 2 & A B2 2 LT
FRETH D,

Example 1811: A bank in Taiwan has customers that are residing in Taiwan but hold German
citizenship.

_The bank is active only in Taiwan; its activities are not directed at the EU market. The bank's
processing of the personal data of its German customers is not subject to the GDPR.

BH 1011 : BEICH ZEUTITITEBITEHEL T DD KA Y OHRMEAZ A LTV DR
W5, SFUTIIRE TORFEEEZIT>TEY . ZOREITEUHHBIZHT b TRy,
DHEATIZ L D N A Y OREEDOMENT — 2% OEAR 1% GDPR [ A S 41720,

Example 4112: The Canadian immigration authority processes personal data of EU citizens when
entering the Canadian territory for the purpose of examining their visa application. This

processing is not subject to the GDPR.
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B 1112 A S A OHRAEESERIL. CVHELZHERT 5 AT, EU R/ T ZIZ
ANETHBBICEDOEANT —Z 20> T\ 5, ZOEHRVIZIE GDPR 1T S
v,

b}@eas%dela&&eﬂ—}a:—eﬁeﬁﬂgb) Offering of goods or services, irrespective of whether a

payment of the data subject is required, to data subjects in the Union
2as T4 BEOIHRER SNBPENE DT, EU NGO — 4 T
RIZKRES 2808 X3 — B 2 Dl

b)

The first activity triggering the application of Article 3(2) is the “offering of goods or services”, a
concept which has been further addressed by EU law and case law, which should be taken into account
when applying the targeting criterion. The offering of services also includes the offering of
information society services, defined in point (b) of Article 1(1) of Directive (EU) 2015/1535%
as “any Information Society service, that is to say, any service normally provided for remuneration,
at a distance, by electronic means and at the individual request of a recipient of services”.
BIFRE2HOBEHIZHSN D 1 OAOIEENT Wi I —e 20l Thb s, =
OMEEIT EU E R OHIGNE TREMICIR R B TE TR Y, EREELETT OIS
BT XEThDH, Y—20RMEICIFHREST—E20REbZEN L, FRtR
P—r A%, f5n (BU) 2015/15357 D5 1 &5 13 (b) IZBWT, /Rt —E
R, DFV, WBEIZEHE T, BFHIFERIZL D, BRFHIZI0 T, V= EXEHLD
184 DERIZSN O TS S — X)) EERSNL TV D,

Article 3(2)(a) specifies that the targeting criterion concerning the offering of goods or services
applies irrespective of whether a payment by the data subject is required. Whether the activity of
a controller or processor not established in the Union is to be considered as an offer of a good or
a service is not therefore dependent whether payment is made in exchange for the goods or

services provided24.

2 Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a
procedure for the provision of information in the field of technical regulations and of rules on Information Society
services.

BT LA D 55 B B OMF At — B A BRSO 5 BRI 351 2 E eIt Fhi 4 E D 25 20154F 9 H 9 H DORK
I EES M O 4845 (EU) 2015/1535/EU

24 See, in particular, CJEU, C--352/85, Bond van Adverteerders and Others vs. The Netherlands State, 26 April 1988,
par. 16), and CJEU, C--109/92, Wirth [1993] Racc. [--6447, par. 15

BRIz, 198844 A 26 H CJEU., C-352/85. Bond van Adverteerders and Others vs. The Netherlands State, /37

757 16, KX CIEU, C-109/92. Virth [1993] Racc. [-6447, /X5 25 7 15 % 5,
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B3 ARH 23 (a) 1. WSOV — B R ORI T DAL, T —F RO
WRBLR EN DGO TEA ESND 2 L 2L TWD, Le-> T, BU Bk
PHZHLR D 72 WE B SUTALELE OTREN 3 dh AT — B 2 DB H 72 2 2B 213
TRt A2 W0 ST — B RITKHl S A oA 2 v s &R BIERS Zp

Example 13: A US company, without any establishment in the EU, processes personal data of its

employees that were on a temporary business trip to France, Belgium and the Netherlands for human

resources purposes, in particular to proceed with the reimbursement of their accommodation expenses

and the payment of their daily allowance, which vary depending on the country they are in.

In this situation, while the processing activity is specifically connected to persons on the territory of]

the Union (i.e. employees who are temporarily in France, Belgium and the Netherlands) it does not

relate to an offer of a service to those individuals, but rather is part of the processing necessary for the

employer to fulfil its contractual obligation and human resources duties related to the individual’s

employment. The processing activity does not relate to an offer of service and is therefore not subject

to the provision of the GDPR as per Article 3(2)a.

FH 13 : BU AICHLA DRV KE O 2R, 7T VR, SR —ROF T 2 FIZ
WCHIBE LB OMAT —2 %, NFEEHARNT, FICEREOLWRERLEOCRY (&
FEEC L - TRRD) OV EED DD, Btk H, ZOHRE, ZORBIEEIE, FFiZ
EUBNIZWVWEHE (DF D, —HFRICT TR, ~NAUFXF—ROA T IV HHEEER) (2
HLTWED, TNLDMEHA~DT — 205t L TR N < T LA EHENZ O
ADJRFIZBIES 22K EOFHE R ONF LOFREE RiIcT 2 DICUBERTHRNO T
HoH, ZOWPIEIE, F—ERADOFM L FTEIFRB R LD - TH 3 K5 2 H a IZ0E
% GDPR DBLE DG L 137 B 7a0,

Another key element to be assessed in determining whether the Article 3(2)(a) targeting criterion can
be met is whether the offer of goods or services is directed at a person in the Union, or in other words,

whether the conduct on the part of the controller-erproeesser, which determines the means and

purposes of processing, demonstrates its intention to offer goods or a services to a data subject
located in the Union. Recital 23 of the GDPR indeed clarifies that “in order to determine whether
such a controller or processor is offering goods or services to data subjects who are in the Union,

it should be ascertained whether it is apparent that the controller or processor envisages offering

services to data subjects in one or more Member States in the Union.”

%3 4E 2 (a) OEMNEEICAEEL TWD0NENZ T 5BICEHET X & o H

BERBEFL LT, U XE— B RAORMED EUBN O AIZFT 5 TW D0, FW

Bz 27608, EHEF UL FLTARNN O 7L R O H 1) & e 2 B ERH M 01T %03

EU BN DT — & FRICHT 285 I —E 2D BEMEZ R L TWDH ., Bd 5,
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FEEE. GDPR RiSCER 23 I, /EU BN D 7 — X FKIZH L TEDL 5 2 EPEE K T4
PEZ 3ty X 13— B R 42 L L T B & HIrd3 72612, EU iy D— X |37
BDINERHD 7 — 5 FRICSS L TEDEPEZ K ITHPEZ DS — EX L L 5 E T
SEPHIEI 0 E D 0 F el L2t iL 72 672000, ) EBRLTWD,

The recital further specifies that “whereas the mere accessibility of the controller's, processor's or
an intermediary's website in the Union, of an email address or of other contact details, or the use
of a language generally used in the third country where the controller is established, is insufficient
to ascertain such intention, factors such as the use of a language or a currency generally used in
one or more Member States with the possibility of ordering goods and services in that other
language, or the mentioning of customers or users who are in the Union, may make it apparent
that the controller envisages offering goods or services to data subjects in the Union.”

S DICRMEE, [HICERE, WMIEE X EZ DO RINEED EU BEAD Web ¥+ F, BF
A= T N LXK FEFDMDEFENZ T 2 X TEE5 20052 E, Xid, BEHEIH
W ETBHEZFHIZI 0 T—RANI O 64 TS FFHPEH I T SE0 5 Z &
11 TlE, EDL O REREHRT S 7EDIZITA A2 ThH S, —XILEE DN A
T—RINIH B4 T S Sk O EZ /0 THZRD 57512 I S Baa Kk N —E
RDUEX P TES L, XKt EU NI SIEEE K IZFHEICE T 25 RkPH5 2
LWV oL IREFIT, CDOEPEE D EU BN D T — 5 FRIZH L TWaa XL —
EXDEHEIEL TS EFHHIZL 536D THS, ) LFEL TS,
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The elements listed in Recital 23 echo and are in line with the CJEU case law based on Council
Regulation 44/2001% on jurisdiction and the recognition and enforcement of judgments in civil and
commercial matters, and in particular its Article 15(1)(c). In Pammer v Reederei Karl Schliiter
GmbH & Co and Hotel Alpenhof v Heller (Joined cases C--585/08 and C--144/09), the Court was
asked to clarify what it means to “direct activity” within the meaning of Article 15(1)(c) of
Regulation 44/2001 (Brussels I). The CeurtCJEU held that, in order to determine whether a trader
can be considered to be “directing” its activity to the Member State of the consumer’s domicile,
within the meaning of Article 15(1)(c) of Brussels I, the trader must have manifested its intention
to establish commercial relations with such consumers. In this context, the CeurtCJEU considered
evidence able to demonstrate that the trader was envisaging doing business with consumers
domiciled in a Member State.

RIS 23 T b TV D ERIT, RELORFFIICIT 2 HoHEEE &K OHH O
HUTICEE9 2 24 2 BLAI 44/20012, FRICRBLAIEE 15 585 1 1 (o) 1245 < CIEU ©
HFHECERHT2HDOTHY . I > TW5b, Pammer v Reederei Karl Schliiter
GmbH & Co and Hotel Alpenhof v Heller (Joined cases C-585/08 and C-144/09)IZ33V T, #k
HIFTIFRAN 442001 (7Y 2 eV HA) 515585 13 (o) ([CR1F 2 NEB M
% (directactivity) | OEWRAH LN T H LI RO BN, FEHFTIEZ, 7V 2y &L
TRAE 15555 130 (o) ICBWT, AN A ORI 2 HEE D EET 2 M EICE
A [ Cuvb ] (“directing”) EE 2D Z EMTEXD0E0EHET 5720121,
AN Z DX D 2 HEE L LOBREHET 28X 2R L T RITERE 20
EHPR LT, TOXARICIBNT, HfbdCIEU 13, BAMBAEICEET 2 HEEIC
M7 FELEATAZEEZHAEL TN EZENT 5 Z LN TE Dl ZBRG L
7o

While the notion of “directing an activity” differs from the “offering of goods or services”, the EDPB
deems this case law in in Pammer v Reederei Karl Schliiter GmbH & Co and Hotel Alpenhof v Heller
(Joined cases C--585/08 and C--144/09)26 might be of assistance when considering whether goods

or services are offered to a data subject in the Union. When taking into account the specific facts

%5 Council Regulation (EC) No 44/2001 of 22 December 2000 on jurisdiction and the recognition and enforcement of

judgments in civil and commercial matters.

EH RO FHFFIC B T 2 BB O BCH D KEE R I TICBI 3 % 2000 4 12 A 22 H o B LA
(EC) No 44/2001

26 1t is all the more relevant that, under Article 6 of Regulation (EC) No 593/2008 of the European Parliament and of

the Council of 17 June 2008 on the law applicable to contractual obligations (Rome I), in absence of choice of law,

this criterion of “directing activity” to the country of the consumer’s habitual residence is taken into account to

designate the law of the consumer’s habitual residence as the law applicable to the contract.

2008 £ 6 7 17 H OFGRIMEH (I S D IBICBE T DGR R O B2 BRI (EC) 593/2008 (m—~ 141

A % 6 RICKDIEOBRDP WG E . WHEDNEET DEEZ WEHZMT THD ] &0 ) BEETHEE

WEET 2EOEEROMEIEHET DEICEB SN D &V ) JUT R Y —EBEEN D 5.,

39



of the case, the following factors could therefore inter alia be taken into consideration, possibly
in combination with one another:

NEEZ T TN D) SV HERIE s X3 — e 2ok L1372 57, EDPB
X, Pammer v Reederei Karl Schliter GmbH & Co and Hotel Alpenhof v Heller (Joined cases
C-585/08 and C-144/09)* 2331} 2 ¥IFIiEIX EU SN DT — & LRI 3T —E 2
AR L TV D NEPEBRE T 2BROBZIIR/Y 95LEE2 D, LEER-T, ZOR
R ZRHIBIORRZZE LI2Sa . FICUL FOERZ, vRETHIVUTMEAEDE T,
EBEETHIENTE D,

-- The EU or at least one Member State is designated by name with reference to the good or service
offered;

- T W T — B RICE LT LB, EU Xd3d < &b 1 2oMEEOL BN
fEfsh T,

-- The data controller or processor pays a search engine operator for an internet referencing service
in order to facilitate access to its site by consumers in the Union; or the controller or processor
has launched marketing and advertisement campaigns directed at an EU country audience

- T — B EHER L ATLBED, EURNOEEZEICL D Web ¥ A h~DT 7 & R %A
FTIDICA v Z—Fy N7 7 Ly v I — 2Ol & iR v ¥ v FEFITHL
STWD, L, FEEE L IFAHEEN BUMMBENO NiChT-~—7 7 4 v 7%
XN URIRE R ¢ =V BB LTV D DNE D b,

-- The international nature of the activity at issue, such as certain tourist activities;

-BLOEERR L L 725 T HIEB) O FE BEME,

-- The mention of dedicated addresses or phone numbers to be reached from an EU country;

-EU IMEEN ST 2 HFHOT K LA UTEE 5 Ol

-- The use of a top--level domain name other than that of the third country in which the controller or
processor is established, for example “.de”, or the use of neutral top--level domain names such as
“eu”;

— lde) 72E, FHEXIULHEEN MR ZHTLEEHOLDOUND by T LUV R
AA O, T Teul 72E, FALHYR by T LU R AL 4 DO,

-- The description of travel instructions from one or more other EU Member States to the place

where
the service is provided;
- 1 O3 FEH D EU MR E D & ¥ — & A2l £ TOBE RN O,
-- The mention of an international clientele composed of customers domiciled in various EU

Member States, in particular by presentation of accounts written by such customers;
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- Bz 7p BU MNERENC S 2 % CTHERL S 1 5 BB 22 HNER IS DWW T, RS0 D
BENENTZREZBHT O L TERT LI L,

-- The use of a language or a currency other than that generally used in the trader’s country,
especially a language or currency of one or more EU Member states;
-FEFOETEREFEASNTWD bOLSOSFEXITEE, R 1 DT BUMNEA
EOSFHEITEEEMHEH L TND Z &,

-- The data controller offers the delivery of goods in EU Member States.

-7 — 2 EEE R EUBEN T OBLEZIT> TN Z &,

As already mentioned, several of the elements listed above, if taken alone may not amount to a clear
indication of the intention of a data controller to offer goods or services to data subjects in the Union,
however, they should each be taken into account in any in concreto analysis in order to determine
whether the combination of factors relating to the data controller’s commercial activities can
together be considered as an offer of goods or services directed at data subjects in the Union.
FRLTWDLEY, LROERICHOWT, BMTET —#EHHEIC EUBNOT —4 &
BRI T — X2 R ET2BMA D5 2 L2 LNIRT ZENTERVWEEE
TH, 77— EHEOFEFIIEE S 2 EZR 2 MAE0ED 2 & T EU RO T —
ZERIZANT TS SUI T —EZZ R L TWDH EB X 5 2 &N TE D080 % W
T 70T, BBEHIZ2HITBNT, ERROEZNENDOERLERE T XETH D,

It is however important to recall that Recital 23 confirms that the mere accessibility of the controller's,
processor's or an intermediary's website in the Union, the mention on the website of its e--mail or
geographical address, or of its telephone number without an international code, does not, of itself,
provide sufficient evidence to demonstrate the controller or processor’s intention to offer goods

or a services to a data subject located in the Union. In this context, the EDPB recalls that when

200ds or services are inadvertently or incidentally provided to a person on the territory of the Union

the related processing of personal data would not fall within the territorial scope of the GDPR.
T2 U, RISCES 23 THAY, BUCHEEE ., WEE UTE OHHMER O EU N O Web 3
A MZT 7 EBATEDZ L, Web A b LICEFA—AT FL 23 L < HEFTXUTE
B a5 L TWRWEFRE S EZFLER LTS I &E, EREERTIE, EURNOT —
Z ERIZH I ATV — B R 2 74t 5 B 2 BB TN EDNA L TWDH 2 L 4Gk
A 2RELE LTI TIERANWZ L EZ R L TV LI RZBET LI ZLENEETH D,
Z OARIZBVT, EDPB IE, fEdh U — B XK 23S B REAYIC BUIRN O
et nBe, BHiETLEAT —F Ol E GDPR OMPERIFEIIZE NN & &
T 5,
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Example 1214: A website, based and managed in Turkey, offers services for the creation,
editionediting, printing and shipping of personalised family photo albums. The website is available in
English, French, Dutch and German and payments can be made in Euros-e+Sterling. The website
indicates that photo albums can only be delivered by post mail in the- U< -France, Benelux countries
and Germany.

FH 1214 0 M EARMME L B3 TEBESATOND Web B B2, X I R Z~
A A ULTHIBEGET VS DBk, M. HIRL, T2 —e 2z LT 5o,
ZD Web ¥ MIEFE, 77 AGE, AT FE. FAYEETHMAARETH Y A
WE—m s BT TE D, Web ¥ A FTiE, BET ANSLIEE T 7T
A, RFVT ZAFEE, KAV ORI TE S EFEH L TV D,

In this case, it is clear that the creation, editing and printing of personalised family photo albums
constitute a service within the meaning of EU law. The fact that the website is available in four
languages of the EU and that photo albums can be delivered by post in six EU Member States
demonstrates that there is an intention on the part of the Turkish website to offer its services to
individuals in the Union.

ZOHE, HAICHAZ A R UTFEEGET A S AOER, WE. FIl: BU B2
LY —E AR L TNWDLZ EITIHALNTH D, Web Y1 2% EU O 4 S35 CTHIA ATEE
ThY, BET7LALTEKET 6 20 EU MBEICEHXETE L WO FHEIL, FLrao
Web #4 MUIIZ BUKNOMEANIZX LA O —ERAZ T BN H 5 Z & &2FEH
LTWb,

As a consequence, it is clear that the processing carried out by the Turkish website, as a data
controller, relates to the offering of a service to data subjects in the Union and is therefore subject
to the obligations and provisions of the GDPR, as per its Article 3(2)(a).

ZOFER, Prad Web B FBAT—ZEHE L LT T TO D BT BUBINO T
—Z FRICK T2 —E X ORMIIEE L TR, L7eh-oT, B 3FKHE2H (a) I
H3% GDPR DFEH K OHEDEH 2315 %,

In accordance with Article 27, the data controller will have to designate a representative in the Union.
%27 RISE UL, T2 EEA L EUNICR T BN ZHEE L g b0
Nl N

Example 1315: A private company based in Monaco processes personal data of its employees for
the purposes of salary payment. A large number of the company’s employees are French and

Italian residents.
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B 1315 1 B o A AN A RBAENMEGEOTI WA HE L THREEBDEAT —
ZEROF-TND, ZOREONHEEDL LT TV AROA XU TIZEEL TS,

In this case, while the processing carried out by the company relates to data subjects in France and
Italy, it does not takes place in the context of an offer of goods or services. Indeed human resources
management, including salary payment by a third--country company cannot be considered as an
offer of service within the meaning of Art 3(2)a. The processing at stake does not relate to the
offer of goods or services to data subjects in the Union (nor to the monitoring of behaviour) and,
as a consequence, is not subject to the provisions of the GDPR, as per Article 3.

ZOHE, EEMTOTOLIERWNET 7 AROA Z VT OFT —F ZRICEES 5 6 D
THDHH, Win XTI — 2 ORMEOBRIZB N TITON TV D O TIE ARV, EERIZ,
F_EHOEEIZLDBEO N EEZD T, AFEFBITHEIRT2H (a) (BT —F
ADRPEEE R D Z LT TE RV, MBI > T D BV EUN O T — & FIRIZ
X2 AT — XA ORMICEE L TR 57T (F2, TEOBERICHBEE L Ty
RN ZEORER. B 3 SRICH-SE GDPR OBLE D A5 T 72,

This assessment is without prejudice to the applicable law of the third country concerned.

B, ZOHMHIEE T A SEHOEOEMA T 5 O TIERV,

Example 1416: A Swiss University in Zurich is launching its Master degree selection process, by
making available an online platform where candidates can upload their CV and cover letter,
together with their contact details. The selection process is open to any student with a sufficient
level of German and English and holding a Bachelor degree. The University does not specifically
advertise to students in EU Universities, and only takes payment in Swiss currency.

FH 1416 : Fa—Y v BIZHDALRADKFEN, T4 7Ty b7 +—2EHALE
ELRBEORET 0 AL FFTWD, ZOF T4 07Ty F7+—L T &
FEE DR L & BIBBEER O A—LE—%2T v T r— R+ 52 LNRTEDS, R
AVEELEBEORID T THVFLESZEZA L TV LRAETONITHETHEE 1t
AZBITE Dy ZORFEZEUDRFZOFLAEZMITZERERFICLTREL Y, W
TAAL ZDBEDIHL 72> TN D,

As there is no distinction or specification for students from the Union in the application and
selection process for this Master degree, it cannot be established that the Swiss University has the
intention to target students from a particular EU member states. The sufficient level of German
and English is a general requirement that applies to any applicant whether a Swiss resident, a

person in the Union or a student from a third country. Without other factors to indicate the specific
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targeting of students in EU member states, it therefore cannot be established that the processing
in question relates to the offer of an education service to data subject in the Union, and such
processing will therefore not be subject to the GDPR provisions.

Z DL D MK ONRE 7 1 2 Tlk BUIRIN O 524 % KB SUTHRE LTV
W, FEO BUNMBREOREZ X —7 y b ET DR EAA ZADORERALTND
ETHILEFITERY, FAYVERELEFEOTHRENLE VD DEFIAL ADEEETH
%7, EUBKNOETH L0, FE_EHOFAETHLI 0 ERDLT, EOHBEERICHEMS
N —MRNREMETH D, Licni-> T, BUMBEEOFAZFICY —7 Y MZL TS
Z & AR TOBERN WG E . MEIZR > TO D BB BUN O 7 — 2 TRITKS
TOHBFEF—EAORMICHEL TWLH EFT L2 LI TS, 05k T GDPR
DHLUE DN 2 521 7200,

The Swiss University also offers summer courses in international relations and specifically
advertiseadvertises this offer in German and Austrian universities in order to maximise the courses’
attendance. In this case, there is a clear intention from the Swiss University to offer such service to
data subjects who are in the Union, and the GDPR will apply to the related processing activities.
Flo. A ZORFEIEBRBEKRICET 2~ —a—2 &2 kL Tk, a—202E %
OO RV EFA—A P TORFETIOI—AZFHNICELRLTWND, D5
&, EU RO T =2 FERICK LI —ERZ M2 L 0O REREZ A A ZDK
FRALTEY, B 2 RkiE#EIC GDPR 23 S5,

c) Consideration2b—meoniterieMonitoring of data subjects’ behaviour
o) 2b T — ¥ EROITE DB

The second type of activity triggering the application of Article 3(2) is the monitoring of data subject
behaviour as far as their behaviour takes place within the Union.
BIFE2HOWMAZLT-DT 2 OO XA 7OEENL, EUMKN TITON TS T —
Z EEROITE OB TH 5,

Recital 24 clarifies that “[t]he processing of personal data of data subjects who are in the Union

by a controller or processor not established in the Union should also be subject to this Regulation

when it is related to the monitoring of the behaviour of such data subjects in so far as their

behaviour takes place within the Union.”

RISCH 24 TIZR D L BV R LT\ D, EU BAIZALE D 7200 B FEE X IFHPEE 12 I

& EU DT — 5 FARDIN 7 — 5 DIRIR T, €DL 5757 —F FRDITEDE:
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W E BT SENNCENThH, TDT—X FRDITEIDN EU BN TIThI S b D TH
SRV, AKBENZIR X 217707026 720,

For Article 3(2)(b) to trigger the application of the GDPR, the behaviour monitored must first relate
to a data subject in the Union and, as a cumulative criterion, the monitored behaviour must take place
within the territory of the Union.

H34H2H (b) 1LV GDPR ZEM 256, £ BRI TW2H1TEIA EU K
NOT =2 FRIZEHE L TWRITNIER LR, £z, EEMRREEL LT, BHS
NTWBITEIN EUN TIT b TR IT T2 5720,

The nature of the processing activity which can be considered as behavioural monitoring is further
specified in Recital 24 which states that “in order to determine whether a processing activity can be
considered to monitor the behaviour of data subjects, it should be ascertained whether natural
persons are tracked on the internet including potential subsequent use of personal data
processing techniques which consist of profiling a natural person, particularly in order to take
decisions concerning her or him or for analysing or predicting her or his personal preferences,
behaviours and attitudes.” While ReeitaRecital 24 exclusively relates to the monitoring of a
behaviour through the tracking of a person on the internet, the EDPB considers that tracking
through other types of network or technology involving personal data processing should also be
taken into account in determining whether a processing activity amounts to a behavioural
monitoring, for example through wearable and other smart devices.
ITENORE &5 2 B D BHRIEB OME XA 24 HIZB W TS LB LI TEY .,
[IRIRTT 77037 — 5 FAEDITE) DB & E R DAL 5 B EH & Hrd 7201213, A2
NDZT 2 Z 74 V7 E T SN T — 5 DIRR O EH P IS X1 S FIRENE &
58, HANPAL 8 —F 0 b ETEIATOSPE I, F712, 7= FHKIZH
HETSHrE TS0, Xid, 7 —F EERDMIAA)ZIELF, TTEIR OME R & 2287 X 1%
THT D7 DIZEBF I F TV BEMHEZ LR ITHTR 6700, &R _XTWD, AiCE
24 HIIA U F =%y b ETCEAZEBHT 2 Z LIC K DITEIOEHEDO RIS L 60
THLHMW, HANT =2 OB D Zohoxry MU —27 A3, iy =7
T TN RE DD A~ — N T3 A% @ U2 B S | BRIEE 3 TE) D REHIZEL
YT ENZ W T HBRICEET 5 & TH D & EDPBIEE R D,

As opposed to the provision of Article 3(2)(a), neither Article 3(2)(b) nor Recital 24 expressly
introduce a necessary degree of “intention to target” on the part of the data controller or processor
to determine whether the monitoring activity would trigger the application of the GDPR to the

processing activities. However, the use of the word “monitoring” implies that the controller has a
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specific purpose in mind for the collection and subsequent reuse of the relevant data about an
individual’s behaviour within the EU. The EDPB does not consider that any online collection or
analysis of personal data of individuals in the EU would automatically count as “monitoring”. It
will be necessary to consider the controller’s purpose for processing the data and, in particular,
any subsequent behavioural analysis or profiling techniques involving that data. The EDPB takes
into account the wording of Recital 24, which indicates that to determine whether processing
involves monitoring of a data subject behaviour, the tracking of natural persons on the Internet,
including the potential subsequent use of profiling techniques, is a key consideration.
B3GR 2H (a) OEDLIFRRY . FHIRF2H (b) LHIHE 24HONTILSL,
REALIE B S BRI BN Z k9% GDPR O HIZ DN 5 Gzl o807 — 2 &
HE T E[ O T2 —57T7 ¢ 7 OFEX] (“intention to targeting”) @d‘égiﬁiﬁ?
CODRIIC i Ty, 2L, TEER) LW @R LTWwD Z &b, E
ﬁﬁ®@k®ﬁ%ﬂ%?é%@?—ﬁ®W%&0%®%®ﬁﬂ%&MQEWWﬁE%
BT — A EHEENSBHICENTWD Z LR L TWD, BUBNOMEADREANT —5
DAL T A ETOREIHFTRT X THEIC TR &vwix 5Lk EDPB (35
2TV, EEHENT—Z 2RO 5 B, FrZEDOT — X I L TITE 0 HT XX
IuT7 AV TEMERICERT L AR ORNEND D, BRITANT — 4
FROTHOERICEAD L LD TH 20 EnZ Il 27212, Tr7r A4 Y 7
NI SN AREELZD, A —%y N ETCORRADBHNERELREE
FHTH D Z LA RTHILE 24 HO LS % EDPBIIEE L TV 2,

The application of Article 3(2)(b) where a data controller or processor monitors the behaviour of data
subjects who are in the Union could therefore encompass a broad range of monitoring activities,
including in particular:

L7z o T, 7 —#EIE TLIEFIZ L 2 BUBNO T — & EROITEIOEAIZE 3
F2mH (b) ZHEHT BRI, FICUTObDEED, MRIKOCESTEE 2RI
%o

-- Behavioural advertisement

-ATENS =TT 4 TR

-- Geo—-localisation activities, in particular for marketing purposes
(rEFHRYY—E 2 (B~ —r T 4 o7 BHY)

—-_Online tracking through the use of cookies or other tracking techniques such as fingerprinting

SR —=XE T 4 H =TV T 4 TR EDOZEOMOBEEN A ER LA T A
v EToE

-- Personalised diet and health analytics services online
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-FTA D= T T A RSN BF R OMEREO T —E X

-- CCTV

-CCTV (PRI T L &)

-- Market surveys and other behavioural studies based on individual profiles
-EANDT ' T 7 A WMTES < TGETHAEZ OMmATENRN A

-- Monitoring or regular reporting on an individual’s health status

- 8 A O EERIRARIZ B9 2 B S E 1 i

Example 1517: A marketingretail consultancy company established in the US provides advice on

retail layout to a shopping centre in France, based on an analysis of customers’ movements throughout
the centre collected through Wi--Fi tracking.

B 1517 : REWCHREZ AT D=v=_r e e E a PV S o Bt T T
ADvay o=k L, Wi-Fi ICKDBHlZELE CTNELZRY a2 vy
U —RIRICB T OBEDOEE oM LICRERITESW T, NERIEEL A T U MC
B34 27 RS 22 L TV D,

The analysis of a customers’ movements within the centre through Wi--Fi tracking will amount to
the monitoring of individuals’ behaviour. In this case, the data subjects’ behaviour takes place in
the Union since the shopping centre is located in France. The marketingconsultancy company, as
a data controller, is therefore subject to the GDPR in respect of the processing of this data for this
purpose as per its Article3 Article 3(2)(b).

Wi-FilC R DBEMZBE L Cra vy B 7 X —NOBEDOEE 20+ 5 2 Lix, EAD
TEOEHRICEST 2, ZOHE, Yay b 72 =377 AICHELTNDD
T, 7T — X EEROTENL EU N TITONTWb, LR T, ZO==bF a2l
L MR, TR EHE L LTE3IFE2HE (b) ICESETUZHENOZDIZY
ET X EBVES Z LI LT, GDPR DM AT D,

In accordance with Article 27, the data controller will have to designate a representative in the
Union.

F2TRICLTEN, T —FEEEIL EU N 27 1281 2 REANZHEE LT uide o
NI &I D,

Example 1618: An app developer established in Canada with no establishment in the Union
monitors the behaviour of data subject in the Union and is therefore subject to the GDPR, as per
Article 3(2)b. The developer uses a processor established in the US for the app optimisation and

maintenance purposes.
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BH] 1618 ¢ WA ICHLEEA L, BUBINIZIZILE 2N 727 77 U B3 E S EUI N O 5 —
HEROITENZEAR L TRBY ., F3552H (b) 1IH3% GDPROEHAZ%Z1TTW\W5,
ZORBEEILT 7V OKECROIRSFAE B E LT, KEICHLE 2 AT 5 03 E %2 )
HLTWS,

In relation to this processing, the Canadian controller has the duty to only use appropriate processors
and to ensure that its obligations under the GDPR are reflected in the contract or legal act governing
the relation with its processor in the US, pursuant to Article 28.

CORFNCEIE LT, AT X OBEHEIT, H 28 RICKOE | WUIRAHE DH & A,
GDPR (2351 © 85 & KE DILHELE & OREMR 2 M9 5 3K 3UTE DM OIERAT RIS
RIS ELR/BEHT D,

d) Processor not established in the Union

d) EU SN IZHILE D 22 VLRSS

Processing activities which are “related” to the targeting activity which triggered the application of

Article 3(2) fall within the territorial scope of the GDPR. The EDPB considers that there needs to be

a connection between the processing activity and the offering of good or service, but both processing

by a controller and a processor are relevant and to be taken into account.
B3GE2HEOBME LD LEX—FT ¢ o ZIEENC TR 2 | BRIEENE,
GDPR D #FRAVEIPHIC & £41 5, EDPB i, Bdlilsh & g sn i3V — & 2 D3Rt & D
(CBEMEDN M L FE X TWDH DS, EHA R OWHEE I L DB CORTT 5 BEE L, )
D, BREINDVERHDHELEZTVD,

When it comes to a data processor not established in the Union, in order to determine whether its

processing may be subject to the GDPR as per Article 3(2), it is necessary to look at whether the

processing activities by the processor “are related” to the targeting activities of the controller.
EUSNICHLE D72 T — ZALRE I OV, 2 OHRASES 3 488 2 THIC K Y GDPR
DIRLIRDNE D WS D720, HERHRE I L2 WMPIEE NS Y — T T 1 7
IHENC (BT 5] EINERLIUERH D,

The EDPB considers that, where processing activities by a controller relates to the offering of goods

or services or to the monitoring of individuals’ behaviour in the Union (‘targeting’), any processor

instructed to carry out that processing activity on behalf of the controller will fall within the scope of

the GDPR by virtue of Art 3(2) in respect of that processing.
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EDPB (&, FIRFIC & 2 BARIEEI A s it S — B R DA L <IE BUIRNOFE A D
TEOEWR (=17 7)) (Bl 5356, BHEFIMNDS CEOREIEE %
179 EOERENTAPRET, ZOBFIZEI L, 5 3 55 2 THIZ L Y GDPR O#i[H
ZEENDLEEZXD,

The ‘Targeting’ character of a processing activity is linked to its purposes and means; a decision to

target individuals in the Union can only be made by an entity acting as a controller. Such interpretation

does not rule out the possibility that the processor may actively take part in processing activities related

to_carrying out the targeting criteria (i.e. the processor offers goods or services or carries out

monitoring actions on behalf of, and on instruction from, the controller).

RRIEICBT L (Z=0T 47| OWEIZ, TOHRMKRTFERIC) > 7 LTW5,
EUBKNOMEAZ S =7 v M ETHREF, BEHE L U TITET DO AR2MTH Z L8 T
D, ZO& D IfERIT, AP ARG AL YE D FEAT I B4 2 BRI B (SRR (IS 2N
D EEME AR L 22w (oF Y PR T, EFEHAEICRD > TUIEHA Db OFE/RICE
DEEIm XTI — 2 OR4E L IFEHTEI 21T 5),

The EDPB therefore considers that the focus should be on the connection between the processing

activities carried out by the processor and the targeting activitv undertaken by a data controller.
L7 -> T, EDPB (%, HENMT O BRIEEh L, T — X EHEMIHOF— T T 4 7
B & OBE L m%éufém’éf%ék%sz\

Example 19: A Brazilian company sells food ingredients and local recipes online, making this offer

of good available to persons in the Union, by advertising these products and offering the delivery in

the France, Spain and Portugal. In this context, the company instructs a data processor also established

in Brazil to develop special offers to customers in France, Spain and Portugal on the basis of their

previous orders and to carry out the related data processing.

= 19: 77N OEtE, BMEOHTTO LY EEAV T A U TIlRGEL, 7TV A, R
A BOBN FHMCBNT NSO GAERL, FidEr2RMIT 52 L2k,
Z OO E EU MNOHESFHATEL LS5 LTS, 2ok ) ZREICBV T,
[FthiE, 77 VVREDH L7 =2 FIIH L, MEOEITHESIE, 7T, A
A OBV IV DEE~DFRI O AR L, B 27 — X Bl 217 5 &
NSRS

Processing activities by the processor, under the instruction of the data controller, are related to the

offer of good to data subject in the Union. Furthermore, by developing these customized offers. the
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data processor directly monitors data subjects in the EU. Processing by the processor are therefore
subject to the GDPR, as per Article 3(2).

T — Z I ORRO T TOMIRE L 5 BRiEENE, BUMNO T — Z FE~ DR s Of
BUZPHE L TWD, EHIZ, ZTRODHAZ A Xsniciefih 2T 52 LIk, &
— AT BEU BMINOT —Z FRAEHEICER TS, LR > T, YEHEIZ LD
Bl g, 553 RH 2 HICE Y GDPR DG LD,

Example 20: A US company has developed a health and lifestyle app, allowing users to record

with the US company their personal indicators (sleep time, weight, blood pressure, heartbeat,

etc...). The app then provide users with daily advice on food and sport recommendations. The

processing is carried out by the US data controller. The app is made available to, and is used by,

individuals in the Union. For the purpose of data storage, the US company uses a processor

established in the US (cloud service provider)

6120 : KEDOSEPRENOTA TZAZANT 7V 2L, 2—F =3 Z D K[E
OB ZetatE (MEIREGR], (R, mE, OEAey) ZEETE 5L 51U
feo ZOTTVIE, =P IBHEOCAR—Y OHEEFRIHICONWTDT RN, A% f
Higftd 5, ZOBHFWIIKEOT -2 ERFIZL > TiTbivd, ZO7 7V iE, EU
BNOEAPFIETE, F2 BUBNOMAIZ LV DN TV D, T—ZRIFD HAY
T, KEOSHIFKEN R 2T HUEE (779 B —ERATa (¥ —) Zff
HT 5,

To the extent that the US company is monitoring the behaviour of individuals in the EU, in operating

the health and lifestyle app it will be ‘targeting’ individuals in the EU and its processing of the
personal data of individuals in the EU will fall within the scope of the GDPR under Art 3(2).
RO T A T 2AZANT 7 ) OEMICEVTORE DS EU BN O A DITE) 4 B
BRLTWDHRY . ZHFEUBKNOEANE (2 =0T 47 $252LER0D, 2D
EUSN DN DN T —Z OBl g, 5 3 58 2 O b & T GDPR OFHiPHICE &
ARAR

In carrying out the processing on instructions from, and on behalf of, the US company the cloud

provider/processor is carrying out a processing activity ‘relating to’ the targeting of individuals in the

EU by its controller. This processing activity by the processor on behalf of its controller falls within
the scope of the GDPR under Art 3(2).

KEDSENS DI RICEDSZ R OPZNIRD > THT ) B W OSH, 77U K7
N F =T, ZOFHEICL D BEUBNOEAD Y =577 ¢ 72 [R5
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5] BERIEEN 217> W05, BREICRb o TREENMT O ZoFIEEIEL, F35%
%2@@%&?Gmm®ﬁlzaiméo

Example 21: A Turkish company offers cultural package travels in the Middle East with tour guides

speaking English, French and Spanish. The package travels are notably advertised and offered through
a website available in the three languages, allowing for online booking and payment in Euros and
GBP. For marketing and commercial prospection purposes, the company instructs a data processor, a

call center, established in Tunisia to contact former customers in Ireland, France, Belgium and Spain

in order to get feedback on their previous travels and inform them about new offers and destinations.

The controller is ‘targeting’ by offering its services to individuals in the EU and its processing will fall

within the scope of Art 3(2).

] 212 b aDEHEN, R T T U RGE, AN, VERERRET YT — A P EORH
TOARI 2Ry r—VlitiTE Rt L T b, 2Oy I —VhiTIE. 2D 3 DO FEE

FIHAIREZR Web YA R %38 U CTHRICERE Ot S, A 74V PRE D —8a LR
Y R COXHWBHRETH DL, ~—7 7 4 T ROEENEEOHN T, FfiE, Fa=
PTICHE AR T AT — B a— b A=k, BEORITICETS 74— F
N2 %5, £, LA 77 —SCHBMIIZOW T B ELED, TANVT R, 77
VA, SR RORANA, COLRTOBEIEET D L TR 5, EHAIE, EU N
DENCZDOY—EREZRYPFT 2L T (X —FFT 17| Zi7oTEY ., ZOHFWIE
FIRF2HOFMHICE END,

The processing activities of the Tunisian processor, which promotes the controllers’ services towards

individuals in the EU, is also related to the offer of services by the controller and therefore falls within

the scope of Art 3(2). Furthermore, in this specific case, the Tunisian processor actively takes part in

processing activities related to carrying out the targeting criteria, by offering services on behalf of, and

on instruction from, the Turkish controller.

EU AN DR AT DEHE DY — E R e RHET D F 2 = V7 OWLHE O RPIEEIL, £

EHECI DY —ECAORMICHENEL TEY . L2 > TH 3 545 2 HOFEMICE N

Do SHIZ, ZOREDT—ATIE, F2a=U7 QWUHEIT, %w:@ﬁﬁ% oo

T, F 7”:\ M aADEREND OIERICESE XRS5 2 L2 kb | EAVEEYE
(& B % R R B AR B 5 L TV B,

) Interaction with other GDPR provisions and other legislations

e) o> GDPR LI UM oL & O AEH
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The EDPB will also further assess the interplay between the application of the territorial scope of the

GDPR as per Article 3 and the provisions on international data transfers as per Chapter V. Additional

guidance may be issued in this regard, should this be necessary.
EDPB /&, %3 5IZiEYD 5 GDPR OISO & | 5 S BEOEET — X BEOBE &
DOHAERIZOWVWTS S HICFHIT 5, MERGEIZIE, BNOTA X AZFNT 5,

Controllers or processors not established in the EU will be required to comply with their own third

country national laws in relation to the processing of personal data. However, where such processing

relates to the targeting of individuals in the Union as per Article 3(2) the controller will, in addition to

being subject to its country’s national law, be required to comply with the GDPR. This would be the

case regardless of whether the processing is carried out in compliance with a legal obligation in the

third country or simply as a matter of choice by the controller.

EU NI HLE O 72 WEIE SIS T, AN T — 2 DR\ Pt 2 5 — [F O E Nk
M HMERDD, L L, ZOBHEWA EUSNOEAD X —5F ¢ o JIZ B L
TWo%hE., H3FEE2HICLY, ZOEHE T, AEOENEONGE SND Z L
Z. GDPR Z B P4 DMENHDH, Zild, ZORIFRWHAE = [EOIERFRHICIE-> TiTh
A0 ITHIZEHE ORIROBENC» 0O LY T E D,

3 PROCESSING IN A PLACE WHERE MEMBER STATE LAW APPLIES BY
VIRTUE OF PUBLIC INTERNATIONAL LAW
3 EBEANEOR I L0 INEEOEWNE A S 55T TORER W

Article 3(3) provides that “[t]his Regulation applies to the processing of personal data by a
controller not established in the Union, but in a place where Member State law applies by virtue
of public international law”. This provision is expanded upon in Recital 25 which states that
“Iw]here Member State law applies by virtue of public international law, this Regulation should
also apply to a controller not established in the Union, such as in a Member State's diplomatic
mission or consular post.”
BIFREIHITIRDEIITHEL TS, TABANL, EU B DR EPEEIZ L
SODTHo> Th, EHEELEDZ)IIZ I D WL D EF N EDEIH DB S PrIZ k0 T
TIPS AN 7 =5 DIRIR N X415 Jo Z OFBUEITRICH 25 HIZB W T, /EE
HEDEI)IZ Lo THEE DEFN LB X5 S 55 EU BNIC R D2 0O EFEE, H
2NN [E D KA K ITREFAE 72 EIZX LT o, AR P EH X R0T00T70 6700, )
LIRS TS,
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The EDPB therefore considers that the GDPR applies to personal data processing carried out by

EU Member States’ embassies and consulates—insefar located outside the EU as such processing

falls within the material-scope of the GDPR;-as-defined-in-its by virtue of Article 2:3(3).. A Member

State’s diplomatic or consular post, as a data controller or processor, would then be subject to all
relevant provisions of the GDPR, including when it comes to the rights of the data subject, the
general obligations related to controller and processor and the transfers of personal data to third
countries or international organisations.

L7=0 5 C. BUBAMZITET 2 BU N E O KB &K OSEFE T 5 HMA T — % OEd)
WE, Z OB 23 &5 3 HITES S5 1) GDPR O AEFEN T
BLED -5 . GDPR O #5175 & EDPB 13525, Ko T, MEEO KR X
ITHEFEIX, 7T X EEE I E L LT, 7T — ¥ EROHER], FEHE R OLEE
BT 5 — 722285, W ONCEE = E XUIEBEMBEA~ DA T — 2 OBiRE 50, B
B 59 TD GDPR DBUEDEM 25321 5 Z L1272 %,

Example 1722: The Dutch consulate in Kingston, Jamaica, opens an online application process
for the recruitment of local staff in order to support its administration.

B 1722 VA TDX T ANATD DA T A HEBMHEITERE YR — N 572012
BHIA 2 7 ORI EBNTH Y T A VY DISHET 0 A 2T T 5D,

While the Dutch consulate in Kingston, Jamaica, is not established in the Union, the fact that it is a
consular post of an EU country where Member State law applies by virtue of public international
law renders the GDPR applicable to its processing of personal data, as per Article 3(3).
TXIANDX T ANAACDDHAT A HEEEIE BUBNICHLE Z A L TWRW, [E
BRANEDORINZ L IREOEWNEREM S5 EUNNREOHFETH L &) FE
IZ& T, HIRHIHTHESE, ZOMEAT —Z OEHRWIT GDPR M@ &b,

Example 1823: A German cruise ship travelling in international waters is processing data of the

guests on board for the purpose of tailoring the in--cruise entertainment offer.
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= 1823 : EFSAKABE T D R4 Y DI L— I I N — AN TOZ L H—F A A
FORMAETET S ZEAEHNE LT, BREOT —F EZHW 1> T 5,

While the ship is located outside the Union, in international waters, the fact that it is
Germanregistered cruise ship means that by virtue of public international law the GDPR shall be
applicable to its processing of personal data, as per Article 3(3).

T BU A O EBEAKIRIZH D503, FA Y THRESN TN D7 L— R ThH D Z LT,
B34 3 IS E . EERABOMIICLY . TOEAT —Z OBV IR LT GDPR
WA S Z L ERT 5,

Though not related to the application of Article 3(3), a different situation is the one where, by virtue

of international law, certain entities, bodies or organisations established in the Union benefit from

privileges and immunities such as those laid down in the Vienna Convention on Diplomatic Relations

0f 19617, the Vienna Convention on Consular Relations of 1963 or headquarter agreements concluded

between international organisations and their host countries in the Union. In this regard, the EDPB

recalls that the application of the GDPR is without prejudice to the provisions of international law,

such as the ones governing the privileges and immunities of non-EU diplomatic missions and consular

posts, as well as international organisations. At the same time, it is important to recall that any

controller or processor that falls within the scope of the GDPR for a given processing activity and that

exchanges personal data with such entities, bodies and organisations have to comply with the GDPR,

including where applicable its rules on transfers to third countries or international organisations.

55 3 255 3 IO ] LIFBILR LAy, BRI S LT, EBYAIC LY . EUSAICHLE &
A3 2REDEME, HEITAERED . 1961 FEDONZEAMRICEIT 2 ¥ 4 — 568 27, 1963 4
DOFEFREFRICET D 7 4 — R IFEBRBERT & BU SN DA 2 R [E & o] T S #uc
A E CED BN FHEPHRBOBEZZT LV ORUR DD, ZDREIZDONT,
EDPB /3. GDPR D {73, £ EU S A b OME AN A b 17 ONE [F B O ke S OV
HEeEOHOHERE, EBEOBEZEZR I bOTEHRWI 2MET D, [FRIC, FFE
DWIEEOVT GDPR OHEIPHIZE 4, T b DR, MR, ML AT -2 %258
Had 2 BERE SUFHEF L, 34T 25610358 = FE T E BB ~ O B iizic B4 2 Hi Al
ZEs, GDPR 5P 2 ME N H L Z L 2T 5,

4 REPRESENTATIVE OF CONTROLLERS OR PROCESSORS NOT ESTABLISHED
IN THE UNION
4 EU NI LS 23 70 VS BREE SO ALEE O ARER N

%7 http://legal.un.org/ilc/texts/instruments/english/conventions/9 1 _1961.pdf
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Data controllers or processors subject to the GDPR as per its Article 3(2) are under the obligation to
designate a representative in the Union. A controller or processor not established in the Union but
subject to the GDPR failing to designate a representative in the Union would therefore be in breach
of the Regulation.

553 405 2 THIZHE-5 & GDPR Ol 2521 5 7 — & i HAE AL 13 EU RN IZ s 1
HRENERET HEBE LA, Lo > T, EUBINICHILE 24 & 720 4% GDPR D
%52 ) D8 B TALVERE 7Y EU SNSRI 2B A ZFRE L7220V 2 SRR ALE
B2 %,

This provision is not entirely new since Directive 95/46/EC already provided for a similar obligation.
Under the Directive, this provision concerned controllers not established on Community territory that,
for purposes of processing personal data, made use of equipment, automated or otherwise, situated
on the territory of a Member State. The GDPR imposes an obligation to designate a representative
in the Union to any controller or processor falling under the scope of Article 3(2), unless they
meet the exemption criteria as per Article 27(2). In order to facilitate the application of this
specific provision, the EDPB deems it necessary to provide further guidance on the designation
process, establishment obligations and responsibilities of the representative in the Union as per
Article 27.

ZOBER, #5H 95/46/EC IZB W TBRICHBPORBE D EUE SN TV 7o), SE2ITHT
LWHD TR, FHESICBWT, ZoRER, AT —Z 200 # 5 AT
EOfFEKICH 5 BB SN T HERR ELZFH L TW D EFEERERNICILEZ A S e
EEAICET S bDOTH -7, GDPRIE, % 3 5Kk 2 HOEMHPIN TH 28 HE T
RUBRF Tkt L. MR B SUTAERE 7356 27 4:56 2 BHITE D 5 RAMEHEIZRZ Y L
FRY ., BEUBRNIZKIT 5REAZIEET 28 H 2 LTV D, ZOREOHIE D%
e 728IZ, EDPB I3, 5 27 RICBIT DIEET nE A LROEE K EU MANICE
FAOREANDOEICEHT HHA X L A I HICRET 2V ERH D LB X 5,

It is worth noting that a controller or processor not established in the Union who has designated in
writing a representative in the Union, in accordance with article 27 of the GDPR, does not fall within
the scope of article 3(1), meaning that the presence of the representative within the Union does not
constitute an “establishment” of a controller or processor by virtue of article 3(1).

EU SPICHLAT O 72 W VEFLE ITALEES 23 GDPR 26 27 4RI - T BUNIZ I 1T 5 R
ANZEmTRELZHE, JHUSXDE 3 KH 1 HICEST 20 TERW T LIZI3H
BIRETHD, 2FV, EUMNIZE T 2REEANIE, 535 1 HIZBT 28 HE X
RUBRE DHLRITIT R 7R,
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a) Designation of a representative

a) fRBLAN DR E

Recital 80 clarifies that “[t]he representative should be explicitly designated by a written mandate
of the controller or of the processor to act on its behalf with regard to its obligations under this
Regulation. The designation of such a representative does not affect the responsibility or liability
of the controller or of the processor under this Regulation. Such a representative should perform
its tasks according to the mandate received from the controller or processor, including
cooperating with the competent supervisory authorities with regard to any action taken to ensure
compliance with this Regulation.”

RISCES 80 UKD LBV BIR L CWD, [ABINIZ, AKBANIZHE D B P K IZAEE
BFDEBICHE L. €hoDEDADLVICITET S = & DEHE KIZTAPEE DEEIZ L
SEIEIZ L > T, BIRAICIEE S 1THUTR 6700 DL 9 R (CHENDIFEIL,
AHLANIZTE D B PEZ R OPEZ DZe K NT LT E NI EE S G2 52 21300, €
DL RN, KB DB F 2 HEIR T 572 DICTT RIS 2 TDIT21Z BT S i
HEIR & & DR ERET & Dl ) & 560, BPIZ KITHEEZ 72621 e ZAFICE> T, €
DIRFEE BT L RITIUTR 572000, )

The written mandate referred to in Recital 80 shall therefore govern the relations and obligations
between the representative in the Union and the data controller or processor established outside the
Union, while not affecting the responsibility or liability of the controller or processor. The
representative in the Union may be a natural or a legal person established in the Union able to
represent a data controller or processor established outside the Union with regard to their
respective obligations under the GDPR.

L7eD-> T, AIE 8O HTE L SN TV D HMEIC X 2 ZME1E, EUNIZEB T 2 REEA

& BU BAMIHLS 26T 27 — 2 EHE TN HE & OB OBRK ORBE 2 BET 2,
fin 5 T, MEEEFEIC L DETIT, FHE UL E ORG XITENRLICREL 5 2

5 2 LIE7R, EUBNICE T 2 REEAICIEL, GDPRIZISIT 2 L UL O #

DEBIZEA LT EU BOMIAZ AT 57 — 2 FHE UIVEEZRAT L2 &N/ T

& BUBNICW D BARANSUTIEADR 2D ZENTE D,

In practice, the function of representative in the Union can be exercised based on a service contract

concluded with an individual or an organisation, and can therefore be assumed by a wide range of

commercial and non--commercial entities, such as law firms, consultancies, private companies,
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etc... provided that such entities are established in the Union. One representative can also act on
behalf of several non-EU controllers and processors.

EHITIBN T, EU NI R T 2 RERA OBRAEITAE A SR & #iG L 72 2859122k
DWTRIEFT ZENTE, LB T, EHSEEN, ¥y s MMk KRR
72 & DOWE IRV EFIERE L OFEEFREMEDY . BUIRNIZRIT 6N TWD Z & 2 FMc, 2
MOEEEZ LS Z &N T&E 5, E7o. 1| AOREANIT BU B OGO E BLE K OSLEE
FORENIZRDZENTE D,

When the function of representative is assumed by a company or any other type of organisation, it is
recommended that a single individual be assigned as a lead contact and person “in charge” for each
controller or processor represented. It would generally also be useful to specify these points in the
service contract.

EZEZOMOFIHDOIE A RELANOHREZH 5 56, 1 L OEANEZHAFEANTH 2 K8 E 8
B XIFLILEIZHONT Y5 ) FEAREEE M OHEEE & L TEMT 5 2 L2 HE
W TW5b, Flo. INODREZEBELERNICBWTHRT S &b —RNIZA
T D,

In line with the GDPR, the EDPB confirms that, when several processing activities of a controller or

processor fall within the scope of Article 3(2) GDPR (and none of the exceptions of Article 27(2)

GDPR apply), that controller or processor is not expected to designate several representatives for each

separate processing activity falling within the scope of article 3(2).The EDPB does not consider the

function of representative in the Union as compatible with the role of an external data protection
officer (“DPO”) which would be established in the Union. Article 38(3) establishes some basic
guarantees to help ensure that DPOs are able to perform their tasks with a sufficient degree of
autonomy within their organisation. In particular, controllers or processors are required to ensure
that the DPO “does not receive any instructions regarding the exercise of [his or her] tasks”.
Recital 97 adds that DPOs, “whether or not they are an employee of the controller, should be in a
position to perform their duties and tasks in an independent manner”28. Such requirement for a
sufficient degree of autonomy and independence of a data protection officer does not appear to

be compatible with the function of representative in the Union;—which. The representative is

indeed subject to a mandate by a controller or processor and will be acting on its behalf and

therefore under its direct instruction29. The representative is mandated by the controller or

28 WP29 Guidelines on Data Protection Officers (‘DPOs’), WP 243 rev.01- endorsed by the EDPB.

EDPB (C 1 0 AGE SV 7255 29 SeAE3EE S 7 — 2R A4 7 « — (DPO) (TR 244 FT A, WP243
rev.01

29 An external DPO also acting as representative in the Union could not for example be in a situation where he is
instructed. as a representative, to communicate to a data subject a decision or measure taken by the controller or
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processor it represents, and therefore acting on its behalf in exercising its task, and such a role

cannot be compatible with the carrying out of duties and tasks of the data protection officer in an

independent manner.

GDPR (2> C. EDPB f. & DB HE UFEH DOV < OO BiliEEh 2 GDPR 4 3 54
QIEOFEICE FN LG (2> GDPR 2 27 5558 2 HOBIA 2N #EH S WihE) . Z0E
P AP T, B 3 554 2 ORI E F L H 2 ORERIGE = L ICEE ORI %
T2 2 S s i CunZen - L 2?3 5. EDPB I, BU HNIZH T A READ
FEREDS BU WNIZER T BN AN T — 2 R4~ ¢ #— (LLF [DPOJ) OHE| &
ST D EIEE TR, 5 38 55 3 THIX DPO 2 HRRIN THao s BHEEME A b o TR
AT TEDL L ZMRT 22 LIZET DEARNRRIELZED TWD, iz, BHE
SATHERE 1L DPO S [ EDIRFEDSITIZE L, VDR SHER TR0 &) H R
L7adudZe b7y, X BICHIXE 97 HTIX, DPO X, /EHEZDWES TH S5
NEMDT, WAL DFERE TE DHHER NFE & EITT S0 DM EFHT SbDE L
RIFHNLR 52000 ) EIELTND 2 20X )T — 2 g#EF 7 4 —D+43 7 H
A R OURSEPEIC B9~ 2 EEiE, EU N IC S T 2B A o & 1 iz L7pih k9
ZHE A D, AT S ICEEE IR L DR T EZ T EOEBEN RO
T CEEE IINEEORDVITA%Z T 5 BEU PN 2 O fliae b 1d s
LR E S lc 2 2 39 REEAE, RIS LEEE UINHEEIC L > TR EENTE
D, 20D, ACDOFZ A 2FITTHICU 0 ZOREAL L TTEI L, £ OHRE
IE, ML L HE T — SRl 7 N — OB B R OB ST 52 L Ll TX
22\,

Furthermore, and to complement thisits interpretation, the EDPB recalls the position already taken
by the WP29 stressing that “a conflict of interests may also arise for example if an external DPO
is asked to represent the controller or processor before the Courts in cases involving data
protection issues”-Given’’.

I, =L ZOROMREE LT, /AT, HEEDDPO 37— X (RFED &I H
S FFIZ O THAYT CEBE XTI E(CHET S L 9 BRI IEHE Flas K
DEL 5 S LRI D5 29 FRAFEHE O WM % EDPBITEWE Z 7,

processor which he or she, as a DPO, had deemed uncompliant with the provisions of the GDPR and advised against.
EU RN ORIEANTH BH 250D DPO 13, i 2 (3B B )OTALBRE I K 2 @ T iE T, DPO & L T,

GDPR DHEITER L TWDH LA LA L, MYV IEDDLE ST RS A& Licboa, (AL LT F
—FERIABZD LR IND &V D RPUTEA L5 B L 8 LTI R B 70,

30 WP29 Guidelines on Data Protection Officers (‘DPOs’), WP 243 rev.01 - endorsed by the EDPB.

EDPB | & Y #GR S 75 29 S/ 7 — 2 kil A7 4 ¥ — (DPO) IZBHF 2 HA T A >, WP243

rev.01
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Similarly, given the possible conflict of obligation and interests in cases of enforcement
proceedings, the EDPB does not consider the function of a data controller representative in the

Union as compatible with the role of data processor for that same data controller in particular when

it comes to compliance with their respective responsibilities and compliance.

EELS, BATFRE LB W TEB R ORISR OMKRAEL S 22 &2t 0 5 &,
EDPB |&. $5I2., {510 FAT L OVESFIZ DV COMSFIZ OV X, EUNICBIT 5T
— 2 EHEONRBANOAED ., HikT — X BHE G 27 — Z JHE D% L Wiz
T2 LEBLTHRY,

itself to notify the designation of the latter to a supervisory authority, the EDPB recalls that, in
accordance with Articles 13(1)a and 14(1)a, as part of their information obligations, controllers
shall provide data subjects information as to the identity of their representative in the Union. This
information shall for example be included in the [privacy notice erand] upfront information
provided to data subjects at the moment of data collection. A controller not established in the
Union but falling under Article 3(2) and failing to inform data subjects who are in the Union of
the identity of its representative would be in breach of its transparency obligations as per the
GDPR. Such information should furthermore be easily accessible to supervisory authorities in
order to facilitate the establishment of a contact for cooperation needs.

GDPR [IMRFAZFEE L7 2 & 2 BRI @m0 75 4 7 — & B HE UL 5%
NBH D82 —LRE LT O LT B L Th7gnAs, EDPBIE, #1355 1 (a)
RO 14 255 135 (a) ZiE- T, xRt T o8Fo—RLE LT, BHEIIT—4
TRIZH L EUNIC B T 5 B CORIEAZRET 2 BAREE L 2T b0
EaBWEZY, ZoF#iE, flaE, T2 ERICT — 2 TRICRI S D[ 77
AN =) =T AN OVFRMERICE D 2T E R 5720, BUBRICHILE Z A L T
WNRUNANER 3 R0 2 THICRE M T A W ERE )Y EU IN O T — & FIRICK L A CORBEAN %
FeE S DM AL L7222 L1 GDPR IZH1F 2 BHIMEDO BT 23872 5,
S DT, D EBIT S8 B2 R OEHE A N T D T & A RIET D 7 D (TR
BEINTHEIZT 7 B ATE D b O TRITNITR B2,

Example 1924: The website referred to in example 12, based and managed in Turkey, offers
services for the creation, edition, printing and shipping of personalised family photo albums. The
website is available in English, French, Dutch and German and payments can be made in Euros
or Sterling. The website indicates that photo albums can only be delivered by post mail in the B

France, Benelux countries and Germany. This website being subject to the GDPR, as per its Article

3(2)(a), the data controller must designate a representative in the Union.
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FF 1924 FHI 12 TEKRLTWD MrazAfihe L hra TEE I TV S Web I
A RIS LA AL 7 A R UTFIRGHT VS D E AR, Mtk FIRLL 6595 5
—ERERMHELTND, Z0O Web ¥ MIHKFR, 77 U Rk, AT X5 FA Uk
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W5, 2D Web A MIFEIFE2H (a) IZHESE GDPR DBEMAXZ T D720, 7—
S EHE T BUBNICR T 2 REANEZHEE LRI R 5720,

The representative must be established in one of the Member States where the service offered is
available, in this case either in the- U -France, Belgium, Netherlands, Luxembourg or Germany.

The name and contact details of the data controller and its representative in the Union must be part

of the information made available online to data subjects once they start using the service by creating
their photo album. It must also appear in the website general privacy notice.
REANTV—ERXZHATE2MBEONT N, ZOFEF T T TR, ~LF
— ATUHE NIRRT RAYOWT N 1 DEICETRTERS RV, T
—ZEHE ) OO EU MNORFEAOAFROERKEIL, 7 —F EENGEET LA L
AAERLT D 2 LI R0 MY — EADORM B LRSS % T — 2 ERR A T A
Y ETT 7R ATEHREBTRINERL20, £72, Web YA b EO— IR T T
AN =) =T 4 ZOHNTHT — ZEHE DL R OERK L LT LR ITER bk
VY,

b) Exemptions from the designation obligation31
b) Fi5E FeH Dl =

While the application of Article 3(2) triggers the obligation to designate a representative in the Union
for controllers or processors established outside the Union, Article 27(2) foresees derogation from the
mandatory designation of a representative in the Union, in two distinct cases:

5 35E 2HEOBHIC LY EUBNICEK T 2REANEZIRET 2850 EU BOMIHLA
AT D EEE SUTNBE AT D28, 8 27 58 2 HIT 2 2O BRI 2551280 T
EU BNIZ 31T 2 RELADIRE RGO BIS & HoA ATV D,

31 Part of the criteria and interpretation laid down in G29 WP243 rev.1 (Data Protection Officer) - endorsed by the
EDPB can be used as a basis for the exemptions to the designation obligation.

EDPB (= &V /&GE S 417255 29 SR O WP243 rev. ] (7 — 2 {Ri#A 7 4 F—) 1ZHB1T D F:UE K ORI
D—IIHEERB L RRT AR E LTRIHT 22 LN TE D,
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——- processing is “occasional, does not include, on a large scale, processing of special
categories

of data as referred to in Article 9(1) or processing of personal data relating to criminal
convictions and offences referred to in Article 10”, and such processing “is unlikely to
result in a risk to the rights and freedoms of natural persons, taking into account the nature,
context, scope and purposes of the processing”. While

o B T—BR2 6D TH Y . o0 3B 9SKH 1 HICEUE T 2Rl R EHO T —
Z DOERNNITE 10 FITHET 2 A FRHR K OILIRIT 4 L B 5l N7 — 2 O
B REIZEET), 2o, [ZOBRFWOMLE, Bk, #HACHZBEIZA
Nz BT, BRAOHER L O BBIZKT 2 Y 27 34T 5tk 5.

In line with positions taken previously by the Article 29 Working Party, the EPDB considers that

a processing activity can only be considered as “occasional” if it is not carried out regularly, and

occurs outside the regular course of business or activity of the controller or processor2.

EPDB (3, # 29 SRAEEMSMEICIBV TR 2T - T, IRiEEiE, 2had
EHRNCET SNRWGEICOH T\ L RaSh, B XITLBE OEH O
FEIEEINTHRET L EEX D 32

Furthermore, while the GDPR does not define what constitutes large--scale processing, the

WP29 has previously recommended in its guidelines WP243 on data protection officers (DPOs)
that the following factors, in particular, be considered when determining whether the
processing is carried out on a large scale: the number of data subjects concerned -- either as a
specific number or as a proportion of the relevant population; the volume of data and/or the
range of different data items being processed; the duration, or permanence, of the data
processing activity; the geographical extent of the processing activity33.

S 512, GDPRITMADZKEDEF N LT D02 EF L TV, 5 29 SRIEXE
HETLANC T — 2 Ri# A4 7 ¢ — (DPO) IZBATHH A K7 A > (WP243) 2
BT, REOBHFWBITHOR TV LG0T S8R, FRICROERZE
BT RELEELTWD, 2T 2bb, BRSO 2 EMICBT

32 WP29 position paper on the derogations from the obligation to maintain records of processing activities pursuant to

Article 30(5) GDPR.

55 29 FARSEIA O, B 30 4 6 TIC & 2 BIRIEB O fidk & fjFFd 2 R OHYMIONTORY v 5 2

—X—

B Artiele 20-Working Party WP29 guidelines on data protections officers (DPOs), adopted on 13" December 2016, as
last revised on 5™ April 2017, WP 243 rev.01 - endorsed by the EDPB.
EDPB (= LV GRS iz, 8 29 RIEEHRDOT — 2 {%i#A 7 1+ ¥ — (DPO) BT U4 74 (%

2016412 A 13 B, AHELETH 2017464 A 5 H. WP243 rev.01—
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Finally, the EDPB highlights that the exemption from the designation obligation as per Article 27

refers to processing “unlikely to result in a risk to the rights and freedoms of natural persons’™*,

thus not limiting the exemption to processing unlikely to result in a high risk to the rights and

freedoms of data subjects. In line with Recital 75, when assessing the risk to the rights and

freedom of data subjects, considerations should be given to both the likelihood and severity of the

risk.

Hf%\Z, EDPB X, 527 RICED HIEERBORIRIT, [HIRAOHER K& OV E Ikt
DYV A7 bz P AREHEIME ) ¥RV EIE L, L > T T — & ERO R
&@ﬁmzéwUX7%%tEﬁﬂ EPEDMERW ARV~ D R Z HIBR L 220 2 & 5]
T D, HISCE 75 HIZHho — X EEROHEF R OHBIZXT 5 U A7 23T 5
%é\Ux7@ﬁ%ﬁ&@%ﬂ&@ﬂﬁﬁ%ﬁémé&%fhéo

Or
XX

-« processing is carried out “by a public authority or body”.

e RO TARIBRBESUT AR (S L > TIThb TWh 256,

The qualification as a “public authority or body” for an entity established outside the Union will

need to be assessed by supervisory authorities in concreto and on a case by case basis®. The

EDPB notes that, given the nature of their tasks and missions, cases where a public authority or

body in a third country would be offering goods or services to data subject in the Union, or would

monitor their behaviour taking place within the Union, are likely to be limited.

34 Article 27(2)(a) GDPR.

GDPR £ 27 5555 2 Hi(a)

35 The GDPR does not define what constitutes a ‘public authority or body’. The EDPB considers that such a notion is
to be determined under national law. Accordingly, public authorities and bodies include national, regional and local
authorities, but the concept, under the applicable national laws, typically also includes a range of other bodies
governed by public law.

GDPR i%, {73 [ZNAOBERA UTARIRERE ] 2R T 5 202 EFE L Cu7eyuy, EDPB I, M a%ilaid EU IR =
DIFFEDO L L TCIRESNDIRITHD EEZ D, LIanio T AN ITANRGRIE, HF o, kb
O, FHOHIROMEIZ Eieny, EUMBEOBMH SHDIEO T T, FRCAEIC L > THfE S D kkx 2 %
DO OFARE S e,
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DD LZHETD,

¢) Establishment in one of the Member States where the data subjects whose personal data are
processed are
) HCOEAT —Z DI O TWET —F EEPWSIEEOWT I 121
\j‘ é %ln

Article 27(3) foresees that “the representative shall be established in one of the Member States where
the data subjects, whose personal data are processed in relation to the offering of goods or services to
them, or whose behaviour is monitored, are”. In cases where a significant proportion of data
subjects whose personal data are processed are located in one particular Member State, the EDPB
recommends, as a good practice, that the representative is established in that same Member State.
However, the representative must remain easily accessible for data subjects in Member States
where it is not established and where the services or goods are being offered or where the
behaviour is being monitored.
5527 S5 3 I TREBENIE. 7 —Z FERISKT 2an 3 L <130 — B 2ok & B
LCEDOREAT—# 75§E??&2b7h57—5’ FIR, Xk, 2OTENERI NG T —F F
EOWHIMAE D 1 DICRITEND] ZE2BELTWD, BEOMAT —Z 231
Db DT —F RO KM 1 >ORFEDOMEEIC W 556, EDPBIE, €E LW
BITE LT, REAZYZMREICRTLZ L2805 L TnD, 2L, RELARK
ToNTELY, —EAXIWANRES L TODMTEINEHR S LTV 2 I E
DT — 2 FRBREENICHEIZT 7 B A TE DREEHER: L2 T TR 5720,

The EDPB confirms that the criterion for the establishment of the representative in the Union is the
location of data subjects whose personal data are being processed. The place of processing, even
by a processor established in another Member State, is here not a relevant factor for determining
the location of the establishment of the representative.

EDPB 3, EU WWNIZH T 2 REA LT 2T A COMAT =2 380 bt T
L7 —4 35{4(0)1/\ LG CHL T L xR L TWD, BV OSGRTIX, ZOTdR WA
OMBEIZSZH T HUEEIZL > THHTON TV AEHEATH-ThH, REAZR
b} 6%@?%&&%/&?6 B LA TR0,
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Example 2025: An Indian pharmaceutical company, with neither business presence nor
establishment in the Union and subject to the GDPR as per Article 3(2), sponsors clinical trials
carried out by investigators (hospitals) in Belgium, Luxembourg and the Netherlands. The
majority of patients participating to the clinical trials are situated in Belgium.

FP 2025 : EU BNICHZEFTOMA A A L TR O T, 5 3 44 2 HHIZH-3% GDPR Dl
AE2ZITTWDA Y FORESHN _LX— VIR TVT | FTF o FDOIERE
& Rkt 237> TV LIRRICESEN L T2, IMRIZZML TV 5 BE O
IV F—ITFFEL TV D

The Indian pharmaceutical company, as a data controller, shall designate a representative in the
Union established in one of the three Member States where patients, as data subjects, are
participating tein the clinical trial (Belgium, Luxembourg or the Netherlands). Since most patients
are Belgian residents, it is recommended that the representative is established in Belgium. Should
this be the case, the representative in Belgium should however be easily accessible to data subjects
and supervisory authorities in the Netherlands and Luxembourg

ZDA Y RORESIIT — 2 EHE L LT, T— ¥ EERTHLBENRBRIZSML T
W5 3 oDNEE @\w#~—\/vyfx/7/v7\:¢7:/&) OUWFILH 1 1 EIC EU fik
NICB T DRBEAZHE LR TNER 220, REDEENPSAF—ITFELTVD
e, NAF—ICREANZR T L ZENHEREIND, 2L, ZO5A, 704
NI TNTNIND T — 2 BRKR OB~ X — OB I 7 & 2
TELIRETRITNIT R B,

In this specific case, the representative in the Union could be the legal representative of the sponsor
in the Union, as per Article 74 of Regulation (EU) 536/2014 on clinical trials, provided that it

does not act as a data processor on behalf of the clinical trial sponsor, that it is established in one

of the three Member States, and that both functions are governed by and exercised in compliance
with each legal framework.
ZOEMEHREHICHE VT BU BINICK T 2B, 1aBRICET 5810 (EU)
536/2014 %5 74 ZRICHO < EU MNOBE@EIMAHEOIEERBALTH LB TE D,
2L, HRBENIERAR Y —o ROV 7 — 0 & U {TEE7, 3 2o
BEOWT D | DIZiH e e Bl £ b, o, WThoOEELZTh
ZNOER EOR A A BESF LTz E TR SNETENR TR 5720,
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d) Obligations and responsibilities of the representative

d) fREL AN D K OEAT:

The representative in the Union acts on behalf of the controller or processor it represents with
regardsregard to the controller or processor’s obligations under the GDPR. This implies notably
the obligations relating to the exercise of data subject rights, and in this regard and as already
stated, the identity and contact details of the representative must be provided to data subjects in
accordance with articles 13 and 14. While not itself responsible for complying with data subject
rights, the legal-representative must facilitate the communication between data subjects and the
controller or processor represented, in order to make the exercise of data subjects’ rights are
effective.

BU SNIZ 31T 2 FREEA AN T 2 B B UTALEEE O GDPR EDFREEITE L T,

YHE A AT E DRV ITITHET D, THITHRHICT — & BRDOMHER DTS
28 BE2ELTEY., ZORIZBWTERDLEBY 5 13 ZROE 14 RITHE-
T, REAZFET DIERMOERK L Z T — 2 FERITRE L 2T TR 6700, B
UHARFANTT — 2 BEOHEN OBESFIZHOWTELZADR VR, F—F EIEOHER]
DITRE A EL 2 b DI T 272012, 7 —Z R PRI TH 545 A U TLHE
& D DS 2R L2 1T IT 72 5720,

As per Article 30, the controller or processor’s representative shall in particular maintain a record of
processing activities under the responsibility of the controller or processor. The EDPB considers

that, while the maintenance of this record is ajeintan obligation imposed on both the controller or

processer and thatthe representative., the controller or processor not established in the Union is

responsible for the primary content and update of the record and must simultaneously provide te

its representative with all accurate and updated information so that the record can also be

maintainedkept and made available by the representative:_at all time At the same time, it is the

representative’s own responsibility to be able to provide it in line with Article 27, e.g. when being

addressed by a supervisory authority according to Art. 27(4).

930 SRICHSE, BHEE TN E OB, FRCBHRIEB) O Feek % Y ikis BE X
(TAHE DFAEITB W TRE LRT T2 5780y, EDPB (X, 7205 Redk O R 1348
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As clarified by recital 80, the representative should also perform its tasks according to the mandate
received from the controller or processor, including cooperating with the competent supervisory
authorities with regard to any action taken to ensure compliance with this Regulation. In practice,
this means that a supervisory authority would contact the representative in connection with any
matter relating to the compliance obligations of a controller or processor established outside the
Union, and the representative shall be able to facilitate any informational or procedural exchange
between a requesting supervisory authority and a controller or processor established outside the
Union.

RISCES 80 HAABI/RL TWDH B, £D X5 RBEAIT, AHANOET 2R 57
DITAT LN D ETOIT AT 2B HERZ b OEEHE L O h 23w, BEHAEX
THEFE 9B Z T T2 BB > T, ZOHE 21T LRITHIER LRy, EBEIZEWD
T, Ziud, BUBSMIHLR Z A4 28 B UL OIEG BT RBICEET 25 6
DD FHEIZOWTEERBEANBEANCERZ T 208D 28R, EAR
BRI D EVEREBI & EU WOOMCHLS 2 A 2 B BEA SUTILERHE & DO O i AcHA 3T
Tt & ZRHETE RITNIT R B 720,

With the help of a team if necessary, the representative in the Union must therefore be in a position
to efficiently communicate with data subjects and cooperate with the supervisory authorities

concerned. This means that this communication saustshould in principle take place in the language

or languages used by the supervisory authorities and the data subjects concerned- or, should this

result in a disproportionate effort, that other means and techniques shall be used by the representative

in order to ensure the effectiveness of communication. The availability of a representative is

therefore essential in order to ensure that data subjects and supervisory authorities will be able to
establish contact easily with the non--EU controller or processor.

L2 o> T, REIG L TF =0T 25T, EUBRIZEIT 2RBEANE. 7—F FE
ENRANERS 2 U, BIREEERE L ) TE 2 LG TRTE R 6720, 2,
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RENZATOND Z & Z iR 2 72 DITREEAIZ K > TE OO 5 AT EA A D D ~
ELEREWT D, Lo T, 7—F ERKOEEED EUBS OB BLE T
FLBICHEEN TEDL 2R T 57201, REAZFKIT DL Z EIIHNEARRT
H D,

In line with Recital 80 and Article 27(5), the designation of a representative in the Union does

not affect the responsibility and liability of the controller or of the processor under the GDPR and
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shall be without prejudice to legal actions which could be initiated against the controller or the

processor themselves. The GDPR does not establish a substitutive liability of the representative in

place of the controller or processor it represents in the Union.

SO 80 TR UV 27 4055 5 TS LU, BUBNIC R 2 REEANZFRET 5 2 &1

B SUTALEEE O GDPR LOFH & AN BT 2 KT S 9, B EE U0t
BT L LTHRESNDFRBITRA 2T 5 O TIEARW, GDPR I, EU N TH
COMRIRT 2 8 FE ST D > TORFEA DR LA HE L TRV,

It should however be noted that the concept of the representative was introduced precisely with the

aim of facilitating the liaison with and ensuring_effective enforcement of the GDPR against

controllers or processors that fall under Article 3(2) of the GDPR. To this end, it was the intention
to enable enfereerssupervisory authorities to initiate enforcement aetion—against-a—proceedings

through the representative indesignated by the-same-way-as-against controllers or processors: not
established in the Union. This includes the possibility for supervisory authorities to #apeseaddress

corrective measures or administrative fines and penalties; imposed on the controller or processor not

established in the Union to the representative, in accordance with articles 58(2) and 83 of the GDPR.

The possibility to hold representativesa representative directly liable- is however limited to its direct
obligations referred to in articles 30 and article 58(1) a of the GDPR
L, REA L WO BRI, GDPR 5 3 5855 2 THIZHA S 97 5 EA SO EE » ol
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The EDPB furthermore highlights that article 50 of the GDPR notably aims at facilitating the

enforcement of legislation in relation to third countries and international organisation, and that the

development of further international cooperation mechanisms in this regard is currently being

considered.
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