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The European Data Protection Board
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Having regard to Article 70 (1)(e) of the Regulation 2016/679/EU of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC.
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HAS ADOPTED THE FOLLOWING GUIDELINES:
TROTA T4 2R LT,

INTRODUCTION
25

The territorial scope of General Data Protection Regulation' (the GDPR or the Regulation) is
determined by Article 3 of the Regulation and represents a significant evolution of the EU data
protection law compared to the framework defined by Directive 95/46/EC2. In part, the GDPR
confirms choices made by the EU legislator and the Court of Justice of the European Union (CJEU)
in the context of Directive 95/46/EC. However, important new elements have been introduced. Most
importantly, the main objective of Article 4 of the Directive was to define which Member State’s
national law is applicable, whereas Article 3 of the GDPR defines the territorial scope of a directly
applicable text. Moreover, while Article 4 of the Directive made reference to the ‘use of equipment’
in the Union’s territory as a basis for bringing controllers who were “not established on Community
territory” within the scope of EU data protection law, such a reference does not appear in Article 3 of
the GDPR.
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! Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).
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2 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data.
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Article 3 of the GDPR reflects the legislator’s intention to ensure comprehensive protection of the
rights of data subjects in the EU and to establish, in terms of data protection requirement, a level
playing field for companies active on the EU markets, in a context of worldwide data flows.
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Article 3 of the GDPR defines the territorial scope of the Regulation on the basis of two main criteria:
the “establishment” criterion, as per Article 3(1), and the “targeting” criterion as per Article 3(2).
Where one of these two criteria is met, the relevant provisions of the GDPR will apply to relevant
processing of personal data by the controller or processor concerned. In addition, Article 3(3) confirms
the application of the GDPR to the processing where Member State law applies by virtue of public
international law.
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Through a common interpretation by data protection authorities in the EU, these guidelines seek to
ensure a consistent application of the GDPR when assessing whether particular processing by a
controller or a processor falls within the scope of the new EU legal framework. In these guidelines,
the EDPB sets out and clarifies the criteria for determining the application of the territorial scope of
the GDPR. Such a common interpretation is also essential for controllers and processors, both within
and outside the EU, so that they may assess whether they need to comply with the GDPR for a given

processing activity.
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As controllers or processors not established in the EU but engaging in processing activities falling
within Article 3(2) are required to designate a representative in the Union, these guidelines will
also provide clarification on the process for the designation of this representative under Article
27 and its responsibilities and obligations.
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As a general principle, the EDPB asserts that where the processing of personal data falls within the
territorial scope of the GDPR, all provisions of the Regulation apply to such processing. These
guidelines will specify the various scenarios that may arise, depending on the type of processing
activities, the entity carrying out these processing activities or the location of such entities, and will
detail the provisions applicable to each situation. It is therefore essential that controllers and
processors, especially those offering goods and services at international level, undertake a careful and
in concreto assessment of their processing activities, in order to determine whether the related
processing of personal data falls under the scope of the GDPR.
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The EDPB underlines that the application of Article 3 aims at determining whether a particular
processing activity, rather than a person (legal or natural), falls within the scope of the GDPR.

Consequently, certain processing of personal data by a controller or processor might fall within the



scope of the Regulation, while other processing of personal data by that same controller or processor
might not, depending on the processing activity.
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These guidelines, initially adopted by the EDPB on 16 November, have been submitted to a public
consultation from 23rd November 2018 to 18th January 2019 and have been updated taking into
account the contributions and feedback received.
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1 APPLICATION OF THE ESTABLISHMENT CRITERION - ART 3(1)
I HLRIEHEDE A - 55 3 2/55 1 1]

Article 3(1) of the GDPR provides that the “Regulation applies to the processing of personal data in
the context of the activities of an establishment of a controller or a processor in the Union, regardless
of whether the processing takes place in the Union or not.”
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Article 3(1) GDPR makes reference not only to an establishment of a controller, but also to an
establishment of a processor. As a result, the processing of personal data by a processor may also be
subject to EU law by virtue of the processor having an establishment located within the EU.

GDPR # 3 &4 1 HUTEHE OPRTZT TlER L, REEFORWRIZHERLTND, TD
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Article 3(1) ensures that the GDPR applies to the processing by a controller or processor carried out
in the context of the activities of an establishment of that controller or processor in the Union,

regardless of the actual place of the processing. The EDPB therefore recommends a threefold approach



in determining whether or not the processing of personal data falls within the scope of the GDPR
pursuant to Article 3(1).
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The following sections clarify the application of the establishment criterion, first by considering the
definition of an ‘establishment’ in the EU within the meaning of EU data protection law, second by
looking at what is meant by ‘processing in the context of the activities of an establishment in the
Union’, and lastly by confirming that the GDPR will apply regardless of whether the processing
carried out in the context of the activities of this establishment takes place in the Union or not.
LITO® 7 v a T, &S EU 7 —Z (REIEICB T 2 EROHEPIN T EU A O ML
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a) “An establishment in the Union”

a) [EUIANOHLE |

Before considering what is meant by “an establishment in the Union” it is first necessary to identify
who is the controller or processor for a given processing activity. According to the definition in Article
4(7) of the GDPR, controller means “the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of personal
data”. A processor, according to Article 4(8) of the GDPR, is “a natural or legal person, public authority,
agency or other body which processes personal data on behalf of the controller”. As established by
relevant CJEU case law and previous WP29 opinion3, the determination of whether an entity is a
controller or processor for the purposes of EU data protection law is a key element in the assessment
of the application of the GDPR to the personal data processing in question.

[EU SN OHE ] OEWREZREFT S80S, £ BUEB OB BE UILHEE D HETH
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3G 29 WP169 - Opinion 1/2010 on the concepts of "controller" and "processor”, adopted on 16™ February 2010 and
under revision by the EDPB.

G 29 WP169 - [ERLE | & MUELE ) OMEEICET 28 RE (1/2010) (BRR @ 2010452 71 16 H, EDPB
([Z K BEES)
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While the notion of “main establishment” is defined in Article 4(16), the GDPR does not provide a
definition of “establishment” for the purpose of Article 34. However, Recital 22° clarifies that an
“[e]stablishment implies the effective and real exercise of activities through stable arrangements. The
legal form of such arrangements, whether through a branch or a subsidiary with a legal personality,
is not the determining factor in that respect.”

(E7- 28050 OBEEIEH 4 & (16) [ZEZE SN TWSH25, GDPR T 3 RiZkiT25 L
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This wording is identical to that found in Recital 19 of Directive 95/46/EC, to which reference has
been made in several CJEU rulings broadening the interpretation of the term “establishment”,
departing from a formalistic approach whereby undertakings are established solely in the place where

they are registered®. Indeed, the CJEU ruled that the notion of establishment extends to any real and

4 The definition of “main establishment” is mainly relevant for the purpose of determining the competence of the
supervisory authorities concerned according to Article 56 GDPR. See the WP29 Guidelines for identifying a controller
or processor’s lead supervisory authority (16/EN WP 244 rev.01) - endorsed by the EDPB.
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3 Recital 22 of the GDPR: “Any processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Union should be carried out in accordance with this Regulation, regardless of whether
the processing itself takes place within the Union. Establishment implies the effective and real exercise of activity
through stable arrangements. The legal form of such arrangements, whether through a branch or a subsidiary with a
legal personality, is not the determining factor in that respect.”

GDPR RiISLE 22 H : [EU YD EPEE X ITHBEZE DAL DIFB) DIFEIZ 1517 BN 7 — 5 DRI VI,
F DMK EFLH KDY BU TP TITPATE DB N0 6, KBRNZUE > TITHPARITIIZR 57200,
AT & 12, ZTENIRAHA 58 U TITPH S EZIHG 00 DBl E DT B D EJl & Ee T 5, €D 5 2(1#A
DIERAYERC, DG RITIENEEH T S FEHEE L TOED4E, ZDRICHT S RIERIFFE L 2574
v/

¢ See in particular Google Spain SL, Google Inc. v AEPD, Mario Costeja Gonzalez (C-131/12), Weltimmo v NAIH
(C230/14), Verein fir Konsumenteninformation v Amazon EU (C-191/15) and Wirtschaftsakademie SchleswigHolstein
(C-210/16).

¥z, Google Spain SL, Google Inc. v AEPD, Mario Costeja Gonzalez (C-131/12), Weltimmo v NAIH (C230/14),
Verein fiir Konsumenteninformation v Amazon EU (C-191/15) , Wirtschaftsakademie SchleswigHolstein (C-210/16)
Y



effective activity — even a minimal one — exercised through stable arrangements’. In order to
determine whether an entity based outside the Union has an establishment in a Member State, both the
degree of stability of the arrangements and the effective exercise of activities in that Member State
must be considered in the light of the specific nature of the economic activities and the provision of
services concerned. This is particularly true for undertakings offering services exclusively over the
Internet®,

ZDILE AR 95/46/EC DRILEE 19 LR —Th 2, 2D LEIE, NS TH
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The threshold for “stable arrangement® can actually be quite low when the centre of activities of a
controller concerns the provision of services online. As a result, in some circumstances, the presence
of one single employee or agent of a non-EU entity in the Union may be sufficient to constitute a
stable arrangement (amounting to an ‘establishment’ for the purposes of Art 3(1)) if that employee or
agent acts with a sufficient degree of stability. Conversely, when an employee is based in the EU but
the processing is not being carried out in the context of the activities of the EU-based employee in the
Union (i.e. the processing relates to activities of the controller outside the EU), the mere presence of
an employee in the EU will not result in that processing falling within the scope of the GDPR. In other
words, the mere presence of an employee in the EU is not as such sufficient to trigger the application
of the GDPR, since for the processing in question to fall within the scope of the GDPR, it must also
be carried out in the context of the activities of the EU-based employee.

BHEOIEBOFLNA L TA - 2AORMICEHET 2O TH L5, [RENZ
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7 Weltimmo, paragraph 31.
Weltimmo., /37 75 7 31,
8 Weltimmo, paragraph 29.
Weltimmo, 737 77 7 29,
9 Weltimmo, paragraph 31.
Weltimmo, /37 77 7 31,
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The fact that the non-EU entity responsible for the data processing does not have a branch or subsidiary
in a Member State does not preclude it from having an establishment there within the meaning of EU
data protection law. Although the notion of establishment is broad, it is not without limits. It is not
possible to conclude that the non-EU entity has an establishment in the Union merely because the
undertaking’s website is accessible in the Union?®.

T —=Z OBRPNIEEEZA D EU WS ORI E NI SIE 3242 F L Tnan
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Example 1: A car manufacturing company with headquarters in the US has a fully-owned branch

office located in Brussels overseeing all its operations in Europe, including marketing and

advertisement.
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The Belgian branch can be considered to be a stable arrangement, which exercises real and effective
activities in light of the nature of the economic activity carried out by the car manufacturing company.
As such, the Belgian branch could therefore be considered as an establishment in the Union, within
the meaning of the GDPR.

AL —ZJEIX, 205 BB ERIESAHIC L D RETEB OMEEICH S L TEIRINOBLE
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10 CJEU, Verein fiir Konsumenteninformation v. Amazon EU Sarl, Case C-191/15, 28 July 2016, paragraph 76
(hereafter “Verein fiir Konsumenteninformation™).

201647 A 28 H CJEU, Verein fiir Konsumenteninformation v. Amazon EU Sarl, Case C 191/15, /XT7 75 7
76 (LLT Verein fiir Konsumenteninformation) ,
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Once it is concluded that a controller or processor is established in the EU, an in concreto analysis
should then follow to determine whether the processing in question is carried out in the context of the
activities of this establishment, in order to determine whether Article 3(1) applies. If a controller or
processor established outside the Union exercises “a real and effective activity - even a minimal one”
- through “stable arrangements”, regardless of its legal form (e.g. subsidiary, branch, office...), in the
territory of a Member State, this controller or processor can be considered to have an establishment in
that Member State!®. It is therefore important to consider whether the processing of personal data takes
place “in the context of the activities of”” such an establishment as highlighted in Recital 22.

BHE TN PRE N BUBNICHLE 2695 L Ofimic s & FHIEFE 1HEMEHIND
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b) Processing of personal data carried out “in the context of the activities of” an establishment

byl D [TEENOEERICEIT 5 ) EAT —% ORI

Article 3(1) confirms that it is not necessary that the processing in question is carried out “by” the
relevant EU establishment itself; the controller or processor will be subject to obligations under the
GDPR whenever the processing is carried out ”in the context of the activities” of its relevant
establishment in the Union. The EDPB recommends that determining whether processing is being
carried out in the context of an establishment of the controller or processor in the Union for the
purposes of Article 3(1) should be carried out on a case-by-case basis and based on an analysis in
concreto. Each scenario must be assessed on its own merits, taking into account the specific facts of
the case.

53R 1 B, SRS EU BN OB 28La TIZ K-> T ATHOR T D LN
RN LR L TWD, Bk S EU BN OBE I S Hlm oo HEBOWFRIZIB W T AT

1 See in particular para 29 of the Weltimmo judgment, which emphasizes a flexible definition of the concept of
‘establishment' and clarifies that 'the degree of stability of the arrangements and the effective exercise of activities in
that other Member State must be interpreted in the light of the specific nature of the economic activities and the
provision of services concerned.'

FRIZ, Weltimmo HIRD/ 3T 7T 7 29 2 Z M, [AHIRTIE, ML) OBEEOER O Fakik 2 580 L Tk
D LA O 2 E B O o M EIT 31T 2 EhHeiE B o F2fiid, BRI 2 FEEH R O — 2D
RALDFFBICIRS L TIR L 2037 67200 ZE 2R TV D,
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The EDPB considers that, for the purpose of Article 3(1), the meaning of “processing in the context of
the activities of an establishment of a controller or a processor™ is to be understood in light of the
relevant case law. On the one hand, with a view to fulfilling the objective of ensuring effective and
complete protection, the meaning of “in the context of the activities of an establishment” cannot be
interpreted restrictively?. On the other hand, the existence of an establishment within the meaning of
the GDPR should not be interpreted too broadly to conclude that the existence of any presence in the
EU with even the remotest links to the data processing activities of a non-EU entity will be sufficient
to bring this processing within the scope of EU data protection law. Some commercial activity carried
out by a non-EU entity within a Member State may indeed be so far removed from the processing of
personal data by this entity that the existence of the commercial activity in the EU would not be

sufficient to bring the data processing by the non-EU entity within the scope of EU data protection

13.
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R LD AT — X OBAR O OFEE A3 8D T/hE < BU AN CREEIEEI 217> T
% L9 FEET CIX BUBS OMRIC & o The S Yl & EU 7 — X (R IE O %f
RET LD TRWGENRERICH D B,

law

Consideration of the following two factors may help to determine whether the processing is being

carried out by a controller or processor in the context of its establishment in the Union

12 Weltimmo, paragraph 25 and Google Spain, paragraph 53.

Weltimmo, /37 277 7 25 2 O Google Spain, /X7 7'Z 7 53,

13 G29 WP 179 update - Update of Opinion 8/2010 on applicable law in light of the CJEU judgment in Google Spain,
16th December 2015

WP179 OFH - 20154 12 A 16 H ® Google Spain #ZHNZ 35T 5 CIEU OHIRZ B FE 2 - HiLICET 28
5L 8/2010 D FH
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WD 2ODERHEHZLETH T EiX, Z OIS EUN O S OIEEHRFR IV CEF L
IFFZNZ L > TR ENTE LD THHLNDREICETHTHAI,

i) Relationship between a data controller or processor outside the Union and its local
establishment in the Union
i) EU Sk D 7 — 5 B PEE X |FAFEE & & D EU B DI & D BIEF

The data processing activities of a data controller or processor established outside the EU may be
inextricably linked to the activities of a local establishment in a Member State, and thereby may
trigger the applicability of EU law, even if that local establishment is not actually taking any role
in the data processing itself'4. If a case by case analysis on the facts shows that there is an
inextricable link between the processing of personal data carried out by a non-EU controller or
processor and the activities of an EU establishment, EU law will apply to that processing by the
non-EU entity, whether or not the EU establishment plays a role in that processing of data®®.

BU $SMTHLS 2 A3 2 FHE L 07 — & BRI ) 23088 E N O S OTE B
FHZBEE L TWAIGE, D2 MEENORRD 00D T —F ORI W THIZ
A& E bR L TR &b, BUEDETICELZLAERHD M, ERITLDFERED
SHTIZ L 5 T BU BANOEFHE UINBEE IZ L AN T — & OHdl - & EU BN O
OIEEAFERICBH L T D Z EAHP L7256, EU BNOILE R 230157 — & O
PTNCBNTEEZ T2 LT D 0EMTHb BT 4% BU SOk X 2 Kk
WIZ BUEDREA S D

ii)Revenue raising in the Union
i) EU /5 TOWR 48 DA

Revenue-raising in the EU by a local establishment, to the extent that such activities can be
considered as “inextricably linked” to the processing of personal data taking place outside the EU

and individuals in the EU, may be indicative of processing by a non-EU controller or processor

14 CJEU, Google Spain, Case C-131/12

CJEU., Google Spain, Case C 131/12

15G29 WP 179 update - Update of Opinion 8/2010 on applicable law in light of the CJEU judgment in Google Spain,
16th December 2015

G29 WP179 ®FEHT - 2015 4F 12 A 16 H ® Google Spain #2815 % CIEU Ok % B & % 7= LB 3
% L 8/2010 O FH
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being carried out “in the context of the activities of the EU establishment”, and may be sufficient
to result in the application of EU law to such processing?®.

EU SN CEMOPLE AN 2 BT 5 2 L1, ZOTEE)S EU 84 TITHou TV S E A
T =2 O L EU RO & TEERER] 28 L T0LEEZLNDLIRYIC
BT, EUES OFBE SUTAEH IZ L DBk 2y TEUN ORI OIEE Ol ) (12
BWTITOILTWD Z 2R THBERHY . 22 BHRWIC BUEZET D &0 9 #
AT/ 2 ATREMED 312 B 16,

The EDPB recommends that non-EU organisations undertake an assessment of their processing
activities, first by determining whether personal data are being processed, and secondly by identifying
potential links between the activity for which the data is being processed and the activities of any
presence of the organisation in the Union. If such a link is identified, the nature of this link will be key
in determining whether the GDPR applies to the processing in question, and must be assessed inter
alia against the two elements listed above.

EUBS OIS L, ETEAT —Z 2O P> TODL0E1EHBT L, RICT —F 2
D> THWDIEBNE BU N O A QO 5030 6 O OIEEY & ORICIE(EL 5 2 Btk % FeE
THZEICEY, BHOORWRIEB O 2 I+ 2 X 5 EDPB 13B)VET 5, 205 BRE
FeE LT25A . RBEIZR > TS BV Z GDPR 23 S Bzl 25 BT, 7
MOBMROMENERE LY, LV b ERICEITTE 2 DOERIZRS LT, 2OMHEE
A L 72 7R S 7a0,

Example 2: An e-commerce website is operated by a company based in China. The personal data
processing activities of the company are exclusively carried out in China. The Chinese company has
established a European office in Berlin in order to lead and implement commercial prospection and
marketing campaigns towards EU markets.

B 2 PEAZAM E T HEENEETLERT A FBRH DL, HELEOMBMAT —F I
PAEEITEERNTORTONA TV D, Mg P EEHEIT EU figimid hmgmd & ~—
TTAYTHR R EEHROERT D701V g —m y NFEEFZRT
7o

16 This may potentially be the case, for example, for any foreign operator with a sales office or some other presence in
the EU, even if that office has no role in the actual data processing, in particular where the processing takes place in
the context of the sales activity in the EU and the activities of the establishment are aimed at the inhabitants of the
Member States in which the establishment is located (WP179 update).

B Z1E, EUBNICE 22 DM S0 b DA 5 BUBSNOFEEZICB VT, Yk EERNERDOT
—Z OB NNAT S OHFE G R L TR WEAETH- T, BB EU RN O E EIEH) ORI
BWTITbhIL, DA OIRENE LFTET 2MBEOBREEZIL-72bOTHILEAIC, 20k H7%k
"REMERN H D (WP179 DFEH),
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In this case, it can be considered that the activities of the European office in Berlin are inextricably
linked to the processing of personal data carried out by the Chinese e-commerce website, insofar as
the commercial prospection and marketing campaign towards EU markets notably serve to make the
service offered by the e-commerce website profitable. The processing of personal data by the Chinese
company in relation to EU sales is indeed inextricably linked to the activities of the European office
in Berlin relating to commercial prospection and marketing campaign towards EU market. The
processing of personal data by the Chinese company in connection with EU sales can therefore be
considered as carried out in the context of the activities of the European office, as an establishment in
the Union. This processing activity by the Chinese company will therefore be subject to the provisions
of the GDPR as per its Article 3(1)”.

ZoYa, VY o3 —n y NRHEFOFEITEOBERY A P33T o T LEAT—
AOBPBNEBERHEICEBRLTNDEEZ DI ENTE D, ¥R D, EU Higlmid 7=l
GREE~ =0T 4 7 F U= TR A R RBET D — BRI L o TS L
F5ZLITHICETONDTHD, TEERICLD EU BNORE RIZBES AT —4#
DOEFNE, BU G Icmd i s ~—r 74 v 7% v o _X—= 2Bl 50 )
DI —m oy NREEFOTER) L BB L TV D, L7z T, EU BN OE iz B
L TITON S HEERIC KD EAT —Z OFNE EU SNORR L 725 9 —w v /352
FTOIEB OBFEIC BN TATONTND EEZ DI ENTED, LEN->T, PEMEEICEK
% Z OHARIEENIE GDPR 55 3 455 1 T3 & GDPR OBIEDMAR G L 725,

Example 3: A hotel and resort chain in South Africa offers package deals through its website, available
in English, German, French and Spanish. The company does not have any office, representation or
stable arrangement in the EU.

FB 3T 7V AIDETNAKNY YV — R Fx2—2 Web A F&E U TRy 7 — 2P
ERELTWD, ZOU =7 YA MUIKGEMR, A YEER. 77 ZFBR. Ao 55
WA %, 3T EU PRI FEFT-OMRELE . ZER R 2T A LTy,

In this case, in the absence of any representation or stable arrangement of the hotel and resort chain
within the territory of the Union, it appears that no entity linked to this data controller in South Africa
can qualify as an establishment in the EU within the meaning of the GDPR. Therefore the processing
at stake cannot be subject to the provisions of the GDPR, as per Article 3(1).

ZO%E. BEUBRICHRT VRO V' — b F = — ORBE XL ER AR A FEIE L T
Wawiew, M7 7 ) O7 =2 EHE LA DY GDPRIZK T D BUMRI OHLIRIZ%
M L9 HMfERVWEBbD, Lizhio T, MEICZR> TW D EHR W E, GDPR % 3 4
%1 HIZ JAuE, GDPR OBUE DG L 45 Z LR TE R0,

15




However, it must be analysed in concreto whether the processing carried out by this data controller
established outside the EU can be subject to the GDPR, as per Article 3(2).

772U, BUBSMIILE 263 27 — 2 EEE DT O Bl 25 GDPR 5 3 &85 2 THIZHE D =
GDPR D XTI L 720 9 2 DS DWW T BRI 22 58T 2 L i iuid7e H 72w,

¢) Application of the GDPR to the establishment of a controller or a processor in the Union,
regardless of whether the processing takes place in the Union or not

OB AS EU BN TIT DN D b D TH 20 & 22 DT, EU N OE HHE SUTLELE O
il 51 GRPR Z A5 = &

As per Article 3(1), the processing of personal data in the context of the activities of an establishment
of a controller or a processor in the Union triggers the application of the GDPR and the related
obligations for the data controller or processor concerned.

B3R LIS & EUMRN OB P SUTLEE DL OIEE OB IC B T 2 AT —
Z DB K> T, BRT 57 — 2 BB UTLEE )5 GDPR K OB 255 16 ] 2 %2
FAHZ LT D,

The text of the GDPR specifies that the Regulation applies to processing in the context of the activities
of an establishment in the EU “regardless of whether the processing takes place in the Union or not”.
It is the presence, through an establishment, of a data controller or processor in the EU and the fact
that a processing takes place in the context of the activities of this establishment that trigger the
application of the GDPR to its processing activities. The place of processing is therefore not relevant
in determining whether or not the processing, carried out in the context of the activities of an EU
establishment, falls within the scope of the GDPR.

GDPR AUZHBWT, [AHRNT. [Z DRI EV B TIPS & D T &7 & [
PH7%, BU BN OEOIEB ORI T 2B WICEH S ERESN TN D, L

%38 U C EU BNICRB W TT — # BEHE UTLBENFAEL TV D 2 &0 RO, Bl
BHISOTEB OB ICBNTITORTWD W) FEICE - T, 7DD BHRIEENIC
GDPRVEH &2 Z LT/ 2, LIzh> T, BT HOI TS 5ETE, EUBNOHL
ROTEBOIBFEIZIBWTIT DAL TV DB 23 GDPR O ELFHIZ L2 3 2 & 0 OHT
(2N T & BIEPEA 7200,

Example 4: A French company has developed a car-sharing application exclusively addressed to
customers in Morocco, Algeria and Tunisia. The service is only available in those three countries but

all personal data processing activities are carried out by the data controller in France.
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BHBH 4: 7T ADGENER v, TAY 2 Y T ROAF 2 =T OED I E w8 L4
HH— 2T VT T = a3 Lz, AV —ERIZ0 3 HEORZEBNT
FIFTRECH 20, BAT —F OBBIEBIZT N TT T2 20T — 2 EEHNT- TV
50

While the collection of personal data takes place in non-EU countries, the subsequent processing of
personal data in this case is carried out in the context of the activities of an establishment of a data
controller in the Union. Therefore, even though processing relates to personal data of data subjects
who are not in the Union, the provisions of the GDPR will apply to the processing carried out by the
French company, as per Article 3(1).

i AT —% OUEEIT EU B TITDIL TV 22, AERIZBT 22 0%OEANT — % D1
HN T, EUBN O 7 — 2 EHE O R OTEFH OWFRIZB N TITThA T\ D, Lehi-> T,
BT EU A O T — 2 EROEAT —Z BT 250D TH D, 8 3 &% 1 HIZHKES
& YT T U AEEDT - TO L BRI GDPR OBUENEH S5,

Example 5: A pharmaceutical company with headquarters in Stockholm has located all its personal
data processing activities with regards to its clinical trial data in its branch based in Singapore.

BH 5: A by 7 RV LIIAAE  BEESEIT, 1BRT — 2 BT AT — 2 Ok
BB DT X T, YU AR—/VERPM L+ 2 ETIT> TV 5,

In this case, while the processing activities are taking place in Singapore, that processing is carried out
in the context of the activities of the pharmaceutical company in Stockholm i.e. of a data controller
established in the Union. The provisions of the GDPR therefore apply to such processing, as per
Article3(1).

ZO%E, BHIEELIS VR =L TITOI TN DA, BHRVIEZA by 7 RV AT H H 3
otk bbb BU MWL 2B 7 — 2 B HEOIEB OBV TIThh T
%o LIci3o T, HIRH IS S, Sl I3 LT GDPR OME DN S5,

In determining the territorial scope of the GDPR, geographical location will be important under Article
3(1) with regard to the place of establishment of:

GDPR O #H A1 F#EPH 2 R E T 2 B2, BUTF DL OFTERIZ DWW T, 5 3 55 1 THT
(THIERRY L LE S B L e D,

- the controller or processor itself (is it established inside or outside the Union?);
-EHEIOAEE RS (BUEHN, BAOWFHRIZHRIT B TS D)

- any business presence of a non-EU controller or processor (does it have an establishment in the
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Union?)

- EU B OEBEA SUTALELE O FHEFT (EUBNOILAZ A L TV 5)

However, geographical location is not important for the purposes of Article 3(1) with regard to the
place in which processing is carried out, or with regard to the location of the data subjects in question.
22Uy BRWAMTHON TW DG UL SFET — Z ERDB WL GO W T, & 3 &5H
1 IR W THEEAY Ao (LB X S TR0,

The text of Article 3(1) does not restrict the application of the GDPR to the processing of personal
data of individuals who are in the Union. The EDPB therefore considers that any personal data
processing in the context of the activities of an establishment of a controller or processor in the Union
would fall under the scope of the GDPR, regardless of the location or the nationality of the data subject
whose personal data are being processed. This approach is supported by Recital 14 of the GDPR which
states that “[t]he protection afforded by this Regulation should apply to natural persons, whatever
their nationality or place of residence, in relation to the processing of their personal data.”
53 &5 1 HOBUEL EU BN OMEAOME AT —Z OBl T LT GDPR 2132 =
EERFIRL TWARY, L7 > T, EU SNIC & 2 B B SUZBRHE O LR OTEB) O @R
BT DEAT—Z OEFWIE, B O TWLEANT —% OF — & EROLET XITE
FECH Do 5T, GDPR O HHiFHN TdH 2 & EDPB (3% % %5, GDPR OHISCH 14 FHIT,
IABRNIZ L > THZ LS R#EIL, T DEFER PFEHI D70 E 6D ThHi, HHA
DN 7 —F DIRGe V& DEFERIZF 00 T, HRAIZX L T &S, ) EREL TR,
ZORMEXFFL TS,

d) Application of the establishment criterion to controller and processor

dYE B OB |2 k3 2 L He v 00 i

As far as processing activities falling under the scope of Article 3(1) are concerned, the EDPB
considers that such provisions apply to controllers and processors whose processing activities are
carried out in the context of the activities of their respective establishment in the EU. While
acknowledging that the requirements for establishing the relationship between a controller and a

processor!’ does not vary depending on the geographical location of the establishment of a controller

17 In accordance with Article 28, the EDPB recalls that processing activities by a processor on behalf of a controller
shall be governed by a contract or other legal act under Union or Member State law, that is binding on the processor
with regard to the controller, and that controllers shall only use processors providing sufficient guarantees to implement
appropriate measures in such manner that processing will meet the requirement of the GDPR and ensure the protection
of data subjects’ rights.
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or processor, the EDPB takes the view that when it comes to the identification of the different
obligations triggered by the applicability of the GDPR as per Article 3(1), the processing by each
entity must be considered separately.

553 555 1 O MFEHN TH 2 BURIEENCET 2 b O TH LMY . GDPR OBE(T EU I
NOBEPLE DTEB ORI BV THRIRIEEI 21T > TV 2B HE M OWBF IZEHA S s &
EDPB (3% 2%, EDPBId, EELH LALHEH O BISR 2 ST 5 BE0F 17 ANV PR ST AL
DRSO ZR2ALEIZ L > TEDD ZERRNZ EABFHLOO, FHI3LE 1HIZKY
GDPR D n] G OMBIC L > THEL DR D F#H L2 FFET DEIT, ARk X 2 B
ZR TR L2 U2 50 & v 5 BRICNL - T D,

The GDPR envisages different and dedicated provisions or obligations applying to data controllers
and processors, and as such, should a data controller or processor be subject to the GDPR as per Article
3(1), the related obligations would apply to them respectively and separately. In this context, the EDPB
notably deems that a processor in the EU should not be considered to be an establishment of a data
controller within the meaning of Article 3(1) merely by virtue of its status as processor on behalf of a
controller.

The existence of a relationship between a controller and a processor does not necessarily trigger the
application of the GDPR to both, should one of these two entities not be established in the Union.
GDPR |37 — Z EBLH M OMLEE I 2 B D BUE3#G 2 AIE A TRV, & 3 &
IR Y T — 2 EEE UTERE IZX L GDPR N S 556, Bl 8B H Y
T — S A ST E TR LN S D 2 8122 D, 2D &5 Rz VT,
FrlZ EDPBI, EUBNOLHEE 2 HICEHEONRD Y DLHEFE L NS NETHL I L x
HoT, BIFE 1 HIIBITL27T—2EHEDOWR THDLEBEZLHRETITRWVEN) A
RN > T D, B ITAHE O W)y EU BNICILEZ A L TOhRWEE, 4
B L BRE N BRI FAE T 5 2 & & b o Tl |2 GDPR N S 2 & i27s
% IR 720,

An organisation processing personal data on behalf of, and on instructions from, another organisation
(the client company) will be acting as processor for the client company (the controller). Where a
processor is established in the Union, it will be required to comply with the obligations imposed on

processors by the GDPR (the ‘GDPR processor obligations”). If the controller instructing the processor

B 28 SRIC L7ed vy, EER TR o TRUERE 3T 5 BTSN E A JUTZ O EU 4 L < I E
EPREICES S ERITAIC L > THES D LD TH Y . 205 EITEEE ICE L TREEZHRT 5 b
DTHDHZ e, B, BEEITYZEE A GDPRIICED D #IFICHAT 5 & ) ek it 7oy @ 4 5=
oG B Z LIZONWTHO R R T A UIEEDOLEA VB LD L L, 2o, T —F EIROHER OMR#
EHRETDLDETH I LA EDPBITEVWEZ LTW5,
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is also located in the Union, that controller will be required to comply with the obligations imposed
on controllers by the GDPR (the ‘GDPR controller obligations’). Processing activity which, when
carried out by a controller, falls within the scope of the GDPR by virtue of Art 3(1) will not fall outside
the scope of the Regulation simply because the controller instructs a processor not established in the
Union to carry out that processing on its behalf.
oAk (B OROVIT, o, KO RICWE > TEAT =X 2R %5
ML A E R (FHE) OLPEL LTTAZ L TWAH I &Il D, WBHEDR EU
BNICRE BT 256, 22 0PHF T GDPR NLHEICHR L TV DE#E (LLF
[GDPRIZH T DABE DER ) BT H0ENH D, o, UUHEITHEREZ LT
WHEHAE S EUBNICHLR Z AT 258, 2058 &L GDPR VEHEITRL T D
#% (LIF [GDPRIZKIT HEHEDEE)) ZETTOLEND D, EHAE DRI %
TO%HET, #3450 1 HICX Y GDPR O H#PHIZEE M 9 2 Yz BldE B L, & BE 2
EU I HLR D 72 WABEE I L TAHICRD Y ZOBF W E T2 L0 R LI Lo
H7e b o THRIOBE RIS & 722D 2 LTy,

i) Processing by a controller established in the EU instructing a processor not
established in the Union

i) EU B RS D 72 0 MAPEZIZ 750~ L 7=, EU SIS LS 295 S PEE 1 I
SR

Where a controller subject to GDPR chooses to use a processor located outside the Union for a given
processing activity, it will still be necessary for the controller to ensure by contract or other legal act
that the processor processes the data in accordance with the GDPR. Article 28(3) provides that the
processing by a processor shall be governed by a contract or other legal act. The controller will
therefore need to ensure that it puts in place a contract with the processor addressing all the
requirements set out in Article 28(3). In addition, it is likely that, in order to ensure that it has
complied with its obligations under Article 28(1) — to use only a processor providing sufficient
guarantees to implement measures in such a manner that processing will meet the requirements of
the Regulation and protect the rights of data subjects — the controller may need to consider imposing,
by contract, the obligations placed by the GDPR on processors subject to it. That is to say, the
controller would have to ensure that the processor not subject to the GDPR complies with the
obligations, governed by a contract or other legal act under Union or Member State law, referred to
Article 28(3).

GDPR D 1 252 F 2 EHA D, K€ O IERTEBNIC OV T EU BSMIFTET 5 L 2 ]
352 L 2@BIRLTEGE, SEBEE IR XL OMOIERIT (legal act) (T8
T, WHEE DY GDPR ICHE> TT =X 2O 5 = L 2R T D LEMMER D 5. 5 28 5%
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55 3 BRI 1T 15 BB TR AT O OTERIT 2 Ko THES N D EHEL T
W5, Lo T, FEEILE 28 FF 3 ENTED D EME2 T X THEVIAATZHK & 0
FHEMTRAET DHLENRSH D, MA T, BEHENE 28 &£F 1 HOES, ThbbIdkny
2% GDPR IZED 2 BT AT D K 9 BB CTHE 2 22T 2 Z L IZ W TH 4 2R3
ERMETIUBEEOLERND Z L LT — 4 EROHEN #R#T D 2 b, 2EICHE
SES AT, BHEEN, BICE Y GDPR EOMHEFE ORE AT I LAY D 2
EMMBERIGENH D, DFEV ., FH28FFEIHENPHEL WL LB, BHEHFIT, 2N
XITZE DM EU EA L < IZMBREOENEICES ERITAIC K-> THAE L, GDPR @
WHZEZZ T RWVBEE N R ZETT 5 Z R Lo n &icke b,

The processor located outside the Union will therefore become indirectly subject to some obligations
imposed by controllers subject to the GDPR by virtue of contractual arrangements under Article 28.
Moreover, provisions of Chapter V of the GDPR may apply.

L7eio> T, & 28 RICBIT DENCHET 2O RDIZE Y | BU BIMIPTES 2 W0 HE
75, GDPR DJiifl 2%\ 2 HE I Lo TRREN D BB 2 MEMICA S Z L2 b, &6
(2. GDPRE S EOMENEH S D D,

Example 6: A Finnish research institute conducts research regarding the Sami people. The institute
launches a project that only concerns Sami people in Russia. For this project the institute uses a
processor based in Canada.

] 6: 7 1T FOREKEN Y — IRICBET 2RELT> T D, RKEER ST
ENOY—IROARET 27 vy =7 b ke, KA7ny=7 ForHic, Ak
B 7 AU & 1 < JAEEE 2 AV TV 5,

The The Finnish controller has a duty to only use processors that provide sufficient guarantees to
implement appropriate measures in such manner that processing will meet the requirement of the
GDPR and ensure the protection of data subjects’ rights. The Finnish controller needs to enter into a
data processing agreement with the Canadian processor, and the processor’s duties will be stipulated
in that legal act.

747 FOERE T GDPR IZED 2 FHICHE T 2 & 9 2B Tl bl e hi &
HRIET D 2 LI OWTH R RGE LRI 2 WEE DO H 2 v, 2o, T—F EIROHE
MERIRESTDRBELA->TND, 747y FOEFHREII T X ONHE LT —4
DEHRNZ BT 2R Zfii § 2 BB H Y . 230D IEHAT AT RB8W THRLEE D&
ERETDHZ LD,

ii) Processing in the context of the activities of an establishment of a processor in the
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Union
i) EU A DILEEE DRLIE DIEBI DI FHZ 517 S IR

Whilst case law provides us with a clear understanding of the effect of processing being carried out in
the context of the activities of an EU establishment of the controller, the effect of processing being
carried out in the context of the activities of an EU establishment of a processor is less clear.
FIBEIL, EBEE O EU WA T 2 LR OIEB OERIZIB W T THOIL TV L Bl o %)
RIZOWTHREZRBE 242 L TV 228, B O EU NI T 2 LA OIEE O FE I
BWTIT O TV D BB OZDRITZ 1T EBIRE TIER 0,

The EDPB emphasises that it is important to consider the establishment of the controller and processor
separately when determining whether each party is of itself ‘established in the Union’.

EDPB (X, #YFHENZNLEN TEUBPNITHLE 26T 5] DENEZRET DI L T,
B O L HEFEOWSEEZTNZNROLDO L L THRHT S ENEETHH L&
SRR D

The first question is whether the controller itself has an establishment in the Union, and is processing
in the context of the activities of that establishment. Assuming the controller is not considered to be
processing in the context of its own establishment in the Union, that controller will not be subject to
GDPR controller obligations by virtue of Article 3(1) (although it may still be caught by Article 3(2)).
Unless other factors are at play, the processor’s EU establishment will not be considered to be an
establishment in respect of the controller.

ROMEREFHIL, EHEH ST EU HAICIEZ A LT L0600, KO, BEEE Y
N EFHR DTEF OBRRIZ BN THR W EZIT> T LINENTH D, EEHEDN EU WA
HCOWRDOIEH OBEIRICIB WV THIR W EZIT> TV D L ZEX BNRWGE, UEEBE X
B34 1 HICKY GDPRICE T 2EHEOEB A ADR (2720, F3FKH2HICK
DWUHERG A RN D), TOMODERBZRZNIRY | AHE A EUBNIZA T 24
RNEBE OLRIZIZR D 2 LTy,

The separate question then arises of whether the processor is processing in the context of its
establishment in the Union. If so, the processor will be subject to GDPR processor obligations under
Article 3(1). However, this does not cause the non-EU controller to become subject to the GDPR
controller obligations. That is to say, a “non-EU” controller (as described above) will not become
subject to the GDPR simply because it chooses to use a processor in the Union.

IR DOMERFIHE LT, LEFED EU BN O OIEE ORI W TRV 21T > T
WDINEDN DD, B )Y EU N O B C O OTEB) OB IZIS W TR 21T - T
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WAHEA, YUELHEITEISLE 1HEHOL L TGDPRICBITAMHEDER A H Z LI
b, T2 L. ZhICE > T EU A OEHE ) GDPR ICBITAEHEDRE LAY Z &

B, D% (Fdko ) TEUMSN ) OB E T, B EUKNO LS %
HANWD Z L Z2RIR L2 CGDPR OB ZZ 15 Z L ideu,

By instructing a processor in the Union, the controller not subject to GDPR is not carrying out
processing “in the context of the activities of the processor in the Union”. The processing is carried
out in the context of the controller’s own activities; the processor is merely providing a processing
service!® which is not “inextricably linked” to the activities of the controller. As stated above, in the
case of a data processor established in the Union and carrying out processing on behalf of a data
controller established outside the Union and not subject to the GDPR as per Article 3(2), the EDPB
considers that the processing activities of the data controller would not be deemed as falling under the
territorial scope of the GDPR merely because it is processed on its behalf by a processor established
in the Union. However, even though the data controller is not established in the Union and is not
subject to the provisions of the GDPR as per Article 3(2), the data processor, as it is established in the
Union, will be subject to the relevant provisions of the GDPR as per Article 3(1).

EU BN OWBRF |2k U CHIRT 5 2 & ZBEHIZ, GDPR Ol 4 51T 22 WWEBLE Y [EU
1k N D ALERE DIFB OBFEICE VT BV EIT-> TV D Z &I bRV, 205 Bk
WITE B B & OIEB OWMFRIZB W TITOIL TR Y | AHH I TEHE OISR & [5H2
@J%ﬁbfwﬁwﬁﬁ#—fx%%K%@LT“%%HT%%”oLﬁbtkﬁD\HJ
IR LA A X 5 3 4545 2 THIC L W GDPR Ol 232 1 F R WE B O 0 1Bk &
HOTHU\EU@WK REAT DT —ZUHEOE, HIZ EUBNICHLR 269 50
HENEHFEONRDVIZIO > TWDLET T, 220D 7 — 2 EHE ORRIEE) A GDPR
OHPHEAFHHEANTH H & Rl S D T LidenE EDPB 3B x5, 7L, 7T —4%8
BES BUBRNICHLE 2 A L TR 6, % 3 45 2 2L Y GDPR OBUE DM 25217 72
WELTH, BUBPITHILE 24 LTV 57 — 2 SB35 3 5655 1 FHIC L W GDPR o B
BEDHEMEZ T 52 LIl d,

Example 7: A Mexican retail company enters into a contract with a processor established in Spain for
the processing of personal data relating to the Mexican company’s clients. The Mexican company
offers and directs its services exclusively to the Mexican market and its processing concerns

exclusively data subjects located outside the Union.

18 The offering of a processing service in this context cannot be considered either as an offer of a service to data
subjects in the Union.

ZOHAITBNTER Y — EADRMT BUBNO 7 — % BRI T 52— R0 EEZ DL H T
ERZAN
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In this case, the Mexican retail company does not target persons on the territory of the Union through
the offering of goods or services, nor it does monitor the behaviour of person on the territory of the
Union. The processing by the data controller, established outside the Union, is therefore not subject to
the GDPR as per Article 3(2).
ZOWE. AF T aO/NEAEFETIW T — EADRMIIIW T BU BNOE A& 2 —
7y MZLTE LT, EU BADEADITEIOER S LTV, L7d-> T, EU 8k
WRAETDU%T — BB L DB T, % 355 2 HIZL Y GDPR Ol &%
AN

The provisions of the GDPR do not apply to the data controller by virtue of Art 3(1) as it is not
processing personal data in the context of the activities of an establishment in the Union. The data
processor is established in Spain and therefore its processing will fall within the scope of the GDPR
by virtue of Art 3(1). The processor will be required to comply with the processor obligations imposed
by the regulation for any processing carried out in the context of its activities.

EU SN QLR OIFEBNOMFRIZ I 1T AT —F OB TIE R WD, 7 — Z EBE %)
L%3%%1@%%omem®ﬁmﬁ@%SM5:km@wo?—&@ﬁ%ﬁx&4y

RZHLTODIeD, FEIFFETHICLY . O E GDPR O AN & 72 %,

T ZAEE T H COTEB) ORI ISV TIT > TWV D BRI O W TRBAIZGER L T D
WPRE DFBZ BTS2 LnRDEND,

When it comes to a data processor established in the Union carrying out processing on behalf of a data
controller with no establishment in the Union for the purposes of the processing activity and which
does not fall under the territorial scope of the GDPR as per Article 3(2), the processor will be subject
to the following relevant GDPR provisions directly applicable to data processors:
EUBNICIRIEEI 2 B & L7oLR 2 L TR b5 3 555 2 BHIZE ® % GDPR D Hi A
@mﬁﬁmaiﬂﬁm?~&mﬁ%®ﬁbw:m&w%ﬁofwé EU SN HLR 2 A
THT7—FWUEEICE L TE AT, 7 — 2 QEF I CEEE S 5 LR O GDPR BIEELE
®EW%%§?*?@ﬁ%ﬁ%Hé:kkﬁéo

- The obligations imposed on processors under Article 28 (2), (3), (4), (5) and (6), on the duty to enter

24




into a data processing agreement, with the exception of those relating to the assistance to the data
controller in complying with its (the controller’s) own obligations under the GDPR.

-H 28R 2IA, B3, H4ME, B SHEHEUE 6 HIZB W TABE ISR STV DR,
W T —Z DEARZET 2 R 2 fifn 3 288 (2L, 7—2EHED GDPR IZ
B0 (4%EHED) BELZETTOIRICYZEHEZXETLZ LICETS
HDZkRS),

- The processor and any person acting under the authority of the controller or of the processor, who
has access to personal data, shall not process those data except on instructions from the controller,
unless required to do so by Union or Member State law, as per Article 29 and Article 32(4).

- 29 ROV 32 R A THIZHE O x| B KON, E A OMEIRSUTALEE ORHER O T
14T 5H5TH-T, AT —F~DT7 78 2% bo#F (L, EU UIMBEOENEIZ X
DROONTWDLEAEERE, BEFENOLOERPLWVIED . YEEAT —Z 20 #
S TUER B,

- Where applicable, the processor shall maintain a record of all categories of processing carried out
on behalf of a controller, as per Article 30(2).

- B30 SREE 2 ICHO & | BT, BEE ORD Y IATON 52 TOREO IRV OFE
PaRE LTI R B0 ST 258).

- Where applicable, the processor shall, upon request, cooperate with the supervisory authority in
the performance of its tasks, as per Article 31.

- 31 RICESE, WEFIT, ERIDEU T, ZORBMBOBITICH W CREME L L
RN 6w GE4TH5E).

- The processor shall implement technical and organisational measures to ensure a level of security
appropriate to the risk, as per Article 32.

- 32 RICHES T LHEIT, U AU ST D —E LIV O R RN R T DT
DI, Bt b OSHRE B OHE 4 523 L 221 uid7e 70,

- The processor shall notify the controller without undue delay after becoming aware of a personal
data breach, as per Article 33.

- 33 RICESE . WBEEEIT, AT —FREFICROWR, RURER R EFEEI
kU CHE L2 T T 7 H7e 0,

- Where applicable, the processor shall designate a data protection officer as per Articles 37 and
38.

S5 3T R MOV 38 RITH S E | WBF T — A REA T 1 P — 24 LRIT R 5 220
4T 558),

- The provisions on transfers of personal data to third countries or international organisations, as
per Chapter V.

- %5 5 EOH Z[ESUTE BB ~DE N T — % OBERIZBI T 2 BUE,
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In addition, since such processing would be carried out in the context of the activities of an
establishment of a processor in the Union, the EDPB recalls that the processor will have to ensure its
processing remains lawful with regards to other obligations under EU or national law. Article 28(3)
also specifies that “the processor shall immediately inform the controller if, in its opinion, an
instruction infringes this Regulation or other Union or Member State data protection provisions.”

MAT, DTN EU NI & 2 0BEE OHLEOIEE OBFRIZ BV CTiThid Z &
L7225 M T, EDPBIE, B A3 EUIEITEWNIEICK T 2 £ DMORBIZEH L TARETH
D& HNBREDPHR LT U b an s AR D, e, H28 KW 3L 0
T, EDRAFIZE T, #RPEBANKIFZ DD EU K IFZWIERE D 7 — 5 (R DFIH
IZER TS5, HSIC, €D ETEHEIZHNTSbDE TS,/ EWTLLTWD,

In line with the positions taken previously by the Article 29 Working Party, the EDPB takes the view
that the Union territory cannot be used as a “data haven”, for instance when a processing activity
entails inadmissible ethical issues'®, and that certain legal obligations beyond the application of EU
data protection law, in particular European and national rules with regard to public order, will in any
case have to be respected by any data processor established in the Union, regardless of the location of
the data controller. This consideration also takes into account the fact that by implementing EU law,
provisions resulting from the GDPR and related national laws, are subject to the Charter of
Fundamental Rights of the Union?’. However, this does not impose additional obligations on
controllers outside the Union in respect of processing not falling under the territorial scope of the
GDPR.

5 29 SAFEMS OUERTO RAFIZHEV . EDPB (X, Il X IXBHRIE BN 035728 C X 72\ e o
MEEZE> TWDRFZ, EU OfEkE: [ —%~A 7] (“data haven”) & L THIHT 5
SIFTET Y, BEUT —ZRiIE A B A 7o —EDIENRE, FrHCALORFICET 2 EU &
OCENOHANT, W56 ThH, 77— EHEOFERIZ)H 0D 6T, EU BRIl
REeHT D7 =B L > TEHEISARTNIER R0 E N BRFRIZSL> TV D, Z
ORI, EUEZEETHZ L1280 GDPRIZ XLV &I - BUE K OBEES 5 ENE
DRI A FEARMER T O ICHED 2 LITRDEVIFELBEL D, L, ZDRM
(X, GDPR O M EA i FHFEHH 23 F AR WEHRNZOW T EU S84 O8 B (SRR 7 22
BE#TLOTITRY,

19.G29 WP169 - Opinion 1/2010 on the concepts of "controller" and "processor", adopted on 16 February 2010 and
under revision by the EDPB.

WP169 - MEFELE | & HAEE | OBESICBET 28 AE (1/2010) (BR#: 201042 7 16 H, EDPBIZ &
DAEIEH)

20 Charter of Fundamental Right of the European Union, 2012/C 326/02.

EU JAHKERE T, 2012/C 326/02
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2 APPLICATION OF THE TARGETING CRITERION — ART 3(2)
2P REMEDE A - B 3RFE 2 HE

The absence of an establishment in the Union does not necessarily mean that processing activities by
a data controller or processor established in a third country will be excluded from the scope of the
GDPR, since Article 3(2) sets out the circumstances in which the GDPR applies to a controller or
processor not established in the Union, depending on their processing activities.

EU BNITHLE AN Z L, T LB _FIClR 2 A+ 57 — 2 EHE UTLHEE I
£ 2 BURIEE) Y GDPR O HIPHSN & 70 5 Z L 2 FR L2V, 728 b, 28 3 45 2 N
EU SANIZ LD 72\ WV B SRR |26k L, BRI ENICIG U C GDPR MM S5 %s
fZEDTNDINHTHD,

In this context, the EDPB confirms that in the absence of an establishment in the Union, a controller
or processor cannot benefit from the one-stop shop mechanism provided for in Article 56 of the GDPR.
Indeed, the GDPR’s cooperation and consistency mechanism only applies to controllers and
processors with an establishment, or establishments, within the European Union??.

ZDEIZOWT, EDPB %, BU SNICHLED ZRWGE . B ERE XALHRH 1L GDPR % 56
EMEDDV ARy TV ay TORMABICLDBEEZ T L ENTERNT & AR
L T2, FEE GDPR D) AT =X L JO—EMEA T = X LT BUBNIZ 1 Sl Eo#L
REHTLERE R ONBREFE OB S D 2,

While the present guidelines aim to clarify the territorial scope of the GDPR, the EDPB also wish to
stress that controllers and processors will also need to take into account other applicable texts, such as
for instance EU or Member States’ sectorial legislation and national laws. Several provisions of the
GDPR indeed allow Member States to introduce additional conditions and to define a specific data
protection framework at national level in certain areas or in relation to specific processing situations.
Controllers and processors must therefore ensure that they are aware of, and comply with, these
additional conditions and frameworks which may vary from one Member State to the other. Such
variations in the data protection provisions applicable in each Member State are particularly notable
in relation to the provisions of Article 8 ( providing that the age at which children may give valid
consent in relation to the processing of their data by information society services may vary between

13 and 16), of Article 9 (in relation to the processing of special categories of data), Article 23

21 G29 WP244 rev.1, 13th December 2016, Guidelines for identifying a controller or processor’s lead supervisory
authority - endorsed by the EDPB.

EDPB (Z & 0 KGR Sz G29 WP244 rev.1 - B B SUFALEEE O EEERBIO R EICBT 20 A4 T A~
(BRIR - 2016 4 12 7 13 H)
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(restrictions) or concerning the provisions contained in Chapter IX of the GDPR (freedom of
expression and information; public access to official documents; national identification number;
employment context; processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes; secrecy; churches and religious associations).
KITA FZ A % GDPR OHPRAYE HFEPH 2 AMEC T2 2 L2 HE LT\ %5725, EDPB
B BEE K OEE DY EU SUIMEE O S EFHNESTREMNER L, ZOMOEMLE 6%
BT DMEND DL b L2V, FEER. GDPR O OKEIL. FEDDEIZIBNT
XATHFE OB S I BEE LT, MEE N EMOEMAEEZEAL, EFRE L~V TR T —
ZRBEOMAAHEED D Z L HROTND, LI - T, BEHE LOWIE L, IR ERH
THRRY DD, ZOLD RBIMORMONA A 2 IR L, T LT iuidzbien,
%m%l BOTHEHRH D Z DL D727 =2 REREIZ SV TOEWL, $FI2 GDPR O
& (FELMERESY —ERIZB T H28COT —Z ODBRBWICE L THOZRFEEZ
#é:&ﬁf%éﬁ%%nﬁm%nﬁmwﬁfmwé:kﬁf%ékﬁﬁbfmé)
& (Rl 07T — 2 OBHRWIZET 2 80E) . 55 23 & (HilR) X35 9 =i aihé
BE (RAMCEREOHH - ALE~ORKOT 78 A - EREES - EH O
2« NLORIZRICIR T 2 RE AR, BoEsids U IIELHRA O B SUIHETO B - 5F
WS - B2 R OFERHHRICET HBE) ICBWTHETH D,

Article 3(2) of the GDPR provides that “this Regulation applies to the processing of personal data of
data subjects who are in the Union by a controller or processor not established in the Union, where
the processing activities are related to: (a) the offering of goods or services, irrespective of whether a
payment of the data subject is required, to such data subjects in the Union; or (b) the monitoring of
their behaviour as far as their behaviour takes place within the Union.”

GDPR % 3 &85 2 HIZIRD L O IWTHE LT\ D, JIRGGFE)PLL T & BT S 56, AHHA
(2, EU B RRT DR 0V EPEZ K IFALPEZIE S EU ey D 7 — 5 FARDIIN 7 — 5 DI
HONCHEH SRS, @) F—FEEDELPER IS 0502 T EU DT
—ZERICAS TS Wi XLV — EX DR, KT (0) T —F ZEDTTEI I EU N T
NEEDTHESIRY, EDITEIDENL, |

The application of the “targeting criterion” towards data subjects who are in the Union, as per Article
3(2), can be triggered by processing activities carried out by a controller or processor not established
in the Union which relate to two distinct and alternative types of activities provided that these
processing activities relate to data subjects that are in the Union.. In addition to being applicable only
to processing by a controller or processor not established in the Union, the targeting criterion largely
focuses on what the “processing activities” are “related to”, which is to be considered on a case-bycase

basis.
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The EDPB stresses that a controller or processor may be subject to the GDPR in relation to some of
its processing activities but not subject to the GDPR in relation to other processing activities. The
determining element to the territorial application of the GDPR as per Article 3(2) lies in the
consideration of the processing activities in question.

EDPB (3, & HE SUTEE 3, £ OBRIEE O —#BIZB LT GDPR D& & 725 580
DN, MMOTRIEENE L T GDPR OMRLRLRNEENRH D Z L2l d 2, # 3
&5 2 HIZE®D % GDPR OHBEAE ] OWREEFR 1T, R & 72> T 2 BURTEBI OREHT
oL

In assessing the conditions for the application of the targeting criterion, the EDPB therefore
recommends a twofold approach, in order to determine first that the processing relates to personal data
of data subjects who are in the Union, and second whether processing relates to the offering of goods
or services or to the monitoring of data subjects’ behaviour in the Union.

L7ehio T, R ZEH SR AW D5, 28— I2Hdk 2y BU o7 —
S EROEANT =2 BT 20D THD I E 2R L., IRV BU BN O
L3y —e 20T EU N 0T — 5£W®ﬁ@@yﬁ BET 5D Th D%
B9 27-®I2, EDPBIZ_HOT 7 r—F @)% T 5,

a) Data subjects in the Union

a) BUN DT — & £k

The wording of Article 3(2) refers to “personal data of data subjects who are in the Union”. The
application of the targeting criterion is therefore not limited by the citizenship, residence or other type
of legal status of the data subject whose personal data are being processed. Recital 14 confirms this
interpretation and states that “[t]he protection afforded by this Regulation should apply to natural
persons, whatever their nationality or place of residence, in relation to the processing of their personal
data”.

HIRE 2T BV MAD T —=Z DN T =5 L) FVEILICAR>Tn S, L
oo T, EREREOR AT ERME, B, Z2ofEAT =2 AR b Tnd 7 —
H FROIERHIALIC K- THIR S LD 2 LidAevy, miSCH 14X Z OMRA KR L., KO
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This provision of the GDPR reflects EU primary law which also lays down a broad scope for the
protection of personal data, not limited to EU citizens, with Article 8 of the Charter of Fundamental
Rights providing that the right to the protection of personal data is not limited but is for “everyone”?2,
GDPR & Z OIUEL, AT — & ORFEIZET 2HFIIRE ST IAL) A9 25 L8
ET DEAMERFEIR? L LB, EUNRIZIRSG THAT — & OB 2 18 A < 3%E
LTW% EU DEEMEEZ KL TV 5,

While the location of the data subject in the territory of the Union is a determining factor for the
application of the targeting criterion as per Article 3(2), the EDPB considers that the nationality or
legal status of a data subject who is in the Union cannot limit or restrict the territorial scope of the
Regulation.

T —Z ERD BU BRI D 2 L35 3 45 2 HIZHA S SRR E A N I D BROIRER)
7R T 575, EDPB 13 EU BN D7 — % FARDEFE ITIERIHIALIZ & > T GDPR Dt
PR3 R 2 ISR SUTIRET 2 Z ENTERNEB R D,

The requirement that the data subject be located in the Union must be assessed at the moment when
the relevant trigger activity takes place, i.e. at the moment of offering of goods or services or the
moment when the behaviour is being monitored, regardless of the duration of the offer made or
monitoring undertaken.

EU HNIZW D 7 — & TR & 5 BRI OARYL & 70 2 BIEEEh M T DAL RE s, 3772
DHYE T — B R DR B o TR SSUIATEI R ER SN TV SRR TRMI L 22 1T
Tl brauy, Zpds, RAHIRCEAMIRITM D20,

The EDPB considers however that, in relation to processing activities related to the offer of services,
the provision is aimed at activities that intentionally, rather than inadvertently or incidentally, target
individuals in the EU. Consequently, if the processing relates to a service that is only offered to
individuals outside the EU but the service is not withdrawn when such individuals enter the EU, the

related processing will not be subject to the GDPR. In this case the processing is not related to the

22 Charter of Fundamental Right of the European Union, Article 8(1), « Everyone has the right to the protection of
personal data concerning him or her”.

EU JEAMEE RS 8 5555 1 T [T A S B CICBBRT AT — 2 ORI T DR 2 A9 5 1,
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intentional targeting of individuals in the EU but relates to the targeting of individuals outside the EU
which will continue whether they remain outside the EU or whether they visit the Union.

L L7235, EDPB (3, ¥ —tE XDORMICEEST 2 BRiEEICE L T, ZoBEE. X
PPN SUIBREAIC TR <. BRMIC BU SNOBEAZ ¥ —7 > ~ &3 5158 % B
ELTNDEBEZTWD, LER-ST, ZOHRFBVD EU BEOFE A O L2t S 5
—EREEL TS bOD, ZOH—E 20, BFEAN EU NI AET BRI IE
ENRVEEITIE, T ORI DB T GDPR OXfR LR L2, ZOHA, TOEHK
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- TH BU Z#M L THilkked 2 BEUBSNDOEA~D Z =577 ¢ o 7IZBE S 5,

Example 8: An Australian company offers a mobile news and video content service, based on users’
preferences and interest. Users can receive daily or weekly updates. The service is offered exclusively
to users located in Australia, who must provide an Australian phone number when subscribing.
An Australian subscriber of the service travels to Germany on holiday and continues using the service.
Although the Australian subscriber will be using the service while in the EU, the service is not
‘targeting’ individuals in the Union, but targets only individuals in Australia, and so the processing of]
personal data by the Australian company does not fall within the scope of the GDPR.
£ 8 A—AFZ VT ORMIT, 22— =D R OBELICESE, EAAM =2 —X
LOCTHars oy —e Rz LTS, 22— —i, BH IEEEH 22T 5
TENTE D, ZOYV—E AT, A=A TV THEEDA—F—ZORRM s, =—F
—IEFRFCA =2 T U T OEFER TR LTI bRy, oy —v 204 —
%b7)7@%m IRBIC RA Y ICHAITL, —E2ORMAEMET 5, A—A LTV
T OREFEH 1L EUBANIC W SRS —E XA 2R 528, ZO%—E X T EUBRNOME A%
(B =T 47 THOTIERL, A=A RNTUTOEANDOHLEZ—F v NeT 57
O, A=A LTV T ORI K DHEANT — X OEHRE, GDPR OFIPAN & 13722 5 720,

Example 9: A start-up established in the USA, without any business presence or establishment in the
EU, provides a city-mapping application for tourists. The application processes personal data
concerning the location of customers using the app (the data subjects) once they start using the
application in the city they visit, in order to offer targeted advertisement for places to visits, restaurant,
bars and hotels. The application is available for tourists while they visit New York, San Francisco,
Toronto, Paris and Rome.

=B 9 : KETHLAZA L, EUMRNICM S OFEEFTPRA LA L TORNVARZ =T v
EEPBOCERTICHIXNT 7Y r—va v 2R LTWD, 20770 r—r a3,
M#E (F—2FK) BT Ry 70 r—ya CEFIHT 5 &, B, L2 b
T RN RTNAVREDGEINIG LY =7y MREZEET 720, R7 7Y r—
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The US start-up, via its city mapping application, is specifically targeting individuals in the Union
(namely in Paris and Rome) through offering its services to them when they are in the Union. The
processing of the EU-located data subjects’ personal data in connection with the offering of the service
falls within the scope of the GDPR as per Article 3(2)a. Furthermore, by processing data subject’s
location data in order to offer targeted advertisement on the basis of their location, the processing
activities also relate to the monitoring of behaviour of individuals in the Union. The US start-up
processing therefore also falls within the scope of the GDPR as per Article 3(2)b.

KEDASZ— 7 v I E¥F, W7 7Y r— a2 LT BUBN (T7hbb, U
n—<) OEAN%Z, BUBWNIZWDEANIH L TEO—Ev 2252 2@ LT, &
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EDALZ— 7T v TRFEOZOERPNE, 553585 2H Db DED D GDPR OFEPHNICE 72
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The EDPB also wishes to underline that the fact of processing personal data of an individual in the
Union alone is not sufficient to trigger the application of the GDPR to processing activities of a
controller or processor not established in the Union. The element of "targeting" individuals in the EU,
either by offering goods or services to them or by monitoring their behaviour (as further clarified
below), must always be present in addition.

F7-. EDPB |¥. EU HNOBEADEAT —& ZHB O H>TW\5D &I FEELT TIE, EU
SR Z LA D 72 WVE B SUTALERE O i 2% L GDPR Z 42 DIZ 53 TR 2
LaMF LIV, WA LIV — R 2R 25 2 L ITHEERT L2 L1 kY
EUBKNOEANE [Z—727 > RELTWD ] (“targeting”) &9 R (LLFTE HIZHMEIZ
WARL) ITFIZ B EBDETHEE L RITITR B0,

Example 10: A U.S. citizen is travelling through Europe during his holidays. While in Europe, he
downloads and uses a news app that is offered by a U.S. company. The app is exclusively directed at
the U.S. market, evident by the app terms of use and the indication of US Dollar as the sole currency

available for payment. The collection of the U.S. tourist's personal data via the app by the U.S.

company is not subject to the GDPR.
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Moreover, it should be noted that the processing of personal data of EU citizens or residents that takes
place in a third country does not trigger the application of the GDPR, as long as the processing is not
related to a specific offer directed at individuals in the EU or to a monitoring of their behaviour in the
Union.

SHIZ, FH=ETEUMRXITIEUEEEOBEANT —Z OBV ATTHOTWD Z &1, 7
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Example 11: A bank in Taiwan has customers that are residing in Taiwan but hold German citizenship.
The bank is active only in Taiwan; its activities are not directed at the EU market. The bank's
processing of the personal data of its German customers is not subject to the GDPR.
HH 1L BEICH DETITEEEITFREL TODD R Y O RMEEZ A L T HEIE D
%5, SUTIEIRB TOHFEEZIToTEBY . ZOEEL BU T b Ty, Zo
HUTIZL D FA Y OBEEDOENT — 2 OB ML GDPRILEAH S 7z,

Example 12: The Canadian immigration authority processes personal data of EU citizens when
entering the Canadian territory for the purpose of examining their visa application. This processing is
not subject to the GDPR.

BHH 12 . H S X OHAFEEHFIT, YR LR T 5T, BU iTRA S T FICAE
TOBRICZDBAT =2 WY Hi>TD, OB TIE GDPRITEH S 41780,

b) Offering of goods or services, irrespective of whether a payment of the data subject is required, to
data subjects in the Union
b) 7 —Z RO AN NNER SN L B 22 D3, EU SN O 7 — 2 ZRITHS 2 P0in
XiFH— v A0k

The first activity triggering the application of Article 3(2) is the “offering of goods or services”, a
concept which has been further addressed by EU law and case law, which should be taken into account

when applying the targeting criterion. The offering of services also includes the offering of information
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society services, defined in point (b) of Article 1(1) of Directive (EU) 2015/1535% as “any Information
Society service, that is to say, any service normally provided for remuneration, at a distance, by
electronic means and at the individual request of a recipient of services”.
FIRE2HOBEMIZORND 1 DAOEHL T —v 20l ¢hs, Zo
BERIT EU L OIBNRE TERMIICE RGN TE TR Y | ERAEZEH T 2BRICEE T
ETHD, - RAORMIIIFHFHRES Y - 2AD0RME L FEND, FHRES - 20T,
85 (EU) 2015/15352 D% 1 555 13 (b) IZBWC, [lFHR=Y— X, DF D, di
(THE T, BFHITFEIZL Y, BRI T, V— EXFHIE DM 4 DERIZIS U THE
ISP —EX) EEZESN TN D,

Article 3(2)(a) specifies that the targeting criterion concerning the offering of goods or services applies
irrespective of whether a payment by the data subject is required. Whether the activity of a controller
or processor not established in the Union is to be considered as an offer of a good or a service is not
therefore dependent whether payment is made in exchange for the goods or services provided?.
F3RE2H (a) 13, WXV —E ADORMICE T DARAIEREIL, T —F FERDOSHA
MEREN DG ZMbTEA SN Z LML TS, LeA-> T, EUBNIZHL
JRDTRNVE B SATEEE OTEE 30 T — B R DR H 7= 5 i oE, ks
Wi AT — B AT il 23 3 AL D I A LR BRI 2 4

Example 13: A US company, without any establishment in the EU, processes personal data of its
employees that were on a temporary business trip to France, Belgium and the Netherlands for human
resources purposes, in particular to proceed with the reimbursement of their accommodation expenses
and the payment of their daily allowance, which vary depending on the country they are in.

In this situation, while the processing activity is specifically connected to persons on the territory of
the Union (i.e. employees who are temporarily in France, Belgium and the Netherlands) it does not
relate to an offer of a service to those individuals, but rather is part of the processing necessary for the
employer to fulfil its contractual obligation and human resources duties related to the individual’s

employment. The processing activity does not relate to an offer of service and is therefore not subject

to the provision of the GDPR as per Article 3(2)a.

2 Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a
procedure for the provision of information in the field of technical regulations and of rules on Information Society
services.

BARHLR D53 B K OME At ¥ — B A BEE S O3 BB 1T 2 MR FRi 4 E» 2 201549 7 9 H DRK
NS K OB 484 (EU) 2015/1535/EU

24 See, in particular, CJEU, C-352/85, Bond van Adverteerders and Others vs. The Netherlands State, 26 April 1988,
par. 16), and CJEU, C-109/92, Wirth [1993] Racc. 1-6447, par. 15

Bz, 198844 A 26 H CJEU, C-352/85. Bond van Adverteerders and Others vs. The Netherlands State, /37
777 16, LOVCIEU, C-109/92, Virth [1993] Racc. 1-6447, /X7 75 7 15 &,
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HH) 13 1 EU AICHLE O VKB OSEE, 7T VA, S =R T o H IR
WCHBR LB @A T — 2 %2, AFEHANT, FICEPEOLWRLEOCAEY (&
FEIZE->THERR D) O WEED LT, B H, ZO%HE. TORIIEEIT, FFiZ
EUBNIZWDE (DFD, —RIZT T A, XAFXF—=ROFT VX0 LHEER) 128
HLTWDR, ENHOEA~DOY—EZDORM & IIBRA 2, LA EHENZOME
AN 255 EOF#BE R CANE EORE 2 RI- T 72O BE RO —ET
H5, ZORPIEENL, V—E AORMEITEREN R, LI > TH 3 &5 2 1 a lZE
¥ % GDPR OHIE DX L1372 5720,

Another key element to be assessed in determining whether the Article 3(2)(a) targeting criterion can
be met is whether the offer of goods or services is directed at a person in the Union, or in other words,
whether the conduct on the part of the controller, which determines the means and purposes of
processing, demonstrates its intention to offer goods or a services to a data subject located in the Union.
Recital 23 of the GDPR indeed clarifies that “in order to determine whether such a controller or
processor is offering goods or services to data subjects who are in the Union, it should be ascertained
whether it is apparent that the controller or processor envisages offering services to data subjects in
one or more Member States in the Union.”
Hi 3555 2 (o) OREREIEIZEEL TV D a2 Al 5 BRIZEHG 3~ E Bl o HEE e
WHE L LT, Wi UT T — B AR BU BN OEAIZET DN TWD 0, S0z b
2513, BV OFER OB EZRET 2EBHEMOITA2 EU MANOT — X ERICKH
Wi X FY — EADREDOEHEZ R L TWDH, Ndb b, FEE. GDPR AICE 23 HIZ,
EU By D 7 — 5 FARICH L TED L 9 70 BRI KITAEEZ D35y K IEV— EX 24 L
TS PGP EFIFT S 72012, EU By D— X I ER DONGE D 7 — % TR L TED
B KNTOPEZ D3V — EX FIEHE L L 0 & T BB 1702 E 5 &8 L7217
520 ) EBPRLTWD,

The recital further specifies that “whereas the mere accessibility of the controller's, processor's or an
intermediary’s website in the Union, of an email address or of other contact details, or the use of a
language generally used in the third country where the controller is established, is insufficient to
ascertain such intention, factors such as the use of a language or a currency generally used in one or
more Member States with the possibility of ordering goods and services in that other language, or the
mentioning of customers or users who are in the Union, may make it apparent that the controller
envisages offering goods or services to data subjects in the Union.”

S OICRTEIL, [HICEPE, WPEE K ITE DTN EE D EU A D Web #1 ~, &7 X
— T N LR KTEDMDEFELNZ T 2 EXTES L0 9 2 E, Kt BHEDPULE T
SHE=HIZH D T—IRAN I S5 TS FHPREM I TS L5 Z &7 TIE, €
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DI 5 R B EF R T B 72 DIZ1F A0 T 505, — X ITHEE DN E P T—HRATIZ I 0
LN TS E#HEREEZ I TEHEFD F 75 & S aa K N — EXDIEX I TES Z
& X/t BU BANIZ ) SHBE X IZFIHEIZET 3 ERPH S EE 0ok 5 REE
1%, CDOEPEE D BU YD 7 — 5 FIRIZS) L Tt X 1F— EXDIRHEFFEEL T s
SEFHEIZL 53 DTHS, ) EFFELTVD,

The elements listed in Recital 23 echo and are in line with the CJEU case law based on Council
Regulation 44/2001% on jurisdiction and the recognition and enforcement of judgments in civil and
commercial matters, and in particular its Article 15(1)(c). In Pammer v Reederei Karl Schliter GmbH
& Co and Hotel Alpenhof v Heller (Joined cases C-585/08 and C-144/09), the Court was asked to
clarify what it means to “direct activity” within the meaning of Article 15(1)(c) of Regulation 44/2001
(Brussels I). The CJEU held that, in order to determine whether a trader can be considered to be
“directing” its activity to the Member State of the consumer’s domicile, within the meaning of Article
15(1)(c) of Brussels I, the trader must have manifested its intention to establish commercial relations
with such consumers. In this context, the CJEU considered evidence able to demonstrate that the trader
was envisaging doing business with consumers domiciled in a Member State.
AISCER 23 HCTHIT BTV D EFRIT, REFEXRORHFFSR T 2 B0 EEE M O OBIT
(2RI 2 BRI 44/2001%°, FRCIRIBLHIES 15 555 1 (o) (25 < CIBU OHIBITAIC
AT 2HOTHY, N> TW5, Pammer v Reederei Karl Schliiter GmbH & Co and
Hotel Alpenhof v Heller (Joined cases C-585/08 and C-144/09)(Z33\ T, #HIFTIZFRAI 44/2001
(Z YV =zt | A B155KF1H (¢) 2B D [HEEZET 5] (direct activity) | @
HWEHLNZT DL oK b, HHFTE, 7V 2 v THAE 15 &5 1H (o)
WZBWT, BMAPHCOEEBZHEEDNEET 2 MBEICEHZ MWD
(“directing”) LB XD LN TELMENEHW T H7-DITIE, AR Z O X D 2
HEWELOBBREBEST 2B EZR L TWRITERSRVEHIR LT, ZOIRICE
WT, CIEU (., BADINEEICEET 2HEE ST -HELRHAT L2 2/-MELT
We 2 EERFEAT S Z T E DREIL A FRET LT,

While the notion of “directing an activity” differs from the “offering of goods or services”, the EDPB
deems this case law in in Pammer v Reederei Karl Schliter GmbH & Co and Hotel Alpenhof v Heller
(Joined cases C-585/08 and C-144/09)® might be of assistance when considering whether goods or

25 Council Regulation (EC) No 44/2001 of 22 December 2000 on jurisdiction and the recognition and enforcement of

judgments in civil and commercial matters.

REFERCHEFHFIC I T 2 FHEEEN O HH 0 &L CBITICEE S % 2000 47 12 A 22 H 0 A4
(EC) No 44/2001

26 1t is all the more relevant that, under Article 6 of Regulation (EC) No 593/2008 of the European Parliament and of

the Council of 17 June 2008 on the law applicable to contractual obligations (Rome I), in absence of choice of law,
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services are offered to a data subject in the Union. When taking into account the specific facts of the
case, the following factors could therefore inter alia be taken into consideration, possibly in
combination with one another:

MEEZ AT TS EWHIHERIT T U — B A0t L3R 528, EDPB I3,
Pammer v Reederei Karl Schliiter GmbH & Co and Hotel Alpenhof v Heller (Joined cases C-585/08
and C-144/09)* (23517 2 HIBEIX EUKN O 7 — % ERIZH 5 UT— 2 284 L T\ %
INEPERRTT OBROBEIZRY 9D LEXD, Leho> T, ZORKR B OFREE
BEELIELGA. U TOERZ, AETHNITHARDOE T, BETLHI LN TE D,

- The EU or at least one Member State is designated by name with reference to the good or service
offered;

- BT DY IV — B RICE LT DB, EU X372 < &b 1 SDOMBEEO4PRE
fisnTns,

- The data controller or processor pays a search engine operator for an internet referencing service in
order to facilitate access to its site by consumers in the Union; or the controller or processor has
launched marketing and advertisement campaigns directed at an EU country audience

- T B EEEE L ITBRE D, EUBKNOWMEFIZED Web ¥ A h~DT 7 Z R 2T
el v A=y N7 7 Ly I = AORMIi A R T v ¥ FEF I -
TWa, X, EHEEA L ITREFED EUMBENO NIZmT e~y —FT 4 v 7% v v
N RIREF v X AR L TSN E DD,

- The international nature of the activity at issue, such as certain tourist activities;

-BOFEER L ML 725 TODIEE) O [FE B,

- The mention of dedicated addresses or phone numbers to be reached from an EU country;

- BU M EAN S8 T 2 F MO 7 B LA XTEEE 75 O,

- The use of a top-level domain name other than that of the third country in which the controller or
processor is established, for example “.de”, or the use of neutral top-level domain names such as
“eu”;

- Ndey 7o & EHAILHZDNSZATLHE_EHOLOLUSND kT LL R AL
YO, ST Teu) 728, LR by T LUV RAAL O,

- The description of travel instructions from one or more other EU Member States to the place where

the service is provided;

-1 303D EUMBEED S ¥ — B 22l £ TOBE RN DR,

this criterion of “directing activity” to the country of the consumer’s habitual residence is taken into account to
designate the law of the consumer’s habitual residence as the law applicable to the contract.

2008 £F 6 7 17 H OFGRIEH I S D IEICBE T DB S R O B2 BRI (EC) 593/2008 (v —~ 141
A % 6 RICKDIEOBRD WG E . WHEDNEET DEEZ WEHZMT TOD ] &0v ) BEETHEE
WEET 2 EOEEROMEIEIHET DEICEB SN D &0 ) JUIT R Y —EBEEN S 5.,
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- The mention of an international clientele composed of customers domiciled in various EU Member
States, in particular by presentation of accounts written by such customers;

- Bk % 72 BUMBAENC ST 2R THAL S N 5 BEBRR 2 58K 2 OW T, FRHI00 D%
PNENREZBH T 2L TERTDI L,

- The use of a language or a currency other than that generally used in the trader’s country, especially
a language or currency of one or more EU Member states;

- FELFOETEEHHINTVD OO SEFEXITEE, R 1 D XI3EH O EU K
EOFHENIT@EZMEHALTND 2 &,

- The data controller offers the delivery of goods in EU Member States.

— 2 FHE S EUMEERN T ORLEZIT> TV Z &

As already mentioned, several of the elements listed above, if taken alone may not amount to a clear
indication of the intention of a data controller to offer goods or services to data subjects in the Union,

however, they should each be taken into account in any in concreto analysis in order to determine

whether the combination of factors relating to the data controller’s commercial activities can together
be considered as an offer of goods or services directed at data subjects in the Union.

TR L TWH LB, EROERIZHOWVWT, BMTIET —ZEHHEIZ EU NOT —2 &

R I — B A Z BT 2BH DB S D Z L 2HLNITRT I ENTERVWLEA TS,
T — X EEE O EIEENC BT 2 BER A HAG DY 5 2 & T BU MNOT — & ERICn

T TSI —EAZRE L TND EBEZ DL LN TEDNENEHW T 57201z, A
AT N T, EREOENENDERZEE T XETH D,

It is however important to recall that Recital 23 confirms that the mere accessibility of the controller's,
processor's or an intermediary's website in the Union, the mention on the website of its e-mail or
geographical address, or of its telephone number without an international code, does not, of itself,
provide sufficient evidence to demonstrate the controller or processor’s intention to offer goods or a
services to a data subject located in the Union. In this context, the EDPB recalls that when goods or
services are inadvertently or incidentally provided to a person on the territory of the Union, the related
processing of personal data would not fall within the territorial scope of the GDPR.
712U, BIUSCES 23 TEAN, HUCHEESE | B SUTE O RIITEHR O EU BN D Web Y1 -
W77 8ATELZ L, Web A b RIZEF A =T FURELIIMEFRXIIEER 24
HLTWARWERSESZGH L TWD I EiE, ZRAKTIE, BEUBNO T — % FRICW
XY — B R AR 2 MK A E A TN ENA LTV D Z & &I T DRl E LT
FEFATIERNWILZMRL TV OIREMET LI ENEETH DL, ZOIRIZENT,
EDPB (&, Pih EY — B AR IS SUIE IR EUNOZ IRt s iz e B
DA T —# OB L GDPR OHIBRHEHIFHICE Ehn 2 & 28T 5,
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Example 14: A website, based and managed in Turkey, offers services for the creation, editing,
printing and shipping of personalised family photo albums. The website is available in English,
French, Dutch and German and payments can be made in Euros. The website indicates that photo
albums can only be delivered by post mail in France, Benelux countries and Germany.

B 14 braz At U ML a TEESATOD Web 1 B2, XIS A2 <A X
UTEHIRGET VS LR, ik, HIRlL T 20— X 2Rl L Tnd, 20 Web
YA MIFEFE, 7T U ARGE AT U HFE. FAYVETHAMETHY . W Fa2—e T
T& %, Web A FTIZ, BETAANLIERTT T A, XRVT ZFEE KA Y DR
WCBETE D LRis LTV D,

In this case, it is clear that the creation, editing and printing of personalised family photo albums
constitute a service within the meaning of EU law. The fact that the website is available in four
languages of the EU and that photo albums can be delivered by post in six EU Member States
demonstrates that there is an intention on the part of the Turkish website to offer its services to
individuals in the Union.

ZOHE, BRI AE A RLEFERGET VS LAOER, Mg, AT BU BB
DY —EAZHRLTND Z LI BN THD, Web¥ A F2NEUD4S5ETHITAWHRETH
V. GETANLNIEET 6 >0 EUMEEICAEETE 5 W) FERIT, brad Web &
A MUZ BU BNOE A LACOS—ERAZMT2EMNBH D Z & 2 LT
Do

As a consequence, it is clear that the processing carried out by the Turkish website, as a data controller,
relates to the offering of a service to data subjects in the Union and is therefore subject to the
obligations and provisions of the GDPR, as per its Article 3(2)(a).

ZOfER, Prad Web A T —ZEHE L L TT> T BHRWIE EU BNO T —
ZERIKT 2 —EADRMLICEEL TBY, LeRn->T, HIFHE2H (a) ITHESE
GDPR D385 Kk OCBUE DI 251 %

In accordance with Article 27, the data controller will have to designate a representative in the Union.
27 RICEE, T2 EHEFIT EUBNICE T 2REAZEE L 2TNE R Rn L
272 %,

Example 15: A private company based in Monaco processes personal data of its employees for the
purposes of salary payment. A large number of the company’s employees are French and Italian

residents.
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H=H] 15 ) 3 LA L T 5 RIEESREG OBV E B E LTREROBEAT —4
EIROFH->TND, ZOREOHEBDELIZTITVAKRVA XY TIZEFELTVS,

In this case, while the processing carried out by the company relates to data subjects in France and
Italy, it does not takes place in the context of an offer of goods or services. Indeed human resources
management, including salary payment by a third-country company cannot be considered as an offer
of service within the meaning of Art 3(2)a. The processing at stake does not relate to the offer of goods
or services to data subjects in the Union (nor to the monitoring of behaviour) and, as a consequence,
is not subject to the provisions of the GDPR, as per Article 3.

ZOHE, EEMTOTOLIERWNET 7 AROA Z VT OFT —F ZRICEES 5 6 D
TH 205, WX IV —E ZADRFEOBRIZE N TITOA TV D b DO TIERW, FEEIZ,

FEEOMREICE DGOV EEZO T, AFFHITHE 3IXH 2H () BTV —1
AP L EZ D Z LIFTE RV, MEICR > TW DBV EU BN O T — & KIS
TOWMXT Y —EZORBICEEL TE LT (X, ITHOERICHEEL T,

ZORER, 3 KICESE GDPR OMUEDE A %1 720,

This assessment is without prejudice to the applicable law of the third country concerned.

B, ZOHMHIEE T A SEHOEOEMA T 5 O TIERV,

Example 16: A Swiss University in Zurich is launching its Master degree selection process, by making
available an online platform where candidates can upload their CV and cover letter, together with their
contact details. The selection process is open to any student with a sufficient level of German and
English and holding a Bachelor degree. The University does not specifically advertise to students in
EU Universities, and only takes payment in Swiss currency.

B 16: Fa—V vy ElZHDAL ZADKREN, 2 TA T Ty b7 +—L&2FH LIE
LHREORET A &L FIF WD, ZOF T4 0T Ty N7 — AT, EEE
WAL L & BICBEER OO N—VZ—%2T v 7 u—RRT5ZLRTED, N VGE
FEEDRNIN T THVFEFZAL TV LOFATHIUTHETHERE S m AICBINTE
Do ZORFIE BU ORFOFEZMITZELRZRHFICLTEL T, WIFAAL A0l E
DIETRHTUND,

As there is no distinction or specification for students from the Union in the application and selection
process for this Master degree, it cannot be established that the Swiss University has the intention to
target students from a particular EU member states. The sufficient level of German and English is a
general requirement that applies to any applicant whether a Swiss resident, a person in the Union or a

student from a third country. Without other factors to indicate the specific targeting of students in EU
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member states, it therefore cannot be established that the processing in question relates to the offer of|
an education service to data subject in the Union, and such processing will therefore not be subject to
the GDPR provisions.

Z OE LIS T S ML S 7 e A TlE EU BN OS24 %2 KBIDUIFEE LT
Wiz, $FED EU MREOFHAEE X —7y b T HEMEAAL ZADRENFLTND L
THILFTERY, N YRELEFREOTIREEN LD DITAAL ADIREETH 5,
EUBMNOZE ThH 50, H_EOFAETHL0a2Mbd ., EoMEEIZHEH S5 —kY
REMTHD, LIeh->T, EUMBEEOFREZRCY =7y ML TV Z & &R o
ERN WA, REIZ > T D ERWA EU INO T — 2 BRICRHT 2 HE T — 2 X
DRMUCEEL TV L9252 81T TET, 2202 Bdl\ % GDPR OBUE D 2% 17 72
VY,

The Swiss University also offers summer courses in international relations and specifically advertises
this offer in German and Austrian universities in order to maximise the courses’ attendance. In this
case, there is a clear intention from the Swiss University to offer such service to data subjects who are
in the Union, and the GDPR will apply to the related processing activities.

Flo. A ZORFEIEBRBEKRICET 2~ —a—2 &2 kL Tk, a—202E %
OO RV EFA—A P TORFETIOI—AZFHNICELRLTWND, D5
By BUBRNOT — 2 TR LY —E 22246925 L0 9 B 7R B &2 A A A DREFEN
ALTHY ., B 2 MERIESNIC GDPR SiEMH S5,

¢) Monitoring of data subjects’ behaviour

)T — X FARDITEN DA,

The second type of activity triggering the application of Article 3(2) is the monitoring of data subject
behaviour as far as their behaviour takes place within the Union.

BIKB2EOMAE bT-bT 2 0HO XA TOE®IE, EUBNTIThbh T\ 57 —4 &
ROITENOEATH 5,

Recital 24 clarifies that “[t]he processing of personal data of data subjects who are in the Union by a
controller or processor not established in the Union should also be subject to this Regulation when it
is related to the monitoring of the behaviour of such data subjects in so far as their behaviour takes
place within the Union.”

RTSCER 24 BIFKR DO E BV BPIR LT\ D, EU BAICHLE D720 VEPEZ X IFAPEEIZ L 5
EU DT — 5 FEDIGN 7 — 5 DIRIR T, E DL 58T — 5 FEDITE)DEH & B
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T ELGHNCHENTH, DT —FELRDITE)D EU N TITHIE b D THIRY, K
HRNIZ R X 7220700272 5 72200, )

For Article 3(2)(b) to trigger the application of the GDPR, the behaviour monitored must first relate
to a data subject in the Union and, as a cumulative criterion, the monitored behaviour must take place
within the territory of the Union.

FHIRE2H (b) I2XY GDPR 2@+ 2%a. £9, BERSNATHH1TEIN EUBN O
T ERIZEEL TWRITNITR SR, £, BEEMREEL LT, BEfHshTnD
TEI2Y EUIN TITOIL TR TR 5720,

The nature of the processing activity which can be considered as behavioural monitoring is further
specified in Recital 24 which states that *“in order to determine whether a processing activity can be
considered to monitor the behaviour of data subjects, it should be ascertained whether natural persons
are tracked on the internet including potential subsequent use of personal data processing techniques
which consist of profiling a natural person, particularly in order to take decisions concerning her or
him or for analysing or predicting her or his personal preferences, behaviours and attitudes.” While
Recital 24 exclusively relates to the monitoring of a behaviour through the tracking of a person on the
internet, the EDPB considers that tracking through other types of network or technology involving
personal data processing should also be taken into account in determining whether a processing
activity amounts to a behavioural monitoring, for example through wearable and other smart devices.
ITENVDEER & B 2 51 2 BAIEE O MEE TR 24 HIZBW TS HICREKfIbE L TEY |

VIR T 77037 — 5 FEDITE)DE L & E R HF 9 BF & HIrd S 750121F, HAA
D77 7o Y T EET BN T DRI FEHTPFE I 415 A REME & 560,
HAND A 5 —F o p ETEIFIATOEE S0, #7112, 7 —F ERIZBET 5 HIEF
ET DD, Kt T —FFERDIINII L IELF, TTEIR O & 2287 X 13 TH55 72812
BEBFE L TS P& MRS LRIV 57200, ) LR ~TW D, BISCH 24 HITA > 7 —x
v b ECEANZBHT S Z I K ITHOEROLICEET 2D TH L2, HAT—X
DR NZES ZOMO Ry B U—7 T, FIZIXT =7 7 TGRS E OfMo 2~
— TN R UT2BH S . BRIEE M TEI OGS S T 2 0G0 2 HIr I DB Ic s
JE3HR&ThoL EDPBIEE X D,

As opposed to the provision of Article 3(2)(a), neither Article 3(2)(b) nor Recital 24 expressly
introduce a necessary degree of “intention to target” on the part of the data controller or processor to
determine whether the monitoring activity would trigger the application of the GDPR to the processing
activities. However, the use of the word “monitoring” implies that the controller has a specific purpose

in mind for the collection and subsequent reuse of the relevant data about an individual’s behaviour

42



within the EU. The EDPB does not consider that any online collection or analysis of personal data of
individuals in the EU would automatically count as “monitoring”. It will be necessary to consider the
controller’s purpose for processing the data and, in particular, any subsequent behavioural analysis or
profiling techniques involving that data. The EDPB takes into account the wording of Recital 24,
which indicates that to determine whether processing involves monitoring of a data subject behaviour,
the tracking of natural persons on the Internet, including the potential subsequent use of profiling
techniques, is a key consideration.

FHIRFE2H (a) OEDLITERD | FHIRFE2H (b) LEIUE 24 HOWTR G, Bl
TEB N BHRIE BN %35 GDPR O IZ D723 5 3d h Al HBE O 7 — & B B X
WEREA D T2 —77F 0 7 OFEIX ] (“intention to targeting”) DA E 72 FEFE 2 B/RAICIT
LTV, 22U, TEH] LW ORI LTS Z Enb, EU BIRNOEAOITE)
(ZBIT 2 BT — Z OWE R O DR OFHIM &9 BARR 72 Bz 7 — 2 & BLE 3 &l
ICEWTWD Z LR L Tnd, EUBNOBEADEANT =2 DA T4 » ETOIE
XTI RN TR THBIIC TEER) LWix D Lid EDPB 135 2 TWLgvy, BEERT —X
OO AR, FHZZOT =2 I L THTEISI I 7w 7 7 4 U & 7 HI 2 % (A
THLZLZMHTOMNEND D, BHITRANT — 2 EEROITEOEHRICEAD L D TH D
NEPEHETT D720, TuT7 7 A ) ZERPRIEH SRR ED, A 47
— Xy FETOBRANDEMNEERZEFERFRHTH L Z & 2R THIE 24 HOXS %
EDPB (Z&JE L T\ %,

The application of Article 3(2)(b) where a data controller or processor monitors the behaviour of data
subjects who are in the Union could therefore encompass a broad range of monitoring activities,
including in particular:

L7eidoC, 7 — 2 EEE TN EIZ LD BU BNOT — % TROITBIOBERICEE 3 &
F20 (b) 2T LB, FICUTO b DEFD, RINOERIEE N GIRIZRY 9 5,

- Behavioural advertisement

-ATENVS =TT 4 TR

- Geo-localisation activities, in particular for marketing purposes

-PLEBHRY -2 RS~ —T T 4 7 HIN)

- Online tracking through the use of cookies or other tracking techniques such as fingerprinting- 27
F=NF 74 T=T VT 4 7R EDZOMDBIEAM AR LA 74 ET
DIBHF

- Personalised diet and health analytics services online

-FUTA DNV F T A RSN BEE R OO ST — A

-CCTV
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-CCTV (PRI T L &)

- Market surveys and other behavioural studies based on individual profiles
-EANDT BT 7 A WAZES < Hilmaid £ OfATEIN A

- Monitoring or regular reporting on an individual’s health status

- 8 A OEERIRARIZ B9 2 B S E 1

Example 17: A retail consultancy company established in the US provides advice on retail layout to a
shopping centre in France, based on an analysis of customers’ movements throughout the centre
collected through Wi-Fi tracking.

BH 17 KEICRSEH T/ Ear P2 s b2y, 77 ADVa vy e T A
—IZX L, Wi-FilC K D882 U CE LRy g vy B 7t 2 =R 2BED
B & 2o LIS RITHED W T, MBIRGEELA 7 U MZBET 27 RS 2274t L T
Do

The analysis of a customers’ movements within the centre through Wi-Fi tracking will amount to the
monitoring of individuals’ behaviour. In this case, the data subjects’ behaviour takes place in the Union
since the shopping centre is located in France. The consultancy company, as a data controller, is
therefore subject to the GDPR in respect of the processing of this data for this purpose as per its Article
3(2)(b).

Wi-FilZ X DB 2B L CTyra vy B 7 X —NOBEDOEE 20T 52 &3, HAD
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In accordance with Article 27, the data controller will have to designate a representative in the
Union.

B 2T RICLIZA D, T —ZEBH L EUA 27 128610 2 RBEANZFEE L2 nuide 572
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Example 18: An app developer established in Canada with no establishment in the Union monitors
the behaviour of data subject in the Union and is therefore subject to the GDPR, as per Article 3(2)b.
The developer uses a processor established in the US for the app optimisation and maintenance
purposes.

P18 : S ARz A L, BUBPITIEHLE 20T 7Y B 23 EUBN O 7 — 2 &
RofTBZEHRA L TREY . F3RF2H (b) ([ZHES5E GDPROEM 2% T, ZOH
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In relation to this processing, the Canadian controller has the duty to only use appropriate processors
and to ensure that its obligations under the GDPR are reflected in the contract or legal act governing
the relation with its processor in the US, pursuant to Article 28.

OB NCEE LT, X OFHEAIL, H28 RIS SE | WY LRAEAE DL E R,
GDPR (Z351F % 2675 2 KIE| D MLPEE & DEESR &2 BT 5 2K T2 OO ERAT 24 (25
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d) Processor not established in the Union

d) EU BN ITHLAE 0D 70 LR

Processing activities which are “related” to the targeting activity which triggered the application of
Article 3(2) fall within the territorial scope of the GDPR. The EDPB considers that there needs to be
a connection between the processing activity and the offering of good or service, but both processing
by a controller and a processor are relevant and to be taken into account.
BIKE2EOWMA A b b Licy—7 7« v/ TEBNC [B#S %) BkiE#)iL, GDPR®
WEERYHEDHIC & £ D, EDPB (E, HURIEE) & R an ST Y — B A O & ORI BEE M
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When it comes to a data processor not established in the Union, in order to determine whether its

processing may be subject to the GDPR as per Article 3(2), it is necessary to look at whether the

processing activities by the processor “are related” to the targeting activities of the controller.

EU BNICHLE D727 — Z B F (T HOWTIE, Z OB AYH 3 555 2 HIZ K W GDPR @
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The EDPB considers that, where processing activities by a controller relates to the offering of goods
or services or to the monitoring of individuals’ behaviour in the Union (‘targeting’), any processor
instructed to carry out that processing activity on behalf of the controller will fall within the scope of
the GDPR by virtue of Art 3(2) in respect of that processing.

EDPB /3, BT & 2 BUABIEEh A3 P i X3 — B 2 O L <13 EUIRIN O A D1 TE)
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The ‘Targeting’ character of a processing activity is linked to its purposes and means; a decision to
target individuals in the Union can only be made by an entity acting as a controller. Such interpretation
does not rule out the possibility that the processor may actively take part in processing activities related
to carrying out the targeting criteria (i.e. the processor offers goods or services or carries out
monitoring actions on behalf of, and on instruction from, the controller).

WARIEENCB T 2 12 =0T 47 ) OWEIZ, TORMERTFERIZ) 7 LTno,
EUBKNDMANEZ 2 —7 v FETHRET, BEE L LTTEIT 2O Z2TH Z L8 T
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HAREMEZPEER L2y (oF 0 WBEEH L, EFEE RO > TUIEEE b OFFRICE
DEE I T — B 2O L IIESATEI 21T 0 ),

The EDPB therefore considers that the focus should be on the connection between the processing
activities carried out by the processor and the targeting activity undertaken by a data controller.
L7223 > T, EDPB (I, EREMT O MikiEEh &, 7T — 2 BEENTO X =77 4 7k
5 & DB m%éufém’éfi?)ék%sz\

Example 19: A Brazilian company sells food ingredients and local recipes online, making this offer
of good available to persons in the Union, by advertising these products and offering the delivery in
the France, Spain and Portugal. In this context, the company instructs a data processor also established
in Brazil to develop special offers to customers in France, Spain and Portugal on the basis of their
previous orders and to carry out the related data processing.

=619 77 VNVORIT, BMEOHTTO LY EEA T U THRIEEL, 7T A, A
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Processing activities by the processor, under the instruction of the data controller, are related to the
offer of good to data subject in the Union. Furthermore, by developing these customized offers, the
data processor directly monitors data subjects in the EU. Processing by the processor are therefore

subject to the GDPR, as per Article 3(2).
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Example 20: A US company has developed a health and lifestyle app, allowing users to record with
the US company their personal indicators (sleep time, weight, blood pressure, heartbeat, etc...). The
app then provide users with daily advice on food and sport recommendations. The processing is
carried out by the US data controller. The app is made available to, and is used by, individuals in the
Union. For the purpose of data storage, the US company uses a processor established in the US
(cloud service provider)

Fi] 20 : KEDOSHNHERPIT A ZAZANT TV KL, 2—F—RZOXREDS
FRICME AR 224568 (MEIRIFRH, RE, MmE, OMRE) 2T Lo, 207
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To the extent that the US company is monitoring the behaviour of individuals in the EU, in operating
the health and lifestyle app it will be ‘targeting’ individuals in the EU and its processing of the
personal data of individuals in the EU will fall within the scope of the GDPR under Art 3(2).

EEER T A T AZANT 7 ) OFEAICEOCREO LD EURNOE A O T8) & B
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In carrying out the processing on instructions from, and on behalf of, the US company the cloud
provider/processor is carrying out a processing activity ‘relating to’ the targeting of individuals in the
EU by its controller. This processing activity by the processor on behalf of its controller falls within
the scope of the GDPR under Art 3(2).

KEDOZAN D DRI E L OZNITRD > TT S Bl W O%E, 770 R rsdg
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GDPR OHIRIZH £ D,

Example 21: A Turkish company offers cultural package travels in the Middle East with tour guides

speaking English, French and Spanish. The package travels are notably advertised and offered through
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a website available in the three languages, allowing for online booking and payment in Euros and
GBP. For marketing and commercial prospection purposes, the company instructs a data processor, a
call center, established in Tunisia to contact former customers in Ireland, France, Belgium and Spain
in order to get feedback on their previous travels and inform them about new offers and destinations.
The controller is ‘targeting’ by offering its services to individuals in the EU and its processing will fall
within the scope of Art 3(2).

FH 21 0 VI DOREN, KFE T T U AGE AN VREEETY T =4 MyE OFR
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The processing activities of the Tunisian processor, which promotes the controllers’ services towards
individuals in the EU, is also related to the offer of services by the controller and therefore falls within
the scope of Art 3(2). Furthermore, in this specific case, the Tunisian processor actively takes part in
processing activities related to carrying out the targeting criteria, by offering services on behalf of, and
on instruction from, the Turkish controller.

EU N OEARNT OEBE DY — A ZRET DT = =7 OUBE ORIRIEE X, £ D
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e) Interaction with other GDPR provisions and other legislations

e) ftho> GDPR ZRIE K UM DIEHAE & DR A(EH]

The EDPB will also further assess the interplay between the application of the territorial scope of the
GDPR as per Article 3 and the provisions on international data transfers as per Chapter V. Additional
guidance may be issued in this regard, should this be necessary.

EDPB 3., % 3 J/ICE®D 5 GDPR OHPEERIFEH OB & . 5 5 HOEERT — 2 BEiOBUE &
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Controllers or processors not established in the EU will be required to comply with their own third
country national laws in relation to the processing of personal data. However, where such processing
relates to the targeting of individuals in the Union as per Article 3(2) the controller will, in addition to
being subject to its country’s national law, be required to comply with the GDPR. This would be the
case regardless of whether the processing is carried out in compliance with a legal obligation in the
third country or simply as a matter of choice by the controller.

EU P HLE O 72 W LA SUTALERE X, AT — Z OB\ M B % 55 = [E o E NIk
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3 PROCESSING IN A PLACE WHERE MEMBER STATE LAW APPLIES BY
VIRTUE OF PUBLIC INTERNATIONAL LAW
3 [EERATEOBINC L0 MR EOEWNIEDEH S 55 A Co Bl

Article 3(3) provides that “[t]his Regulation applies to the processing of personal data by a controller
not established in the Union, but in a place where Member State law applies by virtue of public
international law”. This provision is expanded upon in Recital 25 which states that “[w]here Member
State law applies by virtue of public international law, this Regulation should also apply to a controller
not established in the Union, such as in a Member State's diplomatic mission or consular post.”
B3 RE 3HIFTKRO L DITHE L TWD, [TABANIL, EU HIZHL DR O E B IZ LS
bDTHoTh, EHEELIEDE)IZ L0 R E D FPIEDEH DB 55071280 T
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KAEAE K IFRAFEER EIZX LT, KGR PEH X A RITHZ2 6700, ) LYEREINT
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The EDPB therefore considers that the GDPR applies to personal data processing carried out by EU
Member States’ embassies and consulates located outside the EU as such processing falls within the
scope of the GDPR by virtue of Article 3(3).. A Member State’s diplomatic or consular post, as a data
controller or processor, would then be subject to all relevant provisions of the GDPR, including when
it comes to the rights of the data subject, the general obligations related to controller and processor
and the transfers of personal data to third countries or international organisations.

L7223 > T, EUBSMIFHES 2 EU N E O KA fE & OSEFAE 2T O AT — 2 O Tl
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Example 22: The Dutch consulate in Kingston, Jamaica, opens an online application process for the
recruitment of local staff in order to support its administration.
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While the Dutch consulate in Kingston, Jamaica, is not established in the Union, the fact that it is a
consular post of an EU country where Member State law applies by virtue of public international law
renders the GDPR applicable to its processing of personal data, as per Article 3(3).
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Example 23: A German cruise ship travelling in international waters is processing data of the guests
on board for the purpose of tailoring the in-cruise entertainment offer.

= 23 [EHEEKIEEBEIT D R4 YO 7 L —ZE I = AN TOTZ U H—T A A ~D
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While the ship is located outside the Union, in international waters, the fact that it is Germanregistered
cruise ship means that by virtue of public international law the GDPR shall be applicable to its
processing of personal data, as per Article 3(3).

AT BU A D EEKIIZH 575, RAY TREESNTNDL 7 =X THDL Z Lid, H3
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Though not related to the application of Article 3(3), a different situation is the one where, by virtue
of international law, certain entities, bodies or organisations established in the Union benefit from
privileges and immunities such as those laid down in the Vienna Convention on Diplomatic Relations
of 1961%7, the Vienna Convention on Consular Relations of 1963 or headquarter agreements concluded
between international organisations and their host countries in the Union. In this regard, the EDPB

recalls that the application of the GDPR is without prejudice to the provisions of international law,

27 http://legal.un.org/ilc/texts/instruments/english/conventions/9 _1_1961.pdf
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such as the ones governing the privileges and immunities of non-EU diplomatic missions and consular
posts, as well as international organisations. At the same time, it is important to recall that any
controller or processor that falls within the scope of the GDPR for a given processing activity and that
exchanges personal data with such entities, bodies and organisations have to comply with the GDPR,
including where applicable its rules on transfers to third countries or international organisations.
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4 REPRESENTATIVE OF CONTROLLERS OR PROCESSORS NOT ESTABLISHED
IN THE UNION
4 BU SN I HLE N 70 WV BRSSO T AL D4R A

Data controllers or processors subject to the GDPR as per its Article 3(2) are under the obligation to

designate a representative in the Union. A controller or processor not established in the Union but

subject to the GDPR failing to designate a representative in the Union would therefore be in breach of

the Regulation.
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This provision is not entirely new since Directive 95/46/EC already provided for a similar obligation.
Under the Directive, this provision concerned controllers not established on Community territory that,
for purposes of processing personal data, made use of equipment, automated or otherwise, situated on
the territory of a Member State. The GDPR imposes an obligation to designate a representative in the
Union to any controller or processor falling under the scope of Article 3(2), unless they meet the
exemption criteria as per Article 27(2). In order to facilitate the application of this specific provision,
the EDPB deems it necessary to provide further guidance on the designation process, establishment

obligations and responsibilities of the representative in the Union as per Article 27.
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It is worth noting that a controller or processor not established in the Union who has designated in
writing a representative in the Union, in accordance with article 27 of the GDPR, does not fall within
the scope of article 3(1), meaning that the presence of the representative within the Union does not
constitute an “establishment” of a controller or processor by virtue of article 3(1).
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a) Designation of a representative

a) RELADIEE

Recital 80 clarifies that “[t]he representative should be explicitly designated by a written mandate of
the controller or of the processor to act on its behalf with regard to its obligations under this
Regulation. The designation of such a representative does not affect the responsibility or liability of
the controller or of the processor under this Regulation. Such a representative should perform its tasks
according to the mandate received from the controller or processor, including cooperating with the
competent supervisory authorities with regard to any action taken to ensure compliance with this
Regulation.”
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The written mandate referred to in Recital 80 shall therefore govern the relations and obligations
between the representative in the Union and the data controller or processor established outside the
Union, while not affecting the responsibility or liability of the controller or processor. The
representative in the Union may be a natural or a legal person established in the Union able to represent
a data controller or processor established outside the Union with regard to their respective obligations
under the GDPR.
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In practice, the function of representative in the Union can be exercised based on a service contract
concluded with an individual or an organisation, and can therefore be assumed by a wide range of
commercial and non-commercial entities, such as law firms, consultancies, private companies, etc...
provided that such entities are established in the Union. One representative can also act on behalf of
several non-EU controllers and processors.
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When the function of representative is assumed by a company or any other type of organisation, it is
recommended that a single individual be assigned as a lead contact and person “in charge” for each
controller or processor represented. It would generally also be useful to specify these points in the
service contract.
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In line with the GDPR, the EDPB confirms that, when several processing activities of a controller or
processor fall within the scope of Article 3(2) GDPR (and none of the exceptions of Article 27(2)
GDPR apply), that controller or processor is not expected to designate several representatives for each

separate processing activity falling within the scope of article 3(2).The EDPB does not consider the
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function of representative in the Union as compatible with the role of an external data protection
officer (“DPO”) which would be established in the Union. Article 38(3) establishes some basic
guarantees to help ensure that DPOs are able to perform their tasks with a sufficient degree of
autonomy within their organisation. In particular, controllers or processors are required to ensure that
the DPO “does not receive any instructions regarding the exercise of [his or her] tasks”. Recital 97
adds that DPOs, “whether or not they are an employee of the controller, should be in a position to
perform their duties and tasks in an independent manner?. Such requirement for a sufficient degree
of autonomy and independence of a data protection officer does not appear to be compatible with the
function of representative in the Union. The representative is indeed subject to a mandate by a
controller or processor and will be acting on its behalf and therefore under its direct instruction?®. The
representative is mandated by the controller or processor it represents, and therefore acting on its
behalf in exercising its task, and such a role cannot be compatible with the carrying out of duties and
tasks of the data protection officer in an independent manner.
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28 WP29 Guidelines on Data Protection Officers (‘DPOs’), WP 243 rev.01- endorsed by the EDPB.
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2% An external DPO also acting as representative in the Union could not for example be in a situation where he is
instructed, as a representative, to communicate to a data subject a decision or measure taken by the controller or
processor which he or she, as a DPO, had deemed uncompliant with the provisions of the GDPR and advised against.
EU BN ORI TS & 25880 DPO (T, il 2 138 P SUTBEE 1T L 2 PE I3HE{E C, DPO & LT,
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Furthermore, and to complement its interpretation, the EDPB recalls the position already taken by the
WP29 stressing that “a conflict of interests may also arise for example if an external DPO is asked to
represent the controller or processor before the Courts in cases involving data protection issues’°.
DI, TOMIROMRE & LT, /AT, H#5D DPO 737 — X (R#EDTEIFE o S FFE
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Similarly, given the possible conflict of obligation and interests in cases of enforcement proceedings,
the EDPB does not consider the function of a data controller representative in the Union as compatible
with the role of data processor for that same data controller in particular when it comes to compliance
with their respective responsibilities and compliance.

[FIRRIC, BUTTRES ISRV THRG L OHEOHKAAEL 5 5 2 L &AifEs 9% &, EDPB
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While the GDPR does not impose any obligation on the data controller or the representative itself to
notify the designation of the latter to a supervisory authority, the EDPB recalls that, in accordance
with Articles 13(1)a and 14(1)a, as part of their information obligations, controllers shall provide data
subjects information as to the identity of their representative in the Union. This information shall for
example be included in the [privacy notice and] upfront information provided to data subjects at the
moment of data collection. A controller not established in the Union but falling under Article 3(2) and
failing to inform data subjects who are in the Union of the identity of its representative would be in
breach of its transparency obligations as per the GDPR. Such information should furthermore be easily
accessible to supervisory authorities in order to facilitate the establishment of a contact for cooperation
needs.

GDPR [ZREANZHEE LT 2 & 2 BB B @M+ 2 25 2 7 — & B HE T ZABEA
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30'WP29 Guidelines on Data Protection Officers (‘DPOs’), WP 243 rev.01 - endorsed by the EDPB.
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Example 24: The website referred to in example 12, based and managed in Turkey, offers services for
the creation, edition, printing and shipping of personalised family photo albums. The website is
available in English, French, Dutch and German and payments can be made in Euros or Sterling. The
website indicates that photo albums can only be delivered by post mail in the France, Benelux
countries and Germany. This website being subject to the GDPR, as per its Article 3(2)(a), the data
controller must designate a representative in the Union.
%m 24 : B 12 THERLTCWD ML azARfiite L hLra THEHINTND Web ¥ b
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The representative must be established in one of the Member States where the service offered is
available, in this case either in France, Belgium, Netherlands, Luxembourg or Germany. The name
and contact details of the data controller and its representative in the Union must be part of the
information made available online to data subjects once they start using the service by creating their
photo album. It must also appear in the website general privacy notice.
REANFY—E 2 LR TE 2MREONT NN, ZOFRFTIIT T A ~F— &
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b) Exemptions from the designation obligation3!
b) 5 E 75 D b !

31 Part of the criteria and interpretation laid down in G29 WP243 rev.1 (Data Protection Officer) - endorsed by the

EDPB can be used as a basis for the exemptions to the designation obligation.

EDPB |2 X 0 KGR S VT2 5 29 SAEEME D WP243 rev.l (T — X RilA 7 4 ¥ —) (T8 5 FLHE R OFEIR
D—FITHEERB 2RI ORI E LTRAT D2 LR TE D,
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While the application of Article 3(2) triggers the obligation to designate a representative in the Union
for controllers or processors established outside the Union, Article 27(2) foresees derogation from the
mandatory designation of a representative in the Union, in two distinct cases:

H3RFE 2HOBEAIC LY . BUWNIZEIT 2B ZH5E T 2855705 BU ML 24
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* processing is “occasional, does not include, on a large scale, processing of special categories
of data as referred to in Article 9(1) or processing of personal data relating to criminal
convictions and offences referred to in Article 10”, and such processing “is unlikely to result in
a risk to the rights and freedoms of natural persons, taking into account the nature, context,
scope and purposes of the processing”.

o BB T—B22 6D TH Y . o0 3B 9SKH 1 HICBE T 2Rl R EHO T —
Z OEARNITHE 10 RITHET 2 A IR K OIUIATS L BET AT —Z DHR
B REIZEET), 2o, [ZOERFWOMLE, Bk, #HACHZBEICA
e BT, BRADOHEF K OB HBIZXT 2 U 27 34T 2 aTRetEnRvy) 6.

In line with positions taken previously by the Article 29 Working Party, the EPDB considers that
a processing activity can only be considered as “occasional” if it is not carried out regularly, and
occurs outside the regular course of business or activity of the controller or processor>2.

EPDB /%, % 29 SAEEASNIREITIB VTR 2 35I0H - T, BHRIEENL, s
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Furthermore, while the GDPR does not define what constitutes large-scale processing, the WP29
has previously recommended in its guidelines WP243 on data protection officers (DPOs) that the
following factors, in particular, be considered when determining whether the processing is carried
out on a large scale: the number of data subjects concerned - either as a specific number or as a
proportion of the relevant population; the volume of data and/or the range of different data items
being processed; the duration, or permanence, of the data processing activity; the geographical

extent of the processing activity33.

32 WP29 position paper on the derogations from the obligation to maintain records of processing activities pursuant to
Article 30(5) GDPR.

55 29 RABFEH 2O, 5 30 55 b TS K 2 BUIEE O L2 IR FF T 2 BHEOHISHI SN TORT v g v
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3 WP29 guidelines on data protections officers (DPOs), adopted on 13" December 2016, as last revised on 5™ April
2017, WP 243 rev.01 - endorsed by the EDPB.
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Finally, the EDPB highlights that the exemption from the designation obligation as per Article 27
refers to processing “unlikely to result in a risk to the rights and freedoms of natural persons™*,
thus not limiting the exemption to processing unlikely to result in a high risk to the rights and
freedoms of data subjects. In line with Recital 75, when assessing the risk to the rights and
freedom of data subjects, considerations should be given to both the likelihood and severity of the
risk.
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Or
XX

*  processing is carried out “by a public authority or body”.
o BV TARBERE T AR (2K > TITThN TV 5546,

The qualification as a “public authority or body” for an entity established outside the Union will

need to be assessed by supervisory authorities in concreto and on a case by case basis®. The

EDPB (2 K VKBS iz, # 29 RIEEME DT — 2 Ri#EA 7 4 ¥ — (DPO) T HHA KT A4 (#R
2016412 A 13 H, ®MEWETH 1201744 A 5 H, WP243 rev.01

34 Article 27(2)(a) GDPR.

GDPR % 27 4% 2 TH(a)

35 The GDPR does not define what constitutes a “public authority or body’. The EDPB considers that such a notion is
to be determined under national law. Accordingly, public authorities and bodies include national, regional and local
authorities, but the concept, under the applicable national laws, typically also includes a range of other bodies
governed by public law.

GDPR 13, {178 TARIEEBISUTARIMLME) 2R 222 EF L T 7wy, EDPB I3, 4% EU NS
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EDPB notes that, given the nature of their tasks and missions, cases where a public authority or
body in a third country would be offering goods or services to data subject in the Union, or would
monitor their behaviour taking place within the Union, are likely to be limited. ¢) Establishment
in one of the Member States where the data subjects whose personal data are processed

({RER#ESE: [c) Establishment in one of the Member States where the data subjects whose

personal data are processed] DWW TIE, REARBBEICEVTAFAIRLGRERXDRIE &
BYIZEBLz. EXDARKRTTHS EDPB [TENIE, HREEIXRDEZEMIS (o)
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Article 27(3) foresees that “the representative shall be established in one of the Member States where
the data subjects, whose personal data are processed in relation to the offering of goods or services to
them, or whose behaviour is monitored, are”. In cases where a significant proportion of data subjects
whose personal data are processed are located in one particular Member State, the EDPB recommends,
as a good practice, that the representative is established in that same Member State. However, the
representative must remain easily accessible for data subjects in Member States where it is not
established and where the services or goods are being offered or where the behaviour is being
monitored.
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The EDPB confirms that the criterion for the establishment of the representative in the Union is the

location of data subjects whose personal data are being processed. The place of processing, even by a
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processor established in another Member State, is here not a relevant factor for determining the
location of the establishment of the representative.
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Example 25: An Indian pharmaceutical company, with neither business presence nor establishment in
the Union and subject to the GDPR as per Article 3(2), sponsors clinical trials carried out by
investigators (hospitals) in Belgium, Luxembourg and the Netherlands. The majority of patients
participating to the clinical trials are situated in Belgium.
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FTWDA v RORIRSAERS, XX — Lo TNT | £ T XORREMLEE R
B2) 23T > TWDIBRICE @RI L T\ 5, TRBRICSINL TV 2 8 Ol I~ r % —
IZFTEL TV 5,

The Indian pharmaceutical company, as a data controller, shall designate a representative in the Union
established in one of the three Member States where patients, as data subjects, are participating in the
clinical trial (Belgium, Luxembourg or the Netherlands). Since most patients are Belgian residents, it
is recommended that the representative is established in Belgium. Should this be the case, the
representative in Belgium should however be easily accessible to data subjects and supervisory
authorities in the Netherlands and Luxembourg.
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In this specific case, the representative in the Union could be the legal representative of the sponsor in
the Union, as per Article 74 of Regulation (EU) 536/2014 on clinical trials, provided that it does not
act as a data processor on behalf of the clinical trial sponsor, that it is established in one of the three
Member States, and that both functions are governed by and exercised in compliance with each legal
framework.
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¢) Obligations and responsibilities of the representative

o) (REEANDFEH K NETE

The representative in the Union acts on behalf of the controller or processor it represents with regard
to the controller or processor’s obligations under the GDPR. This implies notably the obligations
relating to the exercise of data subject rights, and in this regard and as already stated, the identity and
contact details of the representative must be provided to data subjects in accordance with articles 13
and 14. While not itself responsible for complying with data subject rights, the representative must
facilitate the communication between data subjects and the controller or processor represented, in
order to make the exercise of data subjects’ rights are effective.
EU HNIZI5 1 2 REEAIIHRAREEA T 2 FEA UTLHH O GDPR LOFEBIZE L T,
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2T 572D, 7T—F FEREFARIAN T 28 HE TN IRE & O OEE 22 LT
TR B 720,

As per Article 30, the controller or processor’s representative shall in particular maintain a record of
processing activities under the responsibility of the controller or processor. The EDPB considers that,
while the maintenance of this record is an obligation imposed on both the controller or processer and
the representative,, the controller or processor not established in the Union is responsible for the
primary content and update of the record and must simultaneously provide its representative with all
accurate and updated information so that the record can also be kept and made available by the
representative at all time At the same time, it is the representative’s own responsibility to be able to
provide it in line with Article 27, e.g. when being addressed by a supervisory authority according to
Art. 27(4).
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As clarified by recital 80, the representative should also perform its tasks according to the mandate
received from the controller or processor, including cooperating with the competent supervisory
authorities with regard to any action taken to ensure compliance with this Regulation. In practice, this
means that a supervisory authority would contact the representative in connection with any matter
relating to the compliance obligations of a controller or processor established outside the Union, and
the representative shall be able to facilitate any informational or procedural exchange between a
requesting supervisory authority and a controller or processor established outside the Union.
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With the help of a team if necessary, the representative in the Union must therefore be in a position to
efficiently communicate with data subjects and cooperate with the supervisory authorities concerned.
This means that this communication should in principle take place in the language or languages used
by the supervisory authorities and the data subjects concerned or, should this result in a
disproportionate effort, that other means and techniques shall be used by the representative in order
to ensure the effectiveness of communication. The availability of a representative is therefore essential
in order to ensure that data subjects and supervisory authorities will be able to establish contact easily
with the non-EU controller or processor.
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In line with Recital 80 and Article 27(5), the designation of a representative in the Union does not
affect the responsibility and liability of the controller or of the processor under the GDPR and shall be
without prejudice to legal actions which could be initiated against the controller or the processor
themselves. The GDPR does not establish a substitutive liability of the representative in place of the
controller or processor it represents in the Union.
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It should however be noted that the concept of the representative was introduced precisely with the
aim of facilitating the liaison with and ensuring effective enforcement of the GDPR against controllers
or processors that fall under Article 3(2) of the GDPR. To this end, it was the intention to enable
supervisory authorities to initiate enforcement proceedings through the representative designated by
the controllers or processors not established in the Union. This includes the possibility for supervisory
authorities to address corrective measures or administrative fines and penalties imposed on the
controller or processor not established in the Union to the representative, in accordance with articles
58(2) and 83 of the GDPR. The possibility to hold a representative directly liable is however limited
to its direct obligations referred to in articles 30 and article 58(1) a of the GDPR
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The EDPB furthermore highlights that article 50 of the GDPR notably aims at facilitating the
enforcement of legislation in relation to third countries and international organisation, and that the
development of further international cooperation mechanisms in this regard is currently being
considered.
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