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The European Data Protection Board

W 7 — 5 AR 2B

Having regard to Article 70 (1e) of the Regulation 2016/679/EU of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC], (hereinafter “GDPR”),
EANT — % OB & BT 2 BRADOREICET 2, KO 207 —% O HMR BRI
T 5, WONT, F84 95/46/EC #PEIET 5, 2016 4F 4 H 27 HOMINES K OHEHES OHLA
2016/679/EU, (LLF [GDPRJ &\ 9) . D 70 (1) (e) I8 7,

Having regard to the EEA Agreement and in particular to Annex Xl and Protocol 37 thereof, as amended
by the Decision of the EEA joint Committee No 154/2018 of 6 July 2018,

2018 4£ 7 H 6 H ™ EEA H[AZE B DOIRIE No 154/2018 |2 & 0 &iE X 7= EEA IE., FRlZZ D
WA 3 X1 M OV e & 37 (S 70

Having regard to Article 12 and Article 22 of its Rules of Procedure,
Z DFHHAN DO 12 5L OV 22 FITHE 7+,

HAS ADOPTED THE FOLLOWING GUIDELINES
ROTA RTA 2 EERIRT D

Executive summary

EE

In an increasingly digital world, adherence to Data Protection by Design and by Default requirements
plays a crucial part in promoting privacy and data protection in society. It is therefore essential that
controllers take this responsibility seriously and implement the GDPR obligations when designing
processing operations.

FOHMEDEDIR T, 7= F Rl TP A 2 ROF — 5 il A 77 1k DEA:
BESTTHEN, HBICBIT LT TANRN—RONT —F R (eiET 5 ECEERER A
Ried, Lo T, HHEAIL, ZOBEEZERANICZ TS, BEEE L RET DRI
GDPR DB A FHET HZ L N R TH 5,

These Guidelines give general guidance on the obligation of Data Protection by Design and by Default
(henceforth “DPbDD”) set forth in Article 25 in the GDPR. DPbDD is an obligation for all controllers,
irrespective of size and varying complexity of processing. To be able to implement the requirements of
DPbDD, it is crucial that the controller understands the data protection principles and the data subject’s
rights and freedomes.

ZDHA RTA 0%, GDPR D 25 FITHEINTWDLT —ZIREENA THA L R OT—4
Ri#NA T 740~ (LLF [DPbDD) &Vv9) DEBICEL T, —fRAVR T A &4 0 X &4l
TLHDTH%D, DPbDD I, BV OHUL K OHIHE S DIEWVIZER R, R TOEHEIZL
ST, /K TH D, DPbDD DEFAFIETEX D LT HIT1E, BEENT — X R#EDOIEAR
JRANE N T — 2 FROHEF KR OCHBRZHET 2 Z ENEETH D,

The core obligation is the implementation of appropriate measures and necessary safeguards that
provide effective implementation of the data protection principles and, consequentially, data subjects’
rights and freedoms by design and by default. Article 25 prescribes both design and default elements
that should be taken into account. Those elements, will be further elaborated in these Guidelines.



ZORGEDOTEINL, NS TV RONT T 7 40 T, T — ZRFEDIEARJTRND 21972
FEHE OWTIL, 7= FEDHEFR O H a3 2 X5 7 da) ok e O B2 72 R
HiEx3ET L2 ThsD, F 25 FiE, BEITRETEAS RO T 74V Nl FOEZ %
HELTWD, ZTHUHDEFIZOWNWT, YA RTA4 D TRIZELLSHIAT 5,

Article 25(1) stipulates that controllers should consider DPbDD early on when they plan a new
processing operation. Controllers shall implement DPbDD before processing, and also continually at the
time of processing, by regularly reviewing the effectiveness of the chosen measures and safeguards.
DPbDD also applies to existing systems that are processing personal data.

5525 5% (1) 1%, BEAE DO BHRCER 2 5HE+ 2 BRI, BBl T DPbDD & & i 9™ % 4 H
WD EHELTND, EHEIX. B\ OF//ZDPDD #EETH D& L, 2, BHM
R U7 E L ORERE O FENME 2 EHRIC BT Z 22X 0, BF ORI N TS
AFEH9/Z DPODD % FHES 5 LD 3%, DPbDD 1%, AT —% 2B H OBEFEDO v 2T I
ChEHE D,

The Guidelines also contain guidance on how to effectively implement the data protection principles
in Article 5, listing key design and default elements as well as practical cases for illustration. The
controller should consider the appropriateness of the suggested measures in the context of the
particular processing in question.

MHEHA RT A 2L, 5 5 DT — ZFH#EO IR A 2 2 RAIC TS 5 HiEICET 54
AFXABEENTEY, BERTFA U ROT 7 40 b OEEN NZF O 72 D B4R B
MHNFEENTND, BHET, L OREDTHRWICEE L T, #ESN TV D REE DY)
PEZBRE LT UE7R 6700,

The EDPB provides recommendations on how controllers, processors and producers can cooperate to
achieve DPbDD. It encourages the controllers in industry, processors, and producers to use DPbDD as a
means to achieve a competitive advantage when marketing their products towards controllers and data
subjects. It also encourages all controllers to make use of certifications and codes of conduct.

EDPB (X, DPbDD ZZEL T 27-I2, EHE ., WEE M OHBEENED XL S IZH I TE L0
BT o8 E 2RI T 5, EDPB 1. EROEHAE | LA K OHBHEITK L, EFHE LD
T2 EERIZF CAMORML A~ —T T 4 U 7T DRI, BEE LB R ER T D F B
& LC, DPbDD Z#MEMT 2 X H%5EEIT 5, EDPB (T E72. £ TOFHEE T L, sBiELUTT
BHEATEHT 5 X 98T 5,

1 SCOPE
i

The Guidelines focus on controllers’ implementation of DPbDD based on the obligation in Article 25 of
the GDPR.!Other actors, such as processors and producers of products, services and applications
(henceforth “producers”), who are not directly addressed in Article 25, may also find these Guidelines
useful in creating GDPR compliant products and services that enable controllers to fulfil their data

! The interpretations provided herein equally apply to Article 20 of Directive (EU) 2016/680, and Article 27 of
Regulation 2018/1725.

ZZCREES A MBI, fR4 (EU) 2016/680 D 20 25, K ONELHI 2018/1725 D5 27 SR b RIS
WHEND,



protection obligations.? Recital 78 of the GDPR adds that DPbDD should be taken into consideration in
the context of public tenders. Despite all controllers having the duty to integrate DPbDD into their
processing activities, this provision fosters the adoption of the data protection principles, where public
administrations should lead by example. The controller is responsible for the fulfilment of the DPbDD
obligations for the processing carried out by their processors and sub-processors, they should therefore
take this into account when contracting with these parties.

MHEATA T A 1%, EEHED GDPR 5 25 ROFHITHD X DPbDD 2 FHT 5 Z LITHER
BT TWD, Y8 25 FLCHEHEIG STV, MEF I N/, —v X, KOT 7
Vor—varobisd (LT I%EE] &) REDMOREFREIZE > TH, BEHE LN
EDOT—HIREDRG ZER TE 5H L D72 GDPR ICHERLT 2L KON — B R Z BT 572
VT, MEEAA KT A BN ESLH D 5, 2 GDPR HISCE 78 THITFIZ, A AFLOFEIZRBWT
% DPbDD #EET HMENHDH L LTND, BTOFHHE|ZIL DPbDD % H & D IRRIEE)IZ
AT OHENHDH—FH T, ZOFXRLIT —ZREOEARFHIZ IR AL K52 L TEY,
Z 2 TCIERAEENEEZ R T RE T D, BHEIL. BSOS L OVELEE ) ETT
HEARNZDOWTDPDD BN L L TWDH I EIZEIENH Y, LEEBn->T, ZThbnYE
FHEFT ORI ZDOZ EEBEICANDILER S D,

The requirement described in Article 25 is for controllers to have data protection designed into the
processing of personal data and as a default setting and this applies throughout the processing lifecycle.
DPbDD is also a requirement for processing systems pre-existing before the GDPR entered into force.
Controllers must have the processing consistently updated in line with the GDPR. For more information
on how to maintain an existing system in line with DPbDD, see subchapter 2.1.4 of these Guidelines.
The core of the provision is to ensure appropriate and effective data protection both by design and by
default, which means that controllers should be able to demonstrate that they have the appropriate
measures and safeguards in the processing to ensure that the data protection principles and the rights
and freedoms of data subjects are effective.

25 RICEH SN TV D BEME, FEED, T2 RELZEAT —F OB O FIZERE
L. 2DOFT 73NV IMRELLTT—22Ri#ETLHILTHY, D &iF, BRVWDZ
A THA IR EE L A SN 5, DPbDD X% 7=, GDPR A3%E%hd 2 ACAFAE L7 Bk
WY AT AMIHEREND, EFHEAEIL, GDPR IZIH > THH ORI ZHICEH L TREIR
FAUEZR 5720, DPLDD (2> CTBEED VAT A& #ERFT 5 FIEOFEMI oW TIL, M
A RIAVDFE214HESHRTDHZ L, ZOXRIXOHFEZ, A T 7 2 RONA 77 4
b FOW ST, B#ENO IR T — 2 IRECHERT D22 Th D, 2D LI, HFHEN,
T — Z RO EARFHI KR OT — & FROHEF L O EH B ZENERNH D KO HRT 2729012,
B DO 22 E N OREIE 2 32E L T D &0 ) Z & AFEFRE TR uide &
BRNWZ L EEWRT D,

2 Recital 78 GDPR clearly states this need: “When developing, designing, selecting and using applications, services
and products that are based on the processing of personal data or process personal data to fulfil their task,
producers of the products, services and applications should be encouraged to take into account the right to data
protection when developing and designing such products, services and applications and, with due regard to the
“state of the art”, to make sure that controllers and processors are able to fulfil their data protection obligations”.

GDPRAISCH 78 BT, Z DMEMEIZ OV TIRD K S ITHREICHIE L T\ D, AT =5 Dk &
FHEE L, X, TOMBFEZFITTELEDICMN T =5 R/ 5> 7 7Y or—23 2, H—EXROH
mn & FIFE, Kil ERKOFH TS558 €DL 2%y, V—EXRNT 7Y r—=> 9 DFEE
1%, TDL 208G, V—EXRNT 7Y or—=> 3 2 fIRRORTT DB, 7 — X REDHEF %5
JEICANS & ERE S i, F2, BEEN &8 IEIZEBIZANE LT, BEER OUPEE PREDT
— KR FIEIT TE S L IIZT B2 EDPLG IARITIITILR S0



Chapter 2 of the Guidelines focuses on an interpretation of the requirements set forth by Article 25
and explores the legal obligations introduced by the provision. Examples on how to apply DPbDD in the
context of specific data protection principles are provided in Chapter 3.

WA RTA L OFE2FEIT, HF25RICED LN OMHRICER L H T, ZOFRILITE
STHASNTWDENEBIZOWTHHT 5, FrEDOT — Z RO HEAFH| & DORE T
DPbDD % il 32 HEIC W COHfI &4 3 = CTRftT 5,

The Guidelines address the possibility to establish a certification mechanism to demonstrate
compliance with Article 25 in Chapter 4, as well as how the Article may be enforced by supervisory
authorities in Chapter 5. Finally, the Guidelines provide stakeholders with further recommendations on
how to successfully implement DPbDD. The EDPB recognizes the challenges for small and medium
enterprises (henceforth “SMEs”) to fully comply with the obligations of DPbDD, and provides additional
recommendations specifically to SMEs in Chapter 6.

M A RTA N 525 RJADOBTEFE T 272012, FREA U =X L Z ML 5 Alie
PEIZOWTH 4 TS L, FBEEMBENRSEZ EO X IIZHYTSE D 2020 TH 5
HTEMT D, REIC, UEHTA FTA 03 FEBEMREICK L, DPbDD DRI ZZEKT 5
FECONT, BB S 224t 5, EDPB IX, /MR OB OMR2 (LI [SMEs)
EVN9) 73 DPbDD DFEH & 5T ST T 2 5B OMUEARER L TRV . 56 FEIZB W THIC
SMEs |Zxf L C, BMoEE &4 2,

2 ANALYSIS OF ARTICLE 25(1) AND (2) of the GDPR
GDPR % 25 5= (1) e TN (2) D43#T

The aim of this Chapter is to explore and provide guidance on the requirements to data protection by
design in Article 25(1) and to data protection by default in Article 25(2) respectively. Data protection
by design and data protection by default are complementary concepts, which mutually reinforce each
other. Data subjects will benefit more from data protection by default if data protection by design is
concurrently implemented — and vice versa.

COEOAMIL, 2558 (1) OFT —ZIRilENA T YA RO 25 5% (2) OFT — Z{Ri#ENA T
T AN P ERERICONT, BHEEARE L, WA XV AERIET B EThb, T— 4Rl
NATHA L RONT —ZRENA T 7 0 MIMZEN RS THY | TN OIFMHAEICTHRE L
BIBDTHDL, T—2REA THA URERICEEINTWDOGAE, 7T — % ERITT —
ZRHENAT 74N D IV Z ORRESED, EXOHHELTH D,

DPbDD is a requirement for all controllers, including small businesses and multinational companies
alike. That being the case, the complexity of implementing DPbDD may vary based on the individual
processing operation. Regardless of the size however, in all cases, positive benefits for controller and
data subject can be achieved by implementing DPbDD.

DPbDD (%, /N E VR A R OZEFEREICHRRIRO LD, RTOEHEICE >TO
T TH D, D=, DPbDD DFELDEHMES 1T, Hx DHHRERIC XV R 5 RetEN dH
Do —H. BUBICEIfRe <. RTOHAIZBWT, DPDD 2 FHET 52 LT, HEHEKOT
—ZFERIZE ST, FELWFIERHEOND,

2.1 Article 25(1): Data protection by design
9525 5R(1) : T — A IRENA THA

2.1.1 Controller’s obligation to implement appropriate technical and organisational
measures and necessary safeguards into the processing



Z O BN O I B 22 B B 1 K OSERRA RS B ONZ 0 B Rl H 1 %
FIA DB EE DFEH

In line with Article 25(1) the controller shall implement appropriate technical and organisational
measures which are designed to implement the data protection principles and to integrate the
necessary safeguards into the processing in order to meet the requirements and protect the rights and
freedoms of data subjects. Both appropriate measures and necessary safeguards are meant to serve
the same purpose of protecting the rights of data subjects and ensuring that the protection of their
personal data is built into the processing.

B9 25 2% (1) 1T » T, EHEE I, ABAIOEMRIES L, 220, 7 — 2 EIROMHER R OE H
ARET DD, ZORRCOPIZ, T2 IREOEARFANAE I U, LR R E S
BT DL DICEKE ST, B REAN I R ORI A % 3 2 b D &5, mUl e i
LOVERRH#EEEIIEDD b, T2 EROMREZRETH L, £, ZOBAT —X
DIREN T DR NOHFITHAAEND LOMRT L L EWORUHNE RIS Z L2 H
LTV,

Technical and organizational measures and necessary safeguards can be understood in a broad sense
as any method or means that a controller may employ in the processing. Being appropriate means that
the measures and necessary safeguards should be suited to achieve the intended purpose, i.e. they
must implement the data protection principles effectively®. The requirement to appropriateness is thus
closely related to the requirement of effectiveness.

LENTHIFE 1/ OSRAeHG7 BN DN LB T RS BT, BBEE DN Z OO THEML 5 %
O FEXITFEL LT, BWERTHRINDZENTE D, BYTHD LI, HiE
OB R ENER SN B A ER T 5D L TWD 2 e, DFED, T — 21k
DEARFRNZ Z9RANZ 2 FHE L2 TR bW L2 EWT 5, Lchi-> T, @Dz
TEIX M DB & BHACBE L T D,

A technical or organisational measure and safeguard can be anything from the use of advanced
technical solutions to the basic training of personnel. Examples that may be suitable, depending on the
context and risks associated with the processing in question, includes pseudonymization of personal
data*; storing personal data available in a structured, commonly machine readable format; enabling
data subjects to intervene in the processing; providing information about the storage of personal data;
having malware detection systems; training employees about basic “cyber hygiene”; establishing
privacy and information security management systems, obligating processors contractually to
implement specific data minimisation practices, etc.

BARTHOHT B K OSHAREOHE B N4 B PRl R IE, mERBARY Y U 2 — a3 U O
MOBBEBEDOEARNR L —=U 7 ET, 005D L 9D 5, 29OV S @
BEQRY A7 U T, @ ER0 5 5612%, ROLI bR EEND, AT —2 O
R4k 4 b S e, —MRAICHEGEE I Y ATREZRTE T A T —# 2R ATREIC L, R
F3H2 L. T2 EERBRNVCNMTETEL LT DL, AT —Z OFEERAFICH
TOEmARET 28 AV TR AT AR D Z & AR T A S—fA4 )
WCOWTIEEBRZIIT 22 L, 774NV —KWNMEREX2 VT A FEHV AT L5HIT S
L& WEEIREDT — Z R/MEDIBIT 2 EET H L OB ETREMIT L L. 2l

3 “Effectiveness” is addressed below in subchapter 2.1.2.
FEZME (BIREY) | (IZHOWTIE, BUFOH 2.1.2 IHIZE W THIST %,
4Defined in Article 4(5) GDPR.
GDPR % 4 :(5)ICBW T ERZSN TV D,



10.

11.

12.

13.

Standards, best practices and codes of conduct that are recognized by associations and other bodies
representing categories of controllers can be helpful in determining appropriate measures. However,
the controller must verify the appropriateness of the measures for the particular processing in question.
xR OEBE 2 RET HHELTZDOMOMERIZ L > TROSN TN D HHE, <X
b 7T T 4 A, ROTEREIT, EORREZRET DRI 5 5, 72720, EH
FlI, U OFEDOTHR NI HOWT, ZOFREOEUINEZRREE L 722 1T UL 57220,

2.1.2 Designed to implement the data protection principles in an effective manner and
protecting data subjects’ rights and freedoms
T — 2R DEARIFR 2 2R THIE L . 7 — ¥ EIROHER LU E H
Diri# 2 RIET D L oGS

The data protection principles are in Article 5 (henceforth “the principles”), the data subjects’ rights
and freedoms are the fundamental rights and freedoms of natural persons, and in particular their right
to the protection of personal data, whose protection is named in Article 1(2) as the objective of the
GDPR (henceforth “the rights”)>. Their precise formulation can be found in the EU Charter of
Fundamental Rights. It is essential for the controller to have an understanding of the meaning of the
principles and the rights as the basis for the protection offered by the GDPR, specifically by the DPbDD
obligation.

TS RAEDIERTANIE 5 FRIZHY (UUT THERFEA) W), 7F—F EEROHEF KD
BHIX., BRANOEARWZLEF K REHTH Y, FHZZDBEANT — & ORGEITT HHEF]T
bon, TOREIL, GDPROHME LTH 1K Q) ICHRSNATWD (BT THEFl &v))

5. TOIEMEZRFLIRIT, MINESOEAEERICH D, EHH L. GDPR, 7T DPbDD D FH;
R VRSN DIRGEDERE L 72D . FEARBAN OFEFIDEIRIZOW TS 2 Z & 8 H]
RKTH 5,

When implementing the appropriate technical and organisational measures, it is with respect to the
effective implementation of each of the aforementioned principles and the ensuing protection of rights
that the measures and safeguards should be designed.

W U 72 BT RO R M OSELRRO 4 8 22 225 2 BRI, AR D AR D 2 11 Z IOV TE)
R FHEZ L TWD Z L MOHRIOREZHER L TWD 2 L EWIBLRND, HE%FE M
DR E NS HFFS R IER B,

Addressing effectiveness

Kot BIRH) ~DORIE

Effectiveness is at the heart of the concept of data protection by design. The requirement to implement
the principles in an effective manner means that controllers must implement the necessary measures
and safeguards to protect these principles, in order to secure the rights of data subjects. Each
implemented measure should produce the intended results for the processing foreseen by the
controller. This observation has two consequences.

FNMET, T —FRENA T A COEOTL &7 D, EARFAIZ A e iRk TR
Dl BT, T — X EROEFIDHER SN DI, BEEN, 2o OEARFHIZ (R
THIOIT, BEREEROREFREZFZE L 2T bW E2EWT 5, FESh
TAEEIL, BHENTRTLAIEHNICE T, BERSNTE/MRZ L6 S22 TIER 67
W, ZOZEIE. oDk EEL,

> See Recital 4 of the GDPR.
GDPR R 3CHS 4 THS M
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14.

15.

16.

First, it means that Article 25 does not require the implementation of any specific technical and
organizational measures, rather that the chosen measures and safeguards should be specific to the
implementation of data protection principles into the particular processing in question. In doing so, the
measures and safeguards should be designed to be robust and the controller should be able to
implement further measures in order to scale to any increase in risk®. Whether or not measures are
effective will therefore depend on the context of the processing in question and an assessment of
certain elements that should be taken into account when determining the means of processing. The
aforementioned elements will be addressed below in subchapter 2.1.3.

2, O LI, 25 ROKFEOEMTAFEE K OFLRRAOFFE 2 2832 K 9 BR L T
NWHEW) ZEEERT L0 TIERLS, LA, BAOREDBI O HFIZT — 2 R D 5
KRB % FEAET D 7201, BTN D FE M OREHTE D FE S NRTHIER B0 E N ) &
L BT D, TORE, UMREELKOREREIL, BER GO LR X9 ITHREHT 2 BER
bV, FLEHEFIL, VA7 OHINTKIST 5 72 DITENN e HiE & 225 vTEE Tl i huid e
BN 6 L7aDo T, HEDDERIINE D L, YOO O K RO FE A
RIET DERTEBICAN D NEREDOEROHMKE TH D, ZHHERIZOWTE, LT
D213 HTHIET D,

Second, controllers should be able to demonstrate that the principles have been maintained.
BT, EERREI, EARAIDSEGRICHERF S TW D v T EZFEH TE R UL 6
20N,

The implemented measures and safeguards should achieve the desired effect in terms of data
protection, and the controller should have documentation of the implemented technical and
organizational measures.” To do so, the controller may determine appropriate key performance
indicators (KPI) to demonstrate the effectiveness. A KPIl is a measurable value chosen by the controller
that demonstrates how effectively the controller achieves their data protection objective. KPls may be
quantitative, such as the percentage of false positives or false negatives, reduction of complaints,
reduction of response time when data subjects exercise their rights; or qualitative, such as evaluations
of performance, use of grading scales, or expert assessments. Alternatively to KPls, controllers may be
able to demonstrate the effective implementation of the principles by providing the rationale behind
their assessment of the effectiveness of the chosen measures and safeguards.

FEE I NI HE R O E Y, T X REOBLADN D EE LWIIREELT ALERH Y |
FEHE L, RSN ERRHE L OB HBE L CEL L T RERZH DL, 7 £ 9
T OO, EHAEIL, EOMEEREY T 2 U) 722 B ERRE AL (KP) ZIREL 9 D, KPI
X, BEENT — 2 RED A Z EORENRINTER L TWDNEFEAT 5, A IC X

6 “Fundamental principles applicable to the controllers (i.e. legitimacy, data minimisation, purpose limitation,
transparency, data integrity, data accuracy) should remain the same, whatever the processing and the risks for
the data subjects. However, due regard to the nature and scope of such processing have always been an integral
part of the application of those principles, so that they are inherently scalable.” Article 29 Working Party.
“Statement on the role of a risk-based approach in data protection legal frameworks”. WP 218, 30 May 2014, p.
3. ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp218 en.pdf
MEREICHEH SN EAROFA (0F 0, EX4ME T—20f/Mb, BRIORE, EWME. 7—
ZOFERME, T—X OIEMNE) X, T—F FERIZE ST, TOBHFNWEKRI R R EDL 5D T
HoThH, MUTRITNETZRORN, —J, 2O XD REHWOME K O Z @B ET 52 &
I, ZHOIEIARERICHIER AR b D Th DI, Zib DEARFHIZEH T 5 ETHICARIRZRE
BTHD. ) F29 KNS, [T — A EEOENRACBIT DY) A7 RXR—=2ADT 7 u—F OE|
(ZBI9 5 FEI), WP218, 201445 H 30 H, 3 X—Y 5,
ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp218 en.pdf
7 See Recitals 74 and 78.
ATSCES 74 TH ROV 78 THB R,
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17.

18.

STERIRENDMEFRERME TH 5, KPIIZIE, AN U BREEDEES . EEoBY. 7
— X ERPHER 2T T 2B ORI OB 72 &, E&078bD, L, T4 —~< A
DOFHM, A 7T — IV OEH, FAFIZ X 25072 & O EHAT7 DR HY 5 5, KPR
DLHHLOE LT, FEFIL, BEPNERIR L HE R ORERTE O MEO T OE RIS 5
BEERAARIL A 205 = & ©, EARFHI O R e ZEZEACTX 2550136 5,

2.1.3 Elements to take into account

FIEICAND

Article 25 (1) lists elements that the controller has to take into account when determining the measures
of a specific processing operation. In the following, we will provide guidance on how to apply these
elements in the design process, which includes design of the default settings. These elements all
contribute to determine whether a measure is appropriate to effectively implement the principles.
Thus, each of these elements is not a goal in and of themselves, but are factors to be considered
together to reach the objective.

5525 45 (1) 1IE. FREDBHER O E 2 RET HBRIC, FEENBE L 22T UXR 520
BRSFPESN TS, UTFCH, 7740 MREORIE G LRINBRICBNC, b
DEFEWMHT HHEZONTOHA X o AT 5, ZN6D0HEFEITET, EARFAZ
RN R T 72012, FEFEDNEYTH D0 E 2 02 Z2 25 DI L>, Lizhi-> T,
INODORERIIZNERP A TR, BMZERT 7O —FHICER SN L NEH
K<Th D,

2.1.3.1 “state of the art”
[T BT

The concept of “state of the art” is present in various EU acquis, e.g. environmental protection and
product safety. In the GDPR, reference to the “state of the art”®is made not only in Article 32, for
security measures,® ° but also in Article 25, thus extending this benchmark to all technical and
organisational measures embedded in the processing.
MehmE il ) OBEERIL, BRERER O OL MR L a7l EU OETITHEET D,

GDPR Tik. MElmfilr) ¢ ~DF kid, LREHRE I 55 32 &£ T TR, H 25
KITBWTHLRENTND, 2FV, ZOXRCFv—27 1%, BHFWVICHAAEN S ETOH
TR & K ORI EIC R S e W) 2 & Th D,

8 See German Federal Constitutional Court’s “Kalkar” decision in 1978:
https://germanlawarchive.iuscomp.org/?p=67 may provide the foundation for a methodology for an objective
definition of the concept. On that basis, the “state of the art” technology level would be identified between the
“existing scientific knowledge and research” technology level and the more established “generally accepted rules
of technology”. The “state of the art” can hence be identified as the technology level of a service or technology
or product that exists in the market and is most effective in achieving the objectives identified.
1978 4D N A Y HIIRFEILENFT D [N —] HRESZHROZ &,
https://germanlawarchive.iuscomp.org/?p=67 %, 4i%Bl& D BB 72 E R D T2 8 O J5 k5w O 5Lk % 42
L9 %, ZAUTESE, TREW] O L~ i, [BFEORFRHEE O] O~ L
LML ST T—RAICEE O DI BRI OER]] L OB TRESND Z &85, Lh> T,
MEmET) &%, MBIAFEE L, FE SN BA ERT 2 DICR B RIRM e —e 2 Hiif, X
TR ORI AKEE L L THR I D b,
% https://www.enisa.europa.eu/news/enisa-news/what-is-state-of-the-art-in-it-security
https://www.enisa.europa.eu/news/enisa-news/what-is-state-of-the-art-in-it-security Z &,
10 www.teletrust.de/en/publikationen/broschueren/state-of-the-art-in-it-security/
www.teletrust.de/en/publikationen/broschueren/state-of-the-art-in-it-security/Z i,
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19.

20.

21.

22.

In the context of Article 25, the reference to “state of the art” imposes an obligation on controllers,
when determining the appropriate technical and organisational measures, to take account of the
current progress in technology that is available in the market. The requirement is for controllers to
have knowledge of, and stay up to date on technological advances; how technology can present data
protection risks or opportunities to the processing operation; and how to implement and update the
measures and safeguards that secure effective implementation of the principles and rights of data
subjects taking into account the evolving technological landscape.

5525 SROARICIVN T, Tetmtli] ~DF Kik, #EU722 B AOH & K OSHHRR A FEE 2 )
T LB, TSR TAFARREFTOENESRZEZERICAND X5, FHEITH LEHLZHRT
LOTHD, YBEMIL, HiFOESIZOWT, BRI, HEINABERES IR L, Eo
LTS REDY A7 T E bTeb Lo D0, £z, EARFHIKR T — & BROHE
MNZDONT RIRAG 750 FELE 2 IR TS 72 00 DFRSIE K R iE & . AL T 2 HATHRIRIL 2 8
L7z bET, EOXITFEELFHL T ITONT, BHEHEN, MikzEb, ¥ICKFO
e iET 22 L TH D,

The “state of the art” is a dynamic concept that cannot be statically defined at a fixed point in time, but
should be assessed continuously in the context of technological progress. In the face of technological
advancements, a controller could find that a measure that once provided an adequate level of
protection no longer does. Neglecting to keep up to date with technological changes could therefore
result in a lack of compliance with Article 25.

MemE i) 1ZE 2 TH Y . —EDORFR CTHIICER T D Z &iETE 3, HifrEdLo
WFR THEFCATITHN L T BWE R H D, HIFOMEARICEm LT, EFHHE L, LANTEY 7
LAV DOPRGEZTRAE L TOEHREE D, IO L T W Z LIRS Tt & 5, L
Tl T, BB bR ZHRT 225285 L, 5 25 RIGETFL TRV EWNS
FERITIR D ATREMED B> D

The “state of the art” criterion does not only apply to technological measures, but also to organisational
ones. Lack of appropriate organisational measures can lower or even completely undermine the
effectiveness of a chosen technology. Examples of organisational measures can be adoption of internal
policies; up-to date training on technology, security and data protection; and IT security governance
and management policies.

MEbmtily) ORI BARAIFEZT TR, AR EIC OB SN 5, EE) A
ENRRIMLTWD & SR UTZEINOEZMEMET L2 . EBRICERbATZY S 2T 57
REMED B 5, MARAIRTE OFI L L Cid, WELHE#OEAN, Hiff, X2V 7 40 ROT— &k
BT DRSO, W IT X2 T A AT AROERGEHRET N5,

Existing and recognized frameworks, standards, certifications, codes of conduct, etc. in different fields
may play a role in indicating the current “state of the art” within the given field of use. Where such
standards exist and provide a high level of protection for the data subject in compliance with — or go
beyond — legal requirements, controllers should take them into account in the design and
implementation of data protection measures.

BRa 723 8RB 5 BAFD, SIS IS A, ST, GREE, 1TEVREZR 85, FFE DM
HAEICB T 5, BIREETO el 2R3 &EIZ2R72 095, 20X ) IR uESE ) F
L, T—Z ERICH L, EEEOBEMGEZBET L, URERE LOBEEZB R 7o, mVkKE
DR L i SEEN R 2556, HHE L, 7 — FIRERE ORGH L OVEEIZHB N T,
INHEEBRICANRTIUIR B0,

2.1.3.2 “cost of implementation”
[ LR
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23.

24.

25.

26.

27.

28.

The controller may take the cost of implementation into account when choosing and applying
appropriate technical and organisational measures and necessary safeguards that effectively
implement the principles in order to protect the rights of data subjects. The cost refers to resources in
general, including time and human resources.

BHEINL, 72 EEOMRN 2 R#ET D720, HARIFHIZ 2 FAIZ 283 2 i 8 70 Bl i+
& & OFARR AR B N B e R E 2 IR L T o8, FZEBEHEZBET 25605
b, ZIZCORMEZ. FEEOANRREZ ST, U Y — A2l EfET.

The cost element does not require the controller to spend a disproportionate amount of resources
when alternative, less resource demanding, yet effective measures exist. However, the cost of
implementation is a factor to be considered to implement data protection by design rather than a
ground to not implement it.

KUY —=RERPDIRODPNRETH L REHENFET 256, BMmOERIT, B
Fioxt L, @RZEDY Y —AZBH0FT L EZFRL TV, —F, RERMAIZ, 7—X
R NA THA o FELRVWEBTIIRLS,, T2 REAS THA 2 RIET H72010F
BENONEERTH D,

Thus, the chosen measures shall ensure that the processing activity foreseen by the controller does
not process personal data in violation of the principles, independent of cost. Controllers should be able
to manage the overall costs to be able to effectively implement all of the principles and, consequentially,
protect the rights.

L7eiRo T, RSN HER, BRHICEGRR S, FEEN TR 2 BiEE) 23 AR
EN L TEAT—=ZOBFNE LW L 2iERT 50T 2, BHEIL, RTOREARKR
HIZ W RACF2EE L, ZORER, HERZIRETE D L0112, 2R ERAZEHE XTI
(A SRR

2.1.3.3  “nature, scope, context and purpose of processing“

VRGO DIEHE, #PH, R NI

Controllers must take into consideration the nature, scope, context and purpose of processing when
determining needed measures.

EHFIL, LEREZRET DB, B oORE, i, mELCERNEZBE LR ITIUX
IRBTIRVN,

These factors should be interpreted consistently with their role in other provisions of the GDPR, such
as Articles 24, 32 and 35, with the aim of designing data protection principles into the processing.
T REOERFRZ B NOFIZHFTT D22 2B E Lo 26 OERIT, 5 24 4.
%532 25, %5 35 572 & D GDPR DMLDSEIIZIIT H%&EH & — BN H D X 5 IR ST
L7 B 720,

In short, the concept of nature can be understood as the inherent!! characteristics of the processing.
The scope refers to the size and range of the processing. The context relates to the circumstances of
the processing, which may influence the expectations of the data subject, while the purpose pertains
to the aims of the processing.

11 Examples are special categories personal data, automatic decision-making, skewed power relations,
unpredictable processing, difficulties for the data subject to exercise the rights, etc.

e Ui, FrlefEo@AT —% . BEZ2ERRE, BEALZ G, THIARFTREZR Bk,
T =X ERIZE > TOZEDMHEROITHEOREEM: 2 ERET B,
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29.

30.

31.

DFED, HEEVOBEIT, BV OARER L MREL LTRSS D 5, #IBH S 1T, Bk
WO KR CHIHZ T, @RIE. 7 — 7 EROHMFICHEL 525 5, BV ORI
HLTEY, BRIEHROOBAICEE L TV D,

2.1.3.4  “risks of varying likelihood and severity for rights and freedoms of natural persons posed by
the processing”
TIRGGVNZ oo TH & Z T 5 AN DFEFL CNH HI 12X TS F 4 7 s A & T2
JED Y X2

The GDPR adopts a coherent risk based approach in many of its provisions, in Articles 24, 25, 32 and
35, with a view to identifying appropriate technical and organisational measures to protect individuals,
their personal data and complying with the requirements of the GDPR. The assets to protect are always
the same (the individuals, via the protection of their personal data), against the same risks (to
individuals’ rights), taking into account the same conditions (nature, scope, context and purposes of
processing).

GDPR IE, AN, DFE VW ZDMANT — & ZARFET 2 728D O U 72 B AT A& M OV R A+
ZHEE L, $£72 GDPR OEAHESFT DLW ) BHOTDIZ, ZOFREDELLIZ, DEVH
24 55, 525 5. 32 FKRUEE 35 RICBNT, —BEMOHDLY AT RXR—ADT S u—F%
BEHLTWD, RETREEE (EAT—XORELBL T, HA) ITFIZFETCTHY ., [FH
LU A7 (AANOHEFNZE > TOU A7) (T LT, RUSME (ME., &, W& OEHR
WO HBY) ZFBEIZANTWD,

When performing the risk analysis for compliance with Articles 25, the controller has to identify the
risks to the rights of data subjects that a violation of the principles presents, and determine their
likelihood and severity in order to implement measures to effectively mitigate the identified risks. A
systematic and thorough evaluation of the processing is crucial when doing risk assessments. For
example, a controller assesses the particular risks associated with a lack of freely given consent, which
constitutes a violation of the lawfulness principle, in the course of the processing of personal data of
children and young people under 18 as a vulnerable group, in a case where no other legal ground exists,
and implements appropriate measures to address and effectively mitigate the identified risks
associated with this group of data subjects.

B 25 RABSTTD720D Y A7 i FATT OB, EEEIL EARFHIOENR A 267
T2 FEROMEFNCKTT2Y A7 ZRE L, ZOFERMEROEAEZ WL, FFEsinc)

A7 TR AR T D E 25 C D ENH D, U A7 5 Z1T 9 BRIZIE, Bk Vo RR
I DSR2 7l 23RO TEHE TH 5, Flx X, EEFIX, Wi r—74L LT 18 %
Al DF- EHRLHEDOMENT — & A Bl 0 85 T, MOTERRILAFTE L2 W BRIS, BEiEE
DOFAIDER & 705, BHEICEZONTEREORMNSAETDFFED Y A7 IZOWTHHMIL .
ZDOIN—TOTF—F ERIZEEL TRE S LD Y A 7R L, EN a2 RIARRT 5

= DY e HE 25 U D,

The “EDPB Guidelines on Data Protection Impact Assessment (DPIA)”,*2which focus on determining
whether a processing operation is likely to result in a high risk to the data subject or not, also provide
guidance on how to assess data protection risks and how to carry out a data protection risk assessment.

12 Article 29 Working Party “Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679”. WP 248 rev.01, 4 October
2017. ec.europa.eu/newsroom/document.cfm?doc_id=47711 - endorsed by the EDPB.

0529 SRAFEM S T — Z (RAEEGHM (DPIA) K OEHR\ M AS 2016/679 BLHI D@ . TEwn» U 2
JHEBIELTZENTREIND ] EPOHWIIET 204 R A ], WP248rev.01, 2017 £ 10 H
4 H. ec.europa.eu/newsroom/document.cfm?doc_id=47711 . EDPB /&K#F/i,
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32.

33.

34.

35.

These Guidelines may also be useful during the risk assessment in all the articles mentioned above,
including Article 25.

[ — & (Rt BRI (DPIANZ B35 EDPB A R T A ) 2%, BUREBENT — & EIRITK
LEWY A7 ZREISELIBENDRH LN E I NOHENZER LY TTEBY, T—#Ri#ED
U AT %ZFHET D HEROT — 2 R#ED Y 27 G li 2 £l 2 FIECET 204 2 2 bz
L TWD, HEIA RT3 25 55250, LRLORTORBICKT DU A2 7
DT BN D D D,

The risk based approach does not exclude the use of baselines, best practices and standards. These
might provide a useful toolbox for controllers to tackle similar risks in similar situations (nature, scope,
context and purpose of processing). Nevertheless, the obligation in Article 25 (as well as Articles 24, 32
and 35(7)(c)) to take into account “risks of varying likelihood and severity for rights and freedoms of
natural persons posed by the processing” remains. Therefore, controllers, although supported by such
tools, must always carry out a data protection risk assessment on a case by case basis for the processing
activity at hand and verify the effectiveness of the appropriate measures and safeguards proposed. A
DPIA, or an update to an existing DPIA, may then additionally be required.

YA RXR=ZADT Ta—=FE, X"=RATFA 2 RRALTTI7T 4 A MOFEEOHH Z Rt
LTV, Zaubid, AN, FEORG (ME, &, @RV O ) 126
WT, [AERD U A7t T DDA H7B B2 RIET 2R H 5, T Th B,
B 255 (WONTH 24 55, 5532 ROV 35 2k(7)(c) (2B TD THRFIZL > THEH = &
J1S BN DFEFIR OVH 11X TS 4 e s ME L IRZNE D YV X 2 | BT D5 135% D,
L7ehoT, BHEIL, £FOXIRERICL2ZERH -7 LT, FiZ, TET DK
IHENZOWT, F—RZTEICT—FRED ) A 73 iz I L, R I TV 5D e i
e OMRFEHEE D FENME A BRGE L 21T 72 72, £ O, DPIA, XIZBE(F D DPIA O FH
D3, BIIRICLEE L 72 D L7y,

2.1.4 Time aspect
RF [ A (1] T

2.1.4.1 At the time of the determination of the means for processing

BRI VD T 2 PRI T SRR 00 T

Data protection by design shall be implemented “at the time of determination of the means for
processing”.

T = RENA TV A NI TIRB DL ZRIET SHFIC 0 T BEIND b0 LT
Do

The “means for processing” range from the general to the detailed design elements of the processing,
including the architecture, procedures, protocols, layout and appearance.

TRF O D55 VE, MR, FIE, 7' hav, LA 7o b ROSME R & Bl cB
LAY b DG EEIRRGHER £ TEILICDI %,

The “time of determination of the means for processing” refers to the period of time when the
controller is deciding how the processing will be conducted and the manner in which the processing
will occur and the mechanisms which will be used to conduct such processing. It’s in the process of
making such decisions that the controller must assess the appropriate measures and safeguards to
effectively implement the principles and rights of data subjects into the processing, and take into
account elements such as the state of the art, cost of implementation, nature, scope, context and
purpose, and risks. This includes the time of procuring and implementing data processing software,
hardware, and services.
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36.

37.

38.

39.

TR0 D i RE T ShFm ) E1E, BEEN, BHWEFEITT 55k, W, B
DITOIN DO L NZE D K 9 2R W Z FITT D72 DI S A A Z R E L T
LW 2T, BEHEN, ZORIROOFIZEARFHI R 0T — % BIROMHER| Z 2h iz 2%
T 572D O E L OVRFERSE 2500 U, Beffk e, S, M, &pH, @fE, H
B, MO AR EOBERZEZZBLRTIUIZRLR20DIE, 20X RRELETDHTRRICE
WCThd, ZHiF, XDV 7 vy =T N—FRu=T, KO —EREHEL,
FEEFT HRENE N5,

Early consideration of DPbDD is crucial for a successful implementation of the principles and protection
of the rights of the data subjects. Moreover, from a cost-benefit perspective, it is also in controllers’
interest to take DPbDD into account sooner rather than later, as it could be challenging and costly to
make later changes to plans that have already been made and processing operations that have already
been designed.

DPbDD % RHICHRTT 5 Z L1, EARFHI L OT — & FIROMHEROREDFEL RN I D
2O THEETH D, I, BEAMPROBUENG ., BRI TV DGR
REFSN TV AERERICH L, BICEEEZMZ 5D0IXRETH Y . M OBHANHN D AR
PEA & 2728, DPbDD Z R RICHEE L T < Z &1k, BEHEOFIRIC L2 5.

2.1.4.2 At the time of the processing itself (maintenance and review of data protection requirements)

RGG DT (77— Z R ZSFOfEFF R OS2 E L)

Once the processing has started the controller has a continued obligation to maintain DPbDD, i.e. the
continued effective implementation of the principles in order to protect the rights, staying up to date
on the state of the art, reassessing the level of risk, etc. The nature, scope and context of processing
operations, as well as the risk may change over the course of processing, which means that the
controller must re-evaluate their processing operations through regular reviews and assessments of
the effectiveness of their chosen measures and safeguards.

—HERWABAES NS & FHRFILDPbDD ZHERF T2 & W O Mk R RS A A O . BRRY
(IR, MR 2 ORFET 2 T O FEARE R O 200 R 70 FELE A Ake IS HERF 972 2 & | Sl ddinic
ODWTERHIZHFFT 628, VALV E2HMTL2 R ETHD, BIREFOMEE,
HPH L ONEFE, WONZ Y 2713, BV ORI W TZEL 9 5, 202 Lid, EFHEEIL,
B & 2RI U7 & R QPR E O FEME 2 EHIRIC RE L, fMiid 2248 E T, BS
DOERFHEE Z HaE LT X R 6N L2 ERT 5,

The obligation to maintain, review and update, as necessary, the processing operation also applies to
pre-existing systems. This means that legacy systems designed before the GDPR entered into force are
required to undergo reviews and maintenance to ensure the implementation of measures and
safeguards that implement the principles and rights of data subjects in an effective manner, as outlined
in these Guidelines.

VIS U T, BES 2R BB L, AE L, i 58513, BFEO Y AT AITxH
LThEMESND, ZOZ&IiF, ZOHA RTA TSN TS K 512, GDPR 23 FE4)
THANIREF SN LI — VAT AR LT, ERFHIE 0T — & EROHER] % 2 Fei 7e
RERR CHEET D HE M OMREH B O R A IR T 572D O FE U K OHERFE B oD FE it 23 223K
INDHZEEERT D,

This obligation also extends to any processing carried out by means of data processors. Processors’
operations should be regularly reviewed and assessed by the controllers to ensure that they enable
continuous compliance with the principles and allow the data controller to fulfil its obligations in this
respect.
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40.

41.

42.

IORKEIL, T X UBEFIZL > TEITINDIH LD LBV b S b, B OHL
PN AT 2B 8T L TN D 2 e, 7 — 2 EFHENZORICB N TEDRY
DTN TETWDZ EZMRT A7, MHEEOERIIEREICL Y EMMICE L,
FHIl S v T iuiEZe e,

2.2 Article 25(2): Data protection by default
5525 28(2): 7T — XA RHENAL T T AL b

2.2.1 By default, only personal data which are necessary for each specific purpose of the
processing are processed
7 74 T, ZOBEEW O %2 ORFED BRI D T2 DIZREIENT — 5 O
BRI Wb Z &

A “default”, as commonly defined in computer science, refers to the pre-existing or preselected value
of a configurable setting that is assigned to a software application, computer program or device. Such
settings are also called “presets” or “factory presets”, especially for electronic devices.

A2 =P AT RATBWTRINICERSND LI, [F7x0 ) Lidl Y7 R
VT DT TV r—vary, arta—27nsIh AT A RZED LS THND, 1
RS B RTREZR R E DBEAF OB SUTFRN BN S NI 2T, 2D & 9 &L, FrITE
BERTIE 72y b X T772 )=V ky b EBETIND,

Hence, the term “by default” when processing personal data, refers to making choices regarding
configuration values or processing options that are set or prescribed in a processing system, such as a
software application, service or device, or a manual processing procedure that affect the amount of
personal data collected, the extent of their processing, the period of their storage and their accessibility.
L7ehRoT, AT —FZWMOWOBED [F 74V FT) WO HEEIZ Y7 =T DT

TV r—vary, =R HLIET A R EOWE L AT A I FEIOBHR O T
NEIZ I T, BRER L <UTHUE S LD MAESUIER N A 7 v a ACBT IRz 79 2 &

T, ZhuE, UESNDEAT = DhrE, ZORRWOHEIFH, Z OFLekirfr#i kOt
77 ARRRMEISR BT D,

The controller should choose and be accountable for implementing default processing settings and
options in a way that only processing that is strictly necessary to achieve the set, lawful purpose is
carried out by default. Here, controllers should rely on their assessment of the necessity of the
processing with regards to the legal grounds of Article 6(1). This means that by default, the controller
shall not collect more data than is necessary, they shall not process the data collected more than is
necessary for their purposes, nor shall they store the data for longer than necessary. The basic
requirement is that data protection is built into the processing by default.

THEFIL, RESNTHEER B ZERT 5 12 DICEE IR TR NO RN T 7 4L h T
FITSNDH LT, T 74N FNOBHWEERRA 7 v a v ERINL, EETHETLEZHA D,
ZIT, BRI, 6 RO BHRWDOIERRILIZEE T 5 B WO LB OWTOH S D

P S 2R bR, ZOZ 8, T 740 N CEHEEIL. LEOHDL LD ED

T=HENELNZ L WELTET =22 ZOHMICE > TRETHHLL EICEHHFWE L

PNZ L, RERHHLYES T X EEBRRT LW EEERT S, TR

LB, T HRENT 7 4L F THIRWICHEAAENTNWD Z ETH D,
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43.

44,

45.

46.

The controller is required to predetermine for which specified, explicit and legitimate purposes the
personal data is collected and processed.'®* The measures must by default be appropriate to ensure that
only personal data which are necessary for each specific purpose of processing are being processed.
The EDPS “Guidelines to assess necessity and proportionality of measures that limit the right to data
protection of personal data” can be useful also to decide which data is necessary to process in order to
achieve a specific purpose.1#1516
BEHEX, AT 2D EOREIN, I THY ., o, IESRBENODINE SN,
H& Db DD E, FANRET HLERD S, B ZOHHRNOE %« DX ED BHID T2
(CHERENT —Z DHBEROINTND Z L Z2ERTHE D TORDOMEIL, 77+
JU R Tl b O TRITFIUZAR S0, EDPS D [MEANT — & OF — X (R %3 5 HEF % il
(R 245 E OB MBI Z T 272000 A RT4 ) 1%, FEDBWZEKT 5
eI EDT =2 Z WO D BN D D0 HRET DB SN O RENER & 5, 141916

If the controller uses third party software or off-the-shelf software, the controller should carry out a
risk assessment of the product and make sure that functions that do not have a legal basis or are not
compatible with the intended purposes of processing are switched off.

BHENE -FHOY 7 by =T XFHIROY 7 by =7 2ERHT 256, EFE IR, Y
fhD U A7 Gl A FEAT L. IERIRRILAS 22 WBERE ST E B L 72 Bl o0 H AGIZIE A L 72V Vi RE
DU SN TND Z L TR T H2MEDRH D,

The same considerations apply to organisational measures supporting processing operations. They
should be designed to process, at the outset, only the minimum amount of personal data necessary
for the specific operations. This should be particularly considered when allocating data access to staff
with different roles and different access needs.

[ CE D, BRER 2 R DA EIC b EH S D, I, FrE DR

B b/ NROEN T — 5@#%@@ﬁoioumdbfk<%£#%éoE@é&J&UE
ROT I EADUBEM,EFFOAZ vy TIZX L, T—2DO7 78X %&HID U THEE, FiZZD
e EREBRTONEND D,

Appropriate “technical and organisational measures” in the context of data protection by default is
thus understood in the same way as discussed above in subchapter 2.1.1, but applied specifically to
implementing the principle of data minimisation.

13 Art. 5(1)(b), (c), (d), (e) GDPR.

GDPR # 5 Z5(1)(b). (c). (d). (e)o
14 EDPS. “Guidelines on assessing the necessity and proportionality of measures that limit the right to data
protection”. 25 February 2019. edps.europa.eu/sites/edp/files/publication/19-02-
25 proportionality guidelines_en.pdf

EDPS, 77— X I3 BHER] & KR T D4 E O LB OB 23T 2 72D DO H A KT A
>]. 20194E2 H 25 H, edps.europa.eu/sites/edp/files/publication/19-02-
25_proportionality guidelines_en.pdf
15See also EDPS. “Assessing the necessity of measures that limit the fundamental right to the protection of
personal data: A Toolkit” https://edps.europa.eu/data-protection/our-
work/publications/papers/necessitytoolkit_en

EDPS. MEANT — & OIRFEITKIT D EARRIMER 2 HIIR - 2 FiE O LB OREN: > —vF > b bF
&, https://edps.europa.eu/data-protection/our-work/publications/papers/necessitytoolkit en
16 For more information on necessity, see Article 29 Working Party. “Opinion 06/2014 on the notion of legitimate
interests of the data controller under Article 7 of Directive 95/46/EC”. WP 217, 9 April 2014.
ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp217 en.pdf

WBEPEDFERIC DWW T, 5 29 SoE3iRes THE5 95/46/EC D 7 RIS T — X EHE DIEY
7R MRS OBEERIZEE - 5 E 7. 06/2014), WP 217, 20144 H 9 HEZBMD Z &,
ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp217 en.pdf
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L7=No T, T—HRH#EARALT 7 30 b OB Dy 7 [HARFFEE & OSKERR A HE
B X, FEEROFE 211 HTHAIN TWA LD LRI L IICHESIND D, FFZT—H2 D
B/ MEDFRIIOSEE ) LA &b,

The aforementioned obligation to only process personal data which are necessary for each specific
purpose applies to the following elements.

2 OFFED BD = DICHEIRENT — X ORZBER DD &V ) AHROFBIL, LLFO
HRICHEH SN D,

2.2.2 Dimensions of the data minimisation obligation
7 — 2 D/ MU O FH O HilH

Article 25 (2) lists the dimensions of the data minimisation obligation for default processing, by stating
that the obligation applies to the amount of personal data collected, the extent of their processing, the
period of their storage and their accessibility.
92552 (2) 1X. T 74V b TORRWZEIT 527 — X OE/MEOEBE DR Z 5% L TH Y |
ZOEHIT. WESNLBAT—Z2 008, EORPWOHF, £ Okl kT 7
EAREEMRICEA S NS EBEL TV D,

2.2.2.1 “amount of personal data collected”
TRE XL SN 7 — 5 D57 )

Controllers should consider both the volume of personal data, as well as the types, categories and level
of detail of personal data required for the processing purposes. Their design choices should take into
account the increased risks to the principles of integrity and confidentiality, data minimisation and
storage limitation when collecting large amounts of detailed personal data, and compare it to the
reduction in risks when collecting smaller amounts and/or less detailed information about data
subjects. In any case, the default setting shall not include collection of personal data that is not
necessary for the specific processing purpose. In other words, if certain categories of personal data are
unnecessary or if detailed data isn’t needed because less granular data is sufficient, then any surplus
personal data shall not be collected.

EFHEL, BV OBRO DI LB ENT — & O, WO AT — % OFffE, K
DR L~V OM G 2B BT D20ER D DH, £ORG EOBRTIL, REOFEMREANT —
B BT D56 OSERMER OBEM:., 7 — &% OR/Mb, SRR OFIBRO AN 32 U

27 OHEINE ZEBRIZAN, £NET —Z FRICOWTO LY DEKRD/ T XLV FHEMTIE
RVERAZWNET 25650 U 27 OB & T 2 0ERNH D, WRRDHGEICENTS,
T 7 4V FERETIE, FFEOTHWEMIC & > TREDRVWEANT — % OIUEITE 720

bOLET D, SR IL, —EOHBEDOENT — 2 NARBERY G XL XKD D70 GEE
DT —H TH4Th MR T — 2 BDUERWGAIT, BT AT — 2 ITE IR0,

The same default requirements apply to services independent of what platform or device in use, only
the necessary personal data for the given purpose can be collected.

EOLI R T T T — L XIET A ANEHEINTHD IR, BLT 741 b
BERY—E XK UEH S, BEOEBNOEDICHER AT —X ORI i INETH L

2.2.2.2 “the extent of their processing”
[Z DRV DFGH
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Processing’” operations performed on personal data shall be limited to what is necessary. Many
processing operations may contribute to a processing purpose. Nevertheless, the fact that certain
personal data is necessary to fulfil a purpose does not mean that all types of, and frequencies of,
processing operations may be carried out on the data. Controllers should also be careful not to extend
the boundaries of “compatible purposes” of Article 6(4), and have in mind what processing will be
within the reasonable expectations of data subjects.

AT —ZITk L TATON DR V 2B T, RERHFOLDIZREENDLI D ET L, —
DOFRND HHID T2 DI L OBREBZERL 5 5, —FH. —EOEANT—21bH5HH
2 ZERLT DTEDICHETH D LWV ) FEIT, YT — 2L T, o0 2fEE, KW
BEDBNEREZFITT DR EIND L 2BERTHHOTIE e, BEHEFITE, &F
654D HHEATL2HM] ORAZIZRKLR2NWESICEEL, ED X5 BV AT—4 &
BROGHEM 72 HFFORPHAN L 220N ONWTHET DMERD D,

2.2.2.3 “the period of their storage”
& DFLER R

Personal data collected shall not be stored if it is not necessary for the purpose of the processing and
there is no other compatible purpose and legal ground according to Article 6(4). Any retention should
be objectively justifiable as necessary by the data controller in accordance with the accountability
principle.

IV SNTBAT — 2 1%, BV O BROT= OB R’ 8 5 6 5 (4) (TS o4
T 5 AL NERRILA 2 WG G, FERESNRN S D ET 5, WhRLREEL, T D
2 YT 4 ORI, 7 — 2 EFRE P LEMEIZ OV TEBICEYETE 5 H O TR
B AN EC AV ATAN

The controller shall limit the retention period to what is necessary for the purpose. If personal data is
no longer necessary for the purpose of the processing, then it shall by default be deleted or anonymized.
The length of the period of retention will therefore depend on the purpose of the processing in
question. This obligation is directly related to the principle of storage limitation in Article 5(1)(e), and
shall be implemented by default, i.e. the controller should have systematic procedures for data deletion
or anonymization embedded in the processing.

EEFIT, REWIMZ B0 DI BELRHIFICHIRT 20 &35, [HAT —2 %40
BARWO HRNZ & > TRETITR R D556, SEANT —2137 7 4V F THEXTEA
ftEnsbD LT, Lo T, RAFHIROR ST, YU OBV O BMIZ LY B2 5,
ZOFHIX, F 5 S (1)(e) OFREMRAOHIBOFA & EHREEL TR, 77 4/b kT
SINHHLOELETDH, DFEV, FEHFIL, 7T — X DHEEXIEALD 7D OEFZRRY 722 FIE % B
WNOHFI AT LEDN B D,

17 According to Art. 4(2) GDPR, this includes collection, recording, organisation, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction.

GDPR 5 4 S22 LD &L THITiE, IR, Rodk. fWEE. HERK. ROERIRAF. BIEFS L ITEH, MK,
ZW, B, REICEDBR, B, XX, EROUSNOFIETHMARERbD L35 2 & I
L<IEEE. MR, WHWESE L ITMENE END,

21



54.

55.

56.

57.

Anonymization®® of personal data is an alternative to deletion, provided that all the relevant contextual
elements are taken into account and the likelihood and severity of the risk, including the risk of
reidentification, are regularly assessed.?®

AT —& DEA(L 81X, BEET 22 TORBOERNBE I, Hilo) 27258
AT DBERVER ORAEDNEWIRNCFHMT SN D 2 & 2RI, HEOREFRB L 0D, ©

2.2.2.4 “their accessibility”
[7 2 & X A EHE )

The controller should limit who has access and which types of access to personal data based on an
assessment of necessity, and also make sure that personal data is in fact accessible to those who need
it when necessary, for example in critical situations. Access controls should be observed for the whole
data flow during the processing.

BFHF L, LEEOFMIZESWT, AT —FITH LT 7 EAEFOEROT 7 AD
FEZHIR L2 TR 60, £7o, BERGE. FIIXEEAPRTOERIZ, AT —4
DEBICENZVLBELETHHEICT V7 EARARTOHLZ L 2HRTHILELH D, BV O/
DT = T7a—RKIZONWT, 77t Al 8T T 208 DD,

Article 25(2) further states that personal data shall not be made accessible, without the individual’s
intervention, to an indefinite number of natural persons. The controller shall by default limit
accessibility and give the data subject the possibility to intervene before publishing or otherwise
making available personal data about the data subject to an indefinite number of natural persons.
25K I 6z, A T—20n, TOMADOREERL . REFEOHRANNLT 7AW
RERRbDEEINRVERELTND, BHEHEIX, 774V NTT 7B AMRBELHIBL, 7
— & FRIZET DENT — & 2 ANFE O B IR NI LA XITZ O o ik THIHTRE7ZR &
DETLHANT, T—FEEKIIH L, MET LR A B2 Db D LT 5,

Making personal data available to an indefinite number of persons may result in even further
dissemination of the data than initially intended. This is particularly relevant in the context of the
Internet and search engines. This means that controllers should by default give data subjects an
opportunity to intervene before personal data is made available on the open Internet. This is
particularly important when it comes to children and vulnerable groups.

AT — & 2R REOBRNCK LFHATREZR b O LT 5 & BHERK LU BIZT —4 7
P DRER LRV DD, ZOZLE, AV F—Fy hRORBT LV OBFHITBV T
BT 5, ZoZ EiE, AT =2 BNE—F A X —F v b ETHIAREIC R DRI,
BEHEIIT 74NV P TT =2 EERICK L, IMEOEERE G R DUNENRH DL L2 EWRT 2,
ZOZEiE, FELRUOMSEDOH D 7 NV—FIZE LT, FIZEETH D,

18 Article 29 Working Party. “Opinion 05/2014 on Anonymisation Techniques”. WP 216, 10 April 2014.
ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf

529 S VR, TEAEINICBIT 2 E R 05/2014) . WP216, 2014 44 H 10 H,
ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf
19 please see Art. 4(1) GDPR, Recital 26 GDPR, Article 29 Working Party “Opinion 05/2014 on Anonymisation
Techniques”. Please also see the subsection on "storage limitation" in section 3 of this document, referring to
the need for the controller to ensure the effectiveness of the implemented anonymisation technique(s).

GDPR 5 4 2&(1). GDPR HiZCH 26 TH, 5 29 SRAEEMIE TEEA(LEATIZEE 4 2 E A 05/2014) 22
DL, Fio, BEENEEINELACEIN O FZDMEE R T 2 0LEEIZOVWTER LTS, Z
DOXEDOH 3 FEN, [FLERAFEOHIR] ICHT 278 r v ar (F37H) bZROZ L,
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Depending on the legal grounds for processing, the opportunity to intervene could vary based on the
context of the processing. For example, to ask for consent to make the personal data publicly accessible,
or to have privacy settings so that data subjects themselves can control public access.

BAR O OVERRILZ L0 | MTEDOH I, HX?XN\O)&&‘?F% LU TEDD RN D D, Bl
X, AT —Z &R/ HIZT 7B ARREL T 5720 BAERODLZE, THFERPBHT
NEOT IV B A EHIETEDL LT TA NV —F E%m FTHZ &, L

Even in the event that personal data is made available publicly with the permission and understanding
of a data subject, it does not mean that any other controller with access to the personal data may freely
process it themselves for their own purposes — they must have their own legal basis.?®

7 Z EROFF A R OBE A S TEANT — 2 BDAIICRIH AR b DIc sz & LThH, 4
FENT — 227 7 B ARRERMMOEHENEH SO HOT-DIZ, BBIZYET — % 2TV
WD D EEERTLHDOTIE R, DFV | MMOEHEIX. BHS OEARILE REF L7
Lz b, ®

3 IMPLEMENTING DATA PROTECTION PRINCIPLES IN THE PROCESSING OF
PERSONAL DATA USING DATA PROTECTION BY DESIGN AND BY DEFAULT

T RENA TV A L ROT —F RS T 7 4V b2 HCTEA
7 = ORI OIS T — F REDRATI 2 RIS 5

In all stages of design of the processing activities, including procurement, tenders, outsourcing,
development, support, maintenance, testing, storage, deletion, etc., the controller should take into
account and consider the various elements of DPbDD which will be illustrated by examples in this
chapter in the context of implementation of the principles.?t 223

FE, AL, 7O R Y= BE, AR — b, RSE. TR b, RREMRT. HEREES
CEHIEB OGO TOEMICIB W T, FHHE L, DPbDD Ok 72 FHE L B EIZ AL, K
AT OMEN DD, ZOETIE, EAFHIOFEL WS BEND, ZOZ LIZHOWTHHIT
BT 5, 12w

Controllers need to implement the principles to achieve DPbDD. These principles include: transparency,
lawfulness, fairness, purpose limitation, data minimisation, accuracy, storage limitation, integrity and
confidentiality, and accountability. These principles are outlined in Article 5 and Recital 39 of the GDPR.
To have a complete understanding of how to implement DPbDD, the importance of understanding the
meaning of each of the principles is emphasised.

20 See Case of Satakunnan Markkinapérssi Oy and Satamedia Oy v. Finland no. 931/13.

Satakunnan Markkinapérssi Oy & Satamedia Oy %} Finland 931/13 D7 — A &8,
21 More examples can be found in Norwegian Data Protection Authority. “Software Development with Data
Protection by Design and by Default”. 28 November 2017.
www.datatilsynet.no/en/aboutprivacy/virksomhetenes-plikter/innebygd-personvern/data-protection-by-
design-and-by-default/?id=7729

N = —T — ZREREBE OO LEIMOEF D 5, [T —H RN T A R OT —Z %
HEANLT TV N EEA LY 7 by = TR% ), 2017411 A 28 A,
www.datatilsynet.no/en/aboutprivacy/virksomhetenes-plikter/innebygd-personvern/data-protection-by-
design-and-by-default/?id=7729
22 https://www.cnil.fr/en/cnil-publishes-gdpr-guide-developers

https://www.cnil.fr/en/cnil-publishes-gdpr-guide-developers Z i,
2 https://www.aepd.es/sites/default/files/2019-12/guia-privacidad-desde-diseno_en.pdf
https://www.aepd.es/sites/default/files/2019-12/guia-privacidad-desde-diseno_en.pdf Z &,
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EHLIF L, DPbDD Z KT D72, HEARFAIZFZET 20 ERNH 5, HAFHNIT, FEHAME,
WYEME, AIEMY, BREORE, 7 —% OfoMb, IEfEME, FLERFOHIBR, 524tk OB
M, ThHo 2T 4 DOFINEEND, 25 DOFEARFHNL, GDPR O 5 5 ORI
%39 RIS T D, DPbDD D EEF k% &I B iR T 572012, ZENEN D AR
RO B M2 Bifif 3 25 EEME 2 503 5,

When presenting examples of how to operationalize DPbDD we have made lists of key DPbDD
elements for each of the principles. The examples, while highlighting the specific data protection
principle in question, may overlap with other closely related principles as well. The EDPB underlines
that the key elements and the examples presented hereunder are neither exhaustive nor binding, but
are meant as guiding elements for each of the principles. Controllers need to assess how to guarantee
compliance with the principles in the context of the concrete processing operation in question.
DPbDD M 2 HIEDHER 2t~ HBEIZ, EDPB 1%, AEAFANZ SV TFEER: DPbDD
DEROYV A MEAERR LT, FHNL, 52 OREDT — & R O HARJFHI 2 585 L T\ 2 —
U7, BEHCERET HMOREAFHE S EEL 5 D, EDPB 1T, ML NIRRT FELRERKOF
BIIHEFEN LD THHR NI OH L O TH R, FERFAOREE LR EREBEH LT
LOTHDZ EEEHAT D, FEHEIL, SN OEMARNRBERES & OBEIZE T, AR
R DY 2 ARFET 2 FiEAFH T 2 LB & D,

While this section focuses on the implementation of the principles, the controller should also
implement appropriate and effective ways to protect data subjects’ rights, also according to Chapter lll
in the GDPR where this is not already mandated by the principles themselves.
ZOBFEAFAORECONWTERZY TTNDL, BHEEIIEL, EAFERBEEIZIY
FHALSHL TRV GDPR 2 3 BEITHEVY, 7 —F FARDHER & RS D 72O D B LI > 59
Y ITES FEE L 2T T 50,

The accountability principle is overarching: it requires the controller to be responsible choosing the
necessary technical and organisational measures.

TATEEY T o OFANFEFENICER SIS, 2%, 702U T 0 OFANTE
HFIT U, BB REANAHE E & OHHERIRE 2 1B IR T 2 BE L2 ER L TWDH D TH 5,

3.1 Transparency?*
2 B 24

The controller must be clear and open with the data subject about how they will collect, use and share
personal data. Transparency is about enabling data subjects to understand, and if necessary, make use
of their rights in Articles 15 to 22. The principle is embedded in Articles 12, 13, 14 and 34. Measures
and safeguards put in place to support the principle of transparency should also support the
implementation of these Articles.

EHET, AT -2 &2 LD LD, 8, AT LINCHONT, T—F EERITHEL,
BIED OB N2 b OIZ LARITUT e 720, @t LI, 7 —Z FERDBE 15 K65 22
FETOBHOMHEMZHERL, NEIOSUTHHTELZLSICT52LThD, ZOHERK
HE, %125, H13 5%, 145k, RUHE 34 RITEVIATNTWD, BWAMEDFHIZ S5

24 Elaboration on how to understand the concept of transparency can be found in Article 29 Working Party.
“Guidelines on transparency under Regulation 2016/679”. WP 260 rev.01, 11 April 2018.
ec.europa.eu/newsroom/article29/document.cfm?action=display&doc_id=51025 - endorsed by the EDPB

BV ORE S & BT 2 RIS T D REMIT. 55 29 SRAEEES . THIHI 2016/679 12255 < EWMELC
B4 5414 K742, WP260rev.01, 201844 A 11 RiZH 5,

ec.europa.eu/newsroom/article29/document.cfm?action=display&doc_id=51025 . EDPB 7XKF2 /i,
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TRHEOICRITONTHEROREREITEZ., INODOHFXOEELTIET 5O TRIT
L7 B 720,

Key design and default elements for the principle of transparency may include:

BHAMEDOFRAIOT- S DT T VA U R OT 7 40 OEREIZIX, LR EEN D 5,

* Clarity — Information shall be in clear and plain language, concise and intelligible.

RS - FEIT. ALY RLE T, ME T, HRELLT VWO THDL Z L,

* Semantics — Communication should have a clear meaning to the audience in question.

ERER — IS, U T DRI L o TIAMERERZFF O b O TR TR Beuy,

* Accessibility - Information shall be easily accessible for the data subject.

T AR ERIT, T EERICE S THESIZT 7 BARRETHDL Z &,

*  Contextual — Information should be provided at the relevant time and in the appropriate form.
RIS Ul = 1H8I%, @724 I 7T, #ieATRIEI N2 TIE 62
VY,

* Relevance — Information should be relevant and applicable to the speciﬁc data subject.
B — L, FFEDT —F ERICEHE L2 DO THY | YT —F ERICL - T
HHATREZR & D TR ITFIUTXR B 720,

* Universal design — Information shall be accessible to all data subjects, include use of machine
readable languages to facilitate and automate readability and clarity.
2= NP TS U FRIT, BRTOT—FERKIIH LT 7 EAFARBRLDOTH D
Z &, AR O AR L BBV 5720, RTEME O XE 25 2 &
T,

* Comprehensible — Data subjects should have a fair understanding of what they can expect with
regards to the processing of their personal data, particularly when the data subjects are
children or other vulnerable groups.

PR ATREZR — 7 — 2 FRR, BEOMEAT —F ORI L T2 HifF T&E 20
DNT, ANEIZERE L TWRITIUR R bewn, KT — 2 BERA 7k &8 JUTZ ot
DD & 5 7 NV—T D5,

e Multi-channel — Information should be provided in different channels and media, not only the
textual, to increase the probability for the information to effectively reach the data subject.
SRR T ¥ XV — G HRDT — Z ERIZR RN G < FTREMEZ S0 57201, 1FHIE
%%x%ﬁﬁfﬁ<\%ﬁﬁ%k*»&@f%47?ﬁ&éhﬁiniﬁgﬁmo

* Layered — The information should be layered in a manner that resolves the tension between
completeness and understanding, while accounting for data subjects’ reasonable expectations.
Pk — 7 — % TERO GBI EZBE L2 6, 528k & BRAE O 0 8Lk 2 ik
THEIRTIET, HREEELL2THIERE720,
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Example®
Ffi >
A controller is designing a privacy policy on their website in order to comply with the requirements of
transparency. The privacy policy should not contain a lengthy bulk of information that is difficult for the
average data subject to penetrate and understand. It shall be written in clear and concise language and
make it easy for the user of the website to understand how their personal data is processed. The
controller therefore provides information in a layered manner, where the most important points are
highlighted. More detailed information is made easily available. Drop-down menus and links to other
pages are provided to further explain the various items, and concepts used in the policy. The controller
also makes sure that the information is provided in a multi-channel manner, providing video clips to
explain the most important points of the written information. Synergy between the various pages is
vital to ensure that the layered approach does not heighten confusion, rather reduce it.
FHE X, BAMEOEMEZTET-T 72D, HEDO Web ¥ A MIETHLT T4 NN —KRY v—
ERFLTCNWDEZATHD, T4 —RY —2id, BN T — % ERNAE L
fE T 20NRNETH D L5k x LOWREDIEFEREEZD D& TERY, ZIVUIBAHEDf
BRXSTEIN, V=TV A FhOZ—HF—RHEFOBEAT =N ED L HIZERYFbihd
DICOWTHESGICHMTEL LT HRERNDH D, LIenoT, FHEIX, BEbLizhs
ETHBRZRMIE L, ZROEERRA » FEBMR R T 2, LVFEMRE®RE. BHITHI AT
BILT D, Ry TH T DA =a—KUMORX—~DY 7 nn | ka2 H ROV i4%
RY T —IZEBNTHEH SN TV AEERIZOWT, BRSNS 5, £, B
X, EWA SRR T vy 3V CRESND K OMR L, FH COFROK S HE R R 25
HETH 7Y T ERMT L, BELoT o —FRNRILZERIET, D LARBSED
K OMERT DL, HEAR—VRIOT T —RNRAIRTH D,

The privacy policy should not be difficult for data subjects to access. The privacy policy is thus made
available and visible on all web-pages of the site in question, so that the data subject is always only one
click away from accessing the information. The information provided is also designed in accordance
with the best practices and standards of universal design to make it accessible to all.
TITANRY—RY —E, THERICESTT 7 BARREER LD TH- TI R B2,
LIeloT, T—FFEENFIC LB U v 735 T THRICT 7 EATEDL LS, 794
NY—RY U—iF, BEEDOH A hOETD Web ~<— U THI A AEENOBRRAEERL b DI
Do BEESNDHERITE, LR T 7 BRAARETHL LI, 2= "= LT 1 DX
ANT T T 4 AROFELEIHE - TikGh S 5,

Moreover, necessary information should also be provided in the right context, at the appropriate time.
Since the controller carries out many processing operations using the data collected on the website, a
general privacy policy on the website alone is not sufficient for the controller to meet the requirements
of transparency. The controller therefore designs an information flow, presenting the data subject with
relevant information within the appropriate contexts using e.g. informational snippets or pop-ups. For
example, when asking the data subject to enter personal data, the controller informs the data subject
of how the personal data WiII be processed and why that personal data is necessary for the processing.
T, LEARERIT, WYRYA 7T, mURE RS ARTER bR, F
ﬁ%i\wm%4FLTW$LKT Z MM LE < OBRERZFITT 2720, 4% Web
T A MIBET 2R T T AN —KRY v —721F Tk, FBE D EAMEO B2 w7371
I TiEewy, Lo T, EEEIL, X, HROA=y N XIIKR Y 77 v 7%l

%5 The French Data Protection Authority has published several examples illustrating best practices in informing
users as well as other transparency principles: https://design.cnil.fr/en/.

77 ADT — 2 REEEIT, 22—~ DEFRREMLICBIT DR N T T I T 4 AROE DD FE
DR A Z T 2 W< DO FHF| Z2 /AR LTV 5%,  https://design.cnil.fr/en/Z R,

26




67.

68.

AL T, F—# BRCHYRBRO T CHBOK R IR T 5, HH 7 0 —2#%iT 5, 6
21, T2 BRI LEAT — 2 OA &R DB, HHRER, YEAAT—2RED X
SIZH O b DDA, FIATHE DEAT — 2 BEHR NS ER DN HONT, F— 2
BT S, |

3.2 Lawfulness

M

The controller must identify a valid legal basis for the processing of personal data. Measures and
safeguards should support the requirement to make sure that the whole processing lifecycle is in line
with the relevant legal grounds of processing.

EREIE, AT — 5®Wﬁ“’%?5%@&%%@%%%%L&ihi&%ﬁw HIE &
OMRFERTEIL. B D T A 7% A 7 VRSB ZBET 5ERRILICIE > 72 b D TH
5_&%%E?é&%9%#%&%?6%@?&”“&@%&w0

Key design and default elements for lawfulness may include:

BEMED T O DR T A U RONT 7 4V FOERITIE, LFREEND D,

* Relevance — The correct legal basis shall be applied to the processing.

B — R MR Ly IE LWERIIRILSE S Tnd Z &,

« Differentiation?®— The legal basis used for each processing activity shall be differentiated.

ZERE 2 — S ) 2 &S S D IERIRILSEE STV D 2 &,

* Specified purpose — The appropriate legal basis must be clearly connected to the specific
purpose of processing. ¥’

FrE D BB - W E R ERRIUE, O ORFED B R & IR BIEAT T b Ty 7aid
TR0, 7

*  Necessity— Processing must be necessary and unconditional for the purpose to be lawful.
VEE — BRYSEE Th D72 OI2iE, BB UEDP DS b O TRITIE R 6
20N,

* Autonomy — The data subject should be granted the highest degree of autonomy as possible
with respect to control over personal data within the frames of the legal basis.
H M- 7 — % ERITIE, ERLOBN T, BAT7T—2 OFHIZE L TRIRE7ZR[RY
EVVE EENE 2 BT s,

26 EDPB. “Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the
provision of online services to data subjects”. Version 2.0, 8 October 2019.
edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines-art 6-1-
badopted after public consultation en.pdf

EDPB, [F—4 ER~DA L T A —E ROHRHUEIZEEE L 7= GDPR 25 6 5% (1) (b) IZES AT
— X ORI T A H A RZ A2 2/2019), /A— =3 2.0, 2019410 H 8 H,
edpb.europa.eu/sites/edpb/files/files/filel/edpb_guidelines-art 6-1-
badopted after public_consultation_en.pdf
27 See section on purpose limitation below.

DTOBHOBREICET A ay (F3.45H) 258,

27



e Gaining consent — consent must be freely given, specific, informed and unambiguous.?®
Particular consideration should be given to the capacity of children and young people to
provide informed consent.

FEORG - FIEIFXEHBIZEZ S0, FE I, FANZHAZZ 72 ETo, A
TR O TRITNEIR LRV, 2 84 ROFERUIA L2172 ETORE %1
I 256 TORTK L, FElZRBLED 72 SHRITIUT R 5720,

* Consent withdrawal — Where consent is the legal basis, the processing should facilitate
withdrawal of consent. Withdrawal shall be as easy as giving consent. If not, then the consent
mechanism of the controller does not comply with the GDPR.?*

[FEOME - FENERILTH 256, TORPFEWIL, REOHIEZESIZT S
HOTRITIUTRBR, FEOHENL, FAEZE5EX5DLFERE, 5572 bDOTR
T b0, £ 95 ThWEE, ZOREOMHIAE, GDPR Z385F L TV Ry,
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* Balancing of interests — Where legitimate interests is the legal basis, the controller must carry

out a weighted balancing of interest, giving particular consideration to the power imbalance,
specifically children under the age of 18 and other vulnerable groups. There shall be measures
and safeguards to mitigate the negative impact on the data subjects.
Flgs O & - IE Y 22 RS ERIRILCTH 2 56, BEE T, HERO AL, Frlic 18
AT DT £ M OEOMOYTIIED 8 % 77— 712k URFBINCELE L, INE T L
TeRIEE O R A X 6 22T X B2, T —F ERICH T 2 BB AT 57200
HELROLZEHENPHELELLOND Z &,

* Predetermination — The legal basis shall be established before the processing takes place.

FRIOWE — ERIL, BHROWRIITOID RN SN D Z &,

* Cessation — If the legal basis ceases to apply, the processing shall cease accordingly.

1k —ERRI S EH SR < o 1o B, B2 2 Us CTRIET D 2 &,

* Adjust — If there is a valid change of legal basis for the processing, the actual processing must
be adjusted in accordance with the new legal basis. 3°
TR — TR OIERIRILC A R E R R o D256, FEEROTHR T, B LUWERRL
IZHEVIIEE S e uid7Ze 6 7e 0, 30

28 See Guidelines 05/2020 on consent under Regulation 2016/679. https://edpb.europa.eu/our-worktools/our-
documents/guidelines/guidelines-052020-consent-under-regulation-2016679 en

FHAI 2016/679 ICHD K FEIWCEET 2474 F 7 4 ~ 05/2020 288, https://edpb.europa.eu/our-
worktools/our-documents/guidelines/guidelines-052020-consent-under-regulation-2016679 en
29 See Guidelines 05/2020 on consent under Regulation 2016/679, p. 24. https://edpb.europa.eu/our-
worktools/our-documents/guidelines/guidelines-052020-consent-under-regulation-2016679 en

KA 2016/679 ICHO K FIEICET 2454 F 74~ 05/2020, 24 ~— 50,
https://edpb.europa.eu/our-worktools/our-documents/guidelines/guidelines-052020-consent-under-
regulation-2016679 en
30 If the original legal basis is consent, see Guidelines 05/2020 on consent under Regulation 2016/679.
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-052020-consent-
underregulation-2016679 en

LY OEWRI A FE TH 5856, Bl 2016/679 ICH O K FEICET 244 F 74 v 05/2020 .
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-052020-consent-
underregulation-2016679 en
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* Allocation of responsibility — Whenever joint controllership is envisaged, the parties must
apportion in a clear and transparent way their respective responsibilities vis-a-vis the data
subject, and design the measures of the processing in accordance with this allocation.
FAEOEY T - LFEEHERPEE SN GEITHEIC, YFEIL. 7 —F FRITKT
LENENOEMTE, BENOEWAMEDH 5 HIETEID YT, ZOFY TITHE-> TR
WNOFEARRET L 2T T 6720,

Example

H

A bank plans to offer a service to improve efficiency in the management of loan applications. The idea
behind the service is that the bank, by requesting permission from the customer, is able to retrieve
data about the customer directly from the public tax authorities. This example does not consider
processing of personal data from other sources.

HLEATH, B— U HFEEHOLRNT, LR LT 22— X ORMEAFHE L T 5,
OV —ERADERIZH DB, FATHEENOF A ZROD 2 LT, BRICETLT
—ZEBBYRNOEERGARICTL 0 DO TH D, ZOFITIE, hofFHIENS O
TENT — % OB DWW TIEBE L 720,

Obtaining personal data about the data subject’s financial situation is necessary in order to take steps
at the request of the data subject prior to entering into a loan contract.3! However, gathering personal
data directly from the tax administration is not considered necessary, because the customer is able to
enter into a contract by providing the information from the tax administration him or herself. Although
the bank may have a legitimate interest in acquiring the documentation from the tax authorities
directly, for example to ensure efficiency in the loan processing, giving banks such direct access to the
personal data of applicants presents a risks related to the use or potential misuse of access rights

0 — 2 OEFEEORNC, 7 — & EEROERICK L R 2 ED 5 7-D12iF, 77— % EEROM
BRUUCET AT — 2 28535 Z EBNETH D, 3 —FH, BFEITIA L CREEHY
JR D DIEHREZREET D 2 L TENERET 52 ENTE LD, BUEEIHY RO EEE
ANT—=F%WET D Z LIFTMAEL TR IR, $ATIE, Bl v— FHiE OghEM:
ZHERT DL WVWo AT, FIBYRNOEESHZIGT2 Z Lo\ T, B4R FRE
ALOD, —FHT, $UTICH L, ZDOX O RHFEEOWMANT —F ~DEHENLRT 7 & A%
222 E0%, M7 7 2 AMEOFIHTIBEN 72 ERICBEE L2 ) 27 Z21E 5,

When implementing the principle of lawfulness, the controller realizes that in this context, they cannot
use the “necessary for contract” basis for the part of the processing that involves gathering personal
data directly from the tax authorities. The fact that this specific processing presents a risk of the data
subject becoming less involved in the processing of their data is also a relevant factor in assessing the
lawfulness of the processing itself. The bank concludes that this part of the processing has to rely on
another legal basis of processing. In the particular Member State where the controller is located, there
are national laws that permits the bank to gather information from the public tax authorities directly,
where the data subject consents to this beforehand.

EEMEDIF A Z FAET DB, BHE L. 2O TR, BB YR O EEEANT — & 2%
T 52 & TG RRNDOEST K EOLEENE ] ORMEEH TE 202 L2757 5,
ZOREDOTR N, T—F EERICELD2BHOT —Z OB T D542 L0 e
HEVWH VR ZL6THFEL, BV OBEEN B R ZFHh T 2BROBEEERK & 705, R
1T, B WO Z OES X, B W ORI OIERIRIMI AR T D R b D L ismft T 5, &

31 See Article 6(1)(b) GDPR.
GDPR i 6 55(1)(b)Z i,
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69.

70.

FENLEZES NBEEICL > TX, T—Z EERRHFERNCZDOZ LICFEE L TWAEHEA., B
TR L RN O EEEFREINET D Z L2 THENERD D,

The bank therefore presents information about the processing on the online application platform in
such a manner that makes it easy for data subjects to understand what processing is mandatory and
what is optional. The processing options, by default, do not allow retrieval of data directly from other
sources than the data subject herself, and the option for direct information retrieval is presented in a
manner that does not deter the data subject from abstaining. Any consent given to collect data directly
from other controllers is a temporary right of access to a specific set of information.
Lo T, $1T1E. 7 —F EERBD EOHFIRORLIAT, EOFRWNEIR TH L0 ERKS
CHfE CEX DL IRFIET, A T4 - T TV r—var D77y b7 4 —5 ETEEND
CBET D RERRT D, BV ORIKIZ, 7740 M T, T—% EERE Z LS OTERIR
73%@’%? AEBSGT DI EEFAL TR, Fo, MOEHRIED & B A B
BT D7D OBREIL, 7% EERPRIRL 20 L2 0 X o R FiETiR ST
50M®£ﬁ%#6ﬁﬁ7 ZaWET DO E 2 BN FEZ, FFE DO —HEOFRITK
T5H, —FERT 7B ADHERTH 5,

Any given consent is processed electronically in a documentable manner, and data subjects are
presented with an easy way of controlling what they have consented to and to withdraw their consent.
The controller has assessed these DPbDD requirements beforehand and includes all of these criteria in
their requirements specification for the tender to procure the platform. The controller is aware that if
they do not include the DPbDD requirements in the tender, it may either be too late or a very costly
process to implement data protection afterwards

T—=Z EERPGRRER, CETRAREBRTEFUICABE S, 7T—2 ERIE. BY
ﬁﬁ%bkﬁﬁ%%ﬁb\it5%@Hw%ﬁ@¢6t®®§%@ﬁ%ﬁ%&éﬂéo%ﬁ
FIX T 5D DPDD EfFAFANIFHE L, 77 v N7+ — L& ET D720 D AFLO K
EHEFIC IO DEEZ L TED D, ﬁ@%i DPbDD O {4 AFLIZEE V A F WA
FORIZT — R R EIET HOICFEBNICR D0, UIIEFIZER O MM D 7t Rk
LAREMED B D 2 <E%WJ%LTW\5O

3.3 Fairness

INIEME

Fairness is an overarching principle which requires that personal data should not be processed in a way
that is unjustifiably detrimental, unlawfully discriminatory, unexpected or misleading to the data
subject. Measures and safeguards implementing the principle of fairness also support the rights and
freedoms of data subjects, specifically the right to information (transparency), the right to intervene
(access, erasure, data portability, rectify) and the right to limit the processing (right not to be subject
to automated individual decision- making and non-discrimination of data subjects in such processes).
NEMEE, BFEORFEAITHY . 7T —F FERITH L TRYICAFGS A 52720 EEICE
%T%otb\%ﬁbﬁw%®fﬁot@\ﬂ M%%?<i9&ﬁﬁf AT — &ﬂﬁ
DN DZ EnRnE S, BERLTWD, KNEMOFAIZ FELIET 5 HE &K OIRERHE
?—5%%®%ﬂ&@§mxﬁﬁﬁﬁﬁﬂ¢5%ﬂ(@%%ﬁﬂfﬁ%%ﬂ(77?X\
HE, 7—2R=—2 U7 4, iTIE)., KOBHNEZHIRS 2N (B8 LIz Bfnic
FEDNWTRTEDOXG L SR VHERIR OED L 5 27 a8 AD )T T — & BERDBZER S
BRNZ L) bXETHHLOTH D,

Key design and default fairness elements may include:
NEWDOFEERT A R ORT 740 FOBERITIL, LTBREEND D,
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Autonomy — Data subjects should be granted the highest degree of autonomy possible to
determine the use made of their personal data, as well as over the scope and conditions of that
use or processing.

HE:M -7 — 2 EERIE, BFOBEAT —Z OFIHOBGE, I ONZZ O FH SUTEHR
WOFIPH KOG OWTOREIZRT L, "TREZRIR Y @V E EHEDN 52 52T X
72BN,

Interaction — Data subjects must be able to communicate and exercise their rights in respect of
the personal data processed by the controller.

BFANE - 7 —2 FRIL, BEHECL > TR FEONLBEAT—ZICELT, BHD
MR E/E S5 2 L. R 2O ZITH T 5 2 L AR TRITNITR 57220,

Expectation — Processing should correspond with data subjects’ reasonable expectations.

Wit - L, 7= 2 EROGEM R L — BT 2 b O TRIFTR B2,

Non-discrimination — The controller shall not unfairly discriminate against data subjects.

AN - FHEILT —Z BRI L, ARIERENZ LT &,

Non-exploitation — The controller should not exploit the needs or vulnerabilities of data
subjects.

B O - FRE 17— Z BROFREUIMEIINIEZ B L TR 50,

Consumer choice — The controller should not “lock in” their users in an unfair manner.
Whenever a service processing personal data is proprietary, it may create a lock-in to the
service, which may not be fair, if it impairs the data subjects’ possibility to exercise their right
of data portability in accordance with Article 20.

HEE OB - FHE X, ARERFIETZ—F—0 THHVIAAL] 2 LTI LR,
AT =2 ZROHO P —EZAPMEAOLD THLHEE, ZOZ ENRYZMAY—F
AZ~DFVIABRZRERLT D ATREMER DD, 7T —F FIRIZE 5T, 520 RITHWE-T2T
—ZRN—Z VT ORI ZATHES 2 rTREME RSB O 256, 2 OITAILAIETIX
AN

Power balance — Power balance should be a key objective of the controller-data subject
relationship. Power imbalances should be avoided. When this is not possible, they should be
recognised and accounted for with suitable countermeasures.

TR O - NIBAROBMNIX, FEE LT — X EROBERO EE L BETRITN
X7 B\, DERO AR AR 22 e B, 2O Z ERFETRETIZ R WA
WE ekt R A U729 2T, 2D S ORBBITOWTIRER S 4L, il Sz
DRV,

No risk transfer — Controllers should not transfer the risks of the enterprise to the data subjects.
URIBESOEEL - EHEFIL, BHOREI A7 527 —F ERIZBIEL TUIR L2
AN

No deception — Data processing information and options should be provided in an objective
and neutral way, avoiding any deceptive or manipulative language or design.
HEROEEIE — 7 — 2 RO O R & ORI, KIS U < I3EER 722 30E U
AT AT, BB ORI e T E TTiREE S R IE R B 2R,
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* Respect rights — The controller must respect the fundamental rights of data subjects and
implement appropriate measures and safeguards and not impinge on those rights unless
expressly justified by law.

MERIOBE - FHEIL, 77— % EEROERIMEN 2 8E L, B HE &K OREH
EZELCRITNER LT, £, EBECL > THRMIZIESYIL SR WRY . 2 b
DR 212 E LTI R B 720,

* Ethical — The controller should see the processing’s wider impact on individuals’ rights and
dignity.
Ay - AL, B OBFITOWT, EADOHEFR] K BRI RIET, LV
F B A PR L TR TR B0,

*  Truthful — The controller must make available information about how they process personal
data, they should act as they declare they will and not mislead the data subjects.
WE - FHET EAT—F OBRBNOHIECEHT LEREF MR DL L
THiE e o3, E5LEeBVIATEIL, 77 EREZBMI T TUIR LR,

*  Human intervention — The controller must incorporate qualified human intervention that is
capable of uncovering biases that machines may create in accordance with the right to not be
subject to automated individual decision making in Article 22.32
NPITE - BEFIL, 6 22 FO RSN TZBHRWIZE DSV IRED RIS & S
WHEFINZAE - T, BB EA T AREMED & 53 A 7T A ZH HNMTT 5 2 L SRR R
BFE L N DAL Z MAIA F 22 T 72 B 7w, 2

*  Fair algorithms — Regularly assess whether algorithms are functioning in line with the purposes
and adjust the algorithms to mitigate uncovered biases and ensure fairness in the processing.
Data subjects should be informed about the functioning of the processing of personal data
based on algorithms that analyse or make predictions about them, such as work performance,
economic situation, health, personal preferences, reliability or behaviour, location or
movements. 33
NIEZRTNAY XL =TT Y ZLAREHRNO BENIZIR > THEEEL TV E >0k
EMENZFEHm L, 73 XLEFEL T, ONITR T A T 22K L, Bk
WORIEMZRERT 5 2 &, 7 —Z R, EBERITRES). RUIRE, . AR
IRNELT . ASHEMESUIATEY, MEUIBEIR Y BHICOWTON UL TR ZIT O T v
TV ZLICES AT —F DB OBEREIC OV TH S SR IT TR S0,

Example 1

Fif 1

A controller operates a search engine that processes mostly user-generated personal data. The
controller benefits from having large amounts of personal data and being able to use that personal
data for targeted advertisements. The controller therefore wishes to influence data subjects to allow
more extensive collection and use of their personal data. Consent is to be collected by presenting
processing options to the data subject.

32 See Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation
2016/679. https://ec.europa.eu/newsroom/article29/document.cfm?action=display&doc id=49826
Bl 2016/679 D HH Db D BE b S NI EANICK T2 BEREEL T 07 74V o 7IZH
THHA RTA B,
https://ec.europa.eu/newsroom/article29/document.cfm?action=display&doc_id=49826
33 See Recital 71 GDPR.
GDPR FII3CE 71 THB

32




EHFIL, FIZa—YP—ICIVAERINDIBEAT —Z 2RO WO MR P2 EE LT
5, BEHEIZX, REOEAT—2Z2RAEL, TOEAT 24522 —7 v MNREIEHTE S
ZEIZEVRIRESD, Lieo T, FHEIX, BAT —2 O X0 JRE7INEE K OEH 257
AT ALY, THERICKUEREE X, BEIE, 7— % BRI L, B ORR
atend 22 LICKVIESND TETH D,

When implementing the fairness principle, taking into account the nature, scope, context and purpose
of the processing, the controller realizes that they cannot present the options in a way that nudges the
data subject in the direction of allowing the controller to collect more personal data than if the options
were presented in an equal and neutral way. This means that they cannot present the processing
options in such a manner that makes it difficult for data subjects to abstain from sharing their data, or
make it difficult for the data subjects to adjust their privacy settings and limit the processing. These are
examples of dark patterns, which are contrary to the spirit of Article 25. The default options for the
processing should not be invasive, and the choice for further processing should be presented in a
manner that does not pressure the data subject to give consent. Therefore, the controller presents the
options to consent or abstain as two equally visible choices, accurately representing the ramifications
of each choice to the data subject.

B CoOME, #, WEREAOCHMZZE L, AEEORAIAZEET DE, FENO PR
RHETERNR AR R T 255812 KOV OBAT =2 2 NET L 2 L 2 FHE I
AT 2 H AT —Z FEREFET L L) R AGETEREEZ R R T2 LIXTERVE, HH
TR D, 2o bt BHFIL, 7 X ERRT X OXEE L WERET 500
NEETH o720 XUIT —F EERNR T T A N —8E ZiiHE L TR W2 HI R 2 O 73 A
Th DI RERETEBOOBIREZ R R TERNWZEEZE®RT 5, ZNHIFF—7 "F—
YOBITHY | 25 FOREMIIKT D T 7 4L b TORRWOEREIIREN TH - T
36T, BN BV ORIIKIT, T—F FERIIH L, RELZ522 L5 ENEH#
F2RWHFIE TR SN R T IER B , Liznd> T, FHE L, FESUIFE L2 0ER
FAZDOWT, 7F—F FRIT LERIROEEL EMEICR R, Z20% L HE T 2% INK
& LTHRRT D,

Example 2

4 2

Another controller processes personal data for the provision of a streaming service where users may
choose between a regular subscription of standard quality and a premium subscription with higher
quality. As part of the premium subscription, subscribers get prioritized customer service.
MOEBREIX, AN = 7P =R RETHDIEAT —F2WMOH S5, Ykt —
EATE, 2= P 3MERLEOEFER L . LV EREOT LI T AEGO VT Ak
RLI>D, 7VITAHEHRO—BE LT, MAFIZ, BENLI AL~ — Fh—E R 25T
D,

With regard to the fairness principle, the prioritized customer service granted to premium subscribers
cannot discriminate the regular subscribers’ access to exercise their rights according to the GDPR
Article 12. This means that although the premium subscribers get prioritized service, such prioritization
cannot result in a lack of appropriate measures to respond to request from regular subscribers without
undue delay and in any event within one month of receipt of the requests.

NIEPEDFANCEA LT, 7L 17 AMAEZ I G I HEBENR D A2 ~—H —E X,
GDPR % 12 RICHE - Tl H MABIC L D7 7 B ADOMEROATHE 2 2R+ 5 2 L i3 TE 220,
ZOZEF, FUITLIMARITELEN RS — R EZIT 560D, FD XKD RERAMITIC
E0 . BEMAENGDOFRIC, RYRERHBRL, WHRLIBELEREZZ T THE 10 A
DINIZIR L 272 0, WU E R RINT DR L 22> TER L RN I L 2 BERT 5,
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71.

72.

Prioritized customers may pay to get better service, but all data subjects shall have equal and
indiscriminate access to enforce their rights and freedoms as required under Article 12.
TLUITLAMAEIL, LV ERBW—EREZT 57O E ) b LIty 2T
DF—FEMERIT, F 12 FTERINTWDHLOIZ, BHOHEMEROAHBHZITHET 720
D, FENOER 2T V2 XD & b,

3.4 Purpose Limitation3

H YO RIE 34

The controller must collect data for specified, explicit, and legitimate purposes, and not further process
the data in a manner that is incompatible with the purposes for which they were collected.?* The design
of the processing should therefore be shaped by what is necessary to achieve the purposes. If any
further processing is to take place, the controller must first make sure that this processing has purposes
compatible with the original ones and design such processing accordingly. Whether a new purpose is
compatible or not, shall be assessed according to the criteria in Article 6(4).
BHEIX, T HERFESN, PETHY, o, EYRENOLDICETLIHOL L,
o, IR SN BMIZHES LR W EEBRE TEOBIMEHR VA LTl b, 3 Lo
T, B0 BRI ZZRT 272D BB LY | BV ORREHARE S, BN 7e
ARV bﬂé%m@%é\ﬁﬁ%iiﬁ YISO B LA 5 B AR -
TV Z e xR L, RIS U TZED LD BRIV ARG LT TR 6720, #Hilz/z8
HIDSEAT D00 E 9 NF. 5 6 R@)DFEEEIZE > TR SN D b D & T 5,

Key design and default purpose limitation elements may include:

HHIDORBED EERTY A L ROT 7 40 FOEFZIZIL, UFRNEENRD 5,

* Predetermination — The legitimate purposes shall be determined before the design of the
processing.

FRHIOWRE - EX¥ 72 Higlx, BURW ORGP TON A RICIRE SIS Z &,

* Specificity — The purposes shall be specified and explicit as to why personal data is being
processed.

FeEME — BT — 2 DI Wb 2 BHIZOWT, BRBRES L, IETH D Z &,

*  Purpose orientation — The purpose of processing should guide the design of the processing and
set processing boundaries.
HAgFER — B o BRI, B O ORRGEIOREHE 20 | BHRWORRZRET 5 b
DTRITHITR B2,

34 The Article 29 Working Party provided guidance for the understanding of the principle of purpose limitation
under Directive 95/46/EC. Although the Opinion is not adopted by the EDBP, it may still be relevant as the
wording of the principle is the same under the GDPR.
Article 29 Working Party. “Opinion 03/2013 on purpose limitation”. WP 203, 2 April 2013.
ec.europa.eu/justice/article-29/documentation/opinionrecommendation/files/2013/wp203 _en.pdf

55 29 SRAFEHISIT, F85 95/46/EC ([ZHES < HORE DR A IR T D720 DA X v A%t
ez, ZOBEAEIZEDBP IC X VEIRE N THRNA, BFFHIOLFILGDPR O FTHEI UL Th
5728, GDPRIZEBWTHELEL 9 5,

%529 R AEEM . THIOREIZE 4 2 E 7 03/2013), WP 203, 201344 2 H,
ec.europa.eu/justice/article-29/documentation/opinionrecommendation/files/2013/wp203 _en.pdf
35 Art. 5(1)(b) GDPR.

GDPR 5 5 25(1)(b).
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* Necessity — The purpose determines what personal data is necessary for the processing.
VBN - BIIZE D, EOX I BREAT —F NZEDOTHRN & > TURETH LD
WTCHIBT S LD,

*  Compatibility — Any new purpose must be compatible with the original purpose for which the
data was collected and guide relevant changes in design.
B =B BRI, T2 DPNESNIZEYO HIZHEA L, BT 2850
E®h%k&é%@f&iﬂi@%&wo

* Limit further processing — The controller should not connect datasets or perform any further
processing for new incompatible purposes.
BN OO IR - EEE X, #AE LRV B0 DIc, 7 —2 I8k L
SATIBIMNEY 72 B 2 F4T L TR B 7R,

* Limitations of reuse — The controller should use technical measures, including hashing and
encryption, to limit the possibility of repurposing personal data. The controller should also have
organisational measures, such as policies and contractual obligations, which limit reuse of
personal data.

BAJHOMIR - AT, Ny 2 b RO e EOBIFREE 2 L, EAT
— X OFFHOAREMEZHIIR L 2T 6720, BEFIXEL, AT —% OHF
R ZHIRT 5 58 R OSK Eo&RE R &L MREHE 2 # U T 6720,

* Review — The controller should regularly review whether the processing is necessary for the
purposes for which the data was collected and test the design against purpose limitation.
REL -FHEEFIL, 7 —FPEINTZHNICE 5T, ZORPFWDBRER S D TH
L0EMBNCRE L, BRORREIZHRS LT E T A M LARITIUIR B Ru,

Example

k207

The controller processes personal data about its customers. The purpose of the processing is to fulfil a
contract, i.e. to be able to deliver goods to the correct address and obtain payment. The personal data
stored is the purchase history, name, address, e-mail address and telephone number.

FEE X, BHOBEICETL2EAT—2 2R, TRV BT, BRE2EITT2 2
ELOFED, FEMAEELWENCEREL, XPAWEZITRADZENTEXDHLHI2TH2 LT
b5, FLERAFE SO AL, AERE, K4, Fpr, EFA—L7 FL AR OERE
FTH 5,

The controller is considering buying a Customer Relationship Management (CRM) product that gathers
all the customer data about sales, marketing and customer service in one place. The product gives the
opportunity of storing all phone calls, activities, documents, emails and marketing campaigns to get a
360-degree view of the customer. Moreover, the CRM is capable of automatically analysing the
customers’ purchasing power by using public information. The purpose of the analysis is to better
target advertising activities. Those activities do not form part of the original lawful purpose of the
processing.

FEHEIT. e, ~—F 7107, @%%HEX’%#%%T®@E?H&%1#%KW
LT OB EHY AT L(CRMBLELDIEAZRFI L TV, ZoRET, BE % 360 KR
THOIC, BRTOANE, HH), XFE, BT AL, 7~574/7 ¥y N B RAF
?6%A%%1#6%@T%6 é%H\_ ? CRM (F, ABTEFRAH L TEEOHEE T
EHENICOWT T DI ENTE D, ZOSHOBIIL, IAEEEIO X —57 Y &K DIATZ
EThD, ZNHDOIEENT, HBHIDOEHND BHEDOEEEDO —HAZTERT 5 b D TIEZRY,
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73.

74.

To be in line with the principle of purpose limitation, the controller requires the provider of the product
to map the different processing activities that use personal data to the purposes relevant for the
controller.

BAORREDFANZH 5 ~ < BEEFIL, SRS OT a4 Z—Zxt L, AT — %21l
M 2k % I RIEE) &2 B 12 & > TR 2 BRI KHISfHT 5 & 9 Bk 5,

After receiving the results of the mapping, the controller assesses whether the new marketing purpose
and the targeted advertisement purpose are compatible with the original purposes defined when the
data was collected, and whether there is a sufficient legal basis for the respective processing. If the
assessment does not return a positive answer, the controller shall not proceed to use the respective
functionalities. Alternatively, the controller could choose to forego the assessment and simply not
make use of the described functionalities of the product.

MR T ORERZZ T o722, HEHEIL, FiLnv~s—r7 0 Z7HERZ—5 v b
AL TRE BRI, 7 —F OIWERIER SN UYWO AN EEET 20 E 20 £%
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b 2HWE, ERF TG 2. BHICAROREOBELZFH LW ERE2+52 &
HARETH D,

3.5 Data Minimisation
F— 2 O/ME

Only personal data that is adequate, relevant and limited to what is necessary for the purpose shall be
processed.3® As a result, the controller has to predetermine which features and parameters of
processing systems and their supporting functions are permissible. Data minimisation substantiates
and operationalises the principle of necessity. In the further processing, the controller should
periodically consider whether processed personal data is still adequate, relevant and necessary, or if
the data shall be deleted or anonymized.

ZOEANT —Z REFbiLd BIICE > T, +5ThO, BEEERHY . o, REDOHD
HOIZRESNIZEANT —ZIRO Y oD bD LT 5, * ZORFBE, EFHF L, 0
VAT AR OIZEDOY R — MERRD EDRERE K VST A —Z NFFE SN D 0 E FRNCRE L7
T o, T—% Of/Mul, BEERORAIEZ BRI L, AT SO TH D, B
FI72 B DNZ W T, BEE L, RO b AT — 2 MR E L THEEITH v | B
WHY, IO, BREOHDL LD THLINE I, XIT —F B HEXIEALT 2028 50
(ZOWT, EHIRIICHRE L2 iuide 6720,

Controllers should first of all determine whether they even need to process personal data for their
relevant purposes. The controller should verify whether the relevant purposes can be achieved by
processing less personal data, or having less detailed or aggregated personal data or without having to
process personal data at all*’. Such verification should take place before any processing takes place,
but could also be carried out at any point during the processing lifecycle. This is also consistent with
Article 11.

36 Art. 5(1)(c) GDPR.

GDPR % 5 £5(1)(c),
37 Recital 39 GDPR so states: “...Personal data should be processed only if the purpose of the processing could
not reasonably be fulfilled by other means.”

GDPR HiICH 39 HIL, RO L IITHEL TWD, T(E) AT —XI1EL, EOBRBVOHHIAMMOF
BAC Lo TEBBIITI /- SN WERIZB N TOA, Bflbid b0 L L udia s,
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76.

BHFIL. FTE I, BETAEMNOEDIEAT —ZER OIS LEEERH B E H
W LR e by, BEEIE. KD WEAT X ARV Z Lk, XL,
FEHEASNE LD DR LEBELITEN LIZEAT — 2 2il+s2bicky, BHLIX
AT —2 &2 WO HHMERL, B#ET 2 HMEERT D Z ENAENE I D ERGEET
HMENGHD Y, 20K ) pKERT. BV TN A RNCET LT TR 520y, B
TNDTA T AL I NDEDRFFIZBNTHEITARETHA D, TOZ EixFE, F 115
EL—EBEMOHDLLDTH D,

Minimising can also refer to the degree of identification. If the purpose of the processing does not
require the final set of data to refer to an identified or identifiable individual (such as in statistics), but
the initial processing does (e.g. before data aggregation), then the controller shall delete or anonymize
personal data as soon as identification is no longer needed. Or, if continued identification is needed for
other processing activities, personal data should be pseudonymized to mitigate risks for the data
subjects’ rights.

BAMET 2 Z 8%, M ORELETZELH D, BV O BRR, (WEHRE) &&ERI7
T—8ty MIBWTHRED UIREATRREANRZRIND Z L 2FRLR2VNR, (F—
ZEGFTORT72 E) BAIOBPNTEANSZRIND Z & 2 2RT D56, BEFE L.
RELRVRE, BAT =2 ZHEENIEACT DD ET D, HDHWE, MOTHRIEE) D
Te ORI 2R B LB IR IG 6 T — Z FIROHERNC E > TD U R 7 AR T 572012,
EANT — & ZARAL LT AU B 7wy,

Key design and default data minimisation elements may include:
T—=HDEMEDEERT A VR OT 7 40 hOBERIZIT, LLFREENRD 5,

* Data avoidance — Avoid processing personal data altogether when this is possible for the
relevant purpose.
T — X DlEkE - BE9T 5 IS L > T2 D Z ENHRERG S, AT —X OBk %
SERICEREET D Z &,

* Limitation — Limit the amount of personal data collected to what is necessary for the purpose.
HlR — IR SN DEANT —Z O&EIE, B\ o BIO 72 DI B R FEPAICIRET 5 2
&

e Access limitation — Shape the data processing in a way that a minimal number of people need
access to personal data to perform their duties, and limit access accordingly.
T 72 ZADOHIR - BB A FATT DT OIBMANT —F ~D7 7 8 A& B LT 5 NEB
BNRERDEDICT—ZOBBNEAL, FAUIE L TT 7 B RZHIRTHZ &,

* Relevance — Personal data should be relevant to the processing in question, and the controller
should be able to demonstrate this relevance.
BAEE — B AT — 2 1LY OB OB L TW i iude b3, 788 IL, 2
OB Z REB FTEE TRUT TR B 720,

* Necessity — Each personal data category shall be necessary for the specified purposes and
should only be processed if it is not possible to fulfil the purpose by other means.
VB - ZNENDOMENT — % OFFIT, FFEDOHMIZE > TRETHD | 1 oftiod
FRERIZE > TTHFANZER TERWGEICBWTOA, Bilibis bo L LT
L72 B 720,

* Aggregation — Use aggregated data when possible.
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R -wReRGe. BT =2 2RI 52 L,

*  Pseudonymization — Pseudonymize personal data as soon as it is no longer necessary to have
directly identifiable personal data, and store identification keys separately.
AL - BEGRR TRE R BN T — &2 A FFOMEN 72 < RV IRE ., AT — & {41k
L. 5 — 13m0 TR ir 45 2 &,

* Anonymization and deletion — Where personal data is not, or no longer necessary for the
purpose, personal data shall be anonymized or deleted.
EAEK ONEE - AT — 2 D HBOOT=OIZARERGE ., IINETIE e otz
G AT — 2 ZEAUTEET D 2 &,

* Data flow — The data flow should be made efficient enough to not create more copies than
necessary.
T2 7u— - LEM FOEREFER LR NWE S, T—F 7 —&+3ICR T 5
&,

*  “State of the art” — The controller should apply up to date and appropriate technologies for
data avoidance and minimisation.
Mebmtkflt) - &HEIL. 7 —F OEBER O/ IMED 72012, o bl e Bl 4
HH L2272 67220,

Example 1

D

A bookshop wants to add to their revenue by selling their books online. The bookshop owner wants to
set up a standardised form for the ordering process. To ensure customers fill out all the wanted
information the bookshop owner makes all of the fields in the form mandatory (if you don’t fill out all
the fields the customer can’t place the order). The webshop owner initially uses a standard contact
form, which asks information including the customer’s date of birth, phone number and home address.
However, not all the fields in the form are necessary for the purpose of buying and delivering the books.
In this particular case, if the data subject pays for the product up front, the data subject’s date of birth
and phone number are not necessary for the purchase of the product. This means that these cannot
be required fields in the web form to order the product, unless the controller can clearly demonstrate
that it is otherwise necessary, and why the fields are necessary. Moreover, there are situations where
an address will not be necessary. For example, when ordering an eBook the customer can download
the product directly to their device.

OHHLEEIX, BEEEA U TATRETHZ LI, WEEAHOLIZW, FEEOA—F—
X, ZOEDOEX T AT, BET7F—LEZRELLLY, FEOA—F—X, BHN
MLNETOEREBENANT D LR T N, YE T+ —LDOETDT 4 —/V Rk
FAANNHEBICT D (BTOT 41—/ FIZANLARWGE, BEIIEXTERWY), V=T v
3 v 7 OF—F—I%, &), EENRBEOLOE 7 r—2 2L, BEOAEFEA A, EihE
TR OBEOEF R EDERZ RO D, —T5, EFEZEAL, BT 2HMICE>T, Ui
T —LDOETDT =) FOFERPLERDIT TIE RV, TOREDOT—ATIE, 7—4
RN OREBEFHLNT 256, 7 — % EEROAEFA B K OEGEEZIX, MiZpdsh Ol
ADTEDIZHETITRY, ZOZ L, TUDIELETHDL LN T & KNS T 1 —v
RS LEEZR P 2 BATEICGER TE W R Y | ERFIL, B AZEXT 57200 Web 7 4 —
DZBWTCINDHDHAEZMEAANTTT 4 — /L RIZTERNWI L E2ERT L, BT, (EFHL
BLERLRVGEE LD, FIZIEX, EFHFELETL25E. BEIELEZETDOT A R
ICEHEA T u— RT5Z ENARETH D,
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The webshop owner therefore decides to make two web forms: one for ordering books, with a field for
the customer’s address and one web form for ordering eBooks without a field for the customer’s
address.

LEEMR-T, =T vayFOr—F—iF, “FEHO Web 7 4 —LE1ERT S Z & 2RET
Lo —OIRBEDEFOT 4 —/)V RbHLEEENT, b9 —DIBEDOEFOT 1 —/b
R WETFEFEDOEH O Web 7 +— L TH D,

Example 2

4 2

A public transportation company wishes to gather statistical information based on travellers’ routes.
This is useful for the purposes of making proper choices on changes in public transport schedules and
proper routings of the trains. The passengers have to pass their ticket through a reader every time they
enter or exit a means of transport. Having carried out a risk assessment related to the rights and
freedoms of passengers’ regarding the collection of passengers’ travel routes, the controller establishes
that it is possible to identify the passengers in circumstances where they live or work in scarcely
populated areas, based on single route identification thanks to the ticket identifier. Therefore, since it
is not necessary for the purpose of optimizing the public transport schedules and routings of the trains,
the controller does not store the ticket identifier. Once the trip is over, the controller only stores the
individual travel routes so as to not be able to identify trips connected to a single ticket, but only retains
information about separate travel routes.

o DN AR, IITE ORI L EKIC LEHEHEREINET 52 2 /mLEL TS, =
AL, ALZBEEBI DA 7Y 2 — VK OB OB 72 B A DWW T, )7 iR &
THENWIAMICL > THMTH D, REIT, ZBFERIHAVTLEIC, BHOF 7 v b
Zatl VEICIB T LEDR D D, REDKATREEEOILIZE L T, REOHEF] KO A HIZBE
T2 U R A2 S L7k R, EEE L. REOF 7y OB R ok
MZEFIZ, REDBNAOD RN JEE SUTEE L TWHRIIZE W T, ZDOREZFFE
THZLNHRETHD I & ZIGET D, REDRFEITNILATBEEI D X 7 ¥ 2 — )L OB
TRBE 2 b9~ 2 BT B o) R, BEEIL. REDTFT 7 v b O T & itk
RAF L7V, BEIDNK T T 2R T, BHEFIT, Hx OFATRIE DA% iLd kR F LI —DF
7y MCBEM T DN BEVZBI TE RV K DT 52, IITRREEICE T 2 RICERY
(ES ST

In cases where there can still be a risk of identifying a person solely by their public transportation travel
route the controller implements statistical measures to reduce the risk, such as cutting the beginning
and the end of the route.

Fe B DNILAZEHER DRI TRRBE 721 CRADRE S D U A7 DMEIR & U THAAET 5 ATREE
N H5E, BHEIL, REOWMEEKERE Ty N5 E, VR 2K T 572 DOHE
W IE 25 C Do

Example 3

EE]

A courier aims at assessing the effectiveness of its deliveries in terms of delivery times, workload
scheduling and fuel consumption. In order to reach this goal, the courier has to process a number of
personal data relating to both employees (drivers) and customers (addresses, items to be delivered,
etc.). This processing operation entails risks of both monitoring employees, which requires specific legal
safeguards, and tracking customers’ habits through the knowledge of the delivered items over time.
These risks can be significantly reduced with appropriate pseudonymization of employees and
customers. In particular if pseudonymization keys are frequently rotated and macro areas are
considered instead of detailed addresses, an effective data minimisation is pursued, and the controller
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77.

can solely focus on the delivery process and on the purpose of resource optimization, without crossing
the threshold of monitoring individuals’ (customers’ or employees’) behaviours.

o HERER L, BLERM, FEEBOR T Vo — LV R OREREE BEOBLE NG, BLEO YR
PEIZOWTEH L=V, ZOBMEERT L7012, BEERIL. EE8 (K794 13—) K&
O (P, BET D802 E) OWAIZEET L ZHOMAT — 2 2T H 5 LENH
Do ZOBBEBITIL, FrEDERNRIGEHENER SN OMERDEHR, KO—EHHO
FLEM OTEMOE R 28 7B OEBEOBHE WS | WHDU Z7 B35, Zhbol X
71, WEREBROBHEIZOWT, WEUIZEALT 2 2 & TRIBICERATRE TH 5, K, IR
BALDOEENHBINI A S, FHEMREFT TR~ 7 n kA BEIND5E. 2IRNRT
— 2 Ofg/MENBR S, BRI, WA (BESUINEER) OTEIZER T2 &v ) BE
A DT LR BEFIEXLOY Y —20EEO BRICOHRET T 5 Z LA ATRE L 7
Do

Example 4

45 4

A hospital is collecting data about its patients in a hospital information system (electronic health
record). Hospital staff needs to access patient files to inform their decisions regarding care for and
treatment of the patients, and for the documentation of all diagnostic, care and treatment actions
taken. By default, access is granted to only those members of the medical staff who are assigned to the
treatment of the respective patient in the speciality department she or he is assigned to. The group of
people with access to a patient’s file is enlarged if other departments or diagnostic units are involved
in the treatment. After the patient is discharged, and billing is completed, access is reduced to a small
group of employees per speciality department who answer requests for medical information or a
consultation made or asked for by other medical service providers upon authorization by the respective
patient.

b oL, BEICET 27— 2 2 WbeiE M A7 & (EFERTE) [JNELTWD, I\
BeD A& » 71%, BEOrT LIRFIZET AR EZEMT L7120, /T2 TR
Wr., 77, WBRITRAEXLE T D02, BEOT 7 ANMIT VAT HUERDD, T7
/v BT, T ERE, FEREHAICENTEHY Y TONLHKEEORREHY T OERA X
YT DA UN=IZRE LT, FFASN TN D, oOEFSOIZ Wl 28 eI 57 2 5%
B BEOT 7 ANMIT 7 BATHANL DT N—TIIIERT D, BEDBBEL, FRNET
T TIZRRTEMEMIE DD ANBEDAE v 71D SD, YEAF v 71, &b
FHOFANCESN T, fDER— AR EEN SR IN D35 L <IETRD b ERIGHR X
AR DOERIZIE T 5,

3.6 Accuracy
1EAEM:

Personal data shall be accurate and kept up to date, and every reasonable step shall be taken to ensure
that personal data that is inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay.3®

AT —21E, EfETH Y, DORFTOREBICHER SN2 0T 5w, 72, ZoMEA
T REREON D BNEZE L2 BT, Bl REMRMEAT —Z PMHEXITFTES
D EEMRT HIDDOETOFNLTHH#L LR TIULT R G20, %®

38 Art. 5(1)(d) GDPR.
GDPR £ 5 25(1)(d)s
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78.

79.

The requirements should be seen in relation to the risks and consequences of the concrete use of data.
Inaccurate personal data could be a risk to the data subjects’ rights and freedoms, for example when
leading to a faulty diagnosis or wrongful treatment of a health protocol, or an incorrect image of a
person can lead to decisions being made on the wrong basis either manually, using automated decision-
making, or through artificial intelligence.

WMELEARL, T2 ORENBRERICED Y A7 ROER L OB TR b2 Tl b
R, NEFEREANT — 213, 77— % EROHEMEOE BRI DU 27 LR RN &
Do BIAIE, fEo T2 W ARG F IS S g S T2IB RIS OB 256 XILFE),
HEIRZ2REDHEH, HLIIATHEZEL TOWTANI LD, D5 ANMOFRSToA A
— UM, B TR EASKREZELS AIRMENRH 55670 ETh D,

Key design and default accuracy elements may include:

EMEMED EE R T A R OT 7 40 FOEFRITIT, UTREEND D,

* Data source — Sources of personal data should be reliable in terms of data accuracy.
T — 2 ONERIE - AT — 2 ORI, 7 — 2 OEHEDOSTEFETE S HDO TR
T 570,

* Degree of accuracy — Each personal data element should be as accurate as necessary for the
specified purposes.
EfEVEDRRE — FEANT —Z OERIT, FFESNTCHWIZ L o TRERREIZIEfET
RTTTR B 720,

* Measurably accurate - Reduce the number of false positives/negatives, for example biases in
automated decisions and artificial intelligence.
W E FTRE 72 AR O IEMeME — HEIRYRUE KON TRIREIZ T D34 7 X722 & Al
SRR AL T Z &,

* Verification — Depending on the nature of the data, in relation to how often it may change, the
controller should verify the correctness of personal data with the data subject before and at
different stages of the processing (e.g. to age requirements).

RGEE— 7 —Z OMWEIZIS U T, T—2»Ep 0 5 DI LT, AL, Ik
WDRTR OB D R T2 5 BPEIC W T, 7 —F ERICET 2 AT — 2 OBt %
FREE L7272 B 72y R EHRICR L TR E),

* Erasure/rectification — The controller shall erase or rectify inaccurate data without delay. The
controller shall in particular facilitate this where the data subjects are or were children and
later want to remove such personal data.?

WHEGTIE - FEEIT, RIEMRT —XI2o0WT, BEREENITETSZ L,
FHFEIX, THFERRTFLELTHDL UIEFTFELTHY, %RIZED X D 72 RIEHE
IENT —Z OHIREZFHET 555, FICZDOZEREZITREND L HITT D

:&O 39

* Error propagation avoidance — Controllers should mitigate the effect of an accumulated error
in the processing chain.
T T —DOBEIEOERE - FHE L, BV OEEHOT T, =7 —REMINDHZ LITK
DB AR L 22 T LR B0,

39 Cf. Recital 65.
HIISCHS 65 TAS R,
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*  Access — Data subjects should be given information about and effective access to personal data
in accordance with the GDPR articles 12 to 15 in order to control accuracy and rectify as needed.
T BA - IEfEEZEH L, LEIZSCTETIET 572HIT, GDPR & 12 £ b5 15
RIZEN, T—Z ERIIE, AT =2 BT D EHREOMENT — Z IR T 7
T AT DR G2 HNRTIULR B0,

* Continued accuracy — Personal data should be accurate at all stages of the processing, tests of
accuracy should be carried out at critical steps.
ke R 72 TEREME — N T — & 13, Bk O4 TORERE CIEME TRITIUER 5, HE
7RERMECIE, EREMEDT A N DSEEHE S AL T AUER B 7R,

* Up to date — Personal data shall be updated if necessary for the purpose.

BAD - AT =21, BROLHIC, LB TEFSIND Z &,

* Data design - Use of technological and organisational design features to decrease inaccuracy,
for example present concise predetermined choices instead of free text fields.
T2 DTPA L - REMSZWOT 2012, flziEX, BHEEEEHORDYIZ, iR
72 LN DI LAV AR T 570 & HlH R ORARRRY 72 7 1 U HERE %
RSS2 &,

Example 1

Fif 1

An insurance company wishes to use artificial intelligence (Al) to profile customers buying insurance as
a basis for their decision making when calculating the insurance risk. When determining how their Al
solutions should be developed, they are determining the means of processing and shall consider data
protection by design when choosing an Al application from a vendor and when deciding on how to
train the Al.

b DR HIE, RERY 27 25T 2ROl E LT, RRZIBAT 2@Z D7 1 7
TA VT EATO O, NTAERE (A) 2 L2y, BftO A Y Y a—va a2 E8D k)
BT RENEZRET DICHTD, KBRS, BROCOFELZREL TVWDHEZATH
D, RXRUE=InE AT TV = a rERRTOELRCA O FL—=0 T HERZRET D
BRZ, T2 REAATIA L EBETDHTETH D,

When determining how to train the Al, the controller should have accurate data to achieve precise
results. Therefore, the controller should ensure that the data used to train the Al is accurate.

Al Db L—= 7 HERRET HITHTI0 , EHEIL, EMREREHRLDIC, BT
— 2 RFFLRTNER SR, LeR-> T, FHEEFIL, AD ML —=U7IXillshs T
—ZNIEMTH D Z & 2R LTI R B0,

Granted that they have a valid legal basis to train the Al using personal data from a large subset of their
existing customers, the controller chooses a pool of customers that is representative of the population
to also avoid bias.

H AL OBAF ORE O KRBUE R EEN DL DMAT —F 2L TCA Z N L —= 7T 50
DI, YHERNENREORIL AR L WD Z L 2Rt e LT, AL, A T AL BT
LI, BEMZAERT 2R 0EH 23RS,

The customer data is then collected from the respective data handling system, including data on the
type of insurance, for example health insurance, home insurance, travel insurance, etc. as well as data
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from public registries they have lawful access to. All data are pseudonymized prior to transfer to the
system dedicated to the training of the Al model.

WIT, BET — 215, ERERR, EERE, FRITRRZR EORBROFIEIZET 27 — 20,
YHBEEIZT 7 EATELNRNT VI LUARNINLDT —H7eE ZNENOT —H 4L
B AT AIBIESND, BRTOT—FIE, ALETAD M L—= THHD T AT KITHA
EINDENRAILES D,

To ensure that the data used for Al training is as accurate as possible, the controller only collects data
from data sources with correct and up-to date information.

Al NLb—=V TSNS T — R AlRERIR YD EfECH D Z & 2R3 5720, EFBE
X, MNP ORCHITEROT — 2 HEHRIEN O DHT —Z ZIET D,

The insurance company tests whether the Al is reliable and provides non-discriminatory results both
during its development and finally before the product is released. When the Al is fully trained and
operative, the insurance company uses the results to support the insurance risk assessments, yet
without solely relying on the Al to decide whether to grant insurance, unless the decision is made in
accordance with the exceptions in Article 22 (2) GDPR.

YREIRIRE AR, BRFE TR R OVY R A B8 S 8 D AT D S BeFE D T T 128\ T Y% Al
FBHETEL2LONE S, o, WEIEENZRFR 2T 5028 52> T, TXF
T2, Al DERICII S, HBRET 256, RRaHiT, RRY X732 X3 57290
%ﬁﬁ%%ﬁ%ﬁéﬁ\GMR%ZLﬂﬂ®W%_%of&méhé%é%%%\%M%HE
T HE I MOREZE A TZTIHEAFET D 2 LT,

The insurance company will also regularly review the results from the Al, to maintain the reliability and
when necessary adjust the algorithm.

RBREALITE 72, A O ERONDRRZEMINCRE L, EEELHER L, 20880
TTNIY ALZHET S,

Example 2

4 2

The controller is a health institution looking to find methods to ensure the integrity and accuracy of
personal data in their client registers.

FEE X, BELENOBANT —F OFEMER NEMMEZ MRS 2 HIEZBR L TV D R
B TH 5,

In situations where two persons arrive at the institution at the same time and receive the same
treatment, there is a risk of mistaking them if the only parameter to distinguish them is by name. To
ensure accuracy, the controller needs a unique identifier for each person, and therefore more
information than just the name of the client.

2 4 D N DRIRFIC RIfER I B35 U, [ CIeR 2320 2RO BV T, (6 &2 X5d 5 ME—
DINT A =B PNLATTHLIGE, HOERVEID VA N5, EMELTHERT D720
Iz, FEEL, BEAO—BOBHTRLETHY | LI TREDLARTTZIT T2 BN
HIZ2 G MBI TH D,

The institution uses several systems containing personal information of clients, and needs to ensure
that the information related to the client is correct, accurate and consistent in all the systems at any
point in time. The institution has identified several risks that may arise if information is changed in one
system but not in the others.

YRLIEEREBS I, DO AT LAZMEH LEEOMANIEHRZ T L TR, B ICEET 5
B, EOFICBNTEH, RTHOY AT AICBWTELL, BT, —&LTWn5HZ &
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81.

82.

EHERT DHMER DD, ULERERIT, WS DD Y AT LA TEHESN, MO RT L
TIHEESNRWGRICRAET L ARENEDH D, W< HOD U A7 ZREL TV D,

The controller decides to mitigate the risk by using a hashing technique that can be used to ensure
integrity of data in the treatment journal. Immutable cryptographic time stamps are created for
treatment journal records and the client associated with them so that any changes can be recognized,
correlated and traced if required.

EHET, WWERATENOT — 2 OFEEMEZ MRS D - OICH AR v & 2 Ak 24 1
THZELICEY, 2OV AT ZERBT D2 EERET D, 1R A E ZUCEEMT T S
NEEBHEIIH LT, A 2a—FTNUEEHA DAZ U TRERSND Z LT, Wi 58 E
btk AL, BIEAT T B, D OMERYG . BREZBHT 5 I AR E R D,

3.7 Storage limitation
RLERPRAE DT R

The controller must ensure that personal data is kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal data is processed.*lt
is vital that the controller knows exactly what personal data the company processes and why. The
purpose of the processing shall be the main criterion to decide in how long personal data shall be
stored.

BFEEIL, BAT =20, ZOEANT —ZBEikb 5 BRO T DIZHERBM T, 7—
S EROHN AT LN THERF SN D L0, MERLRTNIETIZRBR, D StERED X
DRBEANT —Z 2D Oh, Eo, fTEED D ONZHONT, FEE D ERICHETET
L2 ENRFETHD, B0 BMIL, AT —F 2587 2 WM AR E T 5 FER K
Helied,

Measures and safeguards that implement the principle of storage limitation shall complement the
rights and freedoms of the data subjects, specifically, the right to erasure and the right to object.
FLERIRAEORIBR O JF I & 223 D58k ORGERTE L, 7 — &% EROHEM K OB B, FFiZ,
THE DR R OEFZ LB OEFEMHTET 20D LT 5,

Key design and default storage limitation elements may include:

SBMREORIRDO X T A U R ONT 7 40 FOEHEIZIT, UTFTHEENI 5,

* Deletion and anonymization — The controller should have clear internal procedures and
functionalities for deletion and/or anonymization.
HEKROEAL - EHEIL, HELRD/ XUTEACD T2 D OWIRELR NEBFNE & OHERE
ZRFF LR IT UL B,

» Effectiveness of anonymization/deletion — The controller shall make sure that it is not possible
to re-identify anonymized data or recover deleted data, and should test whether this is possible.
AL EEDFENME - BEE L, AT —F 2T 52 &, XITHE
SINTeT =2 %EETLZENRARBTHL Z L2 TobDE L, 2D &2F]
RENE D& T A R LRITHIE R B0,

* Automation — Deletion of certain personal data should be automated

%0 Art. 5(1)(c) GDPR.3¥
GDPR % 5 £5(1)(c), X
SCARGRETE - FLERAT OMIBR O EIL, GDPR %F 5 55(1)(e),
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HEL - REDEANT —Z O ETHE L S NRT TR 57220,

* Storage criteria — The controller shall determine what data and length of storage is necessary
for the purpose.
FLERIRAF DO RLHE - WEE 1T, BV O BEMIZE 5T, ED X577 — 2 KUHIH O
FRIRAFE DS LN OWTHIM 2 Z &

» Justification — The controller shall be able to justify why the period of storage is necessary for
the purpose and the personal data in question, and be able to disclose the rationale behind,
and legal grounds for the retention period.

IESVE - HE I, RRERAFOWIRS . B WO B R U E D AT — 212 L - T,
VETHLHHZELSTE LD L, £OHFRITH L BERIVIRIL, K OPREHIH
DIERRIZBIRTE 5 Z &,

* Enforcement of retention policies — The controller should enforce internal retention policies
and conduct tests of whether the organization practices its policies.
ORFF B D FEH - E X, N ORFF T #H4 F S, E ok 2 o it & Rk
LTV EIMDT A M & FEH LR T Hu,

* Backups/logs — Controllers shall determine what personal data and length of storage is
necessary for back-ups and logs.
Ny T 7,/ vy - EEHEL, Ny 77 v 7Tk 7obll, EoXd7EAT
— & KO OFEERAED BN DWW THIBr 5 Z &

* Data flow — Controllers should beware of the flow of personal data, and the storage of any
copies thereof, and seek to limit their “temporary” storage.
T—Z 77— -ERET, AT —F DI, KOEOEAEY DOFLEMRAFITEER L.
[—ReA 72 ) FEERMRAEZ IR T 2 K 9 BT 7220,

Example

H

The controller collects personal data where the purpose of the processing is to administer a
membership of the data subject. The personal data shall be deleted when the membership is
terminated and there is no legal basis for further storage of the data.

EHET, T ERDORA L NR= y THEHT 5 L0 BHRWA T, AT — 2 ZIUE
T5, AUN=VyTRET L, 7 — X B IS GRS T DIERIRIL A 72 < 72 5 T2 IRE R
T, AT —FITHEIND,

The controller first draws up an internal procedure for data retention and deletion. According to this,
employees shall manually delete personal data after the retention period ends. The employee follows
the procedure to regularly delete and correct data from any devices, from backups, logs, e-mails and
other relevant storage media.

BHEIET, T ORFEEWNEEOT-OONTEFIREZERT 5, 2L DL, EER
X, REEEIFE TH, AT — 22 FETHET D2 2 L1072, EEBIT YN FIRICHE
W, HHEWLTNA A, WNIANy 7T v vl AN MOZOMOBE T 55
BN S T —F 2 EHIICHER MEIET 2,

To make deletion more effective, and less error-prone, the controller then implements an automatic
system instead, in order to delete data automatically, reliably and more regularly. The system is
configured to follow the given procedure for data deletion which then occurs at a predefined regular
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interval to remove personal data from all of the company’s storage media. The controller reviews and
tests the retention procedure regularly and ensures that it concurs with the up-to-date retention policy.
HEEZXVRMT L, oI —DRAEZ DR TDH0IC, FHEIRDVIZ, 7—4
ZHBIC, BRI, JVBHBRICHET L2200, BEIVAT AZFET L, ZOVAT A
X, FTEDT —ZWEEFIACHED) LOICREINTEY ., T X HETFANERINTE
2B CEIT I, SHORTOREBEENSEANT —2NHESIN D, EHEITEY
FINCRFFFIEZ RE L, T A ML, £/o, ZOUBEHOREEIEE —HL TW5D 2 & 2l
EAR

3.8 Integrity and confidentiality
SEARME K OB M

The principle of integrity and confidentiality includes protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical or
organisational measures. The security of personal data requires appropriate measures designed to
prevent and manage data breach incidents; to guarantee the proper execution of data processing tasks,
and compliance with the other principles; and to facilitate the effective exercise of individuals’ rights.
SEARME R OBEEMEDJFANC T, MEHERR O SUTEE R BRI LT RO, B3R 7Rk,
B SRR LT, B0 Ze Bl B3R EofE 2 D TiThn o hiENE Eh D,
NT — 2 OREVEIZIE, T2 REA VTV FEIEROERT L7012, 7 — Xk
UMERS O] 72 21T S O D HAJF R O3S 2 RGET D 72912, o, HADHER] DR A
IRATAE AR T D 72 DITEREr S AL Te, WU REENER I D,

Recital 78 states that one of the DPbDD measures could consist of enabling the controller to “create
and improve security features”. Along with other DPbDD measures, Recital 78 suggests a responsibility
on the controllers to continually assess whether it is using the appropriate means of processing at all
times and to assess whether the chosen measures actually counter the existing vulnerabilities.
Furthermore, controllers should conduct regular reviews of the information security measures that
surround and protect personal data, and the procedure for handling data breaches.

ASCES 78 THIX, £ D X 572 DPbDD #5{EZMK L 5 2 —2 & LT, BHED [L2tEiEs
FEL, Jl) SEDLZLEEARELTHI L EHEL TV D, o> DPoDDFA{E 2 4+ 25 Z &
Rz, BISCE 78 L., FWIZHEU B VO FEEFH LTV D0 E 9 2OV Tk nd
CEEM L, F£70, BEDER U7 HE N EERICBAFOMEEFHEIC TS LTV 0233 5 &
IV EFENEHEFIIH DL L ERB LTS, o, FEHFIX, BAT—F ZHD AR
T DIHEMEX 2 U T 8, ROT — 2 REMISOFNEFEIZONT, EHRRRE LA
Feh L 72 nid7e 720,

Key design and default integrity and confidentiality elements may include:

SERVE R OBEBMED FER T A U R OT 7 4L FOBEHFIZIL, LLTFREEND 5,

* Information security management system (ISMS) — Have an operative means of managing
policies and procedures for information security.
BHREx=2U T A EHI AT L (ISMS) - TRt =2 U 7 4 IZET 2 H# M OFIRE &
MY LEMN EOFERZHADZ L,

* Risk analysis — Assess the risks against the security of personal data by considering the impact
on individuals’ rights and counter identified risks. For use in risk assessment; develop and
maintain a comprehensive, systematic and realistic “threat modelling” and an attack surface
analysis of the designed software to reduce attack vectors and opportunities to exploit weak
points and vulnerabilities.
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U R 75581 = BN ORI~ D B2 EES D Z LICE VW EANT —Z OLeMITHT %
Y27 &ML, BESNIY A7 52 &, U AZFHEOBRIZEMNT 250
ELT, REtLeY 7 by =7 O5R L ONasattz BT 2 BB~ 7 b NS KR
WA OTZ L2 AL L, Ui THRINSBENLR TEEET Y 7] K&
OB R AT 2 B%E L. AERFE RS 5 2 &,

* Security by design — Consider security requirements as early as possible in the system design
and development and continuously integrate and perform relevant tests.
X2 VT4 RE- VAT ARG ROHEDOTE LT RVEBTEX=2 ) 7T 4 &
Rt L, I BEE 3 57 X Fakta L, 317752 L,

* Maintenance — Regular review and test software, hardware, systems and services, etc. to
uncover vulnerabilities of the systems supporting the processing.
MERFER - Y7 b7 N—FUxT | VAT LR —E R &% E I A
EL., £/, 7A ML, BHWESHET DV AT L OMfgEE2 R R T 52 &,

* Access control management — Only the authorized personnel who need to should have access
to the personal data necessary for their processing tasks, and the controller should differentiate
between access privileges of authorized personnel.

T EAGIEHER - T BATOIMNEOH D, HREAMGINTHYEOLRD, £
DERVMEF L ERENT — Z T 27 7 AR FFOLER SV | EHHEIL,
MR Z AT - SN Y FH DT 7 & AMERIT OV TERIE L 722 T 1UT 7 6720,

o Access limitation (agents) — Shape the data processing in a way that a minimal number
of people need access to personal data to perform their duties, and limit access
accordingly.

77 AOHIR (EER) - BH O 2T D72 OIEHNT —F~DT 7
TRAEVEELTLWEBOBNENRERD X OIZT —Z OBPFNETER L,
ZFHITISECTT 7B AZHIRT 2 Z &,

o Access limitation (content) — In the context of each processing operation, limit access

to only those attributes per data set that are needed to perform that operation.
Moreover, limit access to data pertaining to those data subjects who are in the remit
of the respective employee.
T 7 ADHIR (NE) - BEHEBOBRIZEBNT, YOEELZFITT D
OB R DT =4y NZTLDBMEOH~DOT 72 AIZRET D &,
MAT, 778 A%, WEEITLOBMBHERNICH LT —F ERICHEET S
TRAIRET D L,

o Access segregation — Shape the data processing in a way that no individual needs
comprehensive access to all data collected about a data subject, much less all personal
data of a particular category of data subjects.

T RADGEE - 557 —F FRICAL TESNTERTOT —FIT, FFiZ
FeE DB OT — % FIRIZBET 52 TOBAT—XI1Z, (M ALEENICT 7
TARAFTHMENRLNL T, T—FOEHRNWEEKLTHZ L,

* Secure transfers — Transfers shall be secured against unauthorized and accidental access and
changes.
RIS - BRiE, HEHERR K MBRART 7 B AW RNCEE I L TR#ES D Z
<
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Secure storage — Data storage shall be secure from unauthorized access and changes. There
should be procedures to assess the risk of centralized or decentralized storage, and what
categories of personal data this applies to. Some data may need additional security measures
than others or isolation from others.

LRILFUERAT — 7 — 21, HAERR72 T 7 B AR OVEHE N DR RITFERTF SN D 2
&o BHRRIIGBINORIFY A7 IZONWT, £ ENEDHBEDOEANT — X
ICE TUEELDICOWTCHFMI T 272D FIREZRRIT 5 Z L, —HOT—#I2i%, o
T = A AIBIN 72 R PRRE DS LB R E . UMD T — 2 03D D4 BED B
RGN HY D D,

Pseudonymization — Personal data and back-ups/logs should be pseudonymized as a security
measure to minimise risks of potential data breaches, for example using hashing or encryption.
R4 - BAER 72 T — ZARED U A7 & F/NRICI R 5 70O D RZREFHEE & LT,
BANT =2 ROy 7T v 7 /a7, flziE, ~y ¥ 2 b XI5 bz AT, )R
AL LT TR B 7w,

Backups/logs — Keep back-ups and logs to the extent necessary for information security, use
audit trails and event monitoring as a routine security control. These shall be protected from
unauthorised and accidental access and change and reviewed regularly and incidents should
be handled promptly.

Ny 2T o7/ al —fERtxa )T ISR ERFH TNy 77 v 7RO 7 ZifEkr
L. BEBAREX 2V 7 B L U CEATMR O X MERHAEHT 2 &, A
v 7T T RkOn 7 EER K OB 2T 72 2 NCEFE L GRE L, EHIC
RETZ &, Fo, A 007y MIREICHH L SN2 T IER B 720,

Disaster recovery/ business continuity — Address information system disaster recovery and
business continuity requirements to restore the availability of personal data following up major
incidents.

KFERIB/FEME - BRRA 2T v ML BEAT —X O AEEZEE T 5720,
T 27T LD ER AR OFERGOELFITKRIS L TR 2 &,

Protection according to risk — All categories of personal data should be protected with
measures adequate with respect to the risk of a security breach. Data presenting special risks
should, when possible, be kept separated from the rest of the personal data.

UAZIE LTkl - 2 TOMBADCEAT —21%, &xF =2V 7 REDOY 27 IZH
L CHEO)IZ2HE CREINRITIIE R 220, KRl Y X7 285 7 —X 1%, Alee
Bt MOEANT =208 0B L THRE SR THIER 5720,

Security incident response management — Have in place routines, procedures and resources to
detect, contain, handle, report and learn from data breaches.

X2V T4 AT U MRS ER - T2 REFEARAL, HLIAD, AL, #
L. ELLINOFESLOO—EDITE, FIH, kWY Y —22%HL T 2L,

Incident management — Controller should have processes in place to handle breaches and
incidents, in order to make the processing system more robust. This includes notification
procedures, such as management of notification (to the supervisory authority) and information
(to data subjects).

ATy MER - EEE L, AWFY AT AR LV ER S DICT A0, 2EK
OA 7 2 MTRHGET 57200 LREZ N L TR i vy, Zhidid,
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WaEEND,

Example

4]l

A controller wants to extract large quantities of personal data from a medical database containing
electronic (patient) health records to a dedicated database server in the company in order to process
the extracted data for quality assurance purposes. The company has assessed the risk for routing the
extracts to a server that is accessible to all of the company’s employees as likely to be high for data
subjects’ rights and freedoms. Since there is only one department in the company who needs to
process the patient data extracts, the controller decides to restrict access to the dedicated server to
employees in that department. Moreover, to further reduce risk, the data will be pseudonymized
before they are transferred.

b HEREIL, B (BED) BEGLENAS> TV DERT —F X—20 b KEOfEA
T2 ttNOHEMNT —Z N—=2 = S—THi L, SERGED B O T2 D22 offi L7z
T2 ERO PN, AR, BEEENT 7 B AR — =IO Y 2 BT Y
A70%, T2 EEROHEFAEOCARIZE s TRWEBENR S D LI L TW5, YixdBET
— X2 O E RO W O BN HDHDIX, N T 1 HBICRONL 20, FEHE X, YikH
MY ==~ DT 7t A%, ZUTLHMEONEBICIRET DI L2RET D, 612, U
A7 G BIWIAR 272, 7 —# ZBIERNTRA (LT 5,

To regulate access and mitigate possible damage from malware, the company decides to segregate the
network, and establish access controls to the server. In addition, they put up security monitoring and
an intrusion detection and prevention system and isolates it from routine use. An automated auditing
system is put in place to monitor access and changes. Reporting and automated alerts are generated
from this when certain events related to usage are configured. The controller will ensure that users
only have access on a need to know basis and with the appropriate access level. Inappropriate use can
be quickly and easily detected.

TIRRERHIL, OYAT = TIZRHWEEO R IRE T 2720, FtiE, x> bV
— VBBl METF— AN DT 7 A AR T D L ERET D, EHIT, BXaY
T B A OIRARRE « PIIEY AT A eRKE L, S ——% 0 EHHE M SRR
Do T RAROEEZEMT L7720, BEEAS AT A28 AT 5, HAPRIUZEET S
FEDA X IBEREINDE, LR—MNEROHET 7— M2 2 bAERSND, BHHE
F, 22— —D7 7 B AN, MDLBEVEOFAER YT 7 & AT E > TRES 1L
LEO0MRTLITETHD, NEURMERIT, UEPOSKG IR TH 5,

Some of the extracts have to be compared with new extracts, and therefore are required to be stored
for three months. The controller decides to put them into separate databases on the same server, and
use both transparent and column-level encryption to store them. Keys for column data decryption are
stored in dedicated security modules that can only be used by authorized personnel, but not extracted.
Handling upcoming incidents makes the system more robust, and reliable. The data controller
understands that preventative and effective measures and safeguards should be built into all personal
data processing it undertakes now and in the future, and that doing so may help prevent future such
data breach incidents.

—EOREMIZHOWTIE, B LW LT D BRERH Y | RER. 3 A MRET D4
Wb 5, BEHEIL, TNOER U —1"—LEORIOT — &2 X—XCHE L, ZiEfT —#
SR OB LSRG SOl 2 L TENG ZRFT D Z L2 RET H, T —FD
BERbHOEL, HHOEX 2 T 4 TV a2 —WIREFEEND, YiEEY a2 —d, HERD
HEMYFEOLPERFRETH VY, T2 Z LixTE RV, 5%DOA T v MIxhit L
TELIET, VAT LARKLVEBEICRY, FEEPEE D, 7 — 2 FEEIL, BUEL O
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SN FE T DR TOENT — X OFARNDO FIZ, PRI DR B 22 FE & M OV HE [ %
MAAANTEBLSMERNLY, £H2TDHZENRROT —XREL VT v OPGIEIZESL D
V)5 L EEMEL TS,

The controller establishes these security measures both to ensure accuracy, integrity and
confidentiality, but also to prevent malware spread by cyber-attacks and to make the solution robust.
Having robust security measures contributes to build trust with the data subjects.

EEFIL, EfEME. ERMEROBEM LT 272D TR, FAN—KBIZL DL
VT DPEBARLE L, MY ) a—va VERERLOICT IO, ZhbDtFal
TAWMELRTD, BEREXF 2T HEEAHLDZ LI, T —F EIR L OEFEBRORE
RICHET D,

3.9 Accountability*!
ThyUAE YT ¢4

The principle of accountability states that the controller shall be responsible for, and be able to
demonstrate compliance with all of the abovementioned principles.

THUEE DT 4 OFANE, BEEX, EROSTOEARFANZOWTETLEZA, 21D,
ZOBEFEFEATEDL LI LT NE 672 0nbDETHEHEL TS,

The controller needs to be able to demonstrate compliance with the principles. In doing so, the
controller may demonstrate the effects of the measures taken to protect the data subjects’ rights, and
why the measures are considered to be appropriate and effective. For example, demonstrating why a
measure is appropriate to ensure the principle of storage limitation in an effective manner.

FHE X, EARFHIOESF LA CE 2 MERNH D, TOB, EHEIL, 7 — % EIROHER
ZIRET DT OITHE L DN TV OHEDRR L | ZORENEYI NSRRI THLEEZXH
NDBHAZNFEL T KW, Bz, HOFED. 2hRART7iE TRERFEOHIRO I 4
R T H7-DIEYITHDL E WV BEH AN GET 572 ETH 5,

To be able to process personal data responsibly, the controller should have both the knowledge of and
the ability to implement data protection. This entails that the controller should understand their data
protection obligations of the GDPR and be able to comply with these obligations.
BEaRoTEAT—X M0 ZENTEXDH LS, BEHEDZ, 77— X REICBT 2 6k
BT — 2 R#EDOREGESTOW G2 M A2 TORFZR LR, 202 ik, BHEHEN
GDPR D7 — ARl R 2 B L, TN DO ORF 2T AR TRITNIETRL RN L2 EE
T 5,

4 ARTICLE 25(3) CERTIFICATION
o5 25 ZR(3) AR

According to Article 25(3), certification pursuant to Article 42 may be used as an element to
demonstrate compliance with DPbDD. Conversely, documents demonstrating compliance with DPbDD
may also be useful in a certification process. This means that where a processing operation by a
controller or a processor has been certified as per Article 42, supervisory authorities shall take this into
account in their assessment of compliance with the GDPR, specifically with regards to DPbDD.

41 See Recital 74, where controllers are required to demonstrate the effectiveness of their measures.
AISCEH 74 THZ IR, £ ZCIXEHE DN, B OHEOFEIM LA TE L2 L0125 LnEREn
TV,
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525 (3N LAUE., B 42 4RI K HEREEIL. DPbDD ~DESFAFEIAT A EHE L LTS
9%, 2, DPbDD ~DESFAFEH T 5 CEN, A7 nAIZBWTHEHATHHY 9 5,
ZOZ L, EEE TIRE I X A BREBE 42 KIS TRAESNLTW A A, B
BHEREIX. GDPR ~DESFOFEH DS, #512 DPDD ICBI LT, ZDZ ¢ A2 EETHZ LA E
I 5,

When a processing operation by a controller or processor is certified according to Article 42, the
elements that contribute to demonstrating compliance with Article 25(1) and (2) are the design
processes, i.e. the process of determining the means of processing, the governance and the technical
and organizational measures to implement the data protection principles[.] The data protection
certification criteria are determined by the certification bodies or certification scheme owners and then
approved by the competent supervisory authority or by the EDPB. For further information about
certification mechanisms, we refer the reader to the EDPB Guideline on Certification*? and other
relevant guidance, as published on the EDPB website.

BEHE SUTHH T L D BHRCEG 35 42 SRICHE - TRAES N DA, 55 25 55 (1) TF (2) ~
DESFORERICFHF G HEHEIL, KT nv A $2bb, 77— &%%@EW%% AN
DI, BN OFEE, T /3F 2 2 N EMH o ORI E 2 IRET 2 7 r XA TH D,
T — Z RGEORRFEHEL, AR SUTRRREA F — ARA IS K W RGE S HL. RIS
FEBH UL EDPBIZ K W AR &N 5, FBREA I = X LA DFEMIZ DUV TIX, EDPB O Web %1 1
TABEIL TS EDPB OFBFEIZEAT HH A RT A 2 R ONEOMOBIE A 2 A % i
ST,

Even where a processing operation is awarded a certification in accordance with Article 42, the
controller still has the responsibility to continuously monitor and improve compliance with the
DPbDDcriteria of Article 25.

B ZER D 42 S5-I TRAEZ R TV D HATH, BHEEICITKIR, 55 25 520 DPbDD
HEADOF AR IR L, SGET BN H 5,

5 ENFORCEMENT OF ARTICLE 25 AND CONSEQUENCES
5 25 R DOBAT K Ui

Supervisory authorities may assess compliance with Article 25 according to the procedures listed in
Article 58. The corrective powers are specified in Article 58(2) and include the issuance of warnings,
reprimands, orders to comply with data subjects’ rights, limitations on or ban of processing,
administrative fines, etc.

BB RSB, 5 58 SRICHIZE SN FIEIZIEV . 5 25 FROBTFEFM L 5 5, EIEHERITEH
58 52 ) ICHESN TR, BEEZRTLHI L, BOkERTHI &, 7 —F BIROHEF %8
SFTHEIMETLZ L BHRWERIRXIIEEILT 52 &, ez RT LR ENEEN
Do

42 EDPB. “Guidelines 1/2018 on certification and identifying certification criteria in accordance with Articles 42

and 43 of the Regulation”. Version 3.0, 4 June 2019.

edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines 201801 v3.0 certificationcriteria_annex2 en.pdf
EDPB, [HHAIDH 42 S KOV 43 SRICHES S FERER URRBRELED R EICT 5 7 A4 K7 4 - 1/2018],

/N—3= 3.0, 201946 H 4 H,

edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines 201801 v3.0 certificationcriteria_annex2 en.pdf
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DPbDD is further a factor in determining the level of monetary sanctions for breaches of the GDPR, see
Article 83(4). 44

DPbDD |Z & 51T, GDPRIEIIKIT D EEHIHIF O KUEZ R ET HEK L 725, 583 5k(4)
H,\E\O 43 44

6 RECOMMENDATIONS
B

Although not directly addressed in Article 25, processors and producers are also recognized as key
enablers for DPbDD, they should be aware that controllers are required to only process personal data
with systems and technologies that have built-in data protection.

5 25 SRICB W CHEERIS SR TWVRWS, MBEE K OBI%#E S £72. DPbDD O FH /A FEH]
FLLTHEBINTEY, WF, FHEDT — X REOHAIATENT VAT AR OHEC
DHEANT —FZ ZHBOHF D LD ERINTND Z EICRHELRITIE R B0,

When processing on behalf of controllers, or providing solutions to controllers, processors and
producers should use their expertise to build trust and guide their customers, including SMEs, in
designing /procuring solutions that embed data protection into the processing. This means in turn that
the design of products and services should facilitate controllers’ needs.

FHEIIRD> THHRWEIT O 56, NIEBFICH LYY 2 —va a2ty o546, 4
HE R OBRFEE L, BV T — 2 R#EPMHAAENTZ Y Y 2 — a LV ORGH/HEET 5
9. BEOHFMHGRAZ M L CTEBAZMEEL, SMEs 23 0EE L8 L RITUER 67
W, ZOZEiE, oFED, OB KO —ERAORFVEHEE DO =— X & H O TR
FiuFe blenz LA BT 5,

It should be kept in mind when implementing Article 25 that the main design objective is the effective
implementation of the principles and protection of the rights of data subjects into the appropriate
measures of the processing. In order to facilitate and enhance the adoption of DPbDD, we make the
following recommendations to controllers as well as producers and processors:

5525 A FEHET LKL, ERFEFO BN, @YU B OCOREO I, R RIEEAR
JRRI D L T — 5 FIROWER DO R#FELZBGNTHZETHDHZ LIZEELRITNIR B
VN, DPbDD D AZEHE L, (LT 57212, EDPB %, B ELE I ONC B e QLB |2
*L. ROEVEZIT I,

*  Controllers should think of data protection from the initial stages of planning a processing
operation, even before the time of determination of the means of processing.

“3Article 83(2)(d) GDPR stipulates that in determining the imposition of fines for breach of the GDPR “due regard”
shall be taken of “the degree of responsibility of the controller or processor taking into account technical and
organisational measures implemented by them pursuant to Articles 25 and 32*

GDPR 7 83 55(2)(d) (%, GDPR ERIZX LHillE A 2B TGOV TR 2 B2, /25 £X
NG 32 Z81Z ) BPEE R IFHPEE N o o TILRE S J172 Bl R Ol | D & ZEICA fu7z T,
EPE R IHIIE DETOFE) & [HIEICERE) ICARSEBELTWD,
44 More information on fines can be found in Article 29 Working Party. “Guidelines on application and setting of
administrative fines for the purposes of the Regulation 2016/679”. WP 253, 3 October 2017.
ec.europa.eu/newsroom/just/document.cfm?doc_id=47889 - endorsed by the EDPB.

HilF S OFEHMIZOW T, WESM STV, F 29 REENE . THIHI 2016/679 D HEYD =D D
il #e O 3 H X ORECBE T 2 A4 7 A >), WP253, 2017410 A 3 H,

ec.europa.eu/newsroom/just/document.cfm?doc_id=47889 - EDPB 7%
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HoThH, T —HREIZHOWVWTEZ 2T IE R B 720,

Where the controller has a Data Protection Officer (DPO), the EDPB encourages the active
involvement of the DPO to integrate DPbDD in the procurement and development procedures,
as well as in the whole processing life-cycle.
BHEICT — XA 7 % — (DPO) M54, EDPB 1L, FHEE & OBR%E FIEIC
BT, Fo, BHBWO T A 7% A 7 L AKIZEIB VT DPLDD & # A iATe << | DPO
DFERRICBE - LT K Y8R5,

A processing operation may be certified. The ability to get a processing operation certified
provides an added value to a controller when choosing between different processing software,
hardware, services and/or systems from producers or processors. Therefore, producers should
strive to demonstrate DPbDD in the life-cycle of their development of a processing solution. A
certification seal may also guide data subjects in their choice between different goods and
services. Having the ability to get a processing certified can serve as a competitive advantage
for producers, processors and controllers, and even enhances data subjects’ trust in the
processing of their personal data. If no certification is offered, controllers should seek to have
other guarantees that producers or processors compIy with the requirements of DPbDD.
Hyj:&%?% . A pféﬂ D 5 E&*&% ntu n ’f?%) He jj i Fﬂ'ﬁ%ﬁ%x i@ﬁ%ﬁ’?ﬂff
T O IRERY 7 ho =T N—KRu =7 —ERX KO/ NET AT LAOH M)
HIEIRT DBR, EEE I AR AT 5, Led-> T BEEIL. Blvwo Y Y
2—2a VRROT A THA 7 NAEIZIEWT, DPbDD ZEEHT 5 L 25kt
e B2, FREY— /T, 7 —F EERPEEL 2P R O —E 2D HF NG OB
LEEOFLIZITHRY 55, BHEBORGELE LRI ZRFTT 2 2 &1k, BARE.
RLERFE K OVE R 1Tt Uit g EOBAMEZ 72 O3 /RN S 5721 Tl AT
‘_‘& %Hﬂ D :]:})72 5 EF'TT & E{ZKZ?)) % O){—%E%) AJ] 0 50 muanlz]);fE1 é j/l/fcib \757{:1\\ ké;ﬁ
FiE. BAFEE ITALFLE S DPbDD DEEfFZ T LTV D & W\ S oD [RaFa 15 51 5
E OB HRTHITR B0,

Controllers, processors and producers, should consider their obligations to provide children
under 18 and other vulnerable groups with specific protection in complying with DPbDD.
EHAE . QEE N OBAFEE 1L, DPbDD Z T T LR, 18 Kl Ok &b KU E D
i OMasIED & D 7 V—F1Zxt L, Kl ki 22t T 2 BH ORFLEZE L 2Th
72 5720,

Producers and processors should seek to facilitate DPbDD implementation in order to support
the controller’s ability to comply with Article 25 obligations. Controllers, on the other hand,

should not choose producers or processors who do not offer systems enabling or supporting
the controller to comply with Article 25, because controllers will be held accountable for the
lack of implementation thereof.

PRI E R OV 1L, EHE DR 25 FORF LB TT LN EZHET 5T 2572010,
DPbDD DFEIEAEHET D L O FORITIUT R B 7n, —J, FHF X, BHENE
25 RAMWTT DI EEFRICT D, XIFSHRT DL O R AT A&k L 22V B %
FATPRE 2 IR & TR, FHEN, TOEEORMICKHTH2B8EEA D

ZEiZR DN THD,

Producers and processors should play an active role in ensuring that the criteria for the “state
of the art” are met, and notify controllers of any changes to the “state of the art” that may
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affect the effectiveness of the measures they have in place. Controllers should include this
requirement as a contractual clause to make sure they are kept up to date.

BAFEH S OMLBRAE 13, THeimEiili) ORMENTH TSN TWD Z & 2R3 2 727 CfF
RRA 2B 2 KTz U, B RRE 3G U RE ORI BN H Y 5 5 [esmif] 12
KT DHELIZONT, FEFIZEI L2 TR 6720, FEHEIR, BHOFE TR
BEANE AT ORREIIRTZN D K O R T L, ZOEFZRIREL L TRV IAE
RTIUTTR B 720,

The EDPB recommends controllers to require that producers and processors demonstrate how
their hardware, software, services or systems enable the controller to comply with the
requirements to accountability in accordance with DPbDD, for example by using key
performance indicators to demonstrate the effectiveness of the measures and safeguards at
implementing the principles and rights.
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The EDPB emphasizes the need for a harmonized approach to implement principles and rights
in an effective manner and encourages associations or bodies preparing codes of conduct in
accordance with Article 40 to also incorporate sector-specific guidance on DPbDD.
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Controllers should be fair to data subjects and transparent on how they assess and
demonstrate effective DPbDD implementation, in the same manner as controllers demonstrate
compliance with the GDPR under the principle of accountability.
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Privacy-enhancing technologies (PETs) that have reached the state-of-the-art maturity can be
employed as a measure in accordance with the DPbDD requirements if appropriate in a risk
based approach. PETs in themselves do not necessarily cover the obligations of Article 25.
Controllers shall assess whether the measure is appropriate and effective in implementing the
data protection principles and the rights of data subjects.
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Existing legacy systems are under the same DPbDD-obligations as new systems. If legacy
systems do not already comply with DPbDD, and changes cannot be made to comply with the
obligations, then the legacy system simply does not meet GDPR-obligations and cannot be used
to process personal data.
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* Article 25 does not lower the threshold of requirements for SMEs. The following points may
facilitate SMEs’ compliance with Article 25:
%5 25 ZRiE. SMEs (ZXF LT, ZOEMFDRIEZ FIFTWRy, IROAIE, SMEs 235
555 8FTH0EREL S B,

o Do early risk assessments
RN 273 2175 2 &
o Start with small processing — then scale its scope and sophistication later
N7 B W B L, RICE DRI VEE S ZILRTHZ &
o Look for producer and processor guarantees of DPbDD, such as certification and
adherence to code of conducts
FRRE M O TEN B #LMSF /2 & DPbDD (2B % BHAE 3 I OVLHERLE 12 L A ARG
RODHZ L
o Use partners with a good track record
BIF R EE DS D/ — M —%fEHT 52 &
o Talk with DPAs
T — X LRGERERE(DPAs) & i35 2 &
o Read guidance from DPAs and the EDPB
DPAs JL ONEDPB I DH A X A iite 2 &
o Adhere to codes of conduct where available
FIHFTRE 22 G ITE G Z 8T 5 2 &
o Get professional help and advice
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For the European Data Protection Board
The Chair
(Andrea Jelinek)
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