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l. Introduction
I. &

Regulation 2016/679 (GDPR) will apply from 25 May 2018. Article 35 of the GDPR introduces the
concept ofa Data Protection Impact Assessment (DPIA?2), as does Directive 2016/6803.

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural personswith regard to the processing of personal data and on the free movement of such data, andrepealing
Directive 95/46/EC (General Data Protection Regulation).

ENT — 2 OBHRNT BT 5 BRADRE, LT —F O BRRBE R UHE S 95/46/EC DFEIRICET 5
2016 4F 4 A 27 H OGS - FONERGESHHI(EU) 2016/679 (— k7 — & IREHMHAI. GDPR),
The term “Privacy Impact Assessment” (P1A) is often used in other contexts to refer to the same concept.
[T AN —FEIA (PIA) &) HEEE, LIELIE, Bl CRICE W TR oS Z 9561
Wbhih b,

3 Article 27 of the Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural personswith regardto the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detectionor prosecution of criminal offences or the execution of criminal penalties,
and on the free movement of such data, also states that a privacy impact assessment is needed for “the processing is
likely to result in a high risk to the rights and freedoms of natural persons”.
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}1 11 2016/679t (GDPR)IL 2018 4= 5 H 25 H 7> H i A &1 %5, GDPR &5 35 2k 1% . ¥5 4 2016/6803
LRKE, T A RN (DPIA2) OfE&EILD ATV 5D,

ADPIA is a process designed to describe the processing, assess its necessity and proportionality and
help manage the risks to the rights and freedoms of natural persons resulting from the processing of
personal data* by assessing themand determining the measures to address them. DPIAs are important
tools for accountability, as they help controllers not only to comply with requirements of the GDPR,
but also to demonstrate that appropriate measures have been taken to ensure compliance with the
Regulation (see also article 24)°. In otherwords, a DPIA is aprocess for building and demonstrating

compliance.

DPIA [F B W A2t U, & OB R O FIMEZFHMIE L, U A7 23l L, kHi
RERET D LI o TEAT = Z B VIIHE S BARNOHER M OABIZHT DU 27
ZHEUNCERT A0 SN o® 2 THD 4 DPIA L, HHEE N GDPR D#E 4
WAFT 5720 T, BANCESFT 2 2 & 2T 2720 IS A FESE L LN TN A

JUIEBG AL - #RA - Bedn - EERSUIMETIT 2 BN E 35, TR I K5 AT — 2 Bk WICBET 5 B
WANDORE, ROYZ%T — 2O BHRBEIC OV T, 2016 4 4 A 27 HOKMES - BRMNEFSES
2016/680 %5 27 & TIX, 7T A N —RERHMIE THERWD BRAO ML DA BIIH L TEWY 27
EHLTEOT I ERTHREND] ZEPDMETHD, LHiEITN 5D,

4 The GDPRdoes not formally define the concept of a DPl1Aassuch, but - its minimal content is specified by Article
35(7) asfollows:

GDPR (X DPIA OHEAZ Db DIFFERICEFZ L TVARWVA, ZORIBROFNEITE 35 £MITKD L
WCERES TS

o “(a) a systematic description of the envisaged processing operations and the purposes of the processing,
including, where applicable, the legitimate interest pursued by the controller;

o (a) PHISHN D BIRIERELOERBOHHOERRNLRLETH > T, BEIIELT, 7—2EFH

FHRBRT L ELRFNEEE L,

(b) an assessment of the necessity and proportionality of the processing operations in relation to the

purposes;

(b) ZDHWICBE L T, %O THRIESE O LI F O] P DR

(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and

©F LEIZED DT — Z EEOHEFKI BRI T 5 Y 27 OfHli, KO

(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms

to ensure the protection of personal data and to demonstrate compliance with this Regulation taking into

accountthe rights and legitimate interests of data subjects and other persons concerned”;

o (MEANT —FEMEIHREL, 7 —F EIREZ OMBIRE ORI K OES Z2FI38 &2 Z LT, A
BLANCHERLL TV D 2 & &R 32720 ORGER B, KRR EL MR Eeat ) 22
AR E FBE

- itsmeaning and roleisclarified by recital 84 as follows: “In order to enhance compliance with this Regulation
where processing operationsare likely to result in a high risk to the rights and freedoms of natural persons, the
controller should be responsible for the carrying-out of a data protection impact assessment to evaluate, in
particular, the origin nature, particularity and severity of that risk”.

- % DR & ENIATCE 84 HTKRD KO SN T WD, [IRFIEFED H AN DREF L O H 11125

LiiinJ xz é) SIS T ZERTPHRINSHE, KHR~DEMERIET S72012, EHEILTT—#

RGBT & FEW L FFHIZED U X2 DIEEW, 1FE, FFHIER NBEAMEEFMT S FEEH D

DEFT S,

5 See also recital 84: “The outcome of the assessment should be taken into account when determining the appropriate
measuresto be taken in orderto demonstrate that the processing of personal data complieswith this Regulation ™.
AISCES 84 MO T 2D Z &, [ EDMIN T =5 iR D ARHAN L TS5 = & &kl 75728
IC R 5 B 0] FEEHIET SBIZIE, FEMiaREZET S oD T 5],
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ZEDOFEHOBRICHES ST s, TA AT 4 R T O0EE Y — LT
HoH (FEAULEHLBHEOZL)S DFED, DPIALIZaVTFS5A T U AEHES L, sEAT 3
D TFatRDTHB,

Under the GDPR, non-compliance with DPIA requirements can lead to fines imposed by the
competent supervisory authority. Failure to carry outa DPIA when the processing is subject to a DPIA
(Article 35(1) and (3)-(4)), carrying outa DPIA in an incorrect way (Article 35(2) and (7) to (9)), or
failing to consultthe competent supervisory authority where required (Article 36(3)(e)), can resultin
an administrative fine of up to 10M€, or in the case ofan undertaking, up to 2 % ofthe total worldwide
annualturnover of the preceding financial year, whichever is higher.

GDPR ® T T, DPIA O FH #85F LRWEEIZIE, Pt EsE oEH ez sns
END D, B DPIA OXHRTH L5560 ZORE (5 35 £OKX V@) HE)., #
S 72 TO DPIA OEfi (5 35 QL M5 (9). XIIHETHHITH00b 590
iE BB & oM T WS (B 36 523)() 121, 1 Tl —u Ll F ok,
X, FETHLHE. MIRFHEEOEMFUERTE LSO 2% £ TOHBED S B Wih
MEWT R ENDZ LN H D,

Note: the term “Privacy Impact Assessment” (PIA)is often used in other contexts to refer to the same

concept.
T T I AN =85 (PIA) &V S HIEEE, LI U, BIOSURIZIS W TRIBR O
[EBTHEICHLND,
Il.  Scope of the Guidelines
. AKHFA FFA 2 0BEAFH
These Guidelines take account of:
KA RTANILTEBET 5,
- theArticle 29 Data Protection Working Party (WP29) Statement 14/EN WP 21865;

- B 29SEEETS (WP29) 7 HEH 14/ENWP 2185
- the WP29 Guidelines on Data Protection Officer 16/EN WP 2437;

- T RERIEEICHET D WP A KT A 2 16/ENWP 2437

6 WP29 Statement 14/EN WP 218 onthe role of a risk-based approach to data protection legal frameworks adopted on
30 May 2014.
2014 4£ 5 A 30 HICBRIR silz, 7 —FREDIENFHAIAZ BT D Y A7 IS U7 7 a—F o&ENC
BE4 2% WP29 » 7B 14/EN WP 218,
http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinionrecommendation/files/2014/wp218 en.pdf?wh48617274=72C54532

7 WP29 Guidelines on Data Protection Officer 16/EN WP 243 Adopted on 13 December 2016.
2016 4F 12 A 13 HIZEIR Shviz, 7 —ZREELE T35 WP29 7 1 K7 4 > 16/EN WP243,
http://ec.europa.eu/information_society/newsroom/image/document/2016-
51/WWp243 en_ 40855.pdf?wh48617274=CD63BD9A -
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the WP29 Opinion on Purpose limitation 13/EN WP 2038;
H A O REICEET 2 WP29 & JiL3E 13/EN WP 2038

international standards®.

=] BRSS9,

In line with the risk-based approach embodied by the GDPR, carrying out a DPIA is not mandatory
for every processing operation. ADPIA is only required when the processing is “likelyto resultin
a high risk to the rights and freedoms of natural persons” (Article 35(1)). In order to ensure a
consistent interpretation of the circumstances in which a DPIA is mandatory (Article 35(3)), the
present guidelines firstly aim to clarify this notion and provide criteria for the lists to be adopted by
Data Protection Authorities (DPAs) under Article 35(4).

GDPRIZEIAEN TWBH Y A 7S LT 7 r —F 2 - T, DPIA O EiilZ 9~ T
EETRE ST HND DT TiER, DPIARRD BN D DL, BARWA [ A4 DHEF K
KHANICST L IV X258 67267 2R TPRINSHGE) (B 3BEKQD) DHTHSH, DPIA
DRBEDIT LRI (FE3BEE) 22T, —BEMEOHHMREHRT 572012, K
ARTAFMEVSZDOEZHEZWREICT D L2 BiEE L, 7 — 2 1REHKE (DPAs)
D BFRAIZESOTEIRLTZY A NORELIRRT 5D,

According to Article 70(1)(e), the European Data Protection Board (EDPB) will be able to issue
guidelines, recommendations and best practices in order to encourage a consistent application of the
GDPR. The purpose ofthis document is to anticipate such future work of the EDPB and therefore to
clarify the relevant provisions of the GDPR in order to help controllers to comply with the law and to
provide legal certainty for controllers who are required to carry outa DPIA.

FHIORDEIC LD L, BINT — 2R (EDPB) 1% GDPR o — EM: L 72 i et
LI, HARTA U G RXAN T T T4 AZFRITTHIENTEDHL OIS,
AIXFEOBL, EHEDELETT 2028, DPIA Efiiz Kb & i 2 & HE ([ E
Rz HEBET 5512, EDPB O Z O & 9 Zfki9fERZ T L, ThiZ L - T GDPR DR
HEZWMHICTHZ &L ThH D,

These Guidelines also seek to promote the development of:

8 WP29 Opinion 03/2013 on purpose limitation 13/EN WP 203Adoptedon 2 April 2013.
http://ec.europa.eu/justice/data-protection/article-

29/documentation/opinionrecommendation/files/2013/wp203 en.pdf?wh48617274=39E0E409

2013 2 4 A 3 RICEIRS /=, HATHIRRIZ B9 2 WP29 FLfi# 13/EN WP203,

e.g. 1SO 31000:2009, Risk management — Principlesand guidelines, International Organization for Standardization
(1SO); ISO/IEC 29134 (project), Information technology — Security techniques — Privacy impact assessment —
Guidelines, International Organization for Standardization (1SO).

Bl Z1E, 1S0 %47 150 31000:2009 [V A7 ~wx A vk —JHHIN OF A K74 > | 1S0 %47 1SO/IEC
29134 (T &) MEREM - B 2V 75l - 7T A N —EFM - A R7 4, 10] 7,
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KITA BTA ATUT O EZHEEST D Z & b RBL TV D,

- a common European Union list of processing operations for which a DPIA is mandatory
(Article 35(4));

- DPIADEHE ST b DB fERED BUStE U 2 & (5 355:(4)).

- acommon EU list of processing operations forwhich a DPIA is not necessary (Article 35(5));

- DPIA R LB TR WERIEFED EU L@ U A b (5 35 5:(5)).

- common criteria onthe methodology for carrying outa DPIA (Article 35(5));

- DPIA i J7 ik o il EAE (55 35 5:(5)) .

- common criteria for specifying when the supervisory authority shall be consulted (Article
36(1));

- BB W LU NE R b WA ERUET S 3EEE (BB 365:(1)).

- recommendations, where possible, building on the experience gained in EU Member States.

- EE . RGBT BV E TH ORI ES S b o,

1. DPIA: the Regulation explained DPIA

1l DPIA : #H BRIz 31T 5 DPIA @ #itHA

The GDPR requires controllers to implement appropriate measures to ensure and be able to
demonstrate compliance with the GDPR, taking into account among others the “the risks of varying
likelihood and severity for the rights and freedoms of natural persons” (article 24 (1)). The obligation
for controllers to conduct a DPIA in certain circumstances should be understood against the
background oftheir general obligation to appropriately manage risks 1° presented by the processing of
personaldata.

GDPR X, BFEHFIZKI L, & VDI ARAOHEF L OHEBIZIR D AR e & B\ R
U A7 %%E LT, GDPRESF O e K& OFE 3% % ATREIC 2 @b e 45iE & i 95 2
EEERLTWD (BB24%K1H), —EDHAITDPIA 2 i §~ S BHA OFRHIT, |
AT =2 OFFNZ LS THELTEY A7 VR EUICERTRE —RIRBREOY ZITHS
LCHEINDIRETHD,

A “risk” is a scenario describing an event and its consequences, estimated in terms of severity and

10 |t hasto be stressed that in order to manage the risks to the rightsand freedoms of natural persons, the risks have
to identified, analyzed, estimated, evaluated, treated (e.g. mitigated...), and reviewed regularly. Controllers cannot
escape their responsibility by covering risks under insurance policies.

HARANDOHERNKROCAHB DY A7 28 5720, HiZ) A 71335 Sh, oS, #HESh., fHis
vy Wk (B 88D Sh, EWINICRE SN2 ZENBRHINHIRETH D, BHEIT, REROMWEE
W) 27 =752 L CEEZERET 5 Z &ITH k20,

7



likelihood. “Risk management”, on the otherhand, can be defined as the coordinatedactivities to direct

and control an organization with regard to risk.

() 27 Lid, HkEFELZORELZFTRTEL TV ATHY  EAME ATREEOB AN
HeEashsd, —J, TURZER] Lix, VAZICELT, A2 HE#ELOEFET L7200
TSI NTIREEERT D ENTE S,

Atrticle 35 refers to a likely high risk “to therights and freedoms of individuals”. As indicated in the
Article 29 Data Protection Working Party Statement on the role of a risk-based approach in data
protection legal frameworks, the reference to “the rights and freedoms” of data subjects primarily
concerns the rights to data protection and privacy but may also involve other fundamental rights such
as freedom of speech, freedom of thought, freedomof movement, prohibition of discrimination, right

to liberty, conscience and religion.

% 3B &IE. MEANOHEFERAB] IZHT L TEENINASVAZIZELE LTS, T—X
(R DIEMRHIICIBIT D Y A2 IR LT 7 a—F ORENTE LT, 29 SEERA A H
THRMLTWD X2, 7—Z EEKD EFILTAB] ~OF KT, F& LTT—21Ri#EK
QT T A NG HEFNCBHET 25O TH LM, FREC, SwmoBm, BHEoAm, B
B A, EROEE, BHEOHER, BOEOEEE W o oo AR 2RI © BE L C
W5,

In line with the risk-based approach embodied by the GDPR, carrying out a DPIA is not mandatory
for every processing operation. Instead, a DPIA is only required where a type of processing is “likely
to result in a high risk to the rights and freedoms of natural persons” (Article 35(1)). The mere fact
that the conditions triggering the obligation to carry out DPIA have not been met does not, however,
diminish controllers’ general obligation to implement measures to appropriately manage risks for the
rights and freedoms of data subjects. In practice, this means that controllers must continuously assess
therisks created by their processing activities in order to identify when a type of processing is “likely

toresult in a high risk to the rights and freedoms of natural persons”.

GDPRIZIEIAEN TWAH Y A Z IS LT 7 —FI2H - T, DPIA O EHilL 3~ TDOHHk
FEEIZBWTEB L VI DI TIERY, TeLA, DPIAE, & DREOEHR\A H KA OHEF
EFOHBEIZHLEWI R 2670 FT 2N TRINDIGEICOAREREIND (B 3BH51
H), L2L7ZRN5, DPIA 3T XEZHEOGE@ LR DEMAWT- S /b d B
HHEETIE, 7% EEROHEFKRCHBIZNT D U A7 Z#@UNEET 5 720 O E % 5%



L2 EW)ERED RN RFHEZEIT 5 2 LT b0, EEEIC, Z2hiid 2O
B THRANOHEF R OHBICEWY 2272675672 N FREND ] B8 E2#HNT 5
7=, BEHENZORBIEINC L > TEAET DU X7 2FEFAICEHME L2 T2 65780
ZLEEWT S,

The following figure illustrates the basic principles related to the DPIA in the GDPR:

TFROX X GDPRIZK 1T 5 DPIA IZBE L7 EARFRIZKE L 7-H D TH 5,

Advice of the DPO .
[art. 35(2)] Code(s) of conduct tshzeg;?::lﬁ‘%ig i
Monitor performance [art. 35(8)] fart 35(9)1

Likely to result in
high risks?

[art. 35(1), (3) & (4)] [art. 39(1) (c)]

Exception ?
[art. 35(5) and (10)]

DPIA
No DPIA needed [art. 35(7)]

Residual high risks?
[art. 36(1)]

Processing reviewed
by the controller
[art. 35(11)] Prior
consultation

No prior
consultation
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A.  What does a DPIA address? A single processing operation or a set of similar processing

operations.

A.  DPIA AT % 5 OH 2 B OBIRIEE & 5 VT —&E OFEL LU 7Bk EE,

A DPIA may concern a single data processing operation. However, Article 35(1) states that “a
single assessment may address a set of similar processing operationsthat present similar high risks”.
Recital 92 adds that “there are circumstances under which it may be reasonable and economical for
the subject of a data protection impact assessment to be broader than a single project, for example
where public authorities or bodies intend to establish a common application or processing platiorm
orwhere several controllers planto introducea common application or processing environmentacross
an industry sector or segment or for a widely used horizontal activity”.

DPIA 13l Bl O BB AERICBET 2 b D THLHEVRH D, L, HB RO [ 2D
M/ [T RE D) 1 U R 2 Zo5 5 —E DTGP D IR EHE IZH LTS = E P TE S Lif=T
%o ETRICE RIEX, [ F— S REZEFTMOXNFZIZE > T, —oD7Tr22 FLUD
B2 I 1T 1 2 BB RN T B e 5 B B IR I, BT RIZ LSS
HFDT 7Y =2 a  KINE T T T AEMELLL 5 ET GG DT
BEF DY, &S FRE L SITEEZEFPTEE T, KITIAS T S0 S HBTHREE) D7 012, Hed
DT TY br— a2 RITRRGEEF HA L L 5 LR ETSHE4LETHS) LfFLTH
%

Asingle DPIA could be used to assess multiple processing operations that are similar in terms of
nature, scope, context, purpose, and risks. Indeed, DPIAs aimat systematically studying new situations
that could lead to high risks on the rights and freedoms of natural persons, and there is no need to cany
out a DPIA in cases (i.e. processing operations performed in a specific context and for a specific
purpose) that have already been studied. This might be the case where similar technology is used to
collect the same sort of data for the same purposes. Forexample, a group of municipal authorities that
are each setting up a similar CCTV systemcould carry out a single DPIA covering the processing by
these separate controllers, or a railway operator (single controller) could cover video surveillance in
all its train stations with one DPIA. This may also be applicable to similar processing operations
implemented by various data controllers. In those cases, a reference DPIA should be shared or made
publicly accessible, measures described in the DPIA must be implemented, and a justification for

conducting asingle DPIA has to be provided.

B—D DPIA L. MHE. &, Uk, BAENY 27 1280 TCEE T 32 8BBORRIEEX LT

10



i 572D, FIALTHEWEWH Z L THD, EBE. DPIAITHARNOHER K OH HIZ
DE, WY R EBTELT ZENTRINDIH L VIRI 2 KRNI T 22 L 2 Bl
ELTHEY, BB ESnN=r—RA (T72b5 FEDSUIRK OV E O B IIZ 38 T EfE X
A5 BAESE) 12 W TILDPIA Z 929 2 B E e, 2L, Fl—HBIO = DIZFEEE
WxHWTRBEOT =2 ZINET LA LEEZ LMD, Fl 21X, ENENFRFEOEHR D A
T VAT LERELTWDLHT BIGED 7V —T71%, ZOh 2 OF — ZEREIC L 5Tk
WERRLTLH O DPIA ZFEMTHZENTES L, BHEETTHES (H—075r—4%
HE) 13— 2D DPIA TEDOTRTCOROET AR EMRIZTHZ ENTE D, T,
Flo, BRx T = ERFIC L > TN A BROBHIEEICbEHA SN E S, 2D L 57
F—ATIL, &I 5 DPIA IZIA S, AT 7 EBATELLIICEINDHRETHY
DPIA IZFE# S AV TV D HFE 23 Fhis S 72 X7 637, H—0 DPIA % % L 72 E 4%
B 2720 i s,

When the processing operation involves joint controllers, they need to define their respective
obligations precisely. Their DPIA should set out which party is responsible for the various measures
designed to treat risks and to protect the rights and freedoms of the data subjects. Each data controller
should express his needs and share useful information without either compromising secrets (e.g.:
protection of trade secrets, intellectual property, confidential business information) or disclosing

vulnerabilities.

MABAEE S RERBANE G T 2856, HRTHET IZIZNTNORE T HEICHET 524
TR H 5, HEEIEEODPIAIL, UAZIZXHLL, 77— EROHEF KO HBZR#ET S
72O DHEFEOHEIZHONT, EOBBRENEMLER D ONETEDLREThHD, 7 —4E
HFIIMELAER D 2L < B REME., FOME, RO YR AEROKHE) X
Maggte #nd 52 L7, BLOXLEMEEZRAL, AOREHREILETRETH S,

ADPIA can also be useful for assessing the data protection impact of a technology product, for
example a piece of hardware or software, where this is likely to be used by different data controllers
to carry out different processing operations. Of course, the data controller deploying the product
remains obliged to carry outits own DPIA with regard to the specific implementation, but this can be
informed by a DPIA prepared by the product provider, if appropriate. An example could be the
relationship between manufacturers of smart meters and utility companies. Each product provider or
processor should share useful information without neither compromising secrets nor leading to

security risks by disclosing vulnerabilities.

11



DPIA BIERE B ONWTT — Z REFEE LTI TS5 LICbFALRY 55, #HlziT,
BT — A EHENSDN— R =27 XY 7 b =T #HWT, B DBERIEEEZ1T
IR ENBEZOND, bbAA, TOMEEHERT LT — X EHEIZ, FEOBR D
FERIZDOWTIMAIZDPIA ZITH)RENH D Z EIEDL VX720, #8551, ol
i D FEHEF DIER L7z DPIA 22 BIE R FOND FREMER H D, Av— hA—=F—DA—7
— ERWFESMEOBRENZOM L F 2 &5, SRR ST, WEEER D
e F EBEEOBRIC LD X2 VT 4 - YR EBEL Z L B EwRE
HHFTRETHD,

B.  Which processing operations are subject to a DPIA? Apart from exceptions, where they

are “likely to resultin a high risk”.

B. Y OBIRIEED DPIA DOIRICRZDON 2FMIFNC LT, TBWVWIRZ BH-5H
ENBZLERTFREIND] BE

This section describes when a DPIA is mandatory, and when it is not necessary to carry outa DPIA.

A7 arTid, POLIRBEARICDPIAREE ST bR, LT, EDOLXHREE
1= DPIA % FEfiti 3 2 BN 72N DT HOW TR 5,

Unless the processing operation meets an exception (111.B.a), a DPIA has to be carried out where

a processing operation is “likelyto result in a high risk” (IILB.b).

IBAEENHIS (MBa) ITHEYE LARWERY , BIBIEEDR BWI R 7266 T2 LRT
I3 HE. DPIAIXEBI N 2T X% 5720 (11L.B.b),

a) When is a DPIA mandatory? When processing is “likely to resultin a high risk”.

ADPIAREBILENDIDIZEDE I BRBENBRVB BN I X288/ F 2 ERF
BEIh3 BE

The GDPR does notrequire a DPIA to be carried out for every processing operationwhich may result
in risks for therights and freedoms of natural persons. The carrying out of a DPIA is only mandatory
where processing is “likely to result in a high risk to the rights and freedoms of natural persons”
(Article 35(1), illustrated by Article 35(3) and complemented by Article 35(4)). It is particularly

relevant when a new data processing technology is being introduced 1.

11 see recitals 89, 91 and Article 35(1) and (3) for further examples.
fth D FNZ DUV CTIEATSCEE 89 T, 55 91H, KUVE 55U AVQR)E Dz &,
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GDPRIZHAANDHER K OABIZY A7 20T BENDOH 5 & 5 HEHRIEZIZ DPIA
D FE i & KO TIFW 2V, DPIA O ERAFBE ST b DI, Bk T HSA DR K
PHHIZENWY X2 2006F 2R TFPHEIAS G5HOHRTHS (5 35 R0D). & 3B
QK. & BEAN L DMiE), ZAUTFRC, FHOT — 2 BRI EA S 5561054
W5 1

In cases where it is not clearwhethera DPIA is required, the WP29 recommends that a DPIA is carried
outnonetheless as a DPIA is a useful toolto help controllers comply with data protection law.

DPIA 25 L BED & 9 DAfE T2 WA, WP29 321 T 7235, DPIA O FE i 2 #5 L T
5 D%, DPIA WEHEIZ L DT — X REBEDESTZ T 5 HERY —VIENLTh D,

Even though a DPIA could be required in other circumstances, Article 35(3) provides some examples

when a processing operation is “likely to resultin high risks”:
DPIA 23l DR PL TESR EN DB D D05, 5 35 SRQUEBURIERD TH I X228 7=
59 ERTFHRINS] Bl OnEFTVD,

- “(a) a systematic and extensive evaluation of personal aspects relating to natural persons
which is based on automated processing, including profiling, and on which decisions are
based that produce legal effects concerning the natural person or similarly significantly affect
the natural person??;

- @) eIV e E R HB SR EIRRIZHETE, ORI EH AN
W92 BERNT iR DB 28 52 S L 5 2 FIBHIC D0 T, BN DN 9724
B & KR #9720 DL FEIZ 7T 75 55812,

- (b) processing on a large scale of special categories of data referred to in Article 9(1), or of

personal data relating to criminal convictions and offences referred to in Article 103; or

12 See recital 71: “in particular analysing or predicting aspects concerning performance at work, economic situation,
health, personal preferences or interests, reliability or behaviour, location or movements, in order to create or use
personal profiles”.

L Wi 1N HAEBR, (HADT 7 774 L & (LR IZFIHT S 72000, FFICEFEER, LN, #

SEILTE, AN HIELF R 1T L, 1GHRIEXR (Z7TH), P (TN BT 5 i & 28 X IZ T 5 2 &,

See recital 75: “where personal data are processed which reveal racial or ethnic origin, political opinions, religion

or philosophical beliefs, trade union membership, and the processing of genetic data, data concerning health or

data concerning sex life or criminal convictionsand offences or related security measures”.

RIS 15 MABM, [HADAFEL L <12 ERBEHIF 1 BOGHIEAE, FENI R ITTFINESR RS

BEW, BT —5, BEICET 57 =5, AR DIEATE L S IZIEI9ERICE 75 7 — %, L

DEF IFEH IR DWIEXR 13 BTE T S LR EFEIEE S W] 5002 T DL 5 RN T —5 ZIRH 5 551,

13
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- (b) B9 R IR THER R D7 — 5 KILH 10 £ (23 I OB TR
DWIEIZ B BN 7 — 5 & KBPIC I/ 5 B, KIT
- (c)asystematic monitoring ofa publicly accessible area on a large scale”.

- (C) DRDT 2t X AJFER I TAEIZ MR B R 1T 9 56

As the words “in particular” in the introductory sentence of Article 35(3) GDPR indicate, this is meant
as a non-exhaustive list. There may be “high risk” processing operations that are not captured by this
list, but yet pose similarly high risks. Those processing operations should also be subject to DPIAs.
For this reason, the criteria developed below sometimes go beyond a simple explanation of what
should be understood by the three examples given in Article 35(3) GDPR.

GDPR %5 355D E AL D THEIZ) L WIHFENRTEY . ZHUFIEMERRY X M E&Fx
LHRELDOTHD, 2OV A MIEHIN TRV, FEICEWY A7 2672569 [FHn
V27 O] BIEEXELHY 95, ZOX D RBHIEHXD DPIA DXL LD R&EThHDH, =
OHH T, FRolciidd 5 5E%EIL, GDPRE 355 (3D 30 D #il 2 BFIR & NEIZ O
TOHMATALVERAALLELDERDHELH D,

In order to provide a more concrete set of processing operations that require a DPIA due to their
inherent high risk, taking into account the particular elements of Articles 35(1) and 35(3)(a) to (c), the
list to be adopted at the national level underarticle 35(4) and recitals 71, 75 and 91, and other GDPR
references to “likely to resultin a highrisk” processing operations'4, the following nine criteria should
be considered:

ZRUHRNELTHDHEN U AT D=2 DPIA NLEZRBEREEIC VLT, L0 B
Bl & 20T D 7212, 5 35 R ()& OVB)(@)h> & () D R DS, 5 35 5= (4) K OVRITSUES 71,
BTSIE, HALHICE SOV TEAL I THEIRSN L XE U X b, ZLTExOMo [EFH0 Y
R2Eb b ZERTHRIAS) BIREE LD GDPROE K ¥ 2BEL T, LLFD 9D
DEEZ RETT 2 & TH 5,

1. Evaluation or scoring, including profiling and predicting, especially from “aspects

concerning the data subject's performance at work, economic situation, health, personal

preferences or interests, reliability or behavior, location or movements” (recitals 71 and 91).

14 See e.g. recitals 75, 76, 92, 116.
B 2 (X RISCEE 75TH, B 76 TH, K92 TH, 45 116 TH b

W

oz b,
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Examples of this could include a financial institution that screens its customers against a credit
reference database or against an anti-money laundering and counter-terrorist financing
(AML/CTF) or fraud database, ora biotechnology company offering genetic tests directly to
consumers in order to assess and predict the disease/health risks, or a company building

behavioural or marketing profiles based on usage or navigation on its website.

1 FMli IFERE, Tm 77 AV T ROTFREE L, R, [ 7= F R DEFEER,
FEFHIR I, REFEREE, N AIELF R ITBL, 1GHEE R ITTTE), PriEti X (3B B
B9 & WiE) (B S0 (RISCH 7L K O 91HH), Zofl e LT, emitkRE
DEELZERARST -2 =2, XIvx—u XY U IRRE T v & ekt
® (AMUCTF) XUIEHT —F X—=ATRZ V== 73 5%6 ., ITHEP - @5
POV R T ZFN - FRT OIS FTT I ) n O RENEEEER ICERT
A Z 72 VIALEA, H2OWIERENRY A N ETORM - FHEICESWTTE), X
I~ =740 70707 7 A NVEERTD5ERERD 5D,

2. Automated-decision making with legal or similar_significant effect: processing that aims at

taking decisions on data subjects producing “legal effects concerning the natural person” or
which “similarly significantlyaffects the natural person” (Article 35(3)(a)). For example, the
processing may lead to the exclusion or discrimination against individuals. Processing with
little or no effect on individuals does not match this specific criterion. Further explanations

on these notions will be provided in the upcoming WP29 Guidelines on Profiling.

2. ERXFFRFEOBERREEDH D B8 SIS EEBIRE [ ARNIC LR E) %
b2 T UL TABNIZAFEDEALEZE (5 35%0B)@) bbbt 7 —2 K
ICOWTEERETDZ L2 AL T HER, Bl 21E, B AME A OJERR X
ZRNZDRIND KO BRGENET b D, HASDRZENEE ST DT e Bk
X O TEEL RV, ZOFPUI O WTOHERDEHIL. 51% D WP2Q D
T 7y AT A RTANREESN D TETH D,

3. Systematic monitoring: processing used to observe, monitor or control data subjects,

including data collected through networks or “a systematic monitoring of a publicly

accessible area” (Article 35(3)(c))!®. This type of monitoring is a criterion because the

15 The WP29 interprets “systematic” as meaning one or more of the following (see the WP29 Guidelines on Data
Protection Officer L6/EN WP 243):
WP29 (I [AFAT] LIF TR 1 HSXITEBEET LMRL T2 (F— 2 REEEEICET S WP29
A4 KZ 4 16/ENWP243 % &),
- occurring according to a system;
- pre-arranged, organised or methodical;
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personal data may be collected in circumstances where data subjects may not be aware ofwho
is collecting their data and how they will be used. Additionally, it may be impossible for
individuals to avoid being subject to such processing in public (or publicly accessibk)
space(s).
ERB R EER « 7 — 2 FREBLE, BHETERT 57200V, Ry FU—7
XA TP T 2 & X B RE R TR THRAI B (5 355 (3)(c) ZAT
STT—=ZNET L2 20 B, ZOBOELIL, 7—F EEB, KNOT—X
L L TWDONGHED, £z, EOXITT—FNEMSND DRIV E
FEANT = PNEINDGENDHY 5 o7, KO 1oL D, £z, Adko
(ITARNDT 78 AA[HE7R) LT CEDO X D BV O R L 72D DERET D Z
. EANCIEIARERGEDRHLINETH H D,

Sensitive data or data of a highly personal nature: this includes special categories of personal

dataas defined in Article 9 (for example information about individuals’political opinions), as
well as personaldata relating to criminal convictions oroffences as defined in Article 10. An
example would be a general hospital keeping patients’ medical records or a private
investigator keeping offenders’ details. Beyond these provisions of the GDPR, some
categories of data can be considered as increasing the possible risk to the rights and freedoms
of individuals. These personal data are considered as sensitive (as this term is commonly
understood) because they are linked to household and private activities (such as electronic
communications whose confidentiality should be protected), or because they impact the
exercise of a fundamentalright (such as location datawhose collection questions the freedom
of movement) or because their violation clearly involves serious impacts in the data subject’s
daily life (such as financial data that might be used for payment fraud). In this regard, whether
the data has already been made publicly available by the datasubject or by third parties may
be relevant. The fact that personaldatais publicly available may be considered as a factor in

the assessment if the datawas expected to be further used for certain purposes. This criterion

takingplace as part of ageneral plan for data collection;
carried out as part of a strategy.

VAT AL o THRET D,

Al o THf S, FRIN. UIFIEICA>TH 5,
T ZIWEDO BT T D—E LTIThh5,
HRIE D —Br & LTITOINLD,

The WP29 interprets “publicly accessible area” as being any place open to any member of the public, for example
a piazza, a shoppingcentre, astreet, amarket place, atrain station or a public library.

WP29 13 [ RN T2 & X A[REZR 5T &%, — AR OIS LT OB NIZGFT LR L T 5,
BIZXIEY, vavEr ey 2— @y, i, $HER, ALREHERLE Th D,
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may also include data such as personal documents, emails, diaries, notes from e-readers
equipped with note-taking features, and very personal information contained in life-logging

applications.

4. B T 4T - T A I EEICEAN R EA AT ST —F 0 ZHUCIEE 95T
E WO DR OT — % (AN OBHEHI M T 21 ®m2 L) . LOE 105RICESR
T 58 FHRUIIIRICET HEAT —2 B3 b 5, il LTix, BF OERLEE R
35 — Mk O, JLIRE OFEMRLER A RAF T DRNLERER E BT b b, GDPRD Z
NHDOREEBZ T, WL ONOFEEOT — 2 1, HAOHEF K OABIZHT DHEEY
A7 HBWMSEDEEZLND, ZROOEANT —X 1, FZENLOEABTES (Z0
BN REINDIREEFEERE) 1TV 7 LT0WDH I &, UTEARWHER] (2D
INENBBIO B RICEMEZ BT 20 EFRR L) OTEICEEL 52528 UTEtD
ESEA & ST — F EERDOH 2 OENE CHLFFIRICHER S 200 LLVRWHE T
— X E) ICEREEERHEZ 5200, BT 47 (ZORER—BRICEEI N
TWDH L) L&Nb, ZORT, ZOT —FNARANTFHE =FIZL > TREICARS
NTWDEPNMEE 257255, AT —ZRAHSN TS E W) HET, 20T —
AP L POETELICHAEIND Z ERFLAEN D E WV I FHIIIZEHB W T, 120D
BRERARIND D, T ZOREMET, BMAE, EFA—/, HiL, / — MEREOD
HLBTERE) =D TA 7 -0l T T VICEEN TS TE AR 72
R ENREENDTHA D,

5. Data processed on a large scale: the GDPR does not define what constitutes large-scale,

though recital 91 provides some guidance. In any event, the WP29 recommends that the
following factors, in particular, be considered when determining whether the processing is

carried outona large scalel®:

5. RHME 22T — Z BBV : GDPR 13 & £ > TREUEL & § 22 E D TV WS, B
BANHIZWLS DN HA T AN L, WTHITHE L, WP29 13, R 28 KB
Fhti SN TWL 2T DB FHC U TORFEEBE T L L 2E8E L TN D 16,

a. thenumber of datasubjects concerned, eitheras a specific number or as a proportion

of the relevant population;
b. thevolume of dataand/orthe range of different data items being processed;
C. theduration, or permanence, of the data processing activity;

d. thegeographicalextent of the processing activity.

16 See the WP29 Guidelines on Data Protection Officer 16/EN WP 243.
F— FARHEE AT 5 WP29 1A K1 16[ENWP 243 2% A,
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a. BT D7 —2 EHRE FEDO AN, ITHETHARICHT2EEL LT
REND,

b. T—=8E, RO/ IBH O D% 727 — X OFilH,

c. 7 — & HuARiEEh O W) S 3 A L,

d. AR IS B oo R A R,

6. Matching or combining datasets, for example originating from two or more data processing

operations performed for different purposes and/or by different data controllers in a way that

would exceed the reasonable expectations of the data subject!’.

6. Z—Ft v FOREIIEMR, FlAITERA BT, KO/ XItkx o7 — 2 EHE
FNT — 2 FEOGE R TREEBZ 5 X5 FiETITo72, 2 DU EOTRIEE
MOER ST —4 1,

7. Data concerning vulnerable data subjects (recital 75): the processing ofthis type of datais a

criterion because of the increased power imbalance between the data subjects and the data
controller, meaning the individuals may be unable to easily consent to, or oppose, the
processing oftheirdata, orexercise theirrights. Milnerable datasubjects may include children
(they can be considered as not able to knowingly and thoughtfully oppose or consent to the
processing of their data), employees, more vulnerable segments of the population requiring
special protection (mentally ill persons,asylumseekers, or the elderly, patients, etc.), and in
any case where an imbalance in the relationship between the position of the data subject and
the controller can be identified.

7. MBOHWT—Z ERIZEHT 57— (I 75 3H) : ZOFED T — Z OER I,
TS ERL T = ZEHEONBERDOT L RNT AR, o DRAEL 2 D,
DFEV . EAREZOT = BARVICESICRE., S THER DT %2 TE 2w
AREMEDR B D LD 2 & ThD, MFOTHNT —F BRICIE, Fit EsiX. B
DT —Z BRI, BERZEM LI ETEIKELAT, EAIFRET A Z LI TE
BRWEEBZLND), WER. R RENLERTE (FBHEEE. ChfmeEh.
EHE . BERE) ROT —F R T — 2 EHEOSGOBMRN T L NT o A
BanEENI b,

17 see explanation in the WP29 Opinion on Purpose limitation 13/EN WP 203, p.24.
H B9 IR B 4% WP29 RLfi# 13IENWP203, P. 24 (X1 Al % B R,
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8.

Innovative use orapplying new technological or organisational solutions, like combining use

of finger print and face recognition for improved physical access control, etc. The GDPR
makes it clear (Article 35(1) and recitals 89 and 91) that the use ofa new technology defined
in “accordance with the achieved state of technological knowledge” (recital 91), can trigger
the need to carry out a DPIA. This is because the use of such technology can involve novel
forms of data collection and usage, possibly with a high risk to individuals’ rights and
freedoms. Indeed, the personal and social consequences of the deployment of a new
technology may be unknown. A DPIA will help the data controller to understand and to treat
such risks. For example, certain “Internet of Things” applications could have a significant

impact on individuals’ daily lives and privacy; and therefore require a DPIA.
Biicle T 7 ) a o= TR Y U 2 —3 a9  OFFRIFIE IFEH, Y722
T ZAEBE 2 BET 5720, R ERER L 2 Aas DY TRIIT R L,
GDPR (%, [k & A7z Befiviy k) (BSCE 91 HH) (ICft-> CTERSNIH 2T 7
Ju P —=OFMIZL > T, DPIA EiDLEMNEC 2560805 LHRLLTVD
(5 3BEOEVEISCHEEIHEFINIH), N, ZokHsk7 27 /oy —oFH
WHTLWEOT =2 IR ERIH 2D BAOHEMEOBERIZENY 27 2675
LRDTOTHD, FFE, T 7 /7 al—0FMANMEANE#AZITED L DI
BY D0, BORVGERHD, DPIA 137 — 2 EHENZ DL S 7Y A7 & P
L. AT ETRILETDHIEDTEDLLDTHD, PIZIE, HDOHED [£ /DA
yH =2y h (0T) | 77V 7= a MIEAD BEAERRLT T A N —IZERR
WEEHEZDIENEADLND, 1206 2% DPIAISRLELRDTH 5,

When the processing in itself “prevents data subjects from exercising a right or using a

service or a contract” (Article 22 and recital 91). This includes processing operations that

aims at allowing, modifying or refusing data subjects’access to a service or entry into a
contract. An example of this is where a bank screens its customers against a credit reference
database in order to decide whetherto offer thema loan.

WA NE DG D) | Z = Z TEDEFDITIREX (F Y — EX BRI DFH 45175 |
Yitr (3 2 5% KOS L), ZhUZid, 7 — % EERO Y — & 2 FH SUEEA0HE
fi TR 0 - HER T 2 HIITIT DN D BIBIEEN G E D, ZoflE LTI,
FATHBEICELELEZIT O DENERET 7201, EHRET —#X—2XTX
7V == TG BNETOND,
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In most cases, a data controller can consider that a processing meeting two criteria would require a
DPIA to be carried out. In general, the WP29 considers that the more criteria are met by the processing,
the more likely it is to presenta highrisk to the rights and freedoms of data subjects, and therefore to
require a DPIA, regardless ofthe measures which the controller envisages to adopt.

2L DG, T AEHEIL 2 DI T HBRBITIT, DPIA OER LI L E
DT ENTED, —MIT, WP IZHHRWA LY < OIS T 51FE, 7—% K
OHEF KA L TE WY 227 26720 TRV E B2 5 DT, DPIA % & FE
MBAEZEZEZ TVDLHEICHPDLT, HRT 5,

However, in some cases, adata controller can consider that a processing meeting only one of these

criteriarequires a DPIA.

Ll A Lo TR, T—FBFEHEIT, 1 OOEE LY LR VEHEWS DPIA A K
HDohdLEZXDZENTED,

The following examples illustrate how the criteria should be used to assess whether a particular

processing operation requires a DPIA:

PLF O FHNL, FFE DOBERIEZE 12 DPIA S ULENE N E Gl 2124720, EERED L H
WZEH ENDREDERATLIHDOTH D,

Examples of processing Possible Relevant criteria required?
B 4% @ il BETOUNREEDOHDEE | DPIADLEENE W
2

DPIA likely to be

A hospital processing its patients’ genetic | -Sensitive data or data of a highly

and health data (hospital information |personalnature.

system). - Data concerning vulnerable data

e 2N B FE OBR T L QM@ T — # % | subjects Ves

Bl 2 %4 RBEOIE#H S A7 4) |- Data processed on a large-scale. 5
‘/Z\

-k T 4T T2 T EE
WZEHANIEE 2689257 — X
-SEHE DTN T —Z FIRICEET 5

7y

20




- KRB b e T — 4%

The use of a camera systemto monitor
driving behavioron highways. The
controller envisages to use an intelligent
video analysis systemto single out cars
and automatically recognize license plates.
I E B CHER TR A BT 27200
AT« VAT LERT 556, B
FIIHEELYIAR, T RX—=F L —]
FHBRBE ST DA T IV
ke EF AN AT LOFIH & TE
LTWb,

-Systematic monitoring

- Innovative use orapplying
technological or organisational
solutions

- RSR Y 7R BEAR

-7 7 n =R 7 V)
2 — 3 g O FFTHIF 3
M

A company systematically monitoring its
employees’ activities, including the
monitoring of the employees’ work
station, internet activity, etc.

1B 3 D3 JE I OTHE) 2 (R 09I BEAH 4
%6, BAZOMLES, A 2—x%
v ~ ORI A E OB EE T,

- Systematic monitoring

- Data concerning vulnerable data
subjects

- KSR 72 BEAR

-SMGOFBWT — X2 FRICEET 5

Iy

The gathering of public social media data
for generating profiles.

a7 4= NEERHT RO Y —
Y NAT 4 T T —H DL,

- BEvaluation or scoring.

- Data processed on a large scale.

-Matching or combining of datasets.

-Sensitive data or data of a highly

personalnature:

ST SR A

- KRB 722 7 — 2 Bl

-7 — &y OBRAEIIA K

BT T TS EE
AN E R T DT —X

An institution creating a national level

credit rating or fraud database.

-Evaluation or scorning.

-Automated decision making with
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L~V OfF RS IR T — &2 <

— ARIE &AT O BB,

legal or similar significant effect.

-Prevents data subject from

exercising a right or using aservice

or a contract.

- Sensitive data or data of a highly

personal nature:

- A 3 BR

SER SRR O EE R R & A

T2 HEMb S EERE

-7 — Z FAROHERATRE OFHIE S

BT — B 2 ORI UL RK

FI A o BA1E

-V T T e T TS E
A8 NIRRT 27—

Storage for archiving purpose of
pseudonymised personal sensitive data
concerning vulnerable data subjects of
research projects or clinical trials

WHFE 7 v = 7 b XATERARRERIZ B 1
o AL DFINT — 2 FARIZEI T D4
feanizlADE L > T 4T - T—4
DIRE B IO,

-Sensitive data.

-Data concerning vulnerable data
subjects.

-Prevents data subjects from
exercising a right or using aservice
or a contract
BT 4T TS
B HAL D5 T — F TR
-7 — Z EAROHEFATHE DOFLIEH
WD E Y — B R ORI TR
FIH o pALAE

A processing of “personal data from
patients or clients by an individual
physician, other health care professional
or lawyer” (Recital 91).

[iE 2 o> B, LoD f FEAE B 52 X
EgpiE L NVEE R OE D DDA
T =4 OB (RIS 91 1)

-Sensitive data or data of a highly

ersonalnature.

-Data concerning vulnerable data

subjects.
BT T T RFEE
CEHAMELRAST DT — X
FEE B HAL D55 T — Z FRIC
4575 —%
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An online magazine using a mailing list to |- Data processed on a large scale.

send ageneric daily digestto its - KRB Bk o7 — 4

subscribers.

FoTA L AN A=Y T
A b Effio THE R F AV = A
ME R A MMAEIZEET 2546

Ane-commerce website displaying - BEvaluation or scoring.

adverts for vintage car parts involving - FFAM SV ER A
limited profiling based on items viewed or
purchased on its own website.

BTG A NBRREN R T 2T 7
AV TEEIT 4 T —T  TI—D
N=Y DIz, BEOYA +THE
XIZHEAN SNTZT AT DTHESN TR

BNEREAE Se

Conversely, a processing operation may correspond to the above mentioned cases and still be
considered by the controller not to be “likely to result in a high risk”. In such cases the controller

should justify and document the reasons for not carrying outa DPIA, and include/record the views of

the data protection officer.

W, HOBBIEED ERROr—REET 5, BHEA L LTUL, KRL LT IENT R
JHEBIEOTIENTREN RN EEZX DGR H, DX 5 e — AT, BHEAIL,
DPIA % Ffiii L 72 WEL I O IES L R OCFEALEIT O RETH Y, 7 — FIREETEH O %
Ik Feikd RETh D,

In addition, as part of the accountability principle, every data controller “shall maintain a record of
processing activities under its responsibility” including inter alia the purposes of processing, a
description of the categories of data and recipients of the data and “where possible, a general
description ofthe technical and organisational security measures referred to in Article 32(1)” (Article
30(1)) and must assess whethera high risk is likely, even if they ultimately decide not to carry out a
DPIA.

EHIC, THU A E YT 4 DOFAIO—E#E LT, T_XRCOT—XEHEIL, [ FOHFIIC
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B TRIBIFEDGEER F RIF LR ITIUL2 67000, FRZZOBRNOBH), 7 —% OFE
DFM, T =X OWAGE. & LT [ HRELRGEIZIE, 732 FN)ICH~7E BEiag k& O
IR LR E P E O —Rig 2 (5 30 54:(1) & rfFE L. oSBT DPIA & 32 L 72 VW RGE
ZLEO2EbH, WU RITBTEINLDNE D DPOFHZ1TO 720 TR 5720,

Note: supervisory authorities are required to establish, make public and communicate a list of the
processing operations that require a DPIA to the European Data Protection Board (EDPB) (Article
35(4))18. The criteria setout above can help supervisory authorities to constitute sucha list, with more
specific content added in time if appropriate. For example, the processing of any type of biometric
data or that of children could also be considered as relevant for the development of a list pursuant to
article 35(4).

7 EEBSESIX DPIA \CHE R BURIERED U A FEER L, AR L, BT — & (A%

(EDPB) IT5ET 52 Lk bN D (B 355:4)18, Loyl BEEMENZD L5
72U A N EER L, MEEERNZRNEZMINT 227125 9, FlZIE, Win/e 2 FEE T
HAEET —Z ORI FELDT —F DB T, 535 5@ICHSL Y 2 FOERIC
FETHEBEILND,

b) When isn’t a DPIA required? When the processingis not "likelyto result in a high
risk', or a similar DPIA exists, or it has been authorized prior to May 2018, or it
has a legal basis, or it is in the listof processing operations for which a DPIA is not

required.

DDPIARBLBERNDIIED X I BBEN?2BEFEVR THENIX 220672
BPEIAR] BE. XIZEL O DPIARFEET 2BE. Xt 20184E5 8 &
DENZBWVWTENRBIEY LBOH LN TELRE, NIENRILED 5584, X
X DPIAD SLE L SRRV IEEDY X MZhHDHE

WP29 considers that a DPIA is not required in the following cases:
WP29 (&, DPIA [ZIR DL EITITLERNEBZ R D,

18 Tn that context, “the competent supervisory authority shall apply the consistency mechanism referred to in Article

63 where such lists involve processing activitieswhich are related to the offering of goods or services to data subjects
or to the monitoring of their behaviour in several Member States, or may substantially affect the free movement of
personal data within the Union” (Article 35(6)).
COBWT, [ ED IR PP T =5 F DY 45 RIA— E XD RIS D 5 IR EFE, R —F 151
TD T — T EDIT DEHN B S IMIRIEFEE [ 5 55, 5SSV EU BN TDHHRIANT—5 D
BEIE BARLREEE GRS 0 L5, T E I 63 FICH I/ —BIEA D =48
L2tz 672200 (55 352:(6)).
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- where the processing is not "likely to result in a high risk to the rights and freedoms of
natural persons' (Article 35(1));

- ZTOBBND [ BRADHEFIREBIZH LEWI X2 & b/kE6F 2 EBFHEIN
RVEE (BB 35%1)

- when the nature, scope, context and purposes of the processing are very similar to the
processing for which DPIA hawe been carried out. Insuch cases, results of DPIA forsimilar
processing can be used (Article 35(1)19);

- X OBREVOME, #EHE, SR, ROEB, BEIZ DPIA 23 £ & hL 7Bk & i
D TRTWEHE, 20X R5EICE, FFEOTHEVO DPIA fERE WD Z &
MWTED (HEIBERDY,

- when the processing operations have been checked by a supervisory authority before May
2018 in specific conditions that have not changed?° (see 111.C);

- WBIEEDOT = v 73, BEEBIZL Y, 2018 4F 5 A ANCZAE SHTWRWEED
R T TIrbh T 258 2 (INCEH),

- where aprocessing operation, pursuant to point (c) or (e) of article 6(1), has a legal basis
in EU or Member State law, where the law regulates the specific processing operation and
where a DPIA has already been carried out as part of the establishment of that legal basis
(Article 35(10)) 21, except if a Member state has stated it to be necessary to carry outa DPIA
prior processing activities;

- HOIMBERIIE 6K (1) OFRA ¥ FO)XiTEIWZHES T, EUSUIINEEIZIH N T
ERIRILA B DB E . TEHREDRE OBIRIEZEZ M L, 23D, DPIA DY M LIENIR L

19 » A single assessment may address a set of similar processing operations that present similar high risks”.

35— DFH 1T /] F D E 0N U R 2 o ffon § 8 — 2 DIFU D P EHR 0 Z LB TE B,

20 "Commission decisions adopted and authorisations by supervisory authorities based on Directive 95/46/EC remain
in force until amended, replaced or repealed” (recital 171).

AR S 172 Z BRUUE R OYRSE 95/46/EC 12 25 < B EHERAIC K 27KG813, BE, 2B XITEILI D *
THMTHD (HISHE 171H),

2L When a DPIAis carried out at the stage of the elaboration of the legislation providing a legal basis for a processing,

itis likely to require a review before entry into operations, asthe adopted legislation may differ from the proposl
in ways that affect privacy and data protection issues. Moreover, there may not be sufficient technical details
available regarding the actual processing at the time of adoption of the legislation, even if it was accompanied by a
DPIA. In such cases, it may still be necessary to carry out a specific DPIAprior to carryingout the actual processing
activities.

DPIA 23 HUR WOk BORIL A BUE 3 DL B OHE R OB B CHM S D 356, BRIRSIVICERITIEE L 1T
TITAN—=ROT — 2 IREMBEICE A2 52 DO TRRY 252 Lhb, FUTSNDANCRE S
ZA[REPEDE VN, I, MEEREOBIREFITIE, £ DPIA Zffo Tz L Th, EBEOTHRNITH
LT, AFHRRH0REIFEEMILIZVWTH A5, 20X RGAICIE, EROTMRIEE 4 Fh T 25
RTNICHFE O DPIA 2 E i 20 ERH A 9,
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ML O — B & L CTRRIC i STV DA (5 35 54:(10), 7272 L. i E 23 Budkid®
IS H DPIA DL LR TV D IGE 2R 2,

where the processing is included on the optional list (established by the supervisory
authority) of processing operations for which no DPIA is required (Article 35(5)). Such a
list may contain processing activities that comply with the conditions specified by this
authority, in particular through guidelines, specific decisions or authorizations, compliance
rules, etc. (e.g. in France, authorizations, exemptions, simplified rules, compliance packs...).
In such cases, and subject to re-assessment by the competent supervisory authority, a DPIA is
notrequired, but only if the processing falls strictly within the scope ofthe relevant procedure
mentioned in the list and continues to comply fully with the relevant requirements of the
GDPR.

&b BB, DPIA Z L E & LR VERIEEOZR U 2 b (BEHEEIDS 1ERR) 12F
EFNRTVWBIHAE (HE3BEE) ). ZDU A ML, YHHEBENED D FME20li-37
— ZMBAEEZEH L Th LW, KRS, A RTA 2 BEOREXIIAR, 2
TIA T CABAITR EIC Lo TED TR (FIXIET7 7 A TiE, &R, #ish, i
WALBLAL, 2T T4 T ARy =V ), ZO XD Ieh . R OPTEER B
B O FEFM A 2 1 23854, DPIA ILLE TR, 7272 L, Z OBV EE ICZ D
UAFTERSNTO D FHOFPMIZEY L, GDPR OEAf: 2 5e 2210l L) %
e aRMLT D,

What about already existing processing operations? DPIAs are required in some

circumstances.

BTN TWABIRIEZITOWTIZ L 5 2 ?2DPIA IR X » Tidskd b h 5,

The requirement to carry out a DPIA applies to existing processing operations likelyto resultin

a high risk to the rights and freedoms of natural persons and for which there has been a change

of the risks, taking into account the nature, scope, context and purposes of the processing.

DPIAEE D BT, HRADHEFEOCHBIZEWI R 780 Enb 2 LR FREND
BATORBRIEETH o T, YZBHROOME ., &, XIREVCEME2ER L2 ETEDY R
7 BEALLTOIEBRBRIEEIER SN,

A DPIA is not needed for processing operations that have been checked by a supervisory authority or
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the data protection official, in accordance with Article 20 of Directive 95/46/EC, and that are
performed in a way that has not changed since the prior checking. Indeed, "Commission decisions
adopted and authorisations by supervisory authorities based on Directive 95/46/EC remain in force

until amended, replaced or repealed” (recital 171).

DPIA T, BEiBBEBIIET —#R#EA 7 ¢ Y —ITZ X o THi#t 95/46/EC 55 20 StV TF = v
7%iﬁtﬁﬁ@%&@m@®%myﬂ%h%ﬁ&wﬁﬁﬁiﬁéMTwé@ﬁﬁ¥mﬁ
VB L SN0, R SN R B S E K OFESE 95/46/EC 55 20 4512 563 < BRI &
AFRIX, I, EBRIEILSNETEYTH D (RIS 1711H),

Conversely, this means that any data processingwhose conditions ofimplementation (scope, purpose,
personal data collected, identity of the data controllers or recipients, data retention period, technical
and organisational measures, etc.) have changed since the prior checking performed by the supervisory
authority or the data protection official and which are likely to resultin a highrisk should be subject
toa DPIA.

W, 2O EiE, FOFEMOEM G, B, EINTBEAT —% ., 7 —ZFHE X
mﬁ%%®§ﬁ\?%&%%%ﬁ BB DDA BO ) DN BB ST — & (R

T AV =X DRIEOF =y 7 LREIED 585 &U%wjxﬁﬁ%EEéﬂé:kﬁ
THREINDIGEITIEL, DPIADXGR L b _REZ L2 BHRT 5,

Moreover, a DPIA could be required after a change of the risks resulting from the processing
operations?2, for example because a new technology has come into use or because personal data is
being used for a different purpose. Data processing operations can evolve quickly and new
vulnerabilities can arise. Therefore, it should be noted that the revision of a DPIA is not only useful
for continuous improvement, but also critical to maintain the level of data protection in a changing
environment over time. A DPIA may also become necessary because the organisational or societal
context for the processing activity has changed, for example because the effects of certain automated
decisions have become more significant, or new categories of data subjects become vulnerable to
discrimination. Each of these examples could be an element that leads to a change of the risk resulting

22 Intermsof the context, the data collected, purposes, functionalities, personal data processed, recipients, data

combinations, risks (supportingassets, risk sources, potential impacts, threats, etc.), security measures and

international transfers.

SR, WES N7 — %, B, #ie, Bfbh -l{AT —%, BEE, 7 —2oiebdE, VR
(Kl VA7, BIEN 2, f’é’@z@%) LR P E & OEBRR B OB R D
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from processing activity concerned.

& 52, DPIA T BRMERICER TS U A7 OEBHRICER SN DEE1H S 5 2,6 21F,
FLWTFr 7 7 al—PRHIND LRz &, UIEAT— & MBBI0 BIZffbi
HEINCRoTZEREIEIEITH D, 7 — X BURIEEIT AL L, B L agsik
WHLILD D, L7e3> T, DPIA OUGETIIMKBRI R UE AR TH DDA 6T fRIFHYIC
AT HBRE FICB AT — 2RO L X)L 2 #iR T HIC AR THH Z LI ET &
T D, DPIAIZ, E7o, BHIEENIAR D AHMRE IS SOIRICZELRSE L7258, filx
X, H 2 AEL SNIZREOREN LV EEL oo 7256 XIH LWEO T — % EERD)
ZRNTK L, e & R TeHmBITHEL R A H, THEDOBIOR A 1T, B 2 BiEENI
BIRTBYRTOEEBIORNDIEEZLRD 55,

Conversely, certain changes could lower the risk as well. For example, a processing operation could
evolve so that decisions are no longerautomated or if a monitoring activity is no longer systematic. In
that case, the review of the risk analysis made can showthat the performance of a DPIA is no longer

required.

Wz, AT EZ Y A7 BT 5 aREMEN B 5, Bl 21, BURIEEIL. VED HITe
HEN) TR < 25 ITERIEB N HITCHR RN TR <25 FTELT 2 REMERNH D, £
DEAIIE, Fhi L7V A7 580 RE Uik, DPIA O3, HITOoME RN L E2RT
EMNTES,

As a matter of good practice, a DPIA should be continuously reviewed and regularly re-assessed
Therefore, evenif a DPIA is not required on 25 May 2018, it will be necessary, at the appropriate time,

for the controller to conduct such a DPIA as part of its general accountability obligations.

2ELWEITOMEE LT, DPIAKMEERIC REZ, o, EHNICHTHME S H &
ThbD, Lizh-> T, DPIA D 201845 H 25 H DFFRICE N THEE SNARWEAIZE N
TbH, BHEEIIZDOL IR DPIA R T o2 )T 0 OFAIO—B & L TERT
D2 EE, EURRHIIKNETHA D,
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D. How to carry out a DPIA?

D. DPIAD EMilX ED L HITITH DN ?

a) At what moment should a DPIA be carried out? Prior to the processing.

ADPIAIXEDOBRBETCEBLARTNNIERLRWVL?2MEETITH S,

The DPIA should be carried out “prior to the processing” (Articles 35(1) and 35(10), recitals 90
and 93)23. This is consistent with data protection by design and by default principles (Article 25
and recital 78). The DPIA should be seen as a tool for helping decision-making concerning the
processing.

DPIA 1% THu&Ail) I LR THER 62V (B 35 £ QU)K T(10), RIS 90 HEUE 93
H) B, ZHEXT—FREAAL - TS VROT—F B - T 7NV EFORANCE BT
— ZRBIZEET D (B 25 RKUHEILE 78 1H) , DPIA TV ICET 2 BB RE & X
TEY—LVELTHRIDNERETHS,

The DPIA should be started as early as is practicable in the design of the processing operation even if
some of the processing operations are still unknown. Updating the DPIA is updated throughout the
lifecycle project will ensure that data protection and privacy are considered and will encourage the
creation of solutions which promote compliance. It can also be necessary to repeat individual steps of
the assessment as the development process progresses because the selection of certain technical or

organizational measures may affect the severity or likelihood of the risks posed by the processing.

DPIA (X, BURIEEDO N ARHTH-72E LTH, BURIEEOBFIHCEITAHEZRIRY |
WRNICHIET RETH D, T el =7 FOTFTA T A 7N EE L THEFTEND DPIADRE
Bk, 7—FRELTTAN—~DBEEZMWE L, 2T TAT o A%HET LY ) 22—
oa yOERESET A Z A, £, R e A0 DY, f# 2 OFEmE
BEZ M0 IRTHERH TS 2560 H D725 9, BERD ., & 2 HAT AR TF B DR
N, TOEHNNCE > THRREND U A7 O BRI AREMICEEL 2 205 Th 5,

The fact thatthe DPIA may need to be updated once the processing has actually started is not a valid

23 Except when it is an already existing processing that has been prior checked by the Supervisory Authority, in
which case the DP1Ashould be carried out before undergoing significant changes.

EBEHEICE D2HAIO T = v 7 MTOA TV AEFOBRIRWTH L e akE, ERREELAT AN
DPIA # EMiT2MLERH D,
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reason for postponing or not carrying outa DPIA. The DPIA is an on-going process, especially where
aprocessing operation is dynamic and subject to ongoing change. Carrying out a DPIA is acontinual

process, not a one-time exercise.

B D 23 BRI AR E AU, DPIA % B3 2 B3 H 500 HidL72 & v 9 3923, DPIA @
SRS L7\ 2 &_ob\f@ﬁfﬁfﬁiﬂa 172 572\, DPIA X, &0 blf, BlfEE
WA T, EITTOEICEELZZ T 25880 T, #iTHho7r®vATHs, DPIA
DEBIT—EE Y TERL, r’ﬁlﬁléfﬁf—él&@tefmzxﬁ%éo

b) Who is obliged to carry out the DPIA? The controller, with the DPO and processors.

b) DPIA D EEBEE 1L ?DPO L UHEF L — kL2 > T, BHEANEHBRE LA D,

The controller is responsible for ensuring that the DPIA is carried out (Article 35(2)). Carrying
out the DPIA may be done by someone else, inside or outside the organization, but the controller

remains ultimately accountable for that task.

BHEEILX, DPIAVNHERICERmIND LO5BEEZHAD (BE35%(2)) ., DPIA TN DRI
DEIZESTHEBINTHLLWN, ZOEBORKNRT ho o287 A OEEEZHE D
DNT —HEBETHDLZ EIXEDLLR,

The controller must also seek the advice of the Data Protection Officer (DPO), where designated
(Article 35(2)) and this advice, and the decisions taken by the controller, should be documented within
the DPIA. The DPO should also monitor the performance of the DPIA (Article 39(1)(c)). Further
guidance is provided in the WP29 Guidelines on Data Protection Officer 16/EN WP 243.

FEEIX, BEINHE (BB 5RQ). T —F2REEEE (DPO) OFT F/AAL ZAHRD
RITHERBR, £o, ZOT FAAL R ELEHFICLD FINRE X DPIA DR TIE
fbEh b _X&ETH5, DPO (X FE7- DPIA DJEITH#EMRTRETHD (5B 39 F£O)(C)., =5
IRH A B ANT — AR HEELFITET D WP29 A KT A L 16[ENWP 243 [Z1E 8 B
W5,

If the processing is wholly or partly performed by a data processor, the processor should assistthe
controller in carrying out the DPIA and provide any necessary information (in line with Article

28(3)(M)).
B O R Z—E N T — 2 PREZ L - TIThn AH4 . AEET DPIA EfilicHoWn
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TEHEZZEL, W72 0ER2ERD (B 285LQ)OICHE-> T) kI &Tho,

The controller must “seek the views of data subjects or their representatives” (Article 35(9)),

“where appropriate”. The WP29 considers that:
T — R EHEL | BAREE 75 EERIGEDABEADEHEER D) 12T id7 bign
(% 354:09), WP ZKRDLIICEZ TV D,

- those views could be sought through a variety of means, depending on the context (e.g. a
generic study related to the purpose and means of the processing operation, a question to the
staff representatives orusualsurveys sent to the data controller’s future customers) ensuring
that the controller has a lawful basis for processing any personal data involved in seeking
such views. Although it should be noted that consentto processing is obviously not a way for
seeking the views of the data subjects;

- INHORME. EOXARIZE Y FEEHENZORMEEZGHITH -0 BRI HMEA
T — 2 OB NIERIL A LT D 2 & 2 RGET DAk 2 R FECRO D Z &
T&E 2 BAE, B0 R E FERICET 2 —fREIRHH5E. A5 v 7 OREEA~
DGR, X7 — 2B HEOFPROB R ~DBEHELR L), bol b, BV
KT HEBIIHALNCT —Z RO AMFZ KD 5 FERTIIRNWZ LITHETRET
%,

- if the data controller’s final decision differs from the views of the data subjects, its reasons
for going ahead or notshould be documented;

- T2 EEEORARENT — F ERO R L R D603, Mk X3k O B
Mz XE T RETH D,

- thecontroller should also document its justification for not seeking the views of data subjects,
if it decides that this is not appropriate, for example if doing so would compromise the
confidentiality of companies’ business plans, orwould be disproportionate or impracticable.

- BEFIIT X ERO RRERD 5 T ENEEITRV &l Lica . Bl 2
DX DITT D LSO FEFHEITI T DWENRND RN D D56, XITAYE)
i ST AT R ATRE & 72 D ATREME DN & 53556 T DIEN Rl & XFEL T <& TH D,

Finally, it is good practice to define and document other specific roles and responsibilities, depending

on internal policy, processes and rules, e.g.:

%A, WEDTEE FIR, A—n 72 SIS T T, Mo BARR 258 L JEBHUE, CHET
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BZONEELVUTTH S, BIZIFKRDOL S 2LOTH S,

where specific business units may propose to carry out a DPIA, those units should then
provide input to the DPIA and should be involved in the validation process;

FrE O ED DPIA iz 2R TE 256, ZOMEIZDPIA ~OA 7y F&if
flt L, MEET 2 BRI T HXETH D,

where appropriate, it is recommended to seek the advice from independent experts of different
professions24 (lawyers, IT experts, security experts, sociologists, ethics, etc.).

WY RS E . BIOBSEDISL LIz EMxE 2 (L, MHME, t%2U 7 4 FHM
F. HLEFE, MEEERE) OF7 R R ERDDLZ LG SND,

the roles and responsibilities of the processors must be contractually defined; and the DPIA
must be carried out with the processor’s help, taking into account the nature ofthe processing
and the information available to the processor (Article 28(3)(f));

KLFEE DE & BAEITRATHRE L 213X 72 5720, DPIA 3% OBV OMHE
LHBFEDORMTE LB RALEBRL T, WHEOITZE T, Fi L2 Tuide s
72N (55 282 (3)(F) .

the Chief Information Security Officer (CISO), if appointed, as wellas the DPO could suggest
that the controller carries out a DPIA on a specific processing operation, and should help the
stakeholders on the methodology, help to evaluate the quality of the risk assessment and
whether the residual risk is acceptable, and to develop knowledge specific to the data
controller context;

KEEHEF=2) 7 1 B\BEHE (CISO) HMEMINTWD5HE, kEfflRtx=aU 7
+ BE#E (CISO) K U DPO (%, B ELE D3 R E DBRIFERIZ OV T DPIA #2179 £ 9
MRETDHIENTED, £, ZOHEZHOWTHIFERRE LT, U A7 FHhO
BRORAFY A7 BHFETEL0E D Oz BT, 7 — 2 &HE R A 72 505
DEEREZIMTLRETHD,

the Chief Information Security Officer (CISO), if appointed,and/orthe IT department, should
provide assistance to the controller, and could propose to carry outa DPIA on a specific

processing operation, depending on security or operational needs.

24 Recommendations for a privacy impact assessment framework for the European Union, Deliverable D3:
EU ~D 7 Z 7 N — GV [l A 4 BV 7, ik R4 D3:
http://mwwpiafproject.eu/ref/PIAF D3 final.pdf.
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- EEE#REX2 VT 0 HEE (CISO) MEMSNTWDIEE, KEEREx=2) 7
+ BFAE#H (CISO) KO/ XUZIT #MIE, €% =2V 7 4 EXUTER EOSEIZE T T
T EREEIETRETHY, DPIADFEREIRETHZ ENTE D,

¢) What is the methodology to carry out a DPIA? Different methodologies but common

criteria.

c) DPIA i 5 1 & 13U 2 B4 BRGIENRD B8, LBEERD B,

The GDPR sets out the minimum features of a DPIA (Article 35(7), and recitals 84 and 90):

GDPR (% DPIA O fAKIR D FF 2 EH TV D (5 355 (7) M OVRITSCHE 84 TH, #5 90 1H)

“a description ofthe envisaged processing operations and the purposes ofthe processing”;
- TH I SIRREFE S IR VD FHIIZ D0 T DFlak

- “anassessment of the necessity and proportionality ofthe processing”;

- IR DR N BT O FF Al

- “anassessment of the risksto the rightsand freedoms of data subjects”;

- TS ERDRHEFIR A B ICE TS U X 2 D FF

- “themeasures envisaged to:

o “addressthe risks”;

o “demonstrate compliance with this Regulation”.
- TH I SHE

0 J XX
0 ABLRY DEF DFEH]

The following figure illustrates the generic iterative process for carrying outa DPIA 25:

T X% DPIA Ejii O —fEHRE 7 e 22 KR LIZbEDTH D 5,

%5 1t should be underlined that the process depicted here is iterative: in practice, it is likely that each of the stages is
revisited multiple times before the DP1Acan be completed.
CZRMRLET B AIRENTHD Z LICHE T & THDH, FEERITIT, DPIA 78T % TICH M
EREERER R THIND,
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Compliance with a code of conduct (Article 40) has to be taken into account (Article 35(8)) when
assessing the impact of a data processing operation. Certifications, seals and marks for the purpose of
demonstrating compliance with the GDPR of processing operations by controllers and processors

(Article 42), as well as Binding Corporate Rules (BCR), should be taken into account as well.

T — X BARNEZE O BT OBS. ITEHREOBEST (55 405%) 25 B LTI bn (3
352:(8), & HLA M OWLERE 23, BUR/EZEIZ 38\ T GDPR K& OV 4 3 4EHI] (BCR) %34
SFLTWAZ EEIFATAEZOOFIE, v — kN~ —7 (F AR5 L FE-EEINLHR
xThb,
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All the relevant requirements setout in the GDPR provide a broad, generic framework for designing
and carrying outa DPIA. The practical implementation of a DPIA will depend on the requirements set
out in the GDPR which may be supplemented with more detailed practical guidance. The DPIA
implementation is therefore scalable. This means that even a small data controller can design and
implement a DPIA thatis suitable for their processing operations.

GDPR (2 & ¥ 7= [ & 5 751392 T, DPIA DIERL & EfilZ OV T, JEEL TR A9 722 Ffi
HEEDTHDTHD, EFEED DPIA O ZEfilx, GDPRIZE D HERIZE 203, K02
EHEOHAL L ATH I Z ENTED, LEER->T, DPIADERICITILEERSH D, Zh
N BUEZRERE S A COBURIEEICE Y72 DPIA Z{ER - FEiT& 2 Z L 2 BWT 2,

Recital 90 ofthe GDPR outlines anumber of components ofthe DPIA which overlap with welldefined
components of risk management (e.g. 1ISO 3100026). In risk management terms, a DPIA aims at
“managing risks” to the rights and freedoms of natural persons, using the following three processes,

by:
GDPR D HSCH 90 L, BIfEICHIE Sz A7 FEZH (1SO31000 72 & 26) L&D
DPIA DEFR D EHK 2 WA L TWD, U A7 EFEMEE TIE, DPIA [ZRD 35D 7t R
LoT, BAANOHFKROEMICETZ [V X288 2 NET 2,
- establishing the context: “taking into account the nature, scope, context and purposes of the
processing and the sources ofthe risk”;
- MRz R D, VIO DOMHEE, FH, R, A9, ROV X2 DLW EZIET
2 1o
- assessing therisks: “assess the particular likelihood and severity ofthe high risk ”’;
- VRV BT D, [EV VX2 DFFH D A RENE S A2 775,
- treating the risks: “mitigating that risk” and “ensuring the protection of personal data”, and
“demonstrating compliance with this Regulation”.
- VAZITHS D, 2DV X2 DM TN T =5 DREELRFH#]. KO A4
R DT DFFH )

Note: the DPIA underthe GDPR is a tool for managing risks to the rights of the data subjects, and thus
takes their perspective, as is the case in certain fields (e.g. societal security).Conversely, risk

% Risk management processes: communication and consultation, establishing the context, risk assessment, risk
treatment, monitoringand review (see termsand definitions, and table of content, in the ISO 31000 preview:
VR EBRT oA 556 E Wik, XIROZFR. VA7, VA7 5L, BEflE L v =— (15031000
T a—0fiELER. BREZSEOZL)
https://Mwwwiso.org/obp/ui/#iso:std:iso:31000:ed-1:v1:en).
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management in other fields (e.g. information security) is focused on the organization.

£ : GDPR IZ X< DPIA 1Z. & —Z EROHEFIZxHT 5 Y x&%iﬂ'&@“/wv@&;ék
HDHRH (EtXa VT 472 E) OBELERRRC, T—X EROHRSEEZEBT D,
BO3E (FReXa2UT 728) 28T 25 VA7 EBHITEMICESPENND,

The GDPR provides data controllers with flexibility to determine the precise structure and form ofthe
DPIA in order to allow for this to fit with existing working practices. There are a number of different
established processes within the EU and worldwide which take account of the components described
in recital 90. However, whatever its form, a DPIA must be a genuine assessment of risks, allowing

controllers to take measures to address them.

GDPR(I7 — # EHFH 1T, BEAFOIEEBEITICEDELND X OI1CT 572, DPIA DFE7R
Wik L B REED LM E2 52 Tnd, EU & RICIE, L SNTe 7T AR%
BHO ., THOIEACEE VHE CTHHASNZERZLEZREL 0D, LPLEBARED LS 72
H D ThHiv, DPIAIXEEE N Y A7 HLFEZ LD X 912, Mie Y X 73Tl
X7 6700,

Different methodologies (see Annex1 for examples of data protection and privacy impact assessment
methodologies) could be used to assist in the implementation of the basic requirements setout in the
GDPR.

GDPR T E 8 b B AR BEED EfE 2T B 7=, KEx I HiE (F— 2 R# L 7T (R —
I T EOBNL., ik 152 SR Z2RHT LN TE D,

In order to allow these different approaches to exist, whilst allowing controllers to comply with the
GDPR, common criteria have been identified (see Annex 2). They clarify the basic requirements of
the Regulation, but provide enough scope for different forms of implementation. These criteria can be
used to showthat a particular DPIA methodology meets the standards required by the GDPR. It is up
to the data controller to choose a methodology, but this methodology should be compliant with the
criteria provided in Annex2.

ﬁ“@f?é%ﬁi GDPRZ ESF TX D KO LN L. L DA 27 Fa—F g3 25729
BREERRIT LN (k22 R), ZNGIEEARROEARNEAZHEICTHHLDOTH
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LN, BAAEBIZUCH FOREFAEZ 52 T05d, 260 L%, HE D DPIA J7iEN
GDPR DR b HHEHE 2 ViliT- T Z L 2R TDICH WA Z LN TE B, HFiEZBIRT 2013757 —
HIEHETHDIN, ZOHEIMEF22ICHESINT-EECEE LD THHIRETH D,

The WP29 encourages the development of sector-specific DPIA frameworks. This is because they can
draw on specific sectoralknowledge, meaning the DPIA can address the specifics ofa particular type
of processing operation (e.g.: particular types of data, corporate assets, potential impacts, threats,
measures). This means the DPIA can address the issues that arise in a particular economic sector, or

when using particular technologies or carrying out particular types of processing operation.

WP29 |3 f & 47 B 1D DPIA D Pk ER &2 HERE T 5, % THUEHREE D43 B ksl 2 FI 1 ©
XML THY, DF D DPIA BFFED X A 7 DB D BARKINFICHIETE S Z LI
7% (BIZIXFFEDOTEOT — & | REEPE, BTERE, BR. FBERLE), 20 Z &I,
DPIA 23 Ff E DR/ B A U D M, UTHFRE O HRH FH IRe R E O 50 O B AF 3 FE e
BRICAE U DRI TE D2 L2 ERT 5,

Finally, where necessary, “the controller shall carry outa review to assessif processing is performed
in accordance with the data protection impact assessment at least when there is a change of the risk

represented by processing operation” (Article 35(11)27).

BB, REIZS U, MEHEE T BIEEIC L > TREND U AV ITBLRH 585121,
Dl h BARW T — RGBT > TEB SN TV AN ATl 5720, A
L&z Lggindeszvy) (365K (1) 2),

d) Is there an obligation to publish the DPIA? No, but publishing a summary could
foster trust, and the full DPIA must be communicated to the supervisory authority

in case of prior consultation or if requested by the DPA.

d) DPIA ZABRTABEBEIXH D 0?2 BB IXR2WVE, BER2ART S Z LiXfEEHE
EEDI D, £z, DPIAZEIIFERIHBOELE. XXDPALLERNIH o1
BAIEEBEESRECELRTNE R 520,

Publishing a DPIA is not a legal requirement of the GDPR. It is the controller’s decision to do

27 Article 35(10) explicitly excludes only the application of article 35 paragraphs 1 to 7.
#3545 10 1%, #3555 1HEND 7 HOBH OLBIFRIZERIL T D,
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so. Howewer, controllers should consider publishing at least parts, such as a summary or a

conclusion of their DPIA.

DPIA @A B iX GDPR DIEHMBBE T2V, AR T—ZEFHEOIRETH D, LrL,
BEHBEIIDPIAD AL EH—8, MBEXIIFKRREOABREBRNT RETH D,

The purpose of such a process would be to help foster trust in the controller’s processing operations,
and demonstrate accountability and transparency. It is particularly good practice to publish a DPIA
where members of the public are affected by the processing operation. This could particularly be the
case where a public authority carries outa DPIA.

ZOX I BT ut A0 AL, BEHEOBRIEEDEEMEOIL, 7028 )T 1 Kk
OFERAMEOFERICE SO T A 5, — LSO B OBRIEE CHELZ T 5355
(21X, DPIA OABIIFHICEE LWMEITE 2D, ZHUIFHZARIEERI S DPIA % 33 5 Y5
Al YTFELTHAI,

The published DPIA does not need to contain the whole assessment, especially when the DPIA could
present specific information concerning security risks forthe data controller or give away trade secrets
or commercially sensitive information. In these circumstances, the published version could consistof

justa summary of the DPIA’s main findings, or even just a statement that a DPIA has been carried out.

AP S I 5 DPIA X, 47 LS Al 2R E 5 A T D 0BT, FFIC DPIA ST —Z H B
FEOEXF 2T 4 VAZICHADLLIFEBTREIET L D DHE0. F¥E LORE UIEGEDN
Ry T4 TERESZTLE D AERERD DHAILE ORLEIXR, TDO XD RGA
(21X, ABAMIE DPIA @ E70% L HHOBE 21T, & 2 i DPIA 235 & iz & oFtiko
BT o> ThiEDRW,

Moreover, where a DPIA reveals high residual risks, the data controller will be required to seek prior
consultation forthe processing fromthe supervisory authority (Article 36(1)). As part of this, the DPIA
must be fully provided (Article 36(3)(e)). The supervisory authority may provide its advice 28, and will
not compromise trade secrets or reveal security vulnerabilities, subject to the principles applicable in

28 Written advice to the controller is only necessary when the supervisory authority is of the opinion that the intended
processing is not in line with the regulation as per Article 36(2).

FHEIZ L DEHE~DT P 2L, BB X S 7Bl 13, 5 36 5t 2 TITHE 32 Bl 1)
S TWRWE DRBEFFOBEICOHLEL EN D,
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each Member State on public access to official documents.

X512, DPIA M EWEETTY A7 ZH BT 256100, 7 — % B R 1T REWBI I Uk
VI DWW THERTOWH#ELZ RO D Z ERTEREND (B3B5WDL)., ZD—EBE LT, DPIAS
R SN2 T IR S 20y (5 36 5:(3)(e) . BVEHEBII. SMBEEICRIT 5 AEIC
W57 7 AL, MHSNDFANHEST, 7 RS A B3 2 LR TE, M
FEORANWLEX 2T 1 OMagtEa A 60T 52 8T LA,

E When shall the supervisory authority be consulted? When the residual risks are high

E EDXSRGE, BERELOHBRBEITONEDN?2EE) AZBRBVEETH 5,

As explained above:

NS5 RIIN

- aDPIA is required when a processing operation “islikely to resultin a high risk to the rights and
freedoms of natural person” (Article 35(1), see Ill.B.a). As an example, the processing ofhealth
dataon a large scale is considered as likely toresult in a high risk, and requires a DPIA;

- WHRAEED THARNDHEFIR CA-IZE VY X286 /6F 2 LR TFHRIAS] BEIT
DPIA 233k 5% (5 35 5(1). MBazR), TOfIL LT, KR ERCIRET —
B OBRNTENI) AT & b= H9 2 E N TPHESI, DPIA B LETH 5,

- then,it is the responsibility of the data controller to assessthe risks to the rights and freedoms of
data subjects and to identify the measures2® envisaged to reduce thoserisks to an acceptable level
and to demonstrate compliance with the GDPR (Article 35(7), seelll.C.c). Anexample could be
for the storage of personal data on laptop computers the use of appropriate technical and
organisational security measures (effective full disk encryption, robust key management,
appropriate access control, secured backups, etc.) in addition to existing policies (notice, consent,
right of access, right to object, etc.).

- ZORD, T EEROHEFKEHRICHT L) A7 7L, Zn6D) X7 KR
TE D L-ULE T L T, GDPR D BT 2 REH T S 12D FH SN 5 FER P2 RET
DT =2 EHEOEMLETHD (F3BRET). NCcEM), ToflL L TE, /—h
NV 3 RIFICBE LT, BEFo 5 Gl RIE. 77 B AME, SRR L) 12N
2T YR BN - MR e REPETE GORNZRTBRRT 4 2705 b, R[E 72

2 Including takingaccount of existing guidance from EDPB and supervisory authorities and taking account of the
state of the art andthe costs of implementation as prescribed by Article 35(1).

EDPB K NEE B MBI DBEF A R T A L2 BB T2 2 &, KO 35 (L) THESN TV B EROBUL &
AR NEBETLHIEZET,
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A FOFBL, WYRT 7 AGIR, KRNy 7T v TRE) OFABETENDTES

-

Do

In the laptop example above, if the risks have been considered as sufficiently reduced by the data
controller and following the reading of Article 36(1) and recitals 84 and 94, the processingcan proceed
without consultation with the supervisory authority. It is in cases where the identified risks cannot be
sufficiently addressed bythe data controller (i.e. the residual risks remains high) that the data controller

must consult the supervisory authority.

ERRO =XV arof TR, VR BT —ZEBEKROE 36 ()& ORICE s4TH &
BUIIZH D Z &Ik +alciRias g L B 2561213, B IITEEHES & D
HEITO ZERHEDOEND, B SNV AT N T —HEHEIZEL > THOICHHLTE
BRWEE (DFEVEF) A7 PEWEEORES) 12X, 7 — ¥ FHEE IR EWEE & W L
TR 72wy,

An example of an unacceptable high residual risk includes where the data subjects may encounter
significant, or even irreversible, consequences, which they may not overcome (e.g.: an illegitimate
access to dataleading to a threat on the life of the data subjects, a layoff, a financial jeopardy) and/or
when it seems obvious that the risk will occur (e.g.: by not being able to reduce the number of people
accessing the data because of its sharing, use or distribution modes, or when a well-known

vulnerability is not patched).

FAr ) A7 DESIBFRETE 0l & LT, &azﬁxz’)@jtx IXIE AT 7 i R % %
S TENPRBRTE RV bEINLRWGS (B - 7 — % EIROEmOER ., —FifiRE, WE
GBI D T —H ~DEETR T 72 A), &U/X XV A7 ORAENPF AL B DY;
A Bl 7= o, EHIEARE— R, EHORFHEICFLYD SN THRNEDT —
BT 7 ATHNEERDSEDLZENTERNWILICLD) REBDD,

Whenewer the data controller cannot find sufficient measures to reduce the risks toanacceptable
level (i.e. the residual risks are still high), consultation with the supervisory authority is

required®.

30 Note: “pseudonymization and encryption of personal data” (as well as data minimization, oversight mechanisms,
etc.) are not necessarily appropriate measures. They are only examples. Appropriate measures depend on the context
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F—EEBEN) RV EHFRTCEDL LNV ETCEBTAT-O0+02FE 2 RER2R2WE
a (DEVBEIRIZIDPEVEE) Vo TH, EEBELOBBINLEL IND X,

Moreover, the controller will have to consult the supervisory authority whenever Member State law
requires controllers to consult with, and/or obtain prior authorisation from, the supervisory authority
in relation to processing by a controller for the performance of a task carried out by the controller in
the public interest, including processing in relation to social protection and public health (Article
36(5)).

S bz, MEEOEFEN, EHE IS, ALOFIEDOT-OIZE T HEHDBITICOWT, B
BB L oM@z ZERL TV L5EE . KO/ IR S FRIAR LG £ 9 BRL T
WALEEITVOTS, 7 EHE T, BERRE L i LR sy, ZoNkoF|
A D 72 DI FE NG T DAL AW IR K O N4 BT 2 Bl 2 B (5 36 52 (5)) .

It should however be stated that regardless of whether or not consultation with the supervisory is
required based on the level of residual risk then the obligations of retaining a record of the DPIA and

updating the DPIA in due course remain.

727Uy BIEY A7 LoyUZ S W CTRVBREE & o S LB E NI b 57, DPIAFE
Sz REF L, WIALDPIA Z T 2 REITIHICHDL LD LT D,

V. Conclusions and recommendations

VA G & B

DPIAs are a useful way for data controllers to implement data processing systems that comply with
the GDPR and can be mandatory for some types of processing operations. They are scalable and can
take different forms, but the GDPR sets out the basic requirements of an effective DPIA. Data
controllers should see the carrying out of a DPIA as a useful and positive activity that aids legal

compliance.

DPIA X, & — Z&FLE 7 GDPRICHEHL L 7= T — X Bl > AT L& Efi§ 2 OICH H 72 51k
ThHY ., —HOBIRIEEIIIBHILEINDGENH D, DPIATILERGE T4 RIEA0nH
D 9 5 H., GDPRIZZN M 72 DPIA O FEARM B2 ED T\ 5, 7 — % EHE X DPIA i

and the risks, specific to the processingoperations.
o MANT =2 ORAEK O k] (ROT — Z Db b, B oA 5%) 1343 L bl R h%T
2, T BIEBNCEE v, Y7 ik, BURIEE ICEB O XIRE DY 2712 X5,
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HEDOESTEMTOAM TR T A TRIEETE L RRTRETHD,

Article 24(1) sets outthe basic responsibility of the controller in terms of complying with the GDPR:
“taking into account the nature, scope, context and purposes of processing as well as the risks of
varying likelihood and severity for the rights and freedoms of natural persons, the controller shall
implement appropriate technical and organisational measuresto ensure andto be able to demonstrate
that processing is performed in accordance with this Regulation. Those measures shall be reviewed
and updated where necessary”.

%5 24 (1)1Z. GDPR ST DELE T, BHEDEANELEEZRD L I ITED TN\ D, [HHL
DIEE, FE, W, A EGIE NS B AN OHEFIR OVH H1IZB 75 1 R 2 D4 72 AfREMER O
BAVEEEE L, BHEITRBAN U > TRFOPEITIH TS Z & FRAFLR DA 7
B 77 8D i GY 22 FEHTHT e OFHFRRHIAT R & FEbir L 721 AUIL72 657200, T4 HX57 /T, JLH X4,
BB O TR IR0 UL 57200,

The DPIA is a key part of complying with the Regulation where high risk dataprocessing is planned
or is taking place. This means that data controllers should use the criteria setoutin this documentto
determine whether or not a DPIA has to be carried out. Internal data controller policy could extend
this list beyond the GDPR’s legal requirements. This should result in greater trustand confidence of

data subjects and otherdata controllers.

DPIA (X, U A7 O@EWT — Z BRI IIFET SN T D56 ABRIOESFOHEE
WMoy Thob, 2F0, T —HEHEIL DPIA ZFET D UENDL0ENEHWT 57290
Z KTA BT A NED D IEEEFIATNE TH D, MMENOT — 2 FHEITET 2 T8
ICE - T, ZOHEHEY X k% GDPR OIEREHLL LICIER L TH L, £ ThiET—4
TR EMOT —ZEREDEH & L OEIERT DITENR,

Where a likely high risk processing is planned, the data controller must:
URZPEWETFTHENARBOREEH I N TWDLGE, 7 EFHEFIILL T 27720
L7 B 72wy,

- chooseaDPIA methodology (examples given in Annex1) thatsatisfies the criteria in Annex

2, or specify and implement a systematic DPIA process that:
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Tk 2 O ELHEZTG -3 DPIA O 5k (BlITfHk 1ICREH) 28 Rd 5. UILLFo

KR DPIAD 7t A& B E L, EiitsZ &,

o is compliant with the criteria in Annex2;

o fIEx2DHEHEZMENS LT nE R

o is integrated into existing design, development, change, risk and operational review
processes in accordance with internal processes, context and culture;

o MO TEER, Ik, ITHEDLE TBADORKREF AR, 28, V27, Kk
CHLRI L E2— - e ARG SN vk

o involves the appropriate interested parties and clearly define their responsibilities
(controller, DPO, data subjects or their representatives, business, technical services,
processors, information security officer, etc.);

o WYIRFFEBEELAZBELG ST, TALOETEPKICHTET 27 nt X (FH
#. DPO, 7 —# BRI T OMBEAN, 3, B —e A B, it F
2 U7 HEHEMEERE),

provide the DPIA report to the competent supervisory authority when required to do so;

R b ITIHEITITATEE R BRI DPIA #EH 21214t 25 2 &,

consult the supervisory authority when they have failed to determine sufficient measures to

mitigate the high risks;

WY A7 R T 5 72O+ FRAIRE TE R o Ioigh . BEWE & i

THI L,

periodically review the DPIA and the processing it assesses, at least when there is a change

of the risk posed by processing the operation;

EHIAIC DPIA & 2Ol 2BV a2 a4 2 &, Dl & b BiR/EE TR S

DU AZIZER D S ToRHITRES Z &

document the decisions taken.

REFHELEHT D L,
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Annex 1 —Examples of existing EU DPIA frameworks
ek 1 -BEFED BUD DPIAH:HE 2

The GDPR does not specify which DPIA process must be followed but instead allows for data
controllers to introduce a framework which complements their existing working practices provided it
takes account of the components described in Article 35(7). Such a framework can be bespoke to the
data controller or common across a particular industry. Previously published frameworks developed

by EU DPAs and EU sector-specific frameworks include (butare not limited to):

GDPR L £ D DPIA 7' & & A Z L 2F U W LTy, LirL, 20D
&L CBEFOIEEMEATA, 5 BRSO EREZBRET LR . 7 — X EHENRZEORE
FOEITEMTT DA ZBAT HZ EE2RBOTWND, ZO LD RPEAITT — & E B
FIZE o T, MIHTEDOEREIRIZE > TRLY D, EUD DPAMER L, 2 E TIZAR
L7z Fil e & BU O 53 BRI ZLL T o) ThH 5D, (LirL, ZHAUCROEND D TIX
2WN)

Examples of EU generic frameworks:

EU 0 — fix #7451

DE: Standard Data Protection Model, V1.0 — Trial version, 201631

- KAy FERET - HRETE TV, V10- T A T N—T g2 2016 4F 3L
https://www.datenschutzzentrum.de/uploads/SDM-Methodology V1 EN1.pdf

- ES: Guia para una Evaluacion de Impacto en la Proteccion de Datos Personales (EIPD),
Agenciaespafiola de proteccion de datos (AGPD), 2014.
- ANA 2 AN T ZRFEDZEG MY N EIPD), T —Z k)T (AGPD) . 2014

&,
https://www.agpd.es/portalweb AGPD/canaldocumentacion/publicaciones/common/Guias/G
uia_EIPD.pdf

- FR: Privacy Impact Assessment (P1A), Commission nationale de I’informatique et des libertés
(CNIL), 2015.

- T TR T TN BTl PIA) I BALER D B IR 9 5 [ERZE A 2 (CNIL)
2015 4,

31 Unanimously and affirmatively acknowledged (under abstention of Bavaria) by the 92. Conference of the
Independent Data Protection Authorities of the Bundand the Lénder in Kiihlungsborn on 9-10 November 2016.

2016 fF 11 H 9~10 A, F=a—/L 2 7 ARV TOEH - INISLT — X R0 JR 5 92 3o BT, il
5 — B THAR (A L INEEME),
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https://www.datenschutzzentrum.de/uploads/SDM-Methodology_V1_EN1.pdf
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https://www.agpd.es/portalwebAGPD/canaldocumentacion/publicaciones/common/Guias/Guia_EIPD.pdf

https://www.cnil.fr/fr/node/15798

- UK: Conducting privacy impact assessments code of practice, Information Commissioner’s
Office (ICO), 2014.

- AR RTINS G ERTHAE N A < a F—FH (100),
2014 4,

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf

Examples of EU sector-specific frameworks:
EU @ 43 B Bl #454H 704511
- Privacy and Data Protection Impact Assessment Framework for RFID Applications 2.
- RRADT F VU r—va BT 57 T4 N — RO — 2 R B T 7 32,

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-

recommendation/files/2011/wp180 annex en.pdf

- Data Protection Impact Assessment Template for Smart Grid and Smart Metering systems33
- A= R Uy RROARR— b« A=Z V7« VAT AOT — 5 (il BT i
T T L— 3B,

http://ec.europa.eu/energy/sites/ener/files/documents/2014 dpia_smart_grids_forces.pdf

An international standard will also provide guidelines for methodologies used for carrying outa DPIA
(ISO/IEC 2913434).

82 See also:

TibsHRo Z L,

-Commission Recommendation of 12 May 2009 on the implementation of privacy and data protection principlesin
applications supported by radio- frequency identification.

RFIDAFIH L7 77V 75— a BT 7 T4 RN —R O T — 2R # O A FEHEICB 5, 2009 4F 5
A 12 B TRONZE B2E S,
https://ec.europa.eu/digital-single-market/en/news/commission-recommendation-12-may-2009-implementation-
privacy-and-data-protection-principles

-Opinion 9/2011 on the revised Industry Proposal for a Privacy and Data Protection Impact Assessment Framework
for RFID Applications.

RFID 7 7"V 7r—va VBT 57 T4 ANy — RO — X R BT i A~ O FE R RUGTIR B
% & RE 92011,

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2011/wp180_en.pdf

33 See also the Opinion 07/2013 on the Data Protection Impact Assessment Template for Smart Grid and Smart
Metering Systems (‘DPIA Template’) prepared by Expert Group 2 of the Commission’s Smart Grid Task Force.
BMMEBRA~—h JY Y ZR7 TH—AHEMFET V=T 2 3B LTz, A==k« 27 Vv FRD
A= A=Z VT VAT LOT =S RERERHME T 7V — 1 (DPIAT 7 L—R) 2T 5
HRE 072013 H BIROZ L,

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2013/wp209_en.pdf

% 1SO/IEC 29134 (project), Information technology — Security techniques — Privacy impact assessment—
Guidelines, International Organization for Standardization (1SO).

ISO #8417 ISO/IEC 29134 (7€) MEMBM - X =2 U T 4 £Hiif - 77 A N —REHM - WA NI A
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https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp180_annex_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp180_annex_en.pdf
http://ec.europa.eu/energy/sites/ener/files/documents/2014_dpia_smart_grids_forces.pdf
http://ec.europa.eu/energy/sites/ener/files/documents/2014_dpia_smart_grids_forces.pdf

[E B %E ¢, DPIA EMilZFIF T 5 HEOHA R4 v 284+ 57 EThH 5 (ISO/IEC
2913434)

Annex 2 — Criteria for an acceptable DPIA

16k 2- R TE 5 DPIAD K %8

The WP29 proposes the following criteria which data controllers can use to ass ess whether or not a

DPIA, ora methodology to carry outa DPIA, is sufficiently comprehensive to comply with the GDPR:

T — X EFLE N DPIA % 34 2 050>, XL DPIA 30 5% % 4 2 BRICH A ¢ %
PLF D EYEN . GDPR ST D 7= OIC TR TH S Z & 2 WP TS L T\ 5,

O asystematic description of the processing is provided (Article 35(7)(a)):
O Bl o ERAZRGEERA e ST b (B8 35 5(N@).

O nature, scope, context and purposes of the processing are taken into account

(recital 90);
O BmVoHE, &, SOk, BRRBEIN TWD  (FISCEH 90 H) .,

O personal data, recipients and period for which the personal data will be stored
are recorded;

O EATF—2, BUFE. AT —Z ORFHF A EE I TN D

O afunctional description ofthe processing operation is provided:;

O Bl fE % OBRE EOBAR e ST\,

O the assets on which personal data rely (hardware, software, networks, people,
paperor papertransmission channels) are identified;

O MAT =2 2EE (N—Fy=7, Y7 =7, Xy FU—

7o AM. BEXEEREET v o) BEHISATHD
O compliance with approved codes of conduct is taken into account (Article
35(8));
O KRS NATEHEOE T REEINTND (BB KRE).
O necessity and proportionality are assessed (Article 35(7)(b)):
O 22 OCHEPER S T D (5 354 (7)(b)) .

46



O measures envisaged to comply with the Regulation are determined (Article

35(7)(d) and recital 90), taking into account:
O ARHEAESFOZDIZTHINDFEN UTEZZEE L TREINLTND
(55 35 4= (7)(d) K OVl SCHS 90 B .

O measures contributing to the proportionality and the necessity of the

processing on the basis of:
O UToOFEEABRE LT, RO O LR ORI FH 532 F

O OoDoO oo ®

O O

specified, explicit and legitimate purpose(s) (Article 5(1)(b));

FUE S, HBETaENZR B (5 550Q)0)).

lawfulness of processing (Article 6);

Bl o aiErE (B6%),

adequate, relevant and limited to what is necessary data (Article
5(1)());

WY T, BEMRHY | BERT—FLETIREINTND Z
& (B5RQ)CE).

limited storage duration (Article 5(1)(e));

RAMEPRESN TS Z & GES5%Q)E).

OO measures contributing to the rights of the data subjects:

O 75—

a

OO0 oao O 0o o

O O

2 FROMENNZ w5 5 FB,

information provided to the data subject (Articles 12, 13 and 14);
T ERICRESh R (B 1254, H13K. 145),
right of access and to data portability (Articles 15 and 20);

T RAMLT =B R—2 VT 4 OWHEF] (BB 15 AN D
ESR

right to rectification and to erasure (Articles 16, 17 and 19);

FIER OVHEME (1654, 1TRARUH19%),

right to object and to restriction of processing (Article 18, 19 and 21);
B3 2 "B R DR R OVl Wl BROMER] (5 18 5. 195K O}
215%),

relationships with processors (Article 28);
ELE & OBR (B 285%),
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O safeguards surrounding international transfer(s) (Chapter V);
O EERBEICHE D RERE (5 5%),

O prior consultation (Article 36).

O Faitheg (365K,

O risks to the rights and freedoms of data subjects are managed (Article 35(7)(c)):

O 7= EEOHRIRUHEICT S ) A7 SEREATNDZ L (B %

(N)(e) .

O origin, nature, particularity and severity of the risks are appreciated (cf. recital

84)

or, more specifically, for each risk (illegitimate access, undesired

modification, and disappearance of data) from the perspective of the data

subjects:
O U7 o3AR, HE, Bk, BEREPFHI S TS Z & (FIsCE
84TH & HLiR) | T XV BRI, 2D U 27 GEIET 72 X,

5
%z
O
O
O

O
O

Z DERLIRWZE - 1HK) BT —F EROBLED HFER S 0T
&
risks sources are taken into account (recital 90);
URA 7 OFEAERNPBRESNTNDZ L (HISCEH0H),
potential impacts to the rights and freedoms of data subjects are identified
in case of events including illegitimate access, undesired modification and
disappearance of data;
HIET 7R AZZLANS M T OEMURWEE - HRPH
ST E DT — % FAROHER] O H B 2 I AER R 2D G50
SNTWVWHZ E,
threats that could lead to illegitimate access, undesired modification and
disappearance ofdataare identified;

BT 7R T =X OB LIRNSEZE - RIS OIRN D BB
MlEhTnsz e,
likelihood and severity are estimated (recital 90);
ATREME L BRMENRE I TWAHZ & (RISCE 90 H)

O measures envisaged to treat those risks are determined (Article 35(7)(d) and

recital 90);
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O

TNHEDY ATIIHT A DIZ T IS FERIEFEFS TNEZ L
(%5 35 4 (7)(d) } OVRIT SCEH 90 TH)

O interested parties are involved:

O FEEBENBESGLTVWDS Z L,

O 0O o

O

the advice of the DPO is sought (Article 35(2));

DPO D7 KA Z&ERDTNDHZE (5 355(2),

the views of data subjects ortheir representatives are sought, where appropriate
(Article 35(9)).

VEZGE T, 7 — F EERUIZFORBADRMEZ RO TNDHZE (D
%09

49



