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EXECUTIVE SUMMARY
B

The concepts of controller, joint controller and processor play a crucial role in the
application of the General Data Protection Regulation 2016/679 (GDPR), since they
determine who shall be responsible for compliance with different data protection rules,
and how data subjects can exercise their rights in practice. The precise meaning of these
concepts and the criteria for their correct interpretation must be sufficiently clear and
consistent throughout the European Economic Area (EEA).

EHA | SLEE EE K OMLEE ORISR, SR & 78T — Z R — L OENFIT R’

FaRAIE M OT = ERDPFERICH COMERZATHE TELHTELRTETHIEND, — ik
7 — 2R H1H2016/679 (GDPR) i FIIZ F6\ CEHE Ao e 2 R, ZHHOEERDIE
72 B 76 L CMELWVRIR O JEHE 1T EEAINIR [E A28 C T ICBIgE, o, —EMED
OB D TRFIUTZRBZ20,
The concepts of controller, joint controller and processor are functional concepts in that
they aim to allocate responsibilities according to the actual roles of the parties and
autonomous concepts in the sense that they should be interpreted mainly according to
EU data protection law.

B SRR B K OB ORI, S HEE OEFEOKRENSC TEEZE YH T
HZEHEHIIETHREREMIIES THY, L TEUT —#LRFEIEICHEILL TR SN D RET
HHEVIERT A RS THS,

Controller

EEHA

In principle, there is no limitation as to the type of entity that may assume the role of a
controller but in practice it is usually the organisation as such, and not an individual
within the organisation (such as the CEO, an employee or a member of the board), that
acts as a controller.

JRANEL T, & BRE ORFIZHI LN TED EROFEFUTHIBRIZZ2 VS, FEERIZIL, BH
EHELLTITE T 50I3MEME N B IR THY AN OME A (CEO, (8 . Ifika D
AN —=T28) TIFRuy,

A controller is a body that decides certain key elements of the processing. Controllership
may be defined by law or may stem from an analysis of the factual elements or

circumstances of the case. Certain processing activities can be seen as naturally
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attached to the role of an entity (an employer to employees, a publisher to subscribers
or an association to its members). In many cases, the terms of a contract can help
identify the controller, although they are not decisive in all circumstances.

EHET, BT DR E D EERERZIRE T MM TH L, & HEBITIEREIC
FoTERINDGEbOHIIE, FHIDRI T FRIZIESSEZ OB AELLLGES
%, —EDTRIEEIL, FAROKE DEEEBITH T DR A Wi (4053178, X
B BICXTT 20 ICBRITMBEL TWDEHe T 2N TED, <D A . S
I TORPUZEB N TRERZRL O TRV, FEE ORI L B35,
A controller determines the purposes and means of the processing, i.e. the why and how
of the processing. The controller must decide on both purposes and means. However,
some more practical aspects of implementation (“non-essential means”) can be left to
the processor. It is not necessary that the controller actually has access to the data that
is being processed to be qualified as a controller.

FRHEIL B O B R OFEE, 37205 B OO E R O EERRE T 5, &8
Flx, B R OFBEOB I 2R E LR ULRBR0, LL2RBE, W20 L 3E Y
7Rl (TIEAE 722 FBe ) 13, U I T B 228N TED, HHEE 1T, FEE L Gl
THHEHIBRSNDTZDITITBNF DT —ZIZFEERCT 7B ATEDMEITR,

Joint controllers
L [R & B

The qualification as joint controllers may arise where more than one actor is involved in

the processing. The GDPR introduces specific rules for joint controllers and sets a
framework to govern their relationship. The overarching criterion for joint controllership
to exist is the joint participation of two or more entities in the determination of the
purposes and means of a processing operation. Joint participation can take the form of
a common decision taken by two or more entities or result from converging decisions by
two or more entities, where the decisions complement each other and are necessary for
the processing to take place in such a manner that they have a tangible impact on the
determination of the purposes and means of the processing. An important criterion is
that the processing would not be possible without both parties’ participation in the sense
that the processing by each party is inseparable, i.e. inextricably linked. The joint
participation needs to include the determination of purposes on the one hand and the

determination of means on the other hand.
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LR E BEHE LU COBMMET, BEOITREH DB L T 5 S IR E LGS,
GDPRIZ., [R5 FRE TR T2 BARAI L — LA AL 150 BMRA BT 572D DO
MAEFHELTCND, KRB EDSFIET D720 ORI BUREEO B R OTF
BEOPEIZBIT L ZH U EOFERO LRSI THS, LFESIMT, ZFHU EOFTEIZL-
UTONLIFEREDOTEEEZRDI LS, “H U LD ERICI DM A AR EICER 5
ZEb D, HEMERRESIL, ZORENEWEMETHLOTHY, 2o, B o B
B R OB DY B BRI B % B2 ARERE CHIR SR AE T AT I LB CThH A E
ZAE T, LFRIRE O EERILAEL, [l 2 O Y FZ IO VB R A ThHD, 37205,
BEREZBEL QWD EWVI BT, i Y FEH OB N UIIE B A AT HEL R B2 Th

%o LFBIMTIE, —F THRDOWRES | il TREOREL ZHLULENDD,

Processor

A

A processor is a natural or legal person, public authority, agency or another body, which
processes personal data on behalf of the controller. Two basic conditions for qualifying
as processor exist: that it is a separate entity in relation to the controller and that it
processes personal data on the controller’s behalf.

BT, B IR TR T — 22 Bk B AR SUTIEN . SHIBRES. 87 XIS

DD T D, WEE L L COWMELRDIZO D, ZODERBRFMNED DD, £
1T, EHELOBRICBWCIEO ERTHLZE, KO HHE IR D> THAT —4%
BoosZ&Th o,
The processor must not process the data otherwise than according to the controller’s
instructions. The controller's instructions may still leave a certain degree of discretion
about how to best serve the controller’s interests, allowing the processor to choose the
most suitable technical and organisational means. A processor infringes the GDPR,
however, if it goes beyond the controller’s instructions and starts to determine its own
purposes and means of the processing. The processor will then be considered a
controller in respect of that processing and may be subject to sanctions for going beyond
the controller’s instructions.

JLPRFE VB BE O RICHED LISMC T — 22 Bdli- Tide b, B HEE OFRIT, &
HE ORZEIZ b & T DI VEIC OV TR E 73 b 8 BN 22 B iy Y S OV A 70 07 1 %0 188
NTELHLBEDOREBORMATLT LG 030%, LNLIRNRG, JBE & HH DfeR%
A T, B OB\ O B K NFEOREL MO 56 GDPREREFETHILELD,

Adopted — After public consultation 5
WH- TV 7 arrr—a %



FOHE . BB IIZORIRVICEL TEBE LAREINAZ LR, EHE O REB A
7o llCoXBIFR ORI G L7205 D,

Relationship between controller and processor
BELE LAHEE ORR

A controller must only use processors providing sufficient guarantees to implement

appropriate technical and organisational measures so that the processing meets the
requirements of the GDPR. Elements to be taken into account could be the processor’s
expert knowledge (e.g. technical expertise with regard to security measures and data
breaches); the processor’s reliability; the processor’s resources and the processor’'s
adherence to an approved code of conduct or certification mechanism.

EEE L, TORHR\ N IGDPROEM A7 1912, M G722 87 1 M OSARE Lo E 4

Fhti 2720 DO+ IRt R T D0 E DO AR A LR T IR b, BET &
FEFRITIT, ALEE O M RN (B 22 8 B E K OV — 212 (2B D Bl a2 5
k) | ALERE O FEME AFEE DV Y — A K OSLEEE | LD K GE SV TAT B B S FREREA
A=A LDET D15,
Any processing of personal data by a processor must be governed by a contract or other
legal act which shall be in writing, including in electronic form, and be binding. The
controller and the processor may choose to negotiate their own contract including all the
compulsory elements or to rely, in whole or in part, on standard contractual clauses.

HE LD N T — 2O L, Fif (B FRREET) 128D, FR ) 0H 55K X

(T2 DMOIEHAT 2 ZOBIRSNZRT TR D7, F R K ML 1T, 2 TOMHE
Ra T UM E ORKIZ WS D70 RRH) ATER 73 B R ERR) SRR ML T~ 570 A 88
RTED,
The GDPR lists the elements that have to be set out in the processing agreement. The
processing agreement should not, however, merely restate the provisions of the GDPR,;
rather, it should include more specific, concrete information as to how the requirements
will be met and which level of security is required for the personal data processing that is
the object of the processing agreement.

GDPRIZIE, BHRRKINTE D 2N EHER DY AR EHSILTND, LL72nin, Bk
(2%, GDPROBUEZ BLICH IR ~E TR, LA, HENWNICLTRESNDD, K&
O, BB KD HHITH LN T — 2 DEARNIE DL~V D2 8 P ESR SN DT
B9 %, KO BRI T, R el T 2 & TH D,
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Relationship among joint controllers
HEEEHEE MO

Joint controllers shall in a transparent manner determine and agree on their respective

responsibilities for compliance with the obligations under the GDPR. The determination
of their respective responsibilities must in particular regard the exercise of data subjects’
rights and the duties to provide information. In addition to this, the distribution of
responsibilities should cover other controller obligations such as regarding the general
data protection principles, legal basis, security measures, data breach notification
obligation, data protection impact assessments, the use of processors, third country
transfers and contacts with data subjects and supervisory authorities.

HLFE L, GDPRIZED HFH DEFITARL TN LN O BELEABAIEDOHLRBERT
REL, AELRTIUIRLRW, ZNENOELOREICY o> T, FFcT —FFEREKD
MERI DI T e OMEHRAARBET 2B BB LT UL b7en, ZHUTnz <. BRI
X, — T — 2 ORGEIR R ERARIL, 2 BEE, 7 — X RERHERS, T — A IRER
BLEEAM, ALERE ORI, 8 = [EA~OBEE WD, 7 — & B K O ERE & omifg e L
(BT, OB BLE DEBEEE T & THD,

Each joint controller has the duty to ensure that they have a legal basis for the processing
and that the data are not further processed in a manner that is incompatible with the
purposes for which they were originally collected by the controller sharing the data.

{2 DAL E B (1L, 7 — 2BV OERRILE T 52 LRl M%T — 505,
TNEAA T LEHE PIRININE L2 AT JE T DR TEOIZBR b 2 IO fEdr
TREG N DD,
The legal form of the arrangement among joint controllers is not specified by the GDPR.
For the sake of legal certainty, and in order to provide for transparency and
accountability, the EDPB recommends that such arrangement be made in the form of a
binding document such as a contract or other legal binding act under EU or Member
State law to which the controllers are subject.

LR BB R O Bk b OIERI AT, GDPRICIZHRES LTV, IERRESEMED H
T, e, B OT A0 28V T 1282357260 EDPBIE, D I)72 ik z, 525
XITE B x5 LT HEU TR E OERIZHESTERBIR N 2G4+ 217 4728 | #IR
NG T 53EDOEXTITHLOEE T2,

The arrangement shall duly reflect the respective roles and relationships of the joint
controllers vis-a- vis the data subjects and the essence of the arrangement shall be
made available to the data subject.
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kDL, 7 —F BRI 2 L FEEE OZNZ O E| & OBIRZ#E U K L7
FIUTZROF | HEEEGR O OB RIET — 2 LRI TELI0IcEn 2T hideblan,
Irrespective of the terms of the arrangement, data subjects may exercise their rights in
respect of and against each of the joint controllers. Supervisory authorities are not bound
by the terms of the arrangement whether on the issue of the qualification of the parties
as joint controllers or the designated contact point.

RO DRAMFIBIDS S 7 —F KT, 2 OILFREBHITBIL T, Fiz, il x DIL[FE
BHE TS TEOMRZATHE 2283 TE5, BB, LFREHELL TOHFEH
DOBAEMEDRIE THIV, FEESNTOERE SEDORIE Th L, Bk DFAETIT RS2,

Adopted — After public consultation 8
WH- TV 7 arrr—a %



Table of contents

H K

EXECUTIVE SUMMARY BEEE ......oooveieeeteeeeeeeetese e essessssssese e sesssssssssens 3
Table Of CONTENES H R uuuivrreeererereerrerreeerseessseessseesssesesssssssessssessssessssessssens 9
INTRODUCTION FEUBD T euvereererereeeeseseseeesssesesesssssssesssssssesesssesssssesssenns 12
PART | = CONCEPTS 13— BEA coeeeeeeeeeeeeereeeereseeeessseesesesesenes 15
1. GENERAL OBSERVATIONS BE#..ucvreeeeeererrerssssssessssssssssssesssssssenens 15
2. DEFINITION OF CONTROLLER EEZE DIERR..ccrvervrrrrrrrrnresesesnsesens 18
2.1 Definition of controller B ERFE D IEFE c.ovveeeieeeeeeeeeeeeee ettt 19

2.1.1 “Natural or legal person, public authority, agency or other body” /4N X

VTIEN HIFEE, BB JF KT D DB .o, 19
2.1.2 “DEtOIMINES” [IRIE T B/ ceveervrevrisrisrerisesissssssessssissssssssssssssssssssssssssssssassssns 22
2.1.3 “Alone or jointly with others” /#H i T, X/ZDZEEIETT Tuweeeeeeverern. 30
2.1.4 “Purposes and means” /[ HJK TNTFLE) c.ouvevvverereoeeeeeercrserenerenenenenean, 30
2.1.5 “Of the processing of personal data” /i N 7" —X DIV NZLFD ) ... 38
3. DEFINITION OF JOINT CONTROLLERS £ EHEEDER . .....cevvene 42
3.1 Definition of joint controllers LA & PR DIEFZ coovvvieeeeeeeee e 42
3.2 Existence of joint controllership R FEDTFTE cooviveveieeeeeeeeee e 43
3.2.1 General considerations —#ATEES ... 43
3.2.2 Assessment of joint participation LE/GZ WD M....cverereerreeerrisrerrisrrrninn 45

3.2.3 Situations where there is no joint controllership Z£/a & #E R 7EE L 20 IR

4. DEFINITION OF PROCESSOR ALEEE D IEZR eeeereerereersreessesesesessesesses 62
5. DEFINITION OF THIRD PARTY/RECIPIENT 8 =% /" BEZDEXR 71
PART Il - CONSEQUENCES OF ATTRIBUTING DIFFERENT ROLES

O K2 RAABI DB L TDREE ...t 76

1. RELATIONSHIP BETWEEN CONTROLLER AND PROCESSOR #&

B LA DB et sste s s e ssessessesse st s e s e s s s s s e s e s e saesaenns 76
Adopted — After public consultation 9

WH- 7Yy r7arsYirr—a %



1.1 Choice of the processor ZLEEZE TEIR ......c.ovvveeeeeeeeeeeeeeeeee et 77
1.2 Form of the contract or other legal act 22 X XZ DM DIEFATADEHE......... 80
1.3 Content of the contract or other legal act 22 X {372 DM DOIEAAT 2 DN ... 86

1.3.1 The processor must only process data on documented instructions from
the controller (Art. 28(3)(a) GDPR) ZLEEZ /3, EEEEIED X Z(EXh 7=
R DBNZIE DN TT—FF IR 01T F1IL706740 ) (GDPR 28 £ 43
ZE(B) )y cvvvrorveeriisississsississsssss s sssss s 90

1.3.2 The processor must ensure that persons authorised to process the
personal data have committed themselves to confidentiality or are
under an appropriate statutory obligation of confidentiality (Art. 28(3)(b)
GDPR) ZLEEE (%, AN T —Z DI &R el S8 05 H HIC TR
FRL, K1, BEVRIEAED FRHEEED FIZHSZLEMHEIRLZITIVIZRE
720 ) (GDPRZE2BEZEBIE (D) )y covoeveeveeveersereereevesissessessessesvsssss oo 93

1.3.3 The processor must take all the measures required pursuant to Article 32
(Art. 28(3)(c) GDPR) ZLFEE [T, FI2FKIZL> TRD LIS E TOHEE
A CZRITFULZ 5700 ) (GDPR 28 K3 IH (C))o oo 94

1.3.4 The processor must respect the conditions referred to in Article 28(2) and
28(4) for engaging another processor (Art. 28(3)(d) GDPR). ZLEEZ /.,
FNDOIPEE 5 F IS ZEIZHL 28K 752 T K NH28 K FHAH I E
T ERIFE B LT FUZ25700 ) (GDPR #2843 H (M) s . 95

1.3.5 The processor must assist the controller for the fulfilment of its obligation
to respond to requests for exercising the data subject's rights (Article
28(3) (e) GDPR). LLEEZE|T, T —5 FARDIEFZTTIE T3 ZRIZH LT
NEEPEE DHEFEDNEITONE0, BPEEFIAELLITIZ5700 ) (GDPR
7 (Y 97

1.3.6 The processor must assist the controller in ensuring compliance with the
obligations pursuant to Articles 32 to 36 (Art. 28(3)(f) GDPR). ZLFEZE
12, G532 5505 536 I IE 8D BETE DB TFOMEIRIZ 720, BPLE & K17
L7RITFUL7Z25720 ) (GDPR 828 2 83 H (F) )y v 98

1.3.7 On termination of the processing activities, the processor must, at the
choice of the controller, delete or return all the personal data to the
controller and delete existing copies (Art. 28(3)(g) GDPR). J#k;% &)
R THFIZIT, PR 1T, B PR DERIZLYD, 2 TOMN 7 —55 755X
(L EPEZNZRAL, BEFFO BRI Z7H 5L 7200770270670 ) (GDPR 4528

Adopted — After public consultation 10
BWH- TV yr7ardrs—ra #



RIFBIFG) ) weverereereeeeoeeeeeeeseee e ees st 102

1.3.8 The processor must make available to the controller all information
necessary to demonstrate compliance with the obligations laid down in
Article 28 and allow for and contribute to audits, including inspections,
conducted by the controller or another auditor mandated by the
controller (Art. 28(3)(h) GDPR). ZLFEE |3, F28FIZ/E 8D 54175 7675 D
FEAHI T 5720, KON, BRI L > TITHhASHEES LSITEPEE D5
ZAESHTETNDEEBNNZ Lo THTONBIHREE 50, BTN, F
Ve, BEBIZE T DL T D7D R TDIFIRE, BRI FIH T
SLNZLZRITFULZ2 5720 ) (GDPR 28 L3 H (M) )o oo 103

1.4 Instructions infringing data protection law 7 —Z{RiEILEZ IR ET DI ... 106

1.5 Processor determining purposes and means of processing Hil\ o H 1) & (N FEx

BRTE T DHLBLT (oot 107
1.6 SUb-Processors T ALEETE ..ottt ettt 107
2. CONSEQUENCES OF JOINT CONTROLLERSHIP F&BRIZLV4E
LBFEEE. ...ttt ettt ss s es s s sttt et ettt et et s 112

2.1 Determining in a transparent manner the respective responsibilities of joint
controllers for compliance with the obligations under the GDPR GDPRIZE®H HF%
B9 5720 DIL[FE FLE O E N E D ETA B MO H D RERE THIE

2.2 Allocation of responsibilities needs to be done by way of an arrangement E LD

DT, BURODIZE S TATOMEED N D Do oo 118
2.2.1 Form of the arrangement HXIKD DJEZTC .....eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeerrnsnn 118
2.2.2. Obligations towards data subjects 7 —5 FAKIZX T BZETE oveveeeeereennn, 119

2.3 Obligations towards data protection authorities 7 —Z &R 255775, 124

Adopted — After public consultation 11
BWH- TV yr7ardrs—ra #



The European Data Protection Board

BRIN T —F IR

Having regard to Article 70 (1e) of the Regulation 2016/679/EU of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC, (hereinafter “GDPR” or “the Regulation”),

ENT —Z DB NEFEES L BIRADREIZET D, KT, 20T —2D H RRBIERIC
B3 %, WM, i 95/46/EC A B 1L T HRIN G M OB F2 02016424 H 27 H DO#LHI
(EV) 2016/679 (LA T TGDPR | SUETAHIA L) 557055515 (e) =B JEL

Having regard to the EEA Agreement and in particular to Annex Xl and Protocol 37 thereof,
as amended by the Decision of the EEA joint Committee No 154/2018 of 6 July 20181,
201847 A 6 H fEEAG [A1Z B3 55154/2018 5 DR EIC LV E ESiLT- . EEAGE. R
ZDHHEXI e OF D EFHITEHELL,

Having regard to Article 12 and Article 22 of its Rules of Procedure,

FREH A 125 M OBE225 %2 B EL T,

Whereas the preparatory work of these guidelines involved the collection of inputs from
stakeholders, both in writing and at a stakeholder event, in order to identify the most
pressing challenges;

— T RTARTA L DEGHIEZEIZIB N T, b ZELIBSTCREZ LT 27280 Fil
K ORAT =R —(FIERRE) A ST IZBIT LR ERRE DDA T FDIL
HE£H1T7o72 BT,

HAS ADOPTED THE FOLLOWING GUIDELINES
LT DAARTA 2R LT,

INTRODUCTION
IXCHIC

1. This document seeks to provide guidance on the concepts of controller and processor

! References to “Member States” made throughout this document should be understood as references to “EEA
Member States”.

ZOEEERTRENTWDL UINRE | DR E | ~DF Kid, TEEAMERE | ~DF M EBINDH~ETH
%o
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based on the GDPR'’s rules on definitions in Article 4 and the provisions on obligations
in chapter IV. The main aim is to clarify the meaning of the concepts and to clarify the
different roles and the distribution of responsibilities between these actors.

ZOXLEIT, FAGRDERIIRDGDPRD L — )L [ NFATE D FHHIARD BT S
EHE LWL ORI TATAX L AR 52 HEL TS, 20 E
725 BAIE, YL SO BRI DN, 2D DT 2 IR DOk 4 7o H i VR ATLORL
P AMEICTHZLETHD,

2. The concept of controller and its interaction with the concept of processor play a
crucial role in the application of the GDPR, since they determine who shall be
responsible for compliance with different data protection rules, and how data subjects
can exercise their rights in practice. The GDPR explicitly introduces the accountability
principle, i.e. the controller shall be responsible for, and be able to demonstrate
compliance with, the principles relating to processing of personal data in Article 5.
Moreover, the GDPR also introduces more specific rules on the use of processor(s)
and some of the provisions on personal data processing are addressed - not only to
controllers - but also to processors.

B OBES K O Al S & ALEEE OB O B RS/ 1%, GDPROE 12 B L7 1%

T ]I, TNOD, Mk x 727 — 2 RFEHIAI OBT I T DB EH D THDHNEND
ZEK DT —Z BRI & D TR ORI T 1L 2R E § 57280 T D, GDPRIE, 74V
HEVT A DJRAIZFRINEAL TOD, 372005 B, H5ROMAT —4D
AR RS 2R AN B TR AV 2 OESFAFEN] TERITIULRBRNEL TN D,
EHIZ, GDPRIZL, EE ORI T 550 BRI L — L b ALTERY, AT —
Z DTN T DN O DSRIEL, BEHE T T2 LBE ITH LT 26D TH
2o

3. It is therefore of paramount importance that the precise meaning of these concepts
and the criteria for their correct use are sufficiently clear and shared throughout the
European Union and the EEA.

L7238 T, 2O DOBEE DO IEMER B R K N OE ELFI 35720 O FEHER+55
[CHIfECHY , FRINES K OCEEAREZIEL THRASN TODIENRBEETHD,

4. The Article 29 Working Party issued guidance on the concepts of controller/processor

Adopted — After public consultation 13
WH-T Yy 7aryrr—a itk



in its opinion 1/2010 (WP169)2 in order to provide clarifications and concrete
examples with respect to these concepts. Since the entry into force of the GDPR,
many questions have been raised regarding to what extent the GDPR brought
changes to the concepts of controller and processor and their respective roles.
Questions were raised in particular to the substance and implications of the concept
of joint controllership (e.g. as laid down in Article 26 GDPR) and to the specific
obligations for processors laid down in Chapter IV (e.g. as laid down in Article 28
GDPR). Therefore, and as the EDPB recognizes that the concrete application of the
concepts needs further clarification, the EDPB now deems it necessary to give more
developed and specific guidance in order to ensure a consistent and harmonised
approach throughout the EU and the EEA. The present guidelines replace the
previous opinion of Working Party 29 on these concepts (WP169).

F2ORMEH 2T 2O OBERITEE T 25 Kk BRI 24232720 ZDE R,
#£1/2010 (WP169) 2IZ 45\ T, B EE LB FH OME RIS 2 A& v A% FAT LT,
GDPRAVE BEH & OMLIEE OB &I NS ENE OB ENE DR EDEELT-HL
TeNZDE, GDPROFENLK < DB M RESITWD, B RIE, Friz, LR
DOBEEDOARE e O OF B (1 £ L TGDPRE 26 5: I HLESAILHNA) M N B4 T
BUESHL TR D BARI72 3685 (B1L L T, GDPRE285:IZHES DA 1T
W ST, LTeA > T, Fo, EDPBIZZHOBER O BRRY 728 I IZS SIS B
LBV THDHERFL TNDIENE, EDPBIL, BUfE, EUK EEAS K C—H MDD
LIFOLNIT T u—F 2RI o720 IV RERLUICERI LA 2 22245
VENHDLEEZ D, BUTOHART AL, TNHOEEICBE T 55295 /E ¥4
DUERTOE R EH (WP169) Z & &Hiz 58 D Th D,

5. In part I, these guidelines discuss the definitions of the different concepts of controller,
joint controllers, processor and third party/recipient. In part Il, further guidance is
provided on the consequences that are attached to the different roles of controller,
joint controllers and processor.

KITARTAL OELER T, BBEE | LB HE | HE KO =HFE LD,
B PR DERIT OV 2, B2 Tid, FHEE | LR HE LK OCWEE O

2 Article 29 Working Party Opinion 1/2010 on the concepts of “controller” and “processor” adopted on 16
February 2010, 264/10/EN, WP 169.

20104F2 16 HIZERIRS 7= [ B | R OB | OBEIZPE 9255296 AF 6~ i R #1/2010
(264/10/EN, WP169)
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W& e ENATRE T DB D& BINRYR A 2 2232,

PART | — CONCEPTS
1JAB_ *&au\

1. GENERAL OBSERVATIONS
W

6. The GDPR, in Article 5(2), explicitly introduces the accountability principle which

means that;
GDPRIZ, H55H 2B WT, LT BT 27 Y 2T 4O JRAIZ B RIIC
HALTWA,

— the controller shall be responsible for the compliance with the principles set out in

Article 5(1) GDPR; and that
BT, GDPREBSSRE VI E O LIV R B D B FIC B L& AP TiI725

20, FLT,
— the controller shall be able to demonstrate compliance with the principles set out

in Article 5(1) GDPR.
BB X, GDPREESARF LVIHITIE D IV R RO B FZ A ] TERIT U2 578
v,

This principle has been described in an opinion by the Article 29 WP? and will not be

discussed in detail here.
ZOJFHNL, F29RMEEDB DI AE R EB3THHIN TEY, Z2CIEFEMISiHB L7,

7. The aim of incorporating the accountability principle into the GDPR and making it a
central principle was to emphasize that data controllers must implement appropriate
and effective measures and be able to demonstrate compliance.*

T ZEVT 4 DJFEAIZGDPRISH A IAZ £ 2 LR IFRITE % B 891
— A E B DN E YD ORI B AL D OF OESFAREN] TE R BI 0

3 Article 29 Working Party Opinion 3/2010 on the principle of accountability adopted on 13 July 2010,

00062/10/EN WP 173.
20104F7 A 13 B IZEARS =i B BT DR AN B T~ 2 5 295 F 30 = i L 353/2010 (, 00062/10/EN
WP173),
* Recital 74 GDPR
GDPRHAT3C (74)
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ZLEHTHILTHoT,

8. The accountability principle has been further elaborated in Article 24, which states
that the controller shall implement appropriate technical and organisational measures
to ensure and to be able to demonstrate that processing is performed in accordance
with the GDPR. Such measures shall be reviewed and updated if necessary. The
accountability principle is also reflected in Article 28, which lays down the controller’s
obligations when engaging a processor.

THOL AT 4 DOJFANTF 2454 TIHICRELHASN TRY, FHEE T B A
GDPRIZHEHLL TEITSNDZLEMERL, 230, ZNAREW TEH LD WU HI B X
OEAR L OB 23 U721 IUT R BN ERESN TN D, ZD IO ZRIFEIL, LIS
U TRESI, BRI IUIRGR W, 7 HT 287 ¢ OJF AT 2855128 kS
NTEY, WHE Z N FESELEOE A OFRBBHESIL TN,

9. The accountability principle is directly addressed to the controller. However, some of
the more specific rules are addressed to both controllers and processors, such as the
rules on supervisory authorities’ powers in Article 58. Both controllers and processors
can be fined in case of non-compliance with the obligations of the GDPR that are
relevant to them and both are directly accountable towards supervisory authorities
by virtue of the obligations to maintain and provide appropriate documentation upon
request, co-operate in case of an investigation and abide by administrative orders.
At the same time, it should be recalled that processors must always comply with, and
act only on, instructions from the controller.

T A0 Z2E )T 4 ORI, EEAIIIEHE TG T 20D THDH, LINLRAE,
585 DETEHSBIDHERIZRI 32 /L — L 7pd | K0 BRI L — L DWW <O E, EBE
F B OMLERE DT I TS, B ERE K QML 2 BE 35 GDPR D #1510 iE
U556 filE e 2 iR SILo A REMEII G EHITHY | E£o, ML, e #Hs
RE L, ZURIIGU TINAREEL | AR HLGE ZUTH L ATBUH B ICIED B
(IO E, EEEREB I L IE ISR B A A, RIS, B 3R ITE B Ofe R
STl ZIUCOHIESEATEILRTILRBRNWZ 2B T R&ETH D,

10. The accountability principle, together with the other, more specific rules on how to
comply with the GDPR and the distribution of responsibility, therefore makes it
necessary to define the different roles of several actors involved in a personal data
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processing activity.

L7ehio T, THY 2T DFHNZ LY . GDPRODESFOD Jik &k O BT O 5712 B
T MO LY BARI I — L SRR S T AT — 2 BRI ENZ B 5 2850178+
ROKE 2 LB D EFRDOREDMIALIRDIOELLD D,

11. A general observation regarding the concepts of controller and processor in the
GDPR is that they have not changed compared to the Directive 95/46/EC and that
overall, the criteria for how to attribute the different roles remain the same.

LT, GDPRIZISIT 2% B K UMLEEE OME &I, HE 5 95/46/ECL Lt L T4
BN THELT, BEREL T, #fix 2 & FH 2L DIDNTFBSE 20O ETFRROEET
HHEVITENF 2D,

12. The concepts of controller and processor are functional concepts: they aim to
allocate responsibilities according to the actual roles of the parties.® This implies that
the legal status of an actor as either a “controller” or a “processor” must in principle
be determined by its actual activities in a specific situation, rather than upon the
formal designation of an actor as being either a “controller” or “processor” (e.g. in a
contract).® This means that the allocation of the roles usually should stem from an
analysis of the factual elements or circumstances of the case and as such is not
negotiable.

B L OWHEE OB SIS THY, YFEOEBREORENISE THMTE
FHTHIEZARIEL TS, ° i, MEEE | Thin, MLERE  ThHh, 1728 1K
DOIEHALIE, JFRAIEL T, GRS 1280V O 178 EME TE B | )OI TS | b9
LA R EIZL DD TR, BRI RIS D‘é%ﬁ%@ﬂ%iﬁblibﬁiiéhm?‘
MFRBIRNZEEZBRL TD, 8 D FED RFIOFD Y TE, 252813 T, @

L EE LOERRIUDOSITICE SN THTOILRETHD,

% Article 29 Working Party Opinion 1/2010, WP 169, p. 9.

F295EEBERAWPE LE1/2010, WP 169, 93—,
b See also the Opinion of Advocate General Mengozzi, in Jehovah’s witnesses, C-25/17, ECLI:EU:C:2018:57,
paragraph 68 (“For the purposes of determining the ‘controller’ within the meaning of Directive 95/46, [ am
inclined to consider [---.] that excessive formalism would make it easy to circumvent the provisions of Directive
95/46 and that, consequently, it is necessary to rely upon a more factual than formal analysis [-+].”)

Jehovah’s witnesses E AT I HMengozzilE s B O 7. E (C-25/17, ECLLI:EU:C:2018:57) | #68E:¥% ([ 754
95/ 16 DERDFEPIN TEFEE | 2000 T3 HHNC I T, Fhld] - i fE DI TZEIZ 50 T 5 95/46 DM
JED[EIEI G E7o TLED, LIED0 T, JEABILR LD S LD FEIZ T DS PTIT AN T S B S5E%E
X BMHAIZHS[ ] 1) BB,
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13. The concepts of controller and processor are also autonomous concepts in the sense
that, although external legal sources can help identifying who is a controller, it should
be interpreted mainly according to EU data protection law. The concept of controller
should not be prejudiced by other - sometimes colliding or overlapping - concepts in
other fields of law, such as the creator or the right holder in intellectual property rights
or competition law.

R K OMLEEE OBERIE ., AR OIEIRILE B DS THO AT T 2 DI L
BHIHN, EELTEUT —ZRGEIEITHEILL TSN A RE THDH LV ERIZIBUN T,
AR TOHD, EHE OBLEIE, FA I PEMETE ST 4L L oORIEE SUIHER
TR E 2L AMDIERS IR T DM (LIXLIEE, BZELZVEHELIZD$2)M&ICX
S THRRDbN D E TN,

14. As the underlying objective of attributing the role of controller is to ensure
accountability and the effective and comprehensive protection of the personal data,
the concept of ‘controller’ should be interpreted in a sufficiently broad way, favouring
as much as possible effective and complete protection of data subjects’ so as to
ensure full effect of EU data protection law, to avoid lacunae and to prevent possible
circumvention of the rules, while at the same time not diminishing the role of the
processor.

BT OEFLIRBSELEARNZLBINX, T AV H2E)T 4 R OMENT —Z DR R
D EL R RGEZ IR T A2 THLN G, EE | O, + o RRITRIRS
NDHRETHY, EUT —ZIREIED TR RETEIR L /L— /L D R KazZ[ELEEL | BilE
T2 DA REMEZBG 13572 7 —F AR ORI D58 e ki % vl e/ [R5
L. [FIRFICALERE DEAR FEE2NINTT RETHD,

2. DEFINITION OF CONTROLLER

BEE DIEF

" CJEU, Case C-131/12, Google Spain SL and Google Inc. v Agencia Espafiola de Proteccién de Datos (AEPD)
and Mario Costeja Gonzalez, judgment of 13 May 2014, paragraph 34; CJEU, Case C-210/16,
Wirtschaftsakademie Schleswig—Holstein, judgment of 5 June 2018, paragraph 28;CJEU, Case C-40/17, Fashion
ID GmbH & Co0.KG v Verbraucherzentrale NRW eV, judgment of 29 July 2019, paragraph 66.

CJEUDHIR-SC (C-131/12). Google Spain SL and Google Inc. v Agencia Espafiola de Protecciéon de Datos
(AEPD) and Mario Costeja Gonzalez, 201445 H 13 H | 5 34E:¥%; CJEUD MR SC (C-210/16),
Wirtschaftsakademie Schleswig—Holstein, 201846 A5 H . 8528 ¥%;CJEUDH|H-3C (C-40/17), Fashion ID
GmbH & Co.KG v Verbraucherzentrale NRW eV, 20194£7 H29H . 73575766, judgment of 29 July 2019, %566
B,
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2.1 Definition of controller
BHEDESRE

15. A controller is defined by Article 4(7) GDPR as
BHF X, GDPREFBALFTHIZEB W T, IROLBYVEFRSIL TS,

‘the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means
of the processing of personal data; where the purposes and means of such
processing are determined by Union or Member State law, the controller or
the specific criteria for its nomination may be provided for by Union or
Member State law”.
TERARIZEN, 2HIEEBE, 35/ X 13E DD Th- T, P TRIZM D
FHEHA T, AN T —F DR D IR NFRERIET SE 5 ENRT S, €D
WD A 1K O F BBV X IZNEZEFDEPTEIC S > TRIESh D56 &
PEZF R T PR 55 E T3 700 DFFIE DI T, EUBEXIZNEE F DEPIEIZ L
D TIEDBZ LN TES,

16. The definition of controller contains five main building blocks, which will be analysed
separately for the purposes of these Guidelines. They are the following:
EHEOERIT, OO FBERRERNE ENTEY, 206X, KUTART A
D HBNZBWTREBIZ TSN D, £biE, L ToEEY,
¢ “the natural or legal person, public authority, agency or other body”
FRSRASUTIEN ARIFERE . B8R U3 DA DA |
e “determines”
MRET )
e “alone or jointly with others”
PERT, o L3[R T
e “the purposes and means”
RERIO) Q6 vaar
o “of the processing of personal data”.
MENT —Z DB D |

2.1.1 “Natural or legal person, public authority, agency or other body”
FEARASATIEN . ARIBEEA ., #5532 DO LodRER% |

17. The first building block relates to the type of entity that can be a controller. Under
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18.

the GDPR, a controller can be “a natural or legal person, public authority, agency or
other body”. This means that, in principle, there is no limitation as to the type of entity
that may assume the role of a controller. It might be an organisation, but it might also
be an individual or a group of individuals.® In practice, however, it is usually the
organisation as such, and not an individual within the organisation (such as the CEO,
an employee or a member of the board), that acts as a controller within the meaning
of the GDPR. As far as data processing within a company group is concerned, special
attention must be paid to the question of whether an establishment may be acting as
a controller or processor, e.g. when processing data on behalf of the parent company.

B OMERRE L, BEA 1220150 RO E L T %, GDPROD T T,
EEE L HIAKILIEN, ZETRER, #5Jd K ITZ DM D/ D3 720155, ZHUE,
JFHIEL T, BEE OKE 25| &2 HZ LN TED EROFEIEITH| RN 72 2 2 B
T%, MEDOHERHLBLILT | EASUTEN DT NV —T DG EbHL0 b LRV,
8 L7, FERRIZIL, E@H I3 A LU TITEI 2D IXGDPRO B RO AN TF
A LU TTENT /A% THY | MRk OE A (CEO, 1E3 B SUTBUH R = DAL 73—
) T, EFET N —TRNDOT —Z BRI T DIRY, Fl23, HEtticfib-T
T =2 WO YA LR VE A LU TITEN T 20 UL EEE L L TATEN 57 D R
(PRI B 2D B3 8D

Sometimes, companies and public bodies appoint a specific person responsible for
the implementation of the processing activity. Even if a specific natural person is
appointed to ensure compliance with data protection rules, this person will not be the
controller but will act on behalf of the legal entity (company or public body) which will
be ultimately responsible in case of infringement of the rules in its capacity as
controller. In the same vein, even if a particular department or unit of an organisation
has operational responsibility for ensuring compliance for certain processing activity,
it does not mean that this department or unit (rather than the organisation as a whole)
becomes the controller.

RN LIZUIE, BURES O i B R R SR EDE LM T 5, 7

8 For example, in its Judgment in Jehovah’s witnesses, C-25/17, ECLI:EU:C:2018:551, paragraph 75, the CJEU
considered that a religious community of Jehovah’s witnesses acted as a controller, jointly with its individual
members. Judgment in Jehovah’s witnesses, C-25/17, ECLI:EU:C:2018:551, paragraph 75.

Bl 21X, Jehovah’s witnessesF-{H: |k 3L (C-25/17, ECLI:EU:C:2018:551) | Z575B¥& |23\ T, CJEUIL, —
RARDFEN D ZZE TG ERIIE & DA N —LILETEHE LU TITEIL/=E BT, Jehovah’s witnesses &+
DY (C-25/17, ECLIEU:C:2018:551) | #575E¢¥%.,
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—ZRGE N — L DA RER T DT DITRFED B R AMMEM SN A IZHB N T, £
DFIX, BEEHELIIROT, R —VER O A %fﬁ%‘@i%fﬁi%ﬁ’ﬂlﬁﬁ%ﬁo
IERY AR (S UL AR (SR> TITEN 5, [FIERIC, Mk O R E DI E 2=
YR, FEE DB EZ D T IAT o AE R T D18 E EOETAFF> TV e L Th,
AR R TITe) ZOHBLa =y MR EBEE TR 501 TR,

Example:

The marketing department of Company ABC launches an advertising campaign to
promote ABC’s products. The marketing department decides the nature of campaign,
the means to be used (e-mail, social media ...), which customers to target and what
data to use in order to make the campaign as successful as possible. Even if the
marketing department acted with considerable independence, Company ABC will in
principle be considered as the controller seeing as the advertising campaign is
launched by the company and takes place within the realm of its business activities and
for its purposes.

IR

ABCH-O~—7 T 1 7%, ABCHDR L Z EART D7D DIREF v _—Zfad
Do V=TT A T EIE, TN A RER RO IS EDTZOIT, v N — DM
B EHTHFE (BT AV, V=V AT AT L) MG TR T 57 — 2%k
ET D, =TT A7 EARDZR 0N TITENL 728 LT | JREF v — DSABCHEIC
Lo TSI, ZOFEEEENOFIPAN T, €D HHDTZDITTOIN TWHIEEB X DL
JFHIEL CABCHNEEHE THHEE X HILD,

19. In principle, any processing of personal data by employees which takes place within
the realm of activities of an organisation may be presumed to take place under that
organisation’s control.® In exceptional circumstances, however, it may occur that an
employee decides to use personal data for his or her own purposes, thereby
unlawfully exceeding the authority that he or she was given. (e.g. to set up his own
company or similar). It is therefore the organisation’s duty as controller to make sure

that there are adequate technical and organizational measures, including e.g.

% Employees who have access to personal data within an organisation are generally not considered as “controllers”
or “processors”, but rather as “persons acting under the authority of the controller or of the processor” within
the meaning of article 29 GDPR.

#ﬂTﬁLWT{@Af~5 LT 7 BATELNEHEAIL, —MRANC I | £ TR | L3 AH 7233, GDPRE
295 DERITIIT D 8 BE FI I TIRE OMERRD T TITEN T 2F | LA 7R S D,
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20.

training and information to employees, to ensure compliance with the GDPR.*°
JRAIE LT, M DTG BEIHHN TITONDIEEBIZIDEAN T —F DHR W, £ D
FHRDOE BT TIThONAEHEESINLD, O LU, BIFMIIC, EEB B 53D HIIDT=9
BN T —2 2T 5282 REL, B RADITHERZEEISEZ TLEIZENHVE
T (B: By DAL T D5 G 72E) ) Lizdi> T, GDPRDBESTF A MR T 572012,
WEZEB A~ DOWHECIE MR MR E | HIFAY ALY I B 72 22 2 B E 2R U H 2 LI,
EHE THOMMOEE Tdhd, 1°

2.1.2 “Determines”
RET D)

The second building block of the controller concept refers to the controller’s influence

over the processing, by virtue of an exercise of decision-making power. A controller
is a body that decides certain key elements about the processing. This controllership
may be defined by law or may stem from an analysis of the factual elements or
circumstances of the case. One should look at the specific processing operations in
guestion and understand who determines them, by first considering the following
questions: "why is this processing taking place?” and “who decided that the
processing should take place for a particular purpose?”.

EHE OB EOR O ESRIL, EEREHERDOTTIAZIE S BN 15
EEHOFEE LT D, BHEEIL BHRWICET - EOBEERERE HETSM
ik CdD, AT, ERICI o TERSND LA bHIUL, FHREORIUTFFEITH
EOKERDOHINCELLG B bH D, ML > TODREE DI EB IZEAL T, #EH
ZNEIREST DDEHIRET DIZHT0 | IR OERE BT T &ThHD, [ 2z
IR PFELL TOSD02 2 | e N GED, FFED A HIDIEDICZ DIRF V1T IRET
BHSERIELIED) 2 ]

Circumstances giving rise to control

B C XTSI

21.

Having said that the concept of controller is a functional concept, it is therefore based
on a factual rather than a formal analysis. In order to facilitate the analysis, certain
rules of thumb and practical presumptions may be used to guide and simplify the

process. In most situations, the "determining body" can be easily and clearly

10 Article 24(1) GDPR.
GDPR#5244: 55118,
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22.

23.

identified by reference to certain legal and/or factual circumstances from which
“influence” normally can be inferred, unless other elements indicate the contrary. Two
categories of situations can be distinguished: (1) control stemming from legal
provisions; and (2) control stemming from factual influence.

B O ITHREIBE S Ch D Lk Tz, L7ehi> T IR R8T Tidde
SERIZESGIIKIL TWD, et d 5 H T, 2omfEags, f#E b7
Dz —EDORERA M BB EZM T T 5580385, 1ZEAEDYE | TTRIE
ZATORME 1L, MO BRI KF DL ZRS72WRY @ T T2 B HERI T —F
DIERPIRBL S O TR FITHE SR Z S IRT D8I, BSOS HEH T
Do ZOIIIRPUTIRD Z SOOIy TED, (1) ZHETRNTHEH, LT
(2) FHEIZHOEZETEIRN T HE L,

1) Control stemming from legal provisions
PERLEN A 55 B P
There are cases where control can be inferred from explicit legal competence e.g.,

when the controller or the specific criteria for its nomination are designated by
national or Union law. Indeed, Article 4(7) states that “where the purposes and means
of such processing are determined by Union or Member State law, the controller or
the specific criteria for its nomination may be provided for by Union or Member State
law.” While Article 4(7) only refers to “the controller” in the singular form, the EDPB
considers that it may also be possible for Union or Member State law to designate
more than one controller, possibly even as joint controllers.
HRIVZRIERMEIR D D B HE TED LA 013 DD, FIAIE, B HE UTZDHEAI
B 92 BARBY 72 L HE DS E NTE XIFXEUIEIZE > THRESN TWAL A Th o, KBS, F4a
FETHIL, [FDIPe D H IR O FEEE 15X TN [ D[E LI L > TRESIL
BLE BPEE X EPEE G15E T 57200 DFFEDFNET, EU LK TN [E D [E P
CLo TIEOSZENTES JEMEL TV D, HARBTHIL, BIKDOTEEH [ ICORF
B L T5A, EDPBIZ. EUME I E O EWNIENEBOEBRE L fRETHIEL A
RETHY, A I i TR E A LT HZLb AR THDHEE R TND,

Where the controller has been specifically identified by law this will be determinative
for establishing who is acting as controller. This presupposes that the legislator has
designated as controller the entity that has a genuine ability to exercise control. In

some countries, the national law provides that public authorities are responsible for
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processing of personal data within the context of their duties.

B NERIC IS TREMISHRBISN TWAEA, 2L, BEE L TITEIL VWD
ZWENL T DT DR E BRI 2D, ZIUX, SIEED, EHE2FEITTH2HEORNEZHT5HE
REEEE LU THRELLZELAIRE T D, —HOETIE, ERIEIZBW T, ARKEREAZ
DI DOFPAN TN T —F BRSO ZLICHEEE AL EL TV D,

24. However, more commonly, rather than directly appointing the controller or setting out
the criteria for its appointment, the law will establish a task or impose a duty on
someone to collect and process certain data. In those cases, the purpose of the
processing is often determined by the law. The controller will normally be the one
designated by law for the realization of this purpose, this public task. For example,
this would be the case where an entity which is entrusted with certain public tasks
(e.g., social security) which cannot be fulfilled without collecting at least some
personal data, sets up a database or register in order to fulfil those public tasks. In
that case, the law, albeit indirectly, sets out who is the controller. More generally, the
law may also impose an obligation on either public or private entities to retain or
provide certain data. These entities would then normally be considered as controllers
with respect to the processing that is necessary to execute this obligation.

LinUent, K0 —fBIZid, S, BB A E B L T2 T D Em DR HEE
EODO TR BB ER T D0, —EDT —FEIE LI ZH 2N TR T, £
DI E L BN O B Z<OGEERICI > TRIESND, BHEIL, BH . 2
D H), ZORWIRIEHE 2 FZB T DO ITIER TR ESN & 12725, BFlAIE, Zaud,
e b —EOEN T — 2R L2 AUL R T CERWV—EDORAR 7RI (1, the
TRIE) 2 ZFESNT EIRD, ZNODO RIS 25T D77 — 2N — ADIEE £
IBRFEOREEATOTHE THHD, TDOHE AT, FHERNTIEH 508, s EHE
ThHLNEED D, FO—MANTIE, BRI, AN ERSUIRBOERITH L, —EDT
—Z e rFF TR T 28 B 2R T LA bd 5, T2 T 2RO LKL, @H ., 20k
B AT D7D I B BARWZ B TE R L s D,

Example: Legal provisions

The national law in Country A lays down an obligation for municipal authorities to provide
social welfare benefits such as monthly payments to citizens depending on their financial
situation. In order to carry out these payments, the municipal authority must collect and

process data about the applicants’ financial circumstances. Even though the law does
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not explicitly state that the municipal authorities are controllers for this processing, this

follows implicitly from the legal provisions.

Bl ¥ERLE

AEDEMNIEL, T ROMBRIUIIET T H O3 E DS @A 21T 8B %
Y JHZR L TED TND, ZIHDFNWEFEITT D780, 1Y R[ILHFEE O BRI
B9 57 —#ZIE LD T 76720, ENIES T Y /I EHE ThDEPIRIIC
HELTWARWEAIZBWTYH, ZOZLITERENS BRI ERES LS,

2) Control stemming from factual influence
FEN S LD GBI TS E P

25. In the absence of control arising from legal provisions, the qualification of a party as

controller must be established on the basis of an assessment of the factual
circumstances surrounding the processing. All relevant factual circumstances must
be taken into account in order to reach a conclusion as to whether a particular entity
exercises a determinative influence with respect to the processing of personal data
in question.

ERVEICER T 2E HAFEL RV S BEELL TO Y FE OBk, £ D
WNAE D ELSERITH LRI FAMIZ EE D EENLS R T IUTR B0, IEOE
NT —Z DB B TREE O ER N R E 7R B ) ZA T T DI E 5T DN TS
Fma 722, BE T 5T R TOEREITH EORWAE EINRTHITRBR0,

26. The need for factual assessment also means that the role of a controller does not
stem from the nature of an entity that is processing data but from its concrete activities
in a specific context. In other words, the same entity may act at the same time as
controller for certain processing operations and as processor for others, and the
qualification as controller or processor has to be assessed with regard to each specific
data processing activity.

FRITIED GO BN T E A OB, 7 — 22 Bl BROMEE T3,
R E D NRIZ I 1T 558 BRE O BRI Z2ATENE R 2280 8% T 5, T7abb, [Fl—
DEED, HDOHAB KR OEHAE LU TTENT D LIRRRT, oo Bl 5 DAL E L LT
ITET 2560160, TL T, FHE IEE LU CORENMEIL, BRI T — 2D
WAEENZ LITFHl SN2 T 7257200,
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27. In practice, certain processing activities can be considered as naturally attached to
the role or activities of an entity ultimately entailing responsibilities from a data
protection point of view. This can be due to more general legal provisions or an
established legal practice in different areas (civil law, commercial law, labor law etc.).
In this case, existing traditional roles and professional expertise that normally imply
a certain responsibility will help in identifying the controller, for example: an employer
in relation to processing personal data about his employees, a publisher processing
personal data about its subscribers, or an association processing personal data
about its members or contributors. When an entity engages in processing of personal
data as part of its interactions with its own employees, customers or members, it will
generally be the one who determines the purpose and means around the processing
and is therefore acting as a controller within the meaning of the GDPR.

FEIE, —EORBHIEENL, 7 — 2 IREDBLURDD., AN 2D TR
FOUTTEENZLRANATFEL TWD LA T LN TED, ZHUT, BRx 22508 (RIL, pE
15, FENE/ R ) IZB1T 52— M7 ERUE AL S AV IE R FEB D RIR T FTRENE
WD, ZOWE BH . —EDHEZ BEW T DBAFORHE 728 E K OVRE M Fnski L
B (12T, REEBOMANT —Z DRI NZBE T D E A | lEaid O AT —#
ZIWOFEITE . XL, a0 B ATFTAE OFENT — 22 B0 ) 2k
DO D, FENZDOREHEER | BE IR BEORVBVO—ERELTE AT —FD
B NZWEFET 256 Uiz BRI, — IR0 B L OV FEZEFITHEDNT
PRIETHEH THY, L7z > T, GDPRDEFHDHFHAN TEHHE LL TYITEIL T2,

Example: Law Firms

The company ABC hires a law firm to represent it in a dispute. In order to carry out this
task, the law firm needs to process personal data related to the case. The reasons for
processing the personal data is the law firm’s mandate to represent the client in court.
This mandate however is not specifically targeted to personal data processing. The law
firm acts with a significant degree of independence, for example in deciding what
information to use and how to use it, and there are no instructions from the client
company regarding the personal data processing. The processing that the law firm
carries out in order to fulfil the task as legal representative for the company is therefore
linked to the functional role of the law firm so that it is to be regarded as controller for

this processing.
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Example: Telecom operators!!

Providing an electronic communications service such as an electronic mail service
involves processing of personal data. The provider of such services will normally be
considered a controller in respect of the processing of personal data that is necessary
for the operation of the service as such (e.g., traffic and billing data). If the sole purpose
and role of the provider is to enable the transmission of email messages, the provider
will not be considered as the controller in respect of the personal data contained in the
message itself. The controller in respect of any personal data contained inside the
message will normally be considered to be the person from whom the message

originates, rather than the service provider offering the transmission service.
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28. In many cases, an assessment of the contractual terms between the different parties

involved can facilitate the determination of which party (or parties) is acting as

1 The EDPB considers that this example, previously included in Recital (47) of Directive 95/46/EC, remains
relevant also under the GDPR.
EDPBIZ. f8595/46/ECORICATIZE FALTWZARIL, GDPRO T CTHEEMENHLLE 2 TWD,
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controller. Even if a contract is silent as to who is the controller, it may contain
sufficient elements to infer who exercises a decision-making role with respect to the
purposes and means of the processing. It may also be that the contract contains an
explicit statement as to the identity of the controller. If there is no reason to doubt that
this accurately reflects the reality, there is nothing against following the terms of the
contract. However, the terms of a contract are not decisive in all circumstances, as
this would simply allow parties to allocate responsibility as they see fit. It is not
possible either to become a controller or to escape controller obligations simply by
shaping the contract in a certain way where the factual circumstances say something
else.
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29. If one party in fact decides why and how personal data are processed that party will
be a controller even if a contract says that it is a processor. Similarly, it is not because
a commercial contract uses the term “subcontractor” that an entity shall be
considered a processor from the perspective of data protection law.*?
OOYFEHINEBRMNT =22 B0 B X O IEE R ET D56 SR
TEDOEDPEE THLHEED DIV TN EL T, Ui Y FH TE T LD, [FERIC,
FIRDR T — 2 REIEDOBLE N DIIRE L B2 ENDHDIE, FEERKNCIB N T FREIT
FIEWVOHEEMMEH SN TODNDTIEZRWN, 2

12 See e.g., Article 29 Data Protection Working Party, Opinion 10/2006 on the processing of personal data by the
Society for Worldwide Interbank Financial Telecommunication (SWIFT), 22 November 2006, WP128, p. 11.

Bl Z1E, 2006411 A 22 B |, FESERITRTEIE 2 SWIFTHZ LD ME AR RO TR M3 25295 E¥EMM A D
HERE WP128, p. 1122,
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30. In line with the factual approach, the word “determines” means that the entity that
actually exerts a decisive influence on the purposes and means of the processing is
the controller. Normally, a processor agreement establishes who the determining
party (controller) and the instructed party (processor) are. Even if the processor offers
a service that is preliminary defined in a specific way, the controller has to be
presented with a detailed description of the service and must make the final decision
to actively approve the way the processing is carried out and request changes if
necessary. Furthermore, the processor cannot at a later stage change the essential
elements of the processing without the approval of the controller.
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Example: standardised cloud storage service

A large cloud storage provider offers its customers the ability to store large volumes of
personal data. The service is completely standardised, with customers having little or no
ability to customise the service. The terms of the contract are determined and drawn up
unilaterally by the cloud service provider, provided to the customer on a “take it or leave
it basis”. Company X decides to make use of the cloud provider to store personal data
concerning its customers. Company X will still be considered a controller, given its
decision to make use of this particular cloud service provider in order to process personal
data for its purposes. Insofar as the cloud service provider does not process the personal
data for its own purposes and stores the data solely on behalf of its customers and in

accordance with instructions, the service provider will be considered as a processor.
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2.1.3 “Alone or jointly with others”
(BT, T &AL T

31. Article 4(7) recognizes that the “purposes and means” of the processing might be
determined by more than one actor. It states that the controller is the actor who “alone
or jointly with others” determines the purposes and means of the processing. This
means that several different entities may act as controllers for the same processing,
with each of them then being subject to the applicable data protection provisions.
Correspondingly, an organisation can still be a controller even if it does not make all
the decisions as to purposes and means. The criteria for joint controllership and the
extent to which two or more actors jointly exercise control may take different forms,
as clarified later on.3

AR THIL, B O B R OFE MEBOF T I > TRIESINLD FTREMED B
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EEEWT D, ZAUTHIISLCL MRk, BRR OFEIUCEL TR TOREE FE720
A iZh IKREL TE B THFD, SLRE HOELUE K O DOE 2 [ TE Hx
ITOFPHIL, Bb D@y | RARDIEREZ LD AN DD, 13

2.1.4 “Purposes and means”
BB R OFEE

32. The fourth building block of the controller definition refers to the object of the
controller’s influence, namely the “purposes and means” of the processing. It
represents the substantive part of the controller concept: what a party should

determine in order to qualify as controller.

13 See Part 1, Section 3 (“Definition of joint controllers”).
F1EErvars ((EREHEEOERDES M,
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33.

34.

35.
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Dictionaries define “purpose” as “an anticipated outcome that is intended or that
guides your planned actions” and “means” as “how a result is obtained or an end is
achieved”.

FEE I TR ZTERS IV, ETFt SN ATEIOFE$H &0 TIRS DR
EEFEL., [FBIZ R RDEOND I E XL H DB ERSND T EEFEL TWD,

The GDPR establishes that data must be collected for specified, explicit and
legitimate purposes and not further processed in a way incompatible with those
purposes. Determination of the "purposes” of the processing and the "means" to
achieve them is therefore particularly important.

GDPRIZ, 7 —#IFFFESH, BIHETHY 230, LM HDT=DIINESNLHDE
L. 232, 20 BHIIZHE G LW EBER CIEBINTA B WAL TIRBRNEED TVD, L
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2o

Determining the purposes and the means amounts to deciding respectively the
"why" and the "how" of the processing: 1* given a particular processing operation, the
controller is the actor who has determined why the processing is taking place (i.e.,
“to what end”; or “what for”) and how this objective shall be reached (i.e. which means
shall be employed to attain the objective). A natural or legal person who exerts such
influence over the processing of personal data, thereby participates in the
determination of the purposes and means of that processing in accordance with the
definition in Article 4(7) GDPR.®®

HHE O FEERETHI L, B O [HH | R O L 22N ZE R ETHIE
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4 See also the Opinion of Advocate General Bot in Wirtschaftsakademie, C-210/16, ECLI:EU:C:2017:796,
paragraph 46.

Wirtschaflsakademie FFDBolEI B O E H. 3 (C-210/16, ECLI:EU:C:2017:796), Z46E:¥4H 5 1R,
15 Judgment in Jehovah s witnesses, C-25/17, ECLI:EU:C:2018:551, paragraph 68.

Jehovah’s witnesses FEDH|PEC (C-25/17, ECLI:EU:C:2018:551). ZH68Ek¥4,
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36.

37.

38.
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The controller must decide on both purpose and means of the processing as
described below. As a result, the controller cannot settle with only determining the
purpose. It must also make decisions about the means of the processing. Conversely,
the party acting as processor can never determine the purpose of the processing.
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In practice, if a controller engages a processor to carry out the processing on its
behalf, it often means that the processor shall be able to make certain decisions of its
own on how to carry out the processing. The EDPB recognizes that some margin of
manoeuvre may exist for the processor also to be able to make some decisions in
relation to the processing. In this perspective, there is a need to provide guidance
about which level of influence on the "why" and the "how" should entail the
qualification of an entity as a controller and to what extent a processor may make
decisions of its own.
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When one entity clearly determines purposes and means, entrusting another entity
with processing activities that amount to the execution of its detailed instructions, the
situation is straightforward, and there is no doubt that the second entity should be
regarded as a processor, whereas the first entity is the controller.
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Essential vs. non-essential means

AEH)FEE X FEAEH)FEE

39.

40.

The question is where to draw the line between decisions that are reserved to the
controller and decisions that can be left to the discretion of the processor. Decisions
on the purpose of the processing are clearly always for the controller to make.
PR, B A IR RSN TODIREL, WHE OB DTLN TELRELD
FOBGIETHD, B O BRNZETDIREIE, FIONTHEIZEHRE MTOLD TH D,

As regards the determination of means, a distinction can be made between essential
and non-essential means. “Essential means” are traditionally and inherently reserved
to the controller. While nonessential means can also be determined by the processor,
essential means are to be determined by the controller. “Essential means” are means
that are closely linked to the purpose and the scope of the processing, such as the
type of personal data which are processed (“which data shall be processed?”), the
duration of the processing (“for how long shall they be processed?”), the categories
of recipients (“who shall have access to them?”) and the categories of data subjects
(“whose personal data are being processed?”). Together with the purpose of
processing, the essential means are also closely linked to the question of whether
the processing is lawful, necessary and proportionate. “Non- essential means”
concern more practical aspects of implementation, such as the choice for a particular
type of hard- or software or the detailed security measures which may be left to the
processor to decide on.
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Example: Payroll administration

Employer A hires another company to administer the payment of salaries to its
employees. Employer A gives clear instructions on who to pay, what amounts, by what
date, by which bank, how long the data shall be stored, what data should be disclosed
to the tax authority etc. In this case, the processing of data is carried out for Company
A’s purpose to pay salaries to its employees and the payroll administrator may not use
the data for any purpose of its own. The way in which the payroll administrator should
carry out the processing is in essence clearly and tightly defined. Nevertheless, the
payroll administrator may decide on certain detailed matters around the processing such
as which software to use, how to distribute access within its own organisation etc. This
does not alter its role as processor as long as the administrator does not go against or

beyond the instructions given by Company A.
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Example: Bank payments

As part of the instructions from Employer A, the payroll administration transmits
information to Bank B so that they can carry out the actual payment to the employees of
Employer A. This activity includes processing of personal data by Bank B which it carries
out for the purpose of performing banking activity. Within this activity, the bank decides
independently from Employer A on which data that have to be processed to provide the

service, for how long the data must be stored etc. Employer A cannot have any influence
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on the purpose and means of Bank B’s processing of data. Bank B is therefore to be
seen as a controller for this processing and the transmission of personal data from the
payroll administration is to be regarded as a disclosure of information between two

controllers, from Employer A to Bank B._
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Example: Accountants

Employer A also hires Accounting firm C to carry out audits of their bookkeeping and
therefore transfers data about financial transactions (including personal data) to C.
Accounting firm C processes these data without detailed instructions from A. Accounting
firm C decides itself, in accordance with legal provisions regulating the tasks of the
auditing activities carried out by C, that the data it collects will only be processed for the
purpose of auditing A and it determines what data it needs to have, which categories of
persons that need to be registered, how long the data shall be kept and what technical
means to use. Under these circumstances, Accounting firm C is to be regarded as a
controller of its own when performing its auditing services for A. However, this
assessment may be different depending on the level of instructions from A. In a situation
where the law does not lay down specific obligations for the accounting firm and the
client company provides very detailed instructions on the processing, the accounting
firm would indeed be acting as a processor. A distinction could be made between a
situation where the processing is - in accordance with the laws regulating this profession
- done as part of the accounting firm’s core activity and where the processing is a more

limited, ancillary task that is carried out as part of the client company’s activity.
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Example: Hosting services

Employer A hires hosting service H to store encrypted data on H’s servers. The hosting
service H does not determine whether the data it hosts are personal data nor does it
process data in any other way than storing it on its servers. As storage is one example
of a personal data processing activity, the hosting service H is processing personal data
on employer A’s behalf and is therefore a processor. Employer A must provide the
necessary instructions to H and a data processing agreement according to Article 28
must be concluded, requiring H to implement technical and organisational security
measures. H must assist A in ensuring that the necessary security measures are taken

and notify it in case of any personal data breach.
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41. Even though decisions on non-essential means can be left to the processor, the
controller must still stipulate certain elements in the processor agreement, such as —
in relation to the security requirement, e.g. an instruction to take all measures
required pursuant to Article 32 of the GDPR. The agreement must also state that the
processor shall assist the controller in ensuring compliance with, for example, Article
32. In any event, the controller remains responsible for the implementation of
appropriate technical and organisational measures to ensure and be able to
demonstrate that the processing is performed in accordance with the Regulation
(Article 24). In doing so, the controller must take into account the nature, scope,
context and purposes of the processing as well as the risks for rights and freedoms
of natural persons. For this reason, the controller must be fully informed about the
means that are used so that it can take an informed decision in this regard. In order
for the controller to be able to demonstrate the lawfulness of the processing, it is
advisable to document at the minimum necessary technical and organisational
measures in the contract or other legally binding instrument between the controller
and the processor.
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Example: Call centre

Company X decides to outsource a part of its customer service relations to a call centre.
The call centre receives identifiable data about customer purchases, as well contact
information. The call centre uses its own software and IT infrastructure to manage the

personal data concerning Company X’s customers. Company X signs a processor
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agreement with the provider of the call centre in accordance with Article 28 GDPR, after
determining that the technical and organisational security measures proposed by the
call centre are appropriate for the risks concerned and that the call centre will only
process the personal data for the purposes of Company X and in accordance with its
instructions. Company X does not provide any further instructions to the call centre as
to specific software to be used nor any detailed instructions regarding the specific
security measures to be implemented. In this example, Company X remains a controller,
despite the fact that the call centre has determined certain non-essential means of the

processing.
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2.1.5 “Of the processing of personal data”
MENT =2 DEHRNARD |

42. The purposes and means determined by the controller must relate to the “processing
of personal data”. Article 4(2) GDPR defines the processing of personal data as “any
operation or set of operations which is performed on personal data or on sets of
personal data”. As aresult, the concept of a controller can be linked either to a single
processing operation or to a set of operations. In practice, this may mean that the
control exercised by a particular entity may extend to the entirety of processing at

issue but may also be limited to a particular stage in the processing.'®

16 Judgment in Fashion ID, C-40/17, ECLI:EU:C:2019:629, paragraph 74: “(A)s the Advocate General noted,
[...=] it appears that a natural or legal person may be a controller, within the meaning of Article 2(d) of Directive

95/46, jointly with others only in respect of operations involving the processing of personal data for which it
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43.

BEEPRETDEOROFREL, EAT —ZORRO B EL Tl iuid7e
572\, GDPREASE2EH L, HAT — X OB NE [N 7 —5F L 1F—HE DA
TSN E IS EFER N BEDFEZE ) EEFR L CND, T ORER, EERE OB,
B — D IR 35 UL DO EBEOWT NI 7SN ES, £5 Rid, ZHud, HiEo
FARIC LS TEITENLDE HIIEO B W O RRIZ K SGE D B0 BRI T
DRFE D BFEICIRE SIS B bbb DI LA BT D8 51D, 10

In practice, the processing of personal data involving several actors may be divided

into several smaller processing operations for which each actor could be considered
to determine the purpose and means individually. On the other hand, a sequence or
set of processing operations involving several actors may also take place for the
same purpose(s), in which case it is possible that the processing involves one or
more joint controllers. In other words, it is possible that at “micro-level” the different
processing operations of the chain appear as disconnected, as each of them may
have a different purpose. However, it is necessary to double check whether at
“macro-level” these processing operations should not be considered as a “set of
operations” pursuing a joint purpose using jointly defined means.

FEIE, EEOBARENEE T LA T —Z OB L, A BERE MERNIC H Y
EFBRAIET HEBZDNDNK DI/ BEE I BISNDZENHDH, — 7T,
B ORRBRE DG 35 - HOUBEEENFL B TITOILLZELHY, ZDHE | AL
HITIZIALL LI FEEHE DB 535 et 03D, F VU, [R7ub~u T
X, F == OBRRDMBERIL, TN TN ERRD B R > COD RTREED B 5720
BIBrS TWAEIC R A D AREMED D, Ll [=27al~ L | TlE, 2O DAL
TED, R TERSIN-FEA AW THREO B ZBRT 5 —HOEE) LA SnD
NRETIIRVINE DD BRI D0 E N DD,

determines jointly the purposes and means. By contrast, [...] that natural or legal person cannot be considered to

be a controller, within the meaning of that provision, in the context of operations that precede or are subsequent

in the overall chain of processing for which that person does not determine either the purposes or the means”.

ZrwaADOHR, C-40/17, ECLIEU:C:2019:629, SET4BVE : [ (A) S BIZ AR DLSNZd~TU3, [...—]
E A RNZIENIL, F5 795/ 16 DFF2F(d) D ZEDFEITN T\ FrBP I/ TED H B9 R O &R E TSN
T DRI &E TP EFEIZ B TDH, i LI 7] TEPEE LV 138, SRS, [..JHEA X IZENIZ,
2 E DE DRI T, ZDE D H BRI T35 RE LR IREIH BRI T 73 R 3B T DA D
KHAZFo0 T, BRI EBLRIIR0, |
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44. Anyone who decides to process data must consider whether this includes personal
data and, if so, what the obligations are according to the GDPR. An actor will be
considered a “controller” even if it does not deliberately target personal data as such
or has wrongfully assessed that it does not process personal data.

T2 WO e PE LT FITHEL S, ZAUTE N T —Z BB ENL0E I, EL
T, A ENDHEIIICDPRICHEILL - BB M TH L ZMET LR T LT b7a w0,
172 FRE, BRANENT — 22BN T —2LLTORGEL2WEES, MAT
i €T pY ANt SR G X il Byt Ao heb STANG UK - 5 E ARy gV Ny o)

-

Do

45. 1t is not necessary that the controller actually has access to the data that is being
processed.’’ Someone who outsources a processing activity and in doing so, has a
determinative influence on the purpose and (essential) means of the processing (e.g.
by adjusting parameters of a service in such a way that it influences whose personal
data shall be processed), is to be regarded as controller even though he or she will
never have actual access to the data

EEENBR D OT —HFEEICT 7B ATEDLENIR, VT BURIE B 2SN &5
L. ZOER, ZOHHRNO B #9 R ON(ARER7R) FBICER R B a GEDOEANT —4
DIV REDE LT HEIRIE T —EAD/RTA—FEFE S HL72812D)
B2 2F 1%, BT —AITEBRIIT 7B AT HZLITRL TRV A BN T, HHE
ERIRINDHTELIRD,

Example: Market research 1

Company ABC wishes to understand which types of consumers are most likely to be
interested in its products and contracts a service provider, XYZ, to obtain the relevant
information.

Company ABC instructs XYZ on what type of information it is interested in and
provides a list of questions to be asked to those patrticipating in the market research.
Company ABC receives only statistical information (e.g., identifying consumer trends
per region) from XYZ and does not have access to the personal data itself.
Nevertheless, Company ABC decided that the processing should take place, the

7 Judgment in Wirtschafisakademie, C-201/16, ECLI :EU :C :2018 :388, paragraph 38.
Wirtschaftsakademied |3 (C-201/16, ECLI:EU:C:2018:388) . #538E% %,
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processing is carried out for its purpose and its activity and it has provided XYZ with
detailed instructions on what information to collect. Company ABC is therefore still to
be considered a controller with respect of the processing of personal data that takes
place in order to deliver the information it has requested. XYZ may only process the
data for the purpose given by Company ABC and according to its detailed instructions
and is therefore to be regarded as processor.

Bl HEAEL

ABCHLIZ, & OB DOTEEFE DY A LB IR 2RO AT REME DN b iV D E HID T2 e B
Z BhEE @A A TF9 5700 —E R T A ZXYZERK T 5, ABCHEIE, XYZIZx LB
DOHLEROFEIELFRL, THEAESINE IZHRE M OVANARMT 5,
ABCHLIZ, XYZD DAk g ) (MU L OV B & Bhm OfA72 ) DA EZITEY  EANT
—HERIZIET 7 EALZ20, ZAUSH 05T, ABCHEIE, RV EITORETHLHERTE
L. ZOBRHFEFEED B B R ONEEIO7- DI 3 T8I, FftiE, IWE T D15 HRICEI 55
72 fEREXYZIZR LT T o e, LIcdd> T, ABCHLE, [RIAEDSER L7 O 5[ X JEL D=
DIATONDENT —Z OB MBI T, KRS L TEHE L e S, XYZIE, ABCHE
o452 BT B, KON, ABCHOFEMZR G R OIS TT — 2 Z VRO LN TE,
L7z T, LB L B 7pESn5,

Example: Market research 2

Company ABC wishes to understand which types of consumers are most likely to be
interested in its products. Service provider XYZ is a market research agency which has
collected information about consumer interests through a variety of questionnaires which
pertain to a wide variety of products and services. Service provider XYZ has collected
and analysed this data independently, according to its own methodology without
receiving any instructions from Company ABC. To answer Company ABC’s request,
service provider XYZ will generate statistical information, but does so without receiving
any further instructions about which personal data should be processed or how to
process it in order to generate these statistics. In this example, service provider XYZ
acts as the sole controller, processing personal data for market research purposes,
autonomously determining the means for doing so. Company ABC does not have any
particular role or responsibility under data protection law in relation to these processing
activities, as Company ABC receives anonymised statistics and is not involved in

determining the purposes and means of the processing.
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ABCHEIZ, & OB OWEFH A 1O B A FF S AT REMEA b VD E FID 7o e
ZERTND, P —E 2T ALXYZIT, TR AERKRE THY | SRR —E X
IZBET BRE 2 o7 r— ML T, I EEHE OB OFICETAEREZIEL TS, —t
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IHTL TS, ABCHODEERIZE X D201, =B AT/ A ZXYZIL, Heata Wa 1k
FTHMR, ZNHDOFEHEREAER T D208 D AT — 22 FRF _&H | LD LS ICLHR
T OMITDOWNTDBIMDIERE ST HIER<ATI ZORFITIX, B —E R T/ A ZXYZH
ME—DEELL T, TiGHAD HITREANT —Z2& 0B | ZD7d O FEA B BRI
ELTWD, fEABCIL, EA LS IVIREEH 252 T I O B L FEDOWREIZEAEL
TWRWD | ZIHOMLBEENCBIEL T, 7 —#IREED T TREDEKFIRELAAD
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3. DEFINITION OF JOINT CONTROLLERS

HFEHE D TEFHE

3.1 Definition of joint controllers
He[r) i PR D E

46. The qualification as joint controllers may arise where more than one actor is involved
in the processing.
LFEEHE LU TOBAENEIL, EEOIT 8 BEPBERICE G5 L TWH a8 4E
ERAL RVt

47. While the concept is not new and already existed under Directive 95/46/EC, the
GDPR, in its Article 26, introduces specific rules for joint controllers and sets a
framework to govern their relationship. In addition, the Court of Justice of the
European Union (CJEU) in recent rulings has brought clarifications on this concept

and its implications.*®

18 See in particular, Unabhéngiges Landeszentrum fiir Datenschutz Schleswig—Holstein v Wirtschaftsakademie, (C—
210/16), Tietosuojavaltuutettu v Jehovan todistajat — uskonnollinen yhdyskunta (C-25/17), Fashion ID GmbH &
Co. KG v Verbraucherzentrale NRW eV (C-40/17). To be noted that while these judgments were issued by the

CJEU on the interpretation of the concept of joint controllers under Directive 95/46/CE, they remain valid in the
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ZOMEITH LB O TIEAL, FE95/46/ECH FCTF TIZFEL TV 528, GDPR
I3, H265:ICHB W T, SEREEA ICR 35 BRI L — LA E AL, b0 BREH
BT DD O ZTREL TS, SHIT, BONE G FIEFCHIFT (CIEV) 1%, filr D)
PIZBNWT, ZOMER OZEDEEICOWTIAMICLT, 18

48. As further elaborated in Part I, section 2, the qualification of joint controllers will
mainly have consequences in terms of allocation of obligations for compliance with
data protection rules and in particular with respect to the rights of individuals.

YN/ E Nl mfé%_ﬁb<ﬁﬁénfméio\,JTﬁ@%th®@
FEPEIT, FEL T, 7 — 2RI OB 275 OB Y TIZEIL R M8 A DOHEFIZBIL
TRELZHTHT,

49. In this perspective, the following section aims to provide guidance on the concept of
joint controllers in accordance with the GDPR and the CJEU case law to assist
entities in determining where they may be acting as joint controllers and applying the
concept in practice.

ZOBLENG, ROV aid, LFEEHEZ LU TTEILEE L2 o&%6E H T
DRILD RARD I Te > TERE T 5~ GDPR K "CIEUDH| LI ZHERLL 72
Se[F) g B ORISR T2 A X AR 2282 HLL TG,

3.2 Existence of joint controllership
S [F) i BROAFAE

3.2.1 General considerations
—fREE £

50. The definition of a controller in Article 4 (7) GDPR forms the starting point for
determining joint controllership. The considerations in this section are thus directly
related to and supplement the considerations in the section on the concept of

controller. As a consequence, the assessment of joint controllership should mirror

context of the GDPR, given that the elements determining this concept under the GDPR remain the same as

under the Directive.

W2, UnabhéngigesLandeszentrum fiir Datenschutz Schleswig—HolsteinXfWirtschaftsakademie, (C-210/16) ,
TietosuojavaltuutettuXfJehovan todistajat — uskonnollinen yhdyskunta(C-25/17) , Fashion ID GmbH & Co.KG
SfVerbraucherzentrale NRW eV (C-40/17) 5 MR, ZLHOHIWREIP S, $545795/46/CEIC ISR E HLA
OIEEDIIRIZBEL TCJURUIZ X o THAR FENT225, GDPRO F TOZOEE I ETHEE/FEHO T TO
ZNERRETHDLEVIRIHRIZIB VT, GDPRO R CHI &R E AN THOLZLITH BN,
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the assessment of "single" control developed above.

GDPRFASHETHIZRITHEHE OERIT, LFRIEHEZRIET D720 D I K%
BT %, LTI2ido T, 2087y ailBi 258813, HHEOMSICE T2 8rvar
DBLIZEHEBEEL, a5, fiREL T, HFEE O ML, fid TRIASH
ToTH— 0 E Ol A B § REZL L7225,

51. Article 26 GDPR, which reflects the definition in Article 4 (7) GDPR, provides that
“lwjhere two or more controllers jointly determine the purposes and means of
processing, they shall be joint controllers.” In broad terms, joint controllership exists
with regard to a specific processing activity when different parties determine jointly
the purpose and means of this processing activity. Therefore, assessing the
existence of joint controllers requires examining whether the determination of
purposes and means that characterize a controller are decided by more than one
party. “Jointly” must be interpreted as meaning “together with” or “not alone”, in
different forms and combinations, as explained below.

GDPREFALSETHD % KM+ HGDPRE 26513, [ — &L LOBEFEE I AL
TR D A IR NFERZRIE TS5 6 CIoDHEITIFEHE LRSI LHELTH
Do INVVEBRTIE, JLRF T, B BTG ENCBAL Thk & 70 38 0N /7 T2
B B #9  OVFREZ R TE T DRI IO T [RE BAFET 5, LIz~ T, 3LEE
B OFEZ I 21203, BB 2RI 2 B B R O TFBROREPERD L FE
IZES THRIESIVTWNDINEIMEFRLHZ BRSNS, THEFETHEI, LN T35
FONT, Bfx 2RI RE K OSH A B o IT I8N T TR U TR TR 2B T 5L fif
LNSY VAN D AU E AN SN

52. The assessment of joint controllership should be carried out on a factual, rather than
a formal, analysis of the actual influence on the purposes and means of the
processing. All existing or envisaged arrangements should be checked against the
factual circumstances regarding the relationship between the parties. A merely formal
criterion would not be sufficient for at least two reasons: in some cases, the formal
appointment of a joint controller - laid down for example by law or in a contract - would
be absent; in other cases, it may be that the formal appointment does not reflect the
reality of the arrangements, by formally entrusting the role of controller to an entity
which actually is not in the position to "determine” the purposes and means of the

processing.
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53. Not all processing involving several entities give rise to joint controllership. The
overarching criterion for joint controllership to exist is the joint participation of two
or more entities in the determination of the purposes and means of a processing.
More specifically, joint participation needs to include the determination of purposes
on the one hand and the determination of means on the other hand. If each of these
elements are determined by all entities concerned, they should be considered as joint
controllers of the processing at issue.

BEOEEDPE G259 N TORB RS AL LS00 TRy, LFEE
HAMFET D720 OWFE L, B OO B R TFEROREIZEWTZELU L
DEEPIERBINT DL THD, L AL, LFESINTIT, —T57THBIOREDR,
fth 7 CREDREN G ENDIULENDHD, TNODEROZNZEND, BRI 5T T
DFERIZE > TRES DG E | IEDITREO B WO L [FE I L A7 SN HRETH
2o

3.2.2 Assessment of joint participation
HE BN OFEAM

54. Joint participation in the determination of purposes and means implies that more than
one entity have a decisive influence over whether and how the processing takes
place. In practice, joint participation can take several different forms. For example,
joint participation can take the form of a common decision taken by two or more
entities or result from converging decisions by two or more entities regarding the
purposes and essential means.

H AR OV F B DIRE BT DL FBINE, AR D TARD | BN TN E DD,
KO EDINATONLNITOSIRIERIR A G- 2 HZ L2 ERL TV D, FEBRITIE,
HFEBININ OO RRDTERAE LDHZENTED, HlzIE, LRSI, ZF L ED
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55.

TRICEDIEFRREDIREL LLZENTELL, AR M OARERNFERICBEAL T, =&
PLEDO BRI EARRIRE DO R EL L5 bHD,

Joint participation through a common decision means deciding together and involves
a common intention in accordance with the most common understanding of the term
“jointly” referred to in Article 26 of the GDPR.

The situation of joint participation through converging decisions results more
particularly from the case law of the CJEU on the concept of joint controllers.
Decisions can be considered as converging on purposes and means if they
complement each other and are necessary for the processing to take place in
such manner that they have a tangible impact on the determination of the
purposes and means of the processing. As such, an important criterion to identify
converging decisions in this context is whether the processing would not be possible
without both parties’ participation in the sense that the processing by each party is
inseparable, i.e. inextricably linked. It should be highlighted that the notion of
converging decisions needs to be considered in relation to the purposes and means
of the processing but not other aspects of the commercial relationship between the
parties.'® As such, an important criterion to identify converging decisions in this
context is whether the processing would not be possible without both parties’
participation in the purposes and means in the sense that the processing by
each party is inseparable, i.e. inextricably linked. The situation of joint controllers
acting on the basis of converging decisions should however be distinguished from
the case of a processor, since the latter — while participating in the performance of a
processing — does not process the data for its own purposes but carries out the

processing on behalf of the controller.
R ECI DR B IMEL, R TRETHIELERL, GDPROF265 TED S

NTODTHEFT &V FHFE D e — R IR B U~ Te L D e 14

RIEN HBIEFEITH L TR T 5L B2 B 0D1E, RENEVWICHTELAY, L3

D BHEFEROREICEEHREEL 52 DX TREMTONDS e HITHLET
HOFE ThD, ZDT2 ZONRTIR T DR E &R T D7D OB/ IAET, %

19 Indeed, all commercial arrangements involve converging decisions as part of the process by which an agreement

is reached.

FEEE, TRTCOREE LORT, BEICEDETOTaBAO—HLL T, IR DHREEFED,
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56. The fact that one of the parties does not have access to personal data processed is
not sufficient to exclude joint controllership.?’ For example, in Jehovah’s Witnesses,
the CJEU considered that a religious community must be considered a controller,
jointly with its members who engage in preaching, of the processing of personal data
carried out by the latter in the context of door-to-door preaching.?* The CJEU
considered that it was not necessary that the community had access to the data in
question, or to establish that that community had given its members written
guidelines or instructions in relation to the data processing.?? The community
participated in the determination of purposes and means by organising and
coordinating the activities of its members, which helped to achieve the objective of
the Jehovah's Witnesses community.? In addition, the community had knowledge on
a general level of the fact that such processing was carried out in order to spread its
faith.?*

BFEEDILDO—FNIROINIAENT —FTT 7B RAZF LN SV F I T, H[H
EHEPERRT DI TR, 2 iz 03, [Jehovah’s Witnesses] Tl, CIEUIL,
TRAHIRIL, BUESE T DA N — L[ T ERIRI RIS L DR B D SR TH A 1T X

2 Judgment in Wirtschafisakademie, C-210/16, ECLI:EU:C:2018:388, paragraph 38.
Wirtschaftsakademie ZFD¥ )3 (C-210/16, ECLI:EU:C:2018:388) |, 5538E% %,
2 Judgment in Jehovah s witnesses, C-25/17, ECLI:EU:C:2018:551, paragraph 75.
Jehovah’s witnesses FEDH| P (C-25/17, ECLI:EU:C:2018:551) . H75E% %,

2 Tbid.

Ak,

2 1bid, paragraph 71.

[[ I, ZB71BT,
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It is also important to underline, as clarified by the CJEU, that an entity will be
considered as joint controller with the other(s) only in respect of those operations for
which it determines, jointly with others, the means and the purposes of the same data
processing in particular in case of converging decisions. If one of these entities
decides alone the purposes and means of operations that precede or are subsequent
in the chain of processing, this entity must be considered as the sole controller of this
preceding or subsequent operation.?®

F72. CIEUIZ L THIREICSHILTOA IS, =R, fthod 2R &3[R C A — D Bl
DOFE R O HMERETHHEBITEHL TORI, FRCRESIVTODE AT, TOEE
DM FARE D L[FE L LB IRENDLT LA T HIEBEHE THDH, ZNHD FIRD
— O B W OESHIZ IV THAT T2 (CUIERE T %) BB O B LK O FEA T
RETDHE . ZOEERIT, ZOHATT 50 CUIERFT D) KB ITB T LM —DEBLE L
FIRSHIRT TIRBIR N, 2

The existence of joint responsibility does not necessarily imply equal responsibility
of the various operators involved in the processing of personal data. On the contrary,
the CJEU has clarified that those operators may be involved at different stages of that
processing and to different degrees so that the level of responsibility of each of them
must be assessed with regard to all the relevant circumstances of the particular case.

K FABLOFEL, LT LHEAT —Z OBV NI 53 28k 2 7247 23 O [F % D

% Judgment in Fashion ID, C-40/17, ECLI:EU:2018:1039, paragraph 74 “By contrast, and without prejudice to
any civil liability provided for in national law in this respect, that natural or legal person cannot be considered to
be a controller, within the meaning of that provision, in the context of operations that precede or are subsequent
in the overall chain of processing for which that person does not determine either the purposes or the means”.

Fashion IDFEHEOHIRIL (C-40/17, ECLIEU:2018:1039) | S TABEYE T XHHEHIIC, & Di5ICBIL TIEN I THAE
SN TV BRFEFIFIHEZ G2 EZE4<, 2i% H AN KNI IENNL 2 FHE D Fe DFLPHN T, € DE 3 HHI
KT FLEETIE LR IR PRI T TS (RITEEHET5) ZEED I I T, BHEZ THEE A 0X
NBZHITTERY, |
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3.2.2.1 Jointly determined purpose(s)
/7] THRIE S HHI

Joint controllership exists when entities involved in the same processing carry out
the processing for jointly defined purposes. This will be the case if the entities involved
process the data for the same, or common, purposes.

SE[FRE I, R —OBER I L2 BRI R TER L BB TR L& I24F
195, ZauE, BIR 3 2 HEAE —XTI@ED B TT — 22 RO 5 & 1248 TEE
2o

In addition, when the entities do not have the same purpose for the processing, joint
controllership may also, in light of the CJEU case law, be established when the
entities involved pursue purposes which are closely linked or complementary. Such
may be the case, for example, when there is a mutual benefit arising from the same
processing operation, provided that each of the entities involved participates in the
determination of the purposes and means of the relevant processing operation.
However, the notion of mutual benefit is not decisive and can only be an indication.
In Fashion ID, for example, the CJEU clarified that a website operator participates in
the determination of the purposes (and means) of the processing by embedding a
social plug-in on a website in order to optimize the publicity of its goods by making
them more visible on the social network. The CJEU considered that the processing
operations at issue were performed in the economic interests of both the website
operator and the provider of the social plug-in.2®

SHIT, EERBBHRANT T DR — 0 BEZF > TWRWEGS T Je[FEE BRI,
CIEUHIFIEIZIROEIT, BRI 2 AR E BB 92 UM 7E T2 B AR T 5
EEITHENLLAT D, ZAUE, B2 IR, BRI 58 & D FARD B 2 Il 3% o B 1) &
OFERDOIREIZBINT 256 T, Rl— DB ES N OAECDH EFREN OS5 AT E T
IXELTHA), LU, HAEFIZEEWVOBERITRERI 72 D TIFR, HSETHHLIZL

% Judgment in Fashion ID, C-40/17, ECLI:EU:2018:1039, paragraph 80.
Fashion IDZFD¥)IR- L (C-40/17, ECLI:EU:2018:1039) . 2E80E%¥4,
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61. Likewise, as noted by the CJEU in Wirtschaftsakademie, the processing of personal
data through statistics of visitors to a fan page is intended to enable Facebook to
improve its system of advertising transmitted via its network and to enable the
administrator of the fan page to obtain statistics to manage the promotion of its
activity.?” Each entity in this case pursues its own interest but both parties participate
in the determination of the purposes (and means) of the processing of personal data
as regards the visitors to the fan page.?®

[FA£IZ, CIEUA Wirtschaftsakademie ZE/AZ I W THEHEL TWHIDIZ, 77 ~—
TADFME ORFEN LT AT — 2 OB L, Facebook3E Dy k7 — 7% i
THETDINEVAT LEYETEDLINCT DL, KT 70 - R—=VDEHENZD
ORI E T 5720 ICH AT 2 BUG TEDINCTHIEZ ARIEL TWD, 27 2D
B2 OTARNE C ORI ZIERT D0, WY HEH L, 77 "= ~DFE IS
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62. In this respect, it is important to highlight that the mere existence of a mutual benefit
(for ex. commercial) arising from a processing activity does not give rise to joint
controllership. If the entity involved in the processing does not pursue any purpose(s)
of its own in relation to the processing activity, but is merely being paid for services
rendered, it is acting as a processor rather than as a joint controller.

ZORT, BHIEEIDNSA T D AR (B2 IR ERFIL) BBITFET 28072
JCIE, HREBREZAECSELLO TRV LM T ENEE THDH, Tk icE
3265 BIEENCEE L CTH Ao H Y& BRE3, fREL72h —e R L T
BN EZ T DDHR THLG IR, B ERITERE HE LU TTIH L, LA
B LLTITEIL TV,

2" Judgment in Wirtschafisakademie, C-210/16, ECLI:EU:C:2018:388, paragraph 34.
Wirtschaflsakademie F#D¥iR 3 (C-210/16, ECLI:EU:C:2018:388) | H534BV%,
2 Judgment in Wirtschafisakademie, C-210/16, ECLI:EU:C:2018:388, paragraph 39.
Wirtschaftsakademie /D)3 (C-210/16, ECLI:EU:C:2018:388) ., 5H39E% 7%,
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63.

64.

65.

3.2.2.2 Jointly determined means
] THRIE I E FEE

Joint controllership also requires that two or more entities have exerted influence
over the means of the processing. This does not mean that, for joint controllership to
exist, each entity involved needs in all cases to determine all of the means. Indeed,
as clarified by the CJEU, different entities may be involved at different stages of that
processing and to different degrees. Different joint controllers may therefore define
the means of the processing to a different extent, depending on who is effectively in
a position to do so.

HLEEBRICIT, S6I12, ZF U EO EEPBHRWO HIEITEZ RIFL TWDHIEN
FOREND, 2, EFREBENFET H720120%, BRI 5%« O EERETOHE
ICBWTRTOFRERETINLERHDHIEAFERTDHDOTIEZRV, EFE CIEUIZX
S THREIZSILTOD I, BRA R BN E DR O % 7R BEREIZ T, AR & 7t
EICEEL TWDIGERHD, LIzhi> T ka et mE A 1T, #ENFE L2535
B ZHDINTIEC T k2 BRI HAR O DO FBRERETDHILNTED,

It may also be the case that one of the entities involved provides the means of the
processing and makes it available for personal data processing activities by other
entities. The entity who decides to make use of those means so that personal data
can be processed for a particular purpose also participates in the determination of
the means of the processing.

BRI 2 EERDILO —FH RPN OFEARBEL | o> TRICIHME AT —ZDHL
BIEEIHI A TELIDNTT 2L B bHVFD, AT —2&RED BB TR Z 58912
INODOFEEZHMT2IE2RETLERS BV O FE DR EIZSINT 5,

This scenario can notably arise in case of platforms, standardised tools, or other
infrastructure allowing the parties to process the same personal data and which have
been set up in a certain way by one of the parties to be used by others that can also

decide how to set it up.?® The use of an already existing technical system does not

2 The provider of the system can be a joint controller if the criteria mentioned above are met, i.e. if the provider
participates in the determination of purposes and means. Otherwise, the provider should be considered as a
processor.

VAT ADTANAT =L, FRROEENMI-ESNLGE ., Thbb, Ta X =3 B LK TFROWREICS
MIDEEIT, EREEELLRVED, TRLSNOGETEL, T r (Y — 3R L RSN HRXETHD,
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exclude joint controllership when users of the system can decide on the processing
of personal data to be performed in this context.

ZOTFIAE, YFEERFRCBAT —F LWL FREICT 57 Ty T+ — A,
W LS — v, RIEEOMD AL T T Y EHEO— IR EDHETEREL,
L DORREITNELRE TEDOMO G HFHPEMH TELHINTR> T L EITRITAEL D AT
D B D, 2 BEAF OIS AT LD 2—H =23 ZOXRTFEATSNAEAN T —F DHEL
PN OWTIRETEDS A M AT 2OF| I Lo THRFEE BIPRS00,

66. As an example of this, the CJEU held in Wirtschaftsakademie that the administrator
of a fan page hosted on Facebook, by defining parameters based on its target
audience and the objectives of managing and promoting its activities, must be
regarded as taking part in the determination of the means of the processing of
personal data related to the visitors of its fan page.

ZO—H#|L LT, CIEUIE, Wirtschaftsakademie Z /235 T, Facebook 23R AT ¢
YITLTNLT 7 - R=V DEHEN TOMERNGEE (F—T b F—T 1T 2) Kk
OEDIEEZEE EHET D HIIZ SN ORI A—SEERTHILIZI, TDT 7 -
NV O REICEE S DE N T — 2 OBBFBEOREIZSINL THDEHRRINRIT
T7Zebiane L,

67. Furthermore, the choice made by an entity to use for its own purposes a tool or other
system developed by another entity, allowing the processing of personal data, will
likely amount to a joint decision on the means of that processing by those entities. This
follows from the Fashion ID case where the CJEU concluded, that by embedding on
its website the Facebook Like button made available by Facebook to website
operators, Fashion ID has exerted a decisive influence in respect of the operations
involving the collection and transmission of the personal data of the visitors of its
website to Facebook and had thus jointly determined with Facebook the means of
that processing.*°

IHIT, HDERD, BIDOFERIZE S THRIESNIAEN T —F DBRFNE FIEEICT 5
— VXA DT AT e HHD HIOTZOIZHHAT 2L 0 ERIL, ENHDTRICE
DU IR DFBACE T 5L FREICRD A RMEDS m VY, ZauiE. CIEUR,
Facebook 23 = 7 WA MEE #1235 Facebook D\ ia | ARZ L BT =7 AT

% Judgment in Fashion ID, C-40/17, ECLI:EU:2018:1039, paragraphs 77-79.
Fashion IDZ{F0¥]73C (C-40/17, ECLI:EU:2018:1039) | $577-79E7%.,
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68. It is important to underline that the use of a common data processing system or
infrastructure will not in all cases lead to qualify the parties involved as joint
controllers, in particular where the processing they carry out is separable and could
be performed by one party without intervention from the other or where the provider
is a processor in the absence of any purpose of its own (the existence of a mere
commercial benefit for the parties involved is not sufficient to qualify as a purpose of
processing).

W@ DT —=Z AR AT DXIFIA 7 TORM D, TXTOHEICE N T, BRT5
BEE OLFREHE L COBMBMEIZERLDT T RWNIE (EDDIT N FEITTD
RO BERTRE TV | oD M FHE DI AZRUIZ— T D M FH > TEITHFTRER
BA . T, 7 anAZ N E O HIRRWGEA OWBLE THHG AT\ T, ) 258
THILTHETHD, (BRI YFEITHITHENFIRE D HD LN T, Bl
D HBEL TRl L2 DDIZ+43 TRV, )

Example: Travel agency

A travel agency sends personal data of its customers to the airline and a chain of hotels,
with a view to making reservations for a travel package. The airline and the hotel confirm
the availability of the seats and rooms requested. The travel agency issues the travel
documents and vouchers for its customers. Each of the actors processes the data for
carrying out their own activities and using their own means. In this case, the travel
agency, the airline and the hotel are three different data controllers processing the data
for their own and separate purposes and there is no joint controllership.

The travel agency, the hotel chain and the airline then decide to participate jointly in
setting up an internet-based common platform for the common purpose of providing
package travel deals. They agree on the essential means to be used, such as which
data will be stored, how reservations will be allocated and confirmed, and who can have
access to the information stored. Furthermore, they decide to share the data of their
customers in order to carry out joint marketing actions. In this case, the travel agency,

the airline and the hotel chain, jointly determine why and how personal data of their
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respective customers are processed and will therefore be joint controllers with regard to
the processing operations relating to the common internet-based booking platform and
the joint marketing actions. However, each of them would still retain sole control with

regard to other processing activities outside the internet- based common platform.

Bl FRATARERLE
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RIET D, ZO%E | FRATRELL | M2t R ORT VT =— %, ZNENOBEOE A
T =N NHELH & O 5 {EE LR CRET 5720, DAL F— Ry h—2D
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Example: Research project by institutes

Several research institutes decide to participate in a specific joint research project and
to use to that end the existing platform of one of the institutes involved in the project.
Each institute feeds personal data it already holds into the platform for the purpose of
the joint research and uses the data provided by others through the platform for carrying
out the research. In this case, all institutes qualify as joint controllers for the personal
data processing that is done by storing and disclosing information from this platform
since they have decided together the purpose of the processing and the means to be
used (the existing platform). Each of the institutes however is a separate controller for
any other processing that may be carried out outside the platform for their respective
purposes.
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Example: Marketing operation

Companies A and B have launched a co-branded product C and wish to organise an
event to promote this product. To that end, they decide to share data from their
respective clients and prospects database and decide on the list of invitees to the event
on this basis. They also agree on the modalities for sending the invitations to the event,
how to collect feedback during the event and follow-up marketing actions. Companies A
and B can be considered as joint controllers for the processing of personal data related
to the organisation of the promotional event as they decide together on the jointly defined

purpose and essential means of the data processing in this context.
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Example: Clinical Trials®

31 The EDPB plans to provide further guidance in relation to clinical trials in the context of its forthcoming
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A health care provider (the investigator) and a university (the sponsor) decide to launch
together a clinical trial with the same purpose. They collaborate together to the drafting
of the study protocol (i.e. purpose, methodology/design of the study, data to be collected,
subject exclusion/inclusion criteria, database reuse (where relevant) etc.). They may be
considered as joint controllers, for this clinical trial as they jointly determine and agree
on the same purpose and the essential means of the processing. The collection of
personal data from the medical record of the patient for the purpose of research is to be
distinguished from the storage and use of the same data for the purpose of patient care,

for which the health care provider remains the controller.
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Example: Headhunters

Company X helps Company Y in recruiting new staff- with its famous value-added
service "global matchz". Company X looks for suitable candidates both among the CVs
received directly by Company Y and those it already has in its own database. Such
database is created and managed by Company X on its own. This ensures that
Company X enhances the matching between job offers and job seekers, thus increasing
its revenues. Even though they have not formally taken a decision together, Companies

X and Y jointly participate to the processing with the purpose of finding suitable

Guidelines on processing of personal data for medical and scientific research purposes.
EDPBI, ERBI OEEMFTE B DT DE N T — 2 DB T2 ART AT - CL i B FICERRS
BRICBHE LI EDRBITAX L AT 2 T ETH S,
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candidates based on converging decisions: the decision to create and manage the
service “global matchz” for Company X and the decision of Company Y to enrich the
database with the CVs it directly receives. Such decisions complement each other, are
inseparable and necessary for the processing of finding suitable candidates to take place.
Therefore, in this particular case they should be considered as joint controllers of such
processing. However, Company X is the sole controller of the processing necessary to
manage its database and Company Y is the sole controller of the subsequent hiring
processing for its own purpose (organisation of interviews, conclusion of the contract

and management of HR data).
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Example: Analysis of health data

Company ABC, the developer of a blood pressure monitoring app and Company XYZ,
a provider of apps for medical professionals, both wish to examine how blood pressure
changes can help predict certain diseases. The companies decide to set up a joint
project and reach out to Hospital DEF to become involved as well.

The personal data that will be processed in this project consists of personal data which
Company ABC, Hospital DEF and Company XYZ are separately processing as
individual controllers. The decision to process this data to assess blood pressure
changes is taken jointly by the three actors. Company ABC, Hospital DEF and Company
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XYZ have jointly determined the purposes of processing. Company XYZ takes the
initiative to propose the essential means of processing. Both Company ABC and the
Hospital DEF accept these essential means after they as well were involved in
developing some of the features of the app so that the results can be sufficiently used
by them. The three organizations thus agree on having a common purpose for the
processing which is the assessment of how blood pressure changes can help predict
certain diseases. Once the research is completed, Company ABC, Hospital DEF and
Company XYZ may benefit from the assessment by using its results in their own
activities. For all these reasons, they qualify as joint controllers for this specific joint
processing.

If Company XYZ had been simply asked by the others to perform this assessment
without having any purpose of their own and merely been processing data on behalf of
the others, Company XYZ would qualify as a processor even if it was entrusted with the

determination of the non-essential means.
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3.2.3 Situations where there is no joint controllership
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69.

70.
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The fact that several actors are involved in the same processing does not mean that
they are necessarily acting as joint controllers of such processing. Not all kind of
partnerships, cooperation or collaboration imply qualification of joint controllers as
such qualification requires a case-by-case analysis of each processing at stake and
the precise role of each entity with respect to each processing. The cases below
provide non-exhaustive examples of situations where there is no joint controllership.
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For example, the exchange of the same data or set of data between two entities
without jointly determined purposes or jointly determined means of processing should
be considered as a transmission of data between separate controllers.

2R LR CRIES N B B9 ST LR THRE SN Bl FE 22U ZFH O E{R[H
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Example: Transmission of employee data to tax authorities

A company collects and processes personal data of its employees with the purpose of

managing salaries, health insurances, etc. A law imposes an obligation on the company

to send all data concerning salaries to the tax authorities, with a view to reinforce fiscal

control.

In this case, even though both the company and the tax authorities process the same

data concerning salaries, the lack of jointly determined purposes and means with regard

to this data processing will result in qualifying the two entities as two separate data

controllers.
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71. Joint controllership may also be excluded in a situation where several entities use a
shared database or a common infrastructure, if each entity independently determines
its own purposes.
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Example: Marketing operations in a group of companies using a shared database
A group of companies uses the same database for the management of clients and
prospects. Such database is hosted on the servers of the mother company who is
therefore a processor of the companies with respect to the storage of the data. Each
entity of the group enters the data of its own clients and prospects and processes such
data for its own purposes only. Also, each entity decides independently on the access,
the retention periods, the correction or deletion of their clients and prospects’ data. They
cannot access or use each other’'s data. The mere fact that these companies use a
shared group database does not as such entail joint controllership. Under these

circumstances, each company is thus a separate controller.
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Example: Independent controllers when using a shared infrastructure

Company XYZ hosts a database and makes it available to other companies to process
and host personal data about their employees. Company XYZ is a processor in relation
to the processing and storage of other companies’ employees as these operations are
performed on behalf and according to the instructions of these other companies. In
addition, the other companies process the data without any involvement from Company

XYZ and for purposes which are not in any way shared by Company XYZ.
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72. Also, there can be situations where various actors successively process the same
personal data in a chain of operations, each of these actors having an independent
purpose and independent means in their part of the chain. In the absence of joint
participation in the determination of the purposes and means of the same processing
operation or set of operations, joint controllership has to be excluded and the various
actors must be regarded as successive independent controllers.
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Example: Statistical analysis for a task of public interest

A public authority (Authority A) has the legal task of making relevant analysis and
statistics on how the country’s employment rate develops. To do that, many other public
entities are legally bound to disclose specific data to Authority A. Authority A decides to
use a specific system to process the data, including collection. This also means that the
other units are obligated to use the system for their disclosure of data. In this case,
without prejudice to any attribution of roles by law, Authority A will be the only controller
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of the processing for the purpose of analysis and statistics of the employment rate
processed in the system, because Authority A determines the purpose for the processing,
and has decided how the processing will be organised. Of course, the other public
entities, as controllers for their own processing activities, are responsible for ensuring
the accuracy of the data they previously processed, which they then disclose to Authority
A.
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4. DEFINITION OF PROCESSOR
WVFEE D E 35

73. A processor is defined in Article 4 (8) as a natural or legal person, public authority,
agency or another body, which processes personal data on behalf of the controller.
Similar to the definition of controller, the definition of processor envisages a broad
range of actors - it can be “a natural or legal person, public authority, agency or other
body”. This means that there is in principle no limitation as to which type of actor
might assume the role of a processor. It might be an organisation, but it might also be
an individual.

R, HARFESHIZ B W T, HHE IR D> TEA T — 2205 B AR XIT
BN IR, R XX Z OO L ERSILTWD, EEE DOERLFRIC, WL
HE DEFIL, MRIAVMT 2 EREZIEL TS, 2, [ AAAXILEN, 20968,
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74.

75.

76.

DEENZ G EZ T DNV THIRA72NZEE B IR T 5, AU S LIvZRnL
i A3b LazZevy,

The GDPR lays down obligations directly applicable specifically to processors as
further specified in Part 1l section 1 of these guidelines. A processor can be held liable
or fined in case of failure to comply with such obligations or in case it acts outside or
contrary to the lawful instructions of the controller.

GDPRIZ, KHARTA L DEFE2HD I a ITEIHITREISILTNDEIIT, FriZiL
HFICEEE A SNDRB L ED TND, JLBE 1T, ZDO IO 2T LT
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Processing of personal data can involve multiple processors. For example, a
controller may itself choose to directly engage multiple processors, by involving
different processors at separate stages of the processing (multiple processors). A
controller might also decide to engage one processor, who in turn - with the
authorisation of the controller - engages one or more other processors (“sub
processor(s)”). The processing activity entrusted to the processor may be limited to a
very specific task or context or may be more general and extended.
ENT =2 OB ANTIE, BEONIRE RO AGE 0385, Bl B T
DRl % DEPE TR DIBEE (BB ONHEE) 25 S 85T LITdD, H%E%E%z’n
BEONIRFEZEERA G- SE LA BINT 52N TED, AL, o, HDOLH
FrAGIELTEEVIEL ., £ OMIRE D, FERE OFF 215 T, H— D/ XX
B DM OIIRE (FILIRE |) % BG5S 258 030D, JBRE IR FES - Bk
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Two basic conditions for qualifying as processor are:
SUFRZE L UGS 70 DT80 D DD FERII72 51T, LT DEETH D,
a) being a separate entity in relation to the controller and
EHE L ORI W CHIF DA THD,
b) processing personal data on the controller’s behalf.
HEZ 2> TENT —2Z WO,
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77. A separate entity means that the controller decides to delegate all or part of the
processing activities to an external organisation. Within a group of companies, one
company can be a processor to another company acting as controller, as both
companies are separate entities. On the other hand, a department within a company
cannot be a processor to another department within the same entity.

FIED AT BB DS BARIE B O 4 C UL — AN OFFR CRAT T 2L 2Rk
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78. If the controller decides to process data itself, using its own resources within its
organisation, for example through its own staff, this is not a processor situation.
Employees and other persons that are acting under the direct authority of the
controller, such as temporarily employed staff, are not to be seen as processors since
they will process personal data as a part of the controller’s entity. In accordance with
Article 29, they are also bound by the controller’s instructions.

BEE D, BOOMANOE COVY —2ZFHL T, Flz X, BfOAZy721BET
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79. Processing personal data on the controller’s behalf firstly requires that the separate
entity processes personal data for the benefit of the controller. In Article 4(2),
processing is defined as a concept including a wide array of operations ranging from
collection, storage and consultation to use, dissemination or otherwise making
available and destruction. The concept of “processing” is further described above
under 2.1.5.
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80. Secondly, the processing must be done on behalf of a controller but otherwise than
under its direct authority or control. Acting “on behalf of” means serving someone
else’s interest and recalls the legal concept of “delegation”. In the case of data
protection law, a processor is called to implement the instructions given by the
controller at least with regard to the purpose of the processing and the essential
elements of the means. The lawfulness of the processing according to Article 6, and
if relevant Article 9, of the Regulation will be derived from the controller’s activity and
the processor must not process the data otherwise than according to the controller's
instructions. Even so, as described above, the controller’s instructions may still leave
a certain degree of discretion about how to best serve the controller’'s interests,
allowing the processor to choose the most suitable technical and organisational
means.*
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81. Acting “on behalf of” also means that the processor may not carry out processing for
its own purpose(s). As provided in Article 28(10), a processor infringes the GDPR by
going beyond the controller’s instructions and starting to determine its own purposes
and means of processing. The processor will be considered a controller in respect of
that processing and may be subject to sanctions for going beyond the controller’s
instructions.

NZfboTUITENT 213, WEEE S B 20 B TR E FATTERNWIEL B
%, HF28FBIOHIIHE SN TODIDIT WBLH I, FHE OfRZBA T, MA O
B0 B O FBEORE LG T 5856 . GDPRERE T 5, LB L, MiZHik

MZBEAUE B LS, BB O R AR 228 IOHIERO R L0155,

32 See section 2.1.4 describing the distinction between essential and non—essential means.
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Example: Service provider referred to as data processor but acting as controller
Service provider MarketinZ provides promotional advertisement and direct marketing
services to various companies. Company GoodProductZ concludes a contract with
MarketinZ, according to which the latter company provides commercial advertising for
GoodProductZ customers and is referred to as data processor. However, MarketinZ
decides to use GoodProducts customer database also for other purposes than
advertising for GoodProducts, such as developing their own business activity. The
decision to add an additional purpose to the one for which the personal data were
transferred converts MarketinZ into a data controller for this set of processing operations

and their processing for this purpose would constitute an infringement of the GDPR.
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82. The EDPB recalls that not every service provider that processes personal data in
the course of delivering a service is a “processor” within the meaning of the GDPR.
The role of a processor does not stem from the nature of an entity that is processing
data but from its concrete activities in a specific context. In other words, the same
entity may act at the same time as a controller for certain processing operations and
as a processor for others, and the qualification as controller or processor has to be
assessed with regard to specific sets of data or operations. The nature of the service
will determine whether the processing activity amounts to processing of personal
data on behalf of the controller within the meaning of the GDPR. In practice, where
the provided service is not specifically targeted at processing personal data or where
such processing does not constitute a key element of the service, the service provider
may be in a position to independently determine the purposes and means of that
processing which is required in order to provide the service. In that situation, the
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service provider is to be seen as a separate controller and not as a processor. % A
case-by-case analysis remains necessary, however, in order to ascertain the degree
of influence each entity effectively has in determining the purposes and means of the
processing.

EDPBIZ., —E AD#EMEIMEH AN T — 22 B D TR TOH—E R T m/ A7,
GDPRDZE ZDHIHRNIZ I 5 LEE | THHEITRORNWZE2 R T 5, LB D
BeENT, T —2E B> TOD EROHEE IR T 2D Tlared, FrE D SRICB TS
HAERRIEBITER T 5, S5WVHAIUE, Fl—OREN, FFEDRPEHIZONT
[TEFEELL T, TOMDEBIZOWTILEE LL CRFHIATE 52L&, B
FEITUBE L TOERIL, FrEDT — & By NEIITZEBICEAL THliE 2T
Teblan, y—EZROMEIZLY | £ O RRIEEI 2SGDPRO EFR DI W TE
HE IR DS TN T — 22 B> TODZ LR DI ED ISR ED, T2 I, kS
NP —EZRMENT —Z OB R EL TORWNEE | T 2O X7 Ik
WY —E RO BHELRBR LML RN G G P —E AT A 23, —E a4t
T HTDIZEREND L REHR O B ) S O TF Bz ML L TIRE T DRILUZH DD
Lia, ZOEI7ZRBUTIBNTUE, T —E R T m A Z T TIRE TlrEze<, BEOE
HAELRONDZELER D, B LPLIRND, 2 D LML Bl 0 B )R OFB 2R E
T OICHIZVFEEMNC G R DB ) O E 2R T 27202%, 7 —AA T —AD 55
PrAMEIR LB TH D,

Example: Taxi service

A taxi service offers an online platform which allows companies to book a taxi to
transport employees or guests to and from the airport. When booking a taxi, Company
ABC specifies the name of the employee that should be picked up from the airport so
the driver can confirm the employee’s identity at the moment of pick-up. In this case, the
taxi service processes personal data of the employee as part of its service to Company
ABC, but the processing as such is not the target of the service. The taxi service has
designed the online booking platform as part of developing its own business activity to

provide transportation services, without any instructions from Company ABC. The taxi

3 See also Recital 81 of the GDPR, which refers to “entrusting a processor processing activities”, indicating that
the processing activity as such is an important part of the decision of the controller to ask a processor to process
personal data on its behalf.
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service also independently determines the categories of data it collects and how long it
retains. The taxi service therefore acts as a controller in its own right, notwithstanding
the fact that the processing takes place following a request for service from Company
ABC.
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83. The EDPB notes that a service provider may still be acting as a processor even if
the processing of personal data is not the main or primary object of the service,
provided that the customer of the service still determines the purposes and means of
the processing in practice. When considering whether or not to entrust the processing
of personal data to a particular service provider, controllers should carefully assess
whether the service provider in question allows them to exercise a sufficient degree
of control, taking into account the nature, scope, context and purposes of processing
as well as the potential risks for data subjects.
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| Example: Call center
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Company X outsources its client support to Company Y who provides a call center in
order to help Company X’s clients with their questions. The client support service means
that Company Y has to have access to Company X client data bases. Company Y can
only access data in order to provide the support that Company X has procured and they
cannot process data for any other purposes than the ones stated by Company X.
Company Y is to be seen as a personal data processor and a processor agreement must

be concluded between Company X and Y.
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Example: General IT support

Company Z hires an IT service provider to perform general support on its IT systems
which include a vast amount of personal data. The access to personal data is not the
main object of the support service but it is inevitable that the IT service provider
systematically has access to personal data when performing the service. Company Z
therefore concludes that the IT service provider - being a separate company and
inevitably being required to process personal data even though this is not the main
objective of the service — is to be regarded as a processor. A processor agreement is

therefore concluded with the IT service provider.
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Example: IT-consultant fixing a software bug

Company ABC hires an IT-specialist from another company to fix a bug in a software
that is being used by the company. The IT-consultant is not hired to process personal
data, and Company ABC determines that any access to personal data will be purely
incidental and therefore very limited in practice. ABC therefore concludes that the IT-
specialist is not a processor (nor a controller in its own right) and that Company ABC will
take appropriate measures according to Article 32 of the GDPR in order to prevent the

IT-consultant from processing personal data in an unauthorised manner.
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84. As stated above, nothing prevents the processor from offering a preliminarily defined
service but the controller must make the final decision to actively approve the way the
processing is carried out, at least insofar as concems the essential means of the processing. As
stated above, a processor has amargin of manoeuvre as regards non-essential means, see above
under sub-section 2.1.4.
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Example: Cloud service provider

A municipality has decided to use a cloud service provider for handling information in its
school and education services. The cloud service provides messaging services,
videoconferences, storage of documents, calendar management, word processing etc.
and will entail processing of personal data about school children and teachers. The cloud
service provider has offered a standardized service that is offered worldwide. The

municipality however must make sure that the agreement in place complies with Article
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28(3) of the GDPR, that the personal data of which it is controller are processed for the
municipality’s purposes only. It must also make sure that their specific instructions on
storage periods, deletion of data etc. are respected by the cloud service provider

regardless of what is generally offered in the standardized service.
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5. DEFINITION OF THIRD PARTY/RECIPIENT

A WA DESR

85. The Regulation not only defines the concepts of controller and processor but also
the concepts of recipient and third party. As opposed to the concepts of controller and
processor, the Regulation does not lay down specific obligations or responsibilities
for recipients and third parties. These can be said to be relative concepts in the sense
that they describe a relation to a controller or processor from a specific perspective,
e.g. acontroller or processor discloses data to a recipient. A recipient of personal data
and a third party may well simultaneously be regarded as a controller or processor
from other perspectives. For example, entities that are to be seen as recipients or
third parties from one perspective, are controllers for the processing for which they
determine the purpose and means.
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Third party
B=F
86. Article 4(10) defines a “third party” as a natural or legal person, public authority,
agency or body other than
FAREI0RIL, [ F =A%, TR BANFLITIEAN, AR, #)m Xi3%
DDA EE L TVD,
¢ the data subject,
T —2ERK
¢ the controller,
(gtiEa
o the processor and
RLERFE
e persons who, under the direct authority of the controller or processor, are
authorised to process personal data.
B SUTHE OEHEOMER T T HAT —F OBRBWEKRINTVDHE,

87. The definition generally corresponds to the previous definition of “third party” in
Directive 95/46/EC.
ZOEFRIL, FETI5/46/ECICIR T DI F =21 DIERDEFREM I B L T D,

88. Whereas the terms “personal data”, “data subject”, “controller” and “processor” are
defined in the Regulation, the concept of “persons who, under the direct authority of
the controller or processor, are authorised to process personal data” is not. It is,
however, generally understood as referring to persons that belong to the legal entity
of the controller or processor (an employee or a role highly comparable to that of
employees, e.g. interim staff provided via a temporary employment agency) but only
insofar as they are authorized to process personal data. An employee etc. who
obtains access to data that he or she is not authorised to access and for other

purposes than that of the employer does not fall within this category. Instead, this
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89.

employee should be considered as a third party vis-a-vis the processing undertaken
by the employer. Insofar as the employee processes personal data for his or her own
purposes, distinct from those of his or her employer, he or she will then be considered
a controller and take on all the resulting consequences and liabilities in terms of
personal data processing.3*
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A third party thus refers to someone who, in the specific situation at hand, is not a
data subject, a controller, a processor or an employee. For example, the controller
may hire a processor and instruct it to transfer personal data to a third party. This
third party will then be considered a controller in its own right for the processing that
it carries out for its own purposes. It should be noted that, within a group of companies,
a company other than the controller or the processor is a third party, even though it
belongs to the same group as the company who acts as controller or processor.
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3 The employer (as original controller) could nevertheless retain some responsibility in case the new processing

occurred because of a lack of adequate security measures.
UL, 87 % &F BB N2V LD BER WS E LT A (S0FEE Tha) BAF T, Mo
DEEEBIGERHD,
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Example: Cleaning services

Company A concludes a contract with a cleaning service company to clean its offices.
The cleaners are not supposed to access or otherwise process personal data. Even
though they may occasionally come across such data when moving around in the office,
they can carry out their task without accessing data and they are contractually prohibited
to access or otherwise process personal data that Company A keeps as controller. The
cleaners are not employed by Company A nor are they seen as being under the direct
authority of that company. There is no intention to engage the cleaning service company
or its employees to process personal data on Company A’s behalf. The cleaning service
company and its employees are therefore to be seen as a third party and the controller
must make sure that there are adequate security measures to prevent that they have
access to data and lay down a confidentiality duty in case they should accidentally come

across personal data.

#il: ) —=0 P —E R

ALIZ B AL O FEB T2 TE R T 70 G — B AR LRI ARG RE T2, R AT, BA
T =T IR AUTZ DO BN EATHZ L TBESN TR W, TEfR AL, EBITNE
X [BIDERCZ DX T —H 5 R RT3 H 50, 7 — X T VAT HI L/ ER
EFTCE AP EBELL TRA TAMEAT —Z~DT 7 EAR | EOMOBHRNETTH
ZEIEEK BRSNS, B ANZALICERSN TEL T, ALOEBOHERD TIiZ
HHELHIRIITWNRN, AL TE AT — 22 BRSO oD Il — B At X
IO BEREATHIERIIGFEELRV, LER-> T iERTP—E AR R OZOREE
(35 = FH DS, EHEE L AEONT — I AT I B ATERNLH MY %e 2 B E
O TNDIEAMERL . HOMERITME N T —Z B LG8 OSFR R B E D7
DR AN ECASYA AN

Example: Company groups — parent company and subsidiaries

Companies X and Y form part of the Group Z. Companies X and Y both process data
about their respective employees for employee administration purposes. At one point,
the parent company ZZ decides to request employee data from all subsidiaries in order
to produce group wide statistics. When transferring data from companies X and Y to ZZ,
the latter is to be regarded as a third party regardless of the fact that all companies are
part of the same group. Company ZZ will be regarded as controller for its processing of
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the data for statistical purposes.

Bl TN —TNOBSAE R OF24t

Xt R OYHIZT V=T ZO— 8 ThH D, XL VYT 0h (EEROFH BN TEN
ZROMERICHET 27 =22 BHl, HoW, Bt THLZZit0, 70— 7 2R OFTE
EAERL T D720 RTOFRHLUNEER T —FHERTHILERE T D, XK DY NG
ZZHECT —FE BT DRIV T, R TORERF—D 7 L —FIZBL TWDITH
DDOHT | ZZATE ZH L B SND, ZZAE, FEHCE T2 B IO T — 2 OB
WTIIEBE L ARSND,

Recipient
WEE
90. Article 4(9) defines a “recipient” as a natural or legal person, public authority, agency
or another body, to which the personal data are disclosed, whether a third party or
not. Public authorities are however not to be seen as recipients when they receive
personal data in the framework of a particular inquiry in accordance with Union or
Member State law (e.g. tax and customs authorities, financial investigation units
etc.)%®
BAREIHIT, TIRFGZ 12, B ThLNEIEMD T AT —2DBREIT
DHEARNELITIEN AR, 57 XX DML EFEL TWD, 72721 A1)
BRI, BUE U3 E O [HNTEIZHE > TREBI D FHAE DR AN TN 7 —# & H
/256 BUSHE L1377 (B Bl 4 5 K OB 4 R SmtiEmiEr72L) .,

35

91. The definition generally corresponds to the previous definition of “recipient” in
Directive 95/46/EC.
ZDEFRIT, FETI5/A6/ECHD I G2 ) DIERTDEF LM —EL T,

92. The definition covers anyone who receives personal data, whether they are a third
party or not. For example, when a controller sends personal data to another entity,

either a processor or a third party, this entity is a recipient. A third party recipient shall

% See also Recital 31 of the GDPR
GDPRORFTIL31Z
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be considered a controller for any processing that it carries out for its own purpose(s)
after it receives the data.

ZOERIT BB THLINEIDIDDOLT  BAT —F2Z T T X TOEL
KR 5, BlAIX, BEEDBIO TR QLIRS UTE =) I AT —22Bi5d 548
B ZOERITEGE ThD, FF THLHRHE L, H%T —F 2T ol %I
H®O BB TEITT LN OWTIEBLE L AR IS,

Example: Disclosure of data between companies

The travel agency ExploreMore arranges travels on request from its individual
customers. Within this service, they send the customers’ personal data to airlines, hotels
and organisations of excursions in order for them to carry out their respective services.
ExploreMore, the hotels, airlines and excursion providers are each to be seen as
controllers for the processing that they carry out within their respective services. There
is no controller- processor relation. However, the airlines, hotels and excursion providers

are to be seen as recipients when receiving the personal data from ExploreMore.

Bl REB DT —F ORISR

ATEL S ExploreMoreld, f NBE D LOAKIHIZIGC Ti-{ T2 Fil 3 5, ZOH—E AT
(X, RSB X, SRtk T AR O T vad L 7 —BREE RENE oY —E =
EEATTH B0, BEOENT — 24411226435, ExploreMore, 7 /4, #it
ZERFE R OA T at v -7 —BREE N EIL, & H O —E AN TEITT 2RO
EHAELBRESND, EHAE M ORHEE ORERITFELR, Ll iz, m7 v K
U7 vat L7 —BfEE 1%, ExploreMore» S N T — 2 %5 1T B AR ILIZ BV L B
BELHIRIND,

PART Il - CONSEQUENCES OF ATTRIBUTING DIFFERENT
ROLES

F2HN Bk & 72BN OF 2 T DR

1. RELATIONSHIP BETWEEN CONTROLLER AND PROCESSOR
B LA D BILR
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93. Adistinct new feature in the GDPR are the provisions that impose obligations directly
upon processors. For example, a processor must ensure that persons authorised to
process the personal data have committed themselves to confidentiality (Article
28(3)); a processor must maintain a record of all categories of processing activities
(Article 30(2)) and must implement appropriate technical and organisational
measures (Article 32). A processor must also desighate a data protection officer
under certain conditions (Article 37) and has a duty to notify the controller without
undue delay after becoming aware of a personal data breach (Article 33(2)).
Furthermore, the rules on transfers of data to third countries (Chapter V) apply to
processors as well as controllers. In this regard, the EDPB considers that Article
28(3) GDPR, while mandating a specific content for the necessary contract between
controller and processor, imposes direct obligations upon processors, including the
duty to assist the controller in ensuring compliance.3®

GDPROIAME THILU MRS, LR (T B i BUE ThD, BT, s
E AT =2 OB ANE KGRI E D EH DICTF R B 2R T 22 MR LR T L
2B\ (BE285R 53 H) , AL 13, ARG B D2 CORSED AR E L2 T 37
59 (H305H21H) | 7> T2 BATHIHT E M OSERRAOHT 1 2 S22 L7 iuid7e b
WEEB25Y) B L, o FEDRM T T — 2R A 74— e L il
257 (BE375R) . o AT —Z DIRFITKAIN TR A Y7 i e E B 1w
TLEBEDDD (FHIFRE2H) , SHIZ, F_EH~DT —FBIRICE T2/ — /L (5F)
(T, FEE T T b S D, Z0RIZBEL T, EDPBIE, GDPR%5285%
FEBIHIT, BB LALHE O] TR BB O BAKI e N B 2 2 BT Tno— 75 T,
WBRFZIL, 2V T TAT V AE MR T DI DI E B ~ OB BB L | WLEH T
EHORGEIL TNDEBEZ D, %

1.1 Choice of the processor
RLFRE DI

94. The controller has the duty to use “only processors providing sufficient

guarantees to implement appropriate technical and organisational measures”, so

% For instance, the processor should assist the controller, where necessary and upon request, in ensuring
compliance with obligations relating to data protection impact assessments (Recital 95 GDPR). This needs to be
reflected in the contract between the controller and the processor pursuant to Article 28(3)(f) GDPR.

B 2L, AR, MBS COUTERITIG U T, 7 — Z PR AN B 3 AR DOMSF AR 3570
2, EHEZ SR DU H D (GDPRATC955%), i, GDPREE28FLEE3HMITHE, B HH LA H D fH
DN SEDUED DD,
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that processing meets the requirements of the GDPR - including for the security of
processing - and ensures the protection of data subject rights.®” The controller is
therefore responsible for assessing the sufficiency of the guarantees provided by the
processor and should be able to prove that it has taken all of the elements provided
in the GDPR into serious consideration.

EEAE, DO DGDPRO ZEA: (Bl 0% & BB 2b D& & Te) 2L,
T —Z EAROMER O LMl D720 | NE B2 BN A B K& OFEARAOHE B oD F2 44
(D RRAER R T DNBEE DA | ZERTIRE 1 DD, ¥ LIehi> T, BEHEIL,
P\ Lo TR SN D IRFED M2 R il 2 H 23V . GDPRTHUES -4
TOEFREERNEE LI ZLALGEECERTIUZ DR,

95. The guarantees “provided” by the processor are those that the processor is able to
demonstrate to the satisfaction of the controller, as those are the only ones that
can effectively be taken into account by the controller when assessing compliance
with its obligations. Often this will require an exchange of relevant documentation
(e.g. privacy policy, terms of service, record of processing activities, records
management policy, information security policy, reports of external data protection
audits, recognised international certifications, like ISO 27000 series).

PRE N Lo TR SN D JRGEIL, WBRE N EBE LR RS5O ICHARTES
REETHY | B D FE OESF a2l DB RN B B TELME— DL DT D,
L DA TIUTIT B SCE (B 7T A 30— RY S — — AR B BkiE 8
DFLEk, FLERE AR — | [HFRELREHRI L — ST OT —FREEEOREFE,
ISO 270003V — A DT EETKGRE NI EBRFERERE) DAHAINS LB L2 D,

96. The controller's assessment of whether the guarantees are sufficient is a form of risk
assessment, which will greatly depend on the type of processing entrusted to the
processor and needs to be made on a case-by-case basis, taking into account the
nature, scope, context and purposes of processing as well as the risks for the rights
and freedoms of natural persons. As a consequence, the EDPB cannot provide an
exhaustive list of the documents or actions that the processor needs to show or
demonstrate in any given scenario, as this largely depends on the specific

circumstances of the processing.

37 Article 28(1) and Recital 81 GDPR.
GDPRE 2844518 K& VR 381,
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97.

98.

99.

PRAED 153 THDMEI DN DN TOFERE L HFHEIZV A S T MO — T RETH D,
TAUFBL I Z RGeS B O OFEFHIC R EIKAEL . B OMEE | #PH ., SOk &
O HBIDIED, BIRANOHEFR LK OB IR T 2VAI BB O b r—A A lr—ATT
IMEERD D, TDT=D | BN O BARK 7R P K E LUK TF T 5728, EDPBIX, MLEE
FNEDIH72 T VA THIRREIIIFEIET DU EOHL L E LI TAHDTERIRY AL
RSB LI TER,

The following elements®® should be taken into account by the controller in order to
assess the sufficiency of the guarantees: the processor’s expert knowledge (e.qg.
technical expertise with regard to security measures and data breaches); the
processor’s reliability; the processor’s resources. The reputation of the processor
on the market may also be a relevant factor for controllers to consider.

PRAED 3 Pz R AT 927280 BB TR D EFRR 2B BIZANLNETHD, APt
H ORI (B : 2228 HEE N O 7 — 212 F B 2B e B PR anask) | sl
DM, WHE DY Y —R, TFIZRITDEE OFEHG | & BRE 35 8 2B 2
A THVIFD,

Furthermore, the adherence to an approved code of conduct or certification
mechanism can be used as an element by which sufficient guarantees can be
demonstrated.® The processors are therefore advised to inform the controller as to
this circumstance, as well as to any change in such adherence.

SHIZ, ARSI IVIATEN B U IFEREA T = X LADBESFI, 0 RAEAREN] CEHE
FELTHIHTES, 3 LIedio T, LB L, ZORPUZDWNT, K OZEDIH 70855 D
EHEPHSTGEITENE EEE @I 528D,

The obligation to use only processors “providing sufficient guarantees” contained in
Article 28(1) GDPR is a continuous obligation. It does not end at the moment where
the controller and processor conclude a contract or other legal act. Rather the
controller should, at appropriate intervals, verify the processor's guarantees,

including through audits and inspections where appropriate.*°

% Recital 81 GDPR.
GDPRA 381,

3 Article 28(5) and Recital 81 GDPR.
GDPRH5285: 55151 K UMHIT (81

10 See also Article 28(3)h GDPR.
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GDPRE285:FH LHIZE D D [+ 3 7o R AR T2 | JLBR O B fd 3D 25 1%
ﬁm%&ﬁﬁf&é%m&:ﬁ@%&@@ﬁ%ﬁ%mxm%@mwﬁﬁﬁ%%ﬁﬁ
LIRS TR T 200 TR, TeLA, BEH L, @M@ <. LEISUEA &
zMﬁEmiéz&%a&x%ﬁ%ﬁ@@ﬂ%ﬁﬁﬁi&%f%éo“

1.2 Form of the contract or other legal act
LK) T F D OIERAT A DI HE

100. Any processing of personal data by a processor must be governed by a contract or
other legal act under EU or Member State law between the controller and the
processor, as required by Article 28(3) GDPR.

WERFZ LD N T — 2 OB L, GDPRF285KFIHTE RSN T DI I, &
L LAV ORI 31T HEUTE TN E DO E A IS <RK AT Z OO 1E#RAT
ATV BIHESNRTIRRB0,

101. Such legal act must be in writing, including in electronic form.* Therefore, non-
written agreements (regardless of how thorough or effective they are) cannot be
considered sufficient to meet the requirements laid down by Article 28 GDPR. To
avoid any difficulties in demonstrating that the contract or other legal act is actually in
force, the EDPB recommends ensuring that the necessary signatures are included in
the legal act, in line with applicable law (e.g. contract law).

ZOIORERIT AT, BFHREZ SO, FEEICEILRIT T RBR0, 4 Lizi- T,
FHEIZELRWEEIL, (ENLRONTHIELIZL D TH-Th, HDOWITLRARH D
TH->TH)GDPREE28K TED LN IZEM A I IS+ ThDHE AT LT TS
[N %@%@R&i%@ﬂM)%E%ﬁ%?ﬁ;%K‘%Kﬁ’?ﬁf‘%é:&%ﬂ%‘fé W28 7> TOR %
[k 2728 EDPBIE, i SHDIERITIn T (Bl 2HE) . MEZREBX PSERAT A
L:aihé:k%ﬁ@%ﬁ“éioﬁ%?éo

GDPRF285F3H(H S M,
41 Article 28(9) GDPR.

GDPR#5285: 45918,
SRR 1
—UAER O ZYIEIZOWT BIINZE B2 OE BRI R D IDIZHBIL TS,
BN 25 B £ (https://ec.europa.eu/info/law/law—making—process/types—eu-law_en)
FANTEVIEDO HIFE R THY, EUTIE—IRIEEIHTIND,

FHDIFHIE BB DD TEDIVIEARRIL ZRIEEFET L, BH], fia. E, Bl S BRAREDRE END,
— B O ZREN QN ZRIEIZE 58I (Regulation) | F847 (Dlrectlve) PE (Decision) | )4
(Recommendation) . & 5. (Opinion) IZ DWW TOFELWELBAZ E S X EAE O FERURLICTERTrZENTE D,

[E] 37 [E] £ X #EAE (https://rnavi.ndl.go. jp/politics/entry/eu-law.php)
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102. Furthermore, the contract or the other legal act under Union or Member State law
must be binding on the processor with regard to the controller, i.e. it must establish
obligations on the processor that are binding as a matter of EU or Member State law.
Also it must set out the obligations of the controller. In most cases, there will be a
contract, but the Regulation also refers to “other legal act”, such as a national law
(primary or secondary) or other legal instrument. If the legal act does not include all
the minimum required content, it must be supplemented with a contract or another
legal act that includes the missing elements

SHIT, EUIE N E O ENIEIIE SRR Z O OIERAT 213, BEE L
TREBEZHIRTDLOTRINUTARLN, T72b5, Lhud, EUVESUIINEEOEN
EOREEL T, MRS DHDIHEH (3T DR B BUEL 2T T b, o, £
M, FHEE ORBLEDRTIUIRDRN AZEALE DGE | BRI BEETH LI
5 ThAIH, GDPRIZ, EANE (—RIE XTI ZIRIE) * AT OMOIER SCERE DI
DDOIERAT A ) ITH E ” L TND, IERIT A ITRARIR L E R B TONEN G LT
RO EITE, AR TWDEFR A B T SUTRI DIERAT 2 THi & SR T 767
[

103. Since the Regulation establishes a clear obligation to enter into a written contract,
where no other relevant legal act is in force, the absence thereof is an infringement
of the GDPR.*? Both the controller and processor are responsible for ensuring that

there is a contract or other legal act to govern the processing.*® Subject to the

42 The presence (or absence) of a written arrangement, however, is not decisive for the existence of a controller—
processor relationship. Where there is reason to believe that the contract does not correspond with reality in
terms of actual control, on the basis of a factual analysis of the circumstances surrounding the relationship
between the parties and the processing of personal data being carried out, the agreement may be set aside.
Conversely, a controller—processor relationship might still be held to exist in absence of a written processing
agreement. This would, however, imply a violation of Article 28(3) GDPR. Moreover, in certain circumstances, the
absence of a clear definition of the relationship between the controller and the processor may raise the problem of
the lack of legal basis on which every processing should be based, e.g. in respect of the communication of data
between the controller and the alleged processor.

LU 3n, EEIC L DB D OTFE CUIARTFE) 13, B HE LIUBE OBROTFELREMT 56D TiE/2
W, BRIBEBROFHIZBL CHEL—B LWL ELIHBARH LG G, EOTIF T EINGD, I, &
M LD BRI NG E BT, BFEE CHE OBIRD 2B AET 0SNG 6L HL b LR
W, 72720 ZHUTGDPREFE28SFIHDEN & EK T 2, SHIT, —EDIRPUTIN T, FELH LB DB
WZOEAMIREZMIRNTZD | BRI, EIRE LQIRE LSNHE DB OT —2 DLV EVIZEL T, &2 TOERRW
DIEREL T2 D R EERPRILN TNV FIREDS T A T D T REME R D,

3 Article 28(3) is not only applicable to controllers. In the situation where only the processor is subject to the
territorial scope of the GDPR, the obligation shall only be directly applicable to the processor, see also EDPB
Guidelines 3/2018 on the territorial scope of the GDPR, p. 12.
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provisions of Article 83 of the GDPR, the competent supervisory authority will be able
to direct an administrative fine against both the controller and the processor, taking
into account the circumstances of each individual case. Contracts that have been
entered into before the date of application of the GDPR should have been updated
in light of Article 28(3). The absence of such update, in order to bring a previously
existing contract in line with the requirements of the GDPR, constitutes an
infringement of Article 28(3).

A written contract pursuant to Article 28(3) GDPR may be embedded in a broader
contract, such as a service level agreement. In order to facilitate the demonstration
of compliance with the GDPR, the EDPB recommends that the elements of the
contract that seek to give effect to Article 28 GDPR be clearly identified as such in
one place (for example in an annex).

GDPRIZ, FHHIZEDRH AT 0 WM H 2 E D TWDH72 | O RET 51k
AT 2 BA R TRWIEE L, TR0 EIXGDPRDEK LD, 42 B B K UL
HEOAFITIE, BN E AT 225 UTE DM OIERAT 2 DI LA R T 5 BT
D&%, © GDPROFHBIFDOHLEITHEILL T, FEEETERERIIZL., % D7 —ADIR A
FEO L B N QMBS O57 il #2423 TE %, GDPROE A A EIC
RS ST AL, 28 5B 3HICIRL L CHRHTESN TVDRETHD, BEF O %
GDPROZENFIZEDEDTD | EDIIIRFH DRI TWRNZ S, 285K H3HD
B LD,

GDPR# 2858 #3THITHEMLL 7= N LD FKNT, F—E R L YL T 7Y = A bD K
978, KVIEFIRRANHAIAEND LN B %D, GDPREEFL TWDOIEDFEH A S
(29572012, EDPBIE, GDPRH285: 2 AZNC LI LT DR D E Rz €D LH7b
DELTIA DT T (B A IXMEE T) ISR 2 L2972,

104. In order to comply with the duty to enter into a contract, the controller and the
processor may choose to negotiate their own contract including all the
compulsory elements or to rely, in whole or in part, on standard contractual

clauses in relation to obligations under Article 28.44

HE285L HE3 LRI E HE D AT A SN D 0T Tl AU 0O 773 GDPRO HiER 453 FH i PH Okt S L 7e 4Rk
BUTINTIE, IR (2D A [ 45250 F &A%, GDPRO> MBI PR (5535%) ICBI3-HEDPBAH AR A
3/2018 — N—Tar 2.1 p 12 &R,

4 Article 28(6) GDPR. The EDPB recalls that standard contractual clauses for the purposes of compliance with
Article 28 GDPR are not the same as standard contractual clauses referred to in Article 46(2). While the former
further stipulate and clarify how the provisions of Article 28(3) and (4) will be fulfilled, the latter provide
appropriate safeguards in case of transfer of personal data to a third country or an international organisation in
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B ARG T AR BET T 5720 FEERCREF L. S TOMRMHMESZLS
Tol B DEHEZZH T, Xk, F28E N EDHEFICHE T AEAESHLIEIC,
SRR TS HNTRIL T AL EB/INTES,

105. A set of standard contractual clauses (SCCs) may be, alternatively, adopted by the
Commission % or adopted by a supervisory authority, in accordance with the
consistency mechanism.*® These clauses could be part of a certification granted to
the controller or processor pursuant to Articles 42 or 43.4

HOWF, —HEOEMETLIRIA (SCC) 23, —BMEAD =X LW~ T BINEB =
o TEHHAESNDGES, XL, BB > THRASNWD GG 1395, *© ZNHD5RHE
V. BA25 AT ABSRITHEILL T, B TR 1T -2 DIV RERED—E THO 15
%o

106. The EDPB would like to clarify that there is no obligation for controllers and
processors to enter into a contract based on SCCs, nor is it to be necessarily
preferred over negotiating an individual contract. Both options are viable for the
purposes of compliance with data protection law, depending on the specific
circumstances, as long as they meet the Article 28(3) requirements.

EDPBI, & EEH J OMLERHE ISSCCITEE W TEHIZFERS 9723551372 fHl 2 DF2
MEZWT DI LT LHELRINDREEDOTHRNWZEZWIHEIZ LIz, BT DA
Tardt,| P8R HEIHDOBEMAN L CWDIRYD | FFEDRBUIIGL . 7 —F R LS
SFO AR B, FATARETH D,

the absence of an adequacy decision pursuant to Article 45(3).

GDPR%5285: 55618, EDPBIX, GDPREE285:% 85T 3 A7- O OIEUESARI SR IEIL, HF465:F2HICE M ENHIEHE
ZHIGFIH LR — TN ZEA AR T2, BiE 1, H28REIHKR OEAHDHENRE DICF R ENDDEED
(CHELBIfEL T 2Dk L, RE 1R, FASRFEIRUHEILL 7=+ EDFAEL RV BB W T AT —4
25 = E X E BB i3 55 6 O U R 8 A 2132,
¥ Article 28(7) GDPR.

GDPREE28 5 T1E,

16 Article 28(8) GDPR. The Register for Decisions taken by supervisory authorities and courts on issues handled
in the consistency mechanism, including standard contractual clauses for the purposes of compliance with Art. 28
GDPR, can be accessed here: https://edpb.europa.eu/our-work—tools/consistency—findings/register—for—
decisions

GDPR&285: 5581, —HMEAN =X AT W THW 7= R B L CTRUVERE RS % OBl 28 F LI- Ik E
(GDPRH5285 D1 14 H L LTARERKI R A Z & ) DRREIL, ZI0DT 7 A TED,
https://edpb.europa.eu/our-work—tools/consistency—findings/register—for— decisions
7 Article 28(6) GDPR.

GDPR#5284: %561,
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107. If the parties wish to take advantage of standard contractual clauses, the data
protection clauses of their agreement must be the same as those of the SCCs. The
SCCs will often leave some blank spaces to be filled in or options to be selected by
the parties. Also, the SCCs will generally be embedded in a larger agreement
describing the object of the contract, its financial conditions, and other agreed
clauses: it will be possible for the parties to add additional clauses (e.g. applicable law
and jurisdiction) as long as they do not contradict, directly or indirectly, the SCCs*
and they do not undermine the protection afforded by the GDPR and EU or Member
State data protection laws.

BFEEDFERNREOFE 2R E . TORKIOT —FREREITSCCO K
HEF— Tt iudie b7y, SCCIx, LIELIE, Y FE DA T REZEMBING
EF T var w2k LD, £, SCCIE, lH, RKID BB, Z DM BRI K OO,
@é%%%m&ﬁéﬁ&Wk%&%ﬂi_ﬁ& AENTND, HEH(T, SCC® |ZiH
PEfy SIS 77, 222, GDPRKE Y, EUIEE LTI E O 7 — 2 Rk
(o TSN DIRFELR LR DR RY BN S (38 E K OVE ) 280095
ZEMTED,

108. Contracts between controllers and processors may sometimes be drafted
unilaterally by one of the parties. Which party or parties that draft the contract may
depend on several factors, including: the parties’ position in the market and
contractual power, their technical expertise, as well as access to legal services. For
instance, some service providers tend to set up standard terms and conditions, which

include data processing agreements.

8 The EDPB recalls that the same degree of flexibility is allowed when the parties choose to use SCCs as
appropriate safeguard for transfers to third countries pursuant to Article 46(2)(c) or Article 46(2)(d) GDPR.
Recital 109 GDPR clarifies that “ 7he possibility for the controller or processor to use standard data—protection
clauses adopted by the Commission or by a supervisory authority should prevent controllers or processors neither
from Including the standard data—protection clauses in a wider contract, such as a contract between the processor
and another processor, nor from adding other clauses or additional safeguards provided that they do not
contradict, directly or indirectly, the standard contractual clauses [...] or prejudice the fundamental rights or
freedoms of the data subjects. Controllers and processors should be encouraged to provide additional safeguards
via contractual commitments that supplement standard protection clauses” .

EDPBIZ. é%%‘ﬁ?GDPR@%%%’%Ziﬁ(C)X FTHA6SF2H(DITHELL T, 5 =ZE~OBIIARDE B 7
HEHE LU CSCCEFIATHIEABHR L5 A . RIFRE O FIRENRDLNH AR T 25, GDPROATL109
i\ RO IDITHIHEIZL TUD, Fﬂ’///éﬁé%/iﬁkgﬁ%/g%:;o TERIRE N AF T — SRR IE & E P X%
IR D T EZ LD TEBEIZET, [ EFERFIRIBET EH T, 3D, 7 —F LARDIRBILHEF ] OF
H 1 Z 151188 D TROIRY, EPIE R IFHPLE D3, JPEE LR DOIPEE LD DZFIDL 574, SV IAFH DR
FIDHUFE AT — SRR IAG 50D D L IGIT D DTS, Fo, DRI EF BT D515
IFBED TRV, EFEE R OWFEE 1T, 1ZHERFEF IR 75T B39 LOFRIEZINL T, BN IR E s

RIS B EPLE IS NETHS],
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B LLEH O ORIIL, LIELIE, — 504 581 ko> T B Bsh s
EARBD, BRIEAD BT BHERNTILO Y HE CUIERD S ) ThdHT, Y
FOHIHBU B OREY LD F7, BRI RII, W —EA~DT 72
B E T OO ERNZEASINAEE NG, BT, — OV —E R F a2,
7 — SRR % & R R R A B T BRI 2 B,

109.An agreement between the controller and processor must comply with the
requirements of Article 28 GDPR in order to ensure that the processor processes
personal data in compliance with the GDPR. Any such agreement should take into
account the specific responsibilities of controllers and processors. Although Article
28 provides a list of points which must be addressed in any contract governing the
relationship between controllers and processors it leaves room for negotiations
between the parties to such contracts. In some situations a controller or a processor
may be in a weaker negotiation power to customize the data protection agreement.
Reliance on the standard contractual clauses adopted pursuant to Article 28
(subparagraphs 7 and 8) may contribute to rebalancing the negotiating positions and
to ensure that the contracts respect the GDPR.

R LILPRE O OIAL, ERHE A GDPRICHEILL TE AT — X & B4 52k
ZRAET 72012, GDPRHFE28LDENFICHENL T DL EN DD, ZDII7REAINL, BB
FHLHE DR E DT ELZE R T HMEN DD, H285%kI1T, EHAE LUHE OBREH
ET HHHLDDLEKINT B TR LRITIURZREIRNRA L MDY ARAR L TWD3, &
DI DY FHEZ W OB DR IETLL T D, PRI K- TUE, FERH F7o 0P
BT — 2R % I AS~ AR T DD DR TIN50 D3 b, 285k (57
HIB L OHE8IE) 12> THIRS AR HERI R BRI SR IR F 322813, RO %
S 2N T — BRI EEL CWOADZEERAET DDITENL O Ll
vy

110. The fact that the contract and its detailed terms of business are prepared by the
service provider rather than by the controller is not in itself problematic and is not in
itself a sufficient basis to conclude that the service provider should be considered as
a controller. Also, the imbalance in the contractual power of a small data controller
with respect to big service providers should not be considered as a justification for
the controller to accept clauses and terms of contracts which are not in compliance

with data protection law, nor can it discharge the controller from its data protection
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obligations. The controller must evaluate the terms and in so far as it freely accepts
them and makes use of the service, it has also accepted full responsibility for
compliance with the GDPR. Any proposed modification, by a processor, of data
processing agreements included in standard terms and conditions should be directly
notified to and approved by the controller, bearing in mind the degree of leeway that
the processor enjoys with respect to non-essential elements of the means (see
paragraphs 40-41 above). The mere publication of these modifications on the
processor’'s website is not compliant with Article 28.

T R O DFERIZR LS | Stk 03 B Clde h—E R T r A Z Iz Lo TIER S
TWDHEWD R B KITRE TI3RL, o, 2R A RIT, b —E R 2 A L A7
FTARETHDE T DI AR AL TIE e, Fo, KEBR —E R T m (41
K2/ T — 2 W EE OZK) L0 ) ORI EL, T — FIREIEITHEILL T
WS R OB E M2 EBE N T ANDLZEZ IES LT 5HDL RSN D& TIER
. BEELT —REORGDPOMTELLDTHARW, BHEE IS EFHE L7207
TR, X, &z A BRIz T AN TH—E 225 A4 2RY, GDPROESFILES
BEELZT ANTZEIT0D, HE PIEERRICE FNDT —Z BRI DL HE %
RETLHE L, WHEDPIERERRFETRWERIZOWT, FOREOH HEL
FEZLTWDEEEL, A ICEEEML  KREHFLINERDD (LFL. 5$40-41
BEEAE SR, WBFH Oy 2 7 AN TINOLOE BN T 5721 T, 62854 1EFL
TWHZEIZITRBIR,

1.3 Content of the contract or other legal act
FHI SUTE DMLDTERAT 2 DA

111. Before focusing on each of the detailed requirements set out by the GDPR as to
the content of the contract or other legal act, some general remarks are necessary.
T X EE OMDVERAT 2 DN B L CGDPRCED b T sk il 2 0 B2
EREYTHRNS, WO O— IR FT AR L ETH D,

112. While the elements laid down by Article 28 of the Regulation constitute its core
content, the contract should be a way for the controller and the processor to further
clarify how such core elements are going to be implemented with detailed instructions.
Therefore, the processing agreement should not merely restate the provisions
of the GDPR: rather, it should include more specific, concrete information as to how

the requirements will be met and which level of security is required for the personal
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data processing that is the object of the processing agreement. Far from being a pro-
forma exercise, the negotiation and stipulation of the contract are a chance to specify
details regarding the processing.*® Indeed, the “protection of the rights and freedoms
of data subjects as well as the responsibility and liability of controllers and processors
[...] requires a clear allocation of the responsibilities” under the GDPR.*°

GDPR®D 285 TED LAV EFITT IR NE MR T 578, Mg, &8
F OB DS E DX P72 BR N E D IO TSN A AT e R ITE -
TELICHATRIZT D FETHDHRETHD, Liznd> T, BIBERMITIL, GDPROKESE
BIZHIR 57217 T, ©LA, BHENE OIS DDy, KON, Y B2 0
HIETHD AT —Z DOBB N E RSN D Z EMED L~ 50 BT BAK
HI7ZR G A B D HNEThHD, RO M OHLEIL, BRI FE TIEeL| i
BN T DEEM AR E T O TH D, 9 KRR, [ 7 —F TIROMEF] KO A B O
I QN B K OMLERE DO FAT K O [ Ji%. GDPRIZHEILL 7= AT O B fe 22810 24
DA N

113. At the same time, the contract should take into account “the specific tasks and
responsibilities of the processor in the context of the processing to be carried
out and the risk to the rights and freedoms of the data subject”.5! Generally
speaking, the contract between the parties should be drafted in light of the specific
data processing activity. For instance, there is no need to impose particularly
stringent protections and procedures on a processor entrusted with a processing
activity from which only minor risks arise: while each processor must comply with the
requirements set out by the Regulation, the measures and procedures should be
tailored to the specific situation. In any event, all elements of Article 28(3) must be
covered by the contract. At the same time, the contract should include some
elements that may help the processor in understanding the risks to the rights and
freedoms of data subjects arising from the processing: because the activity is

performed on behalf of the controller, often the controller has a deeper understanding

¥ See also EDPB Opinion 14/2019 on the draft Standard Contractual Clauses submitted by the DK SA (Article
28(8) GDPR), p. 5.

T v — I OB Ko TR SN AR A S O BRI B3 2EDPBE /L #14/2019 (GDPREE 28555
8IH) p.bL & R,
% Recital 79 GDPR.

GDPRA 379,
5 Recital 81 GDPR.

GDPRA 381,
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of the risks that the processing entails since the controller is aware of the
circumstances in which the processing is embedded.

[RIRFIC, KT, [P SRR \DIBRE 12151 SILBEE DFFE S IBeEs R O
BN T — 5 FEEDHEFIR OV H B ICH 7 8VR 2| BRI AND RETHD,  —
RN R M FE R ORRKT, BRI T — 2 BIEENC RO L TIE SN D &
ThD, BIAINE, BEIRY AT DT 735643 2 Bl B & 5 ES AV LB (R L ks 7
il K O Fhe it T 5B T2l 2 OMLFEE [IGDPR TE W DAV B4 F L7
TG00 03 HFE K O FHe L BRI RIS E DEDNETHD, WTHITE L,
F28RHEIHDOETOHER TR TH A —SNRITIERBZ2, [FRFIZ AT,
BRIBAETLD T — 2 FROMER K OV BT T2V AZ 2 AL BE S B fRT 2D &
THTHAINOMNDEF LT HLHXEThHD, TOIEENTEHE TR TEITSN
HDT, ZLO%AE ., EEHEN, TORFNDHAIAFIL TODIRAETRIRL TEY, £
DEARNILEIY ALY % JOTRS BRARL TN D,

114. Moving on to the required content of the contract or other legal act, EDPB interprets
Article 28(3) in a way that it needs to set out:
) T2 DO DOIERAT AT RDENTWDHNEITHEH L, EDPBIL. #2854 311
13 CRRIUTZ OMLOIERAT 2 ClL) IRDZEZEDDMENRDHDHEL TODERIRL T
2o

» the subject-matter of the processing (for instance, video surveillance recordings
of people entering and leaving a high-security facility). While the subject matter
of the processing is a broad concept, it needs to be formulated with enough
specifications so that it is clear what the main object of the processing is;

RO ERE (B2, mEF )7 s AD T2 A2 O T A LS . B
PO EREITE IS TH S, B OO L7 BT ThED M550,
TR TRIET DL EDN DD,

« the duration®? of the processing: the exact period of time, or the criteria used to
determine it, should be specified; for instance, reference could be made to the
duration of the processing agreement;

AR ORI - BRI, %, WM AR E T 5720 I S D 5D R E

52 The duration of the processing is not necessarily equivalent to the duration of the agreement (there may be
legal obligations to keep the data longer or shorter).

PR ORI, 49 LHZOMRIEFRIL Tldan (F =22 I B EFR I B T 2IEMEE R H D
AN HD),
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SNDHRETHD, HlAIX, BRI OHIMICE L THIENTELTHAD,

» the nature of the processing: the type of operations performed as part of the
processing (for instance: “filming”, “recording”, “archiving of images”, ...) and
purpose of the processing (for instance: detecting unlawful entry). This
description should be as comprehensive as possible, depending on the specific
processing activity, so as to allow external parties (e.g. supervisory authorities)
to understand the content and the risks of the processing entrusted to the
processor.

B OMEE B O—EREL TIATSNDZEG ORI (TR ), TRLsk) ., THi
DR | 728) R OB O BB CRERADKEHZRE) , 207k %, SMT oY F
(5] : BE /B R BE) AL PR I S LR E SN R W OB e NI AV Z PR T E D LD | BAR
H72EEEN G U T, ATREZR IRV QR TH D& TH D,

* the type of personal data: this should be specified in the most detailed manner as
possible (for instance: video images of individuals as they enter and leave the
facility). It would not be adequate merely to specify that it is “personal data
pursuant to Article 4(1) GDPR” or “special categories of personal data pursuant
to Article 9”. In case of special categories of data, the contract or legal act should
at least specify which types of data are concerned, for example, “information
regarding health records”, or “information as to whether the data subject is a
member of a trade union”;

BT —Z OFEEH : ZhuUT, WTRERIRVEEZRBER TRESNDNETH D (B, fiti
BRI AT AEAOE T A W), [GDPREFASE LIEICHERLL 7B A 7 —4 | XX
[EEOSRITHEILL 7 Rl 72 R DB N T — 2 | LR E T 272 TIEA+5 Th D, Kl
I DT =B D6 | K SUTIERAT 2 TR, BT, THERRRLERIZ B3 5 1F
XIFINT —=Z FARBTER G DAL N—=THLNEIINZFETHIEWI 0L D7t
BT 57 — 2 ORAZ R E T & ThHD,

 the categories of data subjects: this, too, should be indicated in a quite specific
way (for instance: “visitors”, “employees”, delivery services etc.);

T—FEEROEFRL: b Fio, IEFICEARRRTE (] TREE ) TE2EAR ), TR
EY—ERE ) TRINDIETHD,

+ the obligations and rights of the controller: the rights of the controller are
further dealt with in the following sections (e.g. with respect to the right of the
controller to perform inspections and audits). As regards the obligations of the

controller, examples include the controller’s obligation to provide the processor
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with the data mentioned in the contract, to provide and document any instruction
bearing on the processing of data by the processor, to ensure, before and
throughout the processing, compliance with the obligations set out in the GDPR
on the processor's part, to supervise the processing, including by conducting
audits and inspections with the processor.

BEEOBREE K OHER] FHE ORI, i Drar TELICHLGHI T2
(1] Fp A e OV A D i |2 B3 28 B DFERINCBIL ), EHE ORI, 11
2, NS TOD T —F 2 LB H (TR T 2 3805 . U 28T — 4 0
BT RAGR T 2 H R A 1R M e OSCEA L 22855 . Bl ORI & OB VA R % i
UC. GDPRIZE S HAVIZ IR H D F B OMSTFA R T 235 . BWEEE 5
(LB 63 DR A KR O D i 25 1) 550395,

115. While the GDPR lists elements that always need to be included in the agreement,
other relevant information may need to be included, depending on the context and the
risks of the processing as well as any additional applicable requirement.

GDPRTIFEMNTHITE O DM EDHLHBEHRZLNEL TOLH, BN DY A7 T
SCAROIEA>, BN O F BRI Lo Tk, oo BiLE# A & 0 2 LN DG 13 D,

1.3.1 The processor must only process data on documented instructions
from the controller (Art. 28(3)(a) GDPR)

HBEZLNT, BRI D6D XL ENEXATEHTRDBIZTE DN TT —F & RO 7%
IFFUL70 570 ) (GDPR 28 £ 43 74 @) ).

116. The need to specify this obligation stems from the fact that the processor processes
data on behalf of the controller. Controllers must provide its processors with
instructions related to each processing activity. Such instructions can include
permissible and unacceptable handling of personal data, more detailed procedures,
ways of securing data, etc. The processor shall not go beyond what is instructed by
the controller. It is however possible for the processor to suggest elements that, if
accepted by the controller, become part of the instructions given.

COFRBERETDHEMRIL, REENEHE RO TT =22 B EVHIFRIC
LR 2, BB, 8 % O BiEEN B 3 e R U (TR Ik L 22T i e brs
W, ZOXHRHERICIE, RSN T —Z OB K TR SNRMEN T —Z D
IO, KVEEMZR T, 7 — 2 2R T D HEREEEDLIENTED, WHEIL,
BEEDPOIRSNTCNEZ B A TIRBRN, L, MEFE N ERLREL | FHE
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NENEZT ANIIT FERSNTEABR DO —HET DL ATHETH D,

117. When a processor processes data outside or beyond the controller’s instructions,
and this amounts to a decision determining the purposes and means of processing,
the processor will be in breach of its obligations and will even be considered a
controller in respect of that processing in accordance with Article 28(10) (see section
1.5 below®3).

R 38 BRAE DI RN T E N AR TF — F 2 B\ 2 s B o B i K&
OFERARETHREITH Y TH5 46, MHEIIZORBITEKX L, SHIZHE285510
HIZPE- T, TORBNNIBEL TE A L ARSNHZEITR D (FRE, /v ar 1625
1R,

118. The instructions issued by the controller must be documented. For these purposes,
it is recommended to include a procedure and a template for giving further
instructions in an annex to the contract or other legal act. Alternatively, the
instructions can be provided in any written form (e.g. e-mail), as well as in any other
documented form as long as it is possible to keep records of such instructions. In any
event, to avoid any difficulties in demonstrating that the controller’s instructions have
been duly documented, the EDPB recommends keeping such instructions together
with the contract or other legal act.

ZOIVRHERIICEALS IR T AU D720, Zbm B IYOT= | F25 (UTZ DA
DIEFAT %) ORIRKIZ, SHIFERE G2 D120 DFH M T o T — M B L0
WEND, HDWE, ZOIORFETROFLEATL T ZENFRETHIUL, EFA—ILRED
I TH, ZOMOLEAENIEATHIREETDIENTED, WU TR, BHE
DFFRPE N LELSN TODZEEREW 35 ZEDNEEIT/2B720 3512, EDPBIE,
ZDIOIRFERE K UTE DM OIEHAT 2 LI RE T2 I8 T 5,

119. The duty for the processor to refrain from any processing activity not based on the
controller’s instructions also applies to transfers of personal data to a third country
or international organisation. The contract should specify the requirements for
transfers to third countries or international organisations, taking into account the
provisions of Chapter V of the GDPR.

% See Part 1I, sub—section 1.5 (“Processor determining purposes and means of processing”).

o7 v ar1.5 (B O B M OB 2R E I DA ) A5 M,
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ALERZE HNE BRAE DFR 7RI I D) 72 W EHRIE BN 2 PR D51 E . 35 — 1B S X E BEA% RS
~OENT —H2 OBERIZH T SN D, FINZIE, GDPROEBSEDOHEEEED L, 56
= E T E BB ~ OB OB 2 K E T & TH D,

120. The EDPB recommends that controller pay due attention to this specific point
especially when the processor is going to delegate some processing activities to other
processors, and when the processor has divisions or units located in third countries.
If the instructions by the controller do not allow for transfers or disclosures to third
countries, the processor will not be allowed to assign the processing to a sub-
processor in a third country, nor will he be allowed to have the data processed in one
of his non-EU divisions.

EDPBIZ. FICALHE A3 — O BIE & 2 DB E ([ZTAET D60 KO, L
B = EICEE X TH M2 AT 556 BEEIIZORED RIS HNREEEZ O K
VNE T D, BHE OHRDE ZE SO I RZFF i Langa | ABE 1, 56
—EHOBELHEITIRBNEFV L THILY, A COEUSNDEED— 227 —F 2 Btk
HEDLIELTEARNY,

121. A processor may process data other than on documented instructions of the
controller when the processor is required to process and/or transfer personal
data on the basis of EU law or Member State law to which the processor is
subject. This provision further reveals the importance of carefully negotiating and
drafting data processing agreements, as, for example, legal advice may need to be
sought by either party as to the existence of any such legal requirement. This needs
to be done in a timely fashion, as the processor has an obligation to inform the
controller of such requirement before starting the processing. Only when that same
(EU or Member State) law forbids the processor to inform the controller on “important
grounds of public interest”, there is no such information obligation. In any case, any
transfer or disclosure may only take place if authorised by Union law, including in
accordance with Article 48 of the GDPR.

EETL, B O RS SEVEIIME EEICESEEAT —FE2BOBOIL R VY

XIIBERT DL EREINTWDHE, HHE O LE SN RICHE S LRLT
— RO TENTED, ZOBEIL, FlZ1EX, ZOLO7REREAFOFAEIZREL T, W
TN DOYFEFENENI S ZRODLENRHVELZENE, 7 —F IR ZHEIC
RWLUTER T 22O BEEMEASGIZH LML TD, MBLE IXEHR A Bl AA T 501
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IZZ DIV BEAFHEF RN T IRENH D0 ZHUTER AT L ERH D, [F]
—@ (EUSUTINEE E ) IR DSLEEE [ AGS O BBl 1R SEE A IZEmm 4
HZEEEL TOWDEAIZD I, ZDXIREMBH IIFIELLRV, WTNO%EL ., Bk
IEBARIL, GDPROFASFIHEIL T HZ L2580 | EUIEIZ I » TRRBEN LA IO
BATHTEMTED,

1.3.2 The processor must ensure that persons authorised to process the
personal data have committed themselves to confidentiality or are under
an appropriate statutory obligation of confidentiality (Art. 28(3)(b) GDPR)
HFEZ VL, AN 7 —F DIRGR Z AR GEINTEF D H HIC TR ZEF R, X
(T, BN EAED T RHZEFED TICH B EEMHERL LRI H720 ) (GDPR A
28£ 7314 (b)),

122. The contract needs to state that the processor must ensure that anyone it allows to
process the personal data is committed to confidentiality. This may occur either via a
specific contractual agreement, or due to statutory obligations already in place.

ZHIFIIT WBEEDENT —Z OB EFF AT LIS DI, SFTRBHERT 2%
HFL T DM ER DD, ZHUT, FFEDOFKN LOAEEZNL T, T, T TITHEI TSI Tn
DIEEFRBIZIVAELED,

123. The broad concept of “persons authorised to process the personal data” includes
employees and temporary workers. Generally speaking, the processor should make
the personal data available only to the employees who actually need them to perform
tasks for which the processor was hired by the controller.

IR THD MEN T —Z DEAR AN KGR S IV 11TIE, TEEE M ORI IE R
WEFEND, —MRANTWZIE, AR L, ALERE NS PR DR D VT B 2 - T 572
DIZEBIANT — 2L T HWEE DB PMEANT — 2R TELITT &
TdHD,

124. The commitment or obligation of confidentiality must be “appropriate”, i.e. it must
effectively forbid the authorised person from disclosing any confidential information
without authorisation, and it must be sufficiently broad so as to encompass all the
personal data processed on behalf of the controller as well as the conditions under
which the personal data are processed.

BB R FFOM R AT ZBIL G TR RGN, T7bb | 2L, KZEIh
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A DKo ZEe<WE TR Mz Bl 2 22 B /RIS IR 9750 O T s
5F. Fio, TR, FEA ISR TN T N TOEANT —Z AT — 208
P ONDRMEMERET DI, H IS F TR T RB70,

1.3.3 The processor must take all the measures required pursuant to
Article 32 (Art. 28(3)(c) GDPR)

RUPAZ 1, F32 GV Lo TR D LIS E T DI E & LRI T UL 580
(GDPR 728 £#3H (c) ).

125. Article 32 requires the controller and the processor to implement appropriate
technical and organisational security measures. While this obligation is already
directly imposed on the processor whose processing operations fall within the scope
of the GDPR, the duty to take all measures required pursuant to Article 32 still needs
to be reflected in the contract concerning the processing activities entrusted by the
controller.

FB2501, EHAE M OB (i B 72 BT b M O D2 42 B i 2 F2 e+
HTEEROTNND, ZOFEH L, T DM ZER; HSGDPROF AN ICHDALELH 12T
BRIV CODN, H325ICLoTROLN TV AL TOREA MU LB BIL, FHE
MOZFES N BHRIEEN B3 23RN TKIRE L TSN D LB DR B D,

126. As indicated earlier, the processing contract should not merely restate the provisions
of the GDPR. The contract needs to include or reference information as to the security
measures to be adopted, an obligation on the processor to obtain the controller’'s
approval before making changes, and a regular review of the security measures
SO as to ensure their appropriateness with regard to risks, which may evolve over
time. The degree of detail of the information as to the security measures to be
included in the contract must be such as to enable the controller to assess the
appropriateness of the measures pursuant to Article 32(1) GDPR. Moreover, the
description is also necessary in order to enable the controller to comply with its
accountability duty pursuant to Article 5(2) and Article 24 GDPR as regards the
security measures imposed on the processor. A corresponding obligation of the
processor to assist the controller and to make available all information necessary to
demonstrate compliance can be inferred from Art. 28.3 (f) and (h) GDPR.

ANZ R L7201, BlERRIIZGDPROKLEZ HAZFR 5721 Tidebay, 29I
IR SN2 2E PE , UEEDNER LM LRI ERE ORBLB/IBE . L O
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E I ORI & LB I HEL 2 WTREME DN B DV A2 BT D UINE A T AR 9~ 570D D22 4245
P E O EMIN72 RE LB T AEWE S D5 XTI T2MERH D, BT EDD
DR ARG HEE BT 21E BMOFEME X, & HEH ) GDPREE325: 55 LI HEHLL 7=
i O GIMEZ Bl CTE DL O TRITFIIX B, B2, ZOF0akid, & BEE M ULEE
FITHRE LN L2 AE B E ICBIL CGDPREESSE2H L N FE24RITED DT
BEVT 4 DFEHEE T TEDINTT AL L ETHD, EHE 2 LB, W T4
B9 5720 I B e 2 TOFREFIH ATREIC T 28V ERE O RFIGT R&EF|H 1L,
GDPR® 5285453 H (f) J UM (h) InBHERITE 5,

127. The level of instructions provided by the controller to the processor as to the
measures to be implemented will depend on the specific circumstances. In some
cases, the controller may provide a clear and detailed description of the security
measures to be implemented. In other cases, the controller may describe the
minimum security objectives to be achieved, while requesting the processor to
propose implementation of specific security measures. In any event, the controller
must provide the processor with a description of the processing activities and security
objectives (based on the controller's risk assessment), as well as approve the
measures proposed by the processor. This could be included in an annex to the
contract. The controller exercises its decision-making power over the main features
of the security measures, be it by explicitly listing the measures or by approving those
proposed by the processor.

SALSNLHRTE L TEHEE D OLHA (SRS DR OV~ BAREYIR
B LS TRRD, HDLHEITIE, BHE L, FERINDZEE HRE O TR
AR T 258 08D, BIOLEITIE, BRI, BT &R/ O EEH AR
L, — 75 CHRIE DL 28 BB O RIS R R T H IO WP \ZE R T 556 030
Do W IITHE X, BEE T, BURIEE) & OV 28 B B O (B B DU A7 3T
Db D) AL TR T D13 WHELH (2 Ko TIRESNIHE E L AGR L 2T T
727N, AL, R EORRKICE OLHIENTES, BEA X, HEEZH RIS TR
T, BE LS TIRBESNCbDZKR T DI B I E O 17205
PEIZKRIL CR IR EHEAATRET D,

1.3.4 The processor must respect the conditions referred to in Article 28(2)
and 28(4) for engaging another processor (Art. 28(3)(d) GDPR).
HLPEZF 1T, GIOKPEZ 2 U F XU ST FIC L 528 5552 1 K CN528 S5 750 17
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INHLE T BN EFREE L 00T F02706700 ) (GDPR 2828 253 75 () ),

128. The agreement must specify that the processor may not engage another processor

without the controller’s prior written authorisation and whether this authorisation will
be specific or general. In case of general authorisation, the processor has to inform
the controller of any change of sub- processors under a written authorisation, and
give the controller the opportunity to object. It is recommended that the contract set
out the process for this. It should be noted that the processor’s duty to inform the
controller of any change of sub-processors implies that the processor actively
indicates or flags such changes toward the controller.>* Also, where specific
authorisation is required, the contract should set out the process for obtaining such
authorisation.

RN, B EE OEFOEFRICLDERRUIC, WHEE TR DL FEZEESED
:aif%@vck\&U\:@%ﬁ@ﬁ%ﬁ%&%@ﬁqﬂ%ﬁ@%@ﬂ%ﬁﬁﬂiﬂﬁuiﬁ
BV, BRI AGR DY A | ALBE I, (XKD N THAHE DEH L LT
Sre . BEE @, B i%%”xé%%&%z&?ﬂi&%&w?%ﬁ::®
TeO DT AL HE T HIENHEREIND, HALPEE DA T 28 B I8 o0
FOFBIL, WBRE DD IR E W2 (L TR TS 528%
BHRLTCWDZLICHE T RETHD, 5 Fo, FENRARIROLNTODEE . 2
RNCE DI EGH T BB A HE T RETHD,

129. When the processor engages another processor, a contract must be put in place

between them, imposing the same data protection obligations as those imposed on
the original processor or these obligations must be imposed by another legal act
under Union or Member State law (see also below paragraph 160). This includes the
obligation under Article 28(3)(h) to allow for and contribute to audits by the controller

or another auditor mandated by the controller.>® The processor is liable to the

' In this regard it is, by contrast, e.g. not sufficient for the processor to merely provide the controller with a

generalized access to a list of the sub—processors which might be updated from time to time, without pointing to

each new sub—processor envisaged. In other words, the processor must actively inform the controller of any
change to the list (i.e. in particular of each new envisaged sub—processor).

O ET, R, BT, EE D, FRESNAIE A2 OFTUWEEEE 2R 2 87e< | FERF R BiEnsmnt
LAIVRWELEEE DY ANA~D XA T 7 A% B B TR AT 5721 Tld+H4 Tl ifxmk%z&héc 1AL
2 5E MBI, VANDE B A HE BRI IBEN LT L2570 (bbb, R, #ii-IcBESNnS

1 % DIFILFRE (DN T),
% See also EDPB Opinion 14/2019 on the draft Standard Contractual Clauses submitted by the DK SA (Article
28(8) GDPR), 9 July 2019, at paragraph 44.

201947 A9 H | 7 v~ — 7 OEEEMEIC Lo TR SN I HEZRH) SR IA H R (GDPREFE 285 5 81R) IZB 975
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controller for the other processors’ compliance with data protection obligations (for
further details on the recommended content of the agreement see sub-section 1.6
below®®).

S DI DIBRE 2 FSE L6 DL HE TR ONDb D LFFE DT —
S IRERG AR T AT E OB TR T 00, ZhHDEBZEUE UTMR E Ok
B HE S DIERAT 2 Ko TRRSZRIT T b0 (FRL. H160B% 2B ), Zh
(ZiE, F285R 53 (W) ITED D, A UTEBE O TSN DA NI LD
BEEZIT AL, THUCEHBRT HEBE DB ED, 5 LEE L, ORIRE N T — 2%
BB ETTHILICHE HFHE KL THEEZAD (BIESNLZKIANE OIS
WTIE, Freth7'rvar1.68205%),

1.3.5 The processor must assist the controller for the fulfilment of its
obligation to respond to requests for exercising the data subject's rights
(Article 28(3) (e) GDPR).

HBEZF|T, 7 —5 FARDIEFETTIE TS ERICA T N EE P D5 D e
T8, BRI & ELRITIUIZR620 ) (GDPR 28 £ 43 H () ),

130. While ensuring that data subjects requests are dealt with is up to the controller, the
contract must stipulate that the processor has an obligation to provide assistance “by
appropriate technical and organisational measures, insofar as this is possible”. The
nature of this assistance may vary greatly “taking into account the nature of the
processing” and depending on the type of activity entrusted to the processor. The
details concerning the assistance to be provided by the processor should be included
in the contract or in an annex thereto.

T —H EROBERPILENDZEDFERITEFLERE ThHDHDS, FHRNTIT, ez
IXTATRE THDIRY | 1 BIZR BT S OHHAR LD E o T KA R AT 2 8B 05
HZEHRTEDIRTIUTZRBIRN, 2O OMWEIL, TRV OHELZBEL T, £, &
HEICRFESNIIEB ORI L o> T, REERVED, LB 2RI D3R IR+
LR, 2R T ORI E D 2 RETHD,

131. While the assistance may simply consist in promptly forwarding any request

received and/or enabling the controller to directly extract and manage the relevant

EDPBE iL.3#14/2019, FH44BEL B,
% See Part 11, sub—section 1.6 (“Sub—processors”).
MY TR a1.6 (IEAHE DES MR,
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personal data, in some circumstances the processor will be given more specific,
technical duties, especially when it is in the position of extracting and managing the
personal data.

TRRITHICZAT B o T BR 2 R0 THAR L 72D | BB DB 2| N7 — 2 2 E
PehhH - CEDIDITT DT DA LB LD IR E > TR, EEE 1T, Fri @A
T2 u M T OIBICH LG . T BARRY | AR N 52 bind Tl e
596

132. It is crucial to bear in mind that, although the practical management of individual
requests can be outsourced to the processor, the controller bears the responsibility
for complying with such requests. Therefore, the assessment as to whether requests
by data subjects are admissible and/or the requirements set by the GDPR are met
should be performed by the controller, either on a case-by-case basis or through clear
instructions provided to the processor in the contract before the start of the
processing. Also, the deadlines set out by Chapter Ill cannot be extended by the
controller based on the fact that the necessary information must be provided by the
processor.

18 % DR O FEREOE FTILILF (TIMNETELR, FHF T ZOLHRERITIELS
BENSHLZ LA RBICESIEBD TEETHD, LI > T, 7 —F ERICLDEK
D ANFIRETHDLNEI D, L OV T, GDPRIZE S HAVZ BRI 7SI TWNDED
PNZBET DRI, 7 — AR, — AT, AT BAAETIZ AT W TR (2
SN DM R T, EHEMTORETH D, /o, FIETED LIIZHIIRIL,
VBEIRE IR E DS PRAL L 22T A UTR BN WD ZEARILIC  EHE DER 52
LILTEZRY,

1.3.6 The processor must assist the controller in ensuring compliance with
the obligations pursuant to Articles 32 to 36 (Art. 28(3)(f) GDPR).
HLPEZ1F, #3225 54536 FITIE 8D D267 DB TOMEIRIZ L /2D, BHZH &
SCELZRITIUEZ 5700 ) (GDPR #8528 22 83 5 () ),

133. It is necessary for the contract to avoid merely restating these duties of assistance:
the agreement should contain details as to how the processor is asked to help
the controller meet the listed obligations. For example, procedures and template
forms may be added in the annexes to the agreement, allowing the processor to

provide the controller with all the necessary information.
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ZRITIE, T DR FH 2 HICHR T2 2L 2 L E D DD, BHNTIT, J0EE
EPREHEE PR IRIN BB LRI T Il EDITKE TN MEE D5
RETHD, Gl WHENEHEE I ZRTOLBERERERUETELIDNCFR L T
YTV T = D EERORIRRIEBINT 2L TED,

134. The type and degree of assistance to be provided by the processor may vary widely
“taking into account the nature of processing and the information available to the
processor”. The controller must adequately inform the processor as to the risk
involved in the processing and as to any other circumstance that may help the
processor meet its duty.

RV B 8RS0 SR O TR M ORIV, T IR 0 D E R OLPEE D35F) ] TES
IFHRE S L TYREFERVIGL, EHAE L BEROITHEO YRS R OB 8 D55
ZRIZT DI BGLZ OMORDIUT S E | LBEE (T Y@ E LT hideblan,

135. Moving on to the specific obligations, the processor has, first, a duty to assist the
controller in meeting the obligation to adopt adequate technical and organisational
measures to ensure security of processing.®” While this may overlap, to some extent,
with the requirement that the processor itself adopts adequate security measures,
where the processing operations of the processor fall within the scope of the GDPR,
they remain two distinct obligations, since one refers to the processor's own
measures and the other refers to the controller’s.

BARMR BB L MBI, 7, BV OZ2E 2R 2720 Dl
BN 8df b R OSERE E O EZ RN 28 B2 R D070, BB 2R T55%
Va9, 5 iU, HORRE, LB B S il b)e 2 g B E AR T 0B L A
LAFD78, LB OBl 365 "GDPROF A NIZH D55 13, — DITLEE B & OH;
BEAEWKRL, &) DIEHEOWELZ TR T 5720 KEEHHEIL _>DRRHHE
BOEETHD,

136. Secondly, the processor must assist the controller in meeting the obligation to notify
personal data breaches to the supervisory authority and to data subjects. The

processor must notify the controller whenever it discovers a personal data breach

57 Article 32 GDPR.
GDPRE325%,
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affecting the processor’s or a sub-processor’s facilities / IT systems and help the
controller in obtaining the information that need to be stated in the report to the
supervisory authority.® The GDPR requires that the controller notify a breach without
undue delay in order to minimize the harm for individuals and to maximize the
possibility to address the breach in an adequate manner. Thus, the processor’s
notification to the data controller should also take place without undue delay.®®
Depending on the specific features of the processing entrusted to the processor, it
may be appropriate for the parties to include in the contract a specific timeframe (e.g.
number of hours) by which the processor should notify the controller, as well as the
point of contact for such notifications, the modality and the minimum content
expected by the controller.®° The contractual arrangement between the controller and
the processor may also include an authorisation and a requirement for the processor
to directly notify a data breach in accordance with Articles 33 and 34, but the legal
responsibility for the notification remains with the controller.! If the processor does
notify a data breach directly to the supervisory authority, and inform data subjects in
accordance with Article 33 and 34, the processor must also inform the controller and
provide the controller with copies of the notification and information to data subjects.

AT AP T BB K O 7 — 2 BRI AT — 2 DR FE LB T D58H DT
JEICY 20 B LU IR b e, ABRAE 1T, ALVELE S AE AL BRSO S Rk
NTY AT M BZ B2 DN T — 2 DR EERE R LUGE X ICE B @, &
BB~ DA I ZRLH T DM EDOH DG WA E BE DT DI M 720 SR LT U
IR, 8 GDPRTIL, 77— LD EZ i/ NRIZIN A Y72 515 TERI R AL
T DA REME A i RIRIZE O HTZDIT, ”5@%75)7*—5@%%71?%LCSE*—@*J“'@:U@<@
HTDZENROBIVTND, LI o T AAEENHE BE ~DBHG | AN Y ITERIET
LIERATONDUE R DD, % WP T F %Eéhf:ﬂl?)}wWDEQKE’J&%@KFEET\

% Article 33(3) GDPR.

GDPREE335 453 H,
% For more information, see the Guidelines on Personal data breach notification under Regulation 2016/679,
WP250rev.01, 6 February 2018, p. 13-14.

FEAIIZOWTIE, HiRI2016/679TED DN T — AR EOBANCEA T DT AN T A WP250rev.01 (201842
H6H). p.13-14% %M,
% See also EDPB Opinion 14/2019 on the draft Standard Contractual Clauses submitted by the DK SA (Article
28(8) GDPR), 9 July 2019, at paragraph 40.

20194ETHO R | 7o~ —2 OEBHEBIC Jo THRI SN AR S SR I F 42 (GDPREF285:581H) IZBE 375
EDPBE R.E14/2019, $44B%H B R,
81 Guidelines on Personal data breach notification under Regulation 2016/679, WP250rev.01, 6 February 2018, p.
14.

BLHI2016/6 T EDDHEN T — 22 EOBENBI T DU AR T A2 WP250rev.01 (201842 H6 H). p.14,

Adopted — After public consultation 100
WH- TV rarvdrr—ra i #



JUBRE HNE PRE RN I~ SR E ORI (RFHI B0 L) | Z D L5718 M D78 O
Jo. TG BEHEEDN UG TORERONEZRKINCEOLIEN Y EH Lo THEIZR
G5, 0 FHE LEEE ORI OZK) EOBRRDIZIE, JERE N I3RIBLIUE
BRI TT —HXER A EHBR N T D7D OMHER B L OB A5 D HZ L8 FIRETE NS,
YRZIBEFOENERITEBE DD, O WHE N T — 22 E 2 BB ~EHammL
FI3RBLUFEIARINE > TT — X ERITIEINTHEG G MBLE 1T EE CH B AL,
T =2 LD B I ONE WO — 2B A TR L RT3 570,

137. Furthermore, the processor must also assist the controller in carrying out data
protection impact assessments when required, and in consulting the supervisory
authority when the outcome reveals that there is a high risk that cannot be mitigated.

SHIT, WHE 1T BEITIGT ., 7 — 2 IR BRI O FATITH 720 | 7o, DR R
DI CTERWEWIRIRHHZEE O LTEGA I BT AR BB ~ DI Y
720 EEREE SR LT AUZ D720,

138. The duty of assistance does not consist in a shift of responsibility, as those
obligations are imposed on the controller. For instance, although the data protection
impact assessment can in practice be carried out by a processor, the controller
remains accountable for the duty to carry out the assessment®? and the processor is
only required to assist the controller “where necessary and upon request.” As a
result, the controller is the one that must take the initiative to perform the data
protection impact assessment, not the processor.

KRDOFEFBIL, TALOIBR AR L2V, ZILLDORBENE BT ITREHNL720 T
0o, Bz, 7 — R E AN LRI TS N FEITTEHN, BEHE X, 20
P 2 SEAT T DI IS O I EE B AW W ITROLNTNLDIE, TLE
(ZIEE, 20, BRISC T EHEEZ R T HIEDOATHD, @ ZORR, 7 — 2 ki
T A FEAT T 57D I EEHEZRELRIT I 2D 0 OIE, JEEE Tl B A
TdHD,

%2 Article 29 Data Protection Working Party, Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679, WP
248 rev.01, p. 14

Fi205 7 — A ORHEESEM & | 7 — 2 IR R 2RI (DPIA) K UHRI2016/67903 A EHR A m YA 7 &d
TeDTATREMEDS @V I E DD DB BI S 2 AR F A2 WP 248 rev.01, p.14,
8 Recital 95 GDPR.

GDPRA 395,
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1.3.7 On termination of the processing activities, the processor must, at
the choice of the controller, delete or return all the personal data to the
controller and delete existing copies (Art. 28(3)(g) GDPR).

RPETFB)DFE THFIZI T, PEF (T, EPEZ DERIZLY, £ TOMN 7 —5%
THEKIZEPEZISRAIL . BEAF DR 2 L L 2eiT 725700 (GDPR
283 @)),

139. The contractual terms are meant to ensure that the personal data are subject to
appropriate protection after the end of the “provision of services related to the
processing”: it is therefore up to the controller to decide what the processor should
do with regard to the personal data.

THIGAET, THRAR MBS 2% —E AOE L Of& TRICE AT — 2 3 B R
HESNDZEEMERTDIZDODEDTHD, LTzin- T, ABE DME AT —ZIZBEL T
T RENERIE T HDITE L THD,

140. The controller can decide at the beginning whether personal data shall be deleted
or returned by specifying it in the contract, through a written communication to be
timely sent to the processor. The contract or other legal act should reflect the
possibility for the data controller to change the choice made before the end of the
provision of services related to the processing. The contract should specify the
process for providing such instructions.

H%E&% S 1@J\7~§77&{E£Liﬁ FIUTTREZRVNIRAIL 2T UL R B0 2R
(ZHARCL LR ZEATENDEHEINCED  HANIRIE TED, I UTZ DA
®¥£fiﬁ7éﬂi\ E&*&b\ Fa'é EF D —E 2D T HENCT — 2B HE T
TOBRRE TS DA REMEE T RETHD, I TIE, TOIORFERORMICEAT S
T A HREL T RETHD,

141. If the controller chooses that the personal data be deleted, the processor should
ensure that the deletion is performed in a secure manner, also in order to comply with
Article 32 GDPR. The processor should confirm to the controller that the deletion has
been completed within an agreed timescale and in an agreed manner.

L DMEANT =2 OIHELZIRUI G 6| ABEH T, GDPRE325E T 5728
2, BRREBRECTHENEITIND LR T RETHD, WHE L HENGES
FAUIZRERIENIC, v o, B ESNTEBRRICIVSE T L2 EHF IR T XETh D,
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142. The processor must delete all existing copies of the data, unless EU or Member
State law requires further storage. If the processor or controller is aware of any such
legal requirement, it should inform the other party as soon as possible.

WEE L, RTORAFDT — 2R ZHELRT IR B0 A3 EUSUTIN Y E
DIEEDNERDRAFE RO TODG A 1IN e S D, ARSI TE BB 3 E D XH701E
P EZFTRL TG AL, TEALETREICHF S IZ@AT XETHD,

1.3.8 The processor must make available to the controller all information
necessary to demonstrate compliance with the obligations laid down in
Article 28 and allow for and contribute to audits, including inspections,
conducted by the controller or another auditor mandated by the controller
(Art. 28(3)(h) GDPR).

HPEZ 1T, G528 FNIE 8D DIV ZEFE DT E 7 T 57280, K OF, B EEZIZS:
O TITONSIHREL LI EBEZE D62 FEN S DEBENIZL > TIThihs
WREE T, EEBEZIIAN, Fo, BEBICE T BL1ZT 57200128 Z0 4T
DIg#RE, BEZ DPFH TESLNZL 21T 5720 ) (GDPR 428 5 453 1
(h)),

143. The contract shall include details on how often and how the flow of information
between the processor and the controller should take place so that the controller is
fully informed as to the details of the processing that are relevant to demonstrate
compliance with the obligations laid down in Article 28 GDPR. For instance, the
relevant portions of the processor’s records of processing activities may be shared
with the controller. The processor should provide all information on how the
processing activity will be carried out on behalf of the controller. Such information
should include information on the functioning of the systems used, security measures,
how the data retention requirements are met, data location, transfers of data, who
has access to data and who are the recipients of data, sub-processors used, etc.

ZHNTIE, GDPRFI28SRITIE D HAVIZFH DT 2R 3 570 (2 B3 2 LB DFF
HZDOWT, EEE D IE IR SN0 201 A LEHE O DO IF MO
FEAET DB R O T IEIZ BT 27603 & AL TWORITIUER B0, 21T, LB
D EARIEEN AR DFCER DO B 013, B B LA SNAGD, LB 1T, EHE 1T
ST, BIEEI N E DINATONLNNCET 22 TOFRE IR T XETHD, DL
RIERITIT, R T2V AT L0BRE, KR8 B E | 7 — 2R FF B2 7 3ARIL,
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WERE 72 EIZBT D a0 ~ETHD,

144. Further details shall also be set out in the contract regarding the ability to carry out
and the duty to contribute to inspections and audits by the controller or another
auditor mandated by the controller.

The GDPR specifies the inspections and audits are carried out by the controller or
by a third party mandated by the controller. The goal of such audit is ensuring that
the controller has all information concerning the processing activity performed on its
behalf and the guarantees provided by the processor. The processor may suggest
the choice of a specific auditor, but the final decision has to be left to the controller
according to Article 28(3)(h) of the GDPR.%* Additionally, even where the inspection
is performed by an auditor proposed by the processor, the controller retains the right
to contest the scope, methodology and results of the inspection.
The parties should cooperate in good faith and assess whether and when there is a
need to perform audits on the processor’'s premises,, as well as which type of audit
or inspection (remote / on-site / other way to gather the necessary information) would
be needed and appropriate in the specific case also taking into account security
concerns; the final choice on this is to be taken by the controller. Following the results
of the inspection, the controller should be able to request the processor to take
subsequent measures, e.g. to remedy shortcomings and gaps identified.%® Likewise,
specific procedures should be established regarding the processor's and the
controller’s inspection of sub-processors (see sub-section 1.6 below®’).
EHEEITE R TSN R OER NI OMAE B LU &L I3 568 /)
RENZEBT DEFITONT, EHITFHEMEZ T ICED L DET D,

4 See EDPB-EDPS Joint Opinion 1/2021 on standard contractual clauses between controllers and processors,
paragraph 43.

EHLE LAV TR OFEHERLK) 45T IZ B 9 AEDPBEEDPS O 4L [F] 7 7.5501/2021, 55434754 218,

% See Opinion 14/2019 on the draft Standard Contractual Clauses submitted by the DK SA (Article 28(8) GDPR),
paragraph 43.

T v — I OB Ko TR SN AR A S O BRI B3 2EDPBE /. #14/2019 (GDPREE 28555
66 See Oplmon 14/2019 on the draft Standard Contractual Clauses submitted by the DK SA (Article 28(8) GDPR),
paragraph 43.

7o~ — 7 ORI Lo TR I STV AR ER K SR I D FE SRR B3 2 EDPB A L #14/2019 (GDPRH5 2855 55
8IH) 2 M,

57 See Part 11, sub—section 1.6 (“Sub—processors”).

o7k a1.6 (1EAREH ) EB M,
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MBI EE > T I, MBS Ofisk CERZITOLEERHDLNEI D, Fiz,
X274 EOBREEEBE L LT REDTr —ATIREDFA T DA F-I1THmA (U
T—b AV AN BRI WAL T DD ST 1E) LB G ThDME I D%
P L 72 AU B, MR ORE R 52T C EHEE B F 123 LT kRIS 2R
faoX vy T IR T A E OBHEEZ LD ER TEDINTT DM ERHD,
66 [EIERIC, JLFRE B X OVEERE LD AR E O ICBAL €. #E D FIEE N
DLBENGHD (FRL, 787y ar1.65850187),

145. The issue of the allocation of costs between a controller and a processor concerning
audits is not covered by the GDPR and is subject to commercial considerations.
However, Article 28 (3)(h) requires that the contract include an obligation for the
processor to make available all information necessary to the controller and an
obligation to allow for and contribute to audits, including inspections, conducted by
the controller or another auditor mandated by the controller. This means in practice
that parties should not insert in the contract clauses envisaging the payment of costs
or fees that would be clearly disproportionate or excessive, thus having a dissuasive
effect on one of the parties. Such clauses would indeed imply that the rights and
obligations set out in Article 28(3)(h) would never be exercised in practice and would
become purely theoretical whereas they form an integral part of the data protection
safeguards envisaged under Article 28 GDPR.

B A B9 08 BE LB O O # Ry ORI, GDPRTIEE KSL T
Wz | BB REALEEIRY D, LinL, #5285 F3H(h) T, AMHE 1N E HHE 1T
VBT N COFRERAT 2R EG L, & B 3G HEDRTEL I OEEE NDMT
51‘?’%%%@@%%%%&*1/ ZIUCHBRTARBZZNIZIEDDHILERDTND, T
TEERIZIE, BIBNICAREIDE W EITE R TH D7D 2 FH O— J7 [Tl 2220 R
%%t%ﬁ%ﬁiti?ﬁﬂ@i%w%ﬁmbt Ha YHEPIFITRAST RET
TN EEEWRT D, ZOXI7RARHEIT, H285H3H (W) ED LAV HEF B L UEE
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1.4 Instructions infringing data protection law
T AREIEA R E T OETR

146. According to Article 28(3), the processor must immediately inform the controller if,
in its opinion, an instruction infringes the GDPR or other Union or Member State data
protection provisions.

F2825 F 3T LAUE, X, R 3GDPR UM OEU TN EH D7 — %
ERUEIOER L TOLEHIBILIZ S 6 . EHICE A B L2 3 bren,

147. Indeed, the processor has a duty to comply with the controller’s instructions, but it
also has a general obligation to comply with the law. An instruction that infringes data
protection law seems to cause a conflict between the aforementioned two obligations.

BRI, B I E B ORI B OO0, I ET5— i7e 3655
bbb, T —HREIEIGER T DRI, AR D o DEBFOMIT EEELSEDED
IZEbD,

148. Once informed that one of its instructions may be in breach of data protection law,
the controller will have to assess the situation and determine whether the instruction
actually violates data protection law.

RO —oONT —2RHEIEIGER L CODFREMER O D LB SN G E B BE X
RILZFHIL . Z DR ERRICT —ZRGEEIGER L TOLINE I HIlT L2 uiE
IRBIRNZ L&D,

149. The EDPB recommends the parties to negotiate and agree in the contract the
conseqguences of the natification of an infringing instruction sent by the processor and
in case of inaction from the controller in this context. One example would be to insert
a clause on the termination of the contract if the controller persists with an unlawful
instruction. Another example would be a clause on the possibility for the processor
to suspend the implementation of the affected instruction until the controller confirms,

amends or withdraws its instruction.®®

% See EDPB-EDPS Joint Opinion 1/2021 on standard contractual clauses between controllers and processors,
paragraph 39.
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1.5 Processor determining purposes and means of processing
B o B 8 R OFBa ik e D08 E

150. If the processor infringes the Regulation by determining the purposes and means of
processing, it shall be considered as a controller in respect of that processing (Article
28(10) GDPR).

RUERE DI D H B S O F B2 R E T 5 ZLICEWGDPRISER 3556 | ALELE
1. HREEHR N EDBIRIZIWN T, B L Aes D (GDPRF28557101H)

1.6 Sub-processors
AR

151. Data processing activities are often carried out by a great number of actors, and the
chains of subcontracting are becoming increasingly complex. The GDPR introduces
specific obligations that are triggered when a (sub-)processor intends to engage another
player, thereby adding another link to the chain, by entrusting to it activities requiring the
processing of personal data. The analysis of whether the service provider acts as a sub-
processor should be carried out in line with what described above on the concept of processor
(see above paragraph 83).

T =2 BARIEENL, LIZUIR 2HOT 5 Lo THITSh, ZRE0E ST x4 %
FTHMET /2> T D, GDPRIL, (8)LBRE MR DT L —F — & EBHIEFEIEIHEL
FIUCE S TYZEFUR DY 7 Z BN EHE T HEZITRENSILDFFE DT B L EA
LTS, F—E R T r A =78 ILEE LU THIRSNDNE DT, LBEE DO
BACOWT ERLIENEICI > Tt 285 E 005 (LRE, H83RKZZ M),

152. Although the chain may be quite long, the controller retains its pivotal role in

determining the purpose and means of processing. Article 28(2) GDPR stipulates that

PR L LR I O YLK S TEIZ B9 AEDPBEEDPS D #h[R] E WL201/2021 ., 5539 KA M,
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the processor shall not engage another processor without prior specific or general
written authorisation of the controller (including in electronic form). In the case of
general written authorisation, the processor must inform the controller of any
intended changes concerning the addition or replacement of other processors,
thereby giving the controller the opportunity to object to such changes. In both cases,
the processor must obtain the controller’s authorisation in writing before any personal
data processing is entrusted to the sub-processor. In order to make the assessment
and the decision whether to authorise subcontracting, a list of intended sub-
processors (including per each: their locations, what they will be doing and proof of
what safeguards have been implemented) will have to be provided to the data
controller by the processor.5°

ZOEHIIFEF IR VG NHL03, FEEF L, BV O B R OFEOREICE
WD TEE R S BIZ AR L T\ %, GDPRE 285521 1%, B HLE O AN E
IZELDREE DGR T ET (B A B )T ED MR AKFR OV IRPL T, Bl DAL
BE 2B FESE IRV EREL TWD, FHICLD BRI AR OSE | AL
BRI, EEE T L BIOABRE OB XTI T AR DO T ENRHDGE I
AL, ZNUTE- T BHEIZ, DI FITK L TERBEZER DN 52720
TG0, WTFNOHE, WEE L, HAT —F OBV MELBE I RFESh
DEMNZ, HHE OZFmICIOEBEB/RTULRDRN, EFEL KR T DN EINDFE
fili e QR EZATOT28D | B 137 — 2 B2, TRESN B LERE DAL (F1E L
HE DGR WO DBTONE KR OE DI R RGBT E N GEC SN TO DN DOREAZ & Tr)
et L2277,

153. The prior written authorisation may be specific, i.e. referring to a specific sub-
processor for a specific processing activity and at a specific time, or general. This
should be specified in the contract or other legal act that governs the processing.

FHHIOFMICELERIL, FENTHLGE (T2bb ., FrEDTRIEEI DT OFF
TE DAL o OFFE DRI E KT 5%6) b, HDWE, B THLLEbH 5,
UL BB E BT 53K AT Z DM OIERAT AR T D20 E R DD,

% This information is needed, so that the controller can comply with the accountability principle in Article 24 and

with provisions of Articles 28(1), 32 and Chapter V of the GDPR.
ZOEHRIT, EEEDGCDPROGE 245D T H Ze VT 4 DR AN N 528555138, 55325 K VSO ME
EESFCEDINCT AOICLIETHD,
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154. In cases where the controller decides to accept certain sub-processors at the time
of the signature of the contract, a list of approved sub-processors should be included
in the contract or an annex thereto. The list should then be kept up to date, in
accordance with the general or specific authorisation given by the controller.

LA OFERE R B D — B OENIE 22T ANDZ LR E LTS KRS
TAR LR DU ANEER T T DORIFRICE D O ETHH, TOYAMI, BEHE 2L -
TH 2N AR A7 G TR E 72K GRTHE S T AT ORRBITIRIZN D RETH
2o

155. If the controller chooses to give its specific authorisation, it should specify in
writing which sub- processor and what processing activity it refers to. Any subsequent
change will need to be further authorised by the controller before it is put in place. If
the processor’s request for a specific authorisation is not answered to within the set
timeframe, it should be held as denied. The controller should make its decision to
grant or withhold authorisation taking into account its obligation to only use
processors providing “sufficient guarantees” (see sub-section 1.1 above™).

EHEDEEREARE 52522 BINLTZH G W oE WS & OIS &)
ZEIRL TWD) v FHICIVPRR T RETHD, TDOBRDETIL, TN FERSNDHH]
(B T LD HARDAEGE DN ELL 725D, FrE IR KGRI AR D PR D BEE S iR E S
MRS E SN WG E | TIUTELG SN DO LENHETHD, FEHA T

[+ e RG24 T D BB DO B2 0L VO BB L E KO L, ﬁ(n'u%’g‘z_éi))
R TN ERET RETHL (LFE, 787 a 11257,

156. Alternatively, the controller may provide its general authorisation to the use of sub-
processors (in the contract, including a list with such sub-processors in an annex
thereto), which should be supplemented with criteria to guide the processor’s choice
(e.g., guarantees in terms of technical and organisational measures, expert
knowledge, reliability and resources).” In this scenario, the processor needs to

inform the controller in due time of any intended addition or replacement of sub-

0 See Part II —sub—section 1.1 (“Choice of the processor”).

o7 ka1l (LB DR )& 5 1,
™ This duty of the controller stems from the accountability principle in Article 24 and from the obligation to
comply with provisions of Articles 28(1), 32 and Chapter V of the GDPR.

EHHEDZOFRBIL. GDPROFE245KDT A0 2V T4 DJFHINGE N H285-F 1, 5325 K DEHEDOHLE
TN DFBITEIR T,
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processor(s) so as to provide the controller with the opportunity to object.

SO, F R, B EE O IR T 52 RAR A GRRICB VT, 2K
DRIFRNZE D IO IRAFILIRE DY AN FER T HZEITI0) T 52 L3 TE D, T,
RULBRE DR DFR BT 722 B HE (1] BTl OSHERRIOFE B, MR O ek, 13 #E1 &
DY — AT DRG0 ICZV B SN RETH D, P 2OV FUATIL, AEF L, 2
A B A O B A IR 2720 | HAHEE OB XIIZ RO T ENRHLHEZ
NAHERF I FH (@A D0 DR HD,

157. Therefore, the main difference between the specific authorisation and the general
authorisation scenarios lies in the meaning given to the controller’s silence: in the
general authorisation situation, the controller's failure to object within the set
timeframe can be interpreted as authorisation.

L7235 T, R B0 GE & R B2 KGR O T U A O FE /@ T, B OLERIC
B2 b EWRIZH D, BRI AGR DR DU I N TR, B DV E ST RN
(ZHGREMB AR To 6 | KRS E NS5,

158. In both scenarios, the contract should include details as to the timeframe for the
controller’s approval or objection and as to how the parties intend to communicate
regarding this topic (e.g. templates). Such timeframe needs to be reasonable in light
of the type of processing, the complexity of the activities entrusted to the processor
(and the sub-processors) and the relationship between the parties. In addition, the
contract should include details as to the practical steps following the controller's
objection (e.g. by specifying time frame within which the controller and processor
should decide whether the processing shall be terminated).

WO FIAIZEBN TS, SR, B OAGE T E G L TORFRIME, &
O\ ZOBICET 29 FHH LD ERBUR T 1E (T 7L — MR E) IZBET 258 a3
OLMENDD, ZOXI7RR M Bl O OFHH, AL (K OELHEE ) (ZRFESTL
T IEEOBHES K N FEEZ R OBRICHROL THEIR THLNENR B D, T, TN E
Wi, BHEEORBH UL THRO BRI FIRLRRE T o068 DD (21X, & B
Fr LA DML PR TR T D E S0 R E T DI A TR E T 5%)

159. Regardless of the criteria suggested by the controller to choose providers, the
processor remains fully liable to the controller for the performance of the sub-
processors’ obligations (Article 28(4) GDPR). Therefore, the processor should ensure
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it proposes sub-processors providing sufficient guarantees.

EHFINT O NAZ GBI T DT OIHR R U IREIC R OO T, B 1, H 0
X DFHBOBITICOEE HE XL TERAEZ R NICAS (GDPRE285:5H4H) , ©
DI | WHE I+ 72 R AR T DE B 2R R T H LR T DU E DR B D,

160. Furthermore, when a processor intends to employ an (authorised) sub-processor,
it must enter into a contract with it that imposes the same obligations as those
imposed on the first processor by the controller or the obligations must be imposed
by another legal act under EU or Member State law. The whole chain of processing
activities needs to be regulated by written agreements. Imposing the “same”
obligations should be construed in a functional rather than in a formal way: it is not
necessary for the contract to include exactly the same words as those used in the
contract between the controller and the processor, but it should ensure that the
obligations in substance are the same. This also means that if the processor entrusts
the sub-processor with a specific part of the processing, to which some of the
obligations cannot apply, such obligations should not be included “by default” in the
contract with the sub-processor, as this would only generate uncertainty. As an
example, as to assistance with data breach related obligations, notification of a data
breach by a sub-processor directly to the controller could be done if all three agree.
However, in the case of such direct notification the processor should be informed and
get a copy of the notification.

SHIT, AHE D ORRRSNT) BB E 2R T 58 M ThoHE  JLBEE DY, BB
B DA OIPLE TR LT B L AR D 55 ik 3 K AR I B Lfififs 357 -
(3. ME%FH IS EUSUINMNER E OIEFIT S SHIDIERAT 212> TRSN 2T UL
2RI, BURTE B O DO2IKIT, FEICELABICL > THHISN D LER DD,
[REIERD ) FHs AT 2 id, RIS TIF R <RI N A R & TH D, 2T,
BEEH LWHEFE OB O THEHASN TODbDEESTKFE DL EEEHOLHMEITR
WS, ZDOREBPEERNCFRKE THLZEZ MR T RETHD, ZiUE, Fio, LFE D,
AR DR E DE 3 2B H (T ERFEL TS —EBOZHE B TERWGE . £ D
JORFHEENIE LORKNT T 74NV TIEHLRETRVIEL BT D, NiEE
PWa BT DB THLINLTHD, FlEL T, 7 —ZENBEDOFE DO SHRIZOVTIL,
IHEMNEETIUL, HAHE VG HH T — /BN BT 52 ENTED, 72721,
ZDIH7pEANL, B TH @A L WA O —%2 AFTLUERHD,
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2. CONSEQUENCES OF JOINT CONTROLLERSHIP
HFEEHICIVAELDE

B

AN
Iz

2.1 Determining in a transparent manner the respective responsibilities of
joint controllers for compliance with the obligations under the GDPR
GDPRIZE WD HFH 2T D720 D LFRIEHEH DX N ENOELEEZIMED
DR TIRE

161. Article 26(1) of the GDPR provides that joint controllers shall in a transparent
manner determine and agree on their respective responsibilities for compliance with
the obligations under the Regulation.

GDPRMDH26 5 5 1L, HL[FE E 13, GDPRIZED HFH & BT T DI DEH
ZNOBEEEZFEHEOH LK TREL ., AELRTTRORNEREL TV,

162. Joint controllers thus need to set “who does what” by deciding between themselves
who will have to carry out which tasks in order to make sure that the processing
complies with the applicable obligations under the GDPR in relation to the joint
processing at stake. In other words, a distribution of responsibilities for compliance
is to be made as resulting from the use of the term “respective” in Article 26(1). This
does not preclude the fact that EU or Member State law may already set out certain
responsibilities of each joint controller. Where this is the case, the joint controller
arrangement should also address any additional responsibilities necessary to ensure
compliance with the GDPR that are not addressed by the legal provisions.”

L7eio T, EEE A 1T, 2O\, L 22> TO D[R Hf W 2 B L T
GDPRME 5l #5154 5P L TV DT LA FEIR T 2720 | HENE OEBEATONEE
PE I CIRIET DR, [RERMIA T 20 AR ETDMEDRDD, 5 W2 UL,
HESFIRDBAEDO D EL, H265 B LED ZAh A LV ARESE S TCnhbHZ e
WXV TSI LT D,  Zhud, EUESUIMBE O EWNIED, I EE BRE ORFE D
BATED TODIGENRHLZEEPERT b DO TIFR, 2O X576, LFEHE O

™ ”In any event, the joint controller arrangement should comprehensively address all of the responsibilities of the
joint controllers, including those which may have already been set out in the relevant EU or Member State law
and without prejudice to the obligation of joint controllers to make available the essence of the joint controller
arrangement in accordance with Article 26(2) GDPR.”

TOFCLThH, EREHE ORIOIT, BE T 2EU TN E OE N E TREICESD HIVTWD ATREME D
HHHLOLEH T, LFEFHE DR TOEMTA RIS NETHY , GDPREF26 55 2T~ T [FE H
F ORI DEF AN HILFEEE DRBEEHELRHIBOTIT RV, |
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B T, 15 EOBUE TIIXL TERUW GDPRODE T AR T 572D I 70 E
IMDOFAEZ DWW TR DM E DR DD,

163. The objective of these rules is to ensure that where multiple actors are involved,
especially in complex data processing environments, responsibility for compliance
with data protection rules is clearly allocated in order to avoid that the protection of
personal data is reduced, or that a negative conflict of competence lead to loopholes
whereby some obligations are not complied with by any of the parties involved in the
processing. It should be made clear here that all responsibilities have to be allocated
according to the factual circumstances in order to achieve an operative agreement.
The EDPB observes that there are situations occurring in which the influence of one
joint controller and its factual influence complicate the achievement of an agreement.
However, those circumstances do not negate the joint controllership and cannot
serve to exempt either party from its obligations under the GDPR.

:h@@w~w®5%i<ﬂ%w'@%&?~&ﬁ@ﬂ&bhé#FT?@@®ﬁ%
FEREAET L5 AN, AT —ZOREME T T 2282 mRET 5720, T, &
/EEWM%BEODHJ%S%HA OB —ITOEHE PRI G T EEONT

IR THESFINRLRD LR [ERET D72 | T —F R — /L DOEFITAR DT
MEICHIV Y TONLZEZ MR T 5L THD, ZZTHREIZL TERITITR B0

DX, EH EOEEEZZENRT 5720, R TCOFELEFEZERORBUIIS U THIV Y T2iFi
Z7R2HNENHZETH D, EDPBIE, JEFAIEEHE DR L2 DEFE LOREIINTE-T,
AR DEMDPEHE R DIRMDFEEL TODZEAFROTND, Ll ED IR P T
LFAEHETOCNDILEEETDHHDTIIARL, —HD Y FENGDPRIZESEHE
R DR EI R ZLITTERY,

164. More specifically, Article 26(1) specifies that the determination of their respective
responsibilities (i.e. tasks) for compliance with the obligations under the GDPR is to
be carried out by joint controllers “in particular” as regards the exercising of the rights
of the data subject and the duties to provide information referred in Articles 13 and
14, unless and in so far as the respective responsibilities of the controllers are
determined by Union or Member State law to which the controllers are subject.

FOEARRICIE, 526555 111X, GDPRIZED 535 O MSFIRD FHE DX T
DO EAT: (B JH5) DU EIL, BEE DZNZENOELN, BEE DRI HEUE L
IR E D EPWEICIDIRESNIRNGE IS, FZDRVIZEBWNT, &0 7 —4 %
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EOMEROFTAE . W ONT, H135 L ONE 145 ICHE T ARt O 2B I L T3,
HEEHEICL > TBITSNAREZEAHTL TS,

165. It is clear from this provision that joint controllers need to define who respectively
will be in charge of answering to requests when data subjects exercise their rights
granted by the GDPR and of providing information to them as required by Articles 13
and 14 of the GDPR. This only refers to defining in their internal relationship which
of the parties is obligated to respond to which data subjects’ requests. . Regardless
of any such arrangement, the data subject may contact either of the joint controllers
in accordance with Article 26 (3) GPDR. However, the use of the terms “in particular”
indicates that the obligations subject to the allocation of responsibilities for
compliance by each party involved as referred in this provision are non-exhaustive.
It follows that the distribution of the responsibilities for compliance among joint
controllers is not limited to the topics referred in Article 26(1) but extends to other
controller’s obligations under the GDPR. Indeed, joint controllers need to ensure that
the whole joint processing fully complies with the GDPR.

SLFEEBE 1L, 7 — 2 ERDRGDPRIZE - T G- SR ZAT D ERDZR ~D
1% %>, GDPRDFH 135 M O 1458 TEREN DM O~ DIF i T T2
B2 HEDDLERHLZENZDOBUENOH O TH D, 2k, NEBORRIZE
WT, DT —Z EROESRIZKIG T DR N DO EERT DL ERT D, 20X
HRROIZBE DL T, 7 — & ERIE, GDPRE 2655 3 IS\ CH[FE HLE O
W HDTHEAE T DIENTED, LLRNG, 1200171 8V HEEDERIX, Z05RHE
TEKRSN TS, BRI M % DU FEDRTIARDEEOEI Y TORNRERDHHE
BPMFER TIIRNWZ 2R L CWD, LTzni-> T, LRIE A MICH T 28 IR DO HE
EDELIE, 265 1IHE THESN TV DT ES LT GDPRIZED HfLDE
B ORI Mo 5o R L FE A T, L FEDHR O 2R GDPRA SE IS5
LR T DM EED DD,

166. In this perspective, the compliance measures and related obligations joint
controllers should consider when determining their respective responsibilities, in
addition to those specifically referred in Article 26(1), include amongst others without
limitation:

ZOBLENG, HFEBENPEN TN OFLEZRTETDHRCHE T NS HETHIE KL
OB T 5B I21T. H2650HLHE TEAKRICE RS TWDHDITINZ ., L FOHD
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WEFENDD, ZIDIZRES LR,
» Implementation of general data protection principles (Article 5)
— kT — 2 R IR R O I (555
» Legal basis of the processing’® (Article 6)
HR O DTERIRR L™ (556 5%)
= Security measures (Article 32)
LA P E (55325%)
= Notification of a personal data breach to the supervisory authority and to the data
subject™ (Articles 33 and 34)
BE R M O F —Z RIS DA 7 — 22 E 0@ ™ (5335 L U 345%)
= Data Protection Impact Assessments (Articles 35 and 36)"°
7 — 2R (553558 e UN365%)
= The use of a processor (Article 28)
ALERFE Off ] (55285%)
= Transfers of data to third countries (Chapter V)
HEE 0T —2ORiE (F55)
= Organisation of contact with data subjects and supervisory authorities
T 5 AR R OV R R & oD D P

™ Although the GDPR does not preclude joint controllers to use different legal basis for different processing
operations they carry out, it is recommended to use, whenever possible, the same legal basis for a particular
purpose.

GDPRIZ. J:[REBRE DN EITT DI Z LI R AR D BRI 5 2 LA HEIRL TRV, FIREZR Y
Bl WIS, FED B BITIRE— DOIERRIAE 35 2 LR E N D,
™ Please also see EDPB guidelines on Personal data breach notification under Regulation 2016/679,
WP250.rev.01 which provide that joint controllership will include “determining which party will have responsibility
for complying with the obligations under Articles 33 and 34. WP29 recommends that the contractual arrangements
between joint controllers include provisions that determine which controller will take the lead on, or be
responsible for, compliance with the GDPR’s breach notification obligations”( p.13).

R BE (S L DWIENTILT B3R K ONFFITIE DS DI FIT RS F & E D2 FE DA FHIE T
BIEDPTFN, F29FMEHER NG, e[ B [ DZFT L DIRGFDIZ(F, GDPROIRZ Z B A1 6 75 D T3 135
T30 XILEEEAIEPIE 5 RE T BHET 5 DE e L2593 HAI2016/679CFEDSMN T —5
[REHN BT BEDPBY R 7121, WP250.rev.01 (p.13) b & [,
™ Please also see EDPB guidelines on DPIAs, WP248.rev01 which provide the following: “When the processing
operation involves joint controllers, they need to define their respective obligations precisely. Their DPIA should
set out which party Is responsible for the various measures designed to treat risks and to protect the rights and
freedoms of the data subjects. Each data controller should express his needs and share useful information without
either compromising secrets (e.g.: protection of trade secrets, intellectual property, confidential business
information) or disclosing vuinerabilities” (p.7).

DPIAIZBEFBEDPBO A AR T AL, WP248.revOLIZIR D IINZED TOBDTEIBENTIZ, [ B 512 S 7]
B DB G T B35, oHITTNENNDEEFEE IEFEIZEFE T DL EDHS, tiSDDPIAIL, YR ZMFEL, T
— X FAIRDKEFIR ONH H1 & (RET 570D I1Z3R TSI 4 Rt B B & A Y T FIEDERETHD, 57
— BN, BB AR E0 (P R, T RE, R DFIEITRORE), KId, N a T
BIELS, HODBEEEZZHIL, HIHRIGREL G T NETHSB] (p.7),
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167. Other topics that could be considered depending on the processing at stake and
the intention of the parties are for instance the limitations on the use of personal data
for another purpose by one of the joint controllers. In this respect, both controllers
always have a duty to ensure that they both have a legal basis for the processing.
Sometimes, in the context of joint controllership, personal data are shared by one
controller to another. As a matter of accountability, each controller has the duty to
ensure that the data are not further processed in a manner that is incompatible with
the purposes for which they were originally collected by the controller sharing the
data.”™

L 725 TOD B O R O 8 O B RIS U TRET SISO EEIL. Filx 1T,
HFEFHEDIHODOLANICED, HO BB TOEANT —ZOFHDOHIR THD, ZD I
BT, W OEBE L, B WG BEAROOERRIE AL TWDTEa iR T2
BEDDD, FRZIZ, FFEEHEOARIZIB VT, BN T —Z2 08— D BEE BRI D4 B
FICHAEIND, T2 VT OREEL T, fllx OFEEF L, 7T —22LFT5
EHFIZL > TYYNIEES N B E T JE T2 TT — DRI b0
IR T DFJB VDD, T

168. Joint controllers can have a certain degree of flexibility in distributing and allocating
obligations among them as long as they ensure full compliance with the GDPR with
respect of the given processing. The allocation should take into account factors such
as, who is competent and in a position to effectively ensure data subject’s rights as
well as to comply with the relevant obligations under the GDPR. The EDPB
recommends documenting the relevant factors and the internal analysis carried out
in order to allocate the different obligations. This analysis is part of the documentation
under the accountability principle.

LFEEFRE X, FT 5 OB IZBIL TGDPRA~DSE 272 M5 A e (R 3 2[R0, 50
W CORB DB OEI Y TS, HOFRE DTN L FFHOZLNTED, FVHTITH

™ Each disclosure by a controller requires a lawful basis and assessment of compatibility, regardless of whether
the recipient is a separate controller or a joint controller. In other words, the existence of a joint controller
relationship does not automatically mean that the joint controller receiving the data can also lawfully process the
data for additional purposes which are beyond the scope of joint control.

EERF LA 2 OBRIZIE, BASEDBMEOE FE TH ARG ILE O — 5 ThEIMITBfRL, kR
ALK O GBS EOFTHI AT R SILD, Wiz UL, FEFREEE OBRNGFEIET 50080 ->T, 7 —4%
ZATEAIFEHE D, HFAEFROFMAEZEZLBIMO B TT —2Z2MEICBESI L TEAZ L% BN
ICERT 20T TlidZeu,
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W, BEDRS T —F BAROHERI 2N R BRI 35130 GDPRIZE S DB 35355
EESFTHRENEAL, 1D, TDONIGITHHNREDBEFREZBBIZANDLRZTHD,
EDPBIZ. BHE§ 2B H K Ok # 7238 B 20 Y TOHIDIZEA TSN N o i 2 30
LT BZEaEE T2, ZONHIE. THY L ZE VT4 DOJRRNC BT D CE LD —ETH
Do

169. The obligations do not need to be equally distributed among the joint controllers. In

this respect, the CJEU has recently stated that “the existence of joint responsibility
does not necessarily imply equal responsibility of the various operators involved in
the processing of personal data”.”” However, there may be cases where not all of the
obligations can be distributed and all joint controllers may need to comply with the
same requirements arising from the GDPR, taking into account the nature and context
of the joint processing. For instance, joint controllers using shared data processing
tools or systems both need to ensure compliance with notably the purpose limitation
principle and implement appropriate measures to ensure the security of personal
data processed under the shared tools.

FHIT, LA A TR SNSRI, 2O RICHE, CIEUIL, filt.
[ A B AEDIFTENL T LN T —Z DIV N BTG T B4 4 727 T 225 D] D&
(EEEIRLR 0 LI TS, T LU 3 s, e RIBHR O OMEE K OOk [EL T,
ETOFRBLZE G CTET | LFRFHERAN, GDPRMOAEUD RO B A4EF T 5
VENSLGE R HVID, BIZIE, WhHT — 2R — /1 I AT L% R 5 [
BHEIL, BI7EL . R B RIHIRO R Z 85T+ 52 ez el 34— /L THHK
PNDENT —F O E LR T D20 OB IFE L H DU ENR DD,

170. Another example is the requirement for each joint controller to maintain a record of

processing activities or to designate a Data Protection Officer (DPO) if the conditions
of Article 37(1) are met. Such requirements are not related to the joint processing but
are applicable to them as controllers.

BIOBIEL T, Al 2 O IL[RE EEE DS IRRTEB O FLERZAHERF T 570>, BB3THRABLHD
SN TZSNT S BT — 2 R4 7 ¥ — (DPO) Z 54 T 2LV OB R B D, ZD
FO7e BT, FLRBHR O EITBIFR LR, F R LTI LICE S D,

™ Judgment in Wirtschaftsakademie, C-210/16, ECLI:EU:C:2018:388, paragraph 43.
Wirtschafisakademie(C—210/16. ECLI:EU:C:2018:388) ™3, C-210/16, ECLI:EU:C:2018:388. %43
B,
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2.2 Allocation of responsibilities needs to be done by way of an arrangement
BEEOEFN S T, BRDIZE>TUTIREDRHD,

2.2.1 Form of the arrangement
b o

171. Article 26(1) of the GDPR provides as a new obligation for joint controllers that they
should determine their respective responsibilities “by means of an arrangement
between them”. The legal form of such arrangement is not specified by the GDPR.
Therefore, joint controllers are free to agree on the form of the arrangement.

GDPRODH265 51, JLFE HE OFLWEHEL T, [ME R TORRDIZL-
TITNENDOELELZRET RETHLEHREL TWD, ZO X7 Bk DIERIE AT,
GDPRIZESTEDHIL TR, L723> T, EREHE L, Bk DRSOV TH

HIZEETHIENTED,

172. In addition, the arrangement on the allocation of responsibilities is binding upon
each of the joint controllers. They each agree and commit vis-a-vis each other on
being responsible for complying with the respective obligations stated in their
arrangement as their responsibility.

SHIT, EEDOE Y T T2 RO 1L, il 2 DI [FEBE 2 K5, 45 FE
HEIZZENEN, EOEOBEELL T AEDLDOBIRDIZHE SN TWODENENDEH 28
SFTOBEEDRHDLIEITHOE BAWICFREL. T2,

173. Therefore, for the sake of legal certainty, even if there is no legal requirement in the
GDPR for a contract or other legal act, the EDPB recommends that such
arrangement be made in the form of a binding document such as a contract or other
legal binding act under EU or Member State law to which the controllers are subject.
This would provide certainty and could be used to evidence transparency and
accountability. Indeed, in case of non-compliance with the agreed allocation provided
in the arrangement, its binding nature allows one controller to seek the liability of the
other for what was stated in the agreement as falling under its responsibility. Also, in
line with the accountability principle, the use of a contract or other legal act will allow
joint controllers to demonstrate that they comply with the obligations imposed upon
them by the GDPR.

L7ehi o TOEIIREFENED 726D | GDPRZNEK) XU FZ DA OIERAT 2 2B D a2
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I3 T AL A EICRHBEN TWAZEIZOWT, M OEHEOB(TA BN THIEN
T&ED, Flo, TAVZEVTADJRRANCI T 286 UTE DMOERITAEF 5
Z&T, S FE B IXGDPRICE - Tl DN BB 28 F L QD ZEARE T D,

174. The way responsibilities, i.e. the tasks, are allocated between each joint controller
has to be stated in a clear and plain language in the arrangement.’® This requirement
is important as it ensures legal certainty and avoid possible conflicts not only in the
relation between the joint controllers but also vis- a-vis the data subjects and the data
protection authorities.

A TROBIHE 2ME 4 OLFEHE R TER Y TOND HIET Bk izl
T DR T WFEETHIESNRIT UL BR0, 8 ZO BT, TERIE RN
fetrL . LREHEROBROARLT | 7 —F FER KR OT — 2 IR#ER B L DOBIFRIC
BWTAEUSLRNLZERET 52800, ZOBIHIEETHD,

175. To better frame the allocation of responsibilities between the parties, the EDPB
recommends that the arrangement also provide general information on the joint
processing by notably specifying the subject matter and purpose of the processing,
the type of personal data, and the categories of data subjects.

LHEZMOFEOE Y TELVEYNAELT 5720 EDPBIE, HRIRDIZIBW T, K
W2 BB OEEL O BER), AT —ZOFE & T —F FIROF AR E 35281
£ FETAR BT 5 — AR EWROEUE T 5228 75,

2.2.2. Obligations towards data subjects
T —H ERIT T D

8 As stated in Recital 79 of the GDPR “(...) the responsibility and liability of controllers and processors, also in
relation to the monitoring by and measures of supervisory authorities, requires a clear allocation of the
responsibilities under this Regulation, including where a controller determines the purposes and means of the
processing jointly with other controllers” .

GDPROFILTITIRARSINTNDIINT, [ () BELE R OMPEH DZEFE K VLB ETITIL, EPEE D DOEPE
FEIENA TR VD A IR N FEERIE T HH 5550, BRI L SEH R OB B B D1 1 D B IZ
BUNTh, GDPRIZIE IS EED IR FID Y Tai ZE T3],
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176. The GDPR provides several obligations of joint controllers towards data subjects:
GDPRIZ, 7 —# ERITKE T2 LR E A DV DFBZBUEL THD.

The arrangement shall duly reflect the respective roles and relationships of the joint
controllers vis-a- vis the data subjects
ko, 7 — 2 FIRITKS B OENENOEE R OBIR A Ok L7
B AN ECANVA AN
177. As a complement to what is explained above in section 2.1 of the present guidelines,
it is important that the joint controllers clarify in the arrangement their respective role,
“in particular” as regards the exercise of the rights of the data subject and their duties
to provide the information referred to in Articles 13 and 14. Article 26 of the GDPR
stresses the importance of these specific obligations. The joint controllers must
therefore organise and agree on how and by whom the information will be provided
and how and by whom the answers to the data subject’s requests will be provided.
Irrespective of the content of the arrangement on this specific point, the data subject
may contact either of the joint controllers to exercise his or her rights in accordance
with Article 26(3) as further explained below.
ARHARTA DRI a2 LZRIT LT EARE T 2b0L LT, LFEEHE L, T27
DU T =2 FAROHER|OITH A NS T —F FRPFE L3R K BF 14K ESH TN
HIE R T REBRBICEAL, T2 OBEEZBUROIZB W THMHIZT 52N E
HToh%, GDPRDFE265:1T, THHDRFEDFH O BEENMEZ IR T D, LIzhi> T,
itlamfi%‘ I EHRBE DI, Fo, fEICLoTRRESNDD KN, T — X EROEL
X TBIEIENE DI, £z, Lo TIREESNODEHEEHL | G E LR IT
E?fﬁl/‘o ZORFED RIZET IR O ONFIZEADLST, LU NICFER T 58512, 7—4
TRIT, 2653 HITHES T, B COMERIZATHE 5720 L[/ BLE OW i icad
T HENTED,

178. The way these obligations are organised in the arrangement should “duly”, i.e
accurately, reflect the reality of the underlying joint processing. For example, if only
one of the joint controllers communicates with the data subjects for the purpose of
the joint processing, such controller could be in a better position to inform the data
subjects and possibly to answer their requests.

BIRDIZB W TINODEBE LR TDHEIL, T@#IEZ 37005, IEfEIC, K
AR LR RV OB L R T _ETHD, Fl2iT, F RO B §Y T [F & 2
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FHDO— NDBPT =2 FREEEZ IS TODIGE ZOIIRE L, 7 — 2 FRIC
WAL, HEIZL- T, TOERISIGETHZEICRBWT, IVARIRILGICHVIED,

The essence of the arrangement shall be made available to the data subject

RO O L, 7 —F EEDFIH TEL ISR T ITR b0,

179. This provision is aimed to ensure that the data subject is aware of the “essence of
the arrangement”. For example, it must be completely clear to a data subject which
data controller serves as a point of contact for the exercise of data subject rights
(notwithstanding the fact that he or she can exercise his or her rights in respect of and
against each joint controller). The obligation to make the essence of the arrangement
available to data subjects is important in case of joint controllership in order for the
data subject to know which of the controllers is responsible for what.

CORENL, 7 —F BRI ko DZ ) ik L CNDZEARERIZT DL AR
ELTWD, FlzIE, (7 —Z B HME « oI [FEBLE ICEL T, SO FEEEE 1T T
ZOMEMZATH CTEDLVOEEITL) D DL T) WTF DT —FEHENT —Z ERD
MERIDATREIZ IS W TERE I L7228, 7 — Z FARIT Lo TRAICHME TR T
20, FEEH OGS RO OE R AT — 2 FERPFIH TELIDNCTHEBEIT. 77—
A EERPNT NOEBF DN LA A T 0% LTI, HETHD,

180. What should be covered by the notion of “essence of the arrangement” is not
specified by the GDPR. The EDPB recommends that the essence cover at least all
the elements of the information referred to in Articles 13 and 14 that should already
be accessible to the data subject, and for each of these elements, the arrangement
should specify which joint controller is responsible for ensuring compliance with these
elements. The essence of the arrangement must also indicate the contact point, if
designated.

[ e DZERT) DB TN =S R EDNT, GDPRTITFFES TR,
EDPBIZ, Eiild, D7aleb, 7= EENT TICT 7 EATEDILT THLHHIZR KLV
FBLAFIZB W THESNL TWAIEROETOERE I N —FT REZLE2|E T2, F7-,
INBOBEROZTNEIUCOE, BURDIX, WO FE A NSO R ORSF
DHERICERZ A TLONERET RETHDH, BIRD DE T FEESN TWHHEETT
HHE D RSRT TR D720,

181. The way such information shall be made available to the data subject is not specified.
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Contrary to other provisions of the GDPR (such as Article 30(4) for the record of
processing or Article 40(11) for the register of approved codes of conduct), Article 26
does not indicate that the availability should be “upon request” nor “publicly available
by way of appropriate means”. Therefore, it is up to the joint controllers to decide the
most effective way to make the essence of the arrangement available to the data
subjects (e.g. together with the information in Article 13 or 14, in the privacy policy or
upon request to the data protection officer, if any, or to the contact point that may
have been designated). Joint controllers should respectively ensure that the
information is provided in a consistent manner.

ZDIHRERE T —F FERPFIA TELIDNTT 2 HIEIFFFESIL TV, GDPR
DOMOFE (B OFEEIZ BT 555305 55 4B T ARSI A TEN R #L00 B 5% 7812
B9 25540555117 8) LIT B0 | 552651, FIH T HMENT ZR/IZ5CTIThsd
NEZEG, NEHL) FRICLDZNEFH FTRE) THNEZELRL TR, LT23> T,
T =2 BRI D OE S AF ] TED L b AR 5 1E (B 55135 T 145
DFEREEBIZ, TTA R =R — 2B T, UTEFFIGE TT — 2 {feA 7 o —
~FETDEE) B LITIRESN TV LG E DR ~) 2R E 32 D133 R B
FHThHD, LFEHE L, T, Hwp— B U TRESN DAk~
T o,

The arrangement may designate a contact point for data subjects
BRIz 7 —F FARD =D OHEAE I BETHIENTED,
182. Article 26(1) provides the possibility for joint controllers to designate in the
arrangement a contact point for data subjects. Such designation is not mandatory.
F26 1L, SRR B ST — X LR DT OMLg Sz R IZI IR ETED
EREL TS, ZOIIRFEEITMATIT RV,

183. Being informed of a single way to contact possible multiple joint controllers enables
data subjects to know who they can contact with regard to all issues related to the
processing of their personal data. In addition, it allows multiple joint controllers to
coordinate in a more efficient manner their relations and communications vis-a-vis
data subjects.

B D LR BE ~Off— S8 HIEZBMINDZE T, 7 —#E KL, B4
DIENT —F DA BE T 52 TORBEIZBIL T, #EICHEE TEDNEMHIENT
&5, SIHIT, LUTEY BEOILFRFHEE D, 7 — 2 EIRL OB L O &2 L0 2=
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HINZHEETE D,

184. For these reasons, in order to facilitate the exercise of data subjects’ rights under
the GDPR, the EDPB recommends joint controllers to designate such contact point.
ZNHDEHND, GDPRIZED LT — X ERDOHEMOITHELA 5124572 EDPB

(. ERIEBE 2 OIS INERR e R E T 52BN S 5,

185. The contact point can be the DPO, if any, the representative in the Union (for joint
controllers not established in the Union) or any other contact point where information
can be obtained.

B SEIE, FFET 2355 1XDPO. EUIRN ORERA (EUIR I HL R oD 7\ S [ 45 PR
FEOLE) . X RN AF TELZDOMOERE LT HILNTED,

Irrespective of the terms of the arrangement, data subjects may exercise their rights in

respect of and against each of the joint controllers.

RO DRI D BT 7 —2 BRIl x OILFFEREIZRL T, KON, 2 DH:[FE

BHAITHL T, ZOMRZATHETED,

186. Under Article 26(3), a data subject is not bound by the terms of the arrangement and
may exercise his or her rights under the GDPR in respect of and against each of the
joint data controllers.

F26REIHDBUEICIY, 7 —F KL, BIRD ORI RIS, 5~ DIL[FH
T —AEBE LT, KO 2 OILFEEBEE (26T, GDPRIZED D H HOHER]
AT TED,

187. For example, in case of joint controllers established in different Member States, or
if only one of the joint controllers is established in the Union, the data subject may
contact, at his or her choice, either the controller established in the Member State of
his or her habitual residence or place of work, or the controller established elsewhere
in the EU or in the EEA.

2R, FEEHE DR MEEICH S A6 3256 U, EREHEDIH—
FHOHBPEUBNICHL R A A 256, 7 —Z KL, BOOBRICEY, B0 BT
LT 236 2 I H EN L i 2 A7 972 8 B L ST EUSUIEEAIR N O D 57T
(TR 2 AT DEBE (G 52N TED,
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188. Even if the arrangement and the available essence of it indicate a contact point to
receive and handle all data subjects’ requests, the data subjects themselves may still
choose otherwise.

ko e ORI ATBE7RZ D F T, BTOT —Z EROEZEZZITERY , 7>2, BV
WOBAR SV RENTODIGE BT, 7 —F EIRE H DD HIEZBEIRT 5280
T&ED,

189. Therefore, it is important that joint controllers organise in advance in their
arrangement how they will manage answers to requests they could receive from data
subjects. In this respect, it is recommended that joint controllers communicate to the
other controllers in charge or to the designated contact point, the requests received
in order to be effectively handled. Requiring data subjects to contact the designated
contact point or the controller in charge would impose an excessive burden on the
data subject that would be contrary to the objective of facilitating the exercise of their
rights under the GDPR.

L7eio T LFEEBE D, 7 — X BEERNOZITRVELE R A~DEIEZE DIHIE
B 22 3L [AE B OB D IZB W THANIEE T 52 L IFEE TH D, :O),m:
BT, SLREEE T, ZEROICKHLT 57280 | T B2 R A Y OO B FH X
IR E SR ST 2R SN D, 7 —F EIRITH L TR ES N2 E e
MIFHYOFEF | EAE T HIEaROHIEIE, T —F BERITBEDOAHENTHE
&720 . GDPRIZE O DM DR DT AL E T DL ) AR 52 8L7259,

2.3 Obligations towards data protection authorities
SARERE RS \—)d“d—ézﬁd’ﬂ

190. Joint controllers should organise in the arrangement the way they will communicate
with the competent supervisory data protection authorities. Such communication
could cover possible consultation under Article 36 of the GDPR, natification of a
personal data breach, designation of a data protection officer.

SR B, RO T — 2 IREERE B & O T 1ha R D (W TR B
ETHD, ZOLH72HKEITIT, GDPROFEI65-ITIESWCHRIRE R Mgz, AT —
PZBOWH, T —H R T P — DI D E ENAFD,

191. It should be recalled that data protection authorities are not bound by the terms of

the arrangement whether on the issue of the qualification of the parties as joint
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controllers or the designated contact point. Therefore, the authorities can contact any
of the joint controllers to exercise their powers under Article 58 with respect to the joint
processing.

T 2R BIT, SRR B LU CO Y EE OBEEEORIBE ThHI, HEEINTE
DRI ThHIv, B DRI RSN RN LR T _&ETHD, L7z > T,
Y REHERAIE, LR B B L TEB8ARITTE D DIERRDATHEIZ S 720, W oL RS
PFITHERE T HIENTED,
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Annex | — Flowchart for applying the concepts of controller, processor and joint

controllers in practice

Note: in order to properly assess the role of each entity involved, one must first
identify the specific personal data processing at stake and its exact purpose. If
multiple entities are involved, it is necessary to assess whether the purposes and

means are determined jointly, leading to joint controllership.

Is another party iInvolved in the
personal dats processing In ——NO-
question?

YES

Are you appointed as controfler
according to a legal act far the
processing in question? (exphcit
legal competence)

NO
X
Is the processing necessary in
order t¢ carry out a task for which
you are responsible accordingto s
fegal act? (implicitlegal

compatonce)
NO
! YES
Do you decide?
* the purpose ar purposes that the
data will be processed for
= which parsonal data that shall
be collected and processed
» which categariesof individuals |
that the processed data will refer
0 No, | cary out the processing on behalf of another
+ whether the processed dats party. in accordance with s Instructions
shall be disclosed and 1o whom | make decisions 2bout cetain non-assentiai means
« ' for how long the personal data NO-» to beused (2.0, what IT systems or other tachnical |—
will be stored means 1o use for the processing or detsiis of the
secunity measures based on the general secunty
objectives set by the other party)
No, | carry out the processing on benalf of another
NO party and solely in accordance vath Its instructions. |
do not make any decisions as to purposes and means
of the processingof my own

1 DO NOT KNOW

iz
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| DO NOT KNOW

| don’t know who The following factors may
decides on the help to determine the
purposes or means of appropriate qualification of
the processing. - the roles:

you are the controller

You obtain a benefitfrom, or have an
interest in, the processing (other than the
mere payment for services received from
another controller)

You make decisions about the individuals
concerned as part of or as a result of the
processing (e g. the data subjects are
your employees)

The processing activities can be
considered as naturally attached to the
role or activities of your entity (e.g. due to
traditional roles or professional expertise)
which entails responsibilities from a data
protection point of view

The processing refers to your relation with
the data subjects as employees,
customers, members etc

You have complete autonomy in deciding
how the personal data is processed

You have entrusted the processing of
personal data to an external organisation
to process the personal data on your
behalf

You process the personal data for another
party's purposes and in accordance with
its documented instructions - you do not
have a purpose of your own for the
processing.

Anocther party monitors your processing
activities in order to ensure that you
comply with instructions and terms of
contract.

You do not pursue your own purpose in
the processing other than your own
business interest to provide services.

You have been engaged for carrying out
specific processing activities by someone
who in turn has been engaged to process
data on another party's behalf and on this
party's documented instructions (you are
a subprocessor)
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Joint controllership - If you are the controller and other parties are involved in
the personal data processing:

Do you and (anjother party(ies) involved |ointly
determine the purposes and means of the
processing?
Does more than one party have a decisive influence
over whether and how the processing takes place —
either by a common decision or by converging
decisions that complement each other and are ‘NO-
necassary for the processing because they have a
tangible impacton the determination of the purposes
and means?
This means that the processing would not be possible
without both parties' participation - the processing by
each party is inseparable, | &. inextricably linked.

YES

X

Do the common or canverging decisions on purposes
and means refate to the whole of the processing in
question?
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