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EXECUTIVE SUMMARY
HE

The GDPR does not provide for a legal definition of the notion “transfer of personal data to a
third country or to an international organisation”. Therefore, the EDPB provides these
guidelines to clarify the scenarios to which it considers that the requirements of Chapter V
should be applied and, to that end, it has identified three cumulative criteria to qualify a
processing operation as a transfer:

GDPR /3. M*IXil%%%A®@AT S OBER] &V IR DB E R 2 B
EL TR0, L7i75>o’('\ EDPB IE, F 5 mOEMENEHA SNDH EEXDH VT VA
AL T 272012, ZOHA RTA U EREEL, F72, £D72HIZ EDPB IE. Hil
EBNBARO KM 27297200 Z o0 BN EER BT L T\ D,

1) Acontroller or a processor (“exporter”) is subject to the GDPR for the given processing.
WERE UTALEE (M) 1, ZOFTEOBHRWIC OV T, GDPR Dii
HzE2%T5Z &,

2) The exporter discloses by transmission or otherwise makes personal data, subject to
this processing, available to another controller, joint controller or processor
(“importer”).

HE L, AT —% %, ZOBRWVITEE, BB LEEHE UL
LR (T AL ) 1okt L, EEICEVBRT 20, X%, 26 BSMNTF]
ArfERbDETH L,

3) Theimporterisin athird country, irrespective of whether or not this importer is subject
to the GDPR for the given processing in accordance with Article 3, or is an international
organisation.

T A 1T %@Fﬁﬁé@ﬁ&#&b\ 2DV TH 3 §RICHEV GDPR Dl & %2 1) 2 15
AR AL SN FICAEL TWA Z &, ik, EEEETHL Z &,

If the three criteria as identified by the EDPB are met, there is a transfer and Chapter V of the
GDPR is applicable. This means that the transfer can only take place under certain conditions,
such as in the context of an adequacy decision from the European Commission (Article 45) or
by providing appropriate safeguards (Article 46). The provisions of Chapter V aim at ensuring
the continued protection of personal data after they have been transferred to a third country
or to an international organisation.

EDPB 23FiE L TV 2 Mk =D DO RMEN 72 SN D56, BIEAFE L, GDPR D 5
ERBEMIND, 2O LiE, BiEIE flX MRNEES»bO+oHRE (6
45 &%) (CBET S, UE, mEU e riERTE (O 46 &) ARt T L Lol —ED
ST TORTONDGZENARTHDLZ EEEWT H, HS5EOREIL FMAT—
SN ESUTEEEREIC B R S g b AT — 5'0>n’*Lf;LE!’J7‘£1% R 5 Z
LEHBE LTS,

Conversely, if the three criteria are not met, there is no transfer and Chapter V of the GDPR
does not apply. In this context, it is however important to recall that the controller must
nevertheless comply with the other provisions of the GDPR and remains fully accountable for
its processing activities, regardless of where they take place. Indeed, although a certain data
transmission may not qualify as a transfer according to Chapter V, such processing can still be
associated with increased risks since it takes place outside the EU, for example due to
conflicting national laws or disproportionate government access in the third country. These
risks need to be considered when taking measures under, inter alia, Article 5 (“Principles
relating to processing of personal data”), Article 24 (“Responsibility of the controller”) and
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Article 32 (“Security of processing”) —in order for such processing operation to be lawful under
the GDPR.

W, MRZ=O DR S WE . BIRIIAEE T, £72. GDPR D 5 5 =
A SR, 2L, ZoBEIZBW T, FEE. HEOBRRIEEN & Z 1T
DD TR < KSR GDPR DM OBUE 23851 L 72 1T UL 63, % O HkiEH)
WX L CREREEZAWVKIT A Z EICOWTHEE L TR ZEIFEETH D, FE.
—EDT —FBHRILHE 5 BIZHE S BEOLM 2072 S 2 W AlREMER H 508, T X
D IREAR DY EU S TIT o 5 2 & T Bl IE, FH=EICRB T SENELE OFJEX
IR 22 ITNA L RT 7B AIZED , KIRE LTY R O RAZPED WREMED B D,
ZDO XD R BHIEENA GDPRICE S EWIER b D LR D KO #C, H55k (MEAANT
— X QR EBET D EEAFR] ) . 24 & (MFEEFOEML)) RO 32 5 ([H
WNOLENE]) ICERSHEARLLIEIC, ZNHLDIVRITEZBETLLERD D,

These guidelines include various examples of data flows to third countries, which are also
illustrated in an Annex in order to provide further practical guidance.

ZOHA RIFA UL, FEEAOT —F OWIUCET 28kx e F 25 A TEBY, 4
RN E T, BN R FZERAI T A 2 R et 27201, BIRIZB W TR EN
TV,

Adopted



Table of contents

ERVs

EXECUTIVE SUMIMIAIY i e e e e e e e e e e e s e e e e e s e s s e e e e e e s e e e e e e e e e eeaeeasesessaassesassessasnsesnsasanennnnnns 3
=
= TR 3
3 oY oo [¥ ot n (o] o NP U SPRRRt 6
i D5 L RS 6
2 Criteria to qualify a processing operation as a transfer of personal data to a third country
or to an international OrganiSatioNn ........ccueiivciiiiiicie e 9
BB 03 8 = [ U TE BB~ DN T — 2 OB R L L COFRMEETT-T 729
D FEIE oottt ettt ettt st r et n e e 9
2.1 A controller or a processor (“exporter”) is subject to the GDPR for the given
PIOCESSINE .eeetviieeeeeeeeiiiittteeeeeessaattrteeeeeesssasabtreeeeesssssasrtsaaeeesssssassstaaeeeesssnsssresaeeeessssnnnsnns 11
B SOTAEE (T ) 1. ZORTEDOER TSV T, GDPR D
FHZ BZUT 2 T & ettt 11

2.2 The exporter discloses by transmission or otherwise makes personal data, subject to
this processing, available to another controller, joint controller or processor
[T a o Lo Y =T IR 11
WHEIL, AT —F %, TORRWICEE, BIoFEE, LRFHEE X
R (T AE ) 23t L, BEICEVBRT 20, Xixk, £ LAMIH]
FHFTBEZR B D E T8 T & ot 11

2.3 The importer is in a third country, irrespective of whether or not this importer is
subject to the GDPR for the given processing in accordance with Article 3, or is

an international OrganiSatioN..........eiicciiiie ettt e et e e e e bae e e e eanes 19
BAE L, £ OFTE DB NI DV TH 3 5RICHEV GDPR Ol %252 15 5 )
ErEMbd, HoEICHEL TS Z &, T, EEMETHLZ L. 19
3 Consequences in case a transfer of personal data takes place.......cccceeecieeeeccieeicciee e, 22
THNT —Z OBEEFIET DA DFER oot 22
4 Safeguards to be provided if personal data are processed outside the EEA but no transfer
1= 1T o= o] R 25
B N7 — % 23 EEA B TR S0 BRBIESFE L 2 WG E IRt s D
R TE .ottt 25
Annex: llustrations of EXamples 1—12.......ccccuiiiieiiieeeciiiee ettt e et e e ette e e e eeate e e e eeareeaeeanes 28
BT + HE] 17212 DR ottt ensns 28

Adopted 5



The European Data Protection Board

BRI T — 2 RIS

Having regard to Article 70 (1)(e) of the Regulation 2016/679/EU of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC, (hereinafter the “GDPR” or “Regulation”),

EANT —Z OB & BES 5 HARANOREIZET 5, KO, £OT7—ZDHEBHL
I35, WO, 54 95/46/EC ZBEILT %, 2016 4F 4 A 27 H OBRINGES & ONER
H2OFAI 2016/679/EU, (LLT TGDPR) Xi& THIHI] &vv9) . D 70 Z&(1)(e)iliH
Sz

Having regard to the EEA Agreement and in particular to Annex XI and Protocol 37 thereof, as
amended by the Decision of the EEA joint Committee No 154/2018 of 6 July 2018,*

2018 £ 7 A 6 H ® EEA H:[AIZ B2 ORTE No 154/2018 |2 X 0 tIE & 7= EEA HhiE, *
FrIZZ Ol EE X R OGEEE 37 108 7,

Having regard to Article 12 and Article 22 of its Rules of Procedure,
Z DFHHAN O 12 S OV 22 FRITH 7+,

HAS ADOPTED THE FOLLOWING GUIDELINES:
RDOHTA R4 EHIRT D

1 INTRODUCTION
IZCHIZ

According to Article 44 of the GDPR,? the conditions laid down in its Chapter V shall apply to
any “transfer of personal data which are undergoing processing or are intended for processing
after transfer to a third country or to an international organisation”.? The overarching purpose
of Chapter V is to ensure that the level of protection guaranteed by the GDPR is not

1 References to “EU” and “Member States” made throughout this document should be understood as
references to “EEA” and “EEA Member States” respectively.

ZOXFEITIEWT, TEU) RO UINRE | EWDERBUL, £ E N EEA] L OVEEA IR E ] SRS

720,
2 “Any transfer of personal data which are undergoing processing or are intended for processing after
transfer to a third country or to an international organisation shall take place only if, subject to the other
provisions of this Regulation, the conditions laid down in this Chapter are complied with by the controller
and processor, including for onward transfers of personal data from the third country or an international
organisation to another third country or to another international organisation.”

MHIZHR DAL T2 T = E U EBEERE ~OBIOZ TR W E BXI L2 AT — 4
BT, € OH = E I EBEBEE > &3 0 5 = [E ST E B~ DN 7 — Z OB B3
2b0%EFD, RBAIOMORIEITHE, REIZED DB EHE R OLIRFIZ L > TH
SFINDEAITBNTOR, IThivd, )

3 “International organisation” means an organisation and its subordinate bodies governed by public
international law, or any other body which is set up by, or on the basis of, an agreement between two
or more countries.

MEBHEEE ) &k, EERAEIC Lo THA S 2 MMk OV o TR, A%, 2 oMol
WCTH-oT, HEOEOMOBEIZL>T, HLIE, TOWEICESNT, RILINDD
DD L HERT D,
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undermined when personal data are transferred “to third countries or to international

organisations”.*

GDPR % 44 25 2|2 X UiE, GDPR O 5 BEIZE D L =4MFiE, [BICEHR b T D
SOEH ZE ST EBRER 2 ~OBIEROZICEF O E B LT EAT — 2 S5 04T
WCHEA SN D, 5 EOROEEREIIX, BAT—22 155 =[E I IEFEEE) 12
BRI 55A. GDPR ICE VIRFESNDIR#ED LU RME T LeWnWZ & 235
ZEThBH, !

The provisions of Chapter V therefore aim at ensuring the continued protection of personal
data after they have been transferred to a third country or to an international organisation.
When personal data is processed in the EU, it is protected not only by the rules in the GDPR
but also by other rules, both at EU and Member State level, that must be in line with the GDPR
(including possible derogations therein) and ultimately with the EU Charter on Fundamental
Rights and Freedoms. When personal data is transmitted or made available to entities outside
the EU territory or to international organisations, the level of protection of individuals’ rights
and freedoms is likely not to be essentially equivalent to the one afforded by the [the]
overarching legal framework provided within the Union.

Lo T, B5 BOHEX, AT —F 08 = [E IEEEEICBIRIS %S,
ENT — % O 7R R T2 2 L2 HME LTS, EU BN TEAT —4
NI b D56, AT —XI1% . GDPR OHANZ L > THRESINDH7ZIT T L,
EU ROVITREOW G O L~ nT, (20T O MRN 2 &Te) GDPR IZHEHLY
%\ EAEANZITHARRIMHER J OV B HZ B3 2 BN G A R FE IS L3 2 A o B H
X THiR#ESND, AT =X | EU A O RIS U ST EBSHSET 12 kF Lk
EXEFFATRER O L SNDHE . EAOHEF K OEHORED UL EU K
N CHEHE S 4L 5 CFER) R IERI M A K D 1REE SN D REED L~ L & AREIZ R % T
TR BTN D D,

Continuity of protection can be ensured in different ways, such as by the legal framework of a
third country or international organisation that benefits from an adequacy decision from the
European Commission (Article 45) or by an instrument between the data exporter and importer
providing for appropriate safeguards (Article 46).> When relying on one of the transfer
instruments listed in Article 46 GDPR, it must be assessed whether they ensure a level of

4 Besides Recital 101, this is particularly emphasized by Article 44, sentence 2 which reads: “All provisions
in this Chapter shall be applied in order to ensure that the level of protection of natural persons
guaranteed by this Regulation is not undermined.”

ZOZ EIE, RIS 101 B ITHA T, 5 44 RICKVFHTHEFA SN TR Y | 5 303K &
ITHEL TS, TREOETORET, AHANZ XK > TRIES LD HIRADIRED L~L
MET LW L 2R T D7D SN D, |
5 When the continuity of protection cannot be ensured by the transfer instrument used, for example if
an adequacy decision under Article 45 is revoked, a certification mechanism under Article 46(2)(f) is no
longer valid or adopted supplementary measures are not/no longer effective, measures must be taken
in order to avoid that the level of protection is undermined and to ensure that the processing in question
is lawful, e.g. another transfer tool and/or effective supplementary measures must be put in place.

il S5 BHRF BT K o TIRE DR IR S NS RWEE . Bl ZIE, 5 45 FRITED
SHAMRENRVIHENDHE . H 46 RQOICED SFRAEA T =X LB/ D55
AT S NI AR R BN A D TRV BN R D56 RiED L UL OIKT % [F]EE
L., MEOEWNPNEETH D Z EEZMHERTHIOOEEZFE L RITIER LR, DF D,
BIDORERY — /L KO/ SUT IR 7oAl R BOHEE 2 51T 72 1 AUiT 72 B 70,
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protection of the transferred data that is essentially equivalent to that guaranteed within the
EU or whether supplementary measures need to be implemented.®

TRt ORERENEIL, BRx 22071k, BT, BINEBESN L0+ ERELF2 T 55 =
E X EERE B DVERIPERA A (B 45 50) . WU R HTE 2 42t J- 5 7 — & o #
CHMAEH OFB (55 46 &%) R EIC L VIR SILD D, ° GDPR & 46 KIZHFESh
TWAOBIFEOWT AR T 556, TOBEFERPBIINTZT —ZITH L,
EU N TIRFES LTV D & D & AREHIICREDRED LV IR L TWDHNE D
D, XU R R E A2 T HDHNEN S L0085 DEFHE L2 T X o220, °

Where a controller or processor transfers data to an importer in a third country whose
processing falls under Article 3(2) of the GDPR, the protection provided by the GDPR may
similarly be undermined by the legal framework that applies to the importer. This may for
example be the case where the third country has rules on government access to personal data
that go beyond what is necessary and proportionate in a democratic society (to safeguard one
of the important objectives as also recognised in Union or Member States’ law, such as those
listed in Article 23(1) GDPR). The provisions in Chapter V are there to compensate for this risk
and to complement the territorial scope of the GDPR as defined by Article 3.

EELE T BLE DN E = EH O AT 2T — X 2B L, Skl AE OB\ GDPR
%3 RN T HEE. GDPR IZK - TIRME SN ARGEIT E /-, ikl A i A
SNDERPHLAIC L VR D 5, ZuZid, BlxiX, F=E72. (GDPR i 23
FUTHNFEEN TS B DR E ] EU EXIIMBEOENEICEBNTHRO LA T
HE97, BERBNO—2ER#ET H-0D) REFFMADITET LMD LA
W72 #iHEZ B 2 5, AT — 2T 2NN A L N7 72 22T 2 HAZZ T T
DEANEYE LY D, BSFEOHTEIL, 20U A7 ZMV, HILTERSHL TS
GDPR D HUERAIE F#iH & i 72T 2 72 DT IT BT D,

The following sections aim at clarifying this interplay between Article 3 and the provisions of
the GDPR on international transfers in Chapter V. The purpose is to assist controllers and
processors with identifying whether a processing operation constitutes a transfer to a third
country or to an international organisation and, as a result, whether they have to comply with
the provisions of Chapter V of the GDPR. This clarification is also important for the consistent
interpretation and application of the GDPR by the supervisory authorities.

IT oL, 53 &KL 5 BOEBRBIRIZET %5 GDPR OREM D, Z DX 5 7 HA
BRZfEICT 22 L2 HIEL TS, ZOHMI, BHEE KO, BUHRES
DR ZE ST EBEE R~ OB AT 2 DN E 2, £, TORERE, GDPR D
5 BOHEZETTOMLENDLNE I MNIZONT, FFETHOEITHZ L THD,
ZOWMEITE ., BEEMBISIZ XD GDPR O —EMEDH DR L ONEAIC & > T
HETH D,

In any event, and as explained in more detail in Section 4, it is important to keep in mind that
although a certain data flow subject to Article 3 may not always constitute a transfer under
Chapter V, the processing of data outside the EU can still be associated with increased risks for
which safeguards must be envisaged. Regardless of whether the processing takes place in the

6 See EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure
compliance with the EU level of protection of personal data, EDPB Recommendations 02/2020 on the
European Essential Guarantees for surveillance measures and CJEU judgment of 16 July 2020, Data
Protection Commissioner v Facebook Ireland Ltd, Maximillian Schrems, C-311/18, EU:C:2020:559.

EU LV DEANT — 2 RE~D BT Z R T D720 DBELY — L Zfifi 2 3 D EICE T 5
EDPB #)75 01/2020, BEHRHEE 0 72 8 OWIN O A HIIRFEICBI 95 EDPB &5 02/2020, &Y
2020 4= 7 A 16 H ® CIEU ¥¥k, Data Protection Commissioner v Facebook Ireland Ltd, Maximillian
Schrems, C-311/18, EU:C:2020:559, £,
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EU or not, controllers and processors subject to the GDPR for a given processing always have
to comply with all relevant provisions of the GDPR, such as the Article 32 obligation to
implement technical and organisational measures taking into account, inter alia, the risks with
respect to the processing.

WFAUZE R, HABETRVFELIHASIN TS L1, HI3IFKOEMEZIT5H
D—EDT —Z DA LT L b GDPR D 5 BIZHAD S BIRZHKT 5 LIXR 52
WA EU AN TOT —Z OEERVIZIE, KR E LT, RgHE ZEE L 2T
SN A7 OEERPEED ATREMERH D LN ) ZEICHEBE L TBL ZLEFEETH D,
RS EU SN TITDN 5 00 & 9 MITBRR <. ZORTE DB MZ-2U T GDPR
D % 52T D FERE R OB X, 472, BROCET 2 A7 2ZE LT LT
) R OSEAR A E 23 U 5 LW D 5 32 kDFEH e £ 12 GDPR DR T DR E S
HZHF T D ENH D,

2 CRITERIA TO QUALIFY A PROCESSING OPERATION AS A TRANSFER OF
PERSONAL DATA TO A THIRD COUNTRY OR TO AN INTERNATIONAL
ORGANISATION

B8 03 o — DU EBHERI ~ DN T — 2 OBlin e LTO
Mz 12972 O D ELHE

The GDPR does not provide for a legal definition of the notion “transfer of personal data to a
third country or to an international organisation”” and relevant case law is limited.® The lack of
definition of transfer in the GDPR leads to legal uncertainty about the precise scope of the
obligations deriving from Chapter V and the interplay between Article 3 and Chapter V. It is
therefore essential to clarify this notion.

GDPR 1L, T =[FE ILEBEE~DEAT — % OBtn) 7 LW O EEROIEN R ER %
HELTELT, EEET 2HBNIR SN TS, 8 GDPR ICIFBERDEFRA 721
Tosh, 5 FNDIRET D O B HHHE &K O 3 S &5 5 =R OM A RRIC
DOWNWT, ERARHEEENEL D, LR~ T, ZOWMEEWEICT H I ENARFA]
RTH5,

Considering that the EDPB, according to Article 70(1)(b) GDPR, has the task to advise the
European Commission on any issue related to the protection of personal data in the Union,
including on any aspects of the Regulation that it considers to require further clarification, the
EDPB invites the European Commission to pay particular attention to this issue in the context
of the report on the evaluation and review of the GDPR as per Article 97.

EDPB 7%, GDPR %5 70 £ (1)(b) (2%t~ T, EU IRANIZ IS B AT — & O{f#IC B4
5 RBEICOUVNT, EDPB MBIk 22T 5 & &2 % GDPR ICHT 22 & b5
D, WINZEESITH L THET oML AT 2245 E L, EDPB 1L, KINEES
[ZRF L. 5 97 SRICHES< GDPR ORI M OLE LIZBI 2 S FHOBHIZ BV T
ZORJEITH LRI EZTL O X O &b+ %,

7 Article 44, sentence 1.

Haa k.

8 Such as the CJEU Judgment of 6 November 2003, Bodil Lindqvist, C-101/01, EU:C:2003:596 according
to which a transfer is a processing operation and there is no transfer to a third country, under the former
Directive 95/46, where data is published on a website stored with a hosting provider established in the
EU.

il 21X, 2003 /=11 H 6 H ® CIEU fi]i&, Bodil Lindqvist, C-101/01, EU:C:2003:596 |Z X 5 &
F=HZNEUINICHLE D H DR AT 7T s B — IR FESH T Web ¥ h TABIEH
%6, IHEES 95 /46 [ZESF, BEITEHES THY . 7o, H_E~OBEIIFE LR
VY,

Adopted 9



10.

11.

In any event, considering that Article 70(1)(e) GDPR sets forth the task for the EDPB to issue
guidelines, recommendations and best practices in order to encourage consistent application
of this Regulation, the EDPB provides this guidance to clarify the scenarios to which it considers
that the requirements of Chapter V should be applied. To that end, it has identified the
following three cumulative criteria to qualify a processing operation as a transfer:
WFHIZHE L. GDPR 2 70 2k (1)(e) 25, ZORHIO—BMDH LM 21359 5 728
DHARTA Y, BERORANT T I T 4 A%HITT5H LD EDPB DRk % E 8
TWDHZE&xZE LT, EDPB X, 5 5 EOEMNEHIND EEX LT U A&
WAL T 27202, ZOHA FIA 2RMET 5, TOZHIZ EDPB (X, RO X 2,
B EB D RBHRDO R AT T 720D = S>O RN R L FFE L TV 5D,

1) Acontroller or a processor (“exporter”) is subject to the GDPR for the given processing.
EEE T () (X, 2 OFTE DB MI DV T, GDPR O
2T HT Ll

2) The exporter discloses by transmission or otherwise makes personal data, subject to
this processing, available to another controller, joint controller or processor
(“importer”).

WX, AT =2 %, ZORIRWICE S, JIOFEE, LFEEHE UL
LB (TEAE ) 1okt L, EEICEVBIRT 20, T, Z s LISMHTH
HrRER b ETHZ L,

3) Theimporterisin athird country, irrespective of whether or not this importer is subject
to the GDPR for the given processing in accordance with Article 3, or is an international
organisation.

WAE L, £ OFTE DT NMT DUV TH 3 SRICHEV GDPR D 2521 55
nEMOT, FHEEHICHEL TS Z &, Xk, EEEETHL Z &,

In this respect, it is important to recall that, pursuant to Article 3, whether or not the GDPR

applies must always be assessed in relation to a certain processing operation rather than with

regard to a specific entity (e.g. a company).’

ZDORIZHBVT, GDPR A D E0E, 3 3 RICEW, FrED TR (B 21X,
2t IR LTTIERLS, —EOBRIERICEME L THRIZFEE S 2T e bk

WZEERBELTBS ZLITEHETH D, °

The EDPB also recalls that the application of the GDPR is without prejudice to the provisions of
international law, such as the ones governing the privileges and immunities of non-EU
diplomatic missions and consular posts, as well as international organisations (regardless of
where they are located).®

EDPB (X% 7=, GDPR O f2S, (ZOFERICEIR: <) EU MIEEE LIS OTESMARE M
O, W EBEEEA O, FHEAORELZEDIENTRE, EEREEOREZHE
IO LOTIHRNZ EbEET D,

9 See page 5 and Sections 1-3 of the EDPB Guidelines 3/2018 on the territorial scope of the GDPR
(Article 3).

GDPR O HuFRA5E FH#IFH (55 3 4%) 1ZB93 % EDPB /A K7 A > 3/2018, 5 — Y KUV 1
~3®, B,

10|dem, see page 23.
Ak, 23—,
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12.

13.

14.

15.

2.1 Acontroller or a processor (“exporter”) is subject to the GDPR for the
given processing

A T (M) 1%, FOFTEDEARWIZ DOV T,
GDPR D A=A Z &

The first criterion requires that the processing at stake meets the requirements of Article 3
GDPR, i.e. that a controller or processor is subject to the GDPR for the given processing. This
has been further elaborated on in the EDPB Guidelines 3/2018 on the territorial scope of the
GDPR (Article 3).

FARHETIE, RIE L 22 D BB GDPR 5 3 RO E /o2 &, oF D, EH
FH TR F L, ZOFTEDBIHNNZOWT, GDPR D&% 5 2 L gk
TWb, ZDOZ LI 2oWTIL, GDPR O HIBRE A (553 4%) 1ZB83 % EDPB 4 A
RZ A4 3/2018 IZBWTHICFELS STV S,

It is worth underlining that controllers and processors, which are not established in the EU,
may be subject to the GDPR pursuant to Article 3(2) for a given processing and, thus, will have
to comply with Chapter V when transferring personal data to a controller or processor in the
same or another third country or to an international organisation, taking into account that the
obligations under the GDPR are not different for controllers/processors established in the EU
and controllers/processors outside the EU whose processing falls under Article 3(2).

EU AL D72 WE S N QMBS £ DFTE DBARIZ OV T, 5 3 FR(2)I
3% GDPR DIl & 521T D A[REMERN &V . L7235 T, GDPRIZHED < FHAS EU ik
IR D& HEHE BEEDO LD & TR 3 RQ)OWEHEZ%ZT 5 EU
AN R D 8 2 B HE ALERFE O O LIEWRRNT EEBEICAN T, RENE
L <WERIDF =EINZ & 2 & BE ITNEF T3 L, UXEBREEICx L, AT —#
EREAT HER, 5 WA LARITIULR D RWAIEEMED S D 2 & A58 L Tl <Al
ERXH 2,

It can also be noted that the GDPR, including Chapter V, applies to personal data processing
carried out by EU Member States’ embassies and consulates located outside the EU as such
processing falls within the scope of the GDPR by virtue of Article 3(3).%!

F7o. EUESMTEET 5 EU IR E O KA M OFEFAEIC K D IThn D AT —# I
WKL, 2O XD ZREHRIEES 3 5:(3)IC K Y GDPR i ER A A &PHNIZ 3% Y T
L7, HB5EAEZT GDPRAEHIND Z LICHHENLETH D, 1

2.2 The exporter discloses by transmission or otherwise makes personal data,
subject to this processing, available to another controller, joint controller
or processor (“importer”)

L, AT —% %, TOBRWIZEEE | JIloEEE | ILFE
A OB (TRAE ) 1oxf L, B#EIC XV BRT 55,
X%, NSO LSMNIHIARRZR b DT 52 &

The second criterion requires that the exporter discloses data by transmission or otherwise
makes it available to another controller or processor. The concepts of controller and processor
have been further clarified in the EDPB Guidelines 07/2020. It should be kept in mind that the
concepts of controller, joint controller and processor are functional concepts in that they aim
to allocate responsibilities according to the actual roles of the parties and autonomous

11 |dem, see page 22.
A, 22 =T,
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17.

concepts in the sense that they should be interpreted mainly according to EU data protection
law. A case-by-case analysis of the processing at stake and the roles of the actors involved is
necessary.?

BTIEMETIX, WHIE L, T2 &, BIOEEE, LEEEE UTEE T L,
%Ki@%%#éﬂ\XM\%h%ﬁ%ﬁﬂ%T%ﬁ%®k¢5;k#%*éﬂfw
%, EERE K OMLERE OBEEIZ DWW TIE, EDPB HA KT A 7 07/2020 (28 W\ THIZ
FELHLNCENTWD, BHEE LEEEE KOS ORI, HHEH O FEER
DOEENZJSE U TETEZEY él’(é EERERET D EWD AT, #rErlETHY |
F/, EELTEU OFT— &% EVEITIE > TR S L2 T UT R B0 & ) BIR T,
HREARESTHD LW ZEICRHETHDLEND LD, RO dDb\T EJN
BT 5 BRE M OEENCDNT, F— AT LI T 2 0ERH D, *

Some examples of how personal data could be “made available” are by creating an account,
granting access rights to an existing account, “confirming”/”accepting” an effective request for
remote access, embedding a hard drive or submitting a password to a file. It should be kept in
mind that remote access from a third country (even if it takes place only by means of displaying
personal data on a screen, for example in support situations, troubleshooting or for
administration purposes) and/or storage in a cloud situated outside the EEA offered by a
service provider, is also considered to be a transfer, provided that the three criteria outlined in
paragraph 9 above are met.??

AT —%% THHARER b D ET 5] FIEOENZIX, 7Hh o r Ok, BEfFOT
BTy MCHT DT 7 AMEDORE, U E— h?ﬁtxmﬁﬂﬁ%*@F%wJ/

[FFAl 1, N— R RFT7A TOMAZR, XTI 7 7 A MIxHT 5320 — RORE[FIC

LORHDH, FEEENLOVE—RT 7R BlZZDZ EN, AR — R, b 77
N a—T 4 TR, IEEBENOT-OIZ, Wi EIEAT —X 2 FRT5Z L1
EoTOHRTOILLELTYH) KO/ T —E AT m o =319 5 EEA Ik4b
IALET D7 70 RTORREREFE, FRRoRT 7T 79 TSN TS =50k
HERGHTZ SNVTWAIGAE, BisL R Shd L) Z Lz o0 THRE LT iidi
Higw, B

Conversely, Chapter V does not apply to “internal processing”, i.e. where data is not disclosed
by transmission or otherwise made available to another controller or processor, including
where such processing takes place outside the EU.X In this case, the controller or processor
remains responsible for the processing, including to ensure compliance with all relevant
provisions and safeguards of the GDPR which directly applies (see also Section 4 below), e.g.
the EEA supervisory authorities can enforce the GDPR against these entities and data subjects
can obtain redress in case of a violation of their rights.

W2, B s EE, TREORIMRV (IS L, 2E0 . T2 RloEEE, LFEEH
%Xi%@%_ﬁb\%huiDﬁﬁﬁéﬁ\Xﬁx%ﬂ%%%ﬁﬂ%T%&%@&
SNV E . EUESNTZED LD ROV ThNo5a b E A, B3Iy, ¥

12 5ee page 9 of the EDPB Guidelines 07/2020 on the concepts of controller and processor in the GDPR.

GDPR |25 1T 5 B HLH e OMLEEE OBEEICES 9% EDPB A K7 A > 07/2020, 9 X—TH
]

13 See EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure
compliance with the EU level of protection of personal data, page 11, paragraph 13 and footnote 28.
EU LUV DR AT — Z R~ DT A HER T 2 72D OB — L 2 Ml e 7 2 HEEIZ B3 %
EDPB )45 01/2020, 11-<—, /XT 7T 7 13 K OHIE 28 21,
1 This is also reflected in the approach of Article 46 GDPR, which refers to contractual/bilateral transfer
instruments concluded between different entities acting as controllers or processors.
ZOZLE, EHASUINEE L UTHRRET £ B 2 FIRR TR SN 5 RK Lo 3
OB SCEICS R LTWD GDPR 46 55D T 7B —FICH KM E LTV D
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ZO%A, EHEE ST X, EEEH XD GDPR D4 T O BEIRE K OMR#ER
BEASOBEFEMERT A2 L, BHRWICHT 2 82T 2AWET S (LLTO% 4 mE 5
M), BlziE., EEA OEEREBNEL., oD FRICH LT GDPR ZHYTHIRETH 1 |
Flo. THERIL, FOHERMOEROLGAEIZIL, BEERODHZENTEX S,

In addition, this second criterion cannot be considered as fulfilled when there is no controller
or processor sending or making the data available (i.e. no “exporter”) to another controller or
processor, such as when data are disclosed directly by the data subject?® to the recipient.
IHIT, TEB, BUFEICR L, T ERICL > THEHERRIND LA E, ¥
RO AFTEE Tt L, BMEICEVBART 220, X, FIHAERLD LT 5
EHETWBE P FE LR (DF 0 THHE ] BEELRY) BE, 208
FER T SN TWD L idr7e Sy,

Example 1: Controller in a third country collects data directly from a data subject in the EU
(under Article 3(2) GDPR)

=P 1: (GDPR 2 3 £(2)I2ES<) BEZEHOEEEN EUVIRNOT —F EE LY HEE
T — 2 2 INET %6

Maria, living in Italy, inserts her name, surname and postal address by filling in a form on an
online clothing website in order to complete her order and receive the dress she bought online
at her residence in Rome. The online clothing website is operated by a third country company
that has no presence in the EU, but specifically targets the EU market. In this case, the data
subject (Maria) passes her personal data to the third country company. This does not constitute
a transfer of personal data since the data are not passed by an exporter (controller or
processor), but directly collected from the data subject by the controller under Article 3(2)
GDPR. Thus, Chapter V does not apply to this case. Nevertheless, the third country company
will be required to apply the GDPR since its processing operations are subject to Article 3(2).1°

15 The data subject cannot be considered a controller or processor. This follows from Article 4(10) GDPR
which differentiates between controller/processor and data subject. Hence, a data subject disclosing
his/her own personal data cannot be considered an “exporter”. This is without prejudice to the fact that
a natural person can be a controller/processor in accordance with Article 4(7) and 4(8) GDPR (e.g. as a
self-employed person). However, this does not limit the protection that natural persons acting as a
controller/processor enjoy where their own personal data are concerned. In addition, it is important to
recall that where the processing of personal data is carried out “by a natural person in the course of a
purely personal or household activity”, such processing will, in accordance with Article 2(2)(c), fall
outside the material scope of the GDPR. Finally, it should be noted that personal data disclosed via
cookies are not considered as being disclosed directly by the data subject, but rather as a transmission
by the operator of the website that the data subject is visiting.

T2 ERE, FEHE UILEE L R 2 L3 TE Ry, ZuL, EFEE UEE LT
— X ERZXR]T 5 GDPR i 4 K1) DO TH D, LIcd>T, BHEOEANT —% %5
RT LT — 2 ERE, A ERARTIEIETE RN, 2ol ik, (BlE, AEER
& LT) GDPR % 4 (7)) OB 4 SRBITHEV, BARANERE MUBHF T2 D RN s 5 &
WO EEZERI LOTIEARY, — ., ZoZiicky, FHE LA L L TITEITSH
WNIE BEOEANT —ZRBR L TV D GEICEZT o2 RELHIRI RV, 512, f#
ANT = OHEFND THIRANZ K o TIPSR 7217 2 XX FEEN DT 2 ORFRIZ BT
Tona56. €O XD BRI % 2 ZREQ)(C)IIHEV, GDPR O ERHIE HFIHIMI % SE T
LZLEMELTB I ENEETHD, KIS, Z2vF—FN L THINIALBANT—4
1%, T—HERICL DEZEHRSAZEbDE L TRLINT, =% FEPGH L T s
Web %1 f DA N1 —5— (2L SFIFERRINSZ EITHEETDHDUEND D,

18 |n this regard, see Recital 23, which includes elements to be assessed when determining whether the
targeting criterion in Article 3(2)(a) GDPR is met.

ZAUZBI LTI, GDPR 2B 3 55 (2) () DX —F T 1 v VT IEMEN I S D0 E D D Hllr 3
LEICRH S N ER AT e, HIH 23 HESROZ &,
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AZVTIHHFEATHDEI T, 2T TA VKO =7 A N EDT 4+ — A
2. BEOKA, Bk E AT 5, oML, vo—<IldH 5 E0EFICTB D
T, A IA4FEXL, AL RLVRAEZITIRDZEThHD, Uikd v 74 KB
mvifﬁ4hm\%5%3E@éﬁﬁ;@@ﬁéﬂfﬁb\:@AﬁmEuﬁmm
PSRN, FFIZ EU hiEE X —F v ML TWb, ZoO%HA, 7—XEK (=
7)) N, BEOEAT —Z 24 E=EHOStICELTWD, T—XI%, @wmibE (&
PRE IFTEE) D OIEIND DO TIEZ2 <, GDPR 5 3 KUK SSERFICLY
T2 ERNSEBEESI N TND D, ZIUIBERE#ENRT 2 L0 TIE Ry, Lz
MNoT, FBSEIZZIOFr—A I I, *ﬁ\:@@ﬁ¥?i%3KM®ﬁ
M2 T 2570, YigFE _EHo2tE, GDPRZEMAT2 L) EREN D,

Example 2: Controller in a third country collects data directly from a data subject in the EU
(under Article 3(2) GDPR) and uses a processor outside the EU for some processing activities
EHH2: (GDPR 25 3 (2)IcES<K) BF=EHDOEHEEN EUBNOT —F KLV EHEE
HIZT — & ZINE L D> —EOBERIEEI D 72 DIT EU A DA E 2T 5546

Maria, living in Italy, inserts her name, surname and postal address by filling in a form on an
online clothing website in order to complete her order and receive the dress she bought online
at her residence in Rome. The online clothing website is operated by a third country company
that has no presence in the EU, but specifically targets the EU market. In order to process the
orders received by means of the website, the third country company has engaged a non-EEA
processor. In this case, the data subject (Maria) passes her personal data to the third country
company and this does not constitute a transfer of personal data since the data are directly
collected by the controller under Article 3(2) GDPR. Thus, the controller will have to apply the
GDPR to the processing of this personal data. As far as it engages a non-EEA processor, such
disclosure from the third country company to its non-EEA processor would amount to a
transfer, and it will be required to apply Article 28 and Chapter V obligations so as to ensure
that the level of protection afforded by the GDPR would not be undermined when data are
processed on its behalf by the non-EEA-processor.'’

AZVTIFEATHWDLEITIE, L TA KE Y =7 A N EDOT7 +— A
I, BEORA, BEEEZA1T5, HLOBIL, v—<Ild L OFERITHED
T, A IA40EXL, AL RLRAZZITND Z L TH D, HikA v T4 K8
U =7 YA ME, HHFE EORLICLVEE SN TR, Zoathix U BZV‘J
PSRN KR BEU Tipa 2 —7 v ML TWD, =7 %A e FEIC

D ZT IS T2 EXZ D D 72012, Bk = Eotid, EEA BTl m@ﬁw@ﬁ
FrE->TWD, ZoRa, 7—2FK (V7)) DAFOEANT —F 2 43%5 =[5
DS LTIHY . 7T —H 1L GDPR 5 3 F2UESS FHEICL YV EHEIE SN T
WHTED, ZOZEIHMEANT —F OBEEEARAR LV, £, UEHREIX., Zof
AT =2 DB LT, GWR%@%L@TMi@%@w Ll s, HHEH
B DS EEA IRPNCHLE O/ VLR 2 5 2 LICB LT, S —E oo EEA
BAZHLS D 22 WLERE A~ Z D K 9 BRI IRICH Y L, EEE OV IZ EEA
HANIZHLR D72 WVLERF | K > CTF — # BE b 5354, GDPR IZ X W #Efiish
6%£®VAwﬁ@ﬁbhﬁwi9%%¢5tb\é&ﬁﬁ% F. 5 28 KKV 5
BEOXEBZEMT DL oFREND,

17 Note that when the processing activities by the processor are related to the targeting activities of the
controller, the processor is also subject to Article 3(2) of the GDPR, see page 20-22 of the EDPB
Guidelines 3/2018 on the territorial scope of the GDPR (Article 3).

PR K D ARG E s, BB DX — 7T ¢ U VTR BT 5456, AUEE S GDPR 2
3% (2) OEMAEZ TS LICHEDZ L, GDPR OMFRAYME P (% 3 %) (CBI4 % EDPB
A KT A2 3/2018 D 20 ~ 22 X— T B,
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Example 3: Controller in a third country receives data directly from a data subject in the EU
(but not under Article 3(2) GDPR) and uses a processor outside the EU for some processing
activities

E2H 3: HEEEHOEBEEN EUVIRADOT —F EE LV EENICT —F ZIUET S (B3,
GDPR % 3 RQ)DHEHNTH D) Ho—HOBIRIEB D 7= DT EU WA OIHEE %
AT 5546

Maria, living in Italy, decides to book a room in a hotel in New York using a form on the hotel
website. Personal data are collected directly by the hotel which does not target/monitor
individuals in the EEA. In this case, no transfer takes place since data are passed directly by the
data subject and directly collected by the controller. Also, since no targeting or monitoring
activities of individuals in the EEA are taking place by the hotel, the GDPR will not apply,
including with regard to any processing activities carried out by non-EEA processors on behalf
of the hotel.

A BV TIEATHWESITIE, =2a—a—21ZHDHHRT LD Web ¥4 b EDT 4
—AEHEH L TYZATVOHEL TRT L2 8125, AT —HIX, EEA N
BNEY =7 T 4 07/ BERL TR EEART VIR BEEIEESND, 205
By TXE, T ERICEIVEEESN, FEEETICIVEBIUES LTV
72, BERIIA LRV, Eo. WA T VIS XY EEA N OE AR D X — 7T ¢
YIRS, BRI BT TR 57, GDPRIZEH X472V, GDPR DiE AN TH
52 EIE HEAT IR Y EEA BNIZHLE D72 LB 12 K - TEIT S 15 Bk
HENCBAT A2 b EaEND,

Example 4: Data collected by an EEA platform and then passed to a third country controller
BHH|GEEAND T Ty b7+ — AL XV IREINT—F B, ZO®RE=ZEDOEHE
FEIIBEINI5E

Maria, living in Italy, books a room in a hotel in New York by means of an online EEA travel
agency. Maria’s personal data, necessary for booking the hotel, are collected by the EEA online
travel agency as a controller and sent to the hotel receiving the data as a separate controller.
While passing the personal data to the third country hotel, the EEA travel agency carries out a
transfer of personal data and Chapter V GDPR applies.

A B2V TIEATNE Y T, EEA WNDO A T4 UHITRBEUEZEN L C= 2 —
A—JIlHDHRTNVOHREE THT D, FTLVOTRICKER~Y T OBAT —4
X, BHEF L UTYLEEANO A T A VIRATAREEIC L 0 IR S, BIOE B
ELTHYRT —FE2ZMORT M LEEEND, AT =22 EHIZhDHHRT
JZTETRE, 5% EEA SN OATREYE AT — % OB A4 FEIT L TH Y, GDPR
DHF 5 BB SN D,

Example 5: Controller in the EU sends data to a processor in a third country

Y 5: EU BN OBFREPFE="EOLBEE I LT —F 2 X ET 256

Company X established in Austria, acting as controller, provides personal data of its employees
or customers to Company Z in a third country, which processes these data as processor on
behalf of Company X. In this case, data are provided from a controller, which as regards the
processing in question, is subject to the GDPR, to a processor in a third country. Hence, the
provision of data will be considered as a transfer of personal data to a third country and
therefore Chapter V of the GDPR applies.

F—=ZA MY TR OH DX X, HHETHY , EOWHEE XIBEDOBEAT —
H e, FHEENHROH Dt 7 (ISR 5, 7 4T, A L LT X iz -
TINODOTF =2 %Wk H, ZOHE. MEORHEWIET 527 —#1X. GDPR @
EHZZTLEHEEND, B oEICIAOH 5 0B o3 LIt SN s, Lied-
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T, WUET— 2o, FEE~DFEANT —F OBiRE Rz X, K> 7T GDPR @
EsENmMAIND,

Itis also important to note that Article 44 of the GDPR clearly envisages that a transfer may not
only be carried out by a controller but also by a processor. Therefore, there will be a transfer
situation where a processor (either under Article 3(1) or under Article 3(2) for a given
processing, as explained above) sends data to another processor or even to a controller in a
third country as instructed by its controller.’® In these cases, the processor acts as a data
exporter on behalf of the controller and has to ensure that the provisions of Chapter V are
complied with for the transfer at stake according to the instructions of the controller, including
that an appropriate transfer tool is used. Considering that the transfer is a processing activity
carried out on behalf of the controller, the controller is also responsible and could be liable
under Chapter V, and also has to ensure that the processor provides for sufficient guarantees
under Article 28.

F£72. GDPR D 44 LlE, BN EBE 2T T RBFIZ I FATI N5 et
AEICIEEL TWADZ L2 ONWT, HETHIZLEVEETHD, LT, (kRid
THALIZE I, ZOPTEDBINTONT, 3 5(1)3UELH 3 R DOWTRHIC
o) WEHENR BHEOFHEND OERIZWEN B FH=EHITH DR DM
LT, XL, FEEHICHLEHEETICH LT ThoTh, T X2 EETHE6. B
HROIRMDTFET D, ZNHO%E, WHEE T, FHEIRbs T —Z0HE L L
THEREL . FMBEOBERICOWT, EEUIRBEY — AR FEH I THWD ZEHE D,
BEEDPD ORI -T, B5BEOFHEPETFEINTWND I L EMHRTHILERD
Do UHEBENEEE IO TEITINIBRIEFE CHHZ L AEBE L, BHEAD
FTFH S BICKSSEENH Y, ENEMLEZAD /NS S, N2 T, EFEEIX,
RLPRAE DN 28 SRICHADS S+ R RGEZ IR T D L O MR T 5 2 & b METH 5,

Example 6: Processor in the EU sends data back to its controller in a third country

= 6: EUBRNOLEE P FE—EOEHEEIIH LT —F 22XV RTHE

XYZ Inc., a controller without an EU establishment, sends personal data of its
employees/customers, all of the[m] data subjects not located in the EU, to the processor ABC
Ltd. for processing in the EU, on behalf of XYZ. ABC re-transmits the data to XYZ. The processing
performed by ABC, the processor, is covered by the GDPR for processor specific obligations
pursuant to Article 3(1), since ABC is established in the EU. Since XYZ is a controller in a third
country, the disclosure of data from ABC to XYZ is regarded as a transfer of personal data and
therefore Chapter V applies.

EU NI D72 WVEFELE TH 5 Xvz +hid, ZOMRE/BEOEAT —2 %, XYZ
FICRD > T BN TR 25, LHHE ABCHICKT L, XMET 5, 0%
TOT—=F ERIF, EUIRPICIEE L TR, ABCHEIE, HE4T — & &2 XYZ LAY
IR9, ABC thid EU BANICHLE 3N 272D, ALBLE TdH % ABC AEIC K D TS5 L
P iE, BB 3 5% (1) 1ITHD ALHE ITRAT DFEHB T OV T, GDPR DR & 725,

18 Article 28(3)(a) GDPR refers to the documented instructions from the controller “including with regard
to transfers of personal data to a third country or an international organisation”. See also Clause 8.1 of
Module three in Annex to the Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on
standard contractual clauses for the transfer of personal data to third countries pursuant to Regulation
(EU) 2016/679.

GDPR ;28 5:(3)(a) 1X. MAANT —% O ZE L EFMEMICXIT 2B im L BET 2 b 025
D, BEHENLDOLE L INIERICOWVWTE L LTS, BiHI(EV) 2016/679 IZHK-S< =
EA~DENT — % OB DIEERKRHEICE T 5 2021 42 6 A 4 H ORKINZ B > FE ik
7E (EU) 2021/914 . ftBEEY 2 —/L 3, H8IELEBROZ &,

Adopted 16



XYZ fHI3E —EHOBEHE TH H 7=, ABC 026 XYZ fE~DF —Z ORIT. AT
— X2 DI E R &, > TGDPR DE S EXEMAIND,

Example 7: Processor in the EU sends data to a sub-processor in a third country

B 7: EU A OLBRE P E=E DRI DLBE I LT —F & xEFT2HE

Company A established in Germany, acting as controller, has engaged B, a French company, as
a processor on its behalf. B wishes to further delegate a part of the processing activities that it
is carrying out on behalf of A to sub-processor C, a company in a third country, and hence to
send the data for this purpose to C. The processing performed by both A and its processor B is
carried out in the context of their establishments in the EU and is therefore subject to the GDPR
pursuant to its Article 3(1), while the processing by C is carried out in a third country. Hence,
the passing of data from processor B to sub-processor C is a transfer to a third country, and
Chapter V of the GDPR applies.

RAVIHLE O H 5 EHE AT, BfHicfRo20#E L LT, HDH7 7 A0t
B tE&HKT 5D, B L. A i ﬁbo THEAT bTb\é@%&{%%bOD#*B% F=IEN
m,m@&)zﬁu@w% CHICEBIZEFEL, ZOHMDE=HIZ, CrhlcktLT—% %
EELEVWEFLEL VD, ALERZOWUEETH D BAOWEIC LY FITSND
ﬁﬁwi EU N O OBE TEITSN D T2, 553 R&(1)ITHEV, GDPR D &

25, —h. CHICEDEIWE, HETEITIND, Len-> T, AP B
W%%@ﬂﬁﬁcﬁ“@T ZDOZTE LI, HZEA~DOBETH Y . GDPR D 5
BRSNS,

20. As mentioned in paragraph 17 above, the second criterion implies that the concept of “transfer
of personal data to a third country or to an international organisation” only applies to
disclosures of personal data where two different (separate) parties (each of them a controller,
joint controller or processor) are involved. In order to qualify as a transfer, there must be a
controller or processor disclosing the data (the exporter) and a different controller or processor
receiving or being given access to the data (the importer).

FREDOART 7T 717 TR Koz, BRI TR =EUIEE %F%’\@@—IAT
— X OBHR] OMEERN, ZEHEOERRDL (Ho) é%%‘ (ZFOENENNERE, It
EHEE IEE) PR T 25 EOEAT —Z ORI LTINS Z <E
R L TWD, BEEOEMZIZTICIE, 7 — % Z27r 3 28 UL EE (i
¥H) b, FOT—FERETLONE LI 7B R E 52 B DI 0E B AL
A @AE) BFEELRTIUTR S22,

Example 8: Employee of a controller in the EU travels to a third country on a business trip

=4 8: EU A DOBEEE OUXB P HR TE=EICEMT 556

George, employee of A, a company based in Poland, travels to a third country for a meeting
bringing his laptop. During his stay abroad, George turns on his computer and accesses
remotely personal data on his company’s databases to finish a memo. This bringing of the
laptop and remote access of personal data from a third country, does not qualify as a transfer
of personal data, since George is not another controller, but an employee, and thus an integral
part of the controller (A).2 Therefore, the transmission is carried out within the same controller
(A). The processing, including the remote access and the processing activities carried out by

George after the access, are performed by the Polish company, i.e. a controller established in

19 See paragraph 78 of the EDPB Guidelines 07/2020 on the concepts of controller and processor in the
GDPR.

GDPR (Z351F 5 B OMLERE OBEEICB 32 EDPB A K7 A 2 07/2020 , /XT7 7T 7
78 7‘55’5
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21.

the Union subject to Article 3(1) of the GDPR. It can, however, be noted that in case George, in
his capacity as an employee of A, would send or make data available to another controller or
processor in the third country, the data flow in question would amount to a transfer under
Chapter V; from the exporter (A) in the EU to such importer in the third country.
R—=T VRIS DH D ALORE(EETHDH YV a —ViE, ST 5720, 7
TRy T ERFEo T, BEENCEMT S, Y a — Uik, WBAMIHES, Yo Ba—
DERE NI, SAOT —FX—=2 LOE AT —XICVE—FTT7EAL, AFE
FERSED, Va—VIIROFRE CIIRHERTHY ., Lo TEEE (A
) O—ETHLHTD, ZOT v Ny TORSEFHE -ENLDEAT —X~DV E
— FT7 7B RE, AT —F OBEEOFRMZWT S 720, ¥ Lz > T, H5IEE—
OEIE (A tL) ONEMTIEITSND, VE—FT 7 EAROT 7 BAKZIZY g —
(2 Ko THEIT SN L &8 2 & e Bl i3, f—?yF®%ﬁ\0iDGWR%3
) OEHAEZT D, EUIBNIZILE OS5 EHEEIZLV EITESND, 2L, Va
— UM, AFOREER L LTOMY T, = l@ﬁ@ﬁﬁﬁﬂi@@% XL, T—
B aFET HNIAIFATFRER b D & T 256, MEOT —% O, EU N o
%m%( ) MO ZEOYFEAE KT D, 5 mICESBIRICHEYT5 2
LICHETONELRD D,

It should also be recalled that entities which form part of the same corporate group may qualify
as separate controllers or processors. Consequently, data disclosures between entities
belonging to the same corporate group (intra-group data disclosures) may constitute transfers
of personal data.?®

[f CAREIN—TDO—EHEZTEKRT D FEER O, EROEEE TLHE & LD
AT T AREMER N H D Z LI OV THBE L TE MERH D, ZO/E., FUAEFE
IN—T BT DEERMOT — 2R (I NA—TNOT—FBR) B, [HAT—Z D
BARZ MR L D D, ©

Example 9: A subsidiary (controller) in the EU shares data with its parent company (processor)
in a third country

B 9: EU BN O 7t (FHEE) PEEoZoSMt (UHEE) LT7— 2 %233EF
SRS

The Irish Company X, which is a subsidiary of the parent Company Y in a third country, discloses
personal data of its employees to Company Y to be stored in a centralised HR database by the
parent company in the third country. In this case the Irish Company X processes (and discloses)
the data in its capacity of employer and hence as a controller, while the parent company is a
processor. Company X is subject to the GDPR pursuant to Article 3(1) for this processing and
Company Y is situated in a third country. The disclosure therefore qualifies as a transfer to a
third country within the meaning of Chapter V of the GDPR.

HOLF_EHICH IS YHDOFZHETHDL, TANT U FIZHD XL, EOUEHE
BOEAT—Z% YT LR L, Y%7 — 2%, FEoEHITH 2 YEBlathic k-
THEPUANFEERT - X—=2 RSN D, ZOHE. TALT U RO XM, &
HIEDOHRRT, L7eRosTEEE L LT, Y%7 — ¥ Ok (RUBR) %5

20 As far as data processing within a company group is concerned, special attention must be paid to the
question of whether an establishment may be acting as a controller or processor, e.g. when processing
data on behalf of the parent company, see paragraph 17 of the EDPB Guidelines 07/2020 on the concepts
of controller and processor in the GDPR.

EEITNV—TNOT —=Z RV L T, fl2iE, Basticffbos Tr—2 20k 5 %
B, AN EHE L L TTE L/Tb\é DT & U CATEN L TV D O REIZXT L,
%%ﬁ& (A th O WD D, GDPR TSI 5 E B N QML OMERICB T 5 EDPB WA R
74/onmm\ﬂ777717%%0
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22.

23.

L. — 5, YEZBatiz, WBETH D, X, ZOBENCON T, & 3 (1)
~>T GDPR DM ZT. £/~ Y HTE=ZFHICHET S, L2 -> T, MR
IX. GDPR O 5 EDEROHPHN T, & -E~DOBIEE L TCORMEETZT,

2.3 The importeris in a third country, irrespective of whether or not this
importer is subject to the GDPR for the given processing in accordance
with Article 3, or is an international organization

AT, ZOFFEDOEIRNIT SV TH 3 261256V GDPR O3 %
ZF BN ERDT, BEEICHEL TS Z e, T, [EES
BETHLZ L

The third criterion requires that the importer is geographically in a third country, but regardless
of whether the processing at hand falls under the scope of the GDPR, or is an international
organisation.

B AEETIE, BAE T, HEMICEHE ZEICTEL TWAZ L (Zo kX, 5O
P A GDPR D HFIPHMNICEZ S T 2 Bz b 72n) . 3T, EEH#ETH 5 2
ENFERINL TN D,

The EDPB highlights that this criterion is aimed at ensuring that the level of protection of
natural persons guaranteed by the GDPR is not undermined when personal data are no longer
processed within the EEA legal framework (see, in this respect, the last sentence of Article 44
and Recital 101 GDPR). This may happen either because the GDPR does not apply to the
importer for the given processing or because personal data, even if the given processing is
subject to the GDPR,?! are processed by an importer located outside the EEA and therefore
could be subject to different (conflicting) legal frameworks, e.g. as regards possible
disproportionate government access to personal data. In this context, possible difficulties to
enforce compliance with the GDPR and to obtain redress against entities located outside the
EEA are also relevant considerations.

EDPB (X, Z DJEHEIL, AT —Z 2% EEA SN D IERIFSAA D 22 s THY $db 7
Y. GDPRICK VIRGES N D ARANDIRED LNV PMETF LW &2 iffcd 5 2
EEHME LTS Z EZMHRT D, (ZORIZOVWTIE, GDPR 5 44 SOHHED L,
KON, BICE 101 HAZBOZ L) Z0Z Lk, FOFREDOERHCOWTHEAZL
IZ GDPR 2V fH S 72 WGE . Uk, ZOFTEDEHR Y GDPR Ol %52 1F % A3,
2HENT —Z 3 EEA BOMIPTET 28 AF I L > TV b, Lo T, flxiX, A
NT =2 T ARG/ TR A N T 7B ADAFeMER &, 825 FET5) 15
IR A 23 S LD AIREMEDN B A GE AT 9 5, ZAUCEE LT, GDPR D#E~Y
EPATT D2 &, Eo EEA BAMIETET 2 FRITH L TG 2R 5 2 & MRIREEC
RHATREME S 7o, BET L ZEHEETH D,

Example 10: Processor in the EU sends data back to its controller in a third country

HH 10: EU RN OUEE N ZDFEZEDEFHBE I LT — ¥ 2%V RTHEE

Company A, a controller without an EU establishment, offers goods and services to the EU
market. The French company B, is processing personal data on behalf of company A. B re-

21 As mentioned above, whether the processing in question meets the requirements of Article 3 GDPR,
i.e. that the importer is subject to the GDPR for the given processing, has been further elaborated on in
the EDPB Guidelines 3/2018 on the territorial scope of the GDPR (Article 3).

AR L7z K912, MR & 72 2 Bl 28 GDPR 25 3 RO B A 7= L TV E D7, DE D
i A& 3 DPFTE DBEARMZ-DUNT GDPR D& 51T 25 E 9 2T-DWTiE, GDPR D HiiF
(i FHEPH (B8 35%) ICBI3 5 EDPB A KT A 2 3/2018 IZB W THIZFE LSS T A,
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transmits the data to A. The processing performed by the processor B is covered by the GDPR
for processor specific obligations pursuant to Article 3(1), since it takes place in the context of
the activities of its establishment in the EU. The processing performed by A is also covered by
the GDPR, since Article 3(2) applies to A. However, since A is in a third country, the disclosure
of data from B to A is regarded as a transfer to a third country and therefore Chapter V applies.
EU SNICHLR O 7R WVEBRH Th Dt A 1L, EU TGICRE & — B2 22 L Tu
5, 772Dt BIE, AIIRb TEAT =2 2RO > T, BALIE, X
T — X AR IRT, EE TH D B AT L D FAT SN DB T, YR ER
WS EU RN OHLS OBIE CIEITIN D720, 53 55 (1) IS  ABEH TR DFRHS
[Z2WC, GDPRODEMAXI R L 72D, AFRICITFE 3FRQ)VDEMA SN D720, AFERELT
THRF NS E72 . GDPR DAL LD, 7272 L, A #IXE =ZEICHET 57
B, BAHNG AFE~OT =X ORRIL, FHEEA~OBIRE Bl S, LIRS T, H
5 FEEH S5,

Example 11: Remote access to data in the EU by a third country processor acting on behalf of
EU controllers

EHH 11: EUBRNOFEF IR b THRETIEEHOMBEEFIC LS EUBNICH DT
—HZ~DYE— T ERDEE

A company in a third country (Company Z), with no establishment in the EU, offers services as
a processor to companies in the EU. Company Z, acting as processor on behalf of the EU
controllers, is remotely accessing, e.g. for support purposes, the data which is stored in the EU.
Since Company Z is located in a third country, such remote access results in transfers of data
from the EU controllers to their processor (Company Z) in a third country under Chapter V.

EU SNICHLE DR W =E oot (2 #8) &, QEE L LT EU NS —
B2z LT D, 24E EUBRNOEHEICRDODLHE & L TR L., flxiT
PAR—FEBREDTDIZ, EU BAIRFESINLTWDLT —FICVE— T 7 kAL
TV, ZHFE=FEICFEL TV D72, ZOXH 2V E— 77 BAIE EU K
DERENGHE EHOLIRE (Z4) T 5, B 5 HICEST—ZDOBIRL 72
Do

24. Another situation worth mentioning in this context is when a controller in the EU uses a
processor in the EU subject to third country legislation and there is a possibility that the
processor receive government access requests and, thus, a transfer of personal data will take
place if the processor acts on such request. In such situation, it should be kept in mind that
according to Article 28(1) and Recital 81 GDPR, controllers may only use processors that provide
sufficient guarantees that technical and organisational measures are taken that meet the
requirements of the GDPR. In this context, the GDPR does not only refer to expertise and
resources but also to reliability, which may be in doubt if the processor is subject to third
country legislation which may prevent it from fulfilling its obligations as a processor. The
question of whether the processor provides sufficient guarantees also concerns the lawfulness
of the processing and the respect of the principle of integrity and confidentiality for which the
controller is accountable under Article 5(2) of the GDPR.?

ZOBBRTERT HMMED &H 25 0RBIE, 2 EURNOEFE N, HE Ok
DM A=\ 5 EU BNOWEEZHFEH L TBY | YRR ENTAA L N T 72 A
FORZZT, ZHUCE D YURLEEE N O X D BRI U TTEIT 554, @A
T =2 OBEEIMTOND FRENRHLLHETH D, DX 9 7RI TIL, GDPR % 28

22 See also paragraphs 119-120 of the EDPB Guidelines 07/2020 on the concepts of controller and
processor in the GDPR.

GDPR (2RI} B HE L AEEE ORI BI4 5 EDPB T A KT A 2 07/2020, /85 7' F 7 119
~120 bZRDZ &,
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(1) S OVRITSCHS 81 THIZHE» T, BHEE X, GDPR DO EMIZE AT 5 7 B L O I
DEEDFE L+ IRFET DB EOAEHA LS 5 Z LICEET O VNERDH D, =
TR LT, GDPR 1. B Vv —2 721 TR, EEEICLEEA LTS,
EHEMEIL, ABRE DL & L COREER-T 2 L2 o b 0 H 558 =
EOWEEOMEA 25T 28%6, BRI 5, LEEN SRRt T o0 8
IMOREIXE -, BV omE s, WONZ, GDPR 55 5 55 (2) IZHD X HLE 3 i
BLE2A Y, BEELROBEEDOFRA~OEEICHEREH 5, 2

Example 12: Controller in the EU uses a processor in the EU subject to third country legislation
B4 12: EU KN OBHE R E -—_EOEROBER 21T 5 EU BNOLEE 2 FEHT 5

Be

The Danish Company X, acting as controller, engages Company Y established in the EU as a
processor on its behalf. Company Y is a subsidiary of the third country parent Company Z.
Company Y is processing the data of Company X exclusively in the EU and there is no one
outside the EU, including the parent Company Z, who has access to the data. Additionally, it
follows from the contract between Company X and Company Y that Company Y shall only
process the personal data on documented instructions from Company X, unless required to do
so by EU or Member State law to which Company Y is subject. Company Y is however subject
to third country legislation with extraterritorial effect, which in this case means that Company
Y may receive access requests from third country authorities. Since Company Y is not in a third
country (but an EU company subject to Article 3(1) GDPR), the disclosure of data from the
controller Company X to the processor Company Y does not amount to a transfer and Chapter
V of the GDPR does not apply. As mentioned, there is however a possibility that Company Y
receives access requests from third country authorities and should Company Y comply with
such request, such disclosure of data would be considered a transfer under Chapter V. Where
Company Y complies with a request in violation of the controller’s instructions and thus Article
28 GDPR, Company Y shall be considered an independent controller of that processing under
Article 28(10) GDPR. In this situation, the controller Company X should, before engaging the
processor, assess these circumstances in order to ensure that, as required by Article 28 GDPR,
it only uses processors providing sufficient guarantees to implement appropriate technical and
organisational measures so that the processing is in line with the GDPR, including Chapter V, as
well as to ensure that there is a contract or legal act governing the processing by the processor.
BHETHLIT v~—7 Ot x 1%, AL 0B & LT, EU SNIZHLA O
ottty LT D, YHITE =ZEHOBStH 2 O FEHTH D, Y L X o7
— 4 Z EUBAN Tl EICEIR V> TRV, Bath TH 5 24430, EUEIMNIB W
TYHT —H LT 7 BATEDLHIIFMAE LR, IHIT, X Eathy Mo
IZ, Sy iE, S Y DIRT 25 BV EXIMBEOENEIC L > TED L IITTH T
EEFRENDGAEERE, DXL OLEN SN RICESWTORENT —
2EWOW/HI> D ETHE, EOOLNLTWD, 72720, Y #idEsEHOH 558 =F
DOIEREOBEH R H Y . ZO%E, Y #BRFEZEOY /NG T 7 ' AR ZZITID 7]
MRS DZ EEEWRT S, Y fid, F=EICHTEL 72V (GDPR % 3 55(1) 0 H %
2T 5 EUINORETH D) 72, BHETHD X HNOWLHETH D Y H~DFT
— X OBIRIIBERICAH S, £72. GDPR 0% 5 #iLEMA sy, =720, and
L7220, YHEREZFHOYRENS T 72 AEREZS T HA[EEENRH V. Y £330
MBBERIZIE L HHE, ZOLIRT —XORIEE 5 BICESIBIRE AR S
%o Y AEDNVEBEE OFERIZ, L7235 T GDPR % 28 SRIZEM LT, ERITIG U 55
AL YHE . GDPRZH 28 55 (10) IZHD & | M OEHRWTHOWT, ML L-FHE &
HIREND, TORPLTIE, FEHETHD XL, LBF L ZKT LR, ZhH0
FE LR L. GDPR 2528 RIC K o TER SN TV D L H1T, BV, HE5EE S
fo. GDPR ([CHEHLL7=b D & 725 K5 Bl E R Ok LoRNE 29238425 Z Lo
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26.

27.

WTCH Rl RS 2 E DL Z WD Z & Z2MElk L, o, LPEEIT X D
P2 BT 2R SUTTIERAT R DAE T D 2 & ZRElR L2 g b7y,

3 CONSEQUENCES IN CASE A TRANSFER OF PERSONAL DATA
TAKES PLACE

N7 — % OBEDFAET D56 DOifii R

If all of the criteria as identified by the EDPB are met, there is a “transfer to a third country or
to an international organisation”. Thus, a transfer implies that personal data are sent or made
available by a controller or processor (exporter) which, regarding the given processing, is
subject to the GDPR pursuant to Article 3, to a different controller or processor (importer) in a
third country, regardless of whether or not this importer is subject to the GDPR in respect of
the given processing, or to an international organisation.

EDPB 23FE L TV D EYER A THi/- S D56, 15 ZEUIEBEE~0BER) 23
FET D, LIZhi-> T, BisLld, ZOPFTEDHRB TN T, 2 3 SRICHEV GDPR
D 2 2 2P UTAEE (HE) (X - T BEEICHE L Th 2 HloeE
BESOIEE EAE) (L (Do L&, YA R T OFTEDBIRIZ O
C GDPR DA Z =T 20 & & Mbivy) . XX, EEMEII L, AT —& 7,
EEINDD, I, FIAARERbDEIND Z EZ2ERT D,

As a consequence, the exporter needs to comply with the conditions of Chapter V and frame
the transfer by using one of the instruments that aim at protecting personal data after they
have been transferred to a third country or an international organisation.

ZORER, WAL, B5EBOSRMINED Z &, 725 ZEUIEBREEIC Bz S
7RI, AT — 2P RESIND ZEEZHE LETFEOWT N EFEH LT, B
EHANLTDHZ BB L 72D,

These instruments include an adequacy decision adopted by the European Commission
recognising the existence of an adequate level of protection in the third country or
international organisation to which the data is transferred (Article 45) or, in the absence of such
adequate level of protection, the implementation by the exporter (controller or processor) of
appropriate safeguards as provided for in Article 46.%% In addition, according to Article 49,
personal data can be transferred to a third country or an international organisation without the
existence of an adequate level of protection or the implementation of appropriate safeguards
in specific situations and under certain conditions.?*

INHDOFERICIE, 7= PBiS 2% =—FESUIEBREREIC W T, a7 —4
REDKENFIET 22 L 2RO LM EB ST Lo THRIRS LD +otEdE B
45 %) °. EDO X 2T — A REDOKENFELRWIGE, mtE (EHE
XUTALERFE) 356 46 SRICHIE SN TV LR REREL FEL TNWDL 2 L2 N
BEND, B IBIT, F A9 RICIE, FFEDORUKR P—EDEHETICENT, +
53727 — 2 R DK YE I TE D) 22 R E O RIENFAE L WA TH, H=EXIE
BRI L, AT — 2 2 BIET 5 2 LN ARETH D,

23 In this context, see also the EDPB Recommendations 01/2020 on measures that supplement transfer
tools to ensure compliance with the EU level of protection of personal data.

ZHUCBE LT, EU LAV DOEANT — Z RES DT A MRS 572D OB Y — L & i 2
T2 HEEIZET 5 EDPB ) 01/2020 H 2D Z L,
24 See EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679.

BiHI] 2016/679 (25 < 5 49 LD FISNTBIT % EDPB A KT A 1 2/2018 . M,
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28. The main types of transfer instruments listed in Article 46 are:

46 FRITHIE SN TWABIIRFERO TAMEITRO L BY,

* Standard Contractual Clauses (SCCs);
FEUESLH) SR I (SCCs)

* Binding Corporate Rules (BCRs);
PR A2 HEHI] (BCRs)

e Codes of conduct;®
ATENALEL 2

e Certification mechanisms;?®
FRREA T = K 1 %6

* Ad hoc contractual clauses;
VN NARE S HE ST

¢ International agreements/Administrative arrangements.?’

[EBR B 2 ATBC L D Bk 77

29. The content of the safeguards provided for by the transfer instruments needs to be adapted
depending on the situation. As an illustration, the guarantees to be provided for a transfer of
personal data by a processor are not the same as the ones to be provided for a transfer by a
controller.?® Similarly, for a transfer of personal data to a controller or processor in a third
country who is already subject to the GDPR for the given processing, it has to be noted that the
GDPR already applies in its entirety. Therefore, for such scenario, when developing relevant
transfer instruments under Article 46, namely standard contractual clauses? or ad hoc
contractual clauses,3° the Article 3 situation should be taken into account in order not to

25 EDPB has adopted Guidelines 04/2021 on Codes of Conduct as tools for transfers.

EDPB (X, BiiY —/L & L COITENREICEET 2414 F 7 A 2 04/2021 ZERIRL TV D,
26 EDPB has adopted Guidelines 07/2022 on Certification as a tool for transfers.

EDPB |%, BHZD-OD—FE L L TORIEICHET ST A4 KT A 2 07/2022 4R L TV
Do
27 EDPB has adopted Guidelines 2/2020 on articles 46(2)(a) and 46(3)(b) of Regulation 2016/679 for
transfers of personal data between EEA and non-EEA public authorities and bodies.

EDPB (. EEA JRINODARIMERY - ik & EEA WSO ABIFERS - #fk & O OEAT — % OF
D72 D, HlHI 2016/679 55 46 55(2)(a) X OVES 46 5:(3)(b) ICBHT 2 T4 KT 4 1 2/2020 = £
RLTND,

28 See e.g. the different safeguards in Module 1 and Module 3 of Annex to the Commission Implementing
Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of personal data
to third countries pursuant to Regulation (EU) 2016/679 (the “Implementing Decision”).

Bz 1E. A (EV) 2016/679 1ZHS < H ZEHADENT — & OBHED 12 8 DFEAETLKI 5

%Témn@sﬁ4E@&Méaxmﬁ&mwwmnwm(ﬁﬁ%ﬁm)mwﬁé\%y;
—NAIKOEY 2—N3IlhHD, BRRLIGEHELZZROZ &,
2% The standard contractual clauses (SCCs) adopted by the European Commission on 4 June 2021,
according to Article 1 of the Implementing Decision, provide appropriate safeguards for transfers from
exporters of personal data subject to the GDPR to importers whose processing of the data is not subject
to the GDPR. Note that this concerns the scope of application of the SCCs and does not interpret the
notion of transfer under Chapter V of the GDPR.

2M1$6ﬂ45’&M§EK F o THAR SN ARHERLKI S (SCCs) 1, FaATIRES 1

IZHEVY, GDPR D %G & 7 DA T — X D& S, ZOBIR\NAS GDPR D /15
&/ffé/ic‘& A KT DR D T2 D DU e REHTE & 1R 2, Z AU sCCs o H i

BT 26D THY, GDPR 5 HIZESBIOMEZHAT LD TIIRWI LITHE
iz,

30 Note that according to Article 40(3), codes of conduct may be adhered to by controllers or processors
that are not subject to the GDPR in order to provide appropriate safeguards under Article 46(2)(e).
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duplicate the GDPR obligations but rather to address the elements that are related specifically
to the risks associated with the importer being located in a third country, e.g. to address
possible conflicting national laws and government access in the third country, as well as the
difficulty to enforce and obtain redress against an entity outside the EU. Such instruments
should, for example, address the measures to be taken in case of conflict of laws between third
country legislation and the GDPR and in the event of third country requests for disclosure of
data. The EDPB encourages and stands ready to cooperate in the development of a transfer
instrument, such as a new set of standard contractual clauses pursuant to Article 46(2)(c), in
cases where the importer is subject to the GDPR for the given processing. The EDPB takes note
that the European Commission hasindicated that it is in the process of developing an additional
set of standard contractual clauses for this scenario which will take into account the
requirements that already apply directly to those controllers and processors under the GDPR.3!
BHRFBIZ L o TR SN D REFHTE DONEIZ DWW T, ROUTIS U TR 2 80

Do —flE LT, WEENENT — % OBIRICK L TR 2 RF0EL, EHE 1B
A% L CIRIE T DRGEE R U b D L2 B 7wy, 2[RRI, ZOFTEDBHMCE L,
BEIZ GDPR D*fGe L 725 T\ 5 5 — [E O BE U 15t LN T — Z 2B isd
554 . GDPR MBEIZ A IIZ Fﬁﬁﬁ SNTWDLZEITHETDORERDH D, LTcho
T, ZOEH TV ATIE, 646 RICHESE, BETIBIRTE, >F v EHER
%%@”XiTBT/7®£ﬁK@”%¢W¢5%-j:GWR@%%%E@é@é
DOTIEARL, T LA, R, F=EITHHET 2WAF I D U A 7 IZBEd 5 3R
KIET D7D, 53 RORNAEBET DL ERH D, FIZIEL, ENEEOFJEX
IR 72 TS A 2 BT 7 2 ADAREMER, ﬂu@%@i%ﬁﬁbf%ﬁ&@ﬁ%%
RKODHZEORESITHHIET HRETHD, ZOLDRBEHEFERICELY, HlIX, F
*I®%¢k6WR&®WT&¢ﬂwET5%Q@ BEEND T — &@%T%%*
ENTHAICELDHEIC OV THRIG L TR LERH S, EDPB 1L, BIAENZD
%m®ﬁﬁw_owamR@ﬁ%%ﬁﬁé%QKﬁi\%4&ﬂﬂdL%6<%L
W OFEETIRIA R EOBIFBOIER AR L, £ hCH T2 HEND
%, EDPBIL, WINZESEN, 20X 97y F U AMIFIZ, GDPR DXfGL7eoTn 5

Similarly, pursuant to Article 42(2), certification mechanisms, seals or marks may be established in order
to demonstrate the existence of appropriate safeguards under Article 46(2)(f) provided by controllers or
processors that are not subject to the GDPR. This is why the EDPB, currently, has identified SCCs and ad
hoc clauses as the available and most relevant transfer tools for data flows to importers subject to the
GDPR. This notwithstanding, code of conducts and certifications play important roles as tools for
controllers and processors to ensure and demonstrate compliance with the GDPR in relation to
processing operations falling under the GDPR according to Article 3. As such, the adherence to both
types of instruments may be taken into account when personal data are transferred to a controller or a
processor in a third country subject to the GDPR.

F 40 SREBNTHEV, 2 46 R(2)(eNIIED < WU AR PREEHTE A R AL D 7202, 1T RIS
GDPR Di/iXI5 L 7o TR VVEBE T BLEIZ L > THEFIN D 5 Z EITHE SN
W, [FERIZ. GDPR Diiflixt5e s 2o Tz VEBE SUTREFIZ LV Rt SN D, 5 46 &
(2) () 1T HAD < WU R R B OFTEAFTET 572012, 542 55 (2) IZE- T, RBAEA =X
A, = ET— I BT OO D, TS, EDPB NHITE, GDPR it Xt & 72 DA
FHAOT —Z OPIICH AR, RbBEEMEDOH LY — /1 & LT, sccs KT FA v
I DRFIZFHEEFEEL COWDHEABATH D, ZO—FT, {TEREGMKOEIRL, &6 3 RIckKkS
& GDPR Dl %l 5 & 72 2 BB ERS ICBIE L C, B BEH K UMLEEE A GDPR ~ODESF A fEfR L |
AERT 272Dy — & LTEEREEIZRIZT, Z0O72D, WHOFEEOFEZET LT
W5 Z LiE, GDPR D XS L 7o B8 Z[EOE B UTAEEE (128 L CTRAT — 2 B la &
OB, BEIND %,

31 See https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-
protection/newstandard-contractual-clauses-questions-and-answers-overview en).
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-

protection/new-standard-contractual-clauses-questions-and-answers-overview en., ZH&,
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31.

BHLE K OMLERE (2R L, BEIC p@m_kmémrmégﬁéﬁﬁbt\me&ﬁ
W LA ERF THLERBE L CWD Z EICEET D,

Conversely, if the criteria as identified by the EDPB are not met, there is no transfer and Chapter
V of the GDPR does not apply.

WIZ, EDPB ARFE L TW D MELENG - S W&, BIAIIMFEE T, £,
GDPR D 5 BT H S 41720,

4 SAFEGUARDS TO BE PROVIDED IF PERSONAL DATA ARE
PROCESSED OUTSIDE THE EEA BUT NO TRANSFER TAKES
PLACE

E N7 — % 7% EEA I THUER O S 305 DB IR DMFAE L 72
AR S N DI E

In light of the criteria identified above, if the same controller or processor is processing data
outside the EU without disclosing it to another controller or processor (e.g. where an employee
of an EU controller travels abroad and has access to the data of that controller while being in a
third country or in case of direct collection from individuals in the EU under Article 3(2) GDPR),
the processing activity should not be regarded as a transfer under Chapter V of the GDPR. In
this context, it should however be kept in mind that the controller must comply with the GDPR
and remains accountable for its processing activities, regardless of where they take place. This
also means that the controller or processor should pay particular attention to the legal
frameworks of the third country that may have an impact on its ability to respect the GDPR.
Indeed, although a certain data transmission may not qualify as a transfer to a third country in
accordance with Chapter V of the GDPR, including the scenario described in Example 8, such
processing can still be associated with increased risks because it takes place outside the EU, for
example due to conflicting national laws or disproportionate government access in a third
country. These risks must be considered when taking measures to ensure compliance with the
GDPR, including under Article 5 (“Principles relating to processing of personal data”), Article 24
(“Responsibility of the controller”), 32 (“Security of processing”), 33 (“Notification of a personal
data breach”), 35 (“Data Protection Impact Assessment”), 48 (“Transfers or disclosures not
authorised by Union law”) etc.
FRLOFE SN AYEICHR S LT, [ UEBRE SUTLBE Y, IO E B S TLEE
XL, AT =2 2R+ 228 < | U BANTT =2 2O H> TV 25E
(B 21, EU RN OE B OTEEBANER L. 58 =EICHAETICH & O HE
DT —HZT 7' AT HEE, XL, GDPRH 3 5 (2) IZHSW T EU N O AN S
EREET D5E) . YKBIRIEENX, GDPR OF 5 BICHK I Bl Al SN2,
2L, ZOREICEWT, YEEHREIL BHOBIIEEN & 2 TIThiL 5 0B
M@< GDPR Z#~F L2 T uid7e &7, T OBRIIRENC K L CERILEZAWELT 5 2
CICHETOIUNEND D, ZOZ LidE, HEEEE UILHEIL. B D GDPR
HYEET ORI EL H X O 58 “EOEMIRARFICEEEZIL O WERH D Z
EHLEKRT S, FEEE, H6 8 TUMHI LT U A EE D, —EDT — X BHRIL GDPR
DH 5 BICHESHE = l“®%%®*#%%té&w7 EMEDR DL, DX 972l
WS EU BN T T s 2 & T, BlZIE, B EEHICk T 2ENEE OFE XTI
IR T NA L N T 7 BRAICED  KRE L TY AT OWREMED AIREMERH S, 55
& (MAANT—2 ORR & BES 2 A ), 524 5 (MEEEOERE)) ., 532
G (B Zzetk)), 533 & (MEAT—2RE0mHm)) . %35 & (F—21%
FERCEEAM ) . 5 48 & (TEU B L o TR L2 WBEE ULBIR]) ~DOBSF &2 5
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33.
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Following from its obligation to be responsible for, and be able to demonstrate compliance with
the data protection principles (Article 5) and to implement technical and organisational
measures taking into account, inter alia, the risks with respect to the processing under Article
32 of the GDPR, a controller may very well conclude that extensive security measures are
needed — or even that it would not be lawful —to conduct or proceed with a specific processing
operation in a third country although there is no transfer situation. In a transfer situation, once
an essentially equivalent level of protection cannot be guaranteed, the CJEU ultimately
demands the transfer to be suspended or stopped.®? In this regard, the Court focuses on the
risks that a specific processing operation entails due to its crossborder dimension. These
requirements are also of relevance when assessing situations that hold similar risks (although
not considered as transfers),3® e.g. in relation to disproportionate government access by third
country authorities. For example, a controller may conclude that employees cannot bring their
laptops etc. to certain third countries. In this context, and as mentioned above, it should be
underlined that as soon as the data are disclosed by transmission or otherwise made available
to another controller or processor (also being a public authority) in the third country (for
example by an employee on a business trip), the data flow in question would amount to a
transfer under Chapter V.
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Moreover, when a controller intends to process personal data outside the EU (although no
transfer takes place), this information should as a rule be provided to individuals as part of the
controller’s transparency obligations, e.g. to ensure compliance with the principle of

32 Cf. CJEU judgment of 16 July 2020, Data Protection Commissioner v Facebook Ireland Ltd, Maximillian
Schrems, C-311/18, EU:C:2020:559, paragraph 135.

20204 7 A 16 H @ CIEU H|P. Data Protection Commissioner v Facebook Ireland Ltd, Maximillian
Schrems, C-311/18, EU:C:2020:559, /X7 77 7 135, &M,
33 It can be noted that the adequacy status of a certain third country would also be of relevance in such
assessment.
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34.

transparency and fairness, which also requires controllers to inform individuals of the risks in
relation to the processing.3*

S5z, BHEHEN . BIRIZFELZ2OD) BV TOBANT —% OFHHWZ TE L
TWAHEAE. ZOZ LICET 2T, FAlE LT, FEFEOEIEDORSE DR L
LT, BlzIiE, &AL O EEDIRAOEST MR T 5720, BRSNS &%
R b, Yz ANTEZ, BEFICRH L, BHRWICEEET 25 U 271250 T HEA
ZHEHT AL S, ERLTWD,

To summarize, controllers and processors whose processing is subject to the GDPR are
responsible for all their processing activities, regardless of where they take place, and data
processing in third countries may involve increased risks, including in relation to
disproportionate government access, which need to be identified and attentively addressed in
order for such processing to be lawful under the GDPR. The EDPB will assess the need for
additional guidance to be issued on safeguards in this regard.

BHRIT D & TOEIRA GDPR Dl 52T 2 B BE K OMLBRE 13, £ O HiliEE)
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BAL T, BIMOTA F o AT 0B LM T 5 TETH D,

34 See Recitals 39 and 60 GDPR and the WP29 Guidelines on Transparency under Regulation 2016/679
(wp260rev.01), paragraph 10.
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Example 1: Controller in a third country collects data directly from a data subject in the EU
(under Article 3(2) GDPR)

HH]1: (GDPR % 3 £(2)ITES<) BEZEOEEEN EUIRNOT —F KLV EEE
BT — % ZINET %6

Maria, living in Italy, inserts her name, surname and postal address by filling in a form on an
online clothing website in order to complete her order and receive the dress she bought online
at her residence in Rome. The online clothing website is operated by a third country company
that has no presence in the EU, but specifically targets the EU market. In this case, the data
subject (Maria) passes her personal data to the third country company. This does not constitute
a transfer of personal data since the data are not passed by an exporter (controller or
processor), but directly collected from the data subject by the controller under Article 3(2)
GDPR. Thus, Chapter V does not apply to this case. Nevertheless, the third country company
will be required to apply the GDPR since its processing operations are subject to Article 3(2).
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Example 2: Controller in a third country collects data directly from a data subject in the EU
(under Article 3(2) GDPR) and uses a processor outside the EU for some processing activities
HH] 2: (GDPR % 3 (2)ITES<) BEZEOEEEN EUIRNOT —F EEK LV EEE
BN T — & Z I L > > —EBOBHRIEBI O 72 91Z EU B DOHRE ZERA T 556

Maria, living in Italy, inserts her name, surname and postal address by filling in a form on an
online clothing website in order to complete her order and receive the dress she bought online
at her residence in Rome. The online clothing website is operated by a third country company
that has no presence in the EU, but specifically targets the EU market. In order to process the
orders received by means of the website, the third country company has engaged a non-EEA
processor. In this case, the data subject (Maria) passes her personal data to the third country
company and this does not constitute a transfer of personal data since the data are directly
collected by the controller under Article 3(2) GDPR. Thus, the controller will have to apply the
GDPR to the processing of this personal data. As far as it engages a non-EEA processor, such
disclosure from the third country company to its non-EEA processor would amount to a
transfer, and it will be required to apply Article 28 and Chapter V obligations so as to ensure
that the level of protection afforded by the GDPR would not be undermined when data are
processed on its behalf by the non-EEA-processor.
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Example 3: Controller in a third country receives data directly from a data subject in the EU
(but not under Article 3(2) GDPR) and uses a processor outside the EU for some processing
activities

HH)3: FEEHOBFEEDN EUBNOT —Z TR LV EENICT —FZINET D (28,
GDPR % 3 R(2)DEASNTH V) D >—EHOBBEIEBID /DI EU WA DLEE &
AT 558

Maria, living in Italy, decides to book a room in a hotel in New York using a form on the hotel
website. Personal data are collected directly by the hotel which does not target/monitor
individuals in the EEA. In this case, no transfer takes place since data are passed directly by the
data subject and directly collected by the controller. Also, since no targeting or monitoring
activities of individuals in the EEA are taking place by the hotel, the GDPR will not apply,
including with regard to any processing activities carried out by non-EEA processors on behalf
of the hotel.
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Example 4: Data collected by an EEA platform and then passed to a third country controller
BEH 4 EEABRAD T Ty F 7+ — ALK VIRESNT — 40, TOREEHOEHE
EIBEBINIBE

Maria, living in Italy, books a room in a hotel in New York by means of an online EEA travel
agency. Maria’s personal data, necessary for booking the hotel, are collected by the EEA online
travel agency as a controller and sent to the hotel receiving the data as a separate controller.
While passing the personal data to the third country hotel, the EEA travel agency carries out a
transfer of personal data and Chapter V GDPR applies.
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Example 5: Controller in the EU sends data to a processor in a third country

] 5: EU N OBEEE P BE =EOLEE I LT —F 2 X ET55E

Company X established in Austria, acting as controller, provides personal data of its employees
or customers to Company Z in a third country, which processes these data as processor on
behalf of Company X. In this case, data are provided from a controller, which as regards the
processing in question, is subject to the GDPR, to a processor in a third country. Hence, the
provision of data will be considered as a transfer of personal data to a third country and
therefore Chapter V of the GDPR applies.
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Example 6: Processor in the EU sends data back to its controller in a third country

4 6: EU AN DORLEE P FE=EOEEE IR LT —F 2L ViRTHEE

XYZ Inc., a controller without an EU establishment, sends personal data of its
employees/customers, all of the[m] data subjects not located in the EU, to the processor ABC
Ltd. for processing in the EU, on behalf of XYZ. ABC re-transmits the data to XYZ. The processing
performed by ABC, the processor, is covered by the GDPR for processor specific obligations
pursuant to Article 3(1), since ABC is established in the EU. Since XYZ is a controller in a third
country, the disclosure of data from ABC to XYZ is regarded as a transfer of personal data and
therefore Chapter V applies.
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Example 7: Processor in the EU sends data to a sub-processor in a third country

) 7: EU A DLEE P FE=E DRI DNBE I LT —F 2 EET2HE

Company A established in Germany, acting as controller, has engaged B, a French company, as
a processor on its behalf. B wishes to further delegate a part of the processing activities that it
is carrying out on behalf of A to sub-processor C, a company in a third country, and hence to
send the data for this purpose to C. The processing performed by both A and its processor B is
carried out in the context of their establishments in the EU and is therefore subject to the GDPR
pursuant to its Article 3(1), while the processing by C is carried out in a third country. Hence,
the passing of data from processor B to sub-processor C is a transfer to a third country, and
Chapter V of the GDPR applies.
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Example 8.1: Employee of a controller in the EU travels to a third country on a business trip

FHi 8.1: EU AN DOEHEE DX BB HE THE=EICERN T D55

George, employee of A, a company based in Poland, travels to a third country for a meeting
bringing his laptop. During his stay abroad, George turns on his computer and accesses
remotely personal data on his company’s databases to finish a memo. This bringing of the
laptop and remote access of personal data from a third country, does not qualify as a transfer
of personal data, since George is not another controller, but an employee, and thus an integral
part of the controller (A). Therefore, the transmission is carried out within the same controller
(A). The processing, including the remote access and the processing activities carried out by
George after the access, are performed by the Polish company, i.e. a controller established in
the Union subject to Article 3(1) of the GDPR.
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Example 8.2: Employee of a controller in the EU travels to a third country on a business trip

F4i 8.2: EU AN DOEHE DX BB HER THE=EICERN T D55

George, employee of A, a company based in Poland, travels to a third country for a meeting
bringing his laptop. During his stay abroad, George turns on his computer and accesses
remotely personal data on his company’s databases to finish a memo. This bringing of the
laptop and remote access of personal data from a third country, does not qualify as a transfer
of personal data, since George is not another controller, but an employee, and thus an integral
part of the controller (A). Therefore, the transmission is carried out within the same controller
(A). The processing, including the remote access and the processing activities carried out by
George after the access, are performed by the Polish company, i.e. a controller established in
the Union subject to Article 3(1) of the GDPR. It can, however, be noted that in case George, in
his capacity as an employee of A, would send or make data available to another controller or
processor in the third country, the data flow in question would amount to a transfer under
Chapter V; from the exporter (A) in the EU to such importer in the third country.
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Example 9: A subsidiary (controller) in the EU shares data with its parent company (processor)
in a third country

BHl 9: EU BN O 72t (BFEE) PEZEHoZ oSt (QEE) L7 —2%24F
T 558

The Irish Company X, which is a subsidiary of the parent Company Y in a third country, discloses
personal data of its employees to Company Y to be stored in a centralised HR database by the
parent company in the third country. In this case the Irish Company X processes (and discloses)
the data in its capacity of employer and hence as a controller, while the parent company is a
processor. Company X is subject to the GDPR pursuant to Article 3(1) for this processing and
Company Y is situated in a third country. The disclosure therefore qualifies as a transfer to a
third country within the meaning of Chapter V of the GDPR.
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Example 10: Processor in the EU sends data back to its controller in a third country

H4] 10: EUIRNDOAEE B Z DB =EDEREIIH LT —F &V iRTHE

Company A, a controller without an EU establishment, offers goods and services to the EU
market. The French company B, is processing personal data on behalf of company A. B re-
transmits the data to A. The processing performed by the processor B is covered by the GDPR
for processor specific obligations pursuant to Article 3(1), since it takes place in the context of
the activities of its establishment in the EU. The processing performed by A is also covered by
the GDPR, since Article 3(2) applies to A. However, since A is in a third country, the disclosure
of data from B to A is regarded as a transfer to a third country and therefore Chapter V applies.
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Example 11: Remote access to data in the EU by a third country processor acting on behalf of
EU controllers
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A company in a third country (Company Z), with no establishment in the EU, offers services as
a processor to companies in the EU. Company Z, acting as processor on behalf of the EU
controllers, is remotely accessing, e.g. for support purposes, the data which is stored in the EU.
Since Company Z is located in a third country, such remote access results in transfers of data
from the EU controllers to their processor (Company Z) in a third country under Chapter V.
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Example 12: Controller in the EU uses a processor in the EU subject to third country legislation
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The Danish Company X, acting as controller, engages Company Y established in the EU as a
processor on its behalf. Company Y is a subsidiary of the third country parent Company Z.
Company Y is processing the data of Company X exclusively in the EU and there is no one
outside the EU, including the parent Company Z, who has access to the data. Additionally, it
follows from the contract between Company X and Company Y that Company Y shall only
process the personal data on documented instructions from Company X, unless required to do
so by EU or Member State law to which Company Y is subject. Company Y is however subject
to third country legislation with extraterritorial effect, which in this case means that Company
Y may receive access requests from third country authorities. Since Company Y is not in a third
country (but an EU company subject to Article 3(1) GDPR), the disclosure of data from the
controller Company X to the processor Company Y does not amount to a transfer and Chapter
V of the GDPR does not apply. As mentioned, there is however a possibility that Company Y
receives access requests from third country authorities and should Company Y comply with
such request, such disclosure of data would be considered a transfer under Chapter V. Where
Company Y complies with a request in violation of the controller’s instructions and thus Article
28 GDPR, Company Y shall be considered an independent controller of that processing under
Article 28(10) GDPR. In this situation, the controller Company X should, before engaging the
processor, assess these circumstances in order to ensure that, as required by Article 28 GDPR,
it only uses processors providing sufficient guarantees to implement appropriate technical and
organisational measures so that the processing is in line with the GDPR, including Chapter V, as
well as to ensure that there is a contract or legal act governing the processing by the processor.
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