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THE EUROPEAN DATA PROTECTION BOARD
BRIN T — Z PR i

Having regard to Article 70(1)(e) and (l) of the Regulation 2016/679/EU of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC, (hereinafter “GDPR”),

ANT —ZOERWERE T2 BRANOREICET D, KO 207 —#0 H 72 BRI
F5., WONT, $545 95/46/EC ZBE 135, 2016 4F 4 F 27 H ORKMGES K O FESO A

2016/679/EU, (LA FTGDPRIEVY)) | D 70 55(1)(e) Je DI 7~

Having regard to the EEA Agreement and in particular to Annex Xl and Protocol 37 thereof, as
amended by the Decision of the EEA joint Committee No 154/2018 of 6 July 2018,

2018 /-7 H 6 H® EEA [ Z B2 DOWTE No 154/2018 |2V UESIVI EEA WHE 1, FFIZ
Z DM EFE XI KO ER 37 (TH 7+,

Having regard to Article 12 and Article 22 of its Rules of Procedure,
ZDFHRHAN O 12 F OV 22 ZRITH 7+,

HAS ADOPTED THE FOLLOWING GUIDELINES
ROTARTA L ZTRIRT D

1 INTRODUCTION
1 1XE®HIC

1. This document seeks to provide guidance as to the application of Article 23 GDPR. These

Guidelines provide a thorough analysis of the criteria to apply restrictions, the assessments that
need to be observed, how data subjects can exercise their rights once the restriction is lifted and
the consequences for infringements of Article 23 GDPR.
ZO3CEIE, GDPR 5 23 D BT oW A XV AEARMET 22 BRI L TV D, Yixh
ARTA X, FIBRA B 2 5UE BT T DM BN DL, HIBRD MRS I-ZICT —4
FARDHERIZATME 320775, LY GDPR 5 23 SRE X ORI DOV T, UK 0 2 it
TEHHDTHD,

2. The protection of natural persons in relation to the processing of personal data is a fundamental
right. Article 16(2) of the Treaty on the Functioning of the European Union mandates the
European Parliament and the Council to lay down the rules in relation to the protection of
personal data and the rules relating to the free movement of personal data. The GDPR protects
the rights and freedoms of natural persons and in particular their right to data protection. Data
protection cannot be ensured without adhering to the rights and principles set out in the GDPR
(Articles 12 to 22 and Article 34, as well as Article 5 in so far as its provisions correspond to the
rights and obligations provided in Articles 12 to 22 GDPR). All these rights and obligations are at
the core of the fundamental right to data protection and their application should be the general
rule. In particular, any limitation to the fundamental right to data protection needs to observe
Article 52 of the Charter of fundamental rights of the European Union (‘the Charter').
BT — 2 DEARANE B T2 H AR OLRGEITEARARMER] DO —>Th D, KINES O

1 References to “Member States” made throughout this document should be understood as references to “EEA
Member States”.
ZOICFEITIHNT, DI Ej &nHFRIUE, TEEA IR E | RS20,



HEIZBET 2 0D 16 55 (2) 1X, BRINGES L OBRMBEE S ITRL, E AT —Z DOLRFEIZ R
THHANR QAN T —2 D H B2 BRI T2 A2 B 515 ] BT T %, GDPR 1%,
HARNDHER KR OE L, B2, BRADT — X R#EOHER ZR#E L T\ D, T —HDM%
FE1L, GDPR IZHLESIVCWAHEF L OFEARFAI (55 12 S/ 05 22 S e OV 34 5=, WWTNT
ZDEIA GDPR %6 12 555 22 SRICTE D HHER) M O F 5 25 Iin 3 2#FANIZ BV T
5 5R) ITHERL T DT L7 LICIFRER SN2V, TIOETOMER| K OEHILT — X PR I2xf
T DIEAR MR O FRE L7250 DO THY . TN 52 E0N R TRITIUERB20, #
(2, T —ZREITKR T DA AR ZHIR T 5121%, BRINES oA EE [(FEE]) o
B 52 B MSF T AN ENDD,

3. It is against this background that Article 23 GDPR should be read and interpreted. This provision
is entitled ‘restrictions'. It provides that, under Union or Member State law, the application of
certain provisions of the Regulation, relating to the rights of the data subjects and controllers'
obligations, may be restricted in the situations therein listed. Restrictions should be seen as
exceptions to the general rule allowing the exercise of rights and imposing the obligations
enshrined in the GDPR2. As such, restrictions should be interpreted narrowly, only be applied in
specifically provided circumstances and only when certain conditions are met.
DI A E A T, GDPR 5 23 Sramifif 20BN 05, ZORIUTIITHIRIE VD Z
ANMUBFTHITND, Hi%540F, EU IE IR EOEWNIEICESWT, 7 —F KD
HEFI e OV B D275 12 B35 GDPR OFFIE D ZIEDIM NS, £ ZIHIEESINTODIRILT
IHIRENDD B HEL TS, HlFRIE, GDPR ICHIFES IV CWODHERIDATREZFF AT L, 3875
T IRAI OB E LTRSS b7ew 2 LTedi-> T, Sl fRITS<AIRS el
72269 RERIZR RSB N T D I DN ORFE D RPN T2 SN D5 I D HEH S Db
DTRRFIUTRBZ20,

4. Even in exceptional situations, the protection of personal data cannot be restricted in its entirety.
It must be upheld in all emergency measures, as per Article 23 GDPR thus contributing to the
respect of the overarching values of democracy, rule of law and fundamental rights on which the
Union is founded: any measure taken by Member States shall respect the general principles of
law, the essence of the fundamental rights and freedoms and shall not be irreversible and data
controllers and processors shall continue to comply with data protection rules.
BISHIZRIRBL T oo Th | HANT —F DIREZ R IITHIR T 528X TER, ZOZ 8T,
B TORSHEIZIB W THERFS 21T L7257, GDPR 2 23 SRICEDZET EU D EREL7R
LERFER EOIEL, K OFEARBZRHERN OB IMEBLO B EICEBR T 528120708
%o DFD O MBEDFHEL DV DHEES | AR K O EH B OARERIE > ThHDOIED
—RIFRIZEE T 5O THY, A7t D Tixied, o7 — 2 L OWLERE 1%,
T — A RERLUE 2 BT LRt T 228172 %,

5. In all cases, where Union or Member State law allows restrictions to data subjects' rights or to

2These situations do not include the scenarios where the Directive (EU) 2016/680 of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data,
and repealing Council Framework Decision 2008/977/JHA applies.
TNHORBUT., FrE B ITICEDLIAT 2 ORI 8, Bamas L<IXFRE I E OEPITO=DI2/7H
LG HEDBENT —Z DB EEES 2R ADREIZE T2, KO, Z2O7 —Z D H AR BRI T
L NS, B SPHSE I E 2008/977/IHA ZBE LS5, 2016 4 4 H 27 H OBRMNGES K OB HESOH
47 2016/680/EU 723 425G O F VAT E Fauy,



the obligations of the controllers (including joint controllers®) and processors?, it should be noted
that the accountability principle, as laid down in Article 5(2) GDPR, is still applicable. This means
that the controller is responsible for, and shall be able to demonstrate to the data subjects his or
her compliance with the EU data protection framework, including the principles relating to the
processing of their data.

EU VE IR E O EWNER T — 2 EROMEN SUTE B (LRIEHE 325 Te) LU
FH A OFBIH T DHIREFF Al 52 TOHAITIBV T, GDPR % 5 RQUITHESN TS,
HEEDFANIE SREE SN ZLICHEL TRAVRITIURRBR, 2ozl FH
TIE, ZOT —ZOBPNIETHRAEE D, EU OF —FRi#ETL — LT —Z|ZONTHE
FEaAW D T —FEERITH L E OB TFAFEH TEObDETHI L2 TR 2,

6. When the EU or national legislator lays down restrictions based on Article 23 GDPR, it shall ensure
that it meets the requirements set out in Article 52(1) of the Charter, and in particular conduct a
proportionality assessment so that restrictions are limited to what is strictly necessary.

EU XUFAEDILIEE DY GDPR 5 23 SRICESEHIRAED 0556 . CHVSFEES 52 2-(1)1C
HESIVTO DB L TWDZ LA HER L | FrICHI RSB IC LB D B 2 b DIZIR
TESNDINZ B DR A 3 ki 3 5b D LT D,

2 THE MEANING OF RESTRICTIONS
2 fHillPROTE IR

7. The term restrictions is not defined in the GDPR. Article 23 and Recital 73 GDPR only list the
conditions under which restrictions can be applied.
HIBREV) FHREIX GDPR TIIEFSFLTU VLY, GDPR 5 23 S5 K OSSR 73 TEIZHWL T,
IR 23 E FH S D SRIFBFNHESILTND DR T D,

8. In these guidelines, the term restrictions will be defined as any limitation of scope of the
obligations and rights provided for in Articles 12 to 22 and 34 GDPR as well as corresponding
provisions of Article 5 in accordance with Article 23 GDPR. A restriction to an individual right has
to safeguard important objectives, for instance, the protection of rights and freedoms of others
or important objectives of general public interest of the Union or of a Member State which are
listed in Article 23(1) GDPR. Therefore, restrictions of data subjects' rights can only occur when
the listed interests are at stake® and these restrictions aim at safeguarding such interests.
MHEAARTAL T, FIREWD FHFEIZOUNT, GDPR 55 23 SRICHE-DE, GDPR & 12 &b
5522 R KOV 34 S5, WONTES 5 kD% DARIAITE D L6855 K UHER 0D A i oD ]
fRELTEZRT D, HAOHEFNZ T 51l FRI%, GDPR 25 23 S(ICHIZFESI TS, ZOfil
DOF DM KO E B OMRGE, % EU & L < I3NEEE O —i89 2 A o FI 4% O B E 72 %t
Gl HER A ZRET DO TRITIUIZRB2R2, LTei> T, 7 —F FEROHER| Ol
FRIZ, PSR D ERIZEHSI T DGR IZOAHELI DL O THY °, ZH OOl fRI
ZDIORFEZRGETHEEHETHHDTHD,

3 In case of joint controllership, especially in case where controllers are from different Member States, restrictions
applicable in accordance with Article 23 should be considered and taken into account so that joint controllers
clarify in the arrangement their respective roles.

SLFE BE OB 6 R IE R BLE AN B2 IR [E 0 & BRE TR S NDSG G, T OB 12Tt
[ BE 2N ENOEEIZ WM T 572012, 8 23 FRITHEWIEHSNAHIFRICOWTRAB L, BIEIZ AN
TERPRITFIUTRBR,

4 Although from now on the guidelines will refer to ‘controllers’ only, the recommendations are addressed, where
applicable, also to processors.

L% HARTAL TRIEE JORTE KT 20, BIE L %Y T556 103 QEE ICbESND,
> These interests are exhaustively listed in Article 23(1) GDPR.
ZHHOFILRIL, GDPR 5 23 ZR(ICHFEMIC RS TS,



9. Consequently, the grounds for the restriction need to be clear. To be lawful, restrictions shall be

provided for in a legislative measure, concern a limited number of rights of data subjects and/or
controller's obligations which are listed in Article 23 GDPR®, respect the essence of the
fundamental rights and freedoms at issue, be a necessary and proportionate measure in a
democratic society and safeguard one of the grounds set out in Article 23(1) GDPR as described
below.
L7eho T filRZFR T E B2 ICL TBLED D, BIETHLOIZDITIE, HlFRIL, 37
EREICK D RET 20D L L, GDPRH 23 RITHIHESN TWHHIEIIRE ShicT —4
FAROHEF RO/ ITEHE ORB BT bDEL & RMBEER > TWDEEARRIZ2HER M
CHHOREHH 72 EET 0L, REFRASITEBWTULE N DHAIRIZ2REE L
FTHIEEL, o, LLTFIZHBIT2L912 GDPR 2 23 SR(IICHESILTWDER R O — D%
#HTobDETHL,

10. Furthermore, as mentioned in Recital 73 GDPR, restrictions should be in accordance with the
requirements set out in the Charter and the European Convention for the Protection of Human
Rights and Fundamental Freedoms.

EHIZ, GDPR HISLE 73 THTIHEARHITWAINNC, HllFfRIX, FEEIONC AME L QSR 72
B B OLRFE D 72 8 DIRKINGANZE D 2 BRIZHED IR T L2 H 720,

11. In addition to restrictions referred to in Article 23, the GDPR also lays down provision relating to

specific processing situations as per Chapter IX, where Member States may provide by law
specific measures impacting data subjects' rights, such as exemptions or derogations (for
instance, Articles 85 or 89 GDPR). However these guidelines do not address those cases.
GDPR 1%, % 23 £ CEKLINTODHITRIZINZ T, & 9 EHITHE ST HREE DB N DAR I L B
BT DG EO TIRY, M EL, B SUIF] (521X, GDPR %5 85 4 XI5 89 &%) 72
&L T —FEEROHEFNEE 5 X HEMN O EZERICEVEDI D, 727120 B TART
AATENDD T — AT DNTIERIS LR,

12. Restricting the scope of the obligations and rights provided for in Article 12 to 22 and Article 34

may take different forms but may never reach the point of a general suspension of all rights.
Legislative measures laying down restrictions under Article 23 GDPR may also foresee that the
exercise of a right is delayed in time, that a right is exercised partially or circumscribed to certain
categories of data or that a right can be exercised indirectly through an independent supervisory
authority.
512 SRINBE 22 ROV 34 SRITTED D315 K UHER i &G OHIBRIZ, R % 220
LD ATRENED DD A TOMER D —fR 7245 IEIZ ST LT, GDPR 55 23 SRITHA<
il BR % G 60 D SEAEFEEL R, AERIDATEEANERIE 2 & MR AN 43 LT LU E O EE
DT —HZRELTUTHEESNDZ L UTHER DAL O B BB A8 U CHERIITATRES 1L
HA[REMENBH D LT DONTHED I D,

3 REQUIREMENTS OF ARTICLE 23(1) GDPR
3 GDPR 5 23 £5(1) D2 {:

13. Article 23(1) GDPR lists a number of requirements, which are detailed below. All those
requirements need to be met in order for a measure to be lawfully relied upon.

6 There are certain rights which cannot be restricted under Article 23 GDPR, such as the right to submit a
complaint to the supervisory authority (Article 77 GDPR).
BB B S35 4 FR ST COMER] (GDPR 25 77 47) 728 GDPR (5 23 SRIZESUWTHIBR TEARUWREE D HEF
ARLOYAR



14.

15.

16.

GDPR % 23 2% (1) (X, L FICRBWTERR SN DI, ZHO B ZHIZL TD, NIEHE
MEETHLIZOITT, 2O TOEM D M- SNDUEEDRH D,

3.1 Respect of the essence of the fundamental rights and freedoms

3.1 HARBYRMER] L OV E H O AE RO 5y DB

One of the main objectives of data protection law is to enhance data subjects' control over
personal data concerning them. Any restriction shall respect the essence of the right that is being
restricted. This means that restrictions that are extensive and intrusive to the extent that they
void a fundamental right of its basic content, cannot be justified. In any case, a general exclusion
of data subjects' rights with regard to all or specific data processing operations or with regard to
specific controllers would not respect the essence of the fundamental right to the protection of
personal data, as enshrined in the Charter. If the essence of the right is compromised, the
restriction shall be considered unlawful, without the need to further assess whether it serves an
objective of general interest or satisfies the necessity and proportionality criteria.

T A REEOEER HO—21%, 7 — X RPN A FICET AN T — X OE AR
THZEZHD, V7Bl IR HIRSIVCWO DRI O ARG 2 ME T 5035, 2
DI EVE, FEARBIMER] D FEARIN R 2 T2 L CTUEINFE RGP TR F 7 RIZIE 41k
SHAFRNWZEE BT D, Wb 560, R TOELIIREDT —F B ERICBEL T,

XiT, FrEDOEHFICEAL T, 7 —F EEROHERNZ — R HER T 22813, BEIGRDI
TWDIEHNT —Z DRI D AR MR O AR B HIE 3 % BB T D6 DL/ D2 L1378
W, FERIOARE I 3 D3RI b D56 COHIRIX, Zu s — 72 FIZE D B BIZH 8D
D, AT BNE K OB ME D FEHEA T 72T E O E BN R 240 B 7e< | 3EVE TH
HERIRSND,

In order to guarantee this control, data subjects have a number of rights within the right to data
protection and the controller has a number of obligations vis a vis the data subject, set out under
Articles 12 to 22 and Article 34 GDPR, as well as Article 5 in so far as its provisions correspond to
the rights and obligations provided for in Articles 12 to 22 GDPR. It is against this background
that Article 23 GDPR should be read and interpreted.

ZOEBERIET D202, 7 —F ERITT —FIRE I T DHER| OHIFAN T L L DR A
AL, BHEITT —FERITHLT, . GDPR 5 12 &2 D5 22 MU 34 5k, WONZZED
FRIEY GDPR 55 12 oD 22 FATTED DR J O 5 (SRS DRI W T 5 5%
ICHESNTWDEIT, ZL<DEBE A, GDPR 23 Fkit, ZOIH R RA B E2 €, wiff
SNDLED DD,

3.2 Legislative measures laying down restrictions and the need to be foreseeable (Recital
41 and CJEU case law)

3.2 HilfRZ E 8O D LVEFRTE K O DT FL T ReME D 4 B (RiTSCHS 41 TH ) OF CIEU )
Bilik)

The requirement of a legislative measure entails that controllers can only rely on a restriction
provided for by Article 23 GDPR to the extent that this restriction has been specified in Union or
Member state law. Without the corresponding legislative measure, controllers cannot rely
directly on the grounds listed in Article 23(1) GDPR. Recital 41 GDPR states that ‘[w]here this
Regulation refers to a legal basis or a legislative measure, this does not necessarily require a
legislative act adopted by a parliament, without prejudice to requirements pursuant to the
constitutional order of the Member State concerned. However, such a legal basis or legislative
measure should be clear and precise and its application should be foreseeable to persons subject
to it, in accordance with the case-law of the Court of Justice of the European Union [...] and the



European Court of Human Rights".

SEERSE O BRI, B B )Y GDPR £ 23 SRICHUES LD HITRICIKIL TELD1E, ZOH|RA
EU MR E O EPWIEIZHIE SN TV HHEITROILLEVIZEEZEIRL TV D, ki
T O E 2T AUE, FEE X, GDPR 5 23 SR(I)ICREHESH COD B N Z E B+
HTEITTER Y, GDPR AISCHS 41 THI, [ABRIZNERRIL S ISTIERTEIZE KT 555 .
Ziud, BRI E O BEERFICED B AT 228 7o BRI Lo THIRSNDSLIELT
2z o T UHERT DO TIEZR, 72720 2O IO 7RIERIRIL S ISLIERTE I, BN w15
FeH T K ORI NHERCHI AT OHIFIEIZTE N IR D IERE CTHLHILZ B, 72D, LD
MZ, ZHUTIRT DE LS TT RATRER S DO TRIFIUTRLZ2N F | EH TS,

17. According to Article 52(1) of the Charter, any limitation on the exercise of the rights and

freedoms recognised by the Charter shall be ‘provided for by law'. This echoes the expression ‘in
accordance with the law' in Article 8(2) of the European Convention of Human Rights8, which
means not only compliance with domestic law, but also relates to the quality of that law without
prejudice to the nature of the act, requiring it to be compatible with the rule of law. In particular,
the domestic law must be sufficiently clear in its terms to give individuals an adequate
indication of the circumstances in and conditions under which controllers are empowered to
resort to any such restrictions. The same strict standard should be applied for any restrictions
that could be imposed by Member States. In line with the GDPR and the case law of the Court of
Justice of the European Union (CJEU) and of the European Court of Human Rights (ECtHR), it is
indeed essential that legislative measures, which seek to restrict the scope of data subject rights
or of controller's obligations, are foreseeable for the data subjects.

FEH 52 FICIAUT, BEIZL S TROOGIWOHEFR J OV H B O TAE T3 35l BRIET VA
HETEDLILDEL TS, ZAZ, FRIN AHESRAIE 8 2k (2) DIVEARIZHE S LV HFRHLL
FRIS S 20D THDE, ZOZ LT, ENIEISET I8 BT 570 TR AT/ OME

7 The type of legislative measures considered has to be in line with EU law or with the national law. Depending

oo

on the degree of interference of the restriction, a particular legislative measure, taking into account the level
of norm, could be required at national level.
FREt &4 A SEER E OFEIL, EUESUIMNME E O ENIEICHEILS 5 6 O TRITIUZZR 5780, R
DFHEEWTIE U T, HEO LV EZE L T, ER V-V TRIEDLERENER I D ATHE
YR H %,
See in particular, European Court of Human Rights, 14 September 2010, Sanoma Uitgevers B.V. v. The
Netherlands, EC:ECHR:2010:0914JUD003822403, paragraph 83: ‘Further, as regards the words “in accordance
with the law” and “prescribed by law” which appear in Articles 8 to 11 of the Convention, the Court observes
that it has always understood the term “law” in its “substantive” sense, not its “formal” one; it has included
both “written law”, encompassing enactments of lower ranking statutes and regulatory measures taken by
professional regulatory bodies under independent rule-making powers delegated to them by Parliament, and
unwritten law. “Law” must be understood to include both statutory law and judge-made “law”. In sum, the “law”
is the provision in force as the competent courts have interpreted it'. On the notion of ‘provided for by law', the
criteria developed by the European Court of Human Rights should be used as suggested in CJEU Advocate
General opinions in joined cases C-203/15 and C- 698/15, Tele2 Sverige AB, ECLI:EU:C:2016:572, paragraphs
137 -154 or in case C-70/10, Scarlet Extended, ECLI:EU:C:2011:255, paragraph 99.
Bz, BRM AMEEHIFT, 2010 & 9 H 14 H . Sanoma Uitgevers B.V. The Netherlands .
EC:ECHR:2010:0914JUD003822403, /X7 7' 7 7 83 2 ZMDZ &, [N AMESIDOE 8L HH 115
IR STV D NERICESE ) RO NERTED D] LWV FHEICONT, BHPNE,  NEHE
LWV HREEEIC DB BW T, MEEMZR] BIRTHMEL TWD I L2l b, -,
TALDIES DOFIERCHER D D TAL ST U 7= BLANH E MR IZ IS\ CREFI o HLHIHE RS 2358 U 5
HEE 2ot TR0 & AOEOM A2 G ATWD,  WER] 1T, & & HHE 2 HE L
= NE] OWAREEND LB INRTNER LRV, T 51T, Hix ) X, BT R
WL B A BETHL L MEETED D& W O ERIT OV TIL, QEU IEBEE E A (C-203/15
KON C-698/15 DA A& — A, Tele2 Sverige AB. ECLI:EU:C:2016:572, /3T 75 7 137 ~ 154, X%/ —
A C-70/10, Scarlet Extended, ECLI:EU:C:2011:255, /X7 77 7 99) THEIN TV D L 51T, BRINAME
FBHIFTNRE LT EENEH SN D2 RETH D,
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EHRILHIZEN NI E EOKEIGHEATHILEERTDH IEOEICET LD THD, FF
(2, EPEIZONWT, EEEFIZZD LI RHIREITIHERD 52 DIV TOERIL KL OEEIC
DWT, BACF372mBE 52585, EOFEENR TR TRl uIebien, IYE
ORI AREME D H D HI BRI DUV T | 8 Uk 72 FEUED 1 FH Sz vl 725720, GDPR
T O 85 F]E R T (CIEU)AE DN BRI AFERC BT (ECtHR)DHIFIZHE, 7 —HF F K
DR T EHEF ORBORPMEHIRLIHET LI EHFE L, T — X ERICES> TR
BECHDLIENAR AR THD,

18. While any legislative measure must in any case be adapted to the objective pursued and meet
the foreseeability criterion, a legislative measure laying down the provisions for the application
of restrictions under Article 23 GDPR does not always have to be limited in time or linked to a
specific period.
WD RDNIERTE S L WD R DG E 2N T, BRSNS BIZEA L, TR aTRet o 7k
Al 72 STRTAUTZ2 B2 A%, GDPR £ 23 SRICHE SR D3 HIZ BT~ 8UE 2 8 D311k
HEL, LT LB IR ZRE L2 K7 E O BRI BERHT 7209 2 6 BT80N,

a. In some cases, the restriction is not specifically linked to a timeframe because the
ground for the restriction to be safeguarded by the legislative measure is not in itself
limited in time. In light of the principle of necessity and proportionality, it is necessary
to ensure that such legislative measures relate to a ground for restriction to be
safeguarded on an ongoing basis, or permanently, in a democratic society. For
instance, a legislative measure restricting the scope of the obligations and rights
provided for in Article 12 to 22 and Article 34, for safeguarding the protection of
judicial independence and judicial proceedings may for example be considered as
fulfilling a continuing objective in a democratic society and therefore may not be
limited in time.
a2l o TE STEFR B Lo TR SN DI R OB R B ARH3RF [ A9 (il BRE
TWRNW= | HIRERFEIFEE DS KR BIEAT RN E D3 B 5, LEEME K UL
BIPEDFANCIOL | £ DIDRIERFED | REFFADITIBO Tk, X
(TTEAHNC, RAESNDL D THLHEWOHIROBLRIZBIHEL TWAHZ LR T 5
VBN DD, BIZIE FHEDOMNLE FHEFHRORELTLOID D 5 12 KINDEH
22 ROV 34 SRITTED D388 M OMERI D A il 2 1 FR 9~ D A IE R
Z X, REFEFRESITRIT D672 B BOZZR T 26 DL A7 S5 AT RENED
&Y, LIzhi> T, BENIZHIR D2 B 030D,

b. In other cases, the ground for the restriction to be safeguarded is in itself limited in
time and therefore the legislative measure should provide a limitation in time in order
to meet the foreseeability criterion. For example, where restrictions are adopted in
the context of a state of emergency to safeguard public health, the EDPB considers
that restrictions, imposed for a duration not precisely limited in time, do not meet
the foreseeability criterion, including when such restriction apply retroactively or are
subject to undefined conditions®.
fih )7, HIBRO B EL TIRESDHL M B RICRE AR HIR 2 B 056 2 #%AL
IEREIZIR, TR TREME D S YEZ 729772012 RERI AR M (R A8 T 72 1T 4 L7
B, B2, ARG A ZRET DO ICIER FREIZEHEL THIR2 R S
L% 6 EDPB 1%, RFRI N IERfEIZERE SV TWRWEI 27> TRE B[R
1%, Z OHIBRAYH K I SN D5 A0, € DHIBRDN AR E 78D SRR E DYy

% See also paragraph 46 below.
PR RZT7 57 463 b 5 M,
SRR 1 FEH FHREICBE 3D HIBRICOUVNTO EDPB DB ZIZOWTIL, /3T T7 47 ([ZitikAd
60
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19.

20.

21.

22.

23.

24.

BEE, PRATREMEDIRMELT-L TR DEE XD 9,

This link between the foreseen restrictions and the objective pursued should be clearly
established and demonstrated in the concerned legislative measure or additional supplementary
documents. For instance, the mere existence of a pandemic alone is not a sufficient reason to
provide for any kind of restriction on the rights of data subjects; rather, any restriction shall
clearly contribute to the safeguard of an important objective of general public interest of the
Union or of a Member State.

T RINDLHIREEREND BHBE DM OZOBSEMEIL, B 5 LiEH E X ITB A 724
JESCEO R CHMEICHENLS IV, EFESARIT T b7, Bz IE, B ST Iy BFAE
FTHENHZELIZT T, 7 —F EEROHERNZX LATO DO HI R AR 5+ 72 B 213725
20, TeLA W25 HIBRE | EU TN E O — MR I 72 XL OFIZE &) e B B Ok
HEICRRICT 5T b DO TRITNIIRLRNDOTHD,

3.3 Grounds for the restrictions

3.3 Hl[ROTZDH DB

In order to adopt a legislative measure for restrictions and to apply a restriction in a concrete
case, one or several of the following conditions stated in Article 23(1) GDPR need to be met. This
list is exhaustive, meaning restrictions cannot be carried out under any other conditions than the
ones listed below.

TSRO TIERTE AT L. BRI — AT IRZ 8 F 9272601213, GDPR % 23 S&(1)ITHL
ESIVTWDLL T DRAFD— D I 2T D DD, ZOYAMNIMFERILL D TH
D LU FIZHNFESIL TSGR LIS TIEHIBRA TR 2N TERWIEEZE R T D,

The link between the foreseen restrictions and the objective pursued should be clearly stated in
the legislative measure.

FRINDHIREERESND B ABYE DM OBEMEIL, SLIEFFE O THEEICHES LT
THIEZRBR0,

3.3.1 National security, defence and public security
3.3.1 EFRZARE, Bif Xk R IE0 %24

A restriction to data subject rights can have national or public security and/or defence of the
Member States as an objective to be safeguarded, as stated in Article 23(1)(a), (b) and (c) GDPR.
T — 5 EAROMERNZ KT HHIFRIZIE, GDPR & 23 5= (1)(a). (b), X N )ZHESN TNDED
(2 BROZ AR EIALOZ 2, KUY AR E O LS BNET52EM
T&ED,

Moreover, public security includes protection of human life, especially in response to natural or
manmade disasters.

SHIT, AIEOL AL, FFIZ B AR E UIAN B IR SEE~DINIEDERD N D fn D fRi#
W END,

3.3.2 Prevention, investigation, detection and prosecution of criminal offences or the
execution of criminal penalties including the safeguarding against and the
prevention of threats to public security

3.3.2 RILDLZE~DE B DDOIRE KR DO IkZ 3 JLIRIT 2O IE, #
A BN M OB XL HET OB T

In certain cases, providing information to the data subjects who are under investigation might

12



25.

26.

27.

jeopardise the success of that investigation. Therefore, the restriction of the right to information
or other data subject's rights may be necessary, under Article 23(1)(d) GDPR. This is relevant for
instance in the framework of anti-money laundering or the activities of forensic laboratories®.
B IZEo T, A T o7 — 2 EIRICEF AR T DL YEHEO KD EZLOI<THTHE
PS8, LI2A3-> T, GDPR 5 23 Se(1)(dITHESE, fFHICHT 2RI SUIZ DD 7 — 4
FEROHERDOHIRDBMLELRDIGE MDD, ZHUL, FlzIE K~F—ar 2V 7 ORH A
XIT7HV 2y 7B OTEEN L BE T 58 D THD 0,

Nonetheless, the omitted information shall, in accordance with the case law of the CIEU, be
provided once and if it is no longer possible for it to jeopardise the investigation being carried
out!!. This means that a specific (tailor-made) data protection notice should be given to the data
subject as soon as possible, stating the different rights such as access, rectification etc.

72U B SN IEHIE, CIEU OHIBIEIZIE FERSITODIRAMERICSHE L5 A
BEMEN 2o 7= T, RMIEEND Y, ZDZ&iE, TEAET LT —HX ERIZxHL, 77t
ZDIER], FTIEOHER 2L DR % MR ZBIRE LT FFE D (I —F — AR D) 7 —Z {1
DWTHI T HUENDLLZEHRT D,

Also, the objective of safeguarding public security includes the protection of human life especially
in response to natural or manmade disasters??.

Flo, AIOLRERET D H NI, FRICARKE NI AN B2 K ESDOXISDEED A
DEMDOIRED T END 12

3.3.3 Other important objectives of general public interest

3.3.3 —fREN7R AL ORI O oD B F 2 %t 5

Article 23(1)(e) GDPR mentions as other important objectives of general public interest of the
Union or of a Member State important economic or financial interest, including monetary,
budgetary and taxation matters, public health and social security. It may concern for instance
the keeping of public registers kept for reasons of general public interest or the further
processing of archived personal data to provide specific information related to the political
behaviour under former totalitarian state regimes®*. However, the costs incurred as a
consequence of providing information and thus the financial burden on public budgets are not
sufficient to justify a public interest in restricting the rights of the data subjects. As an example a
Direct Tax Administration may impose restrictions to the rights of access by the data subject
where he or she is under an investigation led by the Tax Administration in the framework of its
legal duty, in so far as this access would jeopardise the ongoing investigation. However such
restriction should be limited to the time necessary for the specific investigation and should be
lifted as soon as the Tax Administration closes the investigation. The data subject should be
informed without delay and be notified with the justifications contained in the decision of the
controller and with the date from which he or she may again exercise his or her right of access.

10 Recital 19 GDPR.
GDPR HI 3L 19 H,

11 Opinion 1/15 of the CJEU (Grand Chamber) on the Draft PNR Agreement between Canada and the European
Union, 26 July 2017, ECLI:EU:C:2017:592.
F1F4L EU [H D PNR i H AR5 CIEU (RiERE) O R 1/15, 2017 427 H 26 A |
ECLI:EU:C:2017:592,

12 Recital 73 GDPR.
GDPR RIS 73 1A,

13Recital 73 GDPR.
GDPR HI 35 73 1A,
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Also appropriate safeguards should be ensured such as for instance an indirect access - when
it is foreseen in national law - so as to ensure that an independent Authority may check the
lawfulness of the processing.

GDPR % 23 2% (1)(e) IZ. EU XIFMNE E O —RAIZR AN ILOFIZR OO EEZR2 KL LT, il
B, PREOBH LOEHEED | EERRF RIS UM B E ORI ARETE RO
HERIEIZE ML TD, 21U, BT, — R A ROF 2 Bl LU TRIFSND A
FLERDHERFEBL, X3 > TORE T REZAESI O T TOBIRHNEENZ BT 2 KRl 72 1F
ARt D72 ORE SN N T —Z OB BRI BEE LD B, — | [Fiigdto
FEREL THRATLIaANC, ZOMRROAR TRIZEDMBIAIL, 7 —F FIROMER] ]
FR92AIOF| 5 E LT DT+ Tldlewn, —HlEL T, 7 — X 00, EHEBLE Y
JRIDIERIFH DN TERM T 20 E FICH% 6 UikT —F~D7T 7B ANEIT PO
B2 fERIZEST AR D D5 B IIRY | YRLE RS 4RI T — 2 ERIC LD T 7BAD
MEFNZHIRATRL DD, 72720 D X7 IR, FE ORI ERIFMICIRES I, £
YHBE Y R HEZ R T LR CE DB ICHRS IR ITIER DR, 7 —F FRITE
7RG ST EHE O EITE ENLHIEYRHH L O E & DT 72 AOHER % i O T4
TEDLAMZOWTHAINOER DD, o, ENEIZBWT T RSND5GE, L
YR NDEEMN LB LD LA MR TEDIDNT, BIZILHEERZRT 72X 1 Lo
T & o7 WY REHT EDHER ST TR B0,

28. In order to ensure the general public interest objective of accessibility of the law, a public

administration may impose restrictions to the right to object the processing of pseudonymised
personal data for the development of a benchmark document and information identifying, by
type of damage, the amounts claimed and offered by the parties to a dispute as well as the
amounts allocated to victims as compensation for their physical injury in court decisions
delivered on appeal by administrative courts and civil courts. Such restrictions may take place
provided that the conditions under Article 23(2) GDPR are met, and in particular through the
implementation of safeguards such as the approximation of compensation amounts, the deletion
of the first and last names of the parties to the dispute and the pseudonymisation of the personal
data processed.
EOFIHLT S8V — 72 N ILOFIE O B WA MR T 272D ITBUREBAIE., 178k
HIFT K R FEHPTIC LD PERIZEE SN T RSN Z I FT OHIRIZ B W T HFOFRHT
LT Y FEEHDGER L O R L&, NS (R EOMELL THEFR TR S
NICBFD R F~— 7 E KR OREDHEBREAER T D720 R LS AT —2 D
AR FRER A TE A DHERNT I L | IRREFRL DD, ZOXH72/HIBRIT, GDPR 25 23 Z(2)I2H
DR TSN TODIGEITE A SN 5 G 0HY | FrAiEEOBE | HP 9FED
KA OHIER, X OEOFoNTAEINT — 2 D4 b Lo T PR FE B D 2l 2 U T FE i S
N5,

3.3.4 Protection of judicial independence and judicial proceedings

3.3.4 FHEDINLOMRGE K O FIHEFHEO K

29. Article 23(1)(f) GDPR also foresees the need to restrict certain data subjects' rights or controller's

14 ].e. the data subject may ask the competent supervisory authority to proceed with the necessary checks and

verifications of the information concerning the data subject. Such indirect access may be established for
instance to protect security of the State, defence or public security. The Supervisory authority may then access
and verify the information and where relevant can request rectification or deletion of the personal data being
processed.
DFEY, T —FERIT, T —FERITETDE RO LB K ORGEEZ 6 5 15 P B E BRI C 2255 L
2%, ZORIIRMBE T 72 A X, B2, EFROLRRRGE, P, UIAKOR LA RET HTDITHE
NEENDD, YL R RIS I T 7B AL THRGEL . BTG TR DI TODE AT —Z DETIE X
ITHELERTHILENTD,
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30.

31.

32.

33.

34.

35.

obligations, in order to protect judicial independence and judicial proceedings.
GDPR %5 23 5% (1)(f) 1372, FNEOMNL K NV FNEFREAIRE T D7D, FrEDT —# EIK
DR T HH O FH 2 Hl R DB A2 T L TWHD,

The scope of these restrictions should be aligned with national legislation regulating these
matters.

ZNSOHIROwE R IL, 2 bOREZ BT DENIELE AR 2T IEmbian,

3.3.5 Prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions

3.3.5 MM C 31T DM ELEE T2 ORG I #A, K & Ok iE

Article 23(1)(g) GDPR mentions breaches of ethics for regulated professions, such as medical
doctors and lawyers.

GDPR 5 23 55 (1)(g) 1E. [ERICHHE L2 o7 HHIRFE IR I D mELEEFIZ OV TE AL
TWo,

These are cases in which an investigation does not relate in principle with criminal offences as,
where the investigation concerns a criminal offence, the ground set out under point 3.3.2 would
be applicable.

b, AN FALIRICEIR T 55135 3.3.2 BT D M ANE S o L ESH
BT | JRAIE U THEA A3 A0 IR 1 B ﬁbtﬁb MGE DT —AThD,

3.3.6 Monitoring, inspection or regulatory function connected to the exercise of official
authority in the cases referred to in points (a) to (e) and (g) of Article 23 GDPR

3.3.6 GDPR % 23 5x(a)h D (e) X M) ZHLE T 28 B 23 1T D AR HERR DA T4 &
R DAL, BB R OH DR

The ground for restriction mentioned in Article 23(2)(h) GDPR refers to a potential limitation
when there is an inspection or a monitoring exercise or a regulatory function connected, even if
only occasionally, to the exercise of official authority in the cases referred to in points 3.3.1 to
3.3.3and 3.3.5.

GDPR % 23 2% (2) (h) ICREHESNCOBHIROEL I, 72E 2 B CH-Th, 55 3.3.1 THMD
%5 3.3.3 LU 3 3.5 HIZE SN TV DG AR D ARIZRMEROITEEIZEIR T2, B
ST OATEE, M ONTHIHI OMEREDMFAE T 255 & DIBTERY Rl [RZF5 L T D,

3.3.7 Protection of the data subject or the rights and freedoms of others

3.3.7 T X RO, T, ZTOMOE DR M ONH R O #

Article 23(1)(i) GDPR refers to a ground for restriction that aims to protect the data subject or
the rights and freedoms of other persons.

%5 23 4% (1)(i) GDPR 1%, 7 —F EARUIMMOF OHEF K O H A R#ET 222 HINETS
HlFROBE R ZFEL Ty \éo

One can illustrate a restriction to protect the rights and freedoms of others with an example of
an administrative inquiry and/or disciplinary proceedings or investigation on allegations of
harassment in the workplace. In this case, a legislative measure may provide that the person
subject to an inquiry or disciplinary proceedings may experience a limitation to his or her right
of access, where the identity of an alleged victim or witness or whistle-blower cannot be
disclosed in order to protect him or her from retaliation. The victim or witness may also see his
or her right of access restricted to respect the rights to privacy and data protection of the person

15



36.

37.

38.

subject to an inquiry or disciplinary proceedings.

L DOF ORI OV B &R T 5720 DFIRA | fik TONT AR MW 21T B A
KO/ % O FHe s LATHEOHI TR T 2L TED, 2086, MiENOH %
SEATEOIC, HEEH LSNAH T H BHEE LIINHERE OF T2 RT 520N TER
WG A SUTEIR RO R ER0F DB & OT 78 2T RN LHIRZ N2 Hit
LAREMEN DD LA EICIVED DN TED, ELSNLIETXCHEBEE LI, iA
MATEAFREDO N REIRDEFE DT TAN— R OT —Z RN T MR A B EH T 572012,
H & DOT 72 AOHEFNTHIRINZ HAL D FTREME D 8D,

3.3.8 Enforcement of civil law claims

3.3.8 RHFFRADOFHITHER

Article 23(1)(j) GDPR also includes the enforcement of civil law claims as a ground for restrictions.
While Article 23(1)(j) GDPR allows limitations to protect the individual interests of a (potential)
litigant, Article 23(1)(f) GDPR allows limitations to protect the court proceedings themselves as
well as the applicable procedural rules.

GDPR 5 23 S5(1)(j)i&. HIBRDBLH EL T, REFFFILROBUTHERIC OV THE ATV D, GDPR
55 23 /(1)) TIEL (FBEFERYZR) G Y 358 O NRIRIGR 2 R 272 Ol RD3F8D 6T
WHDITHL . GDPR 4855 23 S&(1)(f) Tk, i H SN D TR BANITZT Tl iFis Fit B 154
TR 2720 OHIREFRDHIL TN D,

3.4 Data subjects' rights and controller's obligations which may be restricted

3.4 HIIREALS ATREMED 357 — 2 LR R L OV BE 3675

In accordance with Article 23 GDPR, only Articles 12 to 22, Article 34 GDPR and Article 5 as far as
its provisions correspond to the rights and obligations provided for in Article 12 to 22 can be
restricted.

GDPR % 23 =140, GDPR 56 12 o556 22 2k, 5 34 45, VB DSRIED 5 12 50
5 22 RITTED DR K O FH5 (RIS DHHNIZ ISV TE 5 SRICIRDBIRZRRIT DI LD
TED,

The restrictions to obligations concern restrictions to the principles relating to the processing of
personal data as far as the provisions of Article 5 correspond to the obligations provided in Article
12 to 22 GDPR and to the communication of a personal data breach to the data subjects (Article
34 GDPR). Article 5 GDPR, which establishes the principles relating to the processing of personal
data, is one of the most important articles in the GDPR. Restrictions to the data protection
principles need to be duly justified by an exceptional situation, respecting the essence of the
fundamental rights and freedoms at issue and following a necessity and proportionality test®®
(see section 3.5 below). It should be noted that Article 5 GDPR can be only restricted in so far as
its provisions correspond to the rights and obligations provided in Articles 12 to 22 GDPR.

T DRI, 55 5 DAY GDPR 5 12 S- b 22 SRITEODFH T IS T D
PRNIZEB W TN T —Z D HAR NI BT D IR AN R 5HIR . & O — 2 EARI 335
NT =212 FE D (GDPR 5 34 52) (23 il IRICET 20 D TH D, HAT —Z DEAR

15 See European Data Protection Supervisor (EDPS) Guidelines - 'Assessing the necessity of measures that limit
the fundamental right to the protection of personal data: A Toolkit', the EDPS Guidelines on assessing the
proportionality of measures that limit the fundamental rights to privacy and to the protection of personal data
and the EDPS quick-guide to necessity and proportionality.

IROBIN T — 2 (R R 2204 B8 (EDPS) WART AL S M, [E AT —Z DIRFEITRT 5 EEARBI 722 HER 2 il R
T IO DFEEDLEMEOFHM: Y — ¥ b ], TIA R — Ll AT —Z O IR MR ZHIBR T 5720
DFGED LLBIED AT B T2 EDPS AR T A2 | B OLLBIPEIZ R 2 EDPS A 7 AR,
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39.

40.

41.

42.

W9 55 HIZ DD GDPR &5 5 4k, GDPR D CTicb /R L D— D> ThD, T —H %
FEOJF RN 3 DI BRIE, FIBEEZR > TODEEARBIZHER L OV H HOAREWER & B E T
LD THY, FT-MBM L OFIEDT AR (LU O 3.5 HiZBR) I1EV, B 7R
IZE ERITIE S LS A E ) B D, GDPR 5 5 5:ld, £ DSIH)S GDPR 5 12 S bE 22
SATTED DR R O BN T AHPANICB W TO R EIRESNI 2SI E LT T
ASSYATAN

The restrictions to rights concern the right to transparent information (Article 12 GDPR), right to

information (Articles 13 and 14 GDPR), right of access (Article 15 GDPR), right to rectification

(Article 16 GDPR), right to erasure (Article 17 GDPR), right to restriction of processing (Article 18

GDPR), notification obligation regarding rectification or erasure of personal data or restriction of
processing (Article 19 GDPR), right to data portability (Article 20 GDPR), right to object (Article

21 GDPR), right not to be subject to an automated individual decision making (Article 22 GDPR).

HEFNZ T 2HIBRIZ, IROMEFNTBE T 2b D ThH D, ZAMEDH LTI HHEF] (GDPR

5512 2%) | THHISKET2HER] (GDPR 5 13 S R OV 14 &%) | 727 B XD HEFI] (GDPR 25 15 5%) .
FTIEOHEF] (GDPR £ 16 5%) | 1HEOHEF(GDPR £ 17 57). Bl W Ol FROHEF] (GDPR £ 18

) AT —Z OFTIEA LT UL RO ORI FRICBE 3538 51675 (GDPR &5 19 58). 7

—ZR—HZEVT A OHEFI(GDPR % 20 £&), FikA 1K ~DHER( GDPR 55 21 &%) . B AT 3%

H B LS4V B B E Ot R S 72V HEFI (GDPR 5 22 5%),

This means that any other data subjects' rights - such as the right to lodge a complaint to the
supervisory authority (Article 77 GDPR) - or other controllers' obligations cannot be restricted.
ZOZEIE, BB o L EEE % HI N T 2 HEFI (GDPR 26 77 §0) 7L £ DMD T —Z K
DR, SUTZ DM DEBEE DFHZHIR T2 LITTE RN LZ TR T D,

3.5 Necessity and proportionality test
3.5 MLBEME K OB DT AR

Restrictions are only lawful when they are a necessary and proportionate measure in a
democratic society, as stated in Article 23(1) GDPR. This means that restrictions need to pass a
necessity and proportionality test in order to be compliant with the GDPR®. The necessity and
proportionality test should be carried out before the legislator decides to provide for a restriction.
HilBRI%, GDPR & 23 S{(ITHLESNL TWVD I, REFEFIES TV TRED D IR 72
HETOHLGEIIOHREIELRD, ZOZEIE, GDPR IZHERLTHITIE, il RANLENE K& Ot
BIPEDT AMNZERE T DB DD LA BERT D 16, SLIEH DSHIRA TR 2 282D E DRI
(2 LEEME R O BIPE DT AN ST 2 M BN 5,

The objective to be safeguarded provides the background against which the necessity of the
measure may be assessed. It is therefore important to identify the objective in sufficient detail
so as to allow the assessment on whether the measure is necessary. For example, if in
administrative proceedings it is necessary to restrict part of the investigation, but some
information can already be disclosed to the data subjects concerned, then that information
should be provided to the person. The case law of the CIEU applies a strict necessity test for any
limitations on the exercise of the rights to personal data protection and respect for private life
with regard to the processing of personal data: ‘derogations and limitations in relation to the

16 Within the mission of the supervisory authorities and in order to ensure legal certainty it is advisable that the
proportionality and necessity test is documented. Supervisory authorities may request additional
documentation.

BEE BRI D DN T, £ IERIEFEMZ IR T 272012, BIMER LB EOT AN SCELL T
BLIENHERREIND, BB BB N2 SCEA TR LI D,
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43.

44.

45.

protection of personal data (...) must apply only insofar as is strictly necessary''’. The ECtHR
applies a test of strict necessity depending on the context and all circumstances at hand, such as
with regard to secret surveillance measures®,

TS5 HIE, O E DO LB Z R NI 5720 DO 5 bZed, LIcii> T, TOFFEN
WENEIDE T TED I, AZ T+ ICGENC R E T 2D EE Th D, FilZIX 1T
B FRUC B W THAE D — A HI RT 0B H 503, BEICB# 327 — 2 FRITKUBRS
NTOWDHEEMEDRHDEBMDY G T DI RIFEHRITLEFZ AR SN L& THD, CIEU
OYIFNET N T — 2 OLRFEITH T DHER DATHE~DHIBR K OME N 7 —Z DRI
TAHREIEDBEEIZOW T, B2V EMEOT AN AL TWa, 2F0, [T —Z DR
FEIZBE D & OVHIRR () 13, B IS B2 5 G I IR I S 72 i U7 b7 v,
ECtHR &, B OFHAE DI EIZB T 556708 . AFATREZRIBREL A TORBUIIG T T, B
BB DT AN L T D 28,

If this test is satisfied, the proportionality of the envisaged measure will be assessed. Should the
draft measure not pass the necessity test, there is no need to examine its proportionality. A
measure which is not proved to be necessary should not be proposed unless and until it has been
modified to meet the requirement of necessity.

ZDOT AT SNDG A FESNDRE D LI Z RN T2, FEERDLEMET AN
BRHLBRWG AT, ZOHRGIMEZHRE T MBI, BEMEDRHHZENFEFI S TR
HEL, BEMEOBEEG T SO IESNARWRD , FIEESNDOE T, IBESNLH X
TlE7euy,

The necessity and proportionality test typically implies assessing the risks to the rights and
freedoms of the data subjects. The risks to the rights and freedoms of data subjects are detailed
in point 4.7 of these guidelines.
B R ORI DT ANTEE | 7 —Z FIROHER K O H Bk 2V A7 &7 i ¢ 528
EEWT 5, 7 —F EROHEF K O E BT T2V AZIZOWTL, YA T DHF 4.7
HiRIZIB W TEELSEA T2,
KATIRE 1 : 7 — 2 EROHEFR] K OB BT DYV AZIZONTE, MEAARTA L DHF
4.6 HIZBWTHBISN TV D,

According to the proportionality principle, the content of the legislative measure cannot exceed
what is strictly necessary to safeguard the objectives listed in Article 23(1)(a) to (j) GDPR. The
restriction must therefore be appropriate for attaining the legitimate objectives pursued by the
legislation at issue and not exceed the limits of what is appropriate and necessary in order to
achieve those objectives. According to the CJEU case law, Article 23 GDPR cannot be interpreted
as being capable of conferring on Member States the power to undermine respect for private
life, disregarding Article 7 of the Charter, or any of the other guarantees enshrined therein. In
particular, the power conferred on Member States by Article 23(1) GDPR may be exercised only
in accordance with the requirement of proportionality, according to which derogations and
limitations in relation to the protection of personal data must apply only in so far as is strictly
necessary®.

7 See CJEU, judgment of 16 December 2008, case C-73/07, Tietosuojavaltuutettu v. Satakunnan Markkinapérssi
Oy and Satamedia Oy, ECLI:EU:C:2008:727, paragraph 56.
CJEU. 2008 412 H 16 HIk, /r— A C-73/07. Tietosuojavaltuutettu %t Satakunnan Markkinaporssi Oy
and Satamedia Oy. ECLI:EU:C:2008:727., /X757 56, & [,

18 See ECtHR, Szabo and Vissy v. Hungary, 12 January 2016, paragraph 73.
ECtHR. Szabo and Vissy %} Hungary. 2016 £ 1 H 12 B . 235757 73, &,

19 CJEU, judgment of 6 October 2020, La Quadrature du net and others joined cases C-511/18, C-512/18 and C-
520/18, ECLI:EU:C:2020:791, paragraph 210. For example, in relation to data retention by online public
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46.

47.

48.

EeE D BRI RE S, SEVERSE ORI, GDPR 45 23 25 (1) (a) 75 (j) ISHIZEEND H %
T DD IR N B2 D8I TERY, LT2N> T HilBRIE, REE 2> T
WHNLEIZED BRSNS E Y2 BZ R T A0 U2t O TRITIXRH T, b
D HWEZER T A7 90D L BRI R 2 2 TiI b, QEU OIFEICE VX,
GDPR % 23 ZRld, FBESE 7 FZROZFZITEOI T D ZEOMOF R F AL T, MEEIC
KL FMVETE OB E AR/ IO MR A 52 DZENTEDLDLRIRTHZ LT TERW, HF
|2, GDPR % 23 SR(INCEVINHEENC 5 X SNAHHERRIL, EBFINED BRI TO AR THET S
TENTE, ZHUTHED BN T —Z ORI BT D 600 K O IR 1%, B IS R AIC
PRV FH S 720 nuid e breu 19,

A proposed restriction measure should be supported by evidence describing the problem to be
addressed by that measure, how it will be addressed by it, and why existing or less intrusive
measures cannot sufficiently address it. There is also a requirement to demonstrate how any
proposed interference or restriction genuinely meet objectives of general interest of the State
and EU or the need to protect the rights and freedoms of others. The restriction of data
protection rights will need to focus on specific risks.

RESAVZHIR R E X, Z ORI EICIORASNDIEE, £ OREIZLO RS nbs HiE, &
OBEAFO T LVRFH) TIIRWHTE TS TRV B 2B DR 2L~ T
SN2, Fio, S RBSNTWD T UTHIRD, EDIIICEZFE LT EU
D—RAIZ2F) AR D BB, UEZ OO OMHEFR| X O A M % P& T 2500 B2 AT 724
INTOWTREATDZENERESND, T —FIREDHER]~DHIRIZ, FrE DY A FE
N THMLEDRDD,

For example, if restrictions contribute to safeguarding public health in a state of emergency, the
EDPB considers that the restrictions must be strictly limited in scope (e.g. as to the purpose, data
subject rights concerned or the categories of controllers concerned) and in time. In particular, it
must be limited to the emergency state period. Data subject rights can be restricted but not
denied.

Bl 21X, IR IER FREICH T D AR AL DOIREICHE R T 555, EDPB 1%, 3%l R
FELPH (B 20X, B89, B35 7 —# EROHER SUIBHR T 2EBE OFAIZFEL O, &
OEERI, B IZHIBRS 72T AUT 6720 B 2 5, FFIC, fillRIZ, BAFREE S oMM
[RESIRT T D720, 7 — X EROHEFRIIHIBRSND AIREMEIXH D, BESINDHZ L
AN

4 REQUIREMENTS OF ARTICLE 23(2) GDPR
4 GDPR %5 23 5:(2) DB

According to the CJEU case law, any legislative measure adopted on the basis of Article 23(1)
GDPR must, in particular, comply with the specific requirements set out in Article 23(2) of the

communication services and hosting services providers, the CIEU concluded, paragraph 212, that ‘Article 23(1)
(GDPR), read in the light of Articles 7, 8 and 11 and Article 52(1) of the Charter, must be interpreted as precluding
national legislation which requires that providers of access to online public communication services and hosting
service providers retain, generally and indiscriminately, inter alia, personal data relating to those services’ .
CJEU, 2020 4E 10 H 6 H ¥, La Quadrature du net and others D &[R4 —A C-511/18, C-512/18 } O} C-
520/18, CLI:EU:C:2020:791, /377 T 210, BlZIE, A TAL DREIBEFE Y —E AR ORAT 47 —E
ADTTNAL =T8T —ARFHTEL T, CEU 1E, /3T T7 212 (T8 T, [GDPR 55 23 &(1)iT, E=
7R 8 SR H 11 /KU 52 R(VICHBL, AU T DRRIBEV —ERT 7 ERAT 0 A7 — K}
RAT 4L TP —ERT AN = FRZENOLD Y —E RS O N T —& %, — A IR,
RFF T HILZERTDIORENEZ YR T2 O LU TIRS VT UL b2 W B | fiam T Tnd,
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49.

50.

51.

52.

53.

GDPR?, Article 23(2) GDPR states that the legislative measures imposing restrictions to the rights
of data subjects and the controllers' obligations shall contain, where relevant, specific provisions
about several criteria outlined below. As a rule, all the requirements detailed below should be
included in the legislative measure imposing restrictions under Article 23 GDPR.

CIEU DHIFNEIZLAUZ, GDPR 55 23 5t (1) ICHESWTERHINDLIEHE L, #51C. GDPR
523 55 (2) ITED HAVFEE O B ITHEILL 721 HUE 7225720 ) GDPR 55 23 5 (2)1%, 7 —
Z EAROMER R O B DFBSIHIIR A AR YAERTE 12X, Zpv@@l e & 213, BUTIC
BT DWW < DD B E!eﬁﬁ“éf%%U@ A G DHIOBEL TS, FAIEL T, GDPR
55 23 SRICHE AW THIRZ I IEEE IS, LTSGR T2 TOEFZED/R2TF TR
YN

Exceptions to this rule, based on the fact that one or more provisions in Article 23(2) GDPR are
not relevant regarding the legislative measure foreseeing the restriction of data subjects' rights,
need to be duly justified by the legislator. The EDPB's interpretation of the expression “where
relevant” in Article 23(2) GDPR is linked to the circumstances.

ZORBADHIZE, GDPR %5 23 5:(2)D— D LU EDRIADN T —F ZARDMER Dl R 2T 7.4
HANERFEIZBEE LWV TR S E | EF LY EXUTIE S LS E RN H S,
GDPR %5 23 §:(2)D [ F N U7 & E T L VIHEBIZ- DUV T D EDPB OfFEIRIL. XM aZtkinic
BEL7Zb D THD,

Article 23(2)(a) GDPR mentions the purposes of the processing or categories of processing as one
of the specific provisions that shall be mentioned in any legislative measures restricting the rights
of data subjects or controllers' obligations. As per Recital 8 GDPR, the reason for the restriction
should be comprehensible to persons to whom it applies. This also involves a clear understanding
of how and when the restriction may apply.

GDPR % 23 7|<(2)(a) (X, 7 —F E RO U E B OFBZHIR T DB EOT TE &
SO D RIED—2L L T, ARV O B #Y ULV OFEFHIZ DWW TE KL TS,
GDPR A3 8 IE WZHE, BIBROBE T, ZDER OB A3 5F e > THRL TV
DTHDLVENDHD, ZOZEIE, EDIHNC, WOl RN S o0& eI CBEifR 452 L
bEEND,

For example, national legislation on prevention and investigation of breaches of ethics for
regulated professions might state that if the disclosure of the fact that a person is under
investigation for a serious breach may be prejudicial to the purpose of the investigation, the
information may not be disclosed to the data subject for a limited time.

Bl 21X, HHIAER 236 1T D M BLEEAT A O L R O ICBE T 5 ENIEIL, D NN E
jtiﬁ@)if;ﬂﬁ%x ifb\é&bU%;%@Eﬁ/T#é L2 D HNZ T2 6 . £ OE
BRI 5%T —Z EIRICHLABSNARNE | BUET S TREMEN B D,

The possible purposes of the processing need to be linked to the grounds for the restrictions
mentioned in point 3.3 of these guidelines.

EZLNDBRND BEIE, BHETARTA D 3.3 HiTF LI TWODHHIROHE H & B
TN TODREDRHD,

It should be said that sometimes the exercise of data subjects' rights helps the controllers
performing their function. For example, the right to rectification can contribute to the quality of
the data.

20 CJEU, judgment of 6 October 2020, La Quadrature du Net and others joined cases C-511/18, C-512/18 and C-
520/18, ECLI:EU:C:2020:791, paragraph 209.
CJEU, 2020 4 10 A 6 H¥IP. La Quadrature du Net and others, & [fl~-—* C-511/18, C-512/18 K O} C-
512/18. ECLI:EU:C:2020:791, /XF 777 209,
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54.

55.

56.

57.

T —Z EROMERIOITRIT, HEE LT, TORBNZIBITTD2DIR DB ERHLHE
WHZEIZE ML TRILERD A, BFIAIT, FTIEOHENILT — 2O MEIZH BT 2 At
DD,

4.1 Categories of personal data
4.1 ENT —H DA

Article 23(2)(b) GDPR states that the categories of personal data subject to restrictions are to be
indicated in the legislative measure foreseeing those restrictions?..

GDPR £ 23 55(2)(b)i %, HIFR DX G L7 DB N T — 2 OFEFIT, TOOHIREZ T /3 531k
HEOFTRTIOBELTND 2,

In the same vein, restrictions concerning special categories of personal data may have a bigger
impact on the data subjects and, therefore, the legislative measure setting such a restriction
should mention the concerned special categories of data therein.

[ERRIZ ., RO AN T — 2B HHIBRIZ, 7 —F FRITKL . JO RS B5 5.2
LAREMED DT Z DI 72 HIBRA R E 4 D A E Tl 2O TR 32 Kkl e fl 4
DT —=ZZDONTE KT DUNENHD,

4.2 Scope of the restrictions

4.2 il PR o> FH #EH

Article 23(2)(c) GDPR prescribes that the scope of the restrictions shall also be specified, i.e.
which rights are concerned and how far they are going to be limited, for instance, that a
restriction only concerns the right to restriction of processing (Article 18 GDPR), or that it may
concern access, rectification and erasure.

GDPR % 23 55(2)(c) 1%, HIBROIE HELPHIZOWTHFLTAI0HEL T D, DFD, Ok
FIDSBELRL | & OHEPHE THIRS D DD, il 213, HlFRAS A O FROMEF] (GDPR £ 18
) DI T 200 ATHIRAT 7B A FTIE, B EIZRE T2 R HL D,

4.3 Safeguards to prevent abuse or unlawful access or transfer

4.3 RNIEFE A XUTEIER T 7B 28 LITB 52 B 1L 92720 O RiE R E

Article 23(2)(d) GDPR states that the legislative measure shall include safeguards to prevent
abuse or unlawful access or transfer. This refers in particular to organisational and/or technical
measures? which are necessary in order to avoid breaches or unlawful transfers such as the
storage in a safe way of physical documents. For example, in some Member States the exercise
of rights in respect of processing carried out in specific sectors can be exercised through the
mediation of the national data protection supervisory authority (‘SA').

GDPR 5 23 Z&(2)(d)id, MIEREIIAN B SUTEER T 7 8 28 L EBIEZPIET 5
7o ODIRFEEE A GO HIOHEL TD, ZIVUTFRIC, MBI SCEDO R 27 7 IETOMR
Bpl NRFOEIERBEEA IR T 5720 1T B AR A B O SRR E 2 2580
TS, BILAIE, —H O ER ETIE, K7 iE D 77 B TERITSND BB\ B M F DT 11,
EWNOT — 2R BRI (TSAL) Dfh 418 E TITRE A ATREL 72> T D,

21 Where possible, the controller can go further and list the specific data items to which the restriction of rights
may apply, such as the preliminary results of an investigation, a decision opening an inquiry, etc.
AIREZR Y6 B 1T IS A AT HERID BRI SN DR E DT —2 B | fl2 X, HEOE &
f R, A Z PG T DIREE, VB TDILENTED,

22 See EDPB Guidelines 4/2019 on Article 25 data protection by design and by default.
55 25 5T — AR HENAT VAL R ONAT 74V NEIT 5 EDPB HART A2 4/2019 S,
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58.

59.

60.

61.

62.

The legislative measure may also concern periodic measures to review a given decision on
restrictions. The legislator may propose that each restriction implemented by the controller
should be reviewed periodically to ensure that the justification for it is still valid.

SRR E L, HIPRICEE 9D T E DR EZ R4 720 O E BRI E IR T 556055,
NEYER T B DN T DA HIRZ E A LELL | Z O ESHEMMEIREL THE THD
ZLEMRT DI BETDHEDHD,

4.4 Specification of the controller

4.4 EHE O EER

Article 23(2)(e) GDPR requires that the legislative measure specifies who the controller is or who
the categories of controllers are. This appointment of the controllers in the legislative measure
not only favours legal certainty regarding the responsibility for the processing operations in
relation to the restrictions, but also allows data subjects to know whom to address when
exercising their rights, once the restriction is lifted.

GDPR # 23 55(2)(e) I3, SMIEHEIZED | HHEDHETHL0 UIEBE OB FETHD
IR TET DEIROTND, SLIEHKFEICIIT 58 BE Ofa4 12X | Hil R I B2 Bl 2%
BOEATLIZE T DL EFEMENE D DNDTE T Tl | HlBRBEERS NI RIS T — & ERR
H & OHERIZATEE§ DBRICHEI G S _EDE DI LN BEE 72D,

4.5 Storage periods
4.5 FLERIRAFIIE

Article 23(2)(f) GDPR establishes that the legislative measure must include a specific provision
regarding the storage periods and applicable safeguards taking into account the nature, scope
and purposes of the processing or categories of processing. For instance, the retention period
could be calculated as the duration of the processing operation plus additional time for potential
litigation.

GDPR %5 23 Z&(2)(f)iF. SCIERFE DL, B SUTBAR W OFEEEOMEE | #iPH & O H 2%
JEIC A G LR PR AT 1 ] M OV ) T REZ2 DR B LS B - D e Bl D SR IA & 5 O 72 1T UE 725
IRNETED TUND, BT, RSk PRAT I R, R ERS O W R I I ERU7R TR BR D728 DB N
7 RERZ N T-b DL CRA T 52N TED,

4.6 Risks to data subjects' rights and freedoms
4.6 T —HEROHER KO E BT D) R7

Article 23(2)(g) GDPR requires that the legislative measure include the risks to data subject's
rights and freedoms entailed by the restrictions. This is a very important step, which helps in the
necessity and proportionality test of the restrictions.

GDPR 2 23 58(2)(g) (F. SLIEHEEICLY, ZDOHIIRNT — & EAROHER O H HIZH 72677
A% EmHHEI RO TND, ZAUTIEFICEERFNLTTHY, il RO LENE K O ELBIHED
T AN DOE D THD,

The goal of this assessment of the risks to data subjects' rights and freedoms is twofold. On the

one hand, it provides an overview of the potential impact of restrictions on data subjects. On the
other hand, it provides elements for the necessity and proportionality test of the restrictions. In
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this regard and if applicable, a data protection impact assessment (‘DPIA') should be considered®.
T =2 EROHER| e VB BT DV A7 & i 25 B HNE Db 5, — T, 2O L5705
X7 — & FRIT T DI ROBTER 72 B OB B 242 L | 5T, HIFRD 2B K O
HBIVED T AND B R Z RS D, ZORICBL T, Fei2 Y TG00, 7 —FRiERE
il (ToPIAL) 235 8T 2B DD 5,

63. The legislator should assess the risks to data subject's rights and freedoms from the perspective

of the data subjects. It is not always mandatory to perform a DPIA, but concrete risks to data
subjects - such as erroneous profiling leading to discrimination, reduced human dignity?*,
freedom of speech, the right to privacy and data protection®, a bigger impact on vulnerable
groups (such as children or persons with disability), to mention a few - may be stated in the
legislative measure, if applicable.
SAEE L T — 2 EROBLEING T —Z FAROHER| e O H IR T DU A7 %5l D A B
WD, DPIA DOESEIFTNLT UHFEHE TR, 7 —F ERICH 2 BRIV AY | Bl IX,
FERNZ DRI DREST=T a7 AV 7 NRIOBEE 2 SiwO HH, 77430 =33 DM
FIR T — 23 2 OIKT . IO H L7 N —7 (T-ELREEDHHERE) ITxT Dk
DRERFEREI, AT 256 . B EICHL SO D,

64. When such assessment is provided, the EDPB considers necessary to include it in the recitals or
explanatory memorandum of the legislation? or in the impact assessment?’.
ZDIH7FHm DRSNS E | EDPB (X, ZDOZEAVEFRORTSCE LTI SGE %6, X%
SCESHI 7\ E DL ENDDHEE 2 D,

4.7 Right to be informed about the restriction, unless prejudicial to the purpose
of the restriction

4.7 HIBRD H 2T 526 D TIRWIRY | il RICES IS 1F i 2 1T HHER]

65. Article 23(2)(h) GDPR states that, unless it may be prejudicial to the purpose of the restriction,

data subjects shall be informed of the restriction. This means that data subjects should be
informed about the restriction to their right to information as a rule. To that purpose, a general
data protection notice may be sufficient.
GDPR %5 23 55(2)(h) Tlk, ZDOHIRRD B Z L T 555 D T/RWRD | 7 —F FRIL, Z DR
BT DRI E T2 DLT D E | HESIL TS, ZOZ8iF, JFRIEL T, 77— F(K
L BRI D HI RIS OW THRAISNV DL ERHHZ L2 E KT 5, ZDHIIDTZH
DOIBENZIL, — BT — 2 REBA T+ Th A,

2 See also Article 29 Working Party Guidelines on Data Protection Impact Assessment (DPIA) and determining

whether processing is "likely to result in a high risk" for the purposes of Regulation 2016/679, wp248rev.01,
endorsed by the EDPB on 25 may 2018.
%529 RAFEE S T — IR (DPIA) X OHRAR W ASBLHI 2016/679 D] LI &N A2 A4 725
FTENTHESIND IEPOHIWHI BT HHART A2 WP 248 rev.01, 2018 45 H 25 H EDPB £
SO,

24 Human dignity is a right protected by Article 1 of the Charter.

AN OB IETE 1 RICIVIRESNOHENTHD,
5 Articles 7 and 8 of the Charter.
FEEDH TR MOH 8 54

26 The purpose of the explanatory memorandum is to explain the reasons for, and the context of a legislative
measure drawing on the different stages of the preparatory process.
AR SCGEO B L, MEIRFRIC T DRk 2 70 BePEIZ I DWW T, SEVEFE OB R K OV B A 95281
5,

27 See Article 35(10) GDPR.
GDPR % 35 5% (10) =&,
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66. For example, where a data subject specifically asks to exercise a particular right at a very delicate

moment of a given administrative investigation, the data subject should, if possible, be informed
of the reasons for the restriction. However, if informing the data subject of the reasons for the
restriction would result in cancelling the effect of the restriction (i.e. would hamper the
preliminary effects of the investigation), that information may not be disclosed. Restrictions may
be adopted to protect investigations. In this case, restrictions must remain necessary and
proportionate and to do so an assessment should be performed by the controller to check
whether informing the data subject of the restriction is prejudicial to the purpose of the
restriction.
BIZIE, T —FFEED DR EDITBERAEDIEF STV — NMaBRENT | R OHERI DT
iz BARHCEER T 256 WRe Thiud, 7 —Z ERITH L, fIROB R A MOE L&
Thbd, 127120 YZlROBE R 27 — Z FARITE AT D2 LTI YL RO 2 R DEH S
NH%E (DFY, AEOHHW ORI AESNLSGE) (I, EOFRITFA RS, i
IR A R T D7-OIZE A I D, ZO%E | FilfRIZLENE K OB 2 MR35 4%
DDV, 130, FDTeOITIE, 7 —Z ERICHIRA BT 22 LD HIRD B 8928515 27289
DATOWTHERR T 5721, B EE IZ LD O FE i S LB L 72D,

67. In other words, in extraordinary circumstances, for instance in the very preliminary stages of an

investigation, if the data subject requests information if he or she is being investigated, the
controller could decide not to grant that information at that moment - if this restriction is lawful
and strictly necessary in the specific case to what would be prejudicial to the purpose of the
restriction.
WL AUL, BRI, BT EDO SIS T, 7 —F EERPHEEZ =T T
DNEIMDITONTDIEREFRT D56 ZLU THLHIBRNEIETHY, 2 B3R E D7
—ZZBNTZEDHIRD BRZ T2 THAIHDITK UBE I L ETHLe BT, FEE
IZZ DR TIRZEDOIFHAE 52 12N ZEZRET D A REME DD,

68. At a later stage, such as after the preliminary phase of the investigation or inquiry is completed,

data subjects should receive a (specific) data protection notice. It is still possible at this stage that
certain rights continue to be restricted, such as the right of access to the information about the
opening of an investigation, or to the allegations of potential victims of harassment?. This fact
should be indicated in the data protection notice along with an indication of a period in which
the rights will be fully restored, if possible.
A SUTTRAE DY B PEDNTE T LTl ROBPS T, 7 —2 £ FrED) 7 —F 1%
HEE A2 TS Th A, MiZB R TlE, A DOBHMAIZRE T 2IF IR 32, I NTAR
VDILER I EH DO HSL TR T DT 7 B ADMERIZRE | K E OMHERI 5 S IR S
LAREMEN DD 28, ZOHFIIX, FEETHhIVUT, MR ERICEIE SN DR REELIC
T — AR A SRR S AV T T B,

5 CONSULTATION WITH THE SAS (ARTICLES 36(4) AND 57(1)(C)GDPR)
5 RSB RHE D Wi (GDPR 46 36 £5(4) X OVEF 57 45(1)(C))

28 For further information, see CJEU, judgment of 17 July 2014, YS v Minister voor Immigratie, Integratie en Asiel

and Minister voor Immigratie, Integratie en Asielv M and S, cases C-141/12 and C-372/12, ECLI:EU:C:2014:2081,
paragraphs 45 and 46 and judgment of 20 December 2017, Novak, case C-434/16, ECLI:EU:C:2017:994,
paragraph56.
FEAZ ST, CIEU, 2014 4E 7 A 17 H ¥, YSv Minister voor Immigratie, Integratie en Asiel and Minister
voor Immigratie, Integratie en Asiel v M and S, 7—A C-141/12 & (X C-372/12. ECLI:EU:C:2014:2081, /XT 7
27 45 Je (N 46, WM 2017 4F 12 H 20 H¥JPR, Novak, 7 —A C-434/16, ECLI:EU:C:2017:994, /T 57
56 Z [,
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69.

70.

71.

72.

73.

74.

In accordance with Article 36(4) GDPR, where restrictions are adopted at the level of the Member
States, SAs shall be consulted before the adoption of the legislative measure to be adopted by a
national parliament, or of a regulatory measure based on such a legislative measure envisaging
the restriction of data subjects' rights under Article 23 GDPR.

GDPR £ 36 S=(4) 12V, IR EL N TRIREND GG | ERESICEVSERE D
BAIRSDRNT, XU, GDPR 55 23 SRITEST —Z FRDHER| DOl [RAAREL T HI57
NAEHFEIZFE O IEE ORTE DS EARS DA, BB B BA(SAs) X ka5 1T D,

Also, it is within the tasks of the SAs to provide advice on legislative measures relating to the
protection of individuals' rights and freedoms regarding their personal data processing, in
accordance with Article 57(1)(c) GDPR.

F72, GDPR £ 57 4% (1) (¢) IHE, (BN T —Z DB\ & BE 9D A OFHEFI & OV R O 4
BT ONE FORTEICELB SR80 SAs DI OFIFHN TH D,

If SAs are not duly consulted, they can issue under Article 58(3)(b) GDPR on their own initiative
opinions to the national parliament, the Member State government or, in accordance with
Member State law, to other institutions or bodies as well as to the public on any issue related to
the protection of personal data.

SAs IERUT &A1 T4, SAs 1 GDPR 2 58 55 (3)(b) IZHDX, ALDREEIC
$0| ERES . MR EBOFICRL, X, EEOEPNIEIZHE, 2SO ES & ONE
kI L NS, ARITH L BN T — 2R L BT HRIEICEAL  EREEARTHIE
NTED,

In addition, data protection legislation at national level may set out specific procedures regarding
the adoption of legislative measures that aim at restricting the rights afforded by Articles 12 to
22 and Article 34 GDPR, in line with Article 23 GDPR. This could be the case only if in line with
the GDPR.

SHIZ, HAL L DT —Z{RG#EEIT, GDPR 5 23 S:ITIR-> T, GDPR 55 12 Se/b5 22 5k Kk
U GDPR % 34 KIZE-TH R ONOMERZHIRT 52 L% HINE LTI E ORPUZB T
LREEDFNEE EDH D, ZHUE, GDPR IZHEHLL CWBIGA DA ARETHD,

6 NON - OBSERVATION OF ARTICLE 23 GDPR REQUIREMENTS BY A
MEMBER STATE
6 NEAEIZXD GDPR &5 23 550D Btk D AR ST

The European Commission, as Guardian of the Treaties, has the duty to monitor the application
of EU primary and secondary law and to ensure its uniform application throughout the EU,
including by taking actions where national measures would fail to comply with EU law.
RN ZE B 1T, /IO TR L LT, EU @*0’(6’5&0\ PRIEDwE AL ENFEE

EU {EZBESFL QO WS R ITH B2 A2 855 I CE DY) 72 H %ﬁﬁﬁ%ﬁ‘é
BHEASTND,

Furthermore, according to the principle of supremacy of EU law, the ‘duty to disapply national
legislation that is contrary to EU law is owed not only by national courts, but also by all organs of
the State — including administrative authorities — called upon, within the exercise of their
respective powers, to apply EU law'®.

51T, EU EOEEOFERNC UL, ZDOMEU EICK T 2ENEZE A L2 WSV %I,

29 CJEU, judgment 4 December 2018, Case C-378/17, ECLI:EU:C:2018:979, paragraph 38.
CJEU, 2018 4 12 H 4 HHI{k, /—A C-378/17. ECLI:EU:C:2018:979, /X777 38,
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75.

76.

77.

78.

ENOEHFTZT TR ATBEE A S D . TN O HEROATHEOF PN T, EU 14
ZiE T 2L RONDEZDOETOREPAILDHH],

7 SPECIFIC ELEMENTS FOR CONTROLLERS AND PROCESSORS
7 EEE R OMLERH (C L > TORFE DR

7.1 Accountability Principle
7.1 T AE YT 4 DJEHI

In light of the accountability principle (Article 5(2) GDPR) and although it is not part of the records
required under Article 30 GDPR, it is good practice that the controller documents the application
of restrictions on concrete cases by keeping a record of their application. This record should
include the applicable reasons for the restrictions, which ground(s) among those listed in Article
23(1) GDPR apply(ies) (where the legislative measure allows for restrictions on different grounds),
its timing and the outcome of the necessity and proportionality test. The records should be made
available on request to the data protection supervisory authority.

A ELONHI (GDPR 25 5 45(2)) IZFRGL, GDPR % 30 SRS EFRSINHFEER O —H T
323 BB NI RO JE H D Fedk Z kB 3522k | BRI — 2 DWW T R
D % SCE L TRLZEIFLE ELVEITTHD, ZOREITIT., i 4 T 2HIROHE E,
ED GDPR 5 23 SK(NFNHESNTWDE B DIG, EORH (NLEREIZIV R LB H Iz X
DHHIFEDFRD DAV TODE A IFEE O H) 235E HS D0, Z DX A7 W NS EME K
OLHIET ARDRE RN E ENDMEN DD, FLdklE, BFEILU T, 7 — 2R R B 23
FIH FTREZ2 S O TRF TR B2,

In case the controller has a data protection officer (DPO), the DPO should be informed - at least
in a general manner - without undue delay whenever data subject rights are restricted in
accordance with the legislative measure. The DPO should be given access to the associated
records and any documents concerning the factual or legal context in which the restriction takes
place. The involvement of the DPO in the application of restrictions should also be documented.
BT — AR 74— (DPO) AW\DI5 6 MAEHTEIIE > TT —Z AROMER 23l
IRENDE AT AU D ad &b — A7 T7{E T, DPO ([ZHlANS LR UIE7e D
720N, DPO IZiE, HIBRAM TN A E UTIEMZ2SUIRIZEE T2 B O FRER &K bbb
LEA~DOT 7 EANEZ SR IUTRB720, il RO 231725 DPO DG IZ DWW T
SCERL TRLEDR DD,

7.2 Exercise of data subject's rights after the lifting of the restriction
7.2 HllBRAEER R OO T — X EAROHER| DTl

The controller should lift the restrictions as soon as the circumstances that justify them no longer
apply. If the data subjects have not yet been informed of the restrictions before that moment,
they should be at the latest when the restriction is lifted.

BT, IR Z AT RPN E F SN2 <72 0 IR | B ITHI R A MRERL 721 U725
72N, T A ERINE DR R E TITHIFRICOW TSIV TN S | B EBHIRR D RER
SIVORE R CHEN 2 52T DB DD,

During the application of a restriction, data subjects may be allowed to exercise all their rights,
that are not restricted. In order to assess when the restriction can be partially or integrally lifted,
a necessity and proportionality test may be performed several times during the application of a
restriction.

HIBROE M o 7 —F FERIT, FIRSNRWETORERIZITHE T 22L& N5, Woffl
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79.

80.

81.

82.

83.

BR2SER 53 B AT RARANIR RS N D W REME DN D0 A R T~ 572012 B K OV ELH
PEOT AN, FIBROME M IR S D55 13 H D,

When the restriction is lifted - which should be documented in the record mentioned in section
5 - data subjects can exercise all their rights.

HIBRDMEBREALDER . ZOZEIEE 5 K TE RSV TWDELERD I SCEALL TR ED D
LI, T =X ERITBH O TOMERNEITH 5L RELRD,

If the controller does not allow data subjects to exercise their rights after the restriction has been
lifted, the data subject can submit a complaint to the SA against the controller, in accordance
with Article 57(1)(f) GDPR.

HIBRDMRBRS NIt . HERE DT —F ERITK L, ZOHEROITELZFFAILRWES 7 —
A FRIE, GDPR 5 57 55 (1) (f) IZHEW Y, BHLFH 280 FIZ SA ICHEB AR T 5L TED,

7.3 Non-observation of a legislative measure imposing such restrictions by a
controller

7.3 fllIRZRR S SERTE OB B IS LD AN EST

Where the legislative measures imposing restrictions under Article 23 GDPR comply with the
GDPR but are infringed by a controller, SAs can make use of their advisory, investigative and
corrective powers against it, as in any other case of non-observation of GDPR rules.

GDPR f 23 SRICHEESEHIRZ 7RI L IERSE 23 GDPR IZHERLL TWDH3, B ERE D3 E L LTV
5454, SAs 14, GDPR HLHIZ ST L2 Ml — AL [AIRRIC B ERE 1AL, Bh S . SR A HERR
K OJEIEHERZFIH T2 TES,

In accordance with the powers foreseen in Article 58(1) GDPR, the SAs have the following
investigative powers:

GDPR % 58 55(1) T T ASIVDHEIRIZHE ), SAs 1, DL F OFHEHERZ A 35,

o order the controller and the processor, and, where applicable, the controller's or
processor's representative to provide any information it requires for the performance of
its tasks;

BHAE RO TR WIS, %4 T 556 BEE ORI AITLEE DN
BRI, B BB SIS 2 AT Do DI B LT 50 bW DT MO R A58,

. carry out investigations in the form of data protection audits;
T AR ORI, AEEITOZL,
o notify the controller or the processor of an alleged infringement of the GDPR;
B SUTABE TR L. GDPR DIEAT #2300 & D TR BRI T 5L,
. obtain, from the controller and the processor, access to all personal data and to all

information necessary for the performance of its tasks;
EHAE N OIS OB 2 TS5 L CHRBELRLETOENT —Z~DT
IEARETORERSDT 78 AEGHIE,

o obtain access to any premises of the controller and the processor, including to any data
processing equipment and means, in accordance with Union or Member State procedural
law.

EU O Ffeis U TME E O FHHEIZHE N, T —F B OLEE f CFBAa G0 | F
F R OWERE Dfist ~D7T 72 AE135HZ L,

If corrective measures need to be applied, the SAs can in accordance with Article 58(2) GDPR:
FEIEHEEZEH T2 ERH LA SAs IE GDPR 5 58 5k (2) ITHEV, IROZEZFEHiT 52
LINTED,

27



84.

o issue warnings to a controller or processor that intended processing operations are likely
to infringe provisions of the GDPR;

EELA SUTALEE L EHEN TODERIERS )Y GDPR ORIAICENR T 0BT
WD s DEE BFTHL,

o issue reprimands to a controller or a processor where processing operations have
infringed provisions of the GDPR;

AR FEHE DY GDPR DSRIAITIE T 586 B TBE TR R T2
L

. order the controller or the processor to comply with the data subject's requests to exercise
his or her rights pursuant to the GDPR;

B ST TR L GDPR (285 A HOMERIZATH T 27 —Z FAROELRIZRED
Fowmds 2L,

. order the controller or processor to bring processing operations into compliance with the
provisions of the GDPR, where appropriate, in a specified manner and within a specified
period;

B SUTALERFE (TR L BB G | RS O RERRIZ LY K OVRFE O B NI Bl
%% GDPR DFHEAETFTHHDLEIEHINTMTHIL,
o order the controller to communicate a personal data breach to the data subject;

BHEICH L AT —2EELT —ZERICHEETDHIINCHT DL,

. impose a temporary or definitive limitation including a ban on processing;
AR OEEIE 2508 | —RFR 72 FR SR E AR i FRE R 928,
o order the rectification or erasure of personal data or restriction of processing pursuant to

Articles 16, 17 and 18 GDPR and the notification of such actions to recipients to whom the
personal data have been disclosed pursuant to Article 17(2) and Article 19 GDPR;

GDPR % 16 55, 5 17 KO 18 FRIZED | AT —ZDETIEA LITHIBR I3 HHk
WOHIBRZ M5 &, NS, GDPR 8 17 55(2) L OV 19 RICKY, 2D 1571741
DONWTC, AT —FDBRRZZ T ISE I L TR T 2I91cmd 528,

o impose an administrative fine pursuant to Article 83, in addition to, or instead of
measures referred to in Article 58(2) GDPR, depending on the circumstances of each
individual case;

% 83 RICLAHMBRESZFT L, ZOHIFRAIL, Hx DFEROFEHFITILL T, GDPR
58 SRQITEVETHIEITMA ., T, ZORDOYVIZ, BrEind,

o order the suspension of data flows to a recipient in a third country or to an international

organisation.

5 = ESOTE R B O B 16407 —2iiEDF Ik 528,

Regarding the SAs advisory powers foreseen in Article 58(3) GDPR, they can:
GDPR % 58 55(3) T T L.S415 SAs DB S OHEIRIZBIL T, SAs [ZLLF&ATH 2L Th,

. advice the controllers in accordance with the prior consultation procedure referred to in
Article 36(1) and (5) GDPR;
GDPR # 36 2% (1) & O (5) TE DL Hr Al fhask Fhel0E W, BEEE KL BIET252L,
o authorise processing referred to in Article 36(5) GDPR, if the law of the Member State
requires such prior authorisation.
N E D ENIENZ DI RIOKGRZERT D565, GDPR 5 36 55(5) TEDHDHHL
PN KBS HT L,

(0]

CONCLUSIONS

A
I =Nili)

(0]
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85.

86.

87.

88.

89.

Article 23 GDPR allows under specific conditions, a national or Union legislator to restrict, by way
of a legislative measure, the scope of the obligations and rights provided for in Articles 12 to 22
and Article 34, as well as Article 5 GDPR in so far as its provisions correspond to the rights and
obligations provided for in Articles 12 to 22, when such a restriction respects the essence of the
fundamental rights and freedoms and is a necessary and proportionate measure in a democratic
society to safeguard, inter alia, important objectives of general public interest of the Union or of
a Member State.

GDPR % 23 SRIT. FFEDSRMFDO TIZHBWT, ENO T EU DILIEE D, MIERHEIZXY,

5512 SRIDH 22 S KOV 34 S5, A NTEDSRIED GDPR 26 12 -0 b5 22 RITEDHHE
F R OF85 et i 3 DEPAPIC IV THS 5 SRITTED H3885 M OHER oD i I i PH 2 il R 9%
ZEERDDEDTHY, ZUZ, EOHIRAEARLHERN K O E HORERIE 4 EEH T D
HEOTHY, 7o, REFFZASZITEBWOTREDN DA RFETE TH L85G . FFZ, EU X
IR E O —fEAI72 AL ORNIE D EE X G THOH A ITGRDHLILL D THD,

Restrictions of data subjects' rights need to observe the requirements stated in Article 23 GDPR.
The Member States or the Union issuing the legislative measures setting those restrictions and
the controllers applying them should be aware of the exceptional nature of these restrictions.
T =2 EIROMER|OHIFRIZ, GDPR & 23 SRICED LN TWDEMEICHSF T DL ENHD, &
NHDOHIRZFRE T HINAEIRE L5 T HMBEE UL eV, X OENOA 2B AL, 2
NEDHIFENFIAN 7L MEE ThHZ LR L TR RIT UL B72 0,

The proportionality test should be carried out before introducing in Union or Member State law
restrictions on the rights of data subjects.

HBIPEDT ANT, 7 —F FROHERNT T 2 RA EU ESUIMMBEOENIEISEATS
AN SRS AVZR2IT AU B0,

SAs should be consulted before the adoption of the legislative measures setting the restrictions
and have the powers to enforce its compliance with the GDPR.

SAs (%, HIFRAFR E T D IEH E ORROFN Wi a3 (T2 72267, £72 GDPR ~D
BT AR DI HE IR A A L T D E DR DD,

Once restrictions are lifted, data subjects must be allowed to exercise their rights by the
controller.

TR EFRSINT=4212, 7 — X FIRIT, FELE K0 ZOMER) 21T T 22805580 Ll
AN ECANSYA AN
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9 ANNEX: CHECK-LISTS - ARTICLE 23 GDPR IN A NUTSHELL
9 %Il #%: Fxv/ -UAN—GDPR & 23 SO

9.1 Requirements under Article 23(1) GDPR
9.1 GDPR %5 23 S5(1)I2 S

i Respect of the essence of the fundamental rights and freedoms
FHARABYLHEFR R OV H -1 DR EHIE 57 OB
ji. Proportionality and necessity test
LB e OB D 7 X
iii.  Legislative measures laying down restrictions and the need to be foreseeable (Recital 41
and CJEU case law)

IR 2 TE 3 D 7 154 1B e TN D T- ) AT REPE DAL (BT 3E 45 41 HE K TOF CIEU HIY

%)

iv.  Data subjects’ rights and controller's obligations which may be restricted

HIIREFS FTREVED DS T —X TAKDHEF R OVEPEE DFEH5

a)
b)
c)
d)
e)
f)

g)

h)

J)

k)

l)

the right to transparent information (Article 12 GDPR),
BAMED B HIEHIT DR (GDPR 26 12 5R)

right to information (Articles 13 and 14 GDPR),

RIS DHER] (GDPR 27 13 2R K OV 14 2R)

right of access (Article 15 GDPR),

TR ADHER] (GDPR 5 15 )

right to rectification (Article 16 GDPR),

FTIEDHER] (GDPR 5 16 57)

right to erasure (Article 17 GDPR),

THEDOHER] (GDPR 5 17 5R)

right to restriction of processing (Article 18 GDPR),

IRl WO BROMER] (GDPR 2 18 2%)

notification obligation regarding rectification or erasure of personal data or
restriction of processing (Article 19 GDPR),

TENT — & OFTIEA L <X ESUTBER O O FIBRIZ B9 % 18 k17575 (GDPR
%519 5R)

right to data portability (Article 20 GDPR),

T —HR—ZE VT L OHEF| (GDPR 5 20 5R)

right to object (Article 21 GDPR),

FLER 2R D HER] (GDPR 2 21 55)

right not to be subject to an automated individual decision making (Article 22
GDPR)

TE TR T2 A B LS 7= B R E D% B S e\ OHER] (GDPR 5 22 5¢)
obligations provided in Article 12 to 22 GDPR (Article 5 GDPR) and

GDPR £ 12 50555 22 42 (GDPR £ 5 ) ICEDHILTFH . KDY

the communication of a personal data breach to the data subjects (Article 34
GDPR)

T —H EARITKHT D N T — 22 EH O (GDPR 2 34 55)

v.  Grounds for the restrictions

RO

a)

b)

national security;
E R 2RE,
defence;

Bt
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c) public security;
NI DEA,

d) the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security;
NEDRE~DEGE O DREROEDOM 2GS, JLIRITEORIE, #
A, B U <IEERBUE HETOHIT,

e) other important objectives of general public interest of the Union or of a Member

State, in particular an important economic or financial interest of the Union or of
a Member State, including monetary, budgetary and taxation a matters, public
health and social security;
EU TN E O — i AL ORI O FFERLSN O EEextS:, FFlC, @
B, TEEOBE EOFHEEZED, EU UIMEE O BEE 2R FN 72254
L <UTMBL ORI, ARAEA K ORI,

f) the protection of judicial independence and judicial proceedings;

VA DML O R M OVEIE T DR,

g) the prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions;

HIHIBARIZ 31T 2 mBhEE T A0 1L, A, Bk OFFE,

h) a monitoring, inspection or regulatory function connected, even occasionally, to
the exercise of official authority in the cases referred to in points (a) to (e) and (g);
(@) B (e) K NITHET DIHAICHB VT, —HRLOEE D, AN
BROATRE & BRI DR, BVE M OB DERE,

i) the protection of the data subject or the rights and freedoms of others;

T— 2 ERORE, L, EOMOF ORI R OH H O,

j) the enforcement of civil law claims.

AR DB THER,

9.2 Requirements under Article 23(2) GDPR
9.2 GDPR % 23 F(TFEO<EfF:

1.

ii.

fii.

iv.

Vi.

Vii.

viii.

The purposes of the processing or categories of processing;

Btk [ A X 1T H v D FEE,

The categories of personal data;

AN 7 — 5 DFEH,

The scope of the restrictions introduced;

A S5 RO A,

The safeguards to prevent abuse or unlawful access or transfer;

PIEFEH RIS 7 2 R U S NG5 BR & B 1L T 5 72 8 DR &I E,
The specification of the controller or categories of controllers;

BRIE X3 E P DI DILFE,

The storage periods and the applicable safequards taking into account the nature, scope
and purposes of the processing or categories of processing;

AR N KNTH R N DFEFDOVER, #H K& OV H 9% Z I A7 iR R PRI & O
B FTREZ AR ZE 12,

The risks to the rights and freedoms of data subjects; and

T TKDHEFIR VA I T 5 U X2, IEONT,

The right of data subjects to be informed about the restriction, unless that may be
prejudicial to the purpose of the restriction.

F DR E DHIRD HAJZI51T 5 5 6 D TRVERY . EDHIRICZEET 5 15 # 12
ez 3217 57— 5 F (KD HEF,
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