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THE EUROPEAN DATA PROTECTION BOARD
BRI 7 — & PRE I,

Having regard to Article 70 (1e) of the Regulation 2016/679/EU of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC,
(hereinafter “GDPR”),

EANT —Z OH & BET 5 BARANOREICEAT S, kO, 207 =20 a7l
(CBIT S WONT, FE 95/46/EC A BEILT D MRINGE S K OB SR 0> 2016 £ 4 H 27 HOD
HiHI(EV) 2016/679 (LL'F TGDPR) &V9H) D 70 455 1 TH(e) I HE A,

Having regard to the EEA Agreement and in particular to Annex Xl and Protocol 37 thereof, as
amended by the Decision of the EEA joint Committee No 154/2018 of 6 July 2018,

2018 /-7 H 6 H @ EEA $L[RIZ B2 DOUYLTE No 154/2018 |2 L Y SIE 417z EEA WhiE L. 4
IZZ DR E X R OHEEE 37 1287,

Having regard to Article 12 and Article 22 of its Rules of Procedure,
ZDFHR AN OF 12 5 KOV 22 FRITHE 7+,

Having regard to the Communication from the Commission to the European Parliament and the
Council titled Data protection as a pillar of citizens’ empowerment and the EU’s approach to the
digital transition - two years of application of the General Data Protection Regulation?,
BN 2 B2 B KONGRS R OB RRITR T o @E#E THTROMERRIL K T O Z b~
D EU DEFAD—2>DFEE L TOT —Z fri—— k7T — 2 IR D@ 2 5 2 42 2
RN

HAS ADOPTED THE FOLLOWING GUIDELINES
UTDOHA R4 &BIRT 5,

1 INTRODUCTION
1 XU

1. The GDPR introduces, in certain cases, the requirement for a personal data breach to be
notified to the competent national supervisory authority (hereinafter “SA”) and to
communicate the breach to the individuals whose personal data have been affected by the
breach (Articles 33 and 34).

GDPRIX, —ED7 — AT, ENOFMEEERR (LIT IsAl &v)H) (oxt
THENT —ZZEOEH., KON, FOREOEZBELSZITTWSLTF —& BRIk
FTHMAT —ZREOHESOEMFAZEAL TS (GDPR 533 5k, 34 5%) .

2. The Article 29 Working Party already produced a general guidance on data breach
notification in October 2017, analysing the relevant Sections of the GDPR (Guidelines on
Personal data breach notification under Regulation 2016/679, WP 250) (hereinafter

1 References to “Member States” made throughout this document should be understood as references
to “EEA Member States”.
KA RZTA o UNRE] v o £HIE, TEEAMEE] SRSz,

2 COM(2020) 264 final, 24 June 2020.
2020 4= 6 H 24 H COM(2020) 264 fizf&hii,
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“Guidelines WP250)3. However, due to its nature and timing, this guideline did not address
all practical issues in sufficient detail. Therefore, the need has arisen for a practice-oriented,
case-based guidance, that utilizes the experiences gained by SAs since the GDPR is
applicable.

5529 SRAFZEHIRIE GDPR DBESIH A 3T L, 2017 4F 10 AT, 7 — ZRFE M
\ZRBET D —MRag e A A (BRI 2016/679 12 HES < BN T — X RE@EINZB
HHA RTA4 >, WP250) (BLF THA K742 wp250) &\ 9) *&BEIC/ERL
TWDHNR, ZOMWEROZA I T, Y%A RT7A4 32 TOFEBRIRM
R RIS T2 b O Tldle o7z, £ D728, GDPR 23 I Thb
SA DFTRRBRATE N LTc, EHFEY D, FHNZFEIS A X ADLEMERAT
TW5,

3. This document is intended to complement the Guidelines WP 250 and it reflects the

common experiences of the SAs of the EEA since the GDPR became applicable. Its aim is to
help data controllers in deciding how to handle data breaches and what factors to consider
during risk assessment.
KHA RTZA 0%, A KT A4 WP 250 Dffie#EXTHHDTHY, GDPR D
i BAAALLKR O EEA O SA DILEIRER A R L T\, £OHMIZ, 7T —21RF
EDXDITHEEN, VAZFHIZB N T EDEELZE T XENIONTT—H
EHEOIREZTHZ L THD,

4. As part of any attempt to address a breach the controller and processor should first be able
to recognize one. The GDPR defines a “personal data breach” in Article 4(12) as “a breach
of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data transmitted, stored or otherwise processed”.
FENISORSLO—ERE LT, HFHEROLHEFITET, RELTFR TS RITN
X725 720, GDPR X6 4 456 12 HIZBWTC (MEAT —X12E] & [MEFRH UL
EIER, A, e, o, EMEROBRUTEMERO T 7 A EE LD
B S, FEERAE S, X, ZOMOEERW BN ITON AT — & D%t
IZXIT 21RE) EEZEL WD,

5. In its Opinion 03/2014 on breach notification® and in its Guidelines WP 250, WP29
explained that breaches can be categorised according to the following three well-known
information security principles:

529 RAFEMMIT, REBEMICBET 2ERFE 03/2014* K VT A FZ A~ WP250
IZRWT, REFIFESBIMSNTODLUTO =20 HtEF = U 7 ¢ FANZ IS
T HZENTELHEHHAL TS,

® “Confidentiality breach” - where there is an unauthorised or accidental disclosure of,
or access to, personal data.

3G29 WP250 rev.1, 6 February 2018, Guidelines on Personal data breach notification under Regulation
2016/679 - endorsed by the EDPB,
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=612052.
5529 SRAEE . THIHI 2016/679 ICES AT —ZREBMCET LA FF7 4] |
WP250 rev.1, 2018 452 | 6 H. EDPB (FRM T — X i ik) KRR,
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=612052

4G29 WP213, 25 March 2014, Opinion 03/2014 on Personal Data Breach Notification, p. 5,
https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/index_en.htm#maincontentSec4.
%529 SeME¥EM . MEANT —2REBEAMICET 5 E A 03/2014) . WP213, 2014 43 A 25
H. PS5, https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/index_en.htm#maincontentSec4
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(BEEEMEDRE ] —EAT — 2Tk 2 MR O UM A 72 BR XX T 7
EARD HEH.

® “Integrity breach” - where there is an unauthorised or accidental alteration of
personal data.
SEEtEDRE ] —EAT —Z Tk 2 BWHER O SUIMBAE RN & 555
AN
Ho

® “Availability breach” - where there is an accidental or unauthorised loss of access to,
or destruction of, personal data.®
MRTHPEDRE ] —BAT — 2 kT 2 BB UITAERD 7 7 & 2 DX
SATHEER B D55, °

6. A breach can potentially have a range of significant adverse effects on individuals, which

can result in physical, material, or non-material damage. The GDPR explains that this can
include loss of control over their personal data, limitation of their rights, discrimination,
identity theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage
to reputation, and loss of confidentiality of personal data protected by professional secrecy.
It can also include any other significant economic or social disadvantage to those
individuals. One of the most important obligation of the data controller is to evaluate these
risks to the rights and freedoms of data subjects and to implement appropriate technical
and organizational measures to address them.
REFZ. WHueiEdk, MEERRBRIIFFMENZ2BEREL 6L O DX 97k,
TE AR 2 Bk 2 22§ O B R 2R BB 2 T T mI Rt & 5. GDPR I, Z#LIC
X, AT =2k 2E ORI, EAOHEFOFIBR, 225, 1D %HUL D FF
ik, @k Lok, EERIC LS4 0T, EHOBRE, KO Lok
BILLo TRES N TV DEAT — 2 OEBEHEOBENEEN I D LTINS,
Fio, ZOMENTIT D Z4 5 LSO ERZR2BEF UTHHE R AFR S B 1
LEGND5, T AEHEORBEEREFHEO—DOIL. T —Z EROHEFR KW
HHIZHTD2ZNO6DY A7 ZFE L, ZbICxST D720 O 7280 &
OHEi LOHEZEETLHZ L TH D,

7. Accordingly, the GDPR requires the controller to:
Z D7, GDPR X, BEEICK LIKDOZ L ZERLTND,

® document any personal data breaches, comprising the facts relating to the
personal data breach, its effects and the remedial action taken®;
ZOMNT — 2 =2E L BhE 2 FFEBER, COREROGHE L bl Bokts
BixEH, RTCOEANT —22ELZIGET L LS,

® notify the personal data breach to the supervisory authority, unless the data
breach is unlikely to result in a risk to the rights and freedoms of natural persons’;
ZOBANT =2 ZENERANOHER KR CEBIZHT DU A7 2R EIED
BENNRWSEEERE, BEEMEICK L, 2oMAT— 2R E4EMT
5T k7,

® communicate the personal data breach to the data subject when the personal data
breach is likely to result in a high risk to the rights and freedoms of natural

5> See Guidelines WP 250, p. 7. - It must be taken into consideration that a data breach can concern either
one category or more categories simultaneously or combined.
A K742 WP250, P7, iR, 7 —XEFHT 1 >OFE, IFERHIHE L ITEAMICHE
HORBBICEDLAIGER DD Z L E2BB LR ITIE R L0,

6 GDPR Article 33(5). GDPR %5 33 455 5 1H

7 GDPR Article 33(1). GDPR %5 33 5§55 1 1H
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personsé.
EANT — Z2ENARANOHEF R OCABEIZRT @80 A7 2R 4EIED
"REMEDR D DA, FOT — X ERIZK L, ZOEANT —ZIREEHET
E) : k 80

8. Data breaches are problems in and of themselves, but they may be also symptoms of a
vulnerable, possibly outdated data security regime, they may also indicate system
weaknesses to be addressed. As a general truth, it is always better to prevent data
breaches by preparing in advance, since several consequences of them are by nature
irreversible. Before a controller canfully assess the risk arising from a breach caused by
some form of attack, the root cause of the issue should be identified, in order to identify
whether any vulnerabilities that gave rise to the incident are still present, and are still
therefore exploitable. In many cases the controller is able to identify that the incident is
likely to result in a risk, and is therefore to be notified. In other cases the notification does
not need to be postponed until the risk and impact surrounding the breach has been fully
assessed, since the full risk assessment can happen in parallel to notification, and the
information thus gained may be provided to the SA in phases without undue further delay®.
T A RFFENVEBESHEETH L0, 7 —F OLEERHDNETE. &2 WIiTh<
ROTVLRETHHY 2, DEVRENTVAT L EICHISPLERFRBH 5
ZEERLTWDOHALHY 95, —MRURFRERL LT, T—FREICKE
WZIXZOMWE EAHRR 0L H 5720, FRIERIZE > TTF —2R2EZIE
THZENHICEVEE LY, BEHEAZ, MO0 AOKEITERNT HREFD
OIET DY AT ZFEMICETHET DR1C, TOA T v Mgl &2 LI agy
PERETIAFAET 2008 D 0>, ENUDMKIREHFRENE 5 D& Jiied 272012, [
BOBRAMRER 2R E LigiT e b, 2054, BHEL T v
TR R ERESELBENRHY, o THMEETDHERETDHI &
MTE D, TN DOGE, BEFEICEDL Y A7 RUEENSERITHE S5 £
Tl ZIEH T 2 BT 7R 0, SER7R Y A7 FHiT@En AT L TIT O Z & 5]
RBTHY., FLXORICHELNIERIT. B RUREHR R, TORBUITIE
CTSAICRMET HZ LN TE L9 Th S,

9. The breach should be notified when the controller is of the opinion that it is likely to result

in a risk to the rights and freedoms of the data subject. Controllers should make this
assessment at the time they become aware of the breach. The controller should not wait
for a detailed forensic examination and (early) mitigation steps before assessing whether
or not the data breach is likely to result in a risk and thus should be notified.
BHEIL, TORENT =2 EEOHNMEOBERIZHT LU A7 2R/ESEDE
FNBDHDEVIEREESOBRAE, TAEEMLATIRLT, BEIIESN
BT Z Ol 21T ORI uE e by, BRI, MR 7 LYy 76
BREY (R O) KROFLETERLZTIZ, T—FRENY A7 2REIEDLE
TN DD, EDIZOITBAT DMEN D D Z 7N L 722 T X722 5720,

10. If a controller self-assesses the risk to be unlikely, but it turns out that the risk materializes,
the competent SA can use its corrective powers and may resolve to sanctions
YR EFRESEDLBEZNDRVEEEEQAGDFHE LIS r0bbT, 20
UR7BECLD%E. Il SAITRIEMREZITHET L2 A TE, fl#aR L

2%,
8 GDPR Article 34(1). GDPR &5 34 55 1 1H
° GDPR Article 33(4). GDPR % 33 455 4 18
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11. Every controller and processor should have plans, procedures in place for handling
eventual data breaches. Organisations should have clear reporting lines and persons
responsible for certain aspects of the recovery process
ETOEHEFE R OWEF X, R L TR AT —FREICHICT D7D OFH
ZRFFL TR, DF D FIRZMNL L TEN 2T 57220, MikiL, BfE
Wil 7 A R OEITLT B ADORERR Y O BAEA 2RO TENRIT TR 50,

12. Training and awareness on data protection issues for the staff of the controller and

processor focusing on personal data breach management (identification of a personal data
breach incident and further actions to be taken, etc.) is also essential for the controllers
and processors. This training should be regularly repeated, depending on the type of the
processing activity and size of the controller, addressing latest trends and alerts coming
from cyberattacks or other security incidents.
EHEROWBEFICL > T, TOBEEXRE L, AT —FREOEHR ({H
NT —=BREA T v FORERDEDORICE D X EA(TENE) ([ZEREH Tz,
T =2 REORBEIZOW T O L OE#A L MREARF R TH D, Z ORI,
HARIE B OFEFE K VEHE OIS LT, F A =T % v 7 X IZE DM
B LEDA VT v b ORH OB R OEE IS LoD, BRI ER L 7T
TR B0,

13. The principle of accountability and the concept of data protection by design could

incorporate analysis that feeds into a data controller’'s and data processor’s own
“Handbook on Handling Personal Data Breach” that aims to establish facts for each facet
of the processing at each major stage of the operation. Such a handbook prepared in
advance would provide a much quicker source of information to allow data controllers and
data processors to mitigate the risks and meet the obligations without undue delay. This
would ensure that if a personal data breach was to occur, people in the organisation would
know what to do, and the incident would more than likely be handled quicker than if there
were no mitigations or plan in place.
T EHERONT -2 RRERS O AT —ZREMSICET 2N R Ty
71 WAL, TAD 2T T 4 DRI OT — 2 RS A T A O
DICEVEAEN Db LR, BN FT v 71, EHBEOFERET L0
BB NZOWNWTFEET D Z L2 AN ET 6D TH D, FANIHER SN2 D
KON RT o 7%, T HEHRERNT —HZWHENY 27 2K L, Y
B R BHEEZ R T Z L2 AMRBICT D20 OFEWIE L L v tulicigft4 2T
HAHH, KD, THRENBAE LB, BN ANRIZME T 5 &)
AR L ARG E USRI 22 WIS R AR X BRI SR FIC xR T2 2
EDERIND THH I,

14. Though the cases presented below are fictitious, they are based on typical cases from the
SA’s collective experience with data breach notifications. The analyses offered relate
explicitly to the cases under scrutiny, but with the goal to provide assistance for data
controllers in assessing their own data breaches. Any modification in the circumstances of
the cases described below may result in different or more significant levels of risk, thus
requiring different or additional measures. These guidelines structure the cases according
to certain categories of breaches (e.g. ransomware attacks). Certain mitigating measures
are called for in each case when dealing with a certain category of breaches. These
measures are not necessarily repeated in each case analysis belonging to the same
category of breaches. For the cases belonging to the same category only the differences

are laid out. Therefore, the reader should read all cases relevant to relevant category of a
11
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15.

16.

breach to identify and distinguish all the correct measures to be taken.

WIS D FHNIRZED S D TH DN, 7T —ZREFEHICET D SA DRRERDEHK
o QMR r— 2N KD b D Th 5, RS otrid, PRI E
TOr—AZHELTWDR, T2 EHENT -2 REZFMT 2RO EE
T2 E2ANE LTS, FRROFHFITOWT, RILITT S NDOEE N4
COHAITIE, BRIV A7 T EVERBRLNVDY R PEL S D7, K&
7R HFE OB RIEE N NE L 720 9 5, KA RTA 1%, —EOFED
2E (T L0 = 7HESE) IS U THEALHEHRL TWD, HIOFEEOREFIC
KIS T D56, YSEEOREOEFHNZBNT, —EDRBIENMLE L 2D,
TV o EL, F—OMBEORFIZRT 285 HH OB N THLT L bk
DIRLEH SN TR, F—OFEORFICET 5 HHIZHOVTIEL, FEEOE
WORFEHEH SN TND, 6> T, 2 TOMIEREE 25T Lkl 2 7201213,
HYOFEEOREBEICET 22 TORERZTE 2T IE e 570,

The internal documentation of a breach is an obligation independent of the risks pertaining
to the breach, and must be performed in each and every case. The cases presented below
try to shed some light on whether or not to notify the breach to the SA and communicate
it to the data subjects affected.

REONE CEIX, RECHHET IV ZAZICELLTHLEREE THY, D
2B WTHERM L RTIE R B, RICHET 25601, SA 12T 5RE
DI OB LT 27 — 2 R T 2R EOEKEZ T 200 E DT DOV TH
ONZTHZEERRLLDOTHD,

RANSOMWARE
F UYL T

A frequent cause for a data breach notification is a ransomware attack suffered by the data
controller. In these cases a malicious code encrypts the personal data, and subsequently
the attacker asks the controller for a ransom in exchange for the decryption code. This kind
of attack can usually be classified as a breach of availability, but often also a breach of
confidentiality could occur.

T A REBMOFNOL L, T—FEHEDEDL T VT LT 2 THETH S,
INHDHE, AT NEEOH L a— RICL VLI, ZOBRKEE
NEHFICH L, ZOEFa— NS I RETERT H, ZOFOKE
L EE A AEOREFE LTHEIND 20, LIXLITHEERDORE L L THH
SNLIHALH D,

2.1 CASE No. 01: Ransomware with proper backup and without exfiltration
2.1 FHINoOL: T H Ly =T HE (HERNy 7T v 74, 7—Z i)

Computer systems of a small manufacturing company were exposed to a ransomware
attack, and data stored in those systems was encrypted. The data controller used
encryption at rest, so all data accessed by the ransomware was stored in encrypted
form using a state-of-the-art encryption algorithm. The decryption key was not
compromised in the attack, i.e. the attacker could neither access it nor use it indirectly.
In consequence, the attacker only had access to encrypted personal data. In particular,
neither the email system of the company, nor any client systems used to access it were
affected. The company is using the expertise of an external cybersecurity company to
investigate the incident. Logs tracing all data flows leaving the company (including

outbound email) are available. After analysing the logs and the data collected by the
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17.

18.

detection systems the company has deployed, an internal investigation supported by
the external cybersecurity company determined with certainty that the perpetrator
only encrypted data, without exfiltrating it. The logs show no outward data flow in the
timeframe of the attack. The personal data affected by the breach relates to clients and
employees of the company, a few dozen individuals altogether. A backup was readily
available, and the data was restored a few hours after the attack took place. The breach
did not result in any consequences on the day-to-day operation of the controller. There
was no delay in employee payments or handling client requests.
OO/IBBERERHD AL Ea—F AT LANT Y LT 2 THEICSH S
W, VAT AIRBRFEIN T T — RS LIhi, 7 — X EHE T
RIFFEORE S LA HEHA L Tneled, o Av =TT 78RS ET
DF —=F IR ORE AL T A TY XX VS SN R THRESNAT
Wi, UEESRIIKBIZIDZREEZZ T RINoT, DFEV ., WEBENT —
BT 7R 5 A ReME S MEERICAE 5 mTREME S 220, R, WEBEE L
WL ENTZBAT —XIZT 7 BALIZOATH T, R, FfOET A
—NVVRAT AL, TRRET 7 BEATLEDICHNIBES AT L b EEX
Fxrole, ROV A NN—tF 2 VT 4 BEOHMIFHZTEH L T
ATV FNREEIToTVD, AN LDORTOT —F Difiir (FMBIZE
BEINsEFA—NEEL) 2B LI 7 0NFHRETHD, Yikn 7 &
OFEFEDSEA L TWARER S AT ABIUE LT-T — % O OFEE, 4
HOYAN—tX 2T A BEOHF— N THEES NN,
BNFT—Z 2B LT THY, T—F DGR R o T L HEIFEZ B
o CHIKr L7z, Mi%n 7k, WEOM, SNE~D7 —Z DN PSEN &%
ALTWD, BREZIVEELZ T EEAT—21E, AtoBE R OEESA,
HETLICEDPD O THD, Ny Ty IRAEBIERTE, T2’
BEHRFHCTHEILII N, YZRFCLVEHZEO R FEG~DEEITAEL
Iinolc, WEB DN XIFTBE D EE~DXISIZEIE T RN o 72,

In this case, the following elements were realized from the definition of a ‘personal data
breach’: a breach of security led to unlawful alteration and unauthorized access to personal
data stored.

ZoOFERHITIE, MEAT—ZRE] OERD O BIROERNPLE LT, EIEREE
M OEEEIRD T 7 8 A %8 1) RSNV EANT — & ORI 5

(Ea

2.1.1 CASE No. 01 - Prior measures and risk assessment

2.1.1 51 No.01—FHi xR LK OV A 7 G

As with all risks posed by external actors, the likelihood that a ransomware attack is
successful can be drastically reduced by tightening the security of the data controlling
environment. The majority of these breaches can be prevented by ensuring that
appropriate organizational, physical and technological security measures have been taken.
Examples of such measures are proper patch management and the use of an appropriate
anti-malware detection system. Having a proper and separate backup will help to mitigate
the consequences of a successful attack should it occur. Moreover, an employee security
education, training, and awareness (SETA) program, will help to prevent and recognise this
kind of attack. (A list of advisable measures can be found in section 2.5.) Among those
measures, a proper patch management that ensures that the systems are up to date and
all known vulnerabilities of the deployed systems are fixed is one of the most important
since most of the ransomware attacks exploit well known vulnerabilities.

SN OITHERICE S THTE L INDLDETOY X7 OEE LFER, 7 — % &R
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BEoREEOHILIZE Y T U AT = TBEENRINT D JARMEE B T S
ZEMTEDL, ZOXIRREOL L, HEUILHERN, YRR K OB ek
REHHEEOMMEICLVIET AN TE 5, T ) REEOHE LT, #
E7e Ny FEBENEY) e~ VD = TR AT AOFERNSH 5, J#1EH DT
LIy 2T v T o5 2 81, T—HBRRS LTI-GA. TORBEORE
ERW TS LTI D, S6IC, WEBOEX 2V T 4 HE. & O
(SETA) 717 T 58 2 9 LI EBORLIE K OFEERIZ&KY D, (BELWHEED
URARNIKRTA RTA4 8 25 Gizsl, ) L0biF, VA2 THEDOK
PIIIALS B EINTWAMETIEEZFIH L TWA 72D, @il Sy FEHICLD v
AT L lHRBEBICHERF L, BASNTWD Y AT 2D TOEMO Tt % &
ETDHEOMRTHIEN, ROEEREED —DOTH D,

19. When assessing the risks, the controller should investigate the breach and identify the type

of the malicious code to understand the possible consequences of the attack. Among those
risks to be considered is the risk that data was exfiltrated without leaving a trace in the logs
of the systems.
URAZFHMZIT OB, BEEIL, WBIZEVAL D DEBIZOWTHET 5729,
REZHEL, BEEOHLa— FORBBEZRHELRTIRLRY, Zhbnl
AT DR TEZLND VA7 L LT, VAT A J IR ZESTICT — 2138
RENTWH Y RT3 B 5,

20. Inthis example, the attacker had access to personal data and the confidentiality of cipher
text containing personal data in encrypted form was compromised. However, any data that
might have been exfiltrated cannot be read or used by the perpetrator, at least for the time
being. The encryption technique used by the data controller conforms to the state-of-the-
art. The decryption key was not compromised and presumably could also not be
determined by other means. In consequence, the confidentiality risks to the rights and
freedoms of natural persons are reduced to a minimum barring cryptanalytic progress that
renders the encrypted data intelligible in the future.
ZOFEHITIE, WEBEEMEAANT —ZICT 78R L, BofbEhzEBXAToO@MAT
— X GO S X OBEENMREINZ, LrL, 2 e Eoi, GRS
NI D H D W7 D7 —2 b LA ENT VRS20 3 5 rREME
Fev, T2 EHE TR EANCE S LI S LA H L T\ b, Mgl
FHRIIEFEINTELT, FLEALMOFREICI ) YZEEHALHIAT L &
HTETWARNTH A, MR, BRAOHEFNROHEBIZKT 2HEED Y 27
L FRREE S ETLEIN OBEHIZ KV WS b ST T — Z OFFEA AIREI 72 B 72w
RV F/NRIZIA BN D,

21. The data controller should consider the risk to individuals due to the breach?®. In this case,

it appears the risks to the rights and freedoms of data subjects result from the lack of
availability of the personal data, and the confidentiality of the personal data is not

10 For guidance on “likely to result in high risk” processing operations, see A29 Working Party “Guidelines
on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result
in a high risk” for the purposes of Regulation 2016/679”, WP248 rev. 01, - endorsed by EDPB,
https://ec.europa.eu/newsroom/article29/items/611236, p. 9.

BV 227 267 bTBENDH D] BBREBICHET LA 2 23, 5 29 RIEEME.
[ — X (R BREAT (DPIA) K OHER 23S BLHI 2016/679 D E MW Y A7 2725
FTZENTRIND] NENOHKNIET D5 A RZ 42 | WP 248 rev. 01, EDPB KGR,
https://ec.europa.eu/newsroom/article29/items/611236 . P9 B D Z &,
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22.

23.

compromised®®. In this example, the adverse effects of the breach were mitigated fairly
soon after the breach occurred. Having a proper backup regime!? makes the effects of the
breach less severe and here the controller was able to effectively make use of it.

T2 EHEIIRENEANCHTZOT Y AZIZONTEZRITIUT RS0 10,
ZOFERFOEHE, T—F EROHEAEOAHBICH LTINS Y A7 ITEAT
—Z DO HMEDORENOET LD THY . EMHIIRFIA TV RNEEZ S

N5 M, ZofITIE, Y%RFICLDEREL, REBERERE TEB S,

WIEZR SNy 77y TR 2 2 ffid 5 2 L id, BREIC K DRBEORIE 2K S
B2, ZLTZ TR, BEETEERNN Y 77 » 7EH 28 R+ % 2
ENRTETND,

On the severity of the consequences for the data subjects, only minor consequences could
be identified since the affected data was restored in a few hours, the breach did not result
in any consequences on the day-to-day operation of the controller and had no significant
effect on the data subjects (e.g. employee payments or handling client requests).

F— 2 FIRIT T B EBEOELNFEIZHOWNTIL, L T -7 — & N <1
LI, MRE LT, REFEICIVEHZO AFEBITEEII R, 7 —4F
Izt T 5 (Blx X, EEBITHT 2 A ITBE DELEA~O5t IS ~D) BRI
WELRNSTZZEND, NSWEBOLERINDITHA I,

2.1.2 CASE No. 01 — Mitigation and obligations

2.1.2 Al No.01— U A 7 (K & K O 5675

Without a backup few measures to remediate the loss of personal data can be undertaken
by the controller, and the data has to be collected again. In this particular case however,
the impacts of the attack could effectively be contained by resetting all compromised
systems to a clean state known to be free of malicious code, fixing the vulnerabilities and
restoring the affected data soon after the attack. Without a backup, data is lost and the
severity may increase because risks or impacts to individuals may also do so.

11 Technically, encryption of data will involve “access” to original data, and in the case of ransomware,

the deletion of the original — the data needs to be accessed by ransomware code to encrypt it, and to
remove the original data. An attacker may take a copy of the original before deletion, but personal
data will not always be extracted. As a data controller’s investigation progresses, new information may
come to light to make this assessment change. Access that results in unlawful destruction, loss,
alteration, unauthorised disclosure of the personal data, or to a security risk to a data subject, even
without interpretation of the data may be as severe as access with interpretation of the personal data.
Bifi b, 77— 2 OB BT A AT —F~0 [T 7R b THY, T
LT 2T OEHEIXINUCT VT AT —ZDOWMER DS, 2FEVT =22tk d 5720
WIET oV Ay =27 a— RN TF—=Z 778 AL, 2OYE%A ) PFLTF—F BilEET D%
Enbh b, WRFIIA) VAT =22 HET DENCYZA Y VT — 2 OERAZ TS L

DL AT = NLT LHGIMIND LIIRO RV, 7 — 2 EHEORENETIZ DN,

B REMAHA L, SN EDDHER D5, AT —F OELEREE, ek, WL, &
FMERRDBHR . XUTT —# EIRICKT 2R BMED Y A7 ZRAESE LT 78 AL, 7 — % Off
BN SNBRWGEETH->Th, AT =20 S 256 & FERRICEZITHY 5 2,

12 Backup procedures should be structured, consistent and repeatable. Examples of back up procedures

Adopted

are the 3-2-1 method and the grandfather-father-son method. Any method should always be tested
for effectiveness in coverage and when data is to be restored. Testing should also be repeated at
intervals and especially when changes occur in the processing operation or its circumstances to ensure
the integrity of the system.

Ny 7Ty 7OFIAZ, a3, —BERHY . KEWRETRITNEZR 6220, Ny
7y ZOFAOH E LT, 3-2-1 A=A DFAKD) 3 fHREROLF R HDH, WITho ik
BN THMRHPAD AR PO T —Z PEITL SN DT OV THIZT A L TR
TiEe b, 7 A MIEL, ARZENTERYIRL, $FHIP AT AOEEMEE2HRT D
7o s, BHREER LT ORBUCEE D b o 7oA I F M S 72 T iuE e 7220,
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Ny I T o TReWGE Kb AT — & 25T 572 OIEHE N FEHE T
XOHEIXIFEAERLS, T EREEE SN 2T R0, LrLID
HEDEMFTIX, BELZZITEETOI AT LAEEEDH D 32— RRRUVIREET
BV -k ey ML, MEBEEEIEL, BRI T — X F B
B IEILTDHZ LICE D, WEOFELNRNTIMZA DL ENTE L, Ny
T TR NGAE, T AL, BMACKTT AU R TR BE L KRE AR
NoBHZEMNL, BEAEL EHRLY D,

24. The timeliness of an effective data restoration from the readily available backup is a key

variable when analysing the breach. Specifying an appropriate timeframe to restore the
compromised data depends on the unique circumstances of the breach at hand. The GDPR
states that a personal data breach shall be notified without undue delay and, where
feasible, not later than after 72 hours. Therefore, it could be determined that exceeding
the 72-hour time limit is unadvisable in any case, but when dealing with high risk level cases,
even complying with this deadline can be viewed as unsatisfactory.
B FIREIR Ny 7T TN BRI T — 2 H e &21T 9 &\ o T ilkeE T,
REOHINCB T EEREHER LD, RIERT 7 EREZ T T —% %18
LT HTIZDDEE 2 Z A L7 L—AE, YT HIREFOEA ORI U TRE
S D, GDPRIZE, AT —ZRFIZ, NUREH R, 23D, LA ENLATREZR
X, REFRUNICEM TS 2L E LTS, 20D, W5 ATH 72
RFIORFHGIR A X 5 Z LITHEE LRV EHT SN D 20h LILRWA, @
U AT LrOLD i — A Bl ) JAICB TR, 72 R O RERIHIR 25857 L7z &
LTb Rt eARisndalgtEnd 5,

25. In this case, following a detailed impact assessment and incident response process, the

controller determined that the breach was unlikely to result in a risk to the rights and
freedoms of natural persons, hence no communication to the data subjects is necessary,
nor does the breach require a notification to the SA. However, as all data breaches, it
should be documented in accordance with Article 33 (5). The organisation may also need
(or later be required by the SA) to update and remediate its organizational and technical
personal data security handling and risk mitigation measures and procedures. Within the
frame of this update and remediation, the organisation should thoroughly investigate the
breach and identify the causes and the methods used by the perpetrator in order to
prevent any similar events in the future.
ZOFFITIE, FEAEIL, PR RRERME X O T s bRE T e 2D
DGR, UEERFIIEHRAOHEMLOHBIZHT DU X7 2R EIELBENIL
72, Ko TTF—& ERITKHS 58H& S O SA 1T~ 2 B ANIT LB 70\ &l LTz,
Ll BToO7F—Z2FFER. GDPR & 33 &5 5 HIZESEREFICHOVTLE
fELZ2 T nid e b2, ERMICEN T, Z O/ K IR @A T —#
DLZEIZIARANE N Y A 7 RS E & OFMED T NS g N mEE L 72D 9
D CUIRICSANBEREIN D D) o FfE, UeZ Tk OdeE & F2hid 2 720
T, SRAROFEEOREZHIET L2012, YERELZFUEHICHEL, BE
DJFK K OILADMEH LT FIEZFRE LR THUT 72 B 720,

Actions necessary based on the identified risks

BEINEY) R IZEISEMNELRDEE

Internal documentation Notification to SA Communication to data subjects
WFEESCEL SA (ZX9 % N T — & ERITK B EAE
4 X X
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2.2 CASE No. 02: Ransomware without proper backup
22 FPINo.02: TV LU= THE GHEIERNNy 7T v /)

One of the computers used by an agricultural company was exposed to a
ransomware attack and its data was encrypted by the attacker. The company is
using the expertise of an external cybersecurity company to monitor their network.
Logs tracing all data flows leaving the company (including outbound email) are
available. After analysing the logs and the data the other detection systems have
collected the internal investigation aided by the cybersecurity company determined
that the perpetrator only encrypted the data, without exfiltrating it. The logs show
no outward data flow in the timeframe of the attack. The personal data affected by
the breach relates to the employees and clients of the company, a few dozen
individuals altogether. No special categories of data were affected. No backup was
available in an electronic form. Most of the data was restored from paper backups.
The restoration of the data took 5 working days and led to minor delays in the
delivery of orders to customers.
HLREMBROSHNMEHT a0 Ea—FD1ON T U H LY 2 THEIZS
bE, ZOT = BPHEFRICIVEES{EEh, FtLENBoY A ~—%
Xa 7T 4 EOEMABAEH L TXy NU—27 ZEH L TWD, [
LDOETOT—Z DI OMHIZEEINLIEFA— 1V aEte) BB L
B 7RRAARETH D, UiEn 7 ROMOBRA S 2T LBRE LT T —F D
DHTOFRER, A _N—tF 2T BEOYHR— b EZIT TEESINT-HNER
FEIL, BANEZT —FE2REEALLEZE T T, T—XOGRIT ol b
W Lz, Mike 713, WBOM, /T ~OT — X O NN L &2/ L
TWb, REICLVZEELZTIBAT =213, FLOEEBEROEE., &
B+ LD TH D, FlefEOT — 2 IIEBEELZ T TR, &
TR TONRY I T v FITEh T2, KD DOT — X TR D > 7
7/7ﬂ%@ﬁéhto%—&@@ﬁﬂ5é%ﬁ%%b\@§mwﬁimmm

(P72 B E D3 A U e,

26.

27.

2.2.1 CASE No. 02 - Prior measures and risk assessment

2.2.1 i No.02— kISR L OV 2 7 G

The data controller should have adopted the same prior measures as mentioned in part
2.1. and in section 2.92%. The major difference to the previous case is the lack of an
electronic backup and the lack of encryption at rest. This leads to critical differences in the
foIIowing steps.

—ZEEE L. KA FTA 5 21 i RO 2.9 HiXIZEHO b O & [FAEROF
m®ﬁ%%@%bfk<&%f%otom®$%&@£@@wi BNy
77y TORMPOT = ZREREOREHALORIMNTH L, Zhicky, HiFE
TIZRENIRENRAE T TL 5,

MAGREE : BELWVHEFEO Y X MM, 3 2.5 BilCiARH 5, Yix Kz A
NS 2.9 BT FERYT, 22T T T 7 18 [HEk. B 25m%m&Lf
WHHDEEZHND,

When assessing the risks, the controller should investigate the method of infiltration and
identify the type of the malicious code to understand the possible consequences of the
attack. In this example the ransomware encrypted the personal data without exfiltrating it.
As a result, it appears the risks to the rights and freedoms of data subjects result from the
lack of availability of the personal data, and the confidentiality of the personal data is not
compromised. A thorough examination of the firewall logs and its implications is essential
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in determining the risk. The data controller should present the factual findings of these
investigations upon request.

UR7FHE2AT OB, BEEIX, WBICEIVAEL I DBIIOWTHMT 720,
RAFEEREL, BEOHLa— FOMBEAZFE LR ITIER 6K, 205
FITIE, Zo AU =TICL VAT —Z R 5L SN2, GRS N2 -
Tz TORMHR, 7 —F EEROHEFERBEHIZH LY blesivic U A7 ITEAT —
ZOFAMENKDNTZZENEELE DO THY . AT —F OEE~DRE
FenweiiEENnND, VAZZHET 8. 77 AT U —ou 7 KOE I h
HENN D FHOMIEH RHEN LA TH D, 7 —FEHEFITEF IS TN
O OFHEN LI BN o ToFHEZ TR LT UTR 5720,

28. The data controller needs to keep in mind that if the attack is more sophisticated the
malware has the functionality to edit log files and remove the trace. So - given that logs are
not forwarded or replicated to a central log server - even after a thorough investigation
that determined that the personal data was not exfiltrated by the attacker, the data
controller cannot state that the absence of a log entry proves the absence of exfiltration,
therefore the likelihood of a confidentiality breach cannot be entirely dismissed.
THEHEFIL, XV EER LK EOSE, vl T 7 AV EimE IR A B bR
TOREN~ LY =27 I213H D Z L ZGHICEN T ITRBR0, #E-T, b
LHFREROr 7Y — =~ 7 OEEIIERZT > TR WS, ISR
RABIC KV BEANT =2 BHBEHEIZIV GRS TR S z% Th -
TH, T—HEFHE I 7 PRV ERT—X OB N2 & & FEH
LTWD EITEE TERnied, EHEORFOERELTERICEET D Z LT
TERRUY,

29. The data controller should assess the risks of this breach?? if the data was accessed by the

attacker. During the risk assessment, the data controller should also take into
consideration the nature, the sensitivity, the volume, and the context of personal data
affected in the breach. In this case no special categories of personal data are affected, and
the quantity of breached data and the number of affected data subjects is low.
T NREZFIZIVT 7 ASNISGE, T EHEFEITYARERFEDOY A &
Al L7227 57220, U A Z RO T — 2 BB T E . UEREICK
D RBLZT AT —2 OWE, B, EXOWEREZ B EIC AR T UL
B7puy B ZORGITIIAHIRFEOBEANT —Z I3 EEZ T TELT, REL
T T =2 OBER O EZZ T T2T — 2 EROBUID 720,

30. Gathering exact information on the unauthorized access is key for determining the risk
level and preventing a new or continued attack. If the data had been copied from the
database, it would obviously have been a risk-increasing factor. When uncertain about the
specifics of the illegitimate access, the worse scenario should be considered and the risk
should be assessed accordingly.

URAZ LAV ERRE L, FIHc e AT 2 B A B LT 5 72010, Mkl
MERRDT 7 2 ZNZOWTIERERIEMEZNET L EDNEHETH D, T —F BT —
HR=ZANHHEMEIN TGS, ZOZEIFHONII A7 2@ b EE L
STWETH S D, BIET 7 v AOFMPBHENTIZRWEE, LoENyT U4
B L, THUTESE Y A7 25l L2 i b7,

31. The absence of a backup database can be considered a risk enhancing factor depending on

13 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.
BN X252 b/6THFnDH 5] BIREBIZET LA X2 2%, mite, H{E 10 2%
e

o
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the severity of consequences for the data subjects resulting from the lack of availability of
the data.

T—=BR=ZADNNy T v TBREE LRV L1, T— X OO Kns b4
U7 —F ERICKETHEBEOFRAEIIE U T, VAZ Z@mbLBRLHLLRIN
LHAREMED B B

2.2.2 CASE No. 02 — Mitigation and obligations
2.2.2 #HHI No.02— U A 7 [ iE o O\ 75

32. Without a backup few measures to remediate the loss of personal data can be undertaken
by the controller, and the data has to be collected again, unless some other source is
available (e.g. order confirmation e-mails). Without a backup, data may be lost and the
severity will depend on the impact for the individuals.
Ny T T TRIRNGE, KRONWIEEANT —F 2807 572 OICEBE N LT
TORWEITIZE AL L, MOFRIE (EHEZROEF A —/VE) DFIHAIREZ
SEERE, T XAIIHEESNRTIR G, Ny 7T v TR WEA
T—HIIKONDIBENRDH Y . ZOWEZNEITE N RIZTTEREICL Y B D,

33. The restoration of the data should not prove to be overly problematic!* if the data is still

available on paper, but given the lack of an electronic backup database, a notification to
the SA is considered necessary, as the restoration of the data took some time and could
cause some delays in the orders’ delivery to customers and a considerable amount of meta-
data (e.g. logs, time stamps) might not be retrievable.
T2 BENTHMEAR TR RERGS. 7 OETTPWEICHELE 0D 2
LI THA I W, BN I T v TOT—ZX=ZANENR LT, 7
— X DOF IR ZE L, BESOFELOMNIIZENLE L LR Y | F
THYEOAZT =8 (B, XA LRAZTE) PEIRTERNEBEANH D
7o, SAICKIT HBHMA LI L BTSN D,

34. Informing the data subjects about the breach may also depend on the length of time the

personal data is unavailable and the difficulties it might cause in the operation of the
controller as a result (e.g. delays in transferring employee’s payments). As these delays in
payments and deliveries may lead to financial loss for the individuals whose data has been
compromised, one could also argue the breach is likely to result in a high risk. Also, it might
not be possible to avoid informing the data subjects if their contribution is needed for
restoring the encrypted data.
T =2 EERITHT HRFEMIONT S, AT —F 2 TERVWE#OR X,
K OENPRERMEHEOEBICLT- TG LV WKREEE (I3
HEGORIES) 1Zk> TR 5 5, ZIROMBOBIEIC LY, £OF—¥
MMRFEINTEANIE > TERE LEDOBKRICORNY 5 5720, BENRGWY X7
EREIELBENDR DD EFRSNDAREELH D, o, Bfbahicr —
Z DETCITT —Z FERD O DIEROBENMLE L R DGET, 7 — % ERITHT
DIAFINTEET HNRNTH A 9,

35. This case serves as an example for a ransomware attack with risk to the rights and

14 This will depend on the complexity and structure of the personal data. In the most complex
scenarios, re-establishing data integrity, consistency with metadata, ensuring the correct
relationships within data structures and checking data accuracy may take significant resources and
effort.

CHUIEANT — X OBHES ROREIC X 0 Br b, OBMERGE TIE, 7 — % O5eat,
DFY A X T —H LOBEEDOEIT, T — X HEEN O IE 72 BRI DR K VT — Z O IEHE
MEORER DT OIZ, R VY —=AKRNFIARNLEL D) 5 5,
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freedoms of the data subjects, but not reaching high risk. It should be documented in
accordance with Article 33 (5) and notified to the SA in accordance with Article 33 (1). The
organisation may also need (or be required by the SA) to update and remediate its
organizational and technical personal data security handling and risk mitigation measures
and procedures.

ZOFEHNL, T EROHEMERABRICHT DY ATZRHLN, @Y AT
FELRNWT U AT 2T HEO—HITH D, 533 5% 5 IS LE b, &
335 1 HICHE S SAICKT 2l A TR IT UL 2, RfhIXE T,
Z ORARRE S OB 728N T — & DL 272 BRI N U A 7 AR & & OV
NED BT N YGER KB L 720 55 ULSANHEZEEN D D) .

Actions necessary based on the identified risks

BEISNTZVRZICESEMLELRLER

Internal documentation Notification to SA Communication to data subjects
R SCEAL SA [Tk} % @ T — X ERITKRT 2 R
v v X

2.3 CASE No. 03: Ransomware with backup and without exfiltration in a hospital

2.3 FHPBINo.03 : WPEICBIT DT v LT =T HE (RN s T v 7, 7—4
AT HH )

The information system of a hospital / healthcare centre was exposed to a ransomware
attack and a significant proportion of its data was encrypted by the attacker. The
company is using the expertise of an external cybersecurity company to monitor their
network. Logs tracing all data flows leaving the company (including outbound email)
are available. After analysing the logs and the data the other detection systems have
collected the internal investigation aided by the cybersecurity company determined
that the perpetrator only encrypted the data without exfiltrating it. The logs show no
outward data flow in the timeframe of the attack. The personal data affected by the
breach relates to the employees and patients, which represented thousands of
individuals. Backups were available in an electronic form. Most of the data was
restored but this operation lasted 2 working days and led to major delays in treating
the patients with surgery cancelled / postponed, and to a lowering the level of service
due to the unavailability of the systems.

& HIRBE MR DGR AT LN T o LAy = 7 HBEICES b S, WE
FICLD T —FORESNBE LI, RREIINBOA N\—kFXa2 T
A BEEOHMMBEAERA L TRy NV =7 ZEHRL TW5, R4 T
DT —Z Dk OMNBIZIEE S NDEF A — Va2 EGle) 2B L7cr 7 2F]
HFARETH D, Hikv 7 KUMOREI > 2T APNE LT T — % Do OfE
R, HMBOY A NRN—F 2 VT 4 BREOYR— h 23T Eh L2 NEBRHE IR,
WANFT —F 2 HLLIZTETTHY ., T—FOGRILR -T2 & W LT,
BEe X, KEOM., INBE~DOT — X DOWNADBENZ L EZRLTND, 7
FICLVRBEZT AT —2i3, EBRVCERE, BT ACEDL LD
Thbd, BETHREXNTONY 7T v FIIFAAIRETH T2, 1ZEAEDT
—ZFET SN, TOERFT2ERBRE . FINOPIESIIEL 245 &
FH DRSO RIFIRBIERL T AT LOMEHAARREIZ & D ERZEAKEDOEK TIZ
DIRMN ST,
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36.

37.

38.

39.

2.3.1 CASE No. 03 - Prior measures and risk assessment

231 F0 No.03—FH R M 'Y 2 7 G

The data controller should have adopted the same prior measures as mentioned in part
2.1. and in section 2.5. The major difference to the previous case is the high severity of
consequences for a substantial part of the data subjects®.

TR EHET RTA BT A 5 2.1 Hi O 2.5 HilC5Eal o b o & [Rfk O FH]
DOXREBEH L T RETh o7z, AIOFEF L DOERBE L, T —FEERKDOK
HNCRAE D@V B E T 6 L2 L ThD %5,

The quantity of breached data and the number of affected data subjects are high, because
hospitals usually process large quantities of data. The unavailability of the data has a high
impact on a substantial part of the data subjects. Moreover, there is a residual risk of high
severity to the confidentiality of the patient data.

WPEILEY . REOT — X B> TniH 7, REEZZT T —XOEXVE
Brs Tl Tr—2 EROEIIZV, T —ZOFEHREIX. 7 — % EEROKIEIIC
RKEREEL L5, I5IT, BEDOT —X OB T DA E O &%
FUVRIBH D,

The type of the breach, nature, sensitivity, and volume of personal data affected in the
breach are important. Even though a backup for the data existed and it could be restored
in a few days, a high risk still exists due to the severity of consequences for the data subjects
resulting from the lack of availability of the data at the moment of the attack and the
following days.

REOHE, REOEELZZITTEAT —ZOWE, BBMELACEIZEHETH D,
T=EONRNy T TPHFELBA TT =22 e TcE 5L LTH, HEDRRA
K OEDOHOEAMICOIZ 5T — 2 ODFEHRENGAE L DT — X EE~DOEED
AN S, @Y A7 PMRIRTFIET D,

2.3.2 CASE No. 03 — Mitigation and obligations

232 Hf No.03— U A 7 KK E K 0555

A notification to the SA is considered necessary, as special categories of personal data are
involved and the restoration of the data could take a long time, resulting in major delays
in patient care. Informing the data subjects about the breach is necessary due to the impact
for the patients, even after restoring the encrypted data. While data relating to all patients
treated in the hospital during the last years have been encrypted, only those patients who
were scheduled to be treated in the hospital during the time the computer system was
unavailable were impacted. The controller should communicate the data breach to those
patients directly. Direct communication to the other patients some of which may not have
been in the hospital for more than twenty years may not be required due to the exception
in Article 34 (3) ¢). In such a case, there shall instead be a public communication?® or similar

15 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.

BN A7 261 bTBENOH L] BEEBICBET 2010 X 213, A, ik 10 &
M,

16 GDPR Recital 86 explains that “Such communications to data subjects should be made as soon as
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reasonably feasible and in close cooperation with the supervisory authority, respecting guidance
provided by it or by other relevant authorities such as law-enforcement authorities. For example, the
need to mitigate an immediate risk of damage would call for prompt communication with data subjects
whereas the need to implement appropriate measures against continuing or similar personal data
breaches may justify more time for communication”.
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measure whereby the data subjects are informed in an equally effective manner. In this
case, the hospital should make the ransomware attack and its effects public.

R 7RO T — 2 DR L TnWD Z &, FloT7 — X OE LIk ZE L,
Z OFERBE ORI KB/ EBIEN A U D AlReEN B D Z Eovh ., SA ~Di@HIT
VLRI END, B bENTeT—2OEHES, BEICKIETEENL, 7
— X ERIZK T HERFOEKIINETH D, BEEBFEMICFERE CIHEEELZIT T
BTORFICHEHDLL T — 2B b SNz, EEELZT-OXa sy Ba—F Y
2T LOME ARG FIZFEPE CIHRIEEZZT 2 TECho T BEDOHRLTH L, B
BHEIX, YAFICH L, T REFICOWTESEER LT b0, 20
ELLESRPE L TV Rino T ATREME D & 5 B 2 5 e 2 O BE T3 T 5 EH D
BT, 534 &5 3 H()DPIFMTE ST ERE N2V, TDO X RGE. T—4
FARDEE IR R BERR CHlAI S D K 9 72 KT Z VST 5 HIEICAE R
ENb B, ZoOHEFOLE, RWFEBEET o AT = T HEROFE DO FEEIZONT
NFRLRITHIT RS20,

40. This case serves as an example for a ransomware attack with high risk to the rights and

freedoms of the data subjects. It should be documented in accordance with Article 33 (5),
notified to the SA in accordance with Article 33 (1) and communicated to the data subjects
in accordance with Article 34 (1). The organisation also needs to update and remediate its
organizational and technical personal data security handling and risk mitigation measures
and procedures.
ZOFEFNL, T—F EEROHEF L OCARICKT 2@V AT BHLT LAY
THREO—HITH D, H 33 FRH 5 HICES E b, H33 55 1 HITKES< SA
ZRPT D8, KOV 34 5_5 1 IS 7F— 2 ERICKT & 2 1Th 2T h
T2 o2 [AYRBTITE 7. £ O/ K OCEIRR 228N T — % OZ 422 i
WM Y 2 7 ARG E K O FNEO BN N SGER LB L 72 D,

Actions necessary based on the identified risks

BEISNTZVRZICESEMLELRLER

Internal documentation Notification to SA Communication to data subjects
PR SCEAL SA [ZXE3 % @A T BRI KT 2 R
v v v

2.4 CASE No. 04: Ransomware without backup and with exfiltration
24 FHINo.0d: TV AU T HE (Ny T v T—2HA)

The server of a public transportation company was exposed to a ransomware attack

and its data was encrypted by the attacker. According to the findings of the internal
investigation the perpetrator not only encrypted the data, but also exfiltrated it. The
type of breached data was the personal data of clients and employees, and of the
several thousand people using the services of the company (e.g. buying tickets online).
Beyond basic identity data, identity card numbers and financial data such as credit card
details are involved in the breach. A backup database existed, but it was also encrypted

A B2 ZASATIEFITHER D K 9 7o BB RSBA LI O BhERE R 2 it S Te A ¥ o A % 2
HLOD, ARERR Y BN AFIRIICFEB TE D L o 1c, 7o, EERER L BB L
T, Ttz sy, flziE, BEREORZDY 27 X IG5 LBERH 5
ZliE, T A ERA~OEEEERT D Z LS D 0, )i, AT — 2B E Ok TSE
LR EDO IR T 5120 O R HEE O EmMOLEEENH D = L1, & HICHKT S
BERIR DD Z E &= IEMEL S D, | EWMBALTWS,
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by the attacker.
HONKRBELDOY—NR=—RNF o HF Ly =7 HEIZZ LI, FtoT—
AR YHFHBEFIZLI VBT b, NEHAEOREICLS &, JLAEFT—
A EEFIL LT TR, Glb LTWe, BEINET —% OFEIT,
BELROHEEDEAT —%, Y RICFELEDOY— R (T4 TOF7
v MEA, %) OFHEZERTAOBAT —F Thd, AN T —472
TR, BHMHEOFESK R LYy b — RIEREWVS 2B T —4
HLYUHREICEEL WD, Ny I T v 7T —XIIGFEET LN, T e
FlLkvgsibahi,

2.4.1 CASE No. 04 - Prior measures and risk assessment
241 F No.04—ZHI R M VU 2 7 G

41. The data controller should have adopted the same prior measures as mentioned in part
2.1. and in section 2.5. Though backup was in place, it was also affected by the attack. This
arrangement alone raises questions about the quality of the controller’s prior IT security
measures and should be further scrutinised during the investigation, since in a well-
designed backup regime, multiple backups must be securely stored without access from
the main system, otherwise they could be compromised in the same attack. Furthermore,
ransomware attacks may lie undiscovered for days slowly encrypting rarely used data. This
can render multiple backups useless, so backups should also be taken periodically and be
isolated. This would increase the likelihood of recovery albeit with increased loss data.
TR EHET RTA RT A 5 2.1 Hi O 2.5 HilCFEal o b o & [Ffk O FH]
DXREBEH L TBREThoTe, Ny I T v 7 T—2Fbold, ZHHK
BORBLEZ T, ZOZ X, FNET TEHEEOFENO IT OREEHEED
BIZOWTEMZR R L, HEZ T 5T TRICFEMIZHNO R ITNIER S
720N, e SIEUNCERE SN2 Ny 7 T v TRH O FTid, 5oy 77
THEEVAT NS L LR ERIRAFT LI ENRDLND, S bke<
X FA—DORETEBEDO NNy 7T v IFPNRELZITLARELRH LN TH D,
iz, Zo¥ Ly =T HEIL, HHBHEORNT —F 2 Rx Il 5k LoD, &
AHMFERLSNRWEEFETL2H603H D, ZIUTEVEEO Ny 77 v 70l
AL R DAREMEDR S D72, Ny 7T v 72 EBIIC/ER L, UIVEEL Tk
IR IUEZR B2V, ZHUC KD T —F QR OERIZ) b BT E T O F R
ERELTHAD,

42. This breach concerns not only data availability, but confidentiality as well, since the
attacker may have modified and / or copied data from the server. Therefore, the type of
the breach results in high risk'’.

WBEZEPY == T = F 2 WERO/ NIERH L T L BZNRH LD,
VHRETT =2 O T TR JREEICLEDL, TD), ZOMEEO
RETEWIRAZEZHTH6T Y,

43. The nature, sensitivity, and volume of personal data increases the risks further, because
the number of individuals affected is high, as is the overall quantity of affected personal
data. Beyond basic identity data, identity documents and financial data such as credit card
details are involved too. A data breach concerning these types of data presents high risk in
and of themselves, and if processed together, they could be used for — among others -
identity theft or fraud.

17 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.
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44,

45.

46.

47.

MR Z AT — 5 ORI, BEE2ZIEHEA OSSN0, HAF
— 5 OWETT, IR ORICE > TY X7 13 E BICE< 2D, KANRY T —
BIF TR ARTHERTY LYy bh— FERE VS EMB T — 5 b
T TWD, TRHOMEADT —ZIZHTRET. THEETY 2705 <,
H LB D & BRI, ID BT ID FEEKICHEH SN A AIREEN S 5,

Due to either faulty server logic or organizational controls, the backup files were affected
by the ransomware, preventing the restore of data and enhancing the risk.
==y 7 IO EBARRH O RMEONT NN LD Ny 7T v 77
TANNT oY LY 2T REORELZIT, ZNICXV T —2%2E LT 52N
TET, VAIPREE-T,

This data breach presents a high risk to the rights and freedoms of individuals, because it
could likely lead to both material (e.g. financial loss since credit card details were affected)
and non-material damage (e.g. identity theft or fraud since identity card details were
affected).

Wy F— 2 2E T, MERREE (VLY y M — NERNEELZ T2 LI
LD @&ERRK. F) MOFEMERNRBEL (D I— FMERPZEEZZ T2 L1
L2 IDBECSUTIDFEIR, 55) OmGIZEN D iethEnH 5720, HADOHEF] KD
BHIZHT 2@ A7 2 b 7267,

2.4.2 CASE No. 04 — Mitigation and obligations

2.42 il No.0d— U A 7 (K E K O'FH

Communication to the data subjects is essential, so they can make the necessary steps to
avoid material damage (e.g. block their credit cards).

T — 2 EERPMERN B ERRET SO0 ERFLET (LY y NI— RO
frik, %) AL LNTEL LD T— A EE~DEKILHATH D,

Aside from documenting the breach in accordance with Article 33 (5), a notification to the
SA is also mandatory in this case (Article 33 (1)) and the controller is also obliged to
communicate the breach to the data subjects (Article 34 (1)). The latter could be
undertaken on a person-by-person basis, but for individuals where contact data is not
available the controller should do so publicly, provided that such communication would
not be susceptible to trigger additional negative consequences on the data subjects, e.g.
by way of a notification on its website. In the latter case a precise and clear communication
is required, in plain sight on the homepage of the controller, with exact references of the
relevant GDPR provisions. The organisation may also need to update and remediate its
organizational and technical personal data security handling and risk mitigation measures
and procedures.

ZOFGITIE, H 33 545 5 HIZHED S LEDITA, SA (X Dl MZH T
bV (FIBLHRFE1H) | FEEHT LT X ERICHT HREEOEHKOREE D
5D (F3FEE1H) , 7T —FERITHT HEGIXEEATI 2N TE LN,
AT —Z DEHTERWVEAICHOW TR, SRS FIEIC L0 7 — & BRIk
LB BB L2 S E 2T 2 LI b 20 Ga, BEEEX, flxiXy o7
A~ EToimEmE o2 FIET, ARICE HEKEE LRTE e bRy, %RED
Salid, BEEOR— L= RICHRIZ LT WHIET, BED GDPR 5%
HADOWMERZ AT, BN OWMEER T 5 2 LB & D, AT
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Actions necessary based on the identified risks

BESNTLY AT ICESTHVELRLBE

Internal documentation Notification to SA Communication to data subjects
R SCEAL SA 2564 % 1w AN T — ERITKRT 2 R
v v v

2.5 Organizational and technical measures for preventing / mitigating the

impacts of ransomware attacks
25 TUV AU =T HBO; I SBAKIRO T2 D ORFREY K OB By 22 Fi &
48. The fact that a ransomware attack could have taken place is usually a sign of one or more
vulnerabilities in the controller’s system. This also applies in ransomware cases in which
the personal data has been encrypted, but has not been exfiltrated. Regardless of the
outcome and the consequences of the attack, the importance of an all-encompassing
evaluation of the data security system - with particular emphasis on IT security - cannot be
stressed enough. The identified weaknesses and security holes are to be documented and
addressed without delay.
TV AT =T HWENEZDE LV D FRITEE, BHEDO L AT KDL
FOMEFER S D Z EERLTND, 2O LIIEANT — X BB XT3
BUTEEN ST T o AT 2 T HEOr — R H Y CTE D, HEBEORE L AT
MO LT, R IT EFXF 2V T ICHAZEN, 7—FD0kX2 VT VAT
BROUFER LM OBEEMEIT, WSO L TH LIBE D Z LiEvn, FE
EINTEFEEOEX 2T 4 B— O TIELEN L, RYITER 2 L L
AN DR A ECAN VAR

49. Advisable measures:

P LW

(The list of the following measures is by no means exclusive or comprehensive. Rather, the
goal is to provide prevention ideas and possible solutions. Every processing activity is
different, hence the controller should make the decision on which measures fit the given
situation the most.)

(FREDFED Y X FME, ZHLNDIE ZHERT 56 DT 2T aidimd S
BTV, LLAIERERDNEZR bALMIEFEDOIRIEEAE T 5D T
bS, MRIFENTZNENER D20, EBFITKRILIZIE U T add 72 1 1E 2 Ik
JELRITIUTZR S0, )

¢ Keepingthe firmware, operating system and application software on the servers, client
machines, active network components, and any other machines on the same LAN
(including Wi-Fi devices) up to date. Ensuring that appropriate IT security measures are
in place, making sure they are effective and keeping them regularly updated when
processing or circumstances change or evolve. This includes keeping detailed logs of
which patches are applied at which timestamp.
[f— LAN (Wi-Fi 2251 RiChHoY—~— 7747 b~ BET
DRy FT =7 arsR—=3 s ROZDMOEBILE LO7 7 —Lb0 =27 &
&v~%4V7VZ%A&wa)&~yayy7 NS 3 kN SIS
o WY IT OZREHIELR T LI L 2R L, TIL0 ZHMEITER R
L. BOE L <UPRPUCET IR & 2B IXF IS H T 5 L O HEFF
?6o_h X, EDOXA LAZ L FIZEDO/Ry FREH I TV DO
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Designing and organising processing systems and infrastructure to segment or isolate
data systems and networks to avoid propagation of malware within the organisation
and to external systems.

FLREN M O AT A~D~ IV = 7 OYEREZ T A7, 55— 2 EFH
VAT LERY VT =T BXGTHXIIDHET D KDWY XA T AR v
7 T ZiEt M ORERET %,

The existence of an up-to-date, secure and tested backup procedure. Media for
medium- and long-term back-up should be kept separate from operational data
storage and out of reach of third parties even in case of a successful attack (such as
daily incremental backup and weekly full backup).
%%T BRNDT A NEFEDONy 7T v TFRIEOHFE, FEMW A 7T
C(AREI N 7Ty FROBEIR I NNy 72T T E) D=0 i gk
mi\$%¢®7 H e AR —=UNBUIVEEL, WENRD LTS AETH
STHHE FHANEMTELRNI D ITHRE L TE2RITIT R B0,
Having / obtaining an appropriate, up-to-date, effective and integrated anti-malware
software.
BYIT, &FO, AT, 2OMEINTE~NAV T2 TRKY 7 U =7 2%
Fi/ANFT 2,
Having an appropriate, up-to-date, effective and integrated firewall and intrusion
detection and prevention system. Directing network traffic through the
firewall/intrusion detection, even in the case of home office or mobile work (e.g. by
using VPN connections to organizational security mechanisms when accessing the
internet).
WEIT, BEDO, AT, hOoMEINTZT 7 AT U+ — L R OMR AR -
RAPIIEY 2T A2 RET D, ETHHE XLV ET— T —JRRIZBWN TS,
FIZIE, A Z—Fy N T 7B ARRICHEB R EX 2 U T 4 A=K L~
? VPN Bz i+ LI2kY) 7747 U — NV RAKIS AT L
WLTHRy NT—2 RS/ D,
Training employees on the methods of recognising and preventing IT attacks. The
controller should provide means to establish whether emails and messages obtained
by other means of communication are authentic and trustworthy. Employees should
be trained to recognize when such an attack has realized, how to take the endpoint out
of the network and their obligation to immediately report it to the security officer.
PEEBITH L, IT WAL, LT 2 HECET 2314 T+ 5,
EEEIL, B2 EKFE TG LEET AV EOA vE—VOHEIEMR &
EHEMEZHERT 2 FRARMET L2 L, WEERIF. 20X 5 RBEN VO
TV, &@io CHRE Ry F U b T, E TR A
2 V7 4 BEEIC WZHE T 2B HOWTRIRT L, A2 T 72T
TR B 720N,
Emphasize the need of identifying the type of the malicious code to see the
consequences of the attack and be able to find the right measures to mitigate the risk.
In case a ransomware attack has succeeded and there is no back-up available, tools
available such as the ones by the “no more ransom” (nomoreransom.org) project may
be applied to retrieve data. However, in case a safe backup is available, restoring the
data from it is advisable.
WED B D, VA7 Z2 & 5720 0@ efHEz2 o4 2 &
NTELHLH, BEOH D 2— FNOFBELFFET DB T 5, 7

Adopted - after public consultation

26



VAT 2 T HENRIH LN 7T v TR 0EE.  [no more ransome (/ —
E7 7% L) | (nomoreransom.org) 7Y =7 FRREMETHE DR ED
FIHAREZR Y — V2T — X2 DEIFICEHA T 2581355, LrL, ©E&k
Ny 2T v TIRFHATELHEITZ I T — X252 E LT DHIENREE LY,

e Forwarding or replication all logs to a central log server (possibly including the signing
or cryptographic time-stamping of log entries).

BToOr 2R RERO R 7Y — "—CIEEIERT S (R Thiide
T N OB I AL INTZZ A DAZ T HET)

e Strong encryption and multi factor authentication, in particular for administrative

access to IT systems, appropriate key and password management.
BRIl AL M NS ERRRAE, FRIC IT VAT A~OFHT 7+ A20%, @Y
TR TR N OV A T — RAE P,
* Vulnerability and penetration testing on a regular basis.
EHR e MasatEZ W R O FL—a T R b,

e Establish a Computer Security Incident Response Team (CSIRT) or Computer Emergency
Response Team (CERT) within the organization, or join a collective CSIRT/CERT. Create
an Incident Response Plan, Disaster Recovery Plan and a Business Continuity Plan, and
make sure that these are thoroughly tested.

NIy Ea—2eXa VT 4 v T7 2 MxbiiTF—24 (CSIRT) A L<
=B a— 2 BEsHEF —2L (CERT) Z&{ET 5. TIL[F CSIRT,/CERT (2
BINT B, A7 2 bRUGEHE, SCFER A FHE & OV 2EAkfe it m 2 5K E L.
ZNORREMIZT A &5 L9 MRT 5,

* When assessing countermeasures — risk analysis should be reviewed, tested and
updated.

KSR O 2 T T 28T, VA7 otz /lEL, T2 ML, EHT 5,

3 DATA EXFILTRATION ATTACKS
3 THEIT DK E

50. Attacks that exploit vulnerabilities in services offered by the controller to third parties over

the internet, e.g. committed by way of injection attacks (e.g. SQL injection, path traversal),
website compromising and similar methods, may resemble ransomware attacks in that the
risk emanates from the action of an unauthorized third party, but those attacks typically
aim at copying, exfiltrating and abusing personal data for some malicious end. Hence, they
are mainly breaches of confidentiality and, possibly, also data integrity. At the same time,
if the controller is aware of the characteristics of this kind of breaches, there are many
measures available to controllers that can substantially reduce the risk of a successful
execution of an attack.
BHENA VF—Fy b ETHE=FITRET 2 — 22T 2 Mesatt 2 F 9
DHEE PIZIE APV va BB SQL A V=T v a VB NART
NP LK ) T A P A~DRIET 7 & X R OFRED FIEIC X 5B
X, EAEROE =FHDITANLELDY AT LWHIHTT U LY =T HEIZE
TWDDh LIVRWDS, MEEEBEIT@EE M O hOEE R B0, HAT—
ZaEi GREOEHATAZEE2HNE LTINS, BXIT, YK BIL, I
T = DOWENDRETHY, BRILL T T — 2020 REICL R D,
[FRFIC, BHEE D Z OMOREOREZETHEL TWDIGE. WENHRITL Y X
7 e KIRIARIRT 5 2 L A3 Re7r, EHEER DA TE 28k% & 1 & 5,
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3.1 CASE No. 05: Exfiltration of job application data from a website
3.1 FHfINo.05 : V= 7Y A FDOREHFIAET — X DLFHL

An employment agency was the victim of a cyber-attack, which placed a malicious code
on its website. This malicious code made personal information submitted through
online job application forms and stored on the webserver accessible to unauthorized
person(s). 213 such forms are possibly affected, after analysing the affected data it was
determined that no special categories of data were affected in the breach. The
particular malware toolkit installed had functionalities that allowed the attacker to
remove any history of exfiltration and also allowed processing on the server to be
monitored and to have personal data captured. The toolkit was discovered only a
month after its installation.

B NHRESHDY A A—BOROER L 72 Y | BEOHHa— FBERLED Y
=7 A b RIZEOIAENT, ZOEEDOH D a— N, T T A v LK
HIAZ7 r—LZ B LTRSS, V=7 —— RITRFEIN S EAFHRZ .
HEAESR D NIZKE LT 7 B R EARRICT DD TH o7, 213 DHFLILET +
— LN RTINS DN, WEETT e T —Z DT ORISR, Kl
RREEOT — X IREORBELEZ T TRV SR SN, £ A F—L&h
T ZOREDO~NANT =TV — ¥y MIE, WBEENGROBREZHIRTE 5
BERENR SV | Foh—— EOWMF AR L CTEAT — & 5 T & HHRE
Holo, YUY —NFy MIA VA=A EINTHD 1 HTAKICE I HEA
ST,

3.1.1 CASE No. 05 - Prior measures and risk assessment

3.1.1  Ffl No.o5—FRII R L O U A 7 ZFAfh
51. The security of the data controller’s environment is extremely important, as the majority

of these breaches can be prevented by ensuring that all systems are constantly updated,

sensitive data is encrypted and applications are developed according to high security

standards like strong authentication, measures against brute force, attacks, “escaping” or

“sanitising”*® user inputs, etc. Periodic IT security audits, vulnerability assessments and
penetration tests are also required in order to detect these kinds of vulnerabilities in
advance and fix them. In this particular case, file integrity monitoring tools in production
environment might have helped to detect the code injection. (A list of advisable measures
is to be found in section 3.7).
TOXEIRBEORYIL., BETCOUVAT LAOFERH, v v T 475 —H DK
Tt RO RREE, 70— N7+ — AWER, 22— —ASD =27 —
T E =247 Bl nwol@mEREXa ) T 4 BRI ST
TV r—a COBREMET D Z EICE VEFIERER 2D, T — X EFHEF DR
BROREMIFIMO CEETHDH, 29 LI-FHBEOMBMEEZFANIHRA L, EIET
Lz, EWRZR T O®xF 2V T o BEA, MesstERk, KOSk hL—a T
ANBYBETH D, ZOREDFEHIDOLE, AFREICBIT 57 7 A VOEREN
AT Y — A RNEE R a— FOHIAL DRSNS T2 Ly (EF
LWHED U 2 MZOWTIIARTA RT A4 V3.7 HiXESR)
MAGREE : EELWHFEDO Y X ME, # 34 SlZHHANH D, U%TA FT7A

18 Escaping or sanitizing user inputs is a form of input validation, which ensures that only properly
formatted data is entered into an information system.

a—WP— AN DO A —T IV =2 AP T iE, ANMEO YR IEDOTER—>Th
D, ELWERODT =X DLNERVAT DA EIND L OHET IO THD,
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VNI 3.7 BNEFEEE . 2 TIEE 34 HiESAL WAL EEZ BN
%o

52. The controller should always start to investigate the breach by identifying the type of the

attack and its methods, in order to assess what measures are to be taken. To make it fast
and efficient, the data controller should have an incident response plan in place which
specifies the swift and necessary steps to take control over the incident. In this particular
case, the type of the breach was a risk enhancing factor since not only was data
confidentiality curtailed, the infiltrator also had the means to establish changes in the
system, so data integrity also became questionable.
BHEIL, FOXLINREEEY EDREDVEFET D200, REOFHEZIED D
BRIHEIC, ETHEOREIOEDHTELRET D Z LN LBORITHIT RS
W, THERRLGEMIAT O TLOICEHE L. A 0T v MEfl#ET 57291
D _RBENOME e TR CTEHTE LicA o7 v bRHGEE Z #ENL L TR
RITITR B2, ZOREDHEF TIX, T — X OB ERDNTZIZIT TR
<V BRAEBRVATLANEEET LD HEBALTWEZ LIZL Y TF—F2DEatt
IZOWThEbNTo), REOCHENY A7 2@ L EHR LTz,

53. The nature, sensitivity and volume of personal data affected in the breach should be
assessed to determine to what extent the breach affected the data subjects. Though no
special categories of personal data were affected, the accessed data contains considerable
information about the individuals from the online forms, and such data could be misused
in a number of ways (targeting with unsolicited marketing, identity theft, etc.), so the
severity of the consequences should increase the risk to the rights and freedoms of the
data subjects®®.

RENT =2 ERICKIT LB OREZHMT 2720, REFICLVZELZT
TAENT — 2 OME . BEWMIER O 23 L2 T 0T 67220, KRl e flida o E
AT —ZIEFEBEEZIT TRV, T/ BASINET X234 T4 07 5 —
AP OOFYEOENCET HHERDEZENTEBY ., 2O LI RT —FITEZHER
FETER SN RN S LT (RKHE~—7 7 7, ID EIRE) | 4%
WREROTRAEICE Y T — 2 FROHR KO E RICKT 5V 27 134K BRT D 2,

3.1.2 CASE No. 05 — Mitigation and obligations
3.1.2 Hfi No.05— U A 7 It & e ONFe 5

54. If possible, after solving the problem, the database should be compared with the one
stored in a secure backup. The experiences drawn from the breach should be utilized in
updating the IT infrastructure. The data controller should return all affected IT systems to
a known clean state, remedy the vulnerability and implement new security measures to
avoid similar data breaches in the future, e.g. file integrity checks and security audits. If
personal data was not only exfiltrated, but also deleted, the controller has to take
systematic action to recover the personal data in the state it was in before the breach. It
may be necessary to apply full backups, incremental changes and then possibly rerun the
processing since the last incremental backup — which requires that the controller is able to
replicate the changes made since the last backup. This could require that the controller has
the system designed to retain the daily input files in case they need to be processed again
and requires a robust method of storage and a suitable retention policy.
ARE C X, BRI, T—FRX—RE BRIy 77 v FIRIEI T

19 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.

MW A7 28720 TBFN0OH 5] BIHEKICET 04 X A%, mite. {10 250,
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WHHLD LT HRETH D, URENOHONT-RERE IT A7 7 OFH
WZIENSRIT T e b, T — X EHEIT, B2 TEE2TOIT VAT L%
DT U —7RREICRE L, Mgt 2 EIE L, 5% FEOT — X REDORLE %S
T 572008 -2 EE, BlzX. 77 A VOEESEOMR Lt F =
V7 EREZFE L TR 570, AT =2 NGIRENZT Th]EE
SINTHA. BEHER. AT — X 2REFIOREBICEICT 572012, KR
T2 L R T IR B R, ARy 7T v 7OmA, 8o koA, £ L
TWRIZ, ATRECTHIVTEE DEI /Ny 7 7 v T LI O MBRIRREIZ R4 Z L A B
12720 H B, ZOBRE. BHENMEBEONY 7T v I LUBOEEEZFHETX 54
ERb D, ZiCiE, BEENHELETLIMLNERNDLGEAICKATHRAT Y
FANERET AL OREFEINT VAT LARMZDZ EBMETH S AHEMERH
D, F72ZOFOIITERE A RAFTE R OE Y e R RS AR S D,

55. Inlight of the above, as the breach is likely to result in a high risk to the rights and freedoms

of natural persons, the data subjects should definitely be informed about it (Article 34(1)),
which of course means that the relevant SA(s) should also be involved in the form of a data
breach notification. Documenting the breach is obligatory according to Article 33 (5) GDPR
and makes the assessment of the situation easier.
FREEEx,. ZORBFIIZARAOHEANEOEBIZHT 280 27 28 ESE
LRENNOH DD, T —F FRIFMERICYZRF IOV TEE Z 2T 2T L
72579 (GDPREE 34 5 11H) . 2O LMK, BT 2 SA © 7 — Z{ZEwma
EVO B TP > TS 522 L AE%T 5, GDPR % 33 556 5 HIZESRED
XEMTIES THY . EF; LT 52 LIRRMOF M EZ RS 2T D,

Actions necessary based on the identified risks

BEINZY) R 7 IZEISEMNELRDEE

Internal documentation Notification to SA Communication to data subjects
IR SCEA L SA LT3 AN T — X ERIZHT T 5
v 4 4

3.2 CASE No. 06: Exfiltration of hashed password from a website
32 FHINo06: VT VA IELDONY Y2 b ENTZ/NAT — ROLFHL

An SQL Injection vulnerability was exploited to gain access to a database of the server

of a cooking website. Users were only allowed to choose arbitrary pseudonyms as
usernames. The use of email addresses for this purpose was discouraged. Passwords
stored in the database were hashed with a strong algorithm and the salt was not
compromised. Affected data: hashed passwords of 1.200 users. For safety’s sake, the
controller informed the data subjects about the breach via e-mail and asked them to
change their passwords, especially if the same password was used for other services.
saL A ¥ ¥ a L OfFENER S, HOEEY A FOY—"— DT
—FRXR=2ANT 7RI, 2P —Fa—P - L L TEEDRAL %
RITLZLDHBFINTWe, ZOHBMIZEFA—AT FLAZEHT 5 Z
RIS TV oTe, T N—RRFEINTZNRAT — N7
TNAIYZLZED Ay v afbE3NTEY, EDOYILE~ORET 7 A
hols, BEBEZIFET —XiF, =—%—1,200 &5 Dy v afbIhioS
AT — R, B0, EREIT—FERIH L, BEFA—LZEL TR
FEEREML, FFICR—DONRAY — RO —ERIZEH L TW D54, N
20— FEEET L L IRDT,
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3.2.1 CASE No. 06 - Prior measures and risk assessment
3.2.1 Hifl No.06— kIR LK OV 2 7 G

56. In this particular case data confidentiality is compromised, but the passwords in the
database were hashed with an up-to-date method, which would decrease the risk
regarding the nature, sensitivity, and volume of personal data. This case presents no risks
to the rights and freedoms of the data subjects.
ZOREDOEFITIL, T — X OWEMENMREINTVEN, T —FX—=ZHNDN
AT = RERFOFECEID Ny v afbEnTHEY, ZOZEBENT —Z DM
B, BBHELOEICEAT L) A7 2R T EED, ZOHEMIE. 7 — % EEROHEFR]
EOBHHBICHTHYV A7 2 H706T 5O TIERND,

57. Furthermore, no contact information (e.g. e-mail addresses or phone numbers) of data

subjects was compromised, which means there is no significant risk for the data subjects
of being targeted by fraud attempts (e.g. receiving phishing e-mails or fraudulent text
messages and phone calls). No special categories of personal data were involved.
ST, T—F EEOHEKLENSR (BEFA—LT FLAXTEFESTE) ~OR
E7 78 2137<, ZOZLiE, T ERDPFERORLOERN L 2D (T4 v
VT ANV ITFEROT A R A v —URREMENE ST D, ) Lo E
KRRV ZATZITIRNZ L2 EWT 5, FrlRFEEOMAT —Z 3G TR,

58. Some user names could be regarded as personal data, but the subject of the website does

not allow for negative connotations. Although it has to be noted that the risk assessment
may change?’, if the type of the website and the data accessed could reveal special
categories of personal data (e. g. website of a political party or trade union). Using state of
the art encryption could mitigate the adverse effects of the breach. Assuring that a limited
number of attempts to login is allowed will prevent brute force login attacks to be
successful, thus reducing largely the risks imposed by attackers already knowing the
usernames.
—EO =P —LIIMENT —F L BRI SND AR D A 5 DY, UL T =7 A
NOFEBIIRAT 4 7T REWREWERFORMIT RV, —FH., v=T7 A O
KT 7B A STeT — 2 DRI EOEANT — % 2B 6000 T 2 WREMED &
%6 (BOEXIITHEMEO T =7 A b, %) | VAZFHEREDY 952 &
WCEE LRTNER 6220 2, O el o2 Licky, REOHEE
BN SNDAEEERH D, v 7 A VTR ORIRZMERT 52 &1L, 7
—h 7 =20 A L BEORHESIEL, Lo Ta—F—F—AZBEIZH-
TWOHBENRHLTZHT U X7 2 KB LT,

3.2.2 CASE No. 06 — Mitigation and obligations
3.2.2 Ffil No.06— YV A 7 (K i Jo O\ ¥

59. The communication to the data subjects in some cases could be considered a mitigating
factor, since the data subjects are also in a position to make the necessary steps to avoid
further damages from the breach, for example by changing their password. In this case,
notification was not mandatory, but in many cases it can be considered a good practice.
T2 ERGREFICLDERLIBELEIT D1 DICMERFLET, HlziX, <A
U— NEFEEZHELDHZENTE LD, FBHICL > TR, 7 —F EER~EKT
HTENV AT ERBT DBRD DL BT IENTELTHA I, SEIDHE
B CITERE IZRHE TIERWA, Z< DT —ACBWTEE LWVMEITE AT 2 8
NTXE B,

20 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.
EWI R 7 20T BENOH L) TREFITET H 04 X A%, Aife, 10 =5/,
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60. The data controller should correct the vulnerability and implement new security measures
to avoid similar data breaches in the future like, for example, systematic security audits to
the website.

T2 EHFE I EEE L, SREROT -2 REOFKAEZYILT 5720,
BIZIED =7 A M T 2R Ex 2 T o BEED K S e, Fiichd ety
HHFE 2 FE LRI E 7R 6700,

61. The breach should be documented in accordance with Article 33 (5) but no notification or
communication needed.
ZORFEIX, GDPR & 33 L5 5 HICHE S CEAL LR T U B 7203, lHI X
(TSI T B R SR,

62. Also, itis strongly advisable to communicate a breach involving passwords to data subjects

in any case even when the passwords were stored using a salted hash with an algorithm
conforming to the state-of-the-art. The use of authentication methods obviating the need
to process passwords on the server side is preferable. Data subjects should be given the
choice to take appropriate measures regarding their own passwords.
Flo, NRAT=RICHEDLLIEFEELZT —F EERICEET L2 L1E, Wk DHHAT
b, TEZANAT = RNREFOT NI ZAZELD YV MEED/ Ny 2%
ThREINTWEEATho7t LThH, MCEELWHETH D, — S—1l
THRAY — RS 2 B2 BT 2 E F NOMERANR LV EE LW, T—
HZERICHT L, AHD/RAT— RIZoWCEbIZR#EZ b Lo @iz 5
XHRXRETHD,

Actions necessary based on the identified risks
BEINY R IZESENELRIEE
Internal documentation Notification to SA Communication to data subjects

R SCEAL SA |ZXt9 5@ % T — & RIS SRS
v X X

3.3 CASE No. 07: Credential stuffing attack on a banking website
33 FHfINo.07 : N F LT HA RADI VLT U X NVAY T 4 TIEE

A bank suffered a cyber-attack against one of its online banking websites. The attack
aimed to enumerate all possible login user IDs using a fixed trivial password. The
passwords consist of 8 digits. Due to a vulnerability of the website, in some cases
information regarding data subjects (name, surname, gender, date and place of birth,
fiscal code, user identification codes) were leaked to the attacker, even if the used
password was not correct or the bank account not active anymore. This affected
around 100.000 data subjects. Out of these, the attacker successfully logged into
around 2.000 accounts which were using the trivial password tried by the attacker.
After the fact, the controller was able to identify all illegitimate log-on attempts. The
data controller could confirm that, according to antifraud checks, no transactions were
performed by these accounts during the attack. The bank was aware of the data breach
because its security operations centre detected a high number of login requests
directed toward the website. In response, the controller disabled the possibility to log
in to the website by switching it off and forced password resets of the compromised
accounts. The controller communicated the breach only to the users with the
compromised accounts, i.e. to users whose passwords were compromised or whose
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data was disclosed.

BLRITOF L TA N T T A FD LD, PAN—KEEZ T, 4
WL, HAHRFEV o — IR T — K& ffiva 7o VR[RER AT
Dax—Y—ID ZHZFETHZLEEZHMNE LT\, NATU— R 8 M TR S
NTWs, v=7% A FOMEFHEICEY ., RSN ANRAT—RFBIELL %2
WIRERAITHERBEICE DL T AW L b bd . T —% ERICET 2
fE (K4, MERI, AFA B, HAR, MiEES. =—%—ID &%) K
BAICRR LA bH o7, ZHICEY, $5 10 FADOT —F TN E %
Zi T, WEBEIX, 2B, YHKBENR L RN AT—-REHEHL
TUW=H9 2,000 Ay DT T b~ 7 A AR L=, F%, BEEIT
ETCORERB T A VTR ET D Z Lk, BEE X, RIER L
BICEY, WBHZNOEDOT AT MTBWTEEBI R o722 & 2R T
X7, BT, EX 2T AR —Sa v A —RNYE Y 2 T A MT
SLKEOO A VEREBRMLIZZEIWCLY, YT — 2 RELZRH LT,
BEHEIIZNIZHIGL T, -~ A Vv OEIEIZEDV D =T WA b~Da s A v
ZARAREIC L, RET 7B RAENET AT FORRT— RE##H Y &y b
L7z, BEHEFIIRAET Z7®8RAENT, Bl2iX, "RV RRBRREEZZITEX
7 —ZBNIRER LT T hOa—F —ZDOREEZERL LT,

3.3.1 CASE No. 07 - Prior measures and risk assessment
3.3.1 HP] No.o7— SR SR L TV Y A 7 2

63. Itisimportant to mention that controllers handling data of highly personal nature?! have a
larger responsibility in terms of providing adequate data security, e.g. having a security
operation’s centre and other incident prevention, detection and response measures. Not
meeting these higher standards will certainly result in more serious measures during an
SA’s investigation.
fesD TN ZREE D7 — 2 2 2l 5 e, BHEIT DT — 2 0L E
T o2&, Bl EXa2 VT4 AR L —va kX —0ORE, TOMD
AT hOPIE, BEE OISO OHEZ#H LD LICO>NWT, LV E
REBELEZAI EVWI ZEICERTHIENEETHD, ZRHDXHI LV E
WIEHEZ 72 LTRG-S, SA OFREIZH W TH BN X0 gk LU MEE 2 ELD
o,

64. The breach concerns financial data beyond the identity and user ID information, making it
particularly severe. The number of individuals affected is high.
ZORFRZHTHERM A=Y —ID [FROLLROTMET -2 DL 2D, FF
CRA2 b DT %, B a2 T DIENOEITZ N,

65. The fact that a breach could happen in such a sensitive environment points to significant
data security holes in the controller’s system, and may be an indicator of a time when the
review and update of affected measures is “necessary” in line with Articles 24 (1), 25 (1),
and 32 (1) of the GDPR. The breached data permits the unique identification of data
subjects and contains other information about them (including gender, date and place of
birth), furthermore it can be used by the attacker to guess the customers’ passwords or to

21 such as information of the data subjects referred to payment methods such as card numbers, bank
accounts, online payment, payrolls, bank statements, economic studies or any other information that
may reveal economic information pertaining to the data subjects.

TR EERON— RE, SITOE, T4 U 3h, b, SITIGIIME, BEEOR
&, TZEOMT —F FRICEHT 2 RFEDOTHER AR L 5 DIERE. FAHIEICSRIN
L7 =2 FRDOERE VST H D,
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run a spear phishing campaign directed at the bank customers.

ZOXOIREBUVT 4 TRBRICBWTRENREL D 20 FEIT, BHED
VAT LARNICERRT =X DX 2 VT 4 R ABGFIETHI L&KL, GDPRE
24 5RF 1, 5525 455 1 KLUV 32 &_5 1 HIZHEW, R LT THEO RE
LEOEFB WD TLE] OO L 2D 5 2, SEREFEI LT — 2%,
T—HERKE—BICHBNT O L EAREIZTZ2LDOTH D, £oT7 — X ERICH
T AHMOER (MR, AFA B ROHARSE) 250 T, Y RITEICK
BHIZED BEDO/NSAY — ROHER XL HBITORE Z T AT 7 1 v
U TWEIIFIHEN DS RN S D,

66. For these reasons, the data breach was deemed likely to result in a high risk to the rights
and freedoms of all the data subjects concerned?. Therefore, the occurrence of material
(e.g. financial loss) and non-material damage (e.g. identity theft or fraud) is a conceivable
outcome.
INHOEBICZEY, YT —HREFMRT 22 TOT — % FIROHERN KO H
I T DmWY A7 2 REIEDLIBENNDH D RSN 2, 1E5T, ME
HI7eE (BERRVIRRSE) K OFEMPER 7248 (ID IHUE ID FRIRSE) DIEAEIL,
EXONDERTH D,

3.3.2 CASE No. 07 — Mitigation and obligations
3.3.2 Hf No.07— U A 7 K & e ONFe 5

67. The controller’s measures mentioned in the case description are adequate. In the wake of

the breach it also corrected the vulnerability of the website and took other steps to prevent
similar future data breaches, such as adding two-factor authentication to the concerned
website and moving up to a strong customer authentication.
FHFHATER SN TV LIEHEOHEIIZ Y Th D, RELZITEHEITE 2,
U7 A NOMEFEEAEIEL, FIZITSNREEELZIT LV 2T A b0
FARAED BN K OB RBEFEAE~DRAT L W o To, S%REEDT — 2R EF DR
a2 T 57D DMOFLETHiE LT,

68. Documenting the breach according to Article 33 (5) GDPR and notifying the SA about it are

not optional in this scenario. Furthermore, the controller should notify all 100.000 data
subjects (including the data subjects whose accounts were not compromised) in
accordance with Article 34 GDPR.
Z OFEFITIL, GDPR 33 55 5 HHIC IS ARE D LEAL S OV SA 16 5 A A
VHETHD, Mx TEBHIL, GDPR % 34 §ICHSX 10 FARTOT —Z EfK
(THDY MADRET 7B ANIRD-T2T — X EREETe) (OxF Lk L)
LR BN,

Actions necessary based on the identified risks

BEISNTZVRZICESEMKELRLER

Internal documentation Notification to SA Communication to data subjects
PR SCEAL SA [ZXE3 % @A T BRI KT 2 R
v v v

22 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.
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3.4 Organizational and technical measures for preventing / mitigating the
impacts of hacker attacks
3.4 Ny —BEOY L /SR T2 8 O AR K OB 72 45 (&
69. Just as in case of ransomware attacks, regardless of the outcome and the consequences of
the attack, re-evaluating IT security is compulsory for controllers in similar cases.
TV AT 2T WREOGE LFEE, WEORRLEEZEIILPDOT, RO —
BT HEHEICE ST, TEX2 VT 0 OFFHEIIMNETH D,

70. Advisable measures:?3
Y LWWEE 3

(The list of the following measures is by no means exclusive or comprehensive. Rather, the
goal is to provide prevention ideas and possible solutions. Every processing activity is
different, hence the controller should make the decision on which measures fit the given
situation the most.)

(FREDHBE D Y X FiE, ZHLSIDIEEZHERT 5D TH R TaHi#ET S
BDOTHR, L LABIERERVER b SR FEDIRIEZANE T 56 DT
b, WMRITENT TN ENRR D280, EBEFITIRIIZIS U TRl 2 & 2 %
JELRITIUTZR S0, )

e  State-of-the-art encryption and key management, especially when passwords,

sensitive or financial data are being processed. Cryptographic hashing and salting for
secret information (passwords) is always preferred over encryption of passwords. The
use of authentication methods obviating the need to process passwords on the server
side is preferable.
B ORE SR OB, FFICXAT— R, B v T 4 75— 2 X IWHT
— 2 BB LA, WEBEER (AU —R) [2F., 2T — ROk
FV B FFH Ny 2 b YV ERFICEE LY, ==l TR T—
ZALERS DB D R WVGRAEFEDOME N LD ZEE L,

*  Keeping the system up to date (software and firmware). Ensuring that all IT security
measures are in place, making sure they are effective and keeping them regularly
updated when processing or circumstances change or evolve. In order to be able to
demonstrate compliance with Article 5(1)(f) in accordance with Article 5 (2) GDPR the
controller should maintain a record of all updates performed, including also the time

when they were applied.

VAT DEEHOREICHRST DL (YT N 2T RN T =T =T) &
TO T OREEHREAR T L Z L 2R L, 20 2 MEITENRIKEIC
L, B#WE L ITRGUCEE UIREAN H 5 BITFICEH 5 2 & 2R
T 5, EEF X, GDPR £ 5 55 2 HIZHE DX 5 &5 1 H(ADIESF 23 T
X5XH, FTLEETOREFIZONT, EHINKFHGED, mekz ik
FFLZ2 TR 7220,

e Use of strong authentication methods like two-factor authentication and
authentication servers, complemented by an up-to-date password policy.
CHERBAEL ORREEY — N —D L O RN REREE T E A L. A R
D/IAT — FHFHZ L0 HliET 5,

*  Secure development standards include the filtering of user input (using white listing as

2 For secure web application development see also: https://www.owasp.org/index.php/Main Page .
BRI =TT 7V r—a Y OBFEICOWTIR LS
https://www.owasp.org/index.php/Main Page

Adopted - after public consultation

35



far as practicable), escaping user inputs and brute force prevention measures (such as
limiting the maximum amount of retries). “Web Application Firewalls” may assist in the
effective use of this technique.
A=Y= ANNOT 4 VZ Y 7 (FTARERIRY THRYA MU R MEEH) |
=P ANDT R =T ROT — k7 4 — ARG I E (FAN O
REFEZGIRT 2, %) 25O EME, Z oo Ra72 8 iz
ONWTCIE, =TT 7V r—var 774 T T4V WEILH D D,

*  Strong user privileges and access control management policy in place.
SR e — P —HER R OV T 7 & AEFBLOEB T # &2 i%T B,

. Use of appropriate, up-to-date, effective and integrated firewall, intrusion detection
and other perimeter defence systems.
WY)T, DO, BT, hOMAEINTZT 7 AT U4 —Ib, BARMY A
T b MOZ DM OERPTEH S 2T Lo,

e Systematic IT security audits and vulnerability assessments (penetration testing).
BRI T OtFx =V T A BEEROMHEEZE (X FL—va T X)),

. Regular reviews and testing to ensure that backups can be used to restore any data
whose integrity or availability was affected.
SEEMESUI AT AN R L2 T T T — 2 2 E 0T 27D, Ny 77 v 7R
EHTEL L OMERT D7D, EFRRALELEKORT X M &FET 5,

*  Nosession ID in URL in plain text.
w3 D & URL WIZESCTRLGR L7220,

4 INTERNAL HUMAN RISK SOURCE
4 NERO N7 Y 2 7R

71. Therole of humanerrorin personal data breaches has to be highlighted, due to its common
appearance. Since these types of breaches can be both intentional and unintentional, it is
very hard for the data controllers to identify the vulnerabilities and adopt measures to
avoid them. The International Conference of Data Protection and Privacy Commissioners
recognized the importance of addressing such human factors and adopted the resolution
to address the role of human error in personal data breaches in October 2019%*. This
resolution stresses that appropriate safeguarding measures should be taken to prevent
human errors and provides a non-exhaustive list of such safeguards and approaches.
AT —ZREEOHFTH, L<ALDEVIBEHNG, Ea—~vr T —|2L5
LOEREMRTALERD S, ZOFEOERETIZXNNLES R OE X TRV
AOBGRHY 2, THXEHEICE > THFHHEZFEE L, ZOMDRELZFSIE
TOWEZHLD ZLIIFFICRETHL, T—FRETTAN—aI vy
g T —EERESEIE. 2O X0 R AWRERITHLT 5 Z L OoEEMEZ R L .
2019 4 10 A, AT —#REFICBTLHt 22—~ T —IC LD b DITKHLT S
ZODRELRIR L7 2, BZREIL, b a—~ 22T —0OPIkD DI 72
REREPHELONLOINETHDLZ L amifiL, £D L9 RIREHELNT 7 'u
—F OIFUFENR Y X MERAEL T D,

4.1 CASE No. 08: Exfiltration of business data by an employee
41  FHHINo.08 : MHEBIZILDE VR A DT — X DEFH

| During his period of notice, the employee of a company copies business data from the ‘

24 http://globalprivacyassembly.org/wp-content/uploads/2019/10/A0IC-Resolution-FINAL-ADOPTED.pdf
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72.

73.

74.

company’s database. The employee is authorized to access the data only to fulfill his
job tasks. Months later, after quitting the job, he uses the data thus gained (basic
contact data) to feed a new data processing for which he is the controller in order to
contact the clients of the company to entice them to his new business.
bHetEOEEE N, BROEMIIMFIZSHOT —F X=2ANb BV R X |
DT —F B D, BEEEBITIT, BHEEIT DD DB LT —F ~
DT 7B AMERP B D, B A%, B L%, YEERITZOBRGTET
— % (BEDOERNEE T —4) L. BHAOHBEE~FET D
TR LAt OB E~NERTHZLAAME LT, HOREHE LR D
FHOT — 2 BN AT 5,

4.1.1 CASE No. 08 - Prior measures and risk assessment
4.1.1 5] No.08—HrHiixI A VY 2 7 FAfh
In this particular case no prior measures were taken to prevent the employee from copying
contact information of the company’s clientele, since he needed — and had — legitimate
access to this information for his job tasks. Since fulfilling most customer relation jobs
require some kind of access to personal data, these data breaches may be the most difficult
to prevent. Limitations to the scope of access may limit the work the given employee is
able to do. However, well thought out access policies and constant control can help
prevent such breaches.
CORFEDFHITIL, UREIEEB TG D72 O UG HA~DT 7 & ZAHERD A
TCTHY ., ERFEL TV, BREIEER DN DL ORAR O8RS ST 1h 2 5
THZELIZONWT, PIET 57D OFFAMOMKITHLE N TRz, 1FEA
EORBFFEDOERIL, ZITT 259 A TALENDEMAT =2 ~D7 7t A& Bd
52, ZORIRTFEFITROIEDELV S Ly, 771X
OHIFAZHIRT 5 Z 13, BUAONEBDZFITARRRELLZHIRL > 5, LrL,
WBRT 78 A HHROEROT 7 ZAEHZHETL L8, 29 LTEED
BIIEICARNL S 5 B,
As usual, during risk assessment the type of the breach and the nature, sensitivity, and
volume of personal data affected are to be taken into consideration. These kinds of
breaches are typically breaches of confidentiality, since the database is usually left intact,
its content “merely” copied for further use. The quantity of data affected is usually also
low or medium. In this particular case no special categories of personal data were affected,
the employee only needed the contact information of clients to enable him to get in touch
with them after leaving the company. Therefore, the data concerned is not sensitive.
ZOr =AW THEERIC, U AZFHEIZEBWT, REF O NI B L2 %
FTEANT — % OME, WEER OCEELBEICANZTIER LR, ZOFD
FEIL. TR RTEFRELZ T, TOROEHDOIZDITEDONE L
() HINLD0HRTHLID, —RIITEREEDORE LD, EELZT
LT —HOEGEY ., DPEUIFRETH D, ZOREOHEHITIT, Kl FEE
DENT =23 EEZZ T TE LT, YRR HE 2 D 72 D I
OB IEREMLE L LTEOARThH-Tz, - T, BRTHT7T—2iTE VT
4 772 b DT,

Although the only goal of the ex-employee that maliciously copied the data may be limited
to gaining the contact information of the company’s clientele for his own commercial
purposes, the controller is not in a position to consider the risk for the affected data
subjects to be low, since the controller does not have any kind of reassurance on the
intentions of the employee. Thus, while the consequences of the breach might be limited
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to the exposure to uncalled-for self-marketing of the ex-employee, further and more grave
abuse of the stolen data is not ruled out, depending on the purpose of the processing put
in place by the ex- employee?,

BEZR > TTF =2 OB EER LT e itEBOME—D BRYIX, BOOFERD
DI DIZZHEOFE DO REFDH 2 EIZRESND0E LILRWA, EH
BT WEEE DB DWW T VIR DREE S 7272 MZEHE B 22T
D7 —FFERDY R 7 PMENE BT NHITIT e, (o T, ZORFDOZEIL,
THEBICE D ARAMEREFICILINDI T EDORITHEE LS LILZWNA, Y
HICIEE B DNEE LI2 IRV 0 BRJIREE Tl ENTZT —Z OB, XV
TRAN T2 B DNEBR S AL 720y 25,

4,1.2 CASE No. 08 — Mitigation and obligations
4.1.2  Ff5] No.08— U A 7 I E M NS

75. The mitigation of the adverse effects of the breach in the above case is difficult. It might
need to involve immediate legal action to prevent the former employee from abusing and
disseminating the data any further. As a next step, the avoidance of similar future
situations should be the goal. The controller might try to order the ex-employee to stop
using the data, but the success of this action is dubious at best. Appropriate technical
measures such as the impossibility of copying or downloading data to removable devices
may help.
FROFFTOREOERLEZENT 5 Z LIIRETH D, THEBITL DT —
Z OBMA 72 R R ORI &2 T, BELICENREZ L D2 BERH L0 L
N2V, WOFIEZTE LT, SREARROFENFEET D Z &2k LTI
Haw, FEEIIOLHEERICR L, T2 DA EELET D X o mm ek
HLNRWD, ZOTEIDNEIT 2003 ELZ RS LTHEb LY, L AlEE
IRTINA ASNDT —Z OER I L T v v — REARAERIZT 572 & Oy 72 5
RHENELS D D,

I”

76. There is no “one-size fits-all” solution to these kinds of cases, but a systematic approach
may help to prevent them. For example, the company may consider — when possible -
withdrawing certain forms of access from employees who have signalled their intention to
quit or implementing access logs so that unwanted access can be logged and flagged. The
contract signed with employees should include clauses that prohibit such actions.
ZOMDr— 2T D THRED ] RIEIT WA, (KRHR T 7' m—F Pk
WD 9 5, BT, SfhiE. ARG aicid, BB 2R LIRS
ONWT—EDRRDT 7 v AN, XIIRLERT 7w A2l L 7 7 7%
VTONDEI T/ EAR 7 HFET L L2 MmFtL 9D, WEEB LT R
FINZ, 29 LIATAZEREIL T 5 REZ ALV ERH D,

77. Allin all, as the given breach will not result in a high risk to the rights and freedoms of
natural persons, a notification to the SA will suffice. However, the information to the data
subjects might be beneficial for the data controller too, since it might be better that they
hear from the company about the data leak rather than from the ex-employee who tries
to contact them. Data breach documentation in accordance with Article 33 (5) is a legal
obligation.

ML T, ARIORFIZEARANOHEFKOCEBICKT 2@ A7 28ESED L
DTIERNIZD, SA ITHT LM THITH D, L, 7—F ERDPERK 2R

25 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.
(EWI 27 &2 b bTBENDH L) BREBICET 204 20 A%, fiife, BE 10 238,
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BDHTHEEENOERKEZITH LY, 24105 T —ZIRBRIZ O W THEKZZT D
TN WetEZzonbH0, T— 535?—'—‘ P A ERKITT ?';‘:@%’kof%
HIETHA S, GDPR 45 33 54 5 HITH S F— Maidﬁtift ITIERFRHS T

Do
Actions necessary based on the identified risks
BEINY R IZESENBELRIEE
Internal documentation Notification to SA Communication to data subjects
R SCEAL SA 2564 % 1w AN T — X ERITKRT 2 R

4 v X

4.2 CASE No. 09: Accidental transmission of data to a trusted third party
42  FH No.09 : (I8 = \THkT 57 — & OB =

An insurance agent noticed that — made possible by the faulty settings of an Excel file

received by e-mail — he was able to access information related to two dozen customers
not belonging to his scope. He is bound by professional secrecy and was the sole
recipient of the e-mail. The arrangement between the data controller and the
insurance agent obliges the agent to signal a personal data breach without undue delay
to the data controller. Therefore, the agent instantly signalled the mistake to the
controller, who corrected the file and sent it out again, asking the agent to delete the
former message. According to the above-mentioned arrangement the agent has to
confirm the deletion in a written statement, which he did. The information gained
includes no special categories of personal data, only contact data and data about the
insurance itself (insurance type, amount). After analysing the personal data affected
by the breach the data controller did not identify any special characteristics on the side
of the individuals or the data controller that may affect the level of impact of the
breach.

HOHRBRIE)ERD, EFA—NTZELEZ I BLT 7 A LD /”’EOD;:ADL
L0, HREAREEOHYEMIZE S 20V B4 5 OBEIZED D 1FHRIC
JRATEDZ LITR DWW, HaZNEE 13RS L@*W%%%ﬁof%@
FLEYEETA—NOHE—DZWMATh T, T —FEHE L YRS &
DOEFEDIZLE Y, BEARBEEIIBAT —FORELZT —FEHZITH LAY
W2 <EMT D2 ERBBEMTONTWD, o T, HEREJEIFRRY
ICOWTHELICEBREFICEM L, BHFIIXT7 7 A VEBEIED D X BEL,
WEARHIE IS LI E ST A v E—VOHEEERD T, EROBRRD T
BERBEEIZZOHEEIZONWT, ERICLSIFHATHRTAILELRHY, £
DY IZEME Lz, BSSINERICE, FlREEOEAT —ZI3EEh
TELT, BELET —FEMRBRZD L DIZOWVWTOEHR (REOFEHE, 4
) OHRZENTND, YUREOZEEZTIMEMAT —F Do eiTo7
R, T EEEIL BAICL XTT—FEHREMICH, BEOHRLE
(2R L D D02 DRI e b fERR L 22 o T2,

4.2.1 CASE No. 09 — Prior measures and risk assessment
4.2.1 5l No.09—HHiTxI R A VY X 7 FHAh

78. Here the breach does not derive from an intentional action of an employee, but from an
unintentional human error caused by inattentiveness. These kinds of breaches may be
avoided or decreased in frequency by a) enforcing training, education and awareness
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79.

80.

81.

82.

programs where employees gain a better understanding of the importance of personal
data protection, b) reducing file exchange through e-mail, instead using dedicated systems
for processing customer data for example, c) double checking files before sending, d)
separating the creation and sending of files.

T I TR, BREEIEEEDOEXWNRITEINOGAL TE LT, FNEENEKOEX
TRV 2=~ T =L bDTHD, ZDOLDRFFEIZLLTOREKIZ
KO PIIESOTBE ORI ATRE T D, a) WEHREENENT —F REDOEEME K
D LSBT D700, HE KR OERN L0 ST A x2FE T H, b) B
A—NEBUTE T 7 ANZHEZRS L, b0 IH 2 XK T — ZWBEHH o v
AT LEHHATH, o) EEAMNCT7ANVDETNT =y 7 %{T9, d) 774V
DVERL E B &5 T D,

This data breach concerns only the confidentiality of the data, and the integrity and the
accessibility thereof are left intact. The data breach only concerned about two dozen
costumers, hence the quantity of data affected can be considered as low. Furthermore, the
personal data affected does not contain any sensitive data. The fact that the data processor
immediately contacted the data controller after becoming aware of the data breach can
be considered a risk mitigating factor. (The possibility of data having been sent to other
insurance agents should also be evaluated and, if confirmed, proper measures should be
taken.) Due to the appropriate steps taken after the data breach, it will probably not have
any impact on the data subjects’ rights and freedoms.

LEOT — 2 ZEITZT — X OWEERICOAREDLHOTHY, [>T, T—4D
SERMER T 7 & AR ITR BN 2, YRR F TN 4 OBE DRI
PLHLEDOTHY, o TRELZZ T T —FZOEITDRNWERRTZLENTE D,
Wiz, ARIEEEZZ T -EAT =X TV kbt v T 772 bEENRT
W, MR FICR DWW T — XA NE BT — X EEE T Lo
I, VAZIERRESZ O —D L AT N TE D, (F—FPORBRAEEIZ
BAE SN AR DWW T ORI 2 BB H U | FER I NG IER T2
Ta#ELRTNE RS, ) T =2 RERICEYIZIEEP RO N0, 4F
DIFFIZ L D7 —Z FROHER L VB BT T 2 2T S < 72y,

The combination of the low number of individuals affected, the immediate detection of
the breach and the measures taken to have its effects minimized make this particular case
no risk.
WRELEZTTHANPETHLHZ &, ELIREEZRMLIZZ &, RO L K
INRIZE EDLHELZHE LT EOEEDLEICEY ., ZOREOEHITY X7 H
RNbD LD,

4.2.2 CASE No. 09 — Mitigation and obligations

4.2.2 Ff| No.09— U A 7 KB & K& U5

Moreover, other risk mitigating circumstances are at play as well: the agent is bound by
professional secrecy; he himself reported the problem to the controller; and he deleted
the file upon request. Raising awareness and possibly including additional steps in checking
documents involving personal data will probably help avoid similar cases in the future.
MMAT, MZH Y A7 ZEBESELHRABEH LTS, DFD ., YazlrBRAE
JE TS LoSFER A>T\ Z e, AOEMEICHEZHME L&, £
LTEBISLTTZ 7 ANEHELLEZETHD, EFomEE, AIEETHIR
ANT =2 250 XELHRT 2GR ICEBINNRFLETCEMA D Z &0, 4%D
[FRRD 7 — A DB D TH A 9,

Besides documenting the breach in accordance with Article 33 (5), there is no need for any
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other action.
GDPR 533 555 S I D RFOLEALLISMNT . MOHEE 255 U 2 LE T 20,

Actions necessary based on the identified risks

BEINEY) R IZEISEVNELRDEE

Internal documentation Notification to SA Communication to data subjects
NERSCEA L SA IZX9 % T — X BRI B E
4 X X

4.3 Organizational and technical measures for preventing / mitigating the
impacts of internal human risk sources
43 WHEIO N2 ) 27RO Ik /52 BARIR D T2 8O OAERRAD K QAT 722 F i
83. A combination of the below mentioned measures — applied depending on the unique
features of the case — should help to lower the chance of a similar breach reoccurring.
FROBERMAE, —2BORBRICE U CEAT 2 8T, AROBEDSE
EDOFRMEZIRTIEDL Z EITEEDSTHA D,
84. Advisable measures:

DE L WEE

(The list of the following measures is by no means exclusive or comprehensive. Rather, the
goal is to provide prevention ideas and possible solutions. Every processing activity is
different, hence the controller should make the decision on which measures fit the given
situation the most.)

(FREDHBE D Y X FiE, ZHLSIDIEEZHERT 56D TH R TEaNi#ET S
BDOTHR, L LABIERERVER bR EDOIRIEZAE T 56 DT
DD, WRBIFENTECNENELR D20, EPEZITIRIIZIS U TR 28 &
JELZRITAUETZ2 5780, )

e Periodic implementation of training, education and awareness programs for
employees on their privacy and security obligations and the detection and reporting
of threats to the security of personal data®. Develop an awareness program to
remind employees of the most commons errors leading to personal data breaches
and how to avoid them.
TIANT—=ROEFX2 YT 4 ICBTL8E., WICBEAT —F DORaME~
DEBOIMBPOEHRIZEA L T, EEBE R E LIZAIRE, BE KR OE#HT
07T A EMIIZFERT D %, BAT - RFICEN DR KT T
—ROZOBIERICOWTHEEB ISR S E 27200, Bl E7m 7 J A
Z BT %,

e Establishment of robust and effective data protection and privacy practices,
procedures and systems?’.

SR[E ORI 72T — R N T T A N — (BT 21817, PR OMK
REMELT D 7,

26 Section 2) subsection (i) of the Resolution to address the role of human error in personal data
breaches.
AT —FRECBITOIE 2a—~ T =28 D bDITHAT 5 720 DG 2) (i)
27 Section 2) subsection (ii) of the Resolution to address the role of human error in personal data
breaches.
AT =2 REFICBTDOE 2=~ =T =T LD bDITKHLT 5 728 DR 2) (ii)
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e Evaluation of privacy practices, procedures and systems to ensure continued
effectiveness®.
e 72 G M & R TR, 7T AN — (2T B 1817, FIEE OMERD
A 2 S5 5 28,

. Making proper access control policies and forcing users to follow the rules.
WIERT 7 v AEHG#HEREL, 2—HF =T — L EIETFSH 5,

. Implementing techniques to force user authentication when accessing sensitive
personal data.

YT 4 TREANT —Z ~DT 7 AW o — P —FREE & TR D B A

ST 5,

e Disabling the company related account of the user as soon as the person leaves the
company.
MEEEDRET 2BEHIC, YHEEEBOSHEED - =T v b &
BN 5,

e Checking unusual dataflow between the file server and employee workstations.

T AN —=NR=WEEDU—I AT —a VO, @ & RRDT—4
DN E RS D,

*  Setting up I/0 interface security in the BIOS or through the use of software
controlling the use of computer interfaces (lock or unlock e. g. USB/CD/DVD etc.).
NAF A BIOS) DHANA v Z—T =2—2D X2V T 4R ELZTDH. X
XY 7 N 2T O EBLTCar a—F2—DAf X —7 = —ADMH %
B4 % (USB/CD/DVD ZEd 1w 7 Xid v v 7 fBER)

e Reviewing employees’ access policy (e.g. logging access to sensitive data and
requiring the user to input a business reason, so that this is available for audits).
WEBOT VAT ERET BIAX, BEERICRERTEL LT, BV
VT AT T ENDT VAL L, 22— PR LoD AT &K
DD)

*  Disabling open cloud services.
F—=T—=AD I T Y R —E RGNS D,

¢  Forbidding and preventing access to known open mail services.
—HIZHOENTND A =T ) —AD A= NP —EA~DT 7 B ALK
UFHIET 5,

¢ Disabling print screen function in OS.
0S DAY —ray MEREEIET 5,

¢ Enforcing a clean desk policy.

7 VT T A FEEET D,

e Automated locking all computers after a certain amount of time of inactivity.
ETOA L 2—Z|ZHONT, ERIERET—ERHREE, BB >
745,

e  Use mechanisms (e.g. (wireless) token to log on/open locked accounts) for fast user
switches in shared environments.

IABREEICB O T — W — 2 00 2T 2 A (Bl 2iE, vy 7 Sz
ThHAUY NCa T Ay /T AT L0 (BRAD) ~—2r ) Z4H
T %,

¢ Use of dedicated systems for managing personal data that apply appropriate access

28 Section 2) subsection (iii) of the Resolution to address the role of human error in personal data
breaches.
AT =2 REFIZBTDE 22—~ =T =T LD bDITKHILT 57 DB 2) (iii)
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control mechanisms and that prevent human mistake, such as sending of
communications to the wrong subject. The use of spreadsheets and other office
documents is not an appropriate means to manage client data.

W7 72 AEHOMMANEA SN TEY | FIMESs CHFICA—L
kb EVWSTZL I a—~r 2T —%[IET D XKD Rl ANT — X EEE
MOV AT LEMNT 2, AT Ly RU— MREOMDAT 4 A RF 2 A
NI, BET — 2 OEHOFR L UL TR,

5 LOST OR STOLEN DEVICES AND PAPER DOCUMENTS
5 T34 A R OSHESCE Dy I 375 1

85.

86.

87.

A frequent type of case is the loss or theft of portable devices. In these cases, the controller
has to take into consideration the circumstances of the processing operation, such as the
type of data stored on the device, as well as the supporting assets, and the measures taken
prior to the breach to ensure an appropriate level of security. All of these elements affect
the potential impacts of the data breach. The risk assessment might be difficult, as the
device is no longer available.

FKEED T —AD—20F, HHHOT A ZA0HRITEHTH D, ZDOHE,
EHEIL, YR -T2y MAEEk, £OT7 A AR FESNLTNDT—FD
FEE L WV o 2R EB ORI, KGR EX 2V 7 4 LV AR T D721
REAMCGHEL OGN TWEHEEZBEL2TER LRV, b DERIIET,
T2 REDBL LT AR D & 55 BIZBRT 5, T3 ADBFEL RN,
U A7 FHlIREE R b D LR Db Livuy,

These kinds of breaches can be always classified as breaches of confidentiality. However,
if there is no backup for the stolen database, then the breach type can also be breach of
availability and breach of integrity.

CORDRFIZHIC, BEMHORFIIDEHIND, EL, BFENT—FN—
APy 7Ty TN, REOFEIZATHEORERPELEOREICD
20 9%,

The scenarios bellow demonstrate how the above mentioned circumstances influence the
likelihood and severity of the data breach.
TREOFFNE, EFLORIAE ED L 22T — R EFOZIRM L ORA B %
FAETNICHOWTHBT 55D TH S,

5.1 CASE No. 10: Stolen material storing encrypted personal data
5.1 ] No.10 : BF S b ST ANT — Z BMRAFE SN T /3 A 2 DK

During a break-in into a children’s day-care centre, two tablets were stolen. The tablets
contained an app which held personal data about the children attending the day-care
centre. Name, date of birth, personal data about the education of the children were
concerned. Both the encrypted tablets which were turned off at the time of the break-
in, and the app were protected by a strong password. Back-up data was effectively and
readily available to the controller. After becoming aware of the break-in, the day-care
remotely issued a command to wipe the tablets shortly after the discovery of the
break-in.

HHREH T, MERADOHIZ, ¥7 Ly h2EBEPEENT-, H¥%F 7L K
Wi, REFTICES REOBAT —F B Ao TWAET XU BREERL TV,
REOKRA, AFAR, BECHATZBEAT —2Ebo T\, RAFKAE
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88.

89.

90.

91.

BRICERMUI OGN TCWERSfb a2 7 Ly REONT 7Y O35 )72
NRAT— R THRESN TNV, BEHEFIZ. NI T v 7T —ZEHRANHO
TOHIZHEH TE 72, REBAICKSW%, REFTIL. REBADORENS
MAENTIC, BRBIECLIV T Ly NNOT—FHEDRRERIT L,

5.1.1 CASE No. 10 - Prior measures and risk assessment

5.1.1 Hifl No.10—FHikI SR LK OV 2 7 G

In this particular case the data controller took adequate measures to prevent and mitigate
the impacts of a potential data breach by using device encryption, introducing adequate
password protection and securing back-up of the data stored on the tablets. (A list of
advisable measures is to be found in section 5.7¢).
ZOREDFEHITIX, T —FEHEENT AL AORESLEEH L, #UR 2 U
—RNICLDRELZEAL, X7 Ly MIRFSNTWET—Z DNy I T v
TERMRTHZ LT, ELDARMEDH DT —ZRENLORELL L, K
T L0 REEAZFHE L T e (BELVEEDO U XA MIKRTA RT A V58
5.7 Hik S M)

MAGRETE : BELWHED U X ME, % 5.4 iZHHAR D 5, HiETA F7A
PNIZIEE 5.7 BIEAFAEE T, 22 TCEE 4 HE2EALTWDLIEDEER LR
Do

After becoming aware of a breach, the data controller should assess the risk source, the
systems supporting the data processing, the type of personal data involved and the
potential impacts of the data breach on the concerned individuals. The data breach
described above would have concerned confidentiality, availability and integrity of the
concerned data, however due to the appropriate proceedings of the data controller prior
and after the data breach none of these occurred.

T EHEIL, BREICKOWEE, VAT, T—HUBEOYR—F AT A
BT AT — & Off, KOBERTL2EANCHT 57 —#REICLIVAELD

AIREMED & 2 B DWW TR L 2 1T 72 722, EFRoRFIX, R+ 567
— X OBEEENE, ATHMEROSEREICEDRE LR TWETHA I N, T —X

BHENT — A RFMZICGHE CICED2FHREICEID, WToRFHEZ L2

Nno Tz,

5.1.2 CASE No. 10 — Mitigation and obligations

5.1.2 Ff] No.10— U R 7 fJaliH (& K N5

The confidentiality of the personal data on the devices was not compromised due to the
strong password protection on both the tablets and the apps. The tablets were set up in
such a way that setting a password also means that the data on the device is encrypted.
This was further enhanced by the controller’s action to attempt to remotely wipe
everything from the stolen devices.

2T Ly NEOT 7Y O SGTREI]72/SA T — RCREI N TN LIk,
TN A EOENT — & OBEMEITE RN R)hoTe, 7Ly NI, NAT—
RERETDHZETT AR LEOT =P END HETRES LTV,
ZOZEF, EREBEICEVBENTT AL AN LT X EHET L AR
HIEBEOITRNC LY, S HlZbEni,

Due to the measures taken, the confidentiality of the data was kept intact too. Furthermore,
the backup ensured the continuous availability of the personal data, hence no potential
negative impact could have occurred.

M CDNIHEICE > Th, 7= OERIabh AR T, EbIZ, Ny
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77y K VEANT — 2 ORI 72 7] PED SR STz Tz o0, B 20 ST
BIIAECeholz,

92. Due to these facts, the above described data breach was unlikely to result in a risk to the

rights and freedoms of the data subjects, hence no notification to the SA or the concerned
data subjects was necessary. However, this data breach must also be documented in
accordance with Article 33 (5).
INHDOEENS, FROT—ZREFTT —F EROHEF K OCE BT DY X
7 EFREST DRI, o TSA UG T 27 — & FIRICK 3 2@
WEEIR, L LR3G, M7 —ZRF S GDPR % 33 545 5 HHIZHS < 3CHEAk
Z LT UER B 720,

Actions necessary based on the identified risks

BEISNZVRZICESEMNELRLER

Internal documentation Notification to SA Communication to data subjects
PR SCEAL SA LT3 % 1@ A T — & ERITKR D A
v X X

5.2 CASE No. 11: Stolen material storing non-encrypted personal data
5.2 Ff] No.11 : K5 S b S TW R WMENT — & DMRAFE ST T /3 R DS

The electronic notebook device of an employee of a service provider company was

stolen. The stolen notebook contained names, surnames, sex, addresses and date of
births of more than 100000 customers. Due to the unavailability of the stolen device it
was not possible to identify if other categories of personal data were also affected. The
access to the notebook's hard drive was not protected by any password. Personal data
could be restored from daily backups available.
HLY—ERARMSHONEBE OB FFIRES VB ENT, YHEENTE
FFIRIZIZ, BE 10 FALL Lo, 2k, Ml kR OAEEA BB A-T
W, MENTET AL ARFEELRNWTED, oBEOEANT —Z 220\ T
BN DDICOVWTIIRETCE e olz, YEETFIRON—FNFTA
T~DT IR RZODNWT, NRAT—RNIZELBEER TSN TW o Tz,
N7 —ZI3FHFRER BIR AN 77 v T BETARE TH 5,

5.2.1 CASE No. 11 - Prior measures and risk assessment
5.2.1 Ff] No. 11— AR L VY X 7 5#

93. No prior safety measures were taken by the data controller, hence the personal data stored
on the stolen notebook was easily accessible for the thief or any other person coming into
possession of the device thereafter.

T2 ERENENOZEEREE L L WAoo led, MENTCETFFIR
IR SN TWE AT — &%, SEGEILXITE DR YET A A2 ANFT 5
hod b2 A ESTEHIZT 7 BAARETH T,

94. This data breach concerns the confidentiality of the data stored on the stolen device.

ZHIE, BENTET A ANITRFE STV DT —F OWEMHRICED L T — 212
EThH D,

95. The notebook containing the personal data was vulnerable in this case because it did not
possess any password protection or encryption. The lack of basic security measures
enhances the risk level for the affected data subjects. Furthermore, the identification of
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the concerned data subjects is also problematic, which also increases the severity of the
breach. The considerable number of concerned individuals increases the risk, nevertheless,
no special categories of personal data were concerned in the data breach.
ZOEFNZBNT, AT —F B AST2E L FRIL, N2 T — NME#ESUIREEb
M—ERRE ST WnoTlolzd, Mg Th oo, FEARR R L RE B E O KN
WZ&kY, BEEZT T = FERIIHT LV A7 LR EmED, 6T, %
LT —FEERORESLELMBETHY, ZDZ LICTL> THREOELE LS
F5, BRTH2EANOEDOL I Y X7 2@mb o0, Rl RfEEOBAT —# 1%
BT — A REICEHD > TWRo Tz,

96. During the risk assessment? the controller should take into consideration the potential

consequences and adverse effects of the confidentiality breach. As a result of the breach
the concerned data subjects may suffer identity fraud relying on the data available on the
stolen device, so risk is considered to be high.
EHAEIL, U AZFHlICINT 2, BEEORFICL VAT S WREMED H D R
ROEZBIZOWTER LR TIUIR LR, REORE, BENTT A R
A TWDHHM R T —Z 2 L, BRT 57 — & EK08 ID FRk O E L=
T2 57, URZITENERRIND,

5.2.2 CASE No. 11 — Mitigation and obligations
5.2.2 Hfi No.11— U A 7 K & K OV F#5

97. Turning on device encryption and the use of strong password protection of the stored
database could have prevented the data breach to result in a risk to the rights and
freedoms of the data subjects.
TNA ZADKE b BN L, RIFENTZT —F_X—=RTRS) e N AT — R
T LIk, T2 EEROHEFKOCBERIZHT D A7 267267
—HREEHS N TEABEND D,

98. Due to these circumstances the notification of the SA is required, the notification of the
concerned data subjects is also necessary.
ZHH RIS SA KT DMEINER S AL, FBRT D7 —F ERICKHT
LI MHATH 5D,

Actions necessary based on the identified risks

BEISNZVRZICESEMKELRLERE

Internal documentation Notification to SA Communication to data subjects
WFEESCEL SA (ZX9 % N T — & ERITK B EAE
v 4 4

5.3 CASE No. 12: Stolen paper files with sensitive data
53 HFHBINo12: BT 4 TT—HDASTHT 7 A VDU

A paper log book was stolen from a drug addiction rehab facility. The book contained
basic identity and health data of the patients admitted to the rehab facility. The data
was only stored on paper and no backup was available to the doctors treating the
patients. The book was not stored in a locked drawer or a room, the data controller

had neither an access control regime nor any other safeguarding measure for the paper

2 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.
(EWY A7 bl BENOH 5] BHREGICET 200 #0203, A, T 10 258,
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documentation.

& D IEMRAFERIE a2 AR OFUERFEN K E i To, YL esk B IMEaR I AT
LTV 5 EBEDOEARNZE TTIFERE MERICEAT 57 — B8 h Tne, 7
—ZIIECORRAFEINTEY, BEZIRET DHEMMFEHTE LNy 77 v
WIFE Lo Tz, SEimaEidhase SN 725 1 H L XUTBRICRE SN TE L
P TR EHEIL, YHKOIEIZHOWT, 77 REEEH OM, WD
REEELFE L TR o T,

5.3.1 CASE No. 12 — Prior measures and risk assessment
5.3.1 Hiffil No.12—FHikI SR LK OV 2 7 G

99. No prior safety measures were taken by the data controller, hence the personal data stored
in this book was easily accessible for the person who found it. Moreover, the nature of the
personal data stored in the book makes the lack of backup data a very serious risk factor.
T2 EHEDNFEAOLEEHIEE 2 L TWRDN o122, Uikl I Ik(F
ENTWEAT —ZIXINERA LA E > TRBIZT 7 B AFRHRETH -
2o BT, EEBIIRESNTWTEEAT -2 OWENS, Ny 77 v 7T —
BRIV EiE, HFEEITRANIR ) A7 R E R D,

100. This case serves as an example for a high-risk data breach. Due to the failure of appropriate

safety precautions, sensitive health data pursuant to Article 9 (1) GDPR was lost. Since in
this case a special category of personal data was concerned, the potential risks to the
concerned data subjects was increased, which should be also taken into consideration by
the controller assessing the risk®.
ZOFEHNE, VAT OEWT —ZREO—FIE D, FANIED) R R PHTE
Al LTVl Z &I KD GDPR 9 SR 1 HHICW D BT o TR
B3 27— kbivic, ZORERGIITFRMNRFEEHOMAT —Z BEHKL TV D
ZEnn, BfRT LT —F BRI LAET A0 H DV A7 BEL b, B
BHETY A ZFHEORE, 202 & bBEIZANRITIVUEZR B 72003,

101.This breach concerns the confidentiality, availability and integrity of the concerned
personal data. As a result of the breach, medical secrecy is broken and unauthorized third
parties may gain access to the patients’ private medical information, what may have severe
impact on the patient’s personal life. The availability breach may also disturb the continuity
of the patients’ treatment. Since the modification/deletion of parts of the book’s content
may not be excluded, the integrity of the personal data is also compromised.
ZOREIL, BRTLIEANT —Z OB, AR OTEEMEICED L, RED
FER. ERE EOMEPER DL, BHEIROSE =30 EE O AR 722 ERIERA~T
JEALI D, ZOZELITRBEORAEFIZHEA B2 52550 ThDH, A
AMEDRES, BEOIRREOMGNMEEZ T 9 5, FLEEOFLEHANAE D O T
SHEDBRSATE WD, AT —F Db ERbILD,

5.3.2 CASE No. 12 — Mitigation and obligations
5.3.2 Ffi] No.12— U 2 7 I 8 M O\ 67

102. During the assessment of the safeguarding measures the type of the supporting asset
should be considered as well. Since the patient log book was a physical document, its
safeguarding should have been organized differently than that of an electronic device. The
pseudonymisation of the patients’ names, the storage of the book in a safeguarded
premises and in a locked drawer or a room, and proper access control with authentication

30 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.

EWY 27 2616 3BEOH D) BHREBICET D00 2 20, fife, Mk 10 220,
47

Adopted - after public consultation



when accessing it could have prevented the data breach.

PRAEHEE ORI OBRIZIE, Y%A —F 7'y FOBEAICOWTHEFE LR ITH
X2 5720, YZBREOLSEIIVENLETH LD, BETT A ADHD &
TR DREHEBENELONDIARE Th oz, BEDRKL DL, M) T
R ST HPT T oliadE S 75 LT R TORBEORE . WICT 7 &
AIEC KD WEERT 7B AEIZ LY | YT —FREZS LN TE A
RN D 5,

103. The above described data breach may severely impact the concerned data subjects; hence
the notification of the SA and communication of the breach to the concerned data subjects
is mandatory.
FRROTFT—22EZ, BRT LT —F ERITEA R EEZ L6109 D72, SA
15 B WK OB 57— BRI R 5k EE Th 5,

Actions necessary based on the identified risks

BESNTY A7 ITESTHNELRLBE

Internal documentation Notification to SA Communication to data subjects
R SCEAL SA (ZXE % A T — & EARIT R B
v v v

5.4 Organizational and technical measures for preventing / mitigating the impacts of
loss or theft of devices

5.4 T /3A ZADRIATEEEO P 1L /52 BRI 72 3D Ok HY M OB i) 72 R

104. A combination of the below mentioned measures — applied depending on the unique
features of the case — should help to lower the chance of a similar breach reoccurring.
TROBEZMAY, Fr—AEBEOBEAEORKBIISC CEHAT S Z LT, FAEDR
EOREDOHRELZIKTIEDLZ LITHEES>THA I,

105. Advisable measures:
Pk LWHE

(The list of the following measures is by no means exclusive or comprehensive. Rather, the
goal is to provide prevention ideas and possible solutions. Every processing activity is
different, hence the controller should make the decision on which measures fit the given
situation the most.)

(FRADHEBD U X M, ZHLUADHEEPRT S 6D Th 2T EMES 5
BOTHR, L ABIEERVER ISR FEDIEMEEZAINE T 56D T
bS, MRIFENTZNENER D20, EBFITKRIIZIE U Toadd 72 1 & 2 Ik
JELZRITAULZ2 57220, )

e Turn on device’s encryption (such as Bitlocker, Veracrypt or DM-Crypt).
TN, ADKEEALZ /NI D (Bitlocker, Veracrypt X 1E DM-Crypt %5)
*  Use passcode/password on all devices. Encrypt all mobile electronic devices in a
way that requires the input of a complex password for decryption.
BTDTNA AINRATA— R/ NAT— RERET D, BT OHERNE 7
T, WERICHEME R SA T — RO AN DRD b D HIE TR S{ET 5,
e Use multi-factor authentication.
ZEFRA LT 5,
e Turn on the functionalities of highly mobile devices that allow them to be located
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in case of loss or misplacement.

MR ITESIUHE R T, FFHERLLTWT A, ZDMELFETEDH LD
IRHEREZ AT D,

Use MDM (Mobile Devices Management) software/app and localization. Use anti-
glare filters. Close down any unattended devices.

MDM (ENA NNT A REH) V7 v =7 /7 7Y RONCERERRE 2 £
M35, BilE7 4 v & =2+ 5, RMIEHOT A ZF2THLE THL,

If possible and appropriate to the data processing in question, save personal data

not on a mobile device, but on a central back-end server.

M & 7227 —Z BT DOWT, AIRE DU 2356, AT —Z ZH
B CIIR S HHREHO Ny 7 =0 R —_— R 7T 5,

If the workstation is connected to the corporate LAN, do an automatic backup

from the work folders provided it is unavoidable that personal data is stored there
BANT =2 %0 —2 7 VEIRAET D 2 DT DR NGE, Y%V —7
AT —va UBEE AN IZER SN TWA R BIE, V—7 74 A Z 05 HE)
Ny 7T v T w5,

Use a secure VPN (e.g. which requires a separate second factor authentication key

for the establishment of a secure connection) to connect mobile devices to back-

end servers.

IR A Ny 7 = ROV — =T8T 8. (B2, 2o
WMESZOD T2 DI 2 TR DORFEFE A HIIRER T D & 9 78) 22472 VPN B &4l
M4 2,

Provide physical locks to employees in order to enable them to physically secure
mobile devices they use while they remain unattended.

PEEED B O 2 R 2 00V R, B & T 2 B I IR
TE DL D, BTN R LRI T 2,

Proper regulation of device usage outside the company.

AT OT A 2D B 2 E e A,

Proper regulation of device usage inside the company.

FENTOT A ZOEICET % E 2 KR,

Use MDM (Mobile Devices Management) software/app and enable the remote wipe
function.

MDM (ENXAINT A RAER) V7 b7 /77 EEHL, F/2UE—
NU A TREREE A INNCTT D,

Use centralised device management with minimum rights for the end users to install
software.

MARDZ—F =N T "N 2T ALV ARN—=AVTHZLIZONT, KIKEOHE
RIS BIZ LD =T b LTz T A R EEHHT 5,

Install physical access controls.

MBI 72T 7 e AEBEE AT D,

Avoid storing sensitive information in mobile devices or hard drives. If there is

need to access the company’s internal system, secure channels should be used

such as previously stated.

PEHAREER I N—F R IA Tt v T 4 TRERERFEL RN K D12
Do BEEONET AT LT 7B AT HMERHLGEIT. ERRO XD REe
T v RN EHAT D,
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6 RAEE - L[

106. The risk source is an internal human error in this case as well, but here no malicious action

led to the breach. It is the result of inattentiveness. Little can be undertaken by the
controller after it happened, so prevention is even more important in these cases than in
other breach types.
ZOr—=ZAD YV AZFESL, WHOANBIZL St 2a—~vr =7 —ThH2o, 22T
ITEEOITAIC L VERENEDLND O TR, REX REEOHKETHD,
VHREOREBRICEHENTED I LITTEAERWZD, ZOHEHI T
PR OREFIZHA, PN XY —EEEE 2D,

6.1 CASE No. 13: Postal mail mistake
6.1 Ef No.13 : RIS

Two orders for shoes were packed by a retail company. Due to human error two

packing bills were mixed up with the result that both products and the relevant packing
bills were sent to the wrong person. This means that the two customers got each
other's orders, including the packing bills containing the personal data. After becoming
aware of the breach the data controller recalled the orders and sent them to the right
recipients.

HLHNREEN2HOMOFELEMD Lz, Ea—~rTT7—2XV 2 O
CUREDRFE AL, F OFERM T O g bh & OBEE 3 5 e R ZE A 2 1L AU
Eo T EXFICEM SN, 202 LiX, 2 A\OBERITENEN, AT —F
W SN BEELZ S, MO EZHE LI L 2EKT 5, RF
IZRSWeth, T EHZEIINOOEIXOHEZEIN L, ELWZEEIC
B L,

6.1.1 CASE No. 13 - Prior measures and risk assessment
6.1.1 FP| No.13—rFi SR L VY X 7 Z#fh

107.The bills contained the personal data required for a successful delivery (name, address,
plus the item purchased and its price). It is important to identify how the human error could
have happened in the first place, and if in any way, it could have been prevented. In the
particular case describe the risk is low, since no special categories of personal data or other
data whose abuse might lead to substantial negative effects were involved, the breach is
not a result of a systemic error on the controller’s part and only two individuals are
concerned. No negative effect on the individuals could be identified.
BEEITITMNE DR DI DI BB ANT — 2 (R4, AEFTISN A, BEARE &4
L X DA BRI TV, Yt a—~r T —RNEEEH DL L
THEUBEON, £z, MO FETHILT 5 Z LR TH S oM EFFET
HZENEETHD, ZOREOFFTIX, FllZ2FEOMEANT — & TE D
RIC X VIR B BENE L DBENOHDLEOMOT —EZNEEN TN RN
L RENEHIMOEM S AT LA EOT T —IZL 5D TIERNZ &, KU
HLTWDHDOMN 2 NADEANDOHRTHDLZ Enb, VAR EE2ERLTWD,
W% 2 4 DE NI D EEBITRO 5NN TH A ),
6.1.2 CASE No. 13 — Mitigation and obligations
6.1.2 Ffi No.13— U A 7 Kt & o ONFe 5

108. The controller should provide for a free return of the items and the accompanying bills,

and it also should request the wrong recipients to destroy / delete all eventual copies of
the bills containing the other person’s personal data.
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EHEZ, MM ORMN OIREICOW TR X 224t L 2T iR 57220, &
T B L, ME S 7o T L, M5 o N OEANT — & 25l L7 H7%in
EOETOREI LG 2 EE /HET D X O BERFLRTIER bR,

109. Even if the breach itself does not pose a high risk to rights and freedoms of the affected

individuals, and thus communication to the data subjects is not mandated by Article 34
GDPR, communication of the breach to them cannot be avoided, as their cooperation is
needed to mitigate the risk.
BHREBRIL, RBE2ZTEAANOHEFLOCBERIZ LEWI 27 267264
HDTIER L o TT—F ERITKT 2 HAEHS GDPR 25 34 RICK VW EHOITH
TR, U RTIEIRDOT= DT — 2 EROWG NNV L 2570, T—X
FERA~DIZEOHRZITRET B2V,

Actions necessary based on the identified risks

BEINZY) R 7 IZEISEMNELRDEE

Internal documentation Notification to SA Communication to data subjects
WERSCEA L SA LT3 % AN T — X ERIZHKT T 5
v X X

6.2 CASE No. 14: Highly confidential personal data sent by mail by mistake
6.2 5 No.14 : BENEDEUVMENT —F D A —/LIZ K HFREE

The employment department of a public administration office sent an e-mail message
— about upcoming trainings - to the individuals registered in its system as jobseekers.
By mistake, a document containing all these jobseekers’ personal data (name, e-mail
address, postal address, social security number) was attached to this e-mail. The
number of affected individuals is more than 60000. Subsequently the office contacted
all the recipients and asked them to delete the previous message and not to use the
information contained in it.

o DITEHEBE DEME Y IEN, KBEEH L LTI AT AIBREINTWDHHE
ANIZk L, BAETEDIIFICONWT, BFA—NEEM LT, BRoT, Ui
KigEE2BDOBAT —% (KR4, BFA =T FLA, FPT, S kEES)
MEHEH SN LEFELLYELE T A — VIR LT, B2 @A
26 HALLETH D, £20%, HBEHELEMEL. EF A —LOXEHEEBITH
ML, BICEM LA vE—VEHEETDIL Y, FRYFAVE—VIZEE
ATV DIEREZBEH L2V E 5 EE LT,

6.2.1 CASE No. 14 - Prior measures and risk assessment
6.2.1 Hifil No.14— Rk R LK OV 2 7 B

110. Stricter rules should have been implemented for sending such messages. The introduction
of additional control mechanisms need to be considered.
ZOEIRBRAyE=VDREFICTONT, LYEKERL— L ZFEEL TEIRET
bolz, BMAREBROTMADEANZRFT 2 LERD 5,

111. The number of affected individuals is considerable, and the involvement of their social
security number, along with other, more basic personal data, further increases the risk,
which can be identified as high3!. The eventual distribution of the data by any of the
recipients cannot be contained by the controller.

31 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.

MW A7 28720 TBFN0OH 5] BIHEKICET 04 X A%, mite. {10 250,
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B Z T HANOBENERTHD 2L, £t X0 A AREAT —4 &1
IHBREFEEN G EN TS Z ENTIZY X7 % EiF, fEFR. VA Zi3Emne
FEEINDA[REMEN & 2 3L, EFEFIL, SHEOWTNUNILL25%OT —F D
T EBRIET 5 2 ST TE AR,

6.2.2 CASE No. 14 — Mitigation and obligations
6.2.2 F{ No.14— U 2 7 R & MK N5

112. As mentioned earlier, the means to effectively mitigate the risks of a similar breach, are
limited. Though the controller asked for the deletion of the message, it cannot force the
recipients to do so, and as a consequence, nor can it be certain that they comply with the
request.
AR &R, ZOXIRBFEIZEID Y AT 20 RANTRET 5 H5EITR ST
W5, HEREIIZEE I iﬂ@i/t~&WMW%%*@ﬁﬁx'ﬁﬁ%fi4m%E
%O?éijﬁﬁ?é_kifﬁﬁ\itﬁ%kbf\ THE D EEEITHE D D i
BFIoZ&bTERY,

113. The execution of all three below indicated actions should be self-evident in a case like this.

UTFICRT 3 D2 TCOWELZFEMTHZ LT, 20X r—ACBWTIZEBA

Th b,
Actions necessary based on the identified risks
BEINTEVRZICESEIMBELRIEE
Internal documentation Notification to SA Communication to data subjects
PR SCEAL SA LT % 1@ A T — X ERITK D A
4 v 4

6.3 CASE No. 15: Personal data sent by mail by mistake
6.3 il No.15 : AT —& DA —/LIT K HFREE

A list of participants on a course in Legal English which takes place in a hotel for 5 days

is by mistake sent to 15 former participants of the course instead of the hotel. The list
contains names, e-mail addresses and food preferences of the 15 participants. Only
two participants have filled in their food preferences, stating that they are lactose
intolerant. None of the participants have a protected identity. The controller discovers
the mistake immediately after sending the list and informs the recipients of the mistake
and asks them to delete the list.
HHART TS ARIZOTZ Y B SN DIERERFEO a—ZADSINE U X RAS,
n/\OT BT M TIFRL a—2ADB\EDBIE 15 LITEFshsd, VAR
JIFEHREDOBINE 15 L ORL ., BF A —/VT FLUAROREOEL S FLHEL
éhf“é 2 ZDOBINE O BB OBIFHRIZHFEANTHE TH 5 FFE A L TV
Do WINDOBIMEIZOWNTS, B0 AFRITARV, BHEHEFEIXY X b
DEFERICREF RO, XBEHICH LREEOELZEML, VA M Z
HETD X EFET D,

6.3.1 CASE No. 15 - Prior measures and risk assessment
6.3.1 Hiffil No.15—FHIkI R LK OV 2 7

114. Strict rules should have been implemented for sending of messages containing personal
data. The introduction of additional control mechanisms need to be considered.
BANT =2 528 A vE—UDFEICONT, Bk — L2 FEE L T R
Thole, BMAREEOHAADOENERFT HLERND D,
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115. The risks deriving from the nature, the sensitivity, the volume and the context of the

personal data are low. The personal data includes sensitive data on food preferences of
two of the participants. Even if the information that someone is lactose intolerant is health
data, the risk that this data will be used in a detrimental way should be considered
relatively low. While in the case of data concerning health it is usually assumed that the
breach is likely to result in a high risk for the data subject3?, at the same time in this
particular case no risk can be identified that the breach will lead to physical, material or
non-material damages of the data subject due to the unauthorised disclosure of lactose
intolerance information. Contrary to some other food preferences, lactose intolerance can
normally not be linked to any religious or philosophical beliefs. The quantity of the
breached data and the number of affected data subjects is very low as well.
EANT —& OVEE, BEMrE, ELTWRENLGAET LY X7 3RV, AT —4IC
IEBINE 2 BOBOELICONTDOREY VT 4 T T—ENEGEENTWD, HDHA
MDHANERTHE T 5 & WV ) BEMITERICET 2T — 2 TEdHH b DD, HUikT
— A NEREL LT THHIND Y A7 TRV AR IND THAH
9. FEICET 27 =2 DA, FOREFITET, T EERIIEHN XA 2L
oI BENANHDL EMESNLD 2, FRHIZZ OFREOFHITIE, FHIBEARIE
ThHhodEWVIEROMHERDOBRIZEYD . HRFENT —F EEROMB R,
W PER 72 B R ST IR PE e B IRIZ OB D L VW e U AT R ET H Z LT
TR0, MORBOWEL LRV | FUBEARMPEIT@E . W 7R 5 53 2m) ST EAR
B E LBEM T OGN D ARV, BREAZT LT —FDOERDT —FF
RO HIFF TR0,

6.3.2 CASE No. 15 — Mitigation and obligations
6.3.2 il No.15— U A 7 (KB & K 5675

116. In summary, it can be stated that the breach had no significant effect on the data subjects.
The fact that the controller immediately contacted the recipients after becoming aware of
the mistake can be considered as a mitigating factor.
BEL T, MEREFILT - ERICERREEZ RIS RN LE 2D, HHE
INEREAR D IR O W ERICZHEE I TERE LIz &) FFT, Y A7 RREEE L
BT ENTE D,

117. If an email is sent to an incorrect/unauthorised recipient, it is recommended that the data

controller should Bcc a follow up email to the unintended recipients apologising,
instructing that the offending email should be deleted, and advising recipients that they do
not have the right to further use the email addresses identified to them.
ol S IEHEROMFICEF A —ABNEEFEINLIHE, 7T —FEFHETERIN
TRWZEZITH L, #EL, BEOHLEFA—LVOBEELERL, MR
BT A—NT RLAZEBMIMERHT MRS 2WEZISE T, 740 —7
v T DEF A —/L% BCC TiED X HEET D,

118. Due to these facts this data breach was unlikely to result in a risk to the rights and freedoms
of the data subjects, hence no notification to the SA or the concerned data subjects was
necessary. However, this data breach must also be documented in accordance with Article
33(5).

INOLOFEENS, YT —FREZ. 7—F EEROHEFKOABIZIT S U A
bl bTBENNRLS, (E- T, 3240 SA XIRRT 57 — 2 EERITHT 5

32 See Guidelines WP 250, p. 23.
HA KZ A4 WP250, P23 &,
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IR oTe, LR LZenG, ¥igkTs —Z2EFEITBWTH GDPR % 33

SGEpL
S5IHICED S CEEALIIATH 5,
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Actions necessary based on the identified risks

BEISNTZVRZICESEMLELRLER

Internal documentation Notification to SA Communication to data subjects
MFEESCEL SA (ZX9 % AN T — & ERITKR B E#AE
4 X X

6.4 CASE No. 16: Postal mail mistake
6.4 {5 No.16 : RAEE

An insurance group offers car insurances. To do this, it sends out regularly adjusted

contribution policies by postal mail. In addition to the name and address of the

policyholder, the letter contains the vehicle registration number without masked digits,
the insurance rates of the current and next insurance year, the approximate annual

mileage and the policyholder's date of birth. Health data according to Article 9 GDPR,

payment data (bank details), economic and financial data are not included.

ORI N—TPHEBBERREZREE L TS, 20D, RREKFESRO

FHR 2 EHIAICERE LT\ D, MaEBEEFEITIT, MAE DO K4 K OERT

WA, BFDR SV TOIRWE I BRERE 5. Y4 K OB DR BREER,
FER AT HREE OBESE N QNS IMAE OAFEH B 2SR# ST\ 5, GDPR %5 9

FICWOREICET A T —%, X7 —% (GRITOFEMIER) . BREEDOT

— X2 R OB T —XITE&Eh T,

Letters are packed by automated enveloping machines. Due to a mechanical error, two
letters for different policyholders are inserted into one envelope and sent to one
policyholder by letter post. The policyholder opens the letter at home and takes a look
at his correctly delivered letter as well as at the incorrectly delivered letter from
another policyholder.

FHIEHHABTHAIR TS, iR EOTT—I2X 0, RRDMAFE 2
Aoy DEFAN 1 SOFEICEASN, 1ADONMAFICEEIND, TNEZHE
L7eMAE B EMZBECHE L, ELKEEINZBFOEFHITMZ.
Ao TELE SN DIIAEZ S DER S — W3 %,

6.4.1 CASE No. 16 — Prior measures and risk assessment
6.4.1 Hiffil No.16— Ak R LK OV 2 7 FH

119. The incorrectly delivered letter contains the name, address, date of birth, unmasked
vehicle registration number and the classification of the insurance rate of the current and
the next year. The effects on the affected person are to be regarded as medium, since
information not publicly available such as the date of birth or unmasked vehicle
registration numbers, and details about the increment in insurance rates are disclosed to
the unauthorized recipient. The probability of misuse of this data is assessed to be between
low and medium. However, while many recipients will probably dispose of the wrongly
received letter in the garbage, in individual cases it cannot be completely ruled out that
the letter will be posted in social networks or that the policyholder will be contacted.
Ao T S FHEITIE, MAZEORA, . AFEA R, RS TWhaneE
TR G 5 S OV AR FE & BUE L O RBRBHR O SR FLd S T D, AFEH B X
IREL W B ERE S. RORBREIR D EFICET DB & W o 72 IEABE O 1 )N HEAE
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[ROZMHEEIFREIND Z 0D, HEEZTIEA~OEEIIFRE L AR S
N5ThHA A5, YT —ZPNEHIND eI, B OHRERETHD &M S
N5, LILANG, 2L OZEHIIBEOLBoTZE LI XELMWIEST HT
A IM, fHlx Dy —AZENT, YBiLEHEN SNS LIcER D, XIFMAFHE
DR E 2T D LW Tm T & BRI TE R,

6.4.2 CASE No. 16 — Mitigation and obligations
6.4.2 FH No.16— U X 7 R & M N F#5

120. The controller should have the original document returned at its own expense. The wrong
recipient should also be informed that he/she may not misuse the information read.
FHEFITAEOEMAHELZ LT, YEFHEALEEIERITE ROV,
FiE > 7o ZWMAICK L, SAZTERAEH L IR b2 nE4@mm L 2 iz
SRAYAN

121. It will probably never be possible to completely prevent a postal delivery error in a mass

mailing using fully automated machines. However, in the event of an increased frequency,
it is necessary to check whether the enveloping machines are set and maintained correctly
enough, or if some other systemic issue leads to such a breach.
EHB)OBERIC L 5 REBEICEWT, BMEEZTZRICMIET 52 232 56<
AHEETH D, L, BHENHEZ %A1, BB+ IEMEICERE S hERF
ENTVWDN, UEZD X D RRFCORBHMOM SO 2T A EOREN
IRWDER T D MEN D D,

Actions necessary based on the identified risks

BEINEY) R IZEISEMNELRDEE

Internal documentation Notification to SA Communication to data subjects
IR SCEA L SA LT3 AN T — X ERIZHT T 5
4 4 X

6.5 Organizational and technical measures for preventing / mitigating the
impacts of mispostal
6.5 RRIESLE « FRE(E OB Ik R BRI O T2 6O DOFHAREY K Ot aY) 70 Fi i
122. A combination of the below mentioned measures — applied depending on the unique
features of the case — should help to lower the chance of a similar breach reoccurring.
TROHEZMAY, Fr—AEBEOBEAEORKBIISC CEHAT S 2 LT, FAEDR
EOREDOHRELZIKTIELZ LITHELES>THA I,

123. Advisable measures:
Y L WHE

(The list of the following measures is by no means exclusive or comprehensive. Rather, the
goal is to provide prevention ideas and possible solutions. Every processing activity is
different, hence the controller should make the decision on which measures fit the given
situation the most.)

(FROHED Y X Mt ZRLUAOHEEIRT 5 6D TH 2 TEMFET S b
DTHRY, L LAIERRVER LSRR DORMEEZ AIE T 56D ThH D,
RRTEENTZNENER D280, FEFITIRIIZIS U TRE 2 E & R E L3RIT
FULZ 520, )

*  Setting exact standards — with no room for interpretation — for sending letters / e-
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mails.
B DIEST B A —/VDIERFITONT, RO FRHO I W fE e FLvE
ERET D,

*  Adequate training for personnel on how to send letters / e-mails.

BEY) DIEN B A A —/VOEEFIEIZOWT, BREICHEY) 72 I 4 a7
Do

*  When sending e-mails to multiple recipients, they are listed in the ’bcc’ field by
default.
BEOZEHIZEFA—NEZXETLHE6. 774/ FRET [Becl 74
—/V RIZs e 254 %,

e Extra confirmation is required when sending e-mails to multiple recipients, and
they are not listed in the 'bec’ field.
BEDOZEFITE A=V 2kfE L, [BCC) 7 4 —/b FIZsie sl s i
TWRWGEIE, BINMOREGE 2 KR35,

e Application of the four-eyes principle.
4 > HIFHI o H,

¢ Automatic addressing instead of manual, with data extracted from an available and
up-to-date database; the automatic addressing system should be regularly
reviewed to check for hidden errors and incorrect settings.

54 & FETIIR L, AR TEHOT —F X—=2A0n bl LT —% %
AL CHEBTANT D, £72, HEFA A DY AT L& EHRIICRE
L. i —ROMES> TCREDAEL MR T 5,

*  Application of message delay (e.g. the message can be deleted / edited within a
certain time period after clicking the press button).

Ay —VIEBEREHRE (BIIX, FERZ 2T ) v s Lk ERFEN
TA Y=V OHE/RENTTEE) O,

e Disabling autocomplete when typing in e-mail addresses.

BIA—NT RUADANKEOA— a7 ) — MEREZ NI T 5,

e Awareness sessions on most common mistakes leading to a personal data breach.
EANT =2 RECORND, &b —RARFAD IZOWTERN Lolodot
via YERITD,

e Training sessions and manuals on how to handle incidents leading to a personal
data breach and who to inform (involve DPO).

ENT —ZREICORNDEA 2T v NORISHER ORGSR (5F— % (fi#
F7 4 —%GTe) ICEL, OOy a L ERIT, v=a TV E
RIET D,

7 OTHER CASES — SOCIAL ENGINEERING
7 EOMDER -V — N =T ) T

7.1 CASE No. 17: Identity theft
7.1 =545 No.17 : ID X1

The contact centre of a telecommunication company receives a telephone call from

someone that poses as a client. The supposed client demands the company to change
the email address to which the billing information should be sent from there on. The
worker of the contact centre validates the client’s identity by asking for certain
personal data, as defined by the procedures of the company. The caller correctly
indicates the requested client’s fiscal number and postal address (because he had

Adopted - after public consultation

56



access to these elements). After the validation, the operator makes the requested
change and, from there on, the billing information is sent to the new email address.
The procedure does not foresee any notification to the former email contact. The
following month the legitimate client contacts the company, inquiring why he is not
receiving billing to his email address, and denies any call from him demanding the
change of the email contact. Later, the company realizes that the information has been
sent to an iIIegitimate user and reverts the change.
%5%% SttDoa s e S =D BEREESTEANMN S OEFEE
2T 5, Hi @%k LoD NI ticxt L, A% OFERIGHMOER LT
%5 BFA—NLT RLADODEEEZRDD, a2 7 M2 —0KE TSt
ﬂm%éi@uﬁw —EDEANT —Z 2T 2EMAE L, YEBEDOARAN
MR AAT O, BAEOEIX., T OEGHE S NIZBE OMBER 5 K OMERT & EREC
ézé(énM$_77ﬁxLTmt#6f%é) RNHER R, A~ —
—IXER SN EEEIT, HV\%‘%ﬁiﬁbwﬁ%%~w7va
ICEEINDZ LiIc2 D, YRFIETIE, EEAMOBET A — /L OB~
@ﬁmeﬂﬁbm&wo 2A. Eé@@%ﬂ I RICER L, B OBET
A—)LT KL RA5EITFE> Tﬁ?&#@b\‘(b\iﬁb\fim i, HEEOEF A —
NOERZERT H—UOEFFICOWTHET D, TO%, SFHITEY @
BETEROAITERPEE IR TS Z EIZRSfFE, EFA—ALT FL X
DEE ZITLITRT,

124.

125.

126.

7.1.1 CASE No. 17 — Risk assessment, mitigation and obligations

7.1.1 H6 No.17— U A 7 3, U A 7 (R E & U5

This case serves as an example on the importance of prior measures. The breach, from a
risk aspect, presents a high level of risk®, as billing data can give information about the
data subject’s private life (e.g. habits, contacts) and could lead to material damage (e.g.
stalking, risk to physical integrity). The personal data obtained during this attack can also
be used in order to facilitate account takeover in this organization or exploit further
authentication measures in other organisations. Considering these risks, the “appropriate”
authentication measure should meet a high bar, depending on what personal data can be
processed as a result of authentication.
ZOFFNIFRTORNROEREMNEZ RT—HITH D, fbKRIERNOT —Z EROFL
é%(gﬁ\@%%\%)mﬁﬁéﬁﬁﬁﬁﬂéT EMEDN D 0 . WELH) R E

(A b=F 7 FEOFEMITHT LHAERE) ICENDAREENRDHD Z &6,

WHREIL, VAZOMENPO 2D & mw)x&vAw%rLTwéﬁ 7))
WIS SN EHANT — X3 E =, [H ﬁﬁﬁf?ﬁ?x%%%oﬁét
IO TR AFREETFEAZH D 7oA IS /et b H 5, T
S5OV A7 EER L, T#EYZR) FBAEFEE VD O, BAEOMERMES 5 =
EIMHAREL R BT —Z OFEEIZIG U T, @mWEEL-T b o TR
572N,

As a result, both a notification to the SA and a communication to the data subject are
needed from the controller.

FERLE LT, BHEILSA KT 2E L ONT — & FARIZ 9 2 8 4& O i )7 2305
L s,

The prior client validation process is clearly to be refined in light of this case. The methods
used for authentication were not sufficient. The malicious party was able to pretend to be

33 For guidance on “likely to result in high risk” processing operations, see footnote 10 above.

EWY 2272676 FTBENOH L) BHREFHICET 204 #0203, fif, Wk 10 238,
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the intended user by the use of publicly available information and information that they
otherwise had access to.

ZOFENEREE X2, FRIOBEOMHR T vt A%, Ao hZdEINR T
LRV, FRFEDT-DITHH SN HIETIAT 5 ThoTz, YEEDH HE T,
AP ENTWDERLOBIERT 78 A LTEERZH N T, BERENZa2—F—IZ
R TEFTENTE,

127. The use of this type of static knowledge-based authentication (where the answer does not
change, and where the information is not “secret” such as would be the case with a
password) is not recommended.

Z OREOFF I HFRAR— A DOFIE (BANEDLLRNWE &, £ RAT— RDY;
FIZHD XD ICEDOFE®RD FE] TIERWE X)) ORIFHELRE IR0,

128. Instead, the organization should use a form of authentication which would result in a high
degree of confidence that the authenticated user is the intended person, and not anyone
else. The introduction of an out-of-band multi-factor authentication method would solve
the problem, e.g. to verify the change demand, by sending a confirmation request to the
former contact; or adding extra questions and requiring information only visible on the
previous bills. It is the controller’s responsibility to decide which measures to introduce, as
it knows the details and requirements of its internal operation the best.

R VIZ, YT, BIESNTE AP ER SN THWDEAHTHD | ol
THRNWEWVW) ZEEEWMEHETHLZ 6T L5 RIBGEOEXAHEH LT X
B, ZEREMH LIEEBANGEREAIT O HiE, FlAiX, YREREOERE
el 5 T O HRTOEM IR ERE 2 X5 T2 &\ o ik, LB 72
Bz L., WMEOFEREND DLMHERAIRRREREERT DL Vo HELEA
TAHZELIZEY, ZOMBEITMRIND THA D, BEE DT OWNEHER DM
LOBEMHEZ R BB L TWDIeD, EORELZBAT D0 ERET L OITEHRE

DEBETH D,
Actions necessary based on the identified risks
BESNEY AT ICESENELRIEBE
Internal documentation Notification to SA Communication to data subjects
PR SCEAL SA LT % 1@ A T — X ERITK B A
v v v

7.2 CASE No. 18: Email exfiltration
7.2 ] No.18 : &+ A —/LDEHEL

A hypermarket chain detected, 3 months after its configuration, that some email

accounts had been altered and rules created so that every email containing certain
expressions (e.g. “invoice”, “payment”, “bank wiring”, “credit card authentication”,
“bank account details”) would be moved to an unused folder and also forwarded to an
external email address. Also, by that time, a social engineering attack had already been
performed, i.e., the attacker, posing as a supplier, had had that supplier bank account
details altered into his own. Finally, by that time, several fake invoices had been sent
that included the new bank account detail. The monitoring system of the email
platform ended up giving an alert regarding the folders. The company was unable to
detect how the attacker was able to gain access to the email accounts to begin with,

but it supposed that an infected email was to blame for giving access to the group of
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users in charge of the payments.

HOHRMA—R—~—Fy NFz—F, —HOEBFA—NT I T FBE
BExnTWieZ &, Fh—EnXRIA ( TFHEREF] 133 Eiree) 17
LYy M — RREE] THRATREEH %) 2802 TOEFA—NADBHD
EHINTWRWT 2 V7 —ICBE S, OB T A—/NLT R ASEITER
EENDEICN—ADEESN TN a2, YERED3I TAKITHREL
7o STEFORBREETIC, V=¥ Ao P=T U ITENBICEITSN
TWiz, BRI, WEEN S HEASLEE N, Yt AL OBRIT 0 R
WMEBBEDOLDIZERE L T\, BAEMITIZEDORRE TIZ, YO
FRAT OB RS T S NI OB OFE R ENEMF SN TV, KR, Y%
BFA—NDT Ty N7+ —LDER AT LN T+ NVE—ICHlT 2% E%
BIE LT, X, F—I12, WBEREDOLIICLTETFA—NAT IV R
T 7 BATEIEDREECTE RPN, DR LTZEF A=K
WEDL—Y—TN—TIZT 7 A% 5272 ERFREK TR0 EHERI L
77,

Due to the keyword-based forwarding of emails, the attacker received information on
99 employees: name and wage of a particular month regarding 89 data subjects; name,
civil status, number of children, wage, work hours and remainder information on the
salary receipt of 10 employees whose contracts were ended. The controller only
notified the 10 employees belonging to the latter group.

BFA—NANF—T— FRN—ATEEINTZZ LT, WEHIT, 1EE8 99 A
BT A 1E®,. BARMIZIE, 89 AT —X ERORL EHDIBEDHOE
&, WP T LCWIEER 10 A DR, BEREL. FE DA
B, E&. BHEERAOCZOMOKGSEZEICET 2 ERE IS L, BEE
. BRI T LTV V=TI BT 50EEER 10 NSk L TORMRE &8
L7,

129.

130.

7.2.1 CASE No. 18 - Risk assessment, mitigation and obligations

7.21 Ff5l No.18— Y X 7 Ffi, U A 7 K E K OFH

Even if the attacker was probably not aiming at collecting personal data, since the breach
could lead to both material (e.g. financial loss) and non-material damage (e.g. identity theft
or fraud), or the data could be used to facilitate other attacks (e.g. phishing), the personal
data breach is likely to result in a high risk to the rights and freedoms of natural persons.
Therefore the breach should be communicated to all 99 employees and not only to the 10
employees whose salary information was leaked.
WEEHEDOHWMENT —Z ODIETIT W ETHRINDIGATH, YERENY
PERN 7ot (EkR9IRRSE) KOIEMER R (1D BET 1D FRIKSE) o)y
[ZORMDAREMENH D Z & UTYUHT — I PMOKE (T4 v /%) &
THEDIHERHENDARBERS L Z LD, UREAT — 2 2EFEIZARANDOHE
FEOCBBEIZHTD2EmWI A7 Z2REIELBENDHLH, TOD, ZOHKY
ZHEICET 2B MARIR L. 10 AOREERZIT TR, 99 ADOE(BEERITY
AR A S L T VT e B,

After becoming aware of the breach, the controller forced a password change for the
compromised accounts, blocked sending emails to the attacker’s email account, notified
the service provider of the email used by the attacker regarding his or her actions, removed
the rules set by the attacker and refined the alerts of the monitoring system in order to
give an alert as soon as an automatic rule is created. Alternatively, the controller could
remove the right for users to set forwarding rules, needing the IT service team to do it only
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on request or it could introduce a policy that users should check and report on the rules
set on their accounts once per week or more often, in areas handling financial data.
EHEL, BECRSWESR, RET 7B ADH ST T hDO/RAT— K&
FRHIICEE L, WBEDOEFA—NT I T F~OEBFA—NVEEEZT 0T
L. WBEENEH LIZE T A — LDV —E 2T a3 ZITk LEDITAHITDONT
BWEIL, WEENHRE LT — A AR L, BERRELV— IV PMER S NG G E
LICEEEZHT L OB AT AOT 77— had#E Lz, b aEEE L
T, MBT—2 20k 5> HEICB VT, BHEN 22— = HiEE L — /L O
EDOHEMRZI Y FRE | BRiEL— VOREIZEE D H > 25 EIZ DB T —E AT
— AT EHIRDD, F, BHOTH Y MIOWTHEESN TV DHL—)L
IZONWTa—P =38 —EILL B LlE T 2 &0 ) Tt 2 HENEAT S
ZERTELD,

131. The fact that a breach could happen and go undetected for so long and the fact that, in a
longer time, social engineering could have been used for altering more data, highlighted
significant problems in the controller’s IT security system. These should be addressed
without delay, like emphasizing automation reviews and change controls, incident
detection and response measures. Controllers handling sensitive data, financial
information, etc. have a larger responsibility in terms of providing adequate data security.
SENEAE LRI SN2 WARERNH D W) FFE, KO, K0 RWHIR
Y= N V=T D THER LV ZL OTFT —F OWEDT-DITEH &
TV DD E WO FHEIT, BHEDIT DX 2 VT 4 VAT LZHEKR
MERRH D Z L&l Lz, 2O ORBEAIX, BEREDOHHERELIEED
BH, A7 MR, OISR EZ b T 5 Lo lo K oz, #ilie<
[l id e blen, o7 4 77 —4 0 MBIHRE 2 O EHEF L,
WY e T — 2 OREMWERMETHZ LIZEHL T, IV RERELEZHAD,

Actions necessary based on the identified risks

BEINEY) R IZEISEMNELRDEE

Internal documentation Notification to SA Communication to data subjects
WFEESCEL SA (ZX9 % i T — & ERITKR B A
v 4 4
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