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INTRODUCTION
}"?‘:

The General Data Protection Regulation (the GDPR) introduces the requirement for a personal data
breach (henceforth “breach”) to be notified to the competent national supervisory authority® (or in
the case of a cross-border breach, to the lead authority) and, in certain cases, to communicate the
breach to the individuals whose personal data have been affected by the breach.

— k7T — 2 RS (GDPR) 1%, AT —2DRE (LIF RE] £75) 2ENOpEE
BB R T (BERFOLGIT, FEEHE) (@12 2 & FEHEOLAICR VTR,
REICLVEAT =2 BEELZ T COLBEANCTEMT 5 ZEAL TV D,

Obligations to notify in cases of breaches presently exist for certain organisations, such as providers
of publicly-available electronic communications services (as specified in Directive 2009/136/EC and
Regulation (EU) No 611/2013)2. There are also some EU Member States that already have their own
national breach notification obligation. This may include the obligation to notify breaches involving
categories of controllers in addition to providers of publicly available electronic communication
services (for example in Germany and Italy), or an obligation to report all breaches involving
personal data (such as in the Netherlands). Other Member States may have relevant Codes of
Practice (for example, in Ireland®). Whilst a number of EU data protection authorities currently
encourage controllers to report breaches, the Data Protection Directive 95/46/EC*, which the GDPR
replaces, does not contain a specific breach notification obligation and therefore such a requirement
will be new for many organisations. The GDPR now makes notification mandatory for all controllers
unless a breach is unlikely to result in a risk to the rights and freedoms of individuals®. Processors

also have an important role to play and they must notify any breach to their controller®.

1 See Article 4(21) of the GDPR
GDPR D5 4 5:(21) 21
2 See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32009L.0136 and
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32013R0611
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32009L.0136 } T}
http://eur-lex.europa.eu/legal-content/EN/TXT/2uri=CELEX%3A32013R0611 &
3 See https://www.dataprotection.ie/docs/Data_Security Breach Code of Practice/1082.htm
https://www.dataprotection.ie/docs/Data_Security Breach Code of Practice/1082.htm 2
4 See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31995L.0046
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31995L.0046 % ff
5 The rights enshrined in the Charter of Fundamental Rights of the EU, available at
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT
PRINE A AR TIZ B WD TRE S LTV D HERNIL. DL G FTEE
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT
6 See Article 33(2). This is similar in concept to Article 5 of Regulation (EU) No 611/2013 which states that a
provider that is contracted to deliver part of an electronic communications service (without having a direct
contractual relationship with subscribers) is obliged to notify the contracting provider in the event of a personal data
breach.
¥ 33KRQBM, L, AT —ZORENEUGEEIC, CBRE & EEMNRZNBER 2T
ELEEV—ERAO— 2T L 2L TND T a g F =, BT a [ F—~Oi@u%E %
AT 5 2 & 2D 5 (EVU)RAI No 611/2013 D5 5 SOHEAITEEL L TW 5,
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MNZAFTREREFBEYS— RO B, X —ED—EDOMHEIZHOWTIL, FENET
TG OBMBHENBUED LTS (F54 2009/136/EC K1Y (EU) HLHI No. 611/2013
ICHE) 2 BRI, A OENREBNREZED TS EU MBEGH 5, A AFATHE
REFBEEY—ERAOT B NS X —|ZMZ T, BEFITHEIN MR ET R 5FE
MEHE B FAYROAZIT) R0, HAT—FBHEET LT XTORELRET 5%
B (A7 04%) 2EDT0Lb06H 5, BEEMBE (TALT 0 RES) Z2ED T
HMBEES &L, BUE, B EU 7 — X RHEHEN, BFEOREZEHEICEET L TWD
25, GDPRIZNEEE N D T — Z 54 95/46/EC * 1%, KR E DR EBIBER 2 T TN
7o, D EHEML, £ < ORI & o THiT= 28 & 72 5, BIfE GDPR 1%, REN
TEHNOMHER S O H BIZKT 2 U A7 IZIFHET 2 ATReERNMRWIS G 2R & | X CTOEBH
WZxf LIl 2886 LT\ 5 5, WEE G 72, EEAEEZH- TR, TOEHFICKL
RELZEI L2 TR e 50 8,

The Article 29 Working Party (WP29) considers that the new notification requirement has a number
of benefits. When notifying the supervisory authority, controllers can obtain advice on whether the
affected individuals need to be informed. Indeed, the supervisory authority may order the controller
to inform those individuals about the breach’. Communicating a breach to individuals allows the
controller to provide information on the risks presented as a result of the breach and the steps those
individuals can take to protect themselves from its potential consequences. The focus of any breach
response plan should be on protecting individuals and their personal data. Consequently, breach
notification should be seen as a tool enhancing compliance in relation to the protection of personal
data. At the same time, it should be noted that failure to report a breach to either an individual or a
supervisory authority may mean that under Article 83 a possible sanction is applicable to the
controller.

H 29 SMEFESE (WP29) 13, Fric B EMFICITZ < ORERH D EEL TWD, &
HFIL, BRI T DR, AT D ENITE@ET D NED D D NI OV T
BEzfsl &R TE 5, EBE, BEEREIL, BFECOWVWTHEEANEMT D Z L2
HECMTTLIENTEDS |, BFIZOVWTHEAICHET 22 LIk, BEEIL, REF
DFRERAET DV A7 KM FEBADBEENY 27 068 #ET27DIGE L L2 DT
TOMEICOWTHERZRMAT 2 Z EDAEEIC 2 D, RERICFIEIL, AR OZE O A
T2 DOREEREZLTHRETH D, Lo T, REOEML, BAT—F OLREIZH
TOHAOE T 28T DY =NV e BRRINDENETH D, FIRHT, EASITEEEE~
DREOHREELRDD L. FHBIRICHESE, MLIDOHIFNEHEIZEA SN D561 H D
ZEITHELTBIRETHD,

7 See Articles 34(4) and 58(2)(e)
55 34 5:(4) L OV 58 5:(2)(e) & R



Controllers and processors are therefore encouraged to plan in advance and put in place processes to
be able to detect and promptly contain a breach, to assess the risk to individuals®, and then to
determine whether it is necessary to notify the competent supervisory authority, and to communicate
the breach to the individuals concerned when necessary. Notification to the supervisory authority
should form a part of that incident response plan.

FoT, WEELOWEEF L, REZHBRM L CGEOCHIE L, BACKT2 Y 27 25
fiiL 8, D% PTEER R ~ DA O A 2l L, MBS U B ol ANI2RE
HEWET DI L ARRICT 2 LREAFANCEIM L, L T Zenflians, BE
BEBI~ DRI A 2T FRIERIEO —FR 2 BT b O TRIF TR 5720,

The GDPR contains provisions on when a breach needs to be notified, and to whom, as well as what

information should be provided as part of the notification. Information required for the notification

can be provided in phases, but in any event controllers should act on any breach in a timely manner.

GDPR I, REZ BT HMENH HELAE TN D0 FECEAT &), @O &

LTCEDE I RIEREZBANT RENCOVTOEDEEATND, BERIBRD LD IEHR

X, BRSO kf?é:kﬁf%éﬁ\m#&é%ﬁt%“f%\éﬁﬁﬂ\ﬁﬁf@&
W2 LIV S & Th D,

In its Opinion 03/2014 on personal data breach notification®, WP29 provided guidance to controllers
in order to help them to decide whether to notify data subjects in case of a breach. The opinion
considered the obligation of providers of electronic communications regarding Directive 2002/58/EC
and provided examples from multiple sectors, in the context of the then draft GDPR, and presented
good practices for all controllers.

ES(ESHIE W @)\T*ﬁ%ﬂé@ MZ%1IZ R84 % Opinion 03/2014° I8\ T, 2ENE
L7l T — 2 BRI E T N E G2 HW T 2RS35 L R DR 2 A R L
7o AEREFL, F55 2002/58/EC (T 2 EFBE T —EAD T m S X —DFH & B 5
L. TORRIZIIT S GDPR BRI S L, HEBOERSTFICE T 26 &0, §To
EEEICHT AR E LWVMEFTZIR R LTV D,

The current Guidelines explain the mandatory breach notification and communication requirements
of the GDPR and some of the steps controllers and processors can take to meet these new obligations.
They also give examples of various types of breaches and who would need to be notified in different

scenarios.

8 This can be ensured under the monitoring and review requirement of a DPIA, which is required for processing
operations likely to result in a high risk to the rights and freedoms of natural persons (Article 35(1) and (11).

M HIEEIL, BIRANOMHER R OB BT LY 27 838 4ET 2 ARtk 0 m W EE IS LRkO B D
DPIA DL DL B 2 — B ISR T L2 N TED (88 35 K1) K TY(1L)),

% See Opinion 03/2014 on Personal Data Breach Notification

TENT — 2 ORFBHBT 5 ER 03/2014
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp213_en.p
df
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BATOHTA R T4 1%, GDPR DFEH ThH LR EFWH M OHE LM, WD 877238
B BT D 1 DI E A L OEEE 3G T L HEIC OV TR L TWD, £z, £
HOREFG R OSHDRI TIZB O THRICRE LB T NI 02 R L T,

I. Personal data breach notification under the GDPR

I. GDPR IZESLK AT — X2 RE@EM

A. Basic security considerations

A. BT 5 EARNREBFE

One of the requirements of the GDPR is that, by using appropriate technical and organisational
measures, personal data shall be processed in a manner to ensure the appropriate security of the
personal data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage'®.

GDPR (%, JE B2 B 2Dk SRIZ KL 0 L AT — # O AR IEXTEE R TR H D
PRl N QMBI 70 3825 I SUIIEE 2 O oA D, AT —X Ol % =V
T4 E MR TCE D HETEANT =22l 2 2B ED—D2& LTWND,

Accordingly, the GDPR requires both controllers and processors to have in place appropriate
technical and organisational measures to ensure a level of security appropriate to the risk posed to
the personal data being processed. They should take into account the state of the art, the costs of
implementation and the nature, the scope, context and purposes of processing, as well as the risk of
varying likelihood and severity for the rights and freedoms of natural persons''. Also, the GDPR
requires all appropriate technological protection an organisational measures to be in place to
establish immediately whether a breach has taken place, which then determines whether the
notification obligation is engaged*?.

£ o T, GDPRIZ, MW ELONDHMEAT —FNEEINDL Y AZITH L, —E L~ D)
X2 VT 4 AT E DU R E N DRI 22 R R A ML 9D 2 & & BEE KL
OMLELE OMHF TR DTN D, FEHE K OEEE X, B OO Rdeimsifr, Ehatef,
B, fiH, 2277 2 N ROHB, NS AR K ONRAIE O R 72 5 B IR N OHEFR KOt
HHIZHT DU AT #BETRETHSH M, F£72, GDPR L, RENE UG a il
\ZHERE L, SBENFEB DG T 2 0B 02§ 57200 12, & 61 2 U 22 HAT A PR K O
FARRAIRI R 2 LT D 2 L 2RO TN D,

10 See Articles 5(1)(f) and 32.
%5 RO KLVE 32 2
11 Article 32; see also Recital 83
%32 45, WISUEE 83 H LR
12 See Recital 87

R SCEE 87 THS R



Consequently, a key element of any data security policy is being able, where possible, to prevent a
breach and, where it nevertheless occurs, to react to it in a timely manner.

FoT, I RTOT—FEXa2 VT 4R —OFEERIZ, AIERERVREOREZL
L, ZRUZH 00D L PRENAECLEGAIE, QRIS T2 ENTELHZ L TH D,

B. What is a personal data breach?
B. BAT —X DRELIX

1. Definition

1. &

As part of any attempt to address a breach the controller should first be able to recognise one. The
GDPR defines a “personal data breach” in Article 4(12) as:

T HREICHILT 5 A O—RE LT, BEHEIT, T, RELZERRTCERTNET RS
720N, GDPR X, 4 5012QI2BWT AT —XDRE] Z TiO X HICERL TS,

“a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data transmitted, stored or otherwise processed.”

MEBFERDSUTE LR, R, k. WA, BHEROBIR SUIEHROT 7 ¥ 228 L)
7p, EE S, GRERR SN, XX, ZOMOEERNBITONDENT — & ORI
THRE]

What is meant by “destruction” of personal data should be quite clear: this is where the data no
longer exists, or no longer exists in a form that is of any use to the controller. “Damage” should also
be relatively clear: this is where personal data has been altered, corrupted, or is no longer complete.
In terms of “loss” of personal data, this should be interpreted as the data may still exist, but the
controller has lost control or access to it, or no longer has it in its possession. Finally, unauthorised
or unlawful processing may include disclosure of personal data to (or access by) recipients who are
not authorised to receive (or access) the data, or any other form of processing which violates the
GDPR.

AT —% @ ThkgE (destruction) | AT Z 453 D, A LSS X5, Zhix, 7—
EBRFE L2 IR 556 ITEBE I L > THEMATRERIBATHEE L R R 25 H 2 BH
T2, Tk (damage) | &V 9 XE b, HEKMWHAEER D, ZHUd, AT —FNERE
HLLTHEBENLZ L, NImLRRETRRDIZLERE®RT S, AT —F0 [
& (loss) | &1k, T—FPMKIRE UTHAET D ATREMEDN B 58, EHEE D U5LT — & Z il
HCTERL o IHAELLIIYHT —F T 7 v ATERL BRolohif, XYUHET —
ZINEBRE DA FICHE LR RoTEHE LRI RETH L, RKBIC, RIEXILEE
BRI, 7 — % OZEHERZ R -2 WESE ~OEANT — % OBizR (UL 5
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BEIZLDLET —F~DOT 78 R) X GDPR %EXT 5 FDMOEROFHR N E F
no 5,

Example

=p1

An example of loss of personal data can include where a device containing a copy of a controller’s
customer database has been lost or stolen. A further example of loss may be where the only copy of a
set of personal data has been encrypted by ransomware, or has been encrypted by the controller
using a key that is no longer in its possession.

ENT — 2 ORLOFNIL, BHEDOEET —FN— A0 a bt —x2aEd T 58BN HEL
TEXFEHE ST GEREEND, £, AT —F 2y bOab—DHRBT LAY
=TI RV B LS5 ITERE P LIV —2 Kol b, 7 — 25
KOFIZHET BN D,

What should be clear is that a breach is a type of security incident. However, as indicated by Article
4(12), the GDPR only applies where there is a breach of personal data. The consequence of such a
breach is that the controller will be unable to ensure compliance with the principles relating to the
processing of personal data as outlined in Article 5 of the GDPR. This highlights the difference
between a security incident and a personal data breach — in essence, whilst all personal data breaches
are security incidents, not all security incidents are necessarily personal data breaches®.

REZ, —EOEXF 2V T AT UM THDLILEAPIAICLTBIRETH LN, #4
FADITRBEENTND L 912, GDPR L, AN 7 —FDRENEALTELAEOREH S
Do MMDIREICE D | FHE L, GDPR O 5 RIS SN TV AEAT — % OB
BT 2RO BEF AR TE <7D, ZOZLiE, X2V T 44T NEEAT
—FREOENEIHRLTND, 20, AT —ZDOREFT, TXTEXF2VT 41
VTV RTHLIDIIH L, EX 2V T4 AT MEL BT LLTRTEAT —HF DR
ETHLLIIRLRNDOTHD B,

The potential adverse effects of a breach on individuals are considered below.
REPMEANCEZ 9 DERELZUTICERT %,

2. Types of personal data breaches

2. MAT—2REOTEE

13 1t should be noted that a security incident is not limited to threat models where an attack is made on an
organisation from an external source, but includes incidents from internal processing that breach security principles.
X2V T 4Ty M MY — R K VMBS KB SN D ERET VRO T, X2V T«
— R Z BT DN ERDICERT A 02T FREEND Z L ICHETREThH D,
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In its Opinion 03/2014 on breach notification, WP29 explained that breaches can be categorised
according to the following three well-known information security principles:

55 29 RIS, BREOBIICET 2ER 03/2014 1B\ T, BFF, KRLGEHMEINT
WD TRERDOEREF 2V 7 A FANEW D TE L Z L& L 1,

« “Confidentiality breach” - where there is an unauthorised or accidental disclosure of, or access to,
personal data.

« “Integrity breach” - where there is an unauthorised or accidental alteration of personal data.

- “Availability breach” - where there is an accidental or unauthorised loss of access'® to, or
destruction of, personal data.

- TREMEORE] - AEXIIEBHIRENT — 2 OBFRAIMENT —Z ~DT 7 & ZAD3%
A LTEA

- EEMORE] - REXIIEFEARENT —Z OEENRELT56

- AT HMEDIRTE ] - BIHISUIRIER, AT —Z~D7 72 20K B XIE AN T —#
DREENRFA LT HE

It should also be noted that, depending on the circumstances, a breach can concern confidentiality,
integrity and availability of personal data at the same time, as well as any combination of these.
Flo. WU K-> TE AT —FZ OfE M, Tl K R HPEORE O X THR[FEEFIC
BT 558K OZDONTNUOOMAEDENEEGT AL 0HVELZ EICEET
T b,

Whereas determining if there has been a breach of confidentiality or integrity is relatively clear,
whether there has been an availability breach may be less obvious. A breach will always be regarded
as an availability breach when there has been a permanent loss of, or destruction of, personal data.
BN TR DR EN H > 1B O fWnE, LEIBI B Th 523, ATHMEDRERN
Ho T BNOPIWHIL, ZAUEEHATIER, BAT — & OEAN 72285 T EE 3 4
Clema, bR HEITEIC, THEORETH L LARIND,

14 See Opinion 03/2014
Opinion 03/2014 1R
15 1t is well established that "access" is fundamentally part of "availability". See, for example, NIST SP800-53rev4,
which defines “availability” as: "Ensuring timely and reliable access to and use of information," available at
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf. CNSSI-4009 also refers to: "The property
of being accessible and useable upon demand by an authorized entity." See
https://rmf.org/images/4-CNSS-Publications/CNSSI-4009.pdf. ISO/IEC 27000:2016 also defines “availability” as
“Property of being accessible and usable upon demand by an authorized entity”:
https://www.iso.org/obp/ui/#iso:std:iso-iec:27000:ed-4:v1:en

(7 772 IE, EARMIZTATHME O—THDH LW ZENESHLTND, #il& LT, NIST SP800-53rev4
W TR &2 TEENDEERER~DOT 7 B AR EROEHOMER] EEZLTWD, Tirbs
HERTHE  http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf.
F 72, CNSSI-4009 1%, MHERZ AT HHENERIIGECTT 7 B AR EHFRTHS LWV ) Bt &
=Kk LTW5%, https://rmf.org/images/4-CNSS-Publications/CNSSI-4009.pdf. 2o = &, ISO/IEC 27000:2016
bHE, AT & THREZ AT 2EDERITIGCTY 7 B AFRENDEHTIRETH D LW D Bk & &
#F L T3, : https://www.iso.org/obp/ui/#iso:std:iso-iec:27000:ed-4:v1:en

10




Example

=p1

Examples of a loss of availability include where data has been deleted either accidentally or by an
unauthorised person, or, in the example of securely encrypted data, the decryption key has been lost.
In the event that the controller cannot restore access to the data, for example, from a backup, then
this is regarded as a permanent loss of availability.

T2, BRI, L AIMERZFF- 2 0FIC L VEIR SN GE. UIEEICK 5
b CWe T — 2 OEF{bx — %K LI-GEa 0, THtoREoOpIc R T ons, &
BEN, NI T v TENST—F DT 7 AREIRTEXRWGE, DD RIE, ¥
MYEDIEARIFER & 7 SN D,

A loss of availability may also occur where there has been significant disruption to the normal
service of an organisation, for example, experiencing a power failure or denial of service attack,
rendering personal data unavailable.

AIAPEDTERIE, B2, (FESCY — U AERLE, MAT — 2 OEAAREE, ko
W — B2 LERZRBEFENE L7258 I b A LR,

The question may be asked whether a temporary loss of availability of personal data should be
considered as a breach and, if so, one which needs to be notified. Article 32 of the GDPR, “security
of processing,” explains that when implementing technical and organisational measures to ensure a
level of security appropriate to the risk, consideration should be given, amongst other things, to “the
ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing
systems and services,” and “the ability to restore the availability and access to personal data in a
timely manner in the event of a physical or technical incident”.

AT —2 O HMED —RHIEERIT, BEFELHRTRENLEVIBEMNEL L2008 Livk
W, o, REFELBRTHAE, FECEMT S ONMEE 25, GDPR O 32 5% Tk
WOEZEM] X, VRIS LTE—FELvDtdx o7 4 ZHET 200>
MBI R 2 TS 256, &b, TERY 2T A RO — B 2 OBEDRENE,
SEVE, ATHMER ONEIEMEZ MR T 288711 WS TR AN A o7 v R 33§
A UTZBR. EREREBEE T, AT —Z OFTHMEER O ENICKT 57 7 B XA 2EIAT 56871
EEETRETHDL, EHPLTND,

Therefore, a security incident resulting in personal data being made unavailable for a period of time
is also a type of breach, as the lack of access to the data can have a significant impact on the rights
and freedoms of natural persons. To be clear, where personal data is unavailable due to planned

system maintenance being carried out this is not a ‘breach of security’ as defined in Article 4(12).
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LoT, —EHH, AT —ZOFEHERARIZCT 52X 2T 04T NI 7—
BDT I ADOKIMMPB, HIRAOHEF L OH B LEKRREEL 52 50N H 5
e, REO—FMEFS 2D, RROILNVEIITERDLN, FHEMRVAT LA TR
DFEATZHBITBANT —Z DPHHAARE L 225815, F4FRAYICERT D XU T4
RE] TR,

As with a permanent loss or destruction of personal data (or indeed any other type of breach), a
breach involving the temporary loss of availability should be documented in accordance with Article
33(5). This assists the controller in demonstrating accountability to the supervisory authority, which
may ask to see those records'®. However, depending on the circumstances of the breach, it may or
may not require notification to the supervisory authority and communication to affected individuals.
The controller will need to assess the likelihood and severity of the impact on the rights and
freedoms of natural persons as a result of the lack of availability of personal data. In accordance with
Article 33, the controller will need to notify unless the breach is unlikely to result in a risk to
individuals’ rights and freedoms. Of course, this will need to be assessed on a case-by-case basis.
ENT — % OWEA 22RO IE (UIZot—8IoEEORE) I LT, fH%ED
—HERSE RN B BT DR EIL H BRONMENLE L L TR RE TH D, 10 D HHE I,
FEED, D CEDORME Z RO 2 mREED & 2 BB L, BEZ R SR
B, Lan L, REFEOIRDUS L - T, BB~ K OS82 52T 2 A~ D@ %
NLEIRIGE LB TRVGERD 5, EHE L. BAT—F O ftEo Kinps BN
MR X OV E B AT T 5O W Re e M OTRZNE 2 3 2 BN H D, REDN. HAOHE
FIROEBIZHT 2 Y A7 TGS 2 ARttt MRV G & 2R E . BEF I, 8 33 FITitwn
WHIT HMERSD D, YRRDE, BEIS T TRHMEALE L 72D,

Examples

=p1

In the context of a hospital, if critical medical data about patients are unavailable, even temporarily,
this could present a risk to individuals’ rights and freedoms; for example, operations may be
cancelled and lives put at risk.

RPECOHREFE LT, BEICHETLIHEERERT —20, I THEATE R 2>
%A, BB SN, EaifaRICE O IND5%E, EAOHEFLKOCBRICT S Y
AT DBHECDAREMEDR D D,

Conversely, in the case of a media company’s systems being unavailable for several hours (e.g. due
to a power outage), if that company is then prevented from sending newsletters to its subscribers,

this is unlikely to present a risk to individuals’ rights and freedoms.

16 See Article 33(5)
% 33 (5)Z
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—FH. AT A TEREOVAT AN, BEFEAHAAREICZZR Y (f) : EEIC L D5F AR
MOEENETRE~D =2 — AL X —DREEYT ONTEHE. 22X, EADHEF
KOEBIZRT 5 U 27 33644 5 T REMEI TR,

It should be noted that although a loss of availability of a controller’s systems might be only
temporary and may not have an impact on individuals, it is important for the controller to consider
all possible consequences of a breach, as it may still require notification for other reasons.

FHEDOY AT LAOAAMEDOERIL, —RHREROGELH Y . EAL ’%ﬁé%ﬁxﬁb‘
TEbHo0, FEHFIX, MOBBICIVEANLELRLIGELH LD, REFI
ELRDLIHOPHFEREEZBRTHIENEETHL ZLIHETRETHD,

Example

=41

Infection by ransomware (malicious software which encrypts the controller’s data until a ransom is
paid) could lead to a temporary loss of availability if the data can be restored from backup. However,
a network intrusion still occurred, and notification could be required if the incident is qualified as
confidentiality breach (i.e. personal data is accessed by the attacker) and this presents a risk to the
rights and freedoms of individuals.

T AT (HREVPIILDONDETEHEDT — X 2T H2EEY 7 by xT)
Kié@%ﬁ\Ny&?yfﬁi@?~&%@m?é*kﬁﬂbf%hi AT YD —
BEERITIFAET D AREMER H DB, Ry NT =T ~ODRABEL, 4 2T v FBEENE
DRE (DFY, @A?—&#Wé%:i@?&ﬁxéhfvé)kﬁ&éh ARVIRYAYCS
i75>ﬂﬁlj\®1‘%*' MOBEBICR LY A7 2 RIETHE, BHEPLELRDIGEND D,

3. The possible consequences of a personal data breach
3. AT —ZREFEIZLVEZ DDk

A breach can potentially have a range of significant adverse effects on individuals, which can result
in physical, material, or non-material damage. The GDPR explains that this can include loss of
control over their personal data, limitation of their rights, discrimination, identity theft or fraud,
financial loss, unauthorised reversal of pseudonymisation, damage to reputation, and loss of
confidentiality of personal data protected by professional secrecy. It can also include any other
significant economic or social disadvantage to those individuals'’.

REIE, ALK Uik REHOBE KRR EZ 52 D /RN H D, 1305 BB,
WBRHD . TR SO TR E (IR 9 2 ATREMED N 8 5. GDPR &, 22 DI 12 id, A
T =2\ D HIEOER, EAOHERIOFIRR, 25, HocdERr, 3Rk, SRk K

17 See also Recitals 85 and 75
ATSCES 85 TH KON 75 THE R
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BALDRIERRfRER, (EHOBAE, SFREHIC L VRES N TWDEANT —F O E D
KNEFEND LEHHALTND, oo 2D MEANTH T DL OO TR G T4t
AR b EEND Y,

Accordingly, the GDPR requires the controller to notify a breach to the competent supervisory
authority, unless it is unlikely to result in a risk of such adverse effects taking place. Where there is a
likely high risk of these adverse effects occurring, the GDPR requires the controller to communicate
the breach to the affected individuals as soon as is reasonably feasible!®.

£ o T, GDPRIZ, BETDHTHA I DD EHED ) A7 RS L WREMEMEN G & %
Pr& . FrEEEE B~ DR FOBM L EHEITRO TWD, 0D ERENE U 5 ARtk
WEWE . GDPR 1, 528 % 52T D E N~ ] M BE0 )RR E Ol & B BEE (25K T
W5 8,

The importance of being able to identify a breach, to assess the risk to individuals, and then notify if
required, is emphasised in Recital 87 of the GDPR:

FEORE. BAICKT 5 Y R 7 OFHE L O EICIL Ul z FEE R gEIC LT 2 &
DEENECOUNTIE, GDPR DRSS 87 HIZEB W T STV D,

“It should be ascertained whether all appropriate technological protection and organisational
measures have been implemented to establish immediately whether a personal data breach has taken
place and to inform promptly the supervisory authority and the data subject. The fact that the
notification was made without undue delay should be established taking into account in particular
the nature and gravity of the personal data breach and its consequences and adverse effects for the
data subject. Such notification may result in an intervention of the supervisory authority in
accordance with its tasks and powers laid down in this Regulation.”

MEANT —ZRZENBELT0E I DERRICHET D720, £ LT, BEEMELENT —
Z ERIZKE L TECIEKE T 5 72D O 4T OB 7o A0 72 PR3 M OSERR By E 23 5
EINTODENEPDHER S NRITIE R bRV, KT, TOEANT —ZREOME KW
HARME, TORRE L TELLIFERBLOT —F EERIZHT 2 EZELBEICANT LT,
AW 72 HBHEIDMTOAT LWV ) FENNGES N2 NT R B2, ED X5 728
%, ABLANCE © 2 B BB DR & OMEMRIZIEV, RO N AZHI bD L&D
%o

Further guidelines on assessing the risk of adverse effects to individuals are considered in section IV.
I ar IVIZEWNT, AT 2ERZEO Y X7 5HIIZ BT 2 HEEHI OV TS HIZE
29D,

18 See also Recital 86.
R SCEE 86 THS R
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If controllers fail to notify either the supervisory authority or data subjects of a data breach or both
even though the requirements of Articles 33 and/or 34 are fulfilled, then the supervisory authority is
presented with a choice that must include consideration of all of the corrective measures at its
disposal, which would include consideration of the imposition of the appropriate administrative
fine'®, either accompanying a corrective measure under Article 58(2) or on its own. Where an
administrative fine is chosen, its value can be up to 10,000,000 EUR or up to 2% if the total
worldwide annual turnover of an undertaking under Article 83(4)(a) of the GDPR. It is also
important to bear in mind that in some cases, the failure to notify a breach could reveal either an
absence of existing security measures or an inadequacy of the existing security measures. The WP29
guidelines on administrative fines state: “The occurrence of several different infringements
committed together in any particular single case means that the supervisory authority is able to apply
the administrative fines at a level which is effective, proportionate and dissuasive within the limit of
the gravest infringement”. In that case, the supervisory authority will also have the possibility to
issue sanctions for failure to notify or communicate the breach (Articles 33 and 34) on the one hand,
and absence of (adequate) security measures (Article 32) on the other hand, as they are two separate
infringements.

F3BRMLV M FDOEMENR - STV DLAIZBNTH EHENRT —ZRFIZOWVT,
BB ST T — Z ERO VT UTWE ~DEM A B o 1256, BB, 558 &
(QITHAS  FIEHEITAE O JATHAMIC X 28072 #e © oA BT, H 625 RIEHRH
BEZOHEICLVEBERETL2RNEZRTEIND, H#EeTzHTZL2BRLLA, £
DLFAIL., FK T 1,000 77— 11 X% GDPR D% 83 5(4)(a)I2 -3 < &R BT D AEMRR
RLEED2%ET DI ENTE D, REOBEIMOMWMEAN, BEFEDLE RO R SUIAN L%
BETOIHANOLZLICHEELTB ZEbEHEETH D, FlFeIZET 55 29 SKAFEMN
RDOHA FTA 20, TH-OFRZITTEHEORR LERBD —EICRE LIS E, BEK
BAAN e & TRAN 7208 S DHIFHN TRORA . Hefli & OIER 2ok EDHIERE LT 5 Z &
MTEDHZEEBRL TS LRBINTND, 20 b5A, BEEMEIL, REomMm
KTt (B 33 KN 34 7)) ORIk LfilEA R+ — 5T, £7oREL LT, %
xtRoxm RE) (B 32 &) IR L ThfilEERSweEnrd s, 2886, Zhb
X2 0DRIDRETHLNETHD,

I1. Article 33 - Notification to the supervisory authority

1. 55 33 5% - BB HEBE ~@an

19 For further details, please see WP29 Guidelines on the application and setting of administrative fines, available
here: http://ec.europa.eu/newsroom/just/document.cfm?doc_id=47889

FERNZOWTIE, B O A KR ORTEICET 258 29 SAEEHE A RIA4 VE2BROZ L, TRENDLS
RRA] : http://ec.europa.eu/newsroom/just/document.cfm?doc_id=47889
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A. When to notify
A BRITREGE

1. Article 33 requirements

1. E3IBLEDOEMH,

Article 33(1) provides that:
F 3BT, TROLBVEDTND,

“In the case of a personal data breach, the controller shall without undue delay and, where feasible,
not later than 72 hours after having become aware of it, notify the personal data breach to the
supervisory authority competent in accordance with Article 55, unless the personal data breach is
unlikely to result in a risk to the rights and freedoms of natural persons. Where the notification to the
supervisory authority is not made within 72 hours, it shall be accompanied by reasons for the delay.”

MEANT —FRENRELLESGS., BHEZX. 2OBAT—2RZEDHRANOHEFR KO H
BT 5 U A7 ZRESELIBENADNRWIGEZIRE . RYREHR R, o, Tan
Eha s & &1L, ZORFICK OV HELS &b 72 FFELINIZ, 5 55 RIZiE-> T
FriEEEE R L, ZOEAT — 2 BEZ @A L 2Tl b, BEEREEREICKT 2
WENDS T2 FE LANITAT O R WS, ZO@AIX, £ OEEDOR M 2T S 2T hid7e 672
VY J

Recital 87 states®:
A 87TIE 21X, Tt BV EDTND,

“It should be ascertained whether all appropriate technological protection and organisational
measures have been implemented to establish immediately whether a personal data breach has taken
place and to inform promptly the supervisory authority and the data subject. The fact that the
notification was made without undue delay should be established taking into account in particular
the nature and gravity of the personal data breach and its consequences and adverse effects for the
data subject. Such notification may result in an intervention of the supervisory authority in
accordance with its tasks and powers laid down in this Regulation.”

MENT —ZRENFEA L0 E 2 e HICHRET S0, £ LT, BEMEROT —
A ERITHR U THODNEAE T 25 72D O 4T O U) 70 FE AR Y 70 Of 78 Je OV | O H i A3 52
EINTODEINEPDHER I NRITIE R b0, FFIC, ZOEANT —2REFEOWE KW
BRME, ZORRE L THELLIFEROT —F ERICHT 2 BRELZBEIZAN LT,
ANY IR BEDMTONTC & W ) FEDPNGESNRIT LR B0, £0D X 9 7018k
1T AFANTE D 2 BB BB DN X OHERRIZIEV, BEBEBI DM AZH S b D LR H
S

20 Recital 85 is also important here.
RSB S HLEETH D,
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2. When does a controller become “aware”?
2. BHEN [Ri% LRRER LI

As detailed above, the GDPR requires that, in the case of a breach, the controller shall notify the
breach without undue delay and, where feasible, not later than 72 hours after having become aware
of it. This may raise the question of when a controller can be considered to have become “aware” of
a breach. WP29 considers that a controller should be regarded as having become “aware” when that
controller has a reasonable degree of certainty that a security incident has occurred that has led to
personal data being compromised.

ERUCEER L2 X912, GDPR I, EENECLSGEIE, AYICERTHZ &< £
RERGEIE. DD REZFT L% 12 R LUNIZ, BFICOWTHMT 5 2 & 2 BB
IZRDOTWND, ZHICHL, BHENMEEZ Bk LRI WODREDOZ L%
EODMEVD BMNEL D ARENEDRH D, # 29 FMEEM=IT, EHEN, MAT—ZD
BECESTA VTV MWEUZ &2 GBI RRREICHE LR sals TF8ik) Lz &
HIRINDHRETHDHEBRLTND,

However, as indicated earlier, the GDPR requires the controller to implement all appropriate
technical protection and organisational measures to establish immediately whether a breach has
taken place and to inform promptly the supervisory authority and the data subjects. It also states that
the fact that the notification was made without undue delay should be established taking into account
in particular the nature and gravity of the breach and its consequences and adverse effects for the
data subject?. This puts an obligation on the controller to ensure that they will be “aware” of any
breaches in a timely manner so that they can take appropriate action.

7e72L. B L7 X 912, GDPR (X, AT —Z DREFENE UG i 00 I HfERE L
BEERERE I O — & BRI IC R E T 572D D & & @ 5 U] 70 F AT AP 7 B OSSR A Xt
ROERZEHEIZRDTWD, o, RYITERT L2 &2 @AMTOIL-EEIT,
2, AT — X2 REOME L OE R N Z OFfs L T — & BRI 5 B
A THERET RETH D L HIRRTND 2 a2 BT U R HEZ#H T o L oI,
—YIDREZEEMEIC R o8B EHE T,

When, exactly, a controller can be considered to be “aware” of a particular breach will depend on the
circumstances of the specific breach. In some cases, it will be relatively clear from the outset that
there has been a breach, whereas in others, it may take some time to establish if personal data have

been compromised. However, the emphasis should be on prompt action to investigate an incident to

21 See Recital 87
R SCEE 87 THS R
17



determine whether personal data have indeed been breached, and if so, to take remedial action and
notify if required.

EfEICE DR RT, BHENRFEDREL R LI BRI ZENTED0E, FriE
DIRFEORWIZE D, BENELLEZ EBPONLHBIHATHLILGELH L8, A
T BMREINLZ L EMIET 5 DIZKMR N oGG b5, Ll T2 TEHAY
ELAREL, AT NEBRIREINTZDENEZ R T 5720124 T v M EE
L., BEINTOWEGAIEL, REFHELHE U CREIDS U CHEET 572002 E %2
wLHZETHD,

Examples

=p1

1. In the case of a loss of a USB key with unencrypted personal data it is often not possible to
ascertain whether unauthorised persons gained access to that data. Nevertheless, even though the
controller may not be able to establish if a confidentiality breach has taken place, such a case has to
be notified as there is a reasonable degree of certainty that an availability breach has occurred; the
controller would become “aware” when it realised the USB key had been lost.

1 B b TWRWEAT —4 & & HITUSB X — a2k LTc i E MR Z R 7e W n,
MWINDT =B ~DT 7B ALRG LIZPEPEHRT 5 EIIRARETHLILGENL
D, EHEDN, BEMEORFENE LN ENHIETCE WA TH-TH, ATHEDRE
WAELTTWVD Z LIZHOWNWTIE, AEMRBEDHENH D720, 2 RBLUTER L2 T
e b7, Ko T, BHEIL, USB F— D kicRff ik, #E%2 [FR# L
SRV A

2. Arthird party informs a controller that they have accidentally received the personal data of one of
its customers and provides evidence of the unauthorised disclosure. As the controller has been
presented with clear evidence of a confidentiality breach then there can be no doubt that it has
become *“aware”.

2. HBEAEN BEHEO-BEOEANT —F 2MBEHICE LI Z L 2B A I@mL, R
IEBRROREMLZ 12 I L7256, B, MEEREFEOHALRGHLZ I RIN TS0,
BFEE ) LizZ &IZg TR0,

3. A controller detects that there has been a possible intrusion into its network. The controller checks
its systems to establish whether personal data held on that system has been compromised and
confirms this is the case. Once again, as the controller now has clear evidence of a breach there can
be no doubt that it has become “aware”.

3. HHEMN, TOXRy NI =T ~DRADAREMEZ A L, HiET AT LITRFEL TN D
ANT =2 DEBFEINTORODPEMIET DO Z AT A e R L, FEINATH
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HZ L EMERLICGG, BEEE, REOWHARGREZLG L TWolon, REZ TEE)
L7 Z LRV TR W,

4. A cybercriminal contacts the controller after having hacked its system in order to ask for a ransom.
In that case, after checking its system to confirm it has been attacked the controller has clear
evidence that a breach has occurred and there is no doubt that it has become aware.

4. A N—JUIREN, BHEOVAT LNy F 07 LERICERATEICIHREELERT S
B, B LIGA, BEEIL TOVATAEZRELC, VAT ARKBIN-ZLE
MERB L7k, RENECCHARERZIIGE L TWH e, REL B L2 &gk
UMEZR U,

After first being informed of a potential breach by an individual, a media organisation, or another
source, or when it has itself detected a security incident, the controller may undertake a short period
of investigation in order to establish whether or not a breach has in fact occurred. During this period
of investigation the controller may not be regarded as being “aware”. However, it is expected that
the initial investigation should begin as soon as possible and establish with a reasonable degree of
certainty whether a breach has taken place; a more detailed investigation can then follow.

FEEIL, A, A7 4 THESUZZOMOFEREN G, 7 —ZREFBEOAREMEIZOWTE
—WREZITIRIZ, NTEX2 VT 0 AT 0 FEEBEM BRI LIZ%IZ, REN
HERICE LT ENZMIET 27202, BEHROMELZITO 2N TE D, 05 iHEH
M, BEEIL, BEFEL M LebosiRIn2nWiGandb s, LiLrns i
TRV, AT RAEC NI BRLA L, AREDE UG I DWW TR B R R O RS 2 LT
et & Z LI SN D, KVEEMARRAEIL, TDORITITI 2 LN TE D,

Once the controller has become aware, a notifiable breach must be notified without undue delay, and
where feasible, not later than 72 hours. During this period, the controller should assess the likely risk
to individuals in order to determine whether the requirement for notification has been triggered, as
well as the action(s) needed to address the breach. However, a controller may already have an initial
assessment of the potential risk that could result from a breach as part of a data protection impact
assessment (DPIA)??> made prior to carrying out the processing operation concerned. However, the
DPIA may be more generalised in comparison to the specific circumstances of any actual breach,
and so in any event an additional assessment taking into account those circumstances will need to be
made. For more detail on assessing risk, see section IV.

EHFIL, BELZRELE, BRATRERERFEICOVWTI, AYICERTL IR, F
TZRTREZR G A IR, 72 BERIDAPICIEAE L2 R R S0, 28I T, L, @
SERRET D0EN. ETERFICHTIHENLETH 2 0EG 0% 572012, 8

22 See WP29 Guidelines on DPIAs here:
DPIA IZBH4 255 29 SE¥EERE A R T4 5] « http://ec.europa.eu/newsroom/document.cfm?doc_id=44137
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NZH LAECHD U AT 3 i T _R&ETH D, L LEHE T, BT 2 0BIE¥E 2 FET
THRNATON D T — X AT (DPIA) 2 O—8 & LT, RBEFICL 4 UEHETE
H) U 27 IZHOWTEBRCHIHRHE 21T > TW D560 5, LrL, DPIA X, 152D ERE
DIREO, FFEORR LY b RERBARRROFME R DGENH D, LoT, Wby
BBV TH, D05 EORREZZE LIBMFMABEL 25, U A7 FMICET S
P OWTIX, B2 v a v IVEEBRTAZ L,

In most cases these preliminary actions should be completed soon after the initial alert (i.e. when the
controller or processor suspects there has been a security incident which may involve personal data.)
— it should take longer than this only in exceptional cases.

KEDOLZEIZIBNT, 5 FEMHFEIS, MREER (DX 0, BEE SUTLBE N, #
ANT =2 BEET DO LD X2 Y T4 A v T PRELTEZ & &R ToRERD)
PP T TRETH D, - DL FAHEIL. FSNISE DR, LY ERZ 2T 5
RETH D,

Example

=p1

An individual informs the controller that they have received an email impersonating the controller
which contains personal data relating to his (actual) use of the controller’s service, suggesting that
the security of the controller has been compromised. The controller conducts a short period of
investigation and identifies an intrusion into their network and evidence of unauthorised access to
personal data. The controller would now be considered as “aware” and notification to the
supervisory authority is required unless this is unlikely to present a risk to the rights and freedoms of
individuals. The controller will need to take appropriate remedial action to address the breach.
AL, HFEEAZLHEFHEEOY— 2D (EEO) FHICET2BAT 2285 1L
7o, BHEEZRD E A—NVEZELLILE, FREOEX 2V T4 BREINATND
LamRE LoD, FEHEICRET 5, HHEN, HHMOREELI TV, TOXRy FU—7
SORARMENT —F ~ORIET 7 8 AOFHLE R ET 5, EEE X, D02 FeER R
2. BELY B LB, D5 RENEANOHEFKTCHBICH LY 27 %2 &
ETAREMEDMER WG A 2R, BRI ~o@mmRRO b, EHEIX. REICHTD
WY IR EZ T C 5 0ER D D,

The controller should therefore have internal processes in place to be able to detect and address a
breach. For example, for finding some irregularities in data processing the controller or processor
may use certain technical measures such as data flow and log analysers, from which is possible to

define events and alerts by correlating any log data®. It is important that when a breach is detected it

23 |t should be noted that log data facilitating auditability of, e.g., storage, modifications or erasure of data may also
qualify as personal data relating to the person who initiated the respective processing operation.
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is reported upwards to the appropriate level of management so it can be addressed and, if required,
notified in accordance with Article 33 and, if necessary, Article 34. Such measures and reporting
mechanisms could be detailed in the controller’s incident response plans and/or governance
arrangements. These will help the controller to plan effectively and determine who has operational
responsibility within the organisation for managing a breach and how or whether to escalate an
incident as appropriate.

Ko TEHFIT, BELHRAL, ZNITHLTE 2MBENT o 22 L TEBRET
bbH, Bl LT, T—=FERBNCBITDABANER LRI D720, FHE XITLHE
X, 7270 —ROu 7 O7F A4 P —EFEOREDENSREHND Z R TEDH, =
AUCEY, vr7 7y —2 LHBEASELZ LIk, FERLOEELRIT HZ LN AREIZAR
5 B, REDBRISIIZER D) DRFICHLTE 2 &9 1073 L~ L OFHRREIC B
THZ LA, ROBNDEEIT, H 33 RITHEVIEA L, LEITIE T TH 34 RITHEWD
WEIT D ZENEBETHD, PO RIOCRED A D =ALE, BHEOLA T b
KESEHE L OY » AFEHBRBEIZFER T 22 6N TE D, 200 /HEIL, BEEN, RE
BRI N 22 A 27 b O ERGEKR O ER OB OV TR EHE L, Ak
N O FE AR 2 HIWT3 5 BRI D,

The controller should also have in place arrangements with any processors the controller uses, which
themselves have an obligation to notify the controller in the event of a breach (see below).
AT, BHBEMEPT 2T X TOLHE L | RENFA LA ITAEE 5 50 a8
FICHHTLHREEAI EVIRVRDZLZDLTEBIRETHD (T,

Whilst it is the responsibility of controllers and processors to put in place suitable measures to be
able to prevent, react and address a breach, there are some practical steps that should be taken in all
cases.

REFORGIE . SR O AL 23 FTRE 22 8 U1 22 56 SR 2 il NE L T < 2 L ITEBLE R OMLBEE D
L THIN, TRTOHEICBVTHEL 2N RN REENFET 5,

« Information concerning all security-related events should be directed towards a responsible person
or persons with the task of addressing incidents, establishing the existence of a breach and
assessing risk.

I ANTOEF2 YT 4 BHEERICETOERE, A 2T 2 P OIS, REDFED
FEREKX VY R 7 G & FEhi 3 2 024 3B UL 0 D855 2 45 9 BT E T 2,

+ Risk to individuals as a result of a breach should then be assessed (likelihood of no risk, risk or

high risk), with relevant sections of the organisation being informed.

T =2 ORE, EEXIIHEFOEERNZFFT o077 —2 b, lx ORBEREAZ B L7 E BT
DMMAT —H L BT IENTEDZLIHETRETH D,
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s XD®%, MEEZTTMEROEERE L &b, RECERTLIEANCHT LI A7 %
iM% (U227 OFEOEEME, U X7 LoV ORHT),

+ Notification to the supervisory authority, and potentially communication of the breach to the
affected individuals should be made, if required.
- BVEHEBE ~ 185 K QWG U TR 2 2 1T D AN~ DR EFE O AREE DR E 21T 9,

- At the same time, the controller should act to contain and recover the breach.
- [FEFIZ, BEEET. BREOMHIELOEIHO-OOFEZ#H L 5,

+ Documentation of the breach should take place as it develops.
- REORMZ CET D,

Accordingly, it should be clear that there is an obligation on the controller to act on any initial alert
and establish whether or not a breach has, in fact, occurred. This brief period allows for some
investigation, and for the controller to gather evidence and other relevant details. However, once the
controller has established with a reasonable degree of certainty that a breach has occurred, if the
conditions in Article 33(1) have been met, it must then notify the supervisory authority without
undue delay and, where feasible, not later than 72 hours?. If a controller fails to act in a timely
manner and it becomes apparent that a breach did occur, this could be considered as a failure to
notify in accordance with Article 33.

L oT, BEENR, MIEES ORI TS L, RENSERICAE U B 2 aEd 225
ZHOZEIIHATH S, LB - EORENATEE L D | FHEFIT, FELE W
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U TURENE U EMERE L 72 5 33 SR(D)DRERMFRM 7 SN TV D56 BRI,
RUNEMET 5 Z e, R EGA T 72 RELANIC 24, EBEBIC @A L2 ud
MBIV, EHEN, HEHEZE LRVWEE T, BRENECLL I EPPFIRICR 7256,
INDWRIRIE, B 3B RIED DIEHOWD L BT ZENTE D,

Article 32 makes clear that the controller and processor should have appropriate technical and
organisational measures in place to ensure an appropriate level of security of personal data: the
ability to detect, address, and report a breach in a timely manner should be seen as essential elements
of these measures.

5532 el EEE L OWBRE N, AT —Z It 28R Lot 2 U T g AR
T2 T2 DI G 2R BT 2 SRR R A L L TR RETHDH T 2RI LTV D,

24 See Regulation No 1182/71 determining the rules applicable to periods, dates and time limits, available at:
WM. B R OMIAIC B L S 2 BRI 2 E o 72 BRI No. 1182/71 2, TRta~ b BB ATHE -
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:31971R1182&from=EN :
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3. Joint controllers
3. EFRFHE

Article 26 concerns joint controllers and specifies that joint controllers shall determine their
respective responsibilities for compliance with the GDPR?®. This will include determining which
party will have responsibility for complying with the obligations under Articles 33 and 34. WP29
recommends that the contractual arrangements between joint controllers include provisions that
determine which controller will take the lead on, or be responsible for, compliance with the GDPR’s
breach notification obligations.

526 i, EFHEICEMR L, HFEFHEIL. GDPR OEFIZET 584 DELEZED
TBLIRETHDHLELTND B, ZhITIE, HIBHRKV RIS FH &2 HTT 2 HIE
ERIOUFELZED T LR EEND, H 29 RIEHEM=IT, LEEFEHER O Lo
B2V Pe601Z, GDPR DR EMM R DMSFIC OV T EET 5 I EHEEZ A D DI EOEHY
MERETDEDEUGTNE LBELTWD,

4. Processor obligations

4. WNHEEOHEE

The controller retains overall responsibility for the protection of personal data, but the processor has
an important role to play to enable the controller to comply with its obligations; and this includes
breach notification. Indeed, Article 28(3) specifies that the processing by a processor shall be
governed by a contract or other legal act. Article 28(3)(f) states that the contract or other legal act
shall stipulate that the processor “assists the controller in ensuring compliance with the obligations
pursuant to Articles 32 to 36 taking into account the nature of processing and the information
available to the processor”.

EHAIL, BAT =2 OREITH LEfFmEEE A O 2N, LHE T, FHENMREOEH
EEUDEREOEGEETCEDLLICT L0 BEEREHZA L TWD, FEERIC, &F
28 (3)i, HEFEIZ LA B IE, UL E OMOENIHEEICHELT 55D L T5 L E
HTWD, 5 28 RE)HIE. LBFED, THHROOME K QUL 3F T rTRE 72 16 R & Z &
[CANTZ BT 55 32 & H 5 36 RIT & DR DOETOMIRIZIBWN T, BHEZIET L)
L Ex BRI ZOMOERHEIC LV EDLHRETHLE LTINS,

%5 See also Recital 79.
AISCES 79 THS R,
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Article 33(2) makes it clear that if a processor is used by a controller and the processor becomes
aware of a breach of the personal data it is processing on behalf of the controller, it must notify the
controller “without undue delay”. It should be noted that the processor does not need to first assess
the likelihood of risk arising from a breach before notifying the controller; it is the controller that
must make this assessment on becoming aware of the breach. The processor just needs to establish
whether a breach has occurred and then notify the controller. The controller uses the processor to
achieve its purposes; therefore, in principle, the controller should be considered as “aware” once the
processor has informed it of the breach. The obligation on the processor to notify its controller
allows the controller to address the breach and to determine whether or not it is required to notify the
supervisory authority in accordance with Article 33(1) and the affected individuals in accordance
with Article 34(1). The controller might also want to investigate the breach, as the processor might
not be in a position to know all the relevant facts relating to the matter, for example, if a copy or
backup of personal data destroyed or lost by the processor is still held by the controller. This may
affect whether the controller would then need to notify.
5533 k()L MBREDVEHEIZ X VA IR D56 T, WEE D FHE IR > THRY
Heo TWDLEANT =2 DREFZBFH L ISHE, LHEIL, TRYICERT L2 L2 B
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I, BEHENZORICEAT DMUEND L0 ENCEEE 52558005,

The GDPR does not provide an explicit time limit within which the processor must alert the
controller, except that it must do so “without undue delay”. Therefore, WP29 recommends the
processor promptly notifies the controller, with further information about the breach provided in
phases as more details become available. This is important in order to help the controller to meet the
requirement of notification to the supervisory authority within 72 hours.

GDPR (3, WERH(C L 2B HE~OBEEDOHIRIZONWT, IRBITERT 2 2 &< BE
L2RTHIER bR E WS EDLSN, BIARBIREZ ED TR, Ko T, 5 29 RIEEHE
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As is explained above, the contract between the controller and processor should specify how the
requirements expressed in Article 33(2) should be met in addition to other provisions in the GDPR.
This can include requirements for early notification by the processor that in turn support the
controller’s obligations to report to the supervisory authority within 72 hours.

B L=k oic, A LOEE L O OZKITIBN T, GDPR O£ DD EDITINA T,
5 3B R SN TV DB AT HIELRHEL TBR&ETH D, T, FH
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HMEMEAETHILNTE D,

Where the processor provides services to multiple controllers that are all affected by the same
incident, the processor will have to report details of the incident to each controller.

BN, Rl—DA 2T v MRV EEEZ T 2EBOEHE I — X274 L Tn
De, MEE T, FEBEFIA T v FPOFEMERE LT hE R b0,

A processor could make a notification on behalf of the controller, if the controller has given the
processor the proper authorisation and this is part of the contractual arrangements between controller
and processor. Such notification must be made in accordance with Article 33 and 34. However, it is
important to note that the legal responsibility to notify remains with the controller.

BHEDN, BHEZMREL CEAZIT I OO MR ZLHEEIZ5 2T, 215D
HERR DS, A HLE K OV R O ZK EOR Y R D—ETh 54556, WHF L, FHE L
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MBIV, T2 L WA EAT ORISR, BEAICHEL ZLICHET O ENEET
H5,

B. Providing information to the supervisory authority

B. BEEMEE ~D s

1. Information to be provided

1. B ~&fER

When a controller notifies a breach to the supervisory authority, Article 33(3) states that, at the
minimum, it should:

BHEDNEEEEIREZ BT 556, # 3B FKE)E. BHEANKIKTS Filz3477 5
EOEDTND,
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“(a) describe the nature of the personal data breach including where possible, the categories and

approximate number of data subjects concerned and the categories and approximate number of

personal data records concerned;

(b) communicate the name and contact details of the data protection officer or other contact point

where more information can be obtained,;

(c) describe the likely consequences of the personal data breach;

(d) describe the measures taken or proposed to be taken by the controller to address the personal data

breach, including, where appropriate, measures to mitigate its possible adverse effects.”
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The GDPR does not define categories of data subjects or personal data records. However, WP29
suggests categories of data subjects to refer to the various types of individuals whose personal data
has been affected by a breach: depending on the descriptors used, this could include, amongst others,
children and other vulnerable groups, people with disabilities, employees or customers. Similarly,
categories of personal data records can refer to the different types of records that the controller may
process, such as health data, educational records, social care information, financial details, bank
account numbers, passport numbers and so on.

GDPR (% &E%Xi@AT S EERDO T IEEER L TR, L, 2954
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Recital 85 makes it clear that one of the purposes of notification is limiting damage to individuals.
Accordingly, if the types of data subjects or the types of personal data indicate a risk of particular
damage occurring as a result of a breach (e.g. identity theft, fraud, financial loss, threat to
professional secrecy), then it is important the notification indicates these categories. In this way, it is

linked to the requirement of describing the likely consequences of the breach.
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Where precise information is not available (e.g. exact number of data subjects affected) this should
not be a barrier to timely breach notification. The GDPR allows for approximations to be made in
the number of individuals affected and the number of personal data records concerned. The focus
should be directed towards addressing the adverse effects of the breach rather than providing precise
figures.

Efe7e s (B . BEBE2Z T 57— % EROEMKRE) PRETERWGEICBVTH,
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Thus, when it has become clear that here has been a breach, but the extent of it is not yet known, a
notification in phases (see below) is a safe way to meet the notification obligations.

FoT, BENELLZLDBPRICR-T2HE T, REFOFTMHNZH TE TORWVIGE,
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Article 33(3) states that the controller “shall at least” provide this information with a notification, so
a controller can, if necessary, choose to provide further details. Different types of breaches
(confidentiality, integrity or availability) might require further information to be provided to fully
explain the circumstances of each case.

533 K@), BEA L, D7 b AFHRZEMTRETHL EEDTND, Lo T,
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Example

=p1

As part of its notification to the supervisory authority, a controller may find it useful to name its
processor if it is at the root cause of a breach, particularly if this has led to an incident affecting the
personal data records of many other controllers that use the same processor.
WBREZFEOFERN o H5E, FrZ, 20 0REN, F—0WLBHELFIHL TWHHE
BOMOEHEDENT —Z L a—RIEET LA T b eRoloifh, BEAEIL,
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In any event, the supervisory authority may request further details as part of its investigation into a
breach.

WU LA, BEEHEIT, REOHED—RLE LT, BINMOFEMEREZ KDL Z LNT
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2. Notification in phases

2. BxBERY@En

Depending on the nature of a breach, further investigation by the controller may be necessary to
establish all of the relevant facts relating to the incident. Article 33(4) therefore states:
REOMHEIZL>TE, A7 MIHET LT R TOFRLZIT- ) SELDIT,
EHEIZLDEORDPENMELRDG56R 05, Lo T, #H3IBHRA)IEL. Tk
EDHTWND,

“Where, and in so far as, it is not possible to provide the information at the same time, the
information may be provided in phases without undue further delay.”

[RIFFICTHF R AR TERWVWIGE, ZOHIBEANICEB W T, £OFRIT. Ei D AR Y 72
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This means that the GDPR recognises that controllers will not always have all of the necessary
information concerning a breach within 72 hours of becoming aware of it, as full and comprehensive
details of the incident may not always be available during this initial period. As such, it allows for a
notification in phases. It is more likely this will be the case for more complex breaches, such as some
types of cyber security incidents where, for example, an in-depth forensic investigation may be
necessary to fully establish the nature of the breach and the extent to which personal data have been
compromised. Consequently, in many cases the controller will have to do more investigation and
follow-up with additional information at a later point. This is permissible, providing the controller
gives reasons for the delay, in accordance with Article 33(1). WP29 recommends that when the
controller first notifies the supervisory authority, the controller should also inform the supervisory
authority if the controller does not yet have all the required information and will provide more
details later on. The supervisory authority should agree how and when additional information should
be provided. This does not prevent the controller from providing further information at any other
stage, if it becomes aware of additional relevant details about the breach that need to be provided to

the supervisory authority.
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The focus of the notification requirement is to encourage controllers to act promptly on a breach,
contain it and, if possible, recover the compromised personal data, and to seek relevant advice from
the supervisory authority. Notifying the supervisory authority within the first 72 hours can allow the
controller to make sure that decisions about notifying or not notifying individuals are correct.
WAEARL, FHEIC, BEFICOS LIREICHE AL, RELMHIEL, TEREEE. R
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However, the purpose of notifying the supervisory authority is not solely to obtain guidance on
whether to notify the affected individuals. It will be obvious in some cases that, due to the nature of
the breach and the severity of the risk, the controller will need to notify the affected individuals
without delay. For example, if there is an immediate threat of identity theft, or if special categories of
personal data®® are disclosed online, the controller should act without undue delay to contain the
breach and to communicate it to the individuals concerned (see section Ill). In exceptional
circumstances, this might even take place before notifying the supervisory authority. More generally,
notification of the supervisory authority may not serve as a justification for failure to communicate
the breach to the data subject where it is required.
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26 See Article 9.
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It should also be clear that after making an initial notification, a controller could update the
supervisory authority if a follow-up investigation uncovers evidence that the security incident was
contained and no breach actually occurred. This information could then be added to the information
already given to the supervisory authority and the incident recorded accordingly as not being a
breach. There is no penalty for reporting an incident that ultimately transpires not to be a breach.
FEHE T, BERBICHINBM 21T o 7o RIC, BERAEIC LY X2V T oA
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Example

=p1

A controller notifies the supervisory authority within 72 hours of detecting a breach that it has lost a
USB key containing a copy of the personal data of some of its customers. The USB key is later
found misfiled within the controller’s premises and recovered. The controller updates the
supervisory authority and requests the notification be amended.
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It should be noted that a phased approach to notification is already the case under the existing
obligations of Directive 2002/58/EC, Regulation 611/2013 and other self-reported incidents.
BepEiyima o 7 7 m—F i, f55 2002/58/EC, BiHI 611/2013 KN E DDA 7 M H
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3. Delayed notifications

3. BB
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Article 33(1) makes it clear that where notification to the supervisory authority is not made within 72
hours, it shall be accompanied by reasons for the delay. This, along with the concept of notification
in phases, recognises that a controller may not always be able to notify a breach within that time
period, and that a delayed notification may be permissible.
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Such a scenario might take place where, for example, a controller experiences multiple, similar
confidentiality breaches over a short period of time, affecting large numbers of data subjects in the
same way. A controller could become aware of a breach and, whilst beginning its investigation, and
before notification, detect further similar breaches, which have different causes. Depending on the
circumstances, it may take the controller some time to establish the extent of the breaches and, rather
than notify each breach individually, the controller instead organises a meaningful notification that
represents several very similar breaches, with possible different causes. This could lead to
notification to the supervisory authority being delayed by more than 72 hours after the controller
first becomes aware of these breaches.
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Strictly speaking, each individual breach is a reportable incident. However, to avoid being overly
burdensome, the controller may be able to submit a “bundled” notification representing all these
breaches, provided that they concern the same type of personal data breached in the same way, over
a relatively short space of time. If a series of breaches take place that concern different types of
personal data, breached in different ways, then notification should proceed in the normal way, with
each breach being reported in accordance with Article 33.
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Whilst the GDPR allows for delayed notifications to an extent, this should not be seen as something
that regularly takes place. It is worth pointing out that bundled notifications can also be made for
multiple similar breaches reported within 72 hours.
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C. Cross-border breaches and breaches at non-EU establishments
C. BERERWNEUMLEICKITAEE

1. Cross-border breaches

1. BEEE

Where there is cross-border processing?’ of personal data, a breach may affect data subjects in more
than one Member State. Article 33(1) makes it clear that when a breach has occurred, the controller
should notify the supervisory authority competent in accordance with Article 55 of the GDPR?,
Article 55(1) says that:
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“Each supervisory authority shall be competent for the performance of the tasks assigned to and the
exercise of the powers conferred on it in accordance with this Regulation on the territory of its own
Member State.”
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However, Article 56(1) states:
B L 56 S(WITRD X o izib RT3 .

“Without prejudice to Article 55, the supervisory authority of the main establishment or of the single
establishment of the controller or processor shall be competent to act as lead supervisory authority
for the cross-border processing carried out by that controller or processor in accordance with the

procedure provided in Article 60.”

27 See Article 4(23)
% 4(23) 55
28 See also Recital 122.
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Furthermore, Article 56(6) states:
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“The lead supervisory authority shall be the sole interlocutor of the controller or processor for the
cross-border processing carried out by that controller or processor.”
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This means that whenever a breach takes place in the context of cross-border processing and
notification is required, the controller will need to notify the lead supervisory authority?®. Therefore,
when drafting its breach response plan, a controller must make an assessment as to which
supervisory authority is the lead supervisory authority that it will need to notify*°. This will allow the
controller to respond promptly to a breach and to meet its obligations in respect of Article 33. It
should be clear that in the event of a breach involving cross-border processing, notification must be
made to the lead supervisory authority, which is not necessarily where the affected data subjects are
located, or indeed where the breach has taken place. When notifying the lead authority, the controller
should indicate, where appropriate, whether the breach involves establishments located in other
Member States, and in which Member States data subjects are likely to have been affected by the
breach. If the controller has any doubt as to the identity of the lead supervisory authority then it
should, at a minimum, notify the local supervisory authority where the breach has taken place.
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LENICHEAT BB ZRET DI ENTEDLE IR, BEIFWEELRENELE
Yty AT ERTEHBIIT DRI 60, TOMBEELT L REEZIT LT
— X ERBHEETHHARCE SIREDR AT L ITR SR ) ZEE2H LM
THHLOLT D, EEEMEICEMT ICH-o Tk, BEHEILAISL T, T0RE
PO MEEICHET 2R 2z EZ A TS0, L EOMPETT —Z RN L DREFIC

29 See WP29 Guidelines for identifying a controller or processor’s lead supervisory authority, available at
http://ec.europa.eu/newsroom/document.cfm?doc_id=44102

EHE XIS O BB OREICONWTORE 29 FEEMTA KT A4 58, LT
http://ec.europa.eu/newsroom/document.cfm?doc_id=44102

30 Alist of contact details for all European national data protection authorities can be found at:
http://ec.europa.eu/justice/data-protection/bodies/authorities/index_en.htm

RN FEE 7 — 2 PRI ik O AR S 3E M U 2 2R, LUT:

http://ec.europa.eu/justice/data-protection/bodies/authorities/index_en.htm
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2. Breaches at non-EU establishments
2. EEURKRIZBITEHRE

Article 3 concerns the territorial scope of the GDPR, including when it applies to the processing of
personal data by a controller or processor that is not established in the EU. In particular, Article 3(2)
states®’:

%5 3 4:1%. GDPR OFEOHFFAICEIR L. EU WTRRIL S HL72 b O CRRWEEE T
Kié@k?~5@ﬁ&w:@%éné%é%a@ok@bf%sxmi&@;9:$N
EQAY R

“This Regulation applies to the processing of personal data of data subjects who are in the Union by

a controller or processor not established in the Union, where the processing activities are related to:
(ERIEEN S LA T & BT 5556 AFANZ, EU SR O 720 ViEBRE TR |2 &

% EUBANOT — % FROENT —Z OFHICEH S b -

(a) the offering of goods or services, irrespective of whether a payment of the data subject is

required, to such data subjects in the Union; or

(@ 7% EERDOZFNNER SN D G0 E DT, EU INOT — % EARITHT 598

NIV —ve Aot Xix

(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.”

(b) 7—Z EROITEN EU BN TITON LD D TH LMY | £ DITEIDEEHL, |

Article 3(3) is also relevant and states®?:
ZE)H ZAUCHE L THY . RO X ITERTND 3

“This Regulation applies to the processing of personal data by a controller not established in the
Union, but in a place where Member State law applies by virtue of public international law.”
ABANT, EUBRNICHILE DR WEBEZICL 26D TH-oTh, EHEEREDOR LN
REOENEDHEH D& 2 5B W TTOA AT — 2 OB ITEH S5, |

Where a controller not established in the EU is subject to Article 3(2) or Article 3(3) and experiences
a breach, it is therefore still bound by the notification obligations under Articles 33 and 34. Article
27 requires a controller (and processor) to designate a representative in the EU where Article 3(2)

applies. In such cases, WP29 recommends that notification should be made to the supervisory

31 See also Recitals 23 and 24
HISCER 23, 24 THL B
32 See also Recital 25
AISCER 25 THY R
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authority in the Member State where the controller’s representative in the EU is established®.
Similarly, where a processor is subject to Article 3(2), it will be bound by the obligations on
processors, of particular relevance here, the duty to notify a breach to the controller under Article
33(2).

> T, EU NIZHLE DR WEBLE DY 5 3 5:(2) T 3 RE@B)DXR T, BN ORENA
Ule8é b, ZOBEHETOEYE 33 50034 FICHE S BABBITHRIND, 5§ 27
Gl FHE (GO, 5§ 3 RQVEHING%LAIT, EUNICREAZEMT 5 Z
EERODTWD, ZOLIRGEE %29 FMEEHRIT, BHE O EU NORBELADEIE S
IR ENC I T D EEBII B AT 2 2 L 2 HESEL TV D B [ARRIC, LB 3
QOB THDLE, WHEEDORE., L VDT I CTHET D, 33 KQIESEEH
HIREF BT L E/B RSN D,

D. Conditions where notification is not required

D. BAZELRWIESDOLME

Article 33(1) makes it clear that breaches that are “unlikely to result in a risk to the rights and
freedoms of natural persons” do not require notification to the supervisory authority. An example
might be where personal data are already publically available and a disclosure of such data does not
constitute a likely risk to the individual. This is in contrast to existing breach notification
requirements for providers of publically available electronic communications services in Directive
2009/136/EC that state all relevant breaches have to be notified to the competent authority.

F5 3B R()IE. THARANOHER L AT 2 U A7 2 RAESELIBLEAN RV REFIL,
RSB ~OWMMEE LAV L EZHA SN LTWD, BlxiE, AT —Z BEEICAICH]
MFRET., BT —Z OBRPMENS R Z KETBEN L ROERWGEENET b5,
T BT DR E T R CERFTEEE TICEA LR T LR 5720 &5 f5 S 2009/136/EC
2B 2 AR FTREZREFBE Y — B 2D T BN, Z— 2 DN T OBAF DR E @R
&I TH 2,

In its Opinion 03/2014 on breach notification®*, WP29 explained that a confidentiality breach of
personal data that were encrypted with a state of the art algorithm is still a personal data breach, and
has to be notified. However, if the confidentiality of the key is intact — i.e., the key was not
compromised in any security breach, and was generated so that it cannot be ascertained by available

technical means by any person who is not authorised to access it — then the data are in principle

33 See Recital 80 and Article 27

AISCES 80 TH KL OV 27 S5 )

34 WP29, Opinion 03/2014 on breach notification,
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp213_en.p
df

29 SAEEIS, REERIC OV TORE R 03/2014
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp213_en.p
df
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unintelligible. Thus, the breach is unlikely to adversely affect individuals and therefore would not
require communication to those individuals®®. However, even where data is encrypted, a loss or
alteration can have negative consequences for data subjects where the controller has no adequate
backups. In that instance communication to data subjects would be required, even if the data itself
was subject to adequate encryption measures.

ZEIBENTOVTO 2014 4 3 A EAFITIVT 3, 5 29 RAEEMAIL, Lo v
U XL THGIEESNTBANT — 2 OMBRFHRFIZERE LTEAT —Z 2OV TORE
ThoTHMEETH MBI L, AL, F—OWEEIBLDRLTWRWES, —T 7
PHLEX—NEX2 VT A REFIZLSTRAWVWINTEL T, 77 B AMERDOZRNEDFIH
ARER AN FEIC L o CRE ED LNV L I IER SN TV EEEE — T — 2 3R &
LTHTERNWEDTH D, o T, BREMINTERZELEZ DBEITR, Lo
TINHDOEANIHT 2EFIARETHD *, HL, T—F R LS TV ThH, HHE
72N 7Ty T L TR R, BRRPUEICRY 77— FRICER B KT
TIERDY DD, ZOHE. T— X BIERPEUIRRE S ERTE ORI R o Tz & LT
b T FERITH T DEEDLETHD D,

WP29 also explained this would similarly be the case if personal data, such as passwords, were
securely hashed and salted, the hashed value was calculated with a state of the art cryptographic
keyed hash function, the key used to hash the data was not compromised in any breach, and the key
used to hash the data has been generated in a way that it cannot be ascertained by available
technological means by any person who is not authorised to access it.

29 RMEERZITE, NRAT=ROL I RIEANT —F BEEICNy v afb SV v MY
HINTWT, Ny ¥ a b LEEBER MmO 5% — Ny 2 BB THEIN, 20
T2y albTHDICHNLF—NREICL > TRAVWSNLTE ST, kot
DT =y v a2 b T HDIZHND F—08 7 7 & ZHERD 22 25K ] W] Re 22 A Y
FRICE > THERTERWHIETERINTVWILAEICLHTEELIFLED TN D,

Consequently, if personal data have been made essentially unintelligible to unauthorised parties and
where the data are a copy or a backup exists, a confidentiality breach involving properly encrypted
personal data may not need to be notified to the supervisory authority. This is because such a breach
is unlikely to pose a risk to individuals’ rights and freedoms. This of course means that the individual
would not need to be informed either as there is likely no high risk. However, it should be borne in
mind that while notification may initially not be required if there is no likely risk to the rights and
freedoms of individuals, this may change over time and the risk would have to be re-evaluated. For
example, if the key is subsequently found to be compromised, or a vulnerability in the encryption

software is exposed, then notification may still be required.

35 See also Article 4(1) and (2) of Regulation 611/2013.
B 611/2013 D 4 (1)L OQR) H B,
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Furthermore, it should be noted that if there is a breach where there are no backups of the encrypted
personal data then there will have been an availability breach, which could pose risks to individuals
and therefore may require notification. Similarly, where a breach occurs involving the loss of
encrypted data, even if a backup of the personal data exists this may still be a reportable breach,
depending on the length of time taken to restore the data from that backup and the effect that lack of
availability has on individuals. As Article 32(1)(c) states, an important factor of security is the “the
ability to restore the availability and access to personal data in a timely manner in the event of a
physical or technical incident”.

IHIZ, BERLSNTBMAT =2 DNy 7T v TN L Z AIRENE CSE. FIH
AREMEICOWTORENELDZ L &R0, ZHUFEAEZ I AZIZIHT I EITRY 95
TEMND BHPLEL Y 55, FERIC, AT —F DNy 2T v TR FETHE LT
b, REPESLINZT =2 0WREZDRTELLELE, TORXY I T v Thb0T
—ZDEMFICE LR OR S & T ORI RTEELED KANAME NI K IET I & - T,
INLRBHRENBORELZ2D S5, F325KQ)CQ)PBRDLEY, BX=2UT 4 DEER
ZRNE TR AT EANTI 722 A 7 o R NEEAE LTCBR, R RBER C. AT — 2 DA H]
M RENCKT DT 7 BA%EEIBT 5811 TH 5,

Example

=p1

A breach that would not require notification to the supervisory authority would be the loss of a
securely encrypted mobile device, utilised by the controller and its staff. Provided the encryption key
remains within the secure possession of the controller and this is not the sole copy of the personal
data then the personal data would be inaccessible to an attacker. This means the breach is unlikely to
result in a risk to the rights and freedoms of the data subjects in question. If it later becomes evident
that the encryption key was compromised or that the encryption software or algorithm is vulnerable,
then the risk to the rights and freedoms of natural persons will change and thus notification may now

be required.
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However, a failure to comply with Article 33 will exist where a controller does not notify the
supervisory authority in a situation where the data has not actually been securely encrypted.
Therefore, when selecting encryption software controllers should carefully weigh the quality and the
proper implementation of the encryption offered, understand what level of protection it actually
provides and whether this is appropriate to the risks presented. Controllers should also be familiar
with the specifics of how their encryption product functions. For instance, a device may be
encrypted once it is switched off, but not while it is in stand-by mode. Some products using
encryption have “default keys” that need to be changed by each customer to be effective. The
encryption may also be considered currently adequate by security experts, but may become outdated
in a few years’ time, meaning it is questionable whether the data would be sufficiently encrypted by
that product and provide an appropriate level of protection.

7212 L, T BEBICIILZRIIE S LI N TR o TRPUT BN T, F B BB
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I11. Article 34 — Communication to the data subject
. 5834 % - T —F EER~DER

A. Informing individuals
A. A~DEE
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In certain cases, as well as notifying the supervisory authority, the controller is also required to
communicate a breach to the affected individuals.

—EDHEI, BEEE~o®@mE AT, FHEIREICOWT, BEEZZITLEANIC
HAET 5 HUETHD,

Article 34(1) states:
5534 2(WITRD X H 2k R TV 5

“When the personal data breach is likely to result in a high risk to the rights and freedoms of natural
persons, the controller shall communicate the personal data breach to the data subject without undue
delay.”

MEANT —2REDBRANOHEF R OEBIZHT 2@ 27 Z2RESEDREER S D
e, BEEIL, TOT7—F ERIIH L, AYRER R EOMAT — 2 12F 28K L
T NIER B0, |

Controllers should recall that notification to the supervisory authority is mandatory unless there is
unlikely to be a risk to the rights and freedoms of individuals as a result of a breach. In addition,
where there is likely a high risk to the rights and freedoms of individuals as the result of a breach,
individuals must also be informed. The threshold for communicating a breach to individuals is
therefore higher than for notifying supervisory authorities and not all breaches will therefore be
required to be communicated to individuals, thus protecting them from unnecessary notification
fatigue.

FHEIX, REOHRL L TEADHEFN L OBHBHA~AD Y 27 DBENDRNVGEZIRE .,
BEBBEA~OBAMPNATHL Z L2 BT RETHDH, SHIT, BREOHRLL LTHEA
DOHEFMM PHBE~DEER Y Z 7 OBENNH 55 ILE D[N BE LR TIER S
RN, 8o T, REZEANERT 520G 05T, BEREICENT 25680 b
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JHES BTN D K92 > T 5,

The GDPR states that communication of a breach to individuals should be made “without undue
delay,” which means as soon as possible. The main objective of notification to individuals is to
provide specific information about steps they should take to protect themselves®®. As noted above,
depending on the nature of the breach and the risk posed, timely communication will help
individuals to take steps to protect themselves from any negative consequences of the breach.

GDPR (%, fH A~DRFOEREIL [RYZREIER LS ] ATI bD LIRANDA . ZHUT A REZR IR
DESEWVWHI ZEZEWT D, AA~OBMOTETHEMNX, TOMANELERET D
T2 DI D R EFEICOWTEEWNREREZIRIET 52 TH 2 ¥, Lilo@my | BEFEOM

36 See also Recital 86.
AISCES 86 TH L &R
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Annex B of these Guidelines provides a non-exhaustive list of examples of when a breach may be
likely to result in high risk to individuals and consequently instances when a controller will have to
notify a breach to those affected.

A RTA DR B 1X, BEMEASFEERY A7 2A T IELAREERH Y, £
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T

B. Information to be provided

B. Rty ~&Fw

When notifying individuals, Article 34(2) specifies that:
NS DIZH720 . 534 RQIFRD K D IR TND

“The communication to the data subject referred to in paragraph 1 of this Article shall describe in
clear and plain language the nature of the personal data breach and contain at least the information
and measures referred to in points (b), (c) and (d) of Article 33(3).”

(ARZLE 1 HTED DR T —F EERICKT 28igIE. AN FGREETEOMAT
—FREOWEZFTLE L, o, < &b, 3B EE 3H(D), (MVAIHE ST
WMEOBEEZED D, |

According to this provision, the controller should at least provide the following information:
ZOBEICHES T, BHEIIRKIETHUTOEREZREET 260 LT 5 ¢

« a description of the nature of the breach;
« ZOREOHEE ORI

« the name and contact details of the data protection officer or other contact point;
« TSR T ¢ YT F OO E O D4 R R QNS SE

- a description of the likely consequences of the breach; and
REFOMPEL LTHAT LAMREED H HFEEOFLR, KD

« a description of the measures taken or proposed to be taken by the controller to address the breach,
including, where appropriate, measures to mitigate its possible adverse effects.

ARFICHLT DT OICEREEIC Lo TEL O, XILGET D Lo ICRRESINTHED
ok, WUIRGE, ORIV O HERELRBIE LD ORE L G,
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As an example of the measures taken to address the breach and to mitigate its possible adverse
effects, the controller could state that, after having notified the breach to the relevant supervisory
authority, the controller has received advice on managing the breach and lessening its impact. The
controller should also, where appropriate, provide specific advice to individuals to protect
themselves from possible adverse consequences of the breach, such as resetting passwords in the
case where their access credentials have been compromised. Again, a controller can choose to
provide information in addition to what is required here.

REFEICAHLLZOR Z Y 5 HEEZELZ RS EL7-OIEL OGN LEEOHF & LT, B
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C. Contacting individuals

C. TAA~DESfR

In principle, the relevant breach should be communicated to the affected data subjects directly,
unless doing so would involve a disproportionate effort. In such a case, there shall instead be a
public communication or similar measure whereby the data subjects are informed in an equally
effective manner (Article 34(3)c).

JRANE LT, BT 2RF X, MARAHLZET 56 %2RE, BEL2ZT L7 — 2 FEEK
W26 L CEARERE SN D NETH D, EFICMRRBAHZET 556, 7 —F EERDPFE
(N RRRRBER TR S D K 9 IR XUTZNITHET 5 HFIEICEE S5 (5 34 Z&(3)C),

Dedicated messages should be used when communicating a breach to data subjects and they should
not be sent with other information, such as regular updates, newsletters, or standard messages. This
helps to make the communication of the breach to be clear and transparent.
REET —Z FRICHEAET DICHIe > T, EOLENRITICREL2EMETLHHDLE L,
B ZIXEM T v 7T —F, =a— AL X —XX@EFEOEMDO L D Rz OMoOEHR & H
DETRELTUIRLRY, ZOZEIZLY, BFEICOVTOEEHME THN D 23 <
2%,

Examples of transparent communication methods include direct messaging (e.g. email, SMS, direct
message), prominent website banners or notification, postal communications and prominent
advertisements in print media. A notification solely confined within a press release or corporate blog

would not be an effective means of communicating a breach to an individual. WP29 recommends
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that controllers should choose a means that maximizes the chance of properly communicating
information to all affected individuals. Depending on the circumstances, this may mean the
controller employs several methods of communication, as opposed to using a single contact channel.
DY RLTVEFAEFE ORI & LT, EERREm B A—/L, SMS, XA L2 KA
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IREE G, TV AY U —AIEtET 0 FNORIZRE S AV @a, 252 A
2 FEIMED B D FBE TR, 529 RAEEMIT, BHENCELZ T LEAEEIC
* LU CIHMZ#@UICHER T 22 m RKIbT 2 FBRZEINT 5 Lo #8ET 5, RTET
T, ZHiE, BEHEN, B—0EERELZEHNT 20 TIER<, BROEEFEZ M
LIEEERT LI ENDD,

Controllers may also need to ensure that the communication is accessible in appropriate alternative
formats and relevant languages to ensure individuals are able to understand the information being
provided to them. For example, when communicating a breach to an individual, the language used
during the previous normal course of business with the recipient will generally be appropriate.
However, if the breach affects data subjects who the controller has not previously interacted with, or
particularly those who reside in a different Member State or other non-EU country from where the
controller is established, communication in the local national language could be acceptable, taking
into account the resource required. The key is to help data subjects understand the nature of the
breach and steps they can take to protect themselves.
EHETEL, FAPELICRESNOFHERZMBICHM T LR 91CT 2720, @ik
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Controllers are best placed to determine the most appropriate contact channel to communicate a
breach to individuals, particularly if they interact with their customers on a frequent basis. However,
clearly a controller should be wary of using a contact channel compromised by the breach as this
channel could also be used by attackers impersonating the controller.
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At the same time, Recital 86 explains that:
AR, AITSCER 86 TR D K D I~ TWN D ¢

“Such communications to data subjects should be made as soon as reasonably feasible and in close
cooperation with the supervisory authority, respecting guidance provided by it or by other relevant
authorities such as law-enforcement authorities. For example, the need to mitigate an immediate risk
of damage would call for prompt communication with data subjects whereas the need to implement
appropriate measures against continuing or similar personal data breaches may justify more time for
communication.”
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Controllers might therefore wish to contact and consult the supervisory authority not only to seek
advice about informing data subjects about a breach in accordance with Article 34, but also on the
appropriate messages to be sent to, and the most appropriate way to contact, individuals.
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Linked to this is the advice given in Recital 88 that notification of a breach should “take into account
the legitimate interests of law-enforcement authorities where early disclosure could unnecessarily
hamper the investigation of the circumstances of a personal data breach”. This may mean that in
certain circumstances, where justified, and on the advice of law-enforcement authorities, the
controller may delay communicating the breach to the affected individuals until such time as it
would not prejudice such investigations. However, data subjects would still need to be promptly
informed after this time.
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Whenever it is not possible for the controller to communicate a breach to an individual because there
is insufficient data stored to contact the individual, in that particular circumstance the controller
should inform the individual as soon as it is reasonably feasible to do so (e.g. when an individual
exercises their Article 15 right to access personal data and provides the controller with necessary
additional information to contact them).
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D. Conditions where communication is not required

D. & ZE L 2

Article 34(3) states three conditions that, if met, do not require notification to individuals in the
event of a breach. These are:
%34 RQ)EL. BEVRH TG, B SNIITFEANTEAEZ LE L LN =IO T
FELTWD, Zhbix

+ The controller has applied appropriate technical and organisational measures to protect personal
data prior to the breach, in particular those measures that render personal data unintelligible to any
person who is not authorised to access it. This could, for example, include protecting personal data
with state-of-the-art encryption, or by tokenization.

CEHEDN REFELVANS, AT —Z 20T 5 720 OB E) e Bt B & Ok B E
VDT, THIZHT DT 7B ARKRE SN TWRWEIZIZZDBEANT —Z Z3%5 T
ERVEIICTOHELZEM L T\ eld, Zhid, B, imiEimic X 205,
XiFE b= Abx AW AT — % DIREEE 2D D,

+ Immediately following a breach, the controller has taken steps to ensure that the high risk posed to
individuals’ rights and freedoms is no longer likely to materialise. For example, depending on the
circumstances of the case, the controller may have immediately identified and taken action against
the individual who has accessed personal data before they were able to do anything with it. Due
regard still needs to be given to the possible consequences of any breach of confidentiality, again,
depending on the nature of the data concerned.

REOHREDLIC, BHEN, FEAOHMNMOCHBIZHT2mEmW0Y 27 BN I3 RA L
RNEINCT D L HMET HTFEER S WG, Bz, FRORITGE LT,
(=EEiE I TIEU\T~5 T T RALTEBEMINENICOWTITY) ZENTE S L9117
LENC, ZOHEEZBELICRE L CHIHEEZIRS TWelhd, 22 CbERBEET LT
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- It would involve disproportionate effort®” to contact individuals, perhaps where their contact
details have been lost as a result of the breach or are not known in the first place. For example, the
warehouse of a statistical office has flooded and the documents containing personal data were
stored only in paper form. Instead, the controller must make a public communication or take a
similar measure, whereby the individuals are informed in an equally effective manner. In the case
of disproportionate effort, technical arrangements could also be envisaged to make information
about the breach available on demand, which could prove useful to those individuals who may be
affected by a breach, but the controller cannot otherwise contact.

CEFEENRBFOMRER LI, ZHE LA RNWGE BAICHAT 2 722K
BHENELTLHZ L1225 Y, PR, HEFYRORENKIZREDAT, AT —
B u G VIELEPRIER TORRE SN TW2GE, ZOEEIE, EARTFEICHEM
REEMRCHAEZ T oD X HIC, BHEHFIIIRHREZIT O 0, CHUCHET L HiEZIb A
X726, BRRAHERIGE, REFIZOVWTORBRIREIZL Y BEBEEZ T -/
PERDHD DD, BHEPMOFETHEMTERWVENIL > THEHTH DL Z LD
ST b D) & FERITIE UTHIH TE 2 HIN 7268 b EETE 5,

In accordance with the accountability principle controllers should be able to demonstrate to the
supervisory authority that they meet one or more of these conditions®. It should be borne in mind
that while notification may initially not be required if there is no risk to the rights and freedoms of
natural persons, this may change over time and the risk would have to be re-evaluated.

THY 2N T 4 FANCHES T, BHEEE, BEEEIH LT, ZNHDO5MFD 1 DU
FOFMEFRR LI EEZFEATE D L HICTHHENDH D B, BIRADOHERN K OE Bkt
T 5 U AT BRWNGEICIE, @A ETIISETITZRNE LT, oKl & LICFHEN
ZEoh, VAZOHFMEZET HLIICRDIENHY 952 LITEFHICES LERH D,

If a controller decides not to communicate a breach to the individual, Article 34(4) explains that the
supervisory authority can require it to do so, if it considers the breach is likely to result in a high risk
to individuals. Alternatively, it may consider that the conditions in Article 34(3) have been met in
which case notification to individuals is not required. If the supervisory authority determines that the
decision not to notify data subjects is not well founded, it may consider employing its available

powers and sanctions.

37 See WP29 Guidelines on transparency, which will consider the issue of disproportionate effort, available at
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850
WRZRAHEOREZ B LTS, BIAMEICOWTOE 29 S&AEEHEH A R4 B, LT
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850
38 See Article 5(2)
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V. Assessing risk and high risk
IV. U227 BRORERY X7 OFHi

A. Risk as a trigger for notification
A BROEMLIRD IR

Although the GDPR introduces the obligation to notify a breach, it is not a requirement to do so in
all circumstances:

GDPR IIZHEIZ BT H2HEBEEAL TVDE OO0, TXTORPUTB W ClAT 5 2
EEROTWND DT TIHARW

+ Notification to the competent supervisory authority is required unless a breach is unlikely to result
in a risk to the rights and freedoms of individuals.
BEMANOHEFLOCBEBHA~OY 27 2 HE T 582NN RWEEERE, PrEEEwE
DIBHMAERIND,

« Communication of a breach to the individual is only triggered where it is likely to result in a high
risk to their rights and freedoms.

AREMEANOHER K OHBIZEERY A7 2R L HBEZNDR O LGEICOH, ZOMEA
~DOREOEKENER SN D,

This means that immediately upon becoming aware of a breach, it is vitally important that the
controller should not only seek to contain the incident but it should also assess the risk that could
result from it. There are two important reasons for this: firstly, knowing the likelihood and the
potential severity of the impact on the individual will help the controller to take effective steps to
contain and address the breach; secondly, it will help it to determine whether notification is required
to the supervisory authority and, if necessary, to the individuals concerned.

ZOZliE, BRECMSLRICEDIC, FHENREOMIEZBRT 2T TR, £0
RENOELI DIV AT EZFHETHZENRMETHL LV T EPMD THEHEL LW Z
EEEWT S, ZhUT 2 DOEBELRHEAND D, FIlT, BFERME . FEAHT HRED
BIEMERMZ D Z LT, BHEITZOREZHIE LT 2 E FEZRA Z &0
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As explained above, notification of a breach is required unless it is unlikely to result in a risk to the
rights and freedoms of individuals, and the key trigger requiring communication of a breach to data
subjects is where it is likely to result in a high risk to the rights and freedoms of individuals. This
risk exists when the breach may lead to physical, material or non-material damage for the individuals
whose data have been breached. Examples of such damage are discrimination, identity theft or fraud,
financial loss and damage to reputation. When the breach involves personal data that reveals racial
or ethnic origin, political opinion, religion or philosophical beliefs, or trade union membership, or
includes genetic data, data concerning health or data concerning sex life, or criminal convictions and
offences or related security measures, such damage should be considered likely to occur®.
EFRTHBLIZ LB, BEFEOEMIL, MAOHEFKOCBABH~DY 27 2L T 5L 10H0
BRWGEERELBETHY . 7T —F EERA~ORFOEHE 2 LB & S L BME, HADWHE
FIEOBRA~DEEL) AT ZELDBENROHLNE I N THDL, ZOYRZIE, D
HANDT =2 NREINTHEIT, ZOMEANICE > T, SR, WERFE L < I33EWER
REEIZORNY D DGEIHFET D, ZOX D RBEOHNL, 20, Hoedfrras L <X
PRk, BB LNLE 2T —va U ~OEETH D, RBEN, AFE L IXREMH
H. BUriE R, 5206 L <IFEME EOESR. TG HHE OMAZH LT 5EAT
—ZEEthEte, XX, Bliaf7—4%, BELEET LT — 28 L < ITMERYAETE & B
LT =4 XITA IR KL OIIRITA, E-BET HRERE LR T 67 — 2 250y
AL, ZNHO\EENAEL 5 ATEEER W ¥,

B. Factors to consider when assessing risk

B. URAJFHMEIZHT--> TEETHER

Recitals 75 and 76 of the GDPR suggest that generally when assessing risk, consideration should be
given to both the likelihood and severity of the risk to the rights and freedoms of data subjects. It
further states that risk should be evaluated on the basis of an objective assessment.

GDPR DI SCH 75 T O 76 THIE, —MRAIIC, Y R 7 FHEICH Tz > T, 7 — & FARDOHER]
FOBHMICHT 22U A7 OBENEEREOWM S E2BETREZLERBLTND, &b
2. U A7 I3EBARHIIC SO TR R & 2 & Hi TV 5,

It should be noted that assessing the risk to people’s rights and freedoms as a result of a breach has a
different focus to the risk considered in a DPIA)*. The DPIA considers both the risks of the data

39 See Recital 75 and Recital 85.
ATSCES 75 TH K OVRITSCES 85 THA I,
40 See WP Guidelines on DPIAS here:
DPIA ICEAT 5 WP A T4 &R -
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processing being carried out as planned, and the risks in case of a breach. When considering a
potential breach, it looks in general terms at the likelihood of this occurring, and the damage to the
data subject that might ensue; in other words, it is an assessment of a hypothetical event. With an
actual breach, the event has already occurred, and so the focus is wholly about the resulting risk of
the impact of the breach on individuals.

REOREFRL LTOANLOHERM OB BIZKT DY A7 Z25Hilid 256, DPIA TEESH
HDYAY EIIRRHERERT LI LICHELZET D) % DPIA IE, FHE& Y 7 — X
WEATOBRD Y X7 L BENRINTZHAEDO) A7 OW 25 ET 5, BENRRE
BRETDHICY > TX, O RERTIANBETI2B8EZNE, BRELTEZIV IS
T2 ERIHT OEEFLHRFT 5, ST, RENRFROFMROTH L, &
BURENECGAIE, FRIFBCGEZ > TLE-2TVDHOT, REOHEANIKITTH
BNOLAELDY AZICHEBICESEYTHI LIThD,

Example

=p1

A DPIA suggests that the proposed use of a particular security software product to protect personal
data is a suitable measure to ensure a level of security appropriate to the risk the processing would
otherwise present to individuals. However, if a vulnerability becomes subsequently known, this
would change the software’s suitability to contain the risk to the personal data protected and so it
would need to be re-assessed as part of an ongoing DPIA.

DPIA X, AT —Z 2T 28 E0O X2 VT 0 V7 by = 7RG OFEHOREIX, &
72 T IUEEBR O AE NS RIET Z &7 2 U A7 ICR LTl 2 kO X 2V 7 o
ERERT D LI LI FRTHD Z L E2RET 5, L LMD EORITHETIM: 2 785
L7eBaid, RERNROEAT =T 5V A7 2T 5Z Lz TDZEDY 7 |k
V=7 OWUMEELEESELHOTH Y | Mk o DPIA O —#f L U THAMEZ 2 1 2 42
N5,

A vulnerability in the product is later exploited and a breach occurs. The controller should assess the
specific circumstances of the breach, the data affected, and the potential level of impact on
individuals, as well as how likely this risk will materialise.

Linic BT D MasstEiT %Iz e > TR S, BENSEAET 2, BEHEIL. REFOEMKARK
W, WEEZTDT =4 KOEASOREOEIERN L~b WRNTED Y A7 HPEBT
5 AR EDREEZIZ OWTRHET 2 b D &35,

Accordingly, when assessing the risk to individuals as a result of a breach, the controller should

consider the specific circumstances of the breach, including the severity of the potential impact and

http://ec.europa.eu/newsroom/document.cfm?doc_id=44137
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the likelihood of this occurring. WP29 therefore recommends the assessment should take into
account the following criteria®:

Mo T, BREOMEL LTOMMAIZHT LY A7 5T 212872 Tid, HHEIZ, &
EINDEEOBERRMELPREDOREDOREEZ G, REOBMKARNZEZET L2 L
T2, £oTo H29 FMEETRIE, FHENLL T OIEMELZEIZAND L O #1ET 2

+ The type of breach
- REOHSH

The type of breach that has occurred may affect the level of risk presented to individuals. For
example, a confidentiality breach whereby medical information has been disclosed to unauthorised
parties may have a different set of consequences for an individual to a breach where an individual’s
medical details have been lost, and are no longer available.

AL TARFEORED, EANCKT DY R OKEIZHETLZERH D, HlZIE, l:féf‘
TEMANEHEIR O IR SN MEREFIL, 2B ADEREFROFEMAEL L, FIH
LRI EWVWIHIREFELITRLRDHEREZMBAICLTZHLI DD TH D,

+ The nature, sensitivity, and volume of personal data
CEANT — 2 OPEE . B & VR

Of course, when assessing risk, a key factor is the type and sensitivity of personal data that has been
compromised by the breach. Usually, the more sensitive the data, the higher the risk of harm will be
to the people affected, but consideration should also be given to other personal data that may already
be available about the data subject. For example, the disclosure of the name and address of an
individual in ordinary circumstances is unlikely to cause substantial damage. However, if the name
and address of an adoptive parent is disclosed to a birth parent, the consequences could be very
severe for both the adoptive parent and child.

WOR, UARATZFHMICY 72- T, FERERIFIZDOREBIZLVESNTMBAT — OFEEKL
OHHMETH 5, BHIL, 77— ORBUENEELITLE, REISNTALIZER LS A
ZbmEDLIN, T —FEERICOWTRRICHIIAEE L 7> TW D ATREMED & D D fE AN 7 —
ZIZOWTHEBRPLETH D, Bz, EHE ORIV TIIE A DO K4 & OMEFT % B
AT H T IR, ERRBEFALA LD WRMEIERY, L LR, BREEO KA K OMER

41 Article 3.2 of Regulation 611/2013 provides guidance the factors that should be taken into consideration in
relation to the notification of breaches in the electronic communication services sector, which may be useful in the
context of notification under the GDPR. See

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L :2013:173:0002:0008:en:PDF

L 611/2013 D5 3 4 2 13, BAE T — B ARBFCI T HEREICOVTOMBENCE L CEET <& B
DHA XL AEFEDTE Y, ZHIL GDPR IZHS< @%ﬂ@ﬂ)ﬁf%?ﬁﬂ%f%éo LU SR,
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L.:2013:173:0002:0008:en:PDF
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Breaches involving health data, identity documents, or financial data such as credit card details, can
all cause harm on their own, but if used together they could be used for identity theft. A combination
of personal data is typically more sensitive than a single piece of personal data.

BT — 2 . H Rt sE, X7 VY y M — RO X9 B A & ATZIREFIL,
TARTENEERTHLEEZEL I 208, R CEHSINEEAIX. BifEro oo S
o b, AT —FDOMAEDLEIT, I ZIE, BR—0ANREAT—2 X0
B DS B s

Some types of personal data may seem at first relatively innocuous, however, what that data may
reveal about the affected individual should be carefully considered. A list of customers accepting
regular deliveries may not be particularly sensitive, but the same data about customers who have
requested that their deliveries be stopped while on holiday would be useful information to criminals.
HOLFBOMEANT — 2%, YUNFHEBAICEEDO LS ICRA DI ENH LN, BEIND
BANZDONTEDT —Z WA ENCT DI ERDHLINICONTIIARREEEZET D,
W ORLEL T HBED Y A K 63‘(%5&@1@&%%@6&@1/\7b>%>‘ﬁni(bf£b IS, KRBT ES
11T 5 X O ROICBEIZOWTDR LT —F i, LREICE > THHIZRDTEA D,

Similarly, a small amount of highly sensitive personal data can have a high impact on an individual,
and a large range of details can reveal a greater range of information about that individual. Also, a
breach affecting large volumes of personal data about many data subjects can have an effect on a
corresponding large number of individuals.
E%K\%EK%%%@%%@A?—&H&%T%@A XL THEERTEZKIEFL D D

JRFEPRIC 72 2 MG @722 DX, 2O A2V TE Y JRWEFAOTERZ B & »icd
LIENRDY DD, T, BEOT—FZEERIZOVWTOREDENT —ZITHET HRE
X, ZAUTHHE L TEEDOMENICHEZ KT D 5,

- Ease of identification of individuals
- AN DREE DR S M

An important factor to consider is how easy it will be for a party who has access to compromised
personal data to identify specific individuals, or match the data with other information to identify
individuals. Depending on the circumstances, identification could be possible directly from the
personal data breached with no special research needed to discover the individual’s identity, or it
may be extremely difficult to match personal data to a particular individual, but it could still be

possible under certain conditions. lIdentification may be directly or indirectly possible from the
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breached data, but it may also depend on the specific context of the breach, and public availability of
related personal details. This may be more relevant for confidentiality and availability breaches.
BRETREEERBERINL, AET 7 BASNTZEANT —XIZT 7 8ALEHEICE ST, ¥
EDENDOH TERELTZY , HADOHTERET D OMDIEHREZDT —2 2 RET
LDONBEDORERG N, LnH 2L ThD, RPIZL>TE, HADOHTTERWET 720
(BRI RRAE LR LT, BESNIMAT = bEEY TR EZ T2 2 & 03 AlHE
BREEbH L, FlF, EAT -2 2REMANLRET 20030 THNEREELHY 5
L, TS —EOFHETTIIRIFTV AR Z N D, ke, RESNZT—4
DOEHEE L IIMEICAETH Y 9208, £o, REOREDOINRE ., BES HEAD
FEATEHRIZ OV TOAD AF RIS BIKFET Do ZHITREMER O REEDRFIT oW
T EHICERT D,

As stated above, personal data protected by an appropriate level of encryption will be unintelligible
to unauthorised persons without the decryption key. Additionally, appropriately-implemented
pseudonymisation (defined in Article 4(5) as “the processing of personal data in such a manner that
the personal data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to technical
and organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person”) can also reduce the likelihood of individuals being identified in the
event of a breach. However, pseudonymisation techniques alone cannot be regarded as making the
data unintelligible.
EROLBY, BEEREE S LM KD SRES AT — 21, B —a R
HHEROFIT & > TUFTHRIARRETH A H, S HIT, WMUNIFEhEIhizfisb & 4 5&£(6)T
DEME) SRR GEEL TIRE SN TEBY . 220, TOBAT —Z BB Sz HARAX
T FTRE R HARNICB T 5 2 & 2R SR D & ZIRT 572D O AN E R OHAME Lo
BEOTIZHDZ Lafe LT, ZoBMAREROFM 2 LIciE, ZOBEAT —Z 035
EDT—HERIET DL EZRTILENTERVLIICT LR TITONDEAT — X
DEHN] EEREND) bE, HANREORK L L THITRE I LBEN KR
THZENTED, I URAEEIN7Z T Tk, 7 —2 &2 A E 75660 & LTH D
T EIETERY,

« Severity of consequences for individuals.
AT E > TORROE KRN

Depending on the nature of the personal data involved in a breach, for example, special categories of

data, the potential damage to individuals that could result can be especially severe, in particular

where the breach could result in identity theft or fraud, physical harm, psychological distress,
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humiliation or damage to reputation. If the breach concerns personal data about vulnerable
individuals, they could be placed at greater risk of harm.

REICEZIAENTFEANT —F OMWEIZIE T T BIXFske 73V —07—4%), AT
D DEAN~DEIE R BEITIEFICERERY 925, LD, RENTITTIFEHRCIER,
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Whether the controller is aware that personal data is in the hands of people whose intentions are
unknown or possibly malicious can have a bearing on the level of potential risk. There may be a
confidentiality breach, whereby personal data is disclosed to a third party, as defined in Article 4(10),
or other recipient in error. This may occur, for example, where personal data is sent accidentally to
the wrong department of an organisation, or to a commonly used supplier organisation. The
controller may request the recipient to either return or securely destroy the data it has received. In
both cases, given that the controller has an ongoing relationship with them, and it may be aware of
their procedures, history and other relevant details, the recipient may be considered “trusted”. In
other words, the controller may have a level of assurance with the recipient so that it can reasonably
expect that party not to read or access the data sent in error, and to comply with its instructions to
return it. Even if the data has been accessed, the controller could still possibly trust the recipient not
to take any further action with it and to return the data to the controller promptly and to co-operate
with its recovery. In such cases, this may be factored into the risk assessment the controller carries
out following the breach — the fact that the recipient is trusted may eradicate the severity of the
consequences of the breach but does not mean that a breach has not occurred. However, this in turn
may remove the likelihood of risk to individuals, thus no longer requiring notification to the
supervisory authority, or to the affected individuals. Again, this will depend on case-by-case basis.
Nevertheless, the controller still has to keep information concerning the breach as part of the general
duty to maintain records of breaches (see section V, below).

EANTEHD . BRARAUIEEZHF > T DL AREOH L2FEDFITH D Z L 2 & H M
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Consideration should also be given to the permanence of the consequences for individuals, where the
impact may be viewed as greater if the effects are long-term.

HNIZ & > TORROKFME S BET HNETH D, ZHICHOWTE, MFHPERHHTH
AUTHEL LYV RENWEEBZDHZENTED,

« Special characteristics of the individual

- BN O RFRI 22 R

A breach may affect personal data concerning children or other vulnerable individuals, who may be
placed at greater risk of danger as a result. There may be other factors about the individual that may
affect the level of impact of the breach on them.

REL, FELUTTOMONETS 2B NIBET DEAT =2 ICOREL I 508, ZhbD
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« Special characteristics of the data controller
< T — 2 E R ORI TR R

The nature and role of the controller and its activities may affect the level of risk to individuals as a
result of a breach. For example, a medical organisation will process special categories of personal
data, meaning that there is a greater threat to individuals if their personal data is breached, compared
with a mailing list of a newspaper.

BHE OMHE K OEE WICZOTFEH)L, REFOMEL L TOBAIKT LY X7 DK
KT L 9 D, PIZIXEREEIL, AT — ¥ ORI 7T TV —D L D&Y 9 03,
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- The number of affected individuals
I NDEAD NI
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A breach may affect only one or a few individuals or several thousand, if not many more. Generally,
the higher the number of individuals affected, the greater the impact of a breach can have. However,
a breach can have a severe impact on even one individual, depending on the nature of the personal
data and the context in which it has been compromised. Again, the key is to consider the likelihood
and severity of the impact on those affected.

L, 1AL DL, I TAHENRL ETEHR2WE LOWCRETLIZEnH D,
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DAREME L ERMELBRETHZ L TH D,

+ General points
- — RN 72 N

Therefore, when assessing the risk that is likely to result from a breach, the controller should
consider a combination of the severity of the potential impact on the rights and freedoms of
individuals and the likelihood of these occurring. Clearly, where the consequences of a breach are
more severe, the risk is higher and similarly where the likelihood of these occurring is greater, the
risk is also heightened. If in doubt, the controller should err on the side of caution and notify. Annex
B provides some useful examples of different types of breaches involving risk or high risk to
individuals.

L7eRoT, RENHAL D DU A7 Ol Y72 - Tk, FHE L. BEAOHERN & BH
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The European Union Agency for Network and Information Security (ENISA) has produced
recommendations for a methodology of assessing the severity of a breach, which controllers and
processors may find useful when designing their breach management response plan*,

Ty BT =7 ROERO LA OV T ORMES B (ENISA)IZ., =5 OB RO 4
WZOWTOEIEZER L TEY, Ziud, FHE L OWHEED | £ OREE X ISHE O
RELH>THMEE LD THA D 4,

42 ENISA, Recommendations for a methodology of the assessment of severity of personal data breaches,
https://www.enisa.europa.eu/publications/dbn-severity

ENISA, il AT —Z 2 5EOERMEFHG A IEIC DWW T OEE,
https://www.enisa.europa.eu/publications/dbn-severity
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V. Accountability and record keeping
V. TAU U Z YT 4 ROXERE

A. Documenting breaches
A. ER DFTEK

Regardless of whether or not a breach needs to be notified to the supervisory authority, the controller
must keep documentation of all breaches, as Article 33(5) explains:

REZEEHEICEN T D2 LEN D L0 S0 rb T, BHEIL, & 33 5KRG)0HHT
LB, TRTORFIZOWTOLELRE LTI S0

“The controller shall document any personal data breaches, comprising the facts relating to the
personal data breach, its effects and the remedial action taken. That documentation shall enable the
supervisory authority to verify compliance with this Article.”

MEREIL, TOMAT —ZRELEET L2FRBR, TORBELOHEL bNRIFHE
o, RECOEANT—ZRELZ LB LRITIZR 6, ZOLEIL, AFOETF%E
MRFET B 72012, BEERBEAPRATE 260 & L Tiudze b, )

This is linked to the accountability principle of the GDPR, contained in Article 5(2). The purpose of
recording non-notifiable breaches, as well notifiable breaches, also relates to the controller’s
obligations under Article 24, and the supervisory authority can request to see these records.
Controllers are therefore encouraged to establish an internal register of breaches, regardless of
whether they are required to notify or not*3.

ZHUEE 5 RQICEEND GDPR DT A A U T o JFANCE# S 5, W@ goRE
DHIL B TEHORGR & 72 BIRVMRE ZRET 2 BRE, FEEOF 24 RITHESEHIC
HEE L Ty, EBEEMEIZ IO OFEOME L ERTE 5, Eo THEHEIX, BHD
BEHRZE DT RFICOW TR BERE ED D Z E RIS %,

Whilst it is up to the controller to determine what method and structure to use when documenting a
breach, in terms of recordable information there are key elements that should be included in all cases.
As is required by Article 33(5), the controller needs to record details concerning the breach, which
should include its causes, what took place and the personal data affected. It should also include the

effects and consequences of the breach, along with the remedial action taken by the controller.

43 The controller may choose to document breaches as part of if its record of processing activities which is
maintained pursuant to article 30. A separate register is not required, provided the information relevant to the breach
is clearly identifiable as such and can be extracted upon request.

BHEIX, 30 RIHE> TRET 28 S ORBIEH OO —H & L TRELZ LT L 2R L
INTE Do JSE L TRIRT D 2 L ITMHETIHZRWA, 7272 LE DORFICEEET D IF A FEICFIE ST,
RN SV PRHEMILTE D 2 LRFIRTH D,
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R SCEAET DBRICHE 5 ik L Oz Il % OIFEEHE OKREITIEH 2 b 0D, i
AT R DIFERIZONTIL, TN TOHAICENTHL_NE EBERERNDH D, H 33 5(5)
TROOND L) IC, BHEIIREICHT 2FMERERR T2 28 L, ZOREIC
FEORA, BELLCLFREORESNIBEAT —Z 250 b0 LT 5, & OITREIZIE,
REOKBEROMR, WICEHEN L TR ERELEL LD LT D,

The GDPR does not specify a retention period for such documentation. Where such records contain
personal data, it will be incumbent on the controller to determine the appropriate period of retention
in accordance with the principles in relation to the processing of personal data** and to meet a
lawful basis for processing®. It will need to retain documentation in accordance with Article 33(5)
insofar as it may be called to provide evidence of compliance with that Article, or with the
accountability principle more generally, to the supervisory authority. Clearly, if the records
themselves contain no personal data then the storage limitation principle*® of the GDPR does not
apply.

GDPR X 21 6 OSLEORIFHIM &2 E D TV, 21D O nMENT —# #8613,
EN T — & OB MBI 2 RN HE © Tl bl 72 A7 I 2 Il L 44, Bl Iz DWW T ok
HIRELET T2 POk, BHEDOEF Ch b, #5335%06). XITRY — iy r v 4
U T ¢ JRRIZ T LW DRI Z BB BRI IR T2 2 E 3RO BN DRV 1TV T,
[FERICHE > CXHFELRFTO2LEN D D, TN BEIMENT —F 25 £ 20551,
B 5 272 GDPR D FC&RRAT D il R D JE I 48 130 S e,

In addition to these details, WP29 recommends that the controller also document its reasoning for
the decisions taken in response to a breach. In particular, if a breach is not notified, a justification for
that decision should be documented. This should include reasons why the controller considers the
breach is unlikely to result in a risk to the rights and freedoms of individuals®’. Alternatively, if the
controller considers that any of the conditions in Article 34(3) are met, then it should be able to
provide appropriate evidence that this is the case.

IR DOFMIIINA T, 529 FMEEM=IT, BHENETLEFITOWTIT o 7B O AR #L
bXFENT DT 2, LVDITREOEMZ LRWGAIE, £ OHr 2 E 4 b
LIREZ SCET 200 LT 5, 2k, BEHEN, TORENMEANOHEF KA BA~D
U A7 %&b e b alREMEDME LT L7 B &2 ST ¥, —J5, EBELED, 34 @)DV
FTIDDRMENT e ST LT 25613, RFEZ2-T LW @Rl T
HE2ICTHbDET 5,

44 See Article 5
%5 &5
45 See Article 6 and also Article 9.
%6 R RUE IFLBM,
46 See Article 5(1)(e).
F 5%
47 See Recital 85
A SCH 85 THB W
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Where the controller does notify a breach to the supervisory authority, but the notification is delayed,
the controller must be able to provide reasons for that delay; documentation relating to this could
help to demonstrate that the delay in reporting is justified and not excessive.
BHFPEEMBEIER Z A L TIIW DB Z OB ENT-HE1X, BEE IXE OEIT
OEBEZREHETE 2T RO, ZHICHOWTILENT A Z &1k, MEDOEIENIEY
Th > CHEDEBIETIIRWI EZFHATLFMT LRV 556D THD,

Where the controller communicates a breach to the affected individuals, it should be transparent
about the breach and communicate in an effective and timely manner. Accordingly, it would help the
controller to demonstrate accountability and compliance by retaining evidence of such
communication.

BEHEDN, BEIZOVWT, BELZZT2ENSERT 2HE61E. £OREFIZOWTEIIM
MULETHY . IR OBERFICHERE T D MERH D, o> T, T D DEEDOFEILA
ETHZ&icky, BHENRT AV AT A RRa LTI T U RAEGNAT L8 &
2%,

To aid compliance with Articles 33 and 34, it would be advantageous to both controllers and
processors to have a documented notification procedure in place, setting out the process to follow
once a breach has been detected, including how to contain, manage and recover the incident, as well
as assessing risk, and notifying the breach. In this regard, to show compliance with GDPR it might
also be useful to demonstrate that employees have been informed about the existence of such
procedures and mechanisms and that they know how to react to breaches.

5 33 M 44 TOESFOFIT L3570, BEF LAEFE O 5N, WA FIEE SCE
fbL. REDNEMS NG EICID & Fh (FEOMLE, fIEAOEE, ) 27
At MR FE OB G T) ZEODHZENREE LY, ZDRIZOW T, GDPR DENF &R
TeDIZiE, HEENINLDOFELRA =X LADFEIZONTHDL SN2 &, WENZ
WEBNMRESORNIEFIEEZM>TND Z L ZIAT L2 EbEAFHTH S,

It should be noted that failure to properly document a breach can lead to the supervisory authority
exercising its powers under Article 58 and, or imposing an administrative fine in accordance with
Article 83.

REZHEINILEFNT 202 R o726 EIT U CTHEEEBINE 58 RIS £ D
REEZITHETHZ &2, o, XL, B8R~ T-flEFEzR INDHZ LT H D
EWVDH ZEIHEEET D,
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B. Role of the Data Protection Officer
B. T —X1R#EL T 4 P —DOE

A controller or processor may have a Data Protection Officer (DPO)*, either as required by Article
37, or voluntarily as a matter of good practice. Article 39 of the GDPR sets a number of mandatory
tasks for the DPO, but does not prevent further tasks being allocated by the controller, if appropriate.
EHE I BEIL, 3T ROBERIC LY, ITEE LVMEITE LTEEMNIZ, 7 —F 1R
#EE 7 4 —(DPO)ZEL Z LN TE 5 %, GDPR % 39 5:1%, DPO & L CHHD —EH DR
BaEb o, Bl CTEHBENI ORDIE LY &5 2 L2070,

Of particular relevance to breach notification, the mandatory tasks of the DPO includes, amongst
other duties, providing data protection advice and information to the controller or processor,
monitoring compliance with the GDPR, and providing advice in relation to DPIAs. The DPO must
also cooperate with the supervisory authority and act as a contact point for the supervisory authority
and for data subjects. It should also be noted that, when notifying the breach to the supervisory
authority, Article 33(3)(b) requires the controller to provide the name and contact details of its DPO,
or other contact point.

FriofRE@FICEE LT, DPO OMAEDEE & LTI, TOMOEBICHE LT, £
FHEA L < FWBE KT 57 — 2 RO E K OE IO GDPR #AF DR, W
|2 DPIAS (2B 3 2B S 02t ThH 5, DPO 1L E7z, BB L1 L. BB K 0T —
FERIZE > TOERKERA E LTTEILRT TR bR, £, REZEEEE @M
FTHEUCIE, & 33 K@) 0)ITEHE N Z D DPO D K4 K OSERKIEREM ., TZ Ok
BAZEHT D X ORDOTWD,

In terms of documenting breaches, the controller or processor may wish to obtain the opinion of its
DPO as to the structure, the setting up and the administration of this documentation. The DPO could
also be additionally tasked with maintaining such records.

RHEOLFEITIBN T, BHEINHEEIL, ZOXE RO, EREOEHIZONT
DPO DERZIES ZL2MAETLHZLbHY 55, DPOITFEZ, I b DREDHREIZD
WThHbETHYETLHZEbHY 9D,

These factors mean that the DPO should play an key role in assisting the prevention of or
preparation for a breach by providing advice and monitoring compliance, as well as during a breach
(i.e. when notifying the supervisory authority), and during any subsequent investigation by the
supervisory authority. In this light, WP29 recommends that the DPO is promptly informed about the

existence of a breach and is involved throughout the breach management and notification process.

48 See WP Guidelines on DPOs here: http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
DPO IZDOWTDH WP HA KT A &M, LLF: http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
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INHOERE, DPO 23, BIS0fRMR Nar 7T 4 7 o ADOERIC LY | REOIEX
IRPRRE O, WONHUREFEOIRAEN (T 72b b BRI @M T 28, o2 OH%OE
BHBEORETICBWT, ETEAKREZRZITRELOTHDLZLEERT S, Z0HA
5 LT, 29 KMEEMAIT DPO WREEOFEICOVWTHELICEMZZ T, REOEH
R ONEE TR ORI DT> THET 5 2 L 2/ET 5,

V1. Notification obligations under other legal instruments

VI. ZDOMOERCEICE S BHEE

In addition to, and separate from, the notification and communication of breaches under the GDPR,
controllers should also be aware of any requirement to notify security incidents under other
associated legislation that may apply to them and whether this may also require them to notify the
supervisory authority of a personal data breach at the same time. Such requirements can vary
between Member States, but examples of notification requirements in other legal instruments, and
how these inter-relate with the GDPR, include the following:

GDPR (ZEAS K RFIZOWTOMA L HFITIN A T, Er22 & i3c, BEEIL, BHIC
A I H Do BT 2 IEHNC S < B4 EOFHIZ OV TOBMAMELIZ OV T, LY
Z OZEMERFRRFICMEAT — 2R FIC O SEEMBEIZEMT 5 2L bROLLDONITHONT
BHSOTEL ZEEZET L, ZOLD REMFITMBEBTERZRDY 5 203, ftoERASIEID
B LEMEMRDOHIL, 2N b OERCEL GDPR & OMARRIZ, UTOHDEET

+ Regulation (EU) 910/2014 on electronic identification and trust services for electronic transactions
in the internal market (eIDAS Regulation)*.

NI 2 E WG| D72 OE R &k CME BB T 286 (EU) 910/2014
(eIDAS #iffl)

Article 19(2) of the eIDAS Regulation requires trust service providers to notify their supervisory
body of a breach of security or loss of integrity that has a significant impact on the trust service
provided or on the personal data maintained therein. Where applicable—i.e., where such a breach or
loss is also a personal data breach under the GDPR—the trust service provider should also notify the
supervisory authority.

elDAS HHDH 19 @)%, F T A M —E AT AL F =2, hTAMF—E RTINS
X —=IZE ZTRETDBAT —ZICERREELAT 28 F 2 ) 7 4 REXIERMEE
FAZHONWT, BEEHEICEMT S5 2RO TND, EUTHHEIE—T bbb, Yo
2HEXITFERD GDPR ICES AT = RBETHLHLH/IFE— FFA M- 27 1A
AL —ITE BB BT 5 2 L 2T 5,

49 See

D i

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3A0J.L .2014.257.01.0073.01.ENG
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« Directive (EU) 2016/1148 concerning measures for a high common level of security of network
and information systems across the Union (NIS Directive)®.

cBRIGESICBIT DRy T — 7 R OEHR S AT AORLEPEICEET % & E CHim oKk gL
LR 5 72D O EIZB T 5 H547(EU)2016/1148 (NIS F543) *°.

Articles 14 and 16 of the NIS Directive require operators of essential services and digital service
providers to notify security incidents to their competent authority. As recognised by Recital 63 of
NIS®L, security incidents can often include a compromise of personal data. Whilst NIS requires
competent authorities and supervisory authorities to co-operate and exchange information that
context, it remains the case that where such incidents are, or become, personal data breaches under
the GDPR, those operators and/or providers would be required to notify the supervisory authority
separately from the incident notification requirements of NIS.

NIS fEH DH; 14 MO 16 KT, HEY —ERAEEEZ XL OT VX NH—E AT m3 A F—(
LT, BEXFa VT 4407y MIOXZOFHERITIZEIT 5 L 2RO TS, NISD
RIS 63 TENRBD L LT, EF 2V T 1Ao7 v ML, LIRULIRBEAT —Z T4
HWEEEHD Do NISIE, FTEEE T M OEEEBIC. £ OIURIZIBWTH ) LIFHscH %z
THEIRODTNWDE —FHT, ZDEIRA T 0 GDPR O & TRAT —ZRET
HOLPMENT =2 IRELRDGEIE. ThHDEEE R TT m A L =X NISOA T
O NEEE S TR, BRI BET A L2 ET L THA I,

Example

=p1

A cloud service provider notifying a breach under the NIS Directive may also need to notify a
controller, if this includes a personal data breach. Similarly, a trust service provider notifying under
elDAS may also be required to notify the relevant data protection authority in the event of a breach.
NISTER Db & TORFIZOWTHEIAZIT) 7 77 RP—ERXA 7m0 Z—X, Zh3EA
TARELELLAICE, HHEEICLBMT S I L AT D, FERIC, elIDAS O b LT
WHETD FTA M —EAT A, F =T RENECELAICE, B#ET L7 — 20k
B b e T D,

50 See
TSR
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2016.194.01.0001.01.ENG
51 Recital 63: “Personal data are in many cases compromised as a result of incidents. In this context, competent
authorities and data protection authorities should cooperate and exchange information on all relevant matters to
tackle any personal data breaches resulting from incidents.”
RISCHS 63 TH: /ZS DRI T, 72272 FPOMRE L TN T — 2 PEZZ115, = DOIHRIC
BTl FrEEE/TR T — 5 (REFERGIE, 1> o7 P bAET BN T — 5 REIZR YT/, 2
TOREFRIZI0N T, 5 LITIRIEH T S b DE TS5, )
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« Directive 2009/136/EC (the Citizens’ Rights Directive) and Regulation 611/2013 (the Breach
Notification Regulation).
F 2009/136/EC (i RAMEHE ) M O 611/2013 (R @A)

Providers of publicly available electronic communication services within the context of Directive
2002/58/EC> must notify breaches to the competent national authorities.

Fr 2002/58/EC> DXLRIZI T 5. ATHHAIREREFBEE I — 20T n A ¥ —T &
FIZOWTHTEEOENETIZEA LT E72 5720,

Controllers should also be aware of any additional legal, medical, or professional notification duties
under other applicable regimes.

EHEITEL, TOMOBEH SNDHEDS & TO, BN, EEERE EREEL X
TRE LOBABRBIZOVTHREL TNDZ 2T 5,

VII. Annex
VI B

A. Flowchart showing notification requirements

A BREMHEZTRT7e—Fv—b

52 0On 10 January 2017, the European Commission proposed a Regulation on Privacy and Electronic
Communications which will replace Directive 2009/136/EC and remove notification requirements. However, until
this proposal is approved by the European Parliament the existing notification requirement remains in force, see
https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-privacy-and-electronic-communications
2017 41 A 10 A, BRINZEE 1L, 54 2009/136/EC (T X b V) MM E AT R, 7T A4 N — KO
EFBEIZOWTORBIZRE LTz, BL ZORENPEINGES TEFEIND £ TR, BUFOBMEEOR)
HTHERE S D, LT 2
https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-privacy-and-electronic-communications
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REFEEENXELLEEERFT 5.

B. Examples of personal data breaches and who to notify
B. AT — & REDHI K U@L
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The following non-exhaustive examples will assist controllers in determining whether they need to

notify in different personal data breach scenarios. These examples may also help to distinguish

between risk and high risk to the rights and freedoms of individuals.
UTOBNTT X TEZMHET 2D TIIRVDR,
WERIDOEG 22 —BhE D bDTH S,
KT DYV AT EGEERY AT ZRPITHFMTE D,

B DENT —HI2EDO T U AITEBNT
INHOHIE, FEMEANOHER K OEHIZ

Example Notify the | Notify  the  data | Notes/recommendatio
= supervisory subject? ns
authority? T —F EEIEMT | HRREE
BEEMEICENT D | 500
N
i. A controller stored a | No. No. As long as the data are
backup of an archive | \ W\ 2 AVAY-4 encrypted with a state
of  personal data of the art algorithm,
encrypted on a USB backups of the data
key. The key is stolen exist the unique key is
during a break-in. not compromised, and
.o D EHED W5 the data can be
fbshicr—207 restored in good time,
—NAT DN TT this may not be a
v 7% USB ¥ —IZff reportable breach.
B L1, IREHIZE However if it is later
DF —NEENT, compromised,
notification is
required.
T — & e H A o
T3 XA TH &
fbsiv, 77— DN
v I Ty T BAFTE
L, 2=—7F—7)%
FEINTELT, 7
— DN AR A]
BTHOHIRY., 2
T E R ORET
T2 nng 5,
ELBICEINTZYS
Bl A ET D,
ii. A controller | Yes, report to the | Yes, report to
maintains an online | supervisory authority | individuals depending
service. As aresultofa | if there are likely | on the nature of the
cyber attack on that | consequences to | personal data affected
service, personal data | individuals. and if the severity of
of individuals are | (Z\>, fEAIZEEET | the likely
exfiltrated. % AlREMEAS BV e & | consequences to
The controller has | (ZEEHEEIIZ# 59 | individuals is high.
customers in a single | 52 &, v, EIN LM
Member State. ANT — % OWEEITIE
i DEHE N, A CC, E7= ATkt
T4 - X%k LTAEL S DHRD
FFLTWD, OV BEREP®ERD
—EBEZA~DH A N— X, 2O NICHE
WBEORER L LT, T5HZ L,
NDENT — & D3
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H L7z,
BELE X, H—oh

HECEEZAT

%

iii. A brief power | No. No. This is not a notifiable
outage lasting several | \ Y%, AVAY-aN breach, but still a
minutes at a recordable incident
controller’s call centre under Article 33(5).
meaning customers are Appropriate  records
unable to call the should be maintained
controller and access by the controller.

their records. N A ESTERSIPE RalbAs
iiEHEEDOa— Lt BHIRFETILZRD,
U H TR Dy % 33 KGB)DOLET
T A5e 3 2 LI [ D DTG A T
f=ET, BENEH ¥ FTIEH D,
FloEETET, B 1 Y] 7 Rl 2 o B
bOREICT 7 & A IRET DL,
AL 72> TN D,

iv. A controller suffers | Yes, report to the | Yes, report to | If there was a backup
a ransomware attack | supervisory authority, | individuals, depending | available and data
which results in all | if there are likely | on the nature of the | could be restored in
data being encrypted. | consequences to | personal data affected | good time, this would
No  back-ups are | individuals as this is a | and the possible effect | not need to be reported

available and the data
cannot be restored. On
investigation, it
becomes clear that the
ransomware’s only
functionality was to
encrypt the data, and
that there was no other
malware present in the
system.
iVEEEN, &7 —
2SIl TLE
YTV AT =TI
BAEAZIT TS, N
v 7Ty IR T
9. T—FnEE
T&E7RW, AL
LZA TUHLAY
X, T—% Ol 51k
Thbh, VAT AT
Fnsicizw
= TIEE TR
Z DB LT,

loss of availability.

T, ZAUFRIH AT
REMED R TH 5 72
NN TN N's e ¥
RBELC D A HefEn
mWE AT, BRI

BllclET 52 &,

of the lack of
availability of the data,
as well as other likely
consequences.

TV, RSN D
NT —2 OME, £
7o 7 — & R T REE
DRIMDIBZ KD
ZOMDAEL D Dk
RIZIET T, AL
WETLZ &,

to the supervisory
authority or to
individuals as there
would have been no

permanent loss  of
availability or
confidentiality.

However, if the

supervisory authority
became aware of the
incident by  other
means, it may consider
an investigation to
assess compliance with
the broader security
requirements of Article
32.
FIHCcEL Ny T
Y IBFEEL T,
IRf 127 — & D3 [E] 4 w]
HBThD726I1X, F
FH AT REME ST R 25
DIEARIFER T 720
D BRSBTS
LT, XA %
L THERE,
HL. BEERMENZ
D OFBEIZ XD &
M EMBIZE- T2
AlE. E3RFDLY
INE R U T o
T D ST AR DL & 7
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i3~ 2% 7= & O A %

BETLHZEDRDHY
2%

v. An individual | Yes. Only the individuals | If, after further
phones a bank’s call | {%\>, affected are notified if | investigation, it s
centre to report a data there is high risk and it | identified that more
breach. The individual is clear that others | individuals are
has received a monthly were not affected. affected, an update to
statement for someone mER Y A 7R 29; the supervisory
else. 0. F-MoF N | authority must  be
The controller Bannnz k AR fﬁ made and the
undertakes a short E) Wi, %% | controller takes the
investigation (i.e. AT DEN DI | additional  step  of
completed within 24 D, notifying other
hours) and establishes individuals if there is
with a reasonable high risk to them.
confidence that a S bR LA D%
personal data breach 2, EZ<oANR
has  occurred and FEINTWLHZ L
whether it has a DL 725 80%,
systemic flaw that may BB R~ iE &
mean other individuals Ty 7T — kLS
are or might be ER B3 M ofE
affected. (R EEZR Y R 7R
Vo DEANNT —4 bHiid, EEAEIL,
REZRET DD fl DA AN %
ﬂﬁ@:—w?/& LB EZ D,

\— %DE L/ 710 % )
ﬂjﬁl/\ FHED R AN DA
RMEZZH L T
Wiz,
BRI, EROH
Eﬁ#ﬁb%24ﬁ%
DINIZSE T) 24TV,
ENT — 2R ENA
Lz &, £xD
o N EES
Mo oV AT
L ED RS L
T2 INENIZHONTE
M2 fEa b > T
IFoE VW SHD,
Vi. A controller | Yes, report to lead | Yes, as could lead to | The controller should
operates an online | supervisory authority | high risk. take action, e.g. by
marketplace and has | if involves | X\, &7 U X7 | forcing password
customers in multiple | cross-border IZE D5 AT | resets of the affected
Member States. The processing. < accounts, as well as
marketplace suffers a | (%\>, BEREHR VS other steps to mitigate

cyber-attack and
usernames, passwords
and purchase history
are published online
by the attacker.

VIiEBE N A T4
Y=y T LA
A zEE L, BED
IMRECEE AL

Fa"ébéfa/\ . EE
EHREICHRE T 2
ko

the risk.

The controller should
also consider any other
notification
obligations, e.g. under
the NIS Directive as a
digital service

provider.
EHEIL, HE A
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il 21X, T &Y
— BRSNS H—
ELToD, NIS 55
IZEDLEH

vii. A website hosting
company acting as a
data processor
identifies an error in
the code which
controls user
authorisation. The
effect of the flaw
means that any user
can access the account
details of any other
user.

Vii.T — ZALEEE L L
TIEEBTHT =74
A FRAT 4 TR
FEAY, —H—IKER
ZHET 52— R
T —zRR LTI,
Z DRI DT,
WP RO = —
b, EEOMD 2 —
P—DOTHh T hD
T VA TE
HEWHZETH
5

As the processor, the
website hosting
company must notify
its affected clients (the

controllers)  without
undue delay.

Assuming that the
website hosting
company has
conducted its own
investigation the
affected controllers

should be reasonably
confident as to
whether each  has
suffered a breach and
therefore is likely to be
considered as having
“become aware” once

they have been
notified by the hosting
company (the
processor). The

controller then must
notify the supervisory
authority.
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If there is likely no
high risk to the
individuals they do not
need to be notified.
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The website hosting

company  (processor)
must  consider any
other notification

obligations (e.g. under
the NIS Directive as a
digital service
provider).

If there is no evidence
of this vulnerability
being exploited with
any of its controllers a
notifiable breach may
not have occurred but

it is likely to be
recordable or be a
matter of

non-compliance under
Acrticle 32.
77 Y%A RERAT
A TR (ML)
L, £ofh—8loiE
HBEHOBE LT
P ESANCRANAY (1
CHE LY —ERXR T m
WA FZ—L L TOD,
NIS $54IcdEo5< 5%
¥)o

Z DOMfEggHED T
DEHFIZONTY
FIH VT2 FEHL 3 72
WO THIVE, EH
KL DR FITE Z -
TWRWEEWI 5
D, FLERKR Lo
U IV E ek -5
SRESTFREE 72 D
"REMEIL S D,

66




FY) B BE Z AT
W BT 2icE-
7ol R EIND AT
EERD L, T08;
AL BB IR
REZ@eEn L 722 ok
7257200,

viii. Medical records in
a hospital are
unavailable for the
period of 30 hours due
to a cyber-attack.
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Yes, the hospital is
obliged to notify as
high-risk to patient’s
well-being and privacy
may occur.
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Yes, report to the
affected individuals.
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iX. Personal data of a | Yes, report to | Yes, report to
large  number  of | supervisory authority. | individuals depending
students are | 1T\, BEEEUBERBHIZ ¥R | on the scope and type
mistakenly sent to the | FD = &, of  personal data
wrong mailing list involved and the
with 1000+ recipients. severity of possible
iX. yiﬁﬁ%_i@ﬂﬁ consequences.
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X. A direct marketing | Yes, notifying the | Yes, report to | Notification may not

e-mail is sent to
recipients in the “to:”
or “cc:” fields, thereby
enabling each recipient

to see the email
address of other
recipients.
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supervisory authority
may be obligatory if a
large number  of
individuals are
affected, if sensitive
data are revealed (e.g.
a mailing list of a
psychotherapist) or if
other factors present
high risks (e.g. the
mail  contains  the
initial passwords).
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individuals depending
on the scope and type
of  personal data
involved and the
severity of possible
consequences.
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be necessary if no
sensitive data is
revealed and if only a
minor number of email
addresses are revealed.
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