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THE EUROPEAN DATA PROTECTION BOARD
BN T — S R =

Having regard to Article 70(1)(e) and (l) of the Regulation 2016/679/EU of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC, (hereinafter “GDPR”),
BT —Z OB EBHE T2 BRADREIZE 5, KO 207 —#D A MBI T 5, WO
(2, F5T 95/46/EC ZBELL T DMRINGES K OB 2016 4F 4 H 27 HOHIHI(EV) 2016/679 (LA T
[GDPRJ VM) D 70 45256 1 HH(e) | T8 7

Having regard to the EEA Agreement and in particular to Annex Xl and Protocol 37 thereof, as amended by
the Decision of the EEA joint Committee No 154/2018 of 6 July 20182,

2018 -7 A 6 H D EEA HL:[AIZE B2 OIRE No 154/2018 (LD BUES L7 EEA THE 1, FRIZZ O 8
XI M OV E & 37 (T8 7+,

Having regard to Article 12 and Article 22 of its Rules of Procedure,
ZOFHRERANDE 12 G OV 22 RITH 7>,

Having regard to the Article 29 Working Party Guidelines on Personal data breach notification under
Regulation 2016/679, WP250 rev.01,

55 29 SRAEEEH S ORI 2016/679 IZES<EANT —#2EFBHNCEAT 5 ART 1 WP 250 rev.01 |2
iR

HAS ADOPTED THE FOLLOWING GUIDELINES
WRDITARTGA L BEBAR TS

0 PREFACE
03X

On 3 October 2017, the Working Party 29 (hereinafter “WP29”) adopted its Guidelines on Personal data

breach notification under Regulation 2016/679 (WP250 rev.01)?, which were endorsed by the European Data

Protection Board (hereinafter “EDPB”) at its first Plenary meeting®. This document is a slightly updated

version of those guidelines. Any reference to the WP29 Guidelines on Personal data breach notification

under Regulation 2016/679 (WP250 rev.01) should, from now on, be interpreted as a reference to these

EDPB Guidelines 9/2022.

2017 4% 10 A 3 H. 5% 29 SAE¥EHS (LT Twp29 L)) 1, HilHI 2016/679 IZFES<EANT —212HE

WIS ART A (WP250 rev.01) 2 Z AR L | UL AR TA IR T — 2 L3 (UL T TEDPB)
LV IZEVHIEIDARZFRIT IV RGBS 3, A EIOEIX, BEATARTAANETOEFEINZS

1 References to “Member States” made throughout this document should be understood as references to “EEA
Member States”.
BEATARTA O UNEE ] ~DF Kid, TEEA INERE | ~DF K LU TSNV,

2 WP29 Guidelines on Personal data breach notification under Regulation 2016/679 (WP250 rev.01) (last revised and
updated on 6 February 2018), available at https://ec.europa.eu/newsroom/article29/items/612052.
WP29 DOHLHI 2016/679 (ZHDSLEN T — 22 FW MBI T DA AR 712 (WP250 rev.01) (2018 42 H 6 H
B AEOET - TR 1%, LA F XY A T]: https://ec.europa.eu/newsroom/article29/items/612052

3 See https://edpb.europa.eu/news/news/2018/endorsement-gdpr-wp29-guidelines-edpb_en.
https://edpb.europa.eu/news/news/2018/endorsement-gdpr-wp29-guidelines-edpb_en Z [,



HLOTHD, WP29 OHHI 2016/679 (ZFESLE N T — 22 E @I T DT AR T4 (WP250 rev.01)~
DERIE. A%, Y% EDPB HART AL 9/2022 ~DF L THRIRE -0,

The EDPB noticed that there was a need to clarify the notification requirements concerning the personal
data breaches at non-EU establishments. The paragraph concerning this matter has been revised and
updated, while the rest of the document was left unchanged, except for editorial changes. The revision
concerns, more specifically, paragraph 73 in Section 11.C.2 of this document.

EDPB |3, EU S(PNITHLE 32N A O N 7 — 2= FIZE 4 D@k B 2 WA e 12 3 D L PR 23Rk L
7eo ZOMBIZEET T 777 NUET R OEHFH SN TS —FH T, itk EOZEEZFRANT, 4 EID L
FOFRV OO EFHRSINTND, A RIOUWET T, J BRI, ARIOCEFEDSE | #H CHis
2QHDONTTT7 73 T LD THD,

INTRODUCTION
IXCOHIT

The GDPR introduced the requirement for a personal data breach (henceforth “breach”) to be notified to
the competent national supervisory authority* (or in the case of a cross-border breach, to the lead authority)
and, in certain cases, to communicate the breach to the individuals whose personal data have been affected
by the breach.

GDPR &, AT —#2E LU THRE LT 2) ZEN O EHRE *(BERFOLAIEL. FRE#
B i@ 28 KON FFEDHZ A IRV T, BFICEVEDBE AT —F 03 8% T TOLE A
(ZEAE T DB ZE AT,

Obligations to notify in cases of breaches existed for certain organisations, such as providers of publicly-
available electronic communications services (as specified in Directive 2009/136/EC and Regulation (EU) No
611/2013)°. There were also some Member States that already had their own national breach notification
obligation. This might included the obligation to notify breaches involving categories of controllers in
addition to providers of publicly available electronic communication services (for example in Germany and
Italy), or an obligation to report all breaches involving personal data (such as in the Netherlands). Other
Member States might had relevant Codes of Practice (for example, in Ireland®). Whilst a number of EU data
protection authorities encouraged controllers to report breaches, the Data Protection Directive 95/46/EC,
which the GDPR replaced, did not contain a specific breach notification obligation and therefore such a
requirement was new for many organisations. The GDPR makes notification mandatory for all controllers
unless a breach is unlikely to result in a risk to the rights and freedoms of individuals®. Processors also have

4 See Article 4(21)GDPR.

GDPR % 4 Z:(21) 2

See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32009L0136 and http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32013R0611
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32009L0136 & X http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32013R0611 £ ,

See https://www.dataprotection.ie/docs/Data_Security Breach_Code_of Practice/1082.htm
https://www.dataprotection.ie/docs/Data_Security Breach Code of Practice/1082.htm Z&,

7 See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31995L0046
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31995L0046 % [fi,

The rights enshrined in the Charter of Fundamental Rights of the EU, available at http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:12012P/TXT

KRN G EEAHE B IS BV TR ESICODHERIZ, LA N XY ATH]: http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:12012P/TXT




an important role to play and they must notify any breach to their controller®.

INRNTHI I RE7R 18 5 — B AD T u A F —ED—E OISV T, (F54 2009/136/EC &
OV(EU) LI No. 611/2013 IZHRENTNAHERD) S BENELIGEOBMBE N ED LI TN, F
7=, BRI B O B PR EBRHFEE 2 ED Tz EU IBRELH -7, ZHuUid, AR rTRE7RE
BEV—EAD T u A — TN CTEBF TS NAOMED B 53 2356 DR Fl &L (Fl 21X,
RAY R OAZVT DOEE) . T (F T X DGEDINDBEANT —2NE 5T 582 TORELHRE TS
EHOLE ENLD, BhETLEMHEZED TP ELHAS (BIZIEL, TANVTUoROSE °), Bk
D EU DT —ZRFEH MR FE O 28 FE ITHEREL TV e— 5T, GDPR 3> TR 7 —4
PREEFED 95/46/ECT 1, FFE DR FHINFEH 2 E D CNRI-oT2128 | ZOLO 7B B X, <D
WL THT R BN T o7, GDPR T, REVMEANOHEF KO A M 82k T VAV EFAESEDRBE
RN G ERE R TOEHEITHLBMERBELL TVD, LS - EE & HI 2> TRY,
U 1T H & OB B I T R EZ B A LRI U720 8,

The EDPB considers that the notification requirement has a number of benefits. When notifying the
supervisory authority, controllers can obtain advice on whether the affected individuals need to be informed.
Indeed, the supervisory authority may order the controller to inform those individuals about the breach®.
Communicating a breach to individuals allows the controller to provide information on the risks presented
as a result of the breach and the steps those individuals can take to protect themselves from its potential
consequences. The focus of any breach response plan should be on protecting individuals and their personal
data. Consequently, breach notification should be seen as a tool enhancing compliance in relation to the
protection of personal data. At the same time, it should be noted that failure to report a breach to either an
individual or a supervisory authority may mean that under Article 83 GDPR a possible sanction is applicable
to the controller.

EDPB &, A EMEITIZZL O ENDHHLEE 2 TND, BHH T, BEREICEmT 55 E, BEL%
TN DUERHLNENTOWTIFEE/LHIENTED, FER, BEHREIL, RFIZo>»
TRENZHGELIOEHF M BT HIENTED O, REICOWTEANTERK T L8R, BHE
I REOFRERAECDIARZIZONWT, FTHANRZDEUHIDHENS B HEFLHI-OIGHETH2EDT
ZDHFNTITOWT, [EWRAIRAET DN ATRBIZ A2 D, R F RIS FHE O£ ST, B AKX NZEDE AT
—HDEREITE THRRITNITZRBRW, ZORE REF@EIL, MAT —2OREIZE T 2800
S b T DT DIE B EHRENDITT THD, [T, HASUTEEEHEE ~DREFEORELDDE,
55 83 SRITH DX MG DOFIFNEHE T H SN DG B DO LI BEL2ITUT b7,

Controllers and processors are therefore encouraged to plan in advance and put in place processes to be
able to detect and promptly contain a breach, to assess the risk to individuals!, and then to determine
whether it is necessary to notify the competent supervisory authority, and to communicate the breach to
the individuals concerned when necessary. Notification to the supervisory authority should form a part of
that incident response plan.

Lo T, BHH R OBEE 13, R EFEEZBRINL THESODIIMIEL  EAITKT 2V AZEFEARL 1L, EDH%IC
FTHE RSB R  Dl EN OB | FI LB A B 28 N3 212 5 O3 O B 2|3

®  See Article 33(2). This is similar in concept to Article 5 of Regulation (EU) No 611/2013 which states that a provider
that is contracted to deliver part of an electronic communications service (without having a direct contractual
relationship with subscribers) is obliged to notify the contracting provider in the event of a personal data breach.
75 33 k()2 M, 2T, CGERE LEHEER R BMRAREE 310 EFlE h— v A0 —H xRt 4528
EERILTCNDT B RAE =N HNT —ZDRENECT S BT a7 — IR BT 58 E013 65
HAEDD(EV)HRI No 611/2013 DF 5 FROBLEITHHLIL TS,

10 See Articles 34(4) and 58(2)(e) GDPR.

GDPR % 34 5(4) & U2 58 ZR(2)(e) 2,

This can be ensured under the monitoring and review requirement of a DPIA, which is required for processing

operations likely to result in a high risk to the rights and freedoms of natural persons (Article 35(1) and (11)[)].

ZHUE. BRAOHEMEOABIZHT 280 A7 2R EIELBZNNE H5TEB IR LR

% . DPIA O Ffii e OFEAM O FE L OB IS X R T2 2 ENARETH D (5 35 S:(1) KDY (11)) &

11



10.

11.

HIEEAREICT DI TRZFANCEIE L i L TRIEPHERRSNLD, R HERS (o4 2@ %ni %
AT G E B O — 2 T H O TRIFITRB,

The GDPR contains provisions on when a breach needs to be notified, and to whom, as well as what
information should be provided as part of the notification. Information required for the notification can be
provided in phases, but in any event controllers should act on any breach in a timely manner.

GDPR (ZiF, EDIORG A ITBAN ERENDD FFEIRTL T, A TRAIDO—EREL TE DI
THMAR T RENIZOWTOREDH D, BHPERSNDIHEIL, BB T 5283 TEo08
W DA ICB W THEEE X, 2 TORFICHUERFH IS LT e siaun,

In its Opinion 03/2014 on personal data breach notification'?, WP29 provided guidance to controllers in
order to help them to decide whether to notify data subjects in case of a breach. The opinion considered the
obligation of providers of electronic communications regarding Directive 2002/58/EC and provided examples
from multiple sectors, in the context of the then draft GDPR, and presented good practices for all controllers.
EHNT — 22 FE OB T HE ML 03/20142 (28T, WP29 [ TEHEZIKIL RENELTHET
— X ERICRE T D EE T DEDDOPEDYNT LIRDIIIRITA S AT L TD, YELE LE T,

H5 2002/58/EC IZBT 2EFBE Y —EADT B AN —DEBELZHZ L, 2KfD GDPR HEICHLL
B OREEFICBITDH M EZET, 2 TCOEHEF IOV TEELVVEITEIRRL TS,

The current Guidelines explain the mandatory breach notification and communication requirements of the
GDPR and some of the steps controllers and processors can take to meet these obligations. They also give
examples of various types of breaches and who would need to be notified in different scenarios.
ZDOHAARTA L, GDPR DFEH THHIRE D1 M OGO B M DN Y A AT D71
B L OWBE PSFHELI DI EDO—HIZ OV TIHL TWD, 7o, k4 DR F K R DK
B FIZIB W CHEIC X R B OB EI DB L IR DD W TOHRBIZIRRL TN D,

I. PERSONAL DATA BREACH NOTIFICATION UNDER THE GDPR
I. GDPR IZESENT —#REBA

A. Basic security considerations
A. KRB BNED B LR

One of the requirements of the GDPR is that, by using appropriate technical and organisational measures,
personal data shall be processed in a manner to ensure the appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against accidental loss, destruction or
damage®.

GDPRIZ, 1 U2 BT M OSHAR AT E A3 2281210 | IEHEFR SUTEER B, O, BFEHY72
LIS R TR TR A R E AR B | AT — X O U VA MR ARERRIC I AT —
SO ZLZ B D—D L TVDE,

Accordingly, the GDPR requires both controllers and processors to have in place appropriate technical and
organisational measures to ensure a level of security appropriate to the risk posed to the personal data being
processed. They should take into account the state of the art, the costs of implementation and the nature,

12 5ee WP29 Opinion 03/2014 on Personal Data Breach Notification http://ec.europa.eu/justice/data-
protection/article29/documentation/opinion-recommendation/files/2014/wp213 en.pdf
WP29 OfE N T —X DIREBENZ 355 H. 03/2014 2R, http://ec.europa.eu/justice/data-
protection/article29/documentation/opinion-recommendation/files/2014/wp213 en.pdf
13 See Articles 5(1)(f) and 32 GDPR.
GDPR % 5 Z&(1)() L O 32 S,




12.

13.

14.

the scope, context and purposes of processing, as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons®. Also, the GDPR requires all appropriate technological protection
an[d] organisational measures to be in place to establish immediately whether a breach has taken place,
which then determines whether the notification obligation is engaged®.

L722357C, GDPRZ, BN LN T —FNEOSNDVAZIZHYNIKHIS T 5, —EL LDt
ZREDR T T2 OB EN 2R BT K OFERRAI7Z2 B A L CIe< & B K QMBS Ol |22k
LTWD, EHHE K OREEFE L, iy, F22E8 1 BB oM EE | FiPH . &R & OV E B9 N B 28
N DR Je OV E BT D8k & R 5 R LTRANFE DV A 25 JE L 72T 72 B 72\ 14, E7- GDPR 14,
REDECTDENZELNITHEREL . £ D% IBHFRE DG T 20 G0l 25720 0, HH5H
W B2 BT O it S OERROFE B A5 1T TSI ERL TS 5,

Consequently, a key element of any data security policy is being able, where possible, to prevent a breach
and, where it nevertheless occurs, to react to it in a timely manner.

FERBIC, BTOT =2 EF 2T O FEREFRIL, ATRBRRVREFOR AL L, Z1iTbh
POLTIRENECTGEIX, BRI IS T HIENTEHIETHD,

B. What is a personal data breach?
B. A ANT —#RFLIL?

1. Definition
1. EF

As part of any attempt to address a breach the controller should first be able to recognise one. The GDPR
defines a “personal data breach” in Article 4(12) as:

TR EICHIL T DA DO —BREL T, BEE L, £7 . BREEZHTE AR UT5720), GDPR I,
A4 KADICBWTHEANT —22E |2 RDOIDTEFEL TWD,

“a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data transmitted, stored or otherwise processed.”

1B K 1T 57, L, PEe, oG, FEREIRD IR K I IEHE R D 7200 X538 ko7, k1534,
FLERIRAFSIL, XIE, E DM DI PTTONDIAN 7 —F DZ VLTI T SR E

What is meant by “destruction” of personal data should be quite clear: this is where the data no longer exists,

or no longer exists in a form that is of any use to the controller. “Damage” should also be relatively clear:

this is where personal data has been altered, corrupted, or is no longer complete. In terms of “loss” of
personal data, this should be interpreted as the data may still exist, but the controller has lost control or

access to it, or no longer has it in its possession. Finally, unauthorised or unlawful processing may include

disclosure of personal data to (or access by) recipients who are not authorised to receive (or access) the data,

or any other form of processing which violates the GDPR.

i N7 —# D k% (destruction) | MAT 245 9D %, BB FEF 25, ZAUE, 7 —FPFIEL7e<

12586 AT EHF L > THEH AT RE R B THREL LR D58 2 EW T %, 48 (damage) Jb.

I EEE 25, 2L, AT —2NERELITRESNLZE, IR TRRDLIEEE

BT 2, AT —HZDIHEK (loss) WZDWTIE, 7 —FDMEIREL TIFIET DRI REME D3 DD 73, & B 3

WHT —HEAMIEH CEelle o TG BB LU YT —HIT 7 BATE R poTe . XIXU % T —4

WEHE O TIAFELR R TG G LIRSS ThH A, iz, HEHER ST ER BRI,

14 Article 32; see also Recital 83 GDPR.
GDPR # 32 2k, Aii3CES 83 THHL B,
15 See Rectical 87 GDPR.
GDPR HI3CH 87 THEHH,

10



T — B 5 WMDMENR A Rz 72 WS ISR T AN T — 2 OBIR (B LULT — X7 7 AT HHER%E
FFI-72 W BUSE ICEDMENT —Z~DT 78 A) . XL GDPR ITE T HZ DO DB A E £
25,

Example E-41

An example of loss of personal data can include where a device containing a copy of a controller's
customer database has been lost or stolen. A further example of loss may be where the only copy of a
set of personal data has been encrypted by ransomware, or has been encrypted by the controller using a
key that is no longer in its possession.

ENT —ZOMIOFNIL, BEE OBEDT —H_X—ADALE =B Ao TNDT /A ADHK K X%
BHDOGENEENID, Flo  AANT —F—RKDOME—Dar—3 FoH AT =T IZEVIE S haitd
Srer . XITEHE IO SSnzb o0 B S IC W2 B HE DA L5560 =k
DERFI L2092,

15. What should be clear is that a breach is a type of security incident. However, as indicated by Article 4(12),
the GDPR only applies where there is a breach of personal data. The consequence of such a breach is that
the controller will be unable to ensure compliance with the principles relating to the processing of personal
data as outlined in Article 5 GDPR. This highlights the difference between a security incident and a personal
data breach — in essence, whilst all personal data breaches are security incidents, not all security incidents
are necessarily personal data breaches?®.

REL, BEFX 2V TAA VT UDO—FETHDZEAPIHNIIL TRORITHIERB720, GDPR 5 4 &
(12)237 4 X912, GDPR (F, AN T —Z DEREFEPFET 25D IHEESND, DI E DR
R, EHE D GDPR 5 5 RIS IV TOVDIE AT —Z D HUAR MBI 2RI 0T 2 e fr 9~ 2 2878
TERLRDEVIZETHD, ZOZLIF, X2V T AT U RBNT — 22 EDENZ T 25D
Thb, 2E) MEANT —FRFITETEX VT4V T VR THLDITH L, BEF 2T 44T b
T, LT LH R TEAT —HRETHHLILRLRNENDZETHD 1,

16. The potential adverse effects of a breach on individuals are considered below.

RFICEVECIDE N T HERBICONWT, LT TEET 5,

2. Types of personal data breaches
2. [HNT — 22 EORHH

17. In its Opinion 03/2014 on breach notification, WP29 explained that breaches can be categorised according
to the following three well-known information security principles®’:
WP29 | &, (R EDWANCEI T 5E A 03/2014 [ZB W T, ZEITIASRBASN TWDRD ZHDIER ¥
2T RN A E G ATRE THLHEHAL TS Y,

“Confidentiality breach” - where there is an unauthorised or accidental disclosure of, or access to,
personal data.

IEREPEDIRE | — 8N T — 2R T D BEHE IR O SUIARFERI7RBA R LT 7 B AN 0555

e “Integrity breach” - where there is an unauthorised or accidental alteration of personal data.

e DR E | —EANT —Z Ik DEEHEIRO U BR LU LB HLS 6,

16 1t should be noted that a security incident is not limited to threat models where an attack is made on an organisation
from an external source, but includes incidents from internal processing that breach security principles.
EX 2T AT N AN — RIS BRSO E T T VTR T, BX 2T JRANZE R
DREBIR TR 21T U M E LI I BELRIT RS0,

17 See WP29 Opinion 03/2014.
WP29 DFE 5. 03/2014 1,
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18.

19.

20.

e “Availability breach” - where there is an accidental or unauthorised loss of access'®to, or destruction
of, personal data.
o [ATHHMEDIRE ] —EANT — 2Tk T DIRFEHI SUTIEHERR D 7 7 & 2 18 DL T 138 555
o
It should also be noted that, depending on the circumstances, a breach can concern confidentiality, integrity
and availability of personal data at the same time, as well as any combination of these.
Flo, W TUT AREFEDNMENT —Z OENE, e 2R OO 2 TICEA G256 KOZ
NHEDOWNT PO AEDEICEVE G- T 258 03HV55Z LI OV THE ELRITIER D720,

Whereas determining if there has been a breach of confidentiality or integrity is relatively clear, whether
there has been an availability breach may be less obvious. A breach will always be regarded as an availability
breach when there has been a permanent loss of, or destruction of, personal data.

B M T SE R MEDRED LU TR OHW I IR B Th 505, ATHTEDREDEC TS
DAOHIEHITEFUZE B A TIH Wb L, AT —Z O AR 38R XA IENE L5856 12
FILF AT AEOR EFEEHREND,

Examples of a loss of availability include where data has been deleted either accidentally or by an
unauthorised person, or, in the example of securely encrypted data, the decryption key has been lost. In
the event that the controller cannot restore access to the data, for example, from a backup, then this is
regarded as a permanent loss of availability.

AT PO OB, 7 —F DMERANTE LITHERE R W I IV ESNTGE | UK
BT BALSNT=T —Z OB TI, 582 LTG5 0N E b, BB, Nvl T T END
T —A~DT T RAEBIHTERWGE | ZAUTEAZR ORI L B2 E D,

A loss of availability may also occur where there has been significant disruption to the normal service of
an organisation, for example, experiencing a power failure or denial of service attack, rendering personal
data unavailable.

ATAPEORRIT, PIAITIEE IV —ERERHENFEAEL BAT —Z DRI TEemdin-
7o MR DI E Y —E R T DEANREPRAETHEEITHEINID,

The question may be asked whether a temporary loss of availability of personal data should be considered
as a breach and, if so, one which needs to be notified. Article 32 GDPR, “security of processing”, explains
that when implementing technical and organisational measures to ensure a level of security appropriate to
the risk, consideration should be given, amongst other things, to “the ability to ensure the ongoing
confidentiality, integrity, availability and resilience of processing systems and services,” and “the ability to

18 It is well established that “access” is fundamentally part of “availability”. See, for example, NIST SP80053rev4, which
defines “availability” as: "Ensuring timely and reliable access to and use of information," available at
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf. CNSSI-4009 also refers to: “Timely,
reliable access to data and information services for authorized users”. See
https://rmf.org/wpcontent/uploads/2017/10/CNSSI-4009.pdf. ISO/IEC 27000:2016 also defines “availability” as
“Property of being accessible and usable upon demand by an authorized entity”:
https://www.iso.org/obp/ui/#iso:std:isoiec:27000:ed-4:v1:en

(7720 &, BRI TRTHME] O—HTohDE WD ZENEHRLTWD, Bz, NISTSP800-
S3rev4 (&, TAME) Z TEEFICHOHERIGEHR~DT 7 B AR IEROEH OMelR) L EFLL T
5o LAFEY ATFR] : http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf. & 7=, CNSSI-
4009 (X, THERRZETHEHICEL DT —F ROEHR T — EA~OHR ORI T 78 A ) LER LT
%, https://rmf.org/images/4-CNSS-Publications/CNSSI-4009.pdf.Zx [, 1SO/IEC 27000:2016 & £7=. [#]/H
P & ERAZAT2ENERISCTT 7B R OEHRETH L L) EE] EERLTWD,
https://www.iso.org/obp/ui/#iso:std:iso-iec:27000:ed-4:v1:en £,
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21.

22.

restore the availability and access to personal data in a timely manner in the event of a physical or technical
incident”.

ENT —&O— Ky vl ORI IR FEL HIRSNDNED FTARFLH RSO A BEID Y
BLIRDIREFELHIRSNDINENEVOEER D EL DD, GDPR 5 32 oD THUHRW DM 1T, VA2
NS T D —E DL~V D2 M2 MR D7D O O F it - K OSHAR E O E 2 FET D,
Rl THAR S R T D[ VR Y — E X DBIEDREEE, TE21E, rTHPER ONEIEPEZ IR 52 RE 7T
W TR RIZEE TG0 A S T2 PSR AE L TE B a7 RERR C AN 7 —F D A FHPE R OIS
T o7 EREEIHTBEET BB LI IULeb2 W E | FBIL Tnd,

Therefore, a security incident resulting in personal data being made unavailable for a period of time is also
a type of breach, as the lack of access to the data can have a significant impact on the rights and freedoms
of natural persons. To be clear, where personal data is unavailable due to planned system maintenance being
carried out this is not a ‘breach of security' as defined in Article 4(12) GDPR.

L7ehio T, —ERFEEANT — 2O PSR RELR 0B 2T A4 ALV T UMb Kl T —F~DT 7k
ADRANHY B IRNDOHER K OV E IR LR B2 52 D W REMENH LT  REFDO—TETHD, H
BINRZETHHN, FHERR Y AT DA T ADFLATICEOBEN T — 2 DRI A REL 72 D560, 5
4 R12)NTEFRT DI LRI T HREFITIEZR,

As with a permanent loss or destruction of personal data (or indeed any other type of breach), a breach
involving the temporary loss of availability should be documented in accordance with Article 33(5) GDPR.
This assists the controller in demonstrating accountability to the supervisory authority, which may ask to see
those records?. However, depending on the circumstances of the breach, it may or may not require
notification to the supervisory authority and communication to affected individuals. The controller will need
to assess the likelihood and severity of the impact on the rights and freedoms of natural persons as a result
of the lack of availability of personal data. In accordance with Article 33 GDPR, the controller will need to
notify unless the breach is unlikely to result in a risk to individuals' rights and freedoms. Of course, this will
need to be assessed on a case-by-case basis.

8N 7 — 2 ORI B2 8 5 ST (G2 O —EIOFSHDRE) DG LRIERIZ, 5 33 FRG)ITHE
W—IRFE72 W PR O FE R 3B 5§~ IR E 2 SCEAL L TEMRIT TG0, ZoZ 8%, BEE R, 4
ZRLER DI E A RO D REMED B DB P ITxt L, T AV HE YT 4 &R DR IT LD, — 7,
REORDUCEY | B BRI~ o O 8252 T DB N ~D@AE N ELR SN D5 & D TR\
BRDD, EEE T AT —ZO R HMED K N)S B RN OHEF] K OV BRI KIE T 5B O Z IR M LR
AN E AR 2 0E 035, GDPR 5 33 FRITHEW, RFEDME AN OHER OV H I DU A7 23 RS
LB ENNRWG AL RE, WEE TR T 20 ENDHD, YIRRNE, 2T —AZ LIS
WEIINBD,

Example 41

In the context of a hospital, if critical medical data about patients are unavailable, even temporarily, this
could present a risk to individuals' rights and freedoms; for example, operations may be cancelled and lives
put at risk.

JBEDOBAFRCIE, BFICHET2EHEERER T —40, —RMICThH, fEHTERWIGA . [BADOHER X
OH BT DUAIBAELD ATREME D DD, Bl 2T, FAAH 72D | A fERICSHINI D55,

Conversely, in the case of a media company's systems being unavailable for several hours (e.g. due to a
power outage), if that company is then prevented from sending newsletters to its subscribers, this is unlikely
to present a risk to individuals' rights and freedoms.

W AT AT ARFED T AT DHEREF HRREIZ 720 (Bl 21X AFEIZL DRI HARE) . %D e
HAD=a— AL H—DEREHTONDLGE . ZOZLIZXOENOHER L OV E RIZK 3 2UAZBAEL

19 See Article 33(5) GDPR.
GDPR % 33 2&(5)& 1,
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23.

24,

25.

26.

2B,

It should be noted that although a loss of availability of a controller's systems might be only temporary and
may not have an impact on individuals, it is important for the controller to consider all possible consequences
of a breach, as it may still require notification for other reasons.

BHHE O AT LO A APED RN —RFHIRb DI ELB LT AN EEZ EX W EELHD
B, EHFIL OB RICIDIEM NI RENG G AL HLT-0 | RFIZIVELIDHHODM Ra B
THIENEETHLHIEIZE B LT IR B0,

Example Z4

Infection by ransomware (malicious software which encrypts the controller's data until a ransom is paid)
could lead to a temporary loss of availability if the data can be restored from backup. However, a network
intrusion still occurred, and notification could be required if the incident is qualified as confidentiality
breach (i.e. personal data is accessed by the attacker) and this presents a risk to the rights and freedoms
of individuals.

ToH LT =T (RGN DONAETEHEOT —#52 5b T 0EEOHLY 7N =T ) IZLD
YT, N Ty I T —HE B IR T HIEN A RE Ch iR, — Ry a] Y E OB IITIFRE 75
AREMEDRN DD, — 7, SHITRY NI =T ~DIRAPELTEY, Uil v T M EE DR E (OF
D ENT —FPBEZ IO T 7 vASNHIE) 0D ZOZ LIV E AN OHER K VA HICxt 325V
A2 DBAELLY 6 BHIDELRIND ATREVED B D,

3. The possible consequences of a personal data breach

3. MEANT —2REFICEVAELI DGR

A breach can potentially have a range of significant adverse effects on individuals, which can result in physical,
material, or non-material damage. The GDPR explains that this can include loss of control over their personal
data, limitation of their rights, discrimination, identity theft or fraud, financial loss, unauthorised reversal of
pseudonymisation, damage to reputation, and loss of confidentiality of personal data protected by
professional secrecy. It can also include any other significant economic or social disadvantage to those
individuals®.

REFZ NS UAR A RO E KR8 KE T et H D, 2O I 203, M7
5o MEER R RS LITIEM EERI 2 k2B 726195, GDPR (X, ZAUTIZA HOEAT —XITxt 75
BEHOELR EANOHERIOFIFR, 225, 1D BWHOUE ID FEHK, 488 Eo Kk, BAERIZLA A DIE T,

EHOBAE | T EOTFRHIB ICIVRESICWDE AN T — X OO RN E ENHHEFAIL T
WD ZAUTITE- BRI D NI 35 OO BERARFRF ) XTSI AFED & o5 2,

Accordingly, the GDPR requires the controller to notify a breach to the competent supervisory authority,
unless it is unlikely to result in a risk of such adverse effects taking place. Where there is a likely high risk of
these adverse effects occurring, the GDPR requires the controller to communicate the breach to the affected
individuals as soon as is reasonably feasible?!.

£oT, GDPR 1, ZDIIREHBNLEDY AT DEBZ NN WG A ZIRE | g BRI 3512
HOWMZEHEIZERLTWD, ZOIHRERENREEI L& NI AT DB LTNRH5%5E . GDPR 13,
R T D NI 6 BRAYIZ ATREZ2 PRV IR0V R O MG 245 B 1T R L Tvd 2,

The importance of being able to identify a breach, to assess the risk to individuals, and then notify if required,
is emphasised in Recital 87 of the GDPR:

20 See also Recitals 85 and 75 GDPR.

GDPR I3 85 T L OV 75 THH S,
21 See also Recital 86 GDPR.

GDPR R 3CE 86 THL
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27.

28.

REAZFFEL, WK T DVATEZZHMIL 729 2T, MBS Uil iE £ T 52 &% Al HelcL Tl<&E
B DUV TIE, GDPR DRI 87 THITHB W THRFAS LTS,

“It should be ascertained whether all appropriate technological protection and organisational measures
have been implemented to establish immediately whether a personal data breach has taken place and to
inform promptly the supervisory authority and the data subject. The fact that the notification was made
without undue delay should be established taking into account in particular the nature and gravity of the
personal data breach and its consequences and adverse effects for the data subject. Such notification may
result in an intervention of the supervisory authority in accordance with its tasks and powers laid down in
this Regulation.”
AN 7 =R FEAE LT E D05 HIE I EE T 5728, €L T, BRI & OV 7 — & F(KIZXL
TN T8 7280 DE T DR G LB 7L IR 7E K O L DFEE S ERES I T D003
ARIPVRITIVULZREZ2 0, FRIZ, FDMIN 7 —HZEDVEE K VEAE, € DfEREL THELSFHRE
J O F =8 T ARIZS T 58 B e BRI A LT ARG R B SlH T /b0 D FFE AT
AFSVRITINLIR R s DI H1FE, KBLANTE 8 DB B HE BT DIgeis e OFEIRIZTEV », BB
BEEIDI A ZAHSE DERYD B, |

Further guidelines on assessing the risk of adverse effects to individuals are considered in section IV.

TE KR DB OY AT MBI T2 ERDFREHI OV TR, & IV HTELE TS,

If controllers fail to notify either the supervisory authority or data subjects of a data breach or both even
though the requirements of Articles 33 and/or 34 GDPR are fulfilled, then the supervisory authority is
presented with a choice that must include consideration of all of the corrective measures at its disposal,
which would include consideration of the imposition of the appropriate administrative fine??, either
accompanying a corrective measure under Article 58(2) GDPR or on its own. Where an administrative fine is
chosen, its value can be up to 10,000,000 EUR or up to 2 % if the total worldwide annual turnover of an
undertaking under Article 83(4)(a) of the GDPR. It is also important to bear in mind that in some cases, the
failure to notify a breach could reveal either an absence of existing security measures or an inadequacy of
the existing security measures. The WP29 Guidelines on administrative fines state: “The occurrence of
several different infringements committed together in any particular single case means that the supervisory
authority is able to apply the administrative fines at a level which is effective, proportionate and dissuasive
within the limit of the gravest infringement”. In that case, the supervisory authority will also have the
possibility to issue sanctions for failure to notify or communicate the breach (Articles 33 and 34 GDPR) on
the one hand, and absence of (adequate) security measures (Article 32 GDPR) on the other hand, as they are
two separate infringements.

GDPR 5 33 S OV XUTH 34 OB F I ISV TNDICH Db H T BEE N T — 22 EITOU
T BRI LT —F EEROWT XTI E ~Ol Mz Bolo 6, BEREIZIEL, Zo#E
IZEN BB LI EHE OG22 3 O LGB B 5, 2L, 5 58 F)UIHESEIERELED
DI THAM T O EEIZRHIFR A 2 2B T ZEOMENE D, flEeE R T ILABIRT 256, 20
FHIX GDPR % 83 55(4)(a)lTH-D%, 1,000 7 —w PLF TR RAKRIZ I T HAERHITE _EARFAD 2%LL
TO®FETDHIENTED, FILHEITEo UL REDOBAOWDAS | BEAF DL 2 BRTE O /R A X
IR EEEE EL CWD AR DD Z LI EL TRLZELEETH S, WP29 Dfil#FE&IZET 5T AFZ
AN TH—DFLIZB N THE DB D18 —EIZTEE LT E BB B R R % 7038 I
FOPH TEIRAT, FEBIET e OBIIE 1972 K EDH| £ 2 9D Z SR TESZEZEMRL TS JETED
TW%, ZO%A . BEBIE, 2 Dk X3 (5 33 S 0 34 5%) ORI L E & B4—T57
T, (+5370) ZREEHEE (5 32 54°) ORINCKLHIEA R /aEttbd s, 287056, Zhbid2o>n

22 For further details, please see WP29 Guidelines on the application and setting of administrative fines, available here:

http://ec.europa.eu/newsroom/just/document.cfm?doc_id=47889
FEAIZOWTIE, WP29 DifillE A0 AR R EICETAIHARTIA 2oz, I FEOATFA:

http://ec.europa.eu/newsroom/just/document.cfm?doc_id=47889
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BB OERAT B IZ0 D THD,

Il. ARTICLE 33 - NOTIFICATION TO THE SUPERVISORY AUTHORITY
1. 2 33 2k - BB R RE I )3 B A

A. When to notify
A BN 555

1. Article 33 requirements
1. 2 33 e F{F:

29. Article 33(1) GDPR provides that:
GDPR #; 33 ZR(1)i&, IRDEBVEDHTUND,

“In the case of a personal data breach, the controller shall without undue delay and, where feasible, not
later than 72 hours after having become aware of it, notify the personal data breach to the supervisory
authority competent in accordance with Article 55, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons. Where the notification to the supervisory authority is
not made within 72 hours, it shall be accompanied by reasons for the delay.”

AN 7 —SREPFE L6 BRI I1T, EDOBN T —Z(2EF 03 0N DHEF K OVH 1IZ59°5
VRO ZFEAEIELICNDPRNGEEIRE, 0N 2, 730, €IS E il gERE&IT, DR
BNV G OLES LG 72 BFILAPIIC, 75 55 SRICHES THTEEE BRI U, T DN T —4
REZHFLILITIULZRER0, B REBTIZN 21851703 72 FFFHILANIZI T4 W56 € DAl
(3, EDLEHEDPEH 2 S22 57800,

30. Recital 87 GDPR states®®:
GDPR R3S 87 THIX. IRDIIITED TS B,

“It should be ascertained whether all appropriate technological protection and organisational measures
have been implemented to establish immediately whether a personal data breach has taken place and to
inform promptly the supervisory authority and the data subject. The fact that the notification was made
without undue delay should be established taking into account in particular the nature and gravity of the
personal data breach and its consequences and adverse effects for the data subject. Such notification may
result in an intervention of the supervisory authority in accordance with its tasks and powers laid down in
this Regulation.”
AN 7 — 52PN FE A LT E D705 FAF I IE T5720, €L T, BB B R OV 7 — 5 FARIZH L
THERCDNZIHHE T2 7280 DL TOR LN BEITHIL IR 7E K O |- DB S FELE ST BB
ARIPVRITIVULZREZ 0, FRIZ, FDIN 7 —HZEDVEE K VEAE, € DfEREL THELSFHRE
J VT — X FARIZS T DB e B FIZA I _E T ARG R <@ R T =0 D FFED T
AFSRITINLTR R s DI H1 T, RBLANTE 8 DB BB DIeis I OFEIRIZTE U, BB
BEEDI A ZAHSE DERD B, |

2. When does a controller become “aware”?

2. WERE DN R LR R & 2

31. As detailed above, the GDPR requires that, in the case of a breach, the controller shall notify the breach

23 Recital 85 GDPR is also important here.
ZZ T3 GDPR FIISLE 85 HHHETH D,
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32.

33.

without undue delay and, where feasible, not later than 72 hours after having become aware of it. This may
raise the question of when a controller can be considered to have become “aware” of a breach. The EDPB
considers that a controller should be regarded as having become “aware” when that controller has a
reasonable degree of certainty that a security incident has occurred that has led to personal data being
compromised.

FIZFERL72891Z, GDPR (X, AT —ZRENRAELSG S BT, A YREN < 2o, £
DIFEHE AT REZR L XL, ZDRFITK AW NLIEECES 72 FFFLUINIZ, ZORELZ@ITHI5, BK
LTCWD, ZOZEIE, WOBEHE MR FE [FEk) LTo RS0 D E W) 5 A 4E R L)%, EDPB (X,
BHEN, HANT —ZDREBCDDBD X2V TAA VT U INEU T e GBI CH(E LT
RE U CIERER LT A2 SNHTHAIEE 2 TND,

However, as indicated earlier, the GDPR requires the controller to implement all appropriate technical
protection and organisational measures to establish immediately whether a breach has taken place and to
inform promptly the supervisory authority and the data subjects. It also states that the fact that the
notification was made without undue delay should be established taking into account in particular the nature
and gravity of the breach and its consequences and adverse effects for the data subject?*. This puts an
obligation on the controller to ensure that they will be “aware” of any breaches in a timely manner so that
they can take appropriate action.

72720, FElRUTZE91T, GDPR 1 AR ENFEAE LT E DDA Ul THERE T 572012, Z LT, BEE
J T —Z ERITR L TERONITHERE T 572012, B TOmE R A 22 ki & O EoRiE 2 %=
LT HIDEHEITERL CWD, £, ZOREFOMHE K OERME, WNTZOMREL TELLFRE
J O —& BRI T DR B B EIC AN BT RSB GBM AT O e W) FIEANFE
ST IR BN ELED TS 2 ZHUT, HEE DN EOR B AT AN TEDHLI, HbwD
S ELRFIC 30 T DML CRLEB AL IR THLOTHD,

When, exactly, a controller can be considered to be “aware” of a particular breach will depend on the
circumstances of the specific breach. In some cases, it will be relatively clear from the outset that there has
been a breach, whereas in others, it may take some time to establish if personal data have been
compromised. However, the emphasis should be on prompt action to investigate an incident to determine
whether personal data have indeed been breached, and if so, to take remedial action and notify if required.
EDRFRUT, IEREC, EHEEDRFEDRBEL TR LT BT ZENTEDNIE, FFEDRFEDORBLIC
£, BEVBECTZEVZEBFDNL LN TH LG GHH AN, —H T HANT —FBNRES
ATEDNTOWTHERE T D DIR[0 7025505, Ll EREEIANZL AT — 20 FEERIC
RESNIINEDEHRT 72D T oML BESNTWES AT, R IERMEZHEL, &4
FUISC THEENT DLWV oI RbSZ W I/ TH 2 & Th D,

Examples 45

1. Inthe case of a loss of a USB key with unencrypted personal data it is often not possible to ascertain
whether unauthorised persons gained access to that data. Nevertheless, even though the controller may
not be able to establish if a confidentiality breach has taken place, such a case has to be notified as there
is a reasonable degree of certainty that an availability breach has occurred; the controller would become
“aware” when it realised the USB key had been lost.

1. B BALSITORWNE AN T —F B A5 TS USB X —% K LT 6 HERRE FF /2 W E M54 T
—HNDT I AR DD ETRT SRR CODHA BB, — 7, BERE IR
DEFEPECTDEDICOVTIIHERE CEARVEA T, IHMEORENEL TNDHILIC AN T
B ERAVRREE DR D3 oD L7 — AT BEILRTFAUT DR, ZOLESEHE L, USB ¥ —0Di)
FATRITN R S TR FZ TR L7282 5 TH A,

2 See Recital 87 GDPR.
GDPR Hii 355 87 HE M,
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2. A third party informs a controller that they have accidentally received the personal data of one of its
customers and provides evidence of the unauthorised disclosure. As the controller has been presented
with clear evidence of a confidentiality breach then there can be no doubt that it has become “aware”.

2. HBOFE=_FENEHE L, YR EHEOBEDO— NDENT —ZZABFANIZEL 2 L4
HIL, DO EHER OB R OFHLA TR LT 2, FHE X OLE | BEMEORFEDOROLRGHLA RS
CNDTeD R EE TR LTc 28IV ORI,

3. A controller detects that there has been a possible intrusion into its network. The controller checks its
systems to establish whether personal data held on that system has been compromised and confirms this
is the case. Once again, as the controller now has clear evidence of a breach there can be no doubt that it
has become “aware”.

3. BLEHE N HH DRy NI =7 ~DIRAD RIREMEZ RN 5, F I AT AMRAFESNLTND
TIEIAT — IR EINTODDEINEHEIET DI2OITY L AT DAL | (7 Eéiﬂfk N
WD, Z2TH, HEHH I ZOR R TREOHOGDRFHLE S TS R EFEZ TR L2l g
WORMITAR,

4. A cybercriminal contacts the controller after having hacked its system in order to ask for a ransom. In

that case, after checking its system to confirm it has been attacked the controller has clear evidence that

a breach has occurred and there is no doubt that it has become aware.

4. HOLVAN—IAIRE D, BEFE DI AT Lo yF o7 U %, Uik E A Y Rer BRI 57
DITEKET D, 2O —ATIE, BEHENREH D /XTA%;:HEL VAT LINESN I Ea L

7et%, B MR EV AT RFEIE TS TRY R F2 T3 LIz IR WTR N,

34. After first being informed of a potential breach by an individual, a media organisation, or another source, or

35.

when it has itself detected a security incident, the controller may undertake a short period of investigation
in order to establish whether or not a breach has in fact occurred. During this period of investigation the
controller may not be regarded as being “aware”. However, it is expected that the initial investigation should
begin as soon as possible and establish with a reasonable degree of certainty whether a breach has taken
place; a more detailed investigation can then follow.
EHEEIT AN AT TR LIZE DD ITERIENHT — ZREFDATREMEIZ DWW T —HE=T
f_f(ﬁ NFEX 2T 44T N MBI U T b & R EDNEBRIELT TN E DA ERET D7
. FEHIMOMEZFERLOD, Uik AHR T FEE T, BELZ R L WD EARENR )
%Lhiﬁb\o — 07 FIHIFRA L, AT BN BER L R EFE D ET TWHDE N OV TR B0 R
FE DG 2o TR T DI MIFES D, KVFEHIZRA X, T D% 5| Sk i T 5,

Once the controller has become aware, a notifiable breach must be notified without undue delay, and where
feasible, not later than 72 hours. During this period, the controller should assess the likely risk to individuals
in order to determine whether the requirement for notification has been triggered, as well as the action(s)
needed to address the breach. However, a controller may already have an initial assessment of the potential
risk that could result from a breach as part of a data protection impact assessment (DPIA)?»® made prior to
carrying out the processing operation concerned. However, the DPIA may be more generalised in
comparison to the specific circumstances of any actual breach, and so in any event an additional assessment
taking into account those circumstances will need to be made. For more detail on assessing risk, see section
V.

EHE DR ELRRLILE WP EELR DR EFICOWTE, AYITER 2L 020, AR
FEhii ] REZR & XL, 72 RE AT EN L 72 AU 72 B7vy, Zo M A BRE 13, @ En B DR AL T
WDINEDNEHEREL . ETAZEF ORI EE 7 (D) HE 2 W T 57212 AT L TAELRS

25 See WP29 Guidelines WP248 on DPIAs here: http://ec.europa.eu/newsroom/document.cfm?doc_id=44137
WP29 @ DPIA (ZEH 92T ART A WP248, LI N2 &M
http://ec.europa.eu/newsroom/document.cfm?doc_id=44137
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HYAY Tl L 72 iuiE 2 breny, — 7 BHEF X, Y ORI NGB & BT DR TO T — 2 {R#
WSIAH (DPIA) 2 O —BREL T, REORERECDATREMEDHHIEEMIV AT IOV CEEIC IRt %
1T TCWBEENHD, L)L, DPIA 1, (5D EEEDRERFOFFE DRI T CORHmIZ L~ Jh—
W72 E 2227 LIVR N, Ko T, WD AW Th | FREDRIE B B LT B NN 723l 2
T T HIEDN T/ D, UATFHEIZEE T DRI DW TR, 26 IV B2 S RO L,

36. In most cases these preliminary actions should be completed soon after the initial alert (i.e. when the
controller or processor suspects there has been a security incident which may involve personal data.) — it
should take longer than this only in exceptional cases.
2L D% E . ZO IR BPEDOXHIGIE, B OEE (OFY, B HFE SUTLEEFHE D, MAT —Z 2
HLID X2V TAA 2T U PNECTZEZEEOIE ) 2 . BT 5E T LT i e breun, filstay7s
BB DI JORWERHZNNTHRETHD,

Example E-41

An individual informs the controller that they have received an email impersonating the controller which
contains personal data relating to his (actual) use of the controller's service, suggesting that the security
of the controller has been compromised. The controller conducts a short period of investigation and
identifies an intrusion into their network and evidence of unauthorised access to personal data. The
controller would now be considered as “aware” and notification to the supervisory authority is required
unless this is unlikely to present a risk to the rights and freedoms of individuals. The controller will need
to take appropriate remedial action to address the breach.

HOENNEDEBE TR Y EHE IRV T ELLEFA—NEZIT TG 515, Y%
B A—/UE, R B S 2 (FERIOEH L, S8 A DR T 2 — e AT AT —4
DEFEN TN, ZHURY R E S OBV 7T A IMREIN TODIEA R L TS, Yk EEE 1
FHIMOREEZITV, BH DRy NI =7 ~DIR AR OMENT —Z ~DIEMERROD T 72 ZADFEHE FF
ET D, BEFIL, ZOR R CREZ G LS, ZOZERMENOHERN LK OE RIZxd5
VA 3 ESE LB NN RNG G2 RE | BB ommn gkan s, FHE L, REFIC
XIS HI20 DI G B H B A T DL E D DD,

37. The controller should therefore have internal processes in place to be able to detect and address a breach.
For example, for finding some irregularities in data processing the controller or processor may use certain
technical measures such as data flow and log analysers, from which is possible to define events and alerts
by correlating any log data®. It is important that when a breach is detected it is reported upwards to the
appropriate level of management so it can be addressed and, if required, notified in accordance with Article
33 and, if necessary, Article 34. Such measures and reporting mechanisms could be detailed in the
controller's incident response plans and/or governance arrangements. These will help the controller to plan
effectively and determine who has operational responsibility within the organisation for managing a breach
and how or whether to escalate an incident as appropriate.

L7e3o TEHE T R EELRALAICT 22N TELLD  MEN TOT a2 2L TEh7ziT i
TR0, BIZIE, 7 —Z BRI B T DA FR 2T 572010, BEE TR EF L, 7—
Z7a— R Oas DT FIA P —EDRFEDHEAMHEELZLEH LD, fhxlpns 7 —4 % ZFHSELZL
T, ZNOHLHEGZ R OEELIML T 5N BRI D, REDSRASNIEE, YR EFEICHETE
LI 72~V OE IR BIC BT 528 Fo, BT 5 33 RITUESToE A, D OB
B 5B 34 RIS TR A THIENEE THD, ZOLI e B K s A = AN, BEEDA
7 IS EHE & O ST S F  AD R D FIZFEMNICE D TBLIENARETH A, bl &
HE D AN BT DR EX IS DFER EOBEHIZOWT, @il 27 oo EHFEX

26 |t should be noted that log data facilitating auditability of, e.g., storage, modifications or erasure of data may also
qualify as personal data relating to the person who initiated the respective processing operation.
AR ZN L35, 7 —2ORE | AR XTI EFEORT T —4b, &4 OBIREB AL 7-F B3 28
ANT =2 B SINHIDILITH B LT UL B0,
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FEHOEAIZONT, ZRANTFHEIL , RIETHDITRILD,

38. The controller should also have in place arrangements with any processors the controller uses, which
themselves have an obligation to notify the controller in the event of a breach (see below).
EHAETE . BHEMEM T 22 TORME L, RENFELSGE ., LBE B 50V B 8T
DERBEAIEVHIBBER DL TEIVRITFIUZRDRW (LT 2 ),

39. Whilst it is the responsibility of controllers and processors to put in place suitable measures to be able to
prevent, react and address a breach, there are some practical steps that should be taken in all cases.
REZBGIEL, MiEIL, FIo IS TE LI OB A L Th<Zald, BHE L OLHE OEME
ThHHN, EQIIRGE TN Thi T ~EEMNRFIERAFIET D,

¢ Information concerning all security-related events should be directed towards a responsible person or
persons with the task of addressing incidents, establishing the existence of a breach and assessing risk.

o ATOEX2VTABHFELRICEATLHERE, AT U hOXHIR, R FEDFEIEDHEGER I AY
FEATG A kS & 2 BATAE ST Y FITHRE 35,

e Risk to individuals as a result of a breach should then be assessed (likelihood of no risk, risk or high
risk), with relevant sections of the organisation being informed.

o T, WMEEZIFIHROBEETELLL I, REOR RAECDHME AR T DAY EZFME TS
(VA BTN YR PELD, XIT@EmWIRTNAECLEIRNE)

¢ Notification to the supervisory authority, and potentially communication of the breach to the affected
individuals should be made, if required.
o  FRESNDGE. BB oM, K OVATREMEE L I ELZ A ANICKH T 2R FD

e At the same time, the controller should act to contain and recover the breach.

o [AIFIC, B IT REFLZMHLL K OMEIRT D720 DIEZHET D,

¢ Documentation of the breach should take place as it develops.
o REOCHRBIILUTHURMRFLLET S,

40. Accordingly, it should be clear that there is an obligation on the controller to act on any initial alert and
establish whether or not a breach has, in fact, occurred. This brief period allows for some investigation, and
for the controller to gather evidence and other relevant details. However, once the controller has established
with a reasonable degree of certainty that a breach has occurred, if the conditions in Article 33(1) GDPR have
been met, it must then notify the supervisory authority without undue delay and, where feasible, not later
than 72 hours?. If a controller fails to act in a timely manner and it becomes apparent that a breach did
occur, this could be considered as a failure to notify in accordance with Article 33 GDPR.

L7z T IO E CTRS U AR EDEFRIAEC TGN EEET 20T EBEMDOERL CThHHE
VO ZEITIAGINTHD, ZOBMIE THORE O AL FTREIZ/RD | BB L, FEHL K& OV D fthod BEEE
DOFMFHAINETHIENTED, LinL, EHE N, AN REREOHEEZL > T RENECT- L
RELTZ% . 55 33 SR(ICHUE T2 M- ESND56 ., BELE 13 A48 e, 7o, T Ei
FIREZREEIE, 72 eI LANIT 27 BEERE BRI L L AL 22T T 7o, BB 2N E IR 1 e T,
SENEFIETCQNEZENRIH JIZo 28 A . ZOZ 8T GDPR 4 33 SRICHESBMOMREL A0 X

27 See Regulation No 1182/71 determining the rules applicable to periods, dates and time limits, available at:
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:31971R1182&from=EN
IR, 81 0 & ORI BRI H S o L — v 2 2 2 81HI No. 1182/71 MR, LU T LV AF7] : http://eur-
lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:31971R1182&from=EN
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43.

44,

N ATREMED DD,

Article 32 GDPR makes clear that the controller and processor should have appropriate technical and
organisational measures in place to ensure an appropriate level of security of personal data: the ability to
detect, address, and report a breach in a timely manner should be seen as essential elements of these
measures.

GDPR % 32 §ei%, BB L OMLELE IS AN T —HIZk T 5 —EDL VDR M E IR T 572012,
W72 A R ONEAR_E o E 230 L CRORTIUE RSN 22 AIZL TWD, DFED, T
SEERAL, ML | FoBETHIEEATREICL TR LT, Y EOMBEDER LS NDIT
T ThD,

3. Joint controllers

3. H[RIEHE

Article 26 GDPR concerns joint controllers and specifies that joint controllers shall determine their respective
responsibilities for compliance with the GDPR?. This will include determining which party will have
responsibility for complying with the obligations under Articles 33 and 34 GDPR. The EDPB recommends that
the contractual arrangements between joint controllers include provisions that determine which controller
will take the lead on, or be responsible for, compliance with the GDPR's breach notification obligations.
GDPR %5 26 SRIFILFEEHHFICEAT 26D THY, FEHE L, GDPR BT T 570, BHELNE
NOBEEIZOWTED TBLISIH/RL TS B, 21U, 5 33 0N 34 FRICHESSEBEHETT5
LA AN EEETO TEBLIENEENS, EDPB (T, LFEFHEHORK EOGEOHIZ, W
DOEBRFE N GDPR DR FIMMFEL DTN TEET L UIELEZAINEED DL L F D THL
JO®ET 2,

4, Processor obligations
4. JLERFE D FHS

The controller retains overall responsibility for the protection of personal data, but the processor has an
important role to play to enable the controller to comply with its obligations; and this includes breach
notification. Indeed, Article 28(3) GDPR specifies that the processing by a processor shall be governed by a
contract or other legal act. Article 28(3)(f) states that the contract or other legal act shall stipulate that the
processor “assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to 36
taking into account the nature of processing and the information available to the processor”.
BEEDMENT —Z OREITH T O RRREEZRFFT 203, WELH 2T, EHENEDORE
SFCEDIIRIT REEE R EEINHY, TR EOBMNE £, KB GDPR F 28 4(3)I.
PR (XD IR M, B ST DOMIDERAT AL E > THAERS N DL ED T, 5 28 5(3)((1E.
YLK N TZ DOMOTERAT 213, ALBLE S TR O O MEE K OB A3H AT REZ2 A5 EIZ A
e BT 32 00 36 RICKDBREDOESFOMERICE N T, HEFEE IR THIIOEDLIHOL
THE. HRL TS,

Article 33(2) GDPR makes it clear that if a processor is used by a controller and the processor becomes aware
of a breach of the personal data it is processing on behalf of the controller, it must notify the controller
“without undue delay”. It should be noted that the processor does not need to first assess the likelihood of
risk arising from a breach before notifying the controller; it is the controller that must make this assessment
on becoming aware of the breach. The processor just needs to establish whether a breach has occurred and
then notify the controller. The controller uses the processor to achieve its purposes; therefore, in principle,
the controller should be considered as “aware” once the processor has informed it of the breach. The

28 See also Recital 79 GDPR.
GDPR HII X5 79 T, 2,
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46.

47.

48.

obligation on the processor to notify its controller allows the controller to address the breach and to
determine whether or not it is required to notify the supervisory authority in accordance with Article 33(1)
and the affected individuals in accordance with Article 34(1). The controller might also want to investigate
the breach, as the processor might not be in a position to know all the relevant facts relating to the matter,
for example, if a copy or backup of personal data destroyed or lost by the processor is still held by the
controller. This may affect whether the controller would then need to notify.

GDPR % 33 Z&(2)id, UHE MVE B LM S TERY ., 2o, WEE PNEHE ORDVIZEVE->T
WAENT =TT D12 5 2 8k L7256 B 13, [N 7008 e ) B HE (@ a Ll a7z
BIRNZEZ LN TWD, BT, RELEEE @A T O, FTRFICIVAELDIZIOHF
RMEA R T D LD RN LI B L TEORIFIUI LR, RELBHELI2L & 2o X575 %
FHEL 2T IR OV OITE BLE ThD, WBEFICEINLDOE, BENECTINEDEfEEL | &
BTN T L2721 THD, HEE X, BH DO AMNZER T D7D EZFIMN T2, L7223 T,
JRAI, B BREIT, AERE D E B I LR FEA S E LR R C B EL TR Licb ol A s sz T
ThD, WHF RSN LEBE ~OBHFH (LD FEE I BF SIS, # 33 FANTEVEE
BEBAITKRIL . 7258 34 SR(ITTEWVFERA ST D NIZK Ll T 2 LB D D D0 G e Il 22873
AIRBIZ/2 D, LBRE I3 Y FRICER T 2R TOEFRELRR TEL STV GELH LD F
HELECRELZMETDIL2HE LB LIV, FIIX, RBRE DI IR LT AT — 2 D=
= I N\ I T T E R PMRFIL WD E, ZOZEITE B BT D LERH DGO
WTREE 25D,

The GDPR does not provide an explicit time limit within which the processor must alert the controller, except
that it must do so “without undue delay”. Therefore, the EDPB recommends the processor promptly notifies
the controller, with further information about the breach provided in phases as more details become
available. This is important in order to help the controller to meet the requirement of notification to the
supervisory authority within 72 hours.

GDPR &, LB 1L T A Y 70 i 7 < 1B AN L 22 T AUTARB7R N END ZE DISh  RUBR 738 B | ok LA
HLRTIUTZRSEIROHIRIZOWT | BURIJIZED TR, Lo T, EDPB &, ALFFE | 345 B IR
(REFICOWTHSNITIE AT DD BIMNAE I L FE DN 22 50 R CREBE IR 97545
BET 5, ZoZliE, EEAE D 72 M UNICETE BB @M 2L WO B AN /- A REIC T D
TCOIZHETHD,

As is explained above, the contract between the controller and processor should specify how the
requirements expressed in Article 33(2) should be met in addition to other provisions in the GDPR. This can
include requirements for early notification by the processor that in turn support the controller's obligations
to report to the supervisory authority within 72 hours.

R L7391, B ERE LILBEE L ORI DA, GDPR D DRLOSIRITINA T, # 33 SQ)ICHRSH
TWDEN AT HEEZ ED TRIDNPINTHA), ZAUTIE, 72 R LINIZEEBHERRIC A+ 2L
WOEHE OFH LT DI B LD RO O Z N E EnoD,

Where the processor provides services to multiple controllers that are all affected by the same incident, the
processor will have to report details of the incident to each controller.

WERHE DEROEBH 1T —E 22 R L TR £ TOEBENFE—DA T T NIV L% T
DA BE X, ENENOEBEE KA > T U hOFEMZ A LT UL 76720,

A processor could make a notification on behalf of the controller, if the controller has given the processor
the proper authorisation and this is part of the contractual arrangements between controller and processor.
Such notification must be made in accordance with Article 33 and 34 GDPR. However, it is important to note
that the legal responsibility to notify remains with the controller.

B R NV TR LB )R HE R A 52 TR, 22D ZOTZ LN E B LI R OZK) EOAE D
—HBER T e ABRE T BRE ONDITB A TI LN W REE /2D, ZOXH72i@%NIE, GDPR 5 33
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25 O 34 SRITHEVTONRIT TR B, 72720 L A TOER BRI B BLE NAHI LI Z LI
BELTBLIENEETHA,

B. Providing information to the supervisory authority

B. BEHEBIICIoiE DR

1. Information to be provided

132 D05

When a controller notifies a breach to the supervisory authority, Article 33(3) GDPR states that, at the
minimum, it should:
B DN BB R E @ AT A A . GDPR & 33 5:(3)1E. AAKIR, A HLE XK O HIA L @A
T HIEDHTND,

“(a) describe the nature of the personal data breach including where possible, the categories and
approximate number of data subjects concerned and the categories and approximate number of
personal data records concerned;

Ila) ATREZR 5 B 95 7 — 5 TR DFH K& OB, TN, BT DN 7 — 5 iR OFER K O
Bz 50, N7 —2REDMEE ZFlah 75,

(b) communicate the name and contact details of the data protection officer or other contact point
where more information can be obtained;

(b) 7 — R 7 1 —DF Fi ke OERE TG, KT, LOZLSDIFEREAF 752 ED TES M DH#E
EHERET D,

(c) describe the likely consequences of the personal data breach;

(c) E DN T =R EDFEREL THAL TS ATREIEDHSFREZ Gl 55,

(d) describe the measures taken or proposed to be taken by the controller to address the personal data
breach, including, where appropriate, measures to mitigate its possible adverse effects.”

(d) BEEIR GG 205D HH B AL I T 572D DI EZ 50, TDMN T —HRZEFNX T 57
DITE I IC Lo GRECONTHE B X T T DI RSB a itk 975, J

The GDPR does not define categories of data subjects or personal data records. However, the EDPB suggests
categories of data subjects to refer to the various types of individuals whose personal data has been affected
by a breach: depending on the descriptors used, this could include, amongst others, children and other
vulnerable groups, people with disabilities, employees or customers. Similarly, categories of personal data
records can refer to the different types of records that the controller may process, such as health data,
educational records, social care information, financial details, bank account numbers, passport numbers and
so on.

GDPR |, 7 —# RO IIMEN T — H Lk OFSEIZ OV CEFRL TRV, LsL, EDPB 13, 7
—ZEEROFRNZDONT, ZDOMENT —ZMEFICIVEBLZ T o5k 4 BB OB AN T IOHRE
T 5, HHSNARBUCIY, 2L, E0biT, FELDIENMEFHEOH LD, EEOHD N4 | HE
& ATBEDNGENLH AN DD, R, AT —FFRE ORI OV T R 27 — 4,
BE BT D08k, ARTRENG R, BTG, RIT 0 EE S AR —NES%E FEHEDNRORDD
kxR ORBEE T HE 00D,

Recital 85 GDPR makes it clear that one of the purposes of notification is limiting damage to individuals.
Accordingly, if the types of data subjects or the types of personal data indicate a risk of particular damage

occurring as a result of a breach (e.g. identity theft, fraud, financial loss, threat to professional secrecy), then
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it is important the notification indicates these categories. In this way, it is linked to the requirement of
describing the likely consequences of the breach.

GDPR HISCHS 85 ML, IO HYO—21%, HNTH TR ELMALIETHLILEHENIZL T
%o £ T T —Z EROFER TN T — 2 OFEFED  REORERELEL THRATDREDEEDOIRY
RS DA (B2, 1D WEL, 1D FEEK, 8% LK, g EOSFRIZEE IS AE ) | EmEICEs
WTC, MR Z R T ENEE THD, ZOIINT, ZOZLITREORRLL THRATLHARMEDHS
FREA LR T AR EEL TWD,

Where precise information is not available (e.g. exact number of data subjects affected) this should not be
a barrier to timely breach notification. The GDPR allows for approximations to be made in the number of
individuals affected and the number of personal data records concerned. The focus should be directed
towards addressing the adverse effects of the breach rather than providing precise figures.
IEfEZR G (B2, LT 5T — 2 ERDOIEMERE) MAF TERWGS, ZOZEDHEKEORE
DI DIEREL 72> TITIRBIRV N, GDPR 13, S84 3T HE AN OB BRI AN 7 —FFdk iz
ONWT MR LT DZEEFF AL CVD, IEMRBIEA RS 5250 REFICIDER BTN T DT
LIERZ Y THRETHD,

Thus, when it has become clear that here has been a breach, but the extent of it is not yet known, a
notification in phases (see below) is a safe way to meet the notification obligations.

LTER o T AREDECIZZEDBHALNI RS ToD | EOREOFH DN ELLENTIZ WG BeFEH) @
H (LTS 23, @A FRE L mcT 7eDIITL R TR ThD,

Article 33(3) GDPR states that the controller “shall at least” provide this information with a notification, so a
controller can, if necessary, choose to provide further details. Different types of breaches (confidentiality,
integrity or availability) might require further information to be provided to fully explain the circumstances
of each case.

GDPR 2 33 Z&(3)1%, HELE @M L LB I D 7l | O ME it T 20 DL ED TWDT2D | B RHLE
%, HELZRG G  IBINOFEMIE A TR T 52 L2 BIRNT DTN TED, BARDIRFOME (&M, 78
APESUTRTAM) IZRD TN ENO T — 2D A TERITH I T 272D BB 7R TE MO R A ZK
SNDDH LAY,

Example S5

As part of its notification to the supervisory authority, a controller may find it useful to name its
processor if it is at the root cause of a breach, particularly if this has led to an incident affecting the
personal data records of many other controllers that use the same processor.
REORARBERDPLEE THLHGE . RS, TS E—DOLEE ZH AL TS EE O o4 8
FHOENT —HEk BT A>T U NI 6 BB ~o@mmo—EEL T, FH
FL, YRRABE O AT HZ LA THLGE DD,

In any event, the supervisory authority may request further details as part of its investigation into a breach.

WTIUCLA, BB, REFOMEDO—BREL T, BN MIE#RE R LD,

2. Notification in phases
2. BePEARYIEEN

Depending on the nature of a breach, further investigation by the controller may be necessary to establish
all of the relevant facts relating to the incident. Article 33(4) GDPR therefore states:

REOMWHEICEY, AT NIBEET 2R TOEELZIT-ZNIE L7201, EHF T DBINHI725H
BENBEERDGEDDH, JToTL % 33 K@) E, ROIDTEDTND,
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“Where, and in so far as, it is not possible to provide the information at the same time, the information
may be provided in phases without undue further delay.”

[FIRFIZIE R AR UL TER VG E T DHFPANIZI T, EDIFHRIT, BRDA 52872, DK
VIS THRETE D, J

This means that the GDPR recognises that controllers will not always have all of the necessary information
concerning a breach within 72 hours of becoming aware of it, as full and comprehensive details of the
incident may not always be available during this initial period. As such, it allows for a notification in phases.
It is more likely this will be the case for more complex breaches, such as some types of cyber security
incidents where, for example, an in-depth forensic investigation may be necessary to fully establish the
nature of the breach and the extent to which personal data have been compromised. Consequently, in many
cases the controller will have to do more investigation and follow-up with additional information at a later
point. This is permissible, providing the controller gives reasons for the delay, in accordance with Article
33(1) GDPR. The EDPB recommends that when the controller first notifies the supervisory authority, the
controller should also inform the supervisory authority if the controller does not yet have all the required
information and will provide more details later on. The supervisory authority should agree how and when
additional information should be provided. This does not prevent the controller from providing further
information at any other stage, if it becomes aware of additional relevant details about the breach that need
to be provided to the supervisory authority.

ZDTZEIX, GDPR X, BHE MR ELATRLIZEENE 72 K UNITR FICRET 22 TN E i #%
S TELDIT TIIRNZEZFETEL TWDIEE BT D, 2OV ST I OB TIL, A2 T U O5E
BN OTUFERIRFEIE AT LHAF TELLITRORNONETH D, #IZ, GDPR [XE A E M &5
HELTWD, 2, HOMHD Y AN—LF 2T 4 AT U NE, JIVEMRRFEOLEITE TUIED
AIREMED B D, Bl 2T, RFEOMWE K MR ESIMEANT — 2 O Z TE R THERE T D720 3727
FL VTN EIR DY E ThD, ZORR, < O%E | EHEIIHOR R TBINEHRZ A
THRARDHA K DT A0 =T v T EATIMEN DD, ZHUE, GDPR &5 33 SR(INIHEV, B ELH DT OEE
OIRZR R T DIEEFAFITTFAESND, EDPB 13, & BRE SR EHE PSRN T a9 D812 BT
HLETOHEREELZAFLENTES T, FHMIEREARITIREET 5T ETHLNE IOV THEE
BEBAIZIE I3 2 O8N 15, BB BRI, BINME IOTR AL 7 1E K O LR DWW TR L2 AU
BTV, ZOZ RN, EFEE D EEREICIRILE T 2N OB SR E IR EH T 5B N A e B s A 7R
kL7 G | BB MO RN BN 2 AR AL T 22825 26 O TiTZeu,

The focus of the notification requirement is to encourage controllers to act promptly on a breach, contain it
and, if possible, recover the compromised personal data, and to seek relevant advice from the supervisory
authority. Notifying the supervisory authority within the first 72 hours can allow the controller to make sure
that decisions about notifying or not notifying individuals are correct.

WENEAAR O ST, FHEE D R EICEICKHOL B FEEZLLL, TS S IR EINEAT
—2EEIRT 58, Fo, BRI LEE T 58 S 4 RODTLa BRI+ LilhH D, mAID 72 FBF
AN OBEEREBE ~D Az L0 FEF L, BB T 50 E 0O TEPIELWDE iR T 528
NATREET2D,

However, the purpose of notifying the supervisory authority is not solely to obtain guidance on whether to
notify the affected individuals. It will be obvious in some cases that, due to the nature of the breach and the
severity of the risk, the controller will need to notify the affected individuals without delay. For example, if
there is an immediate threat of identity theft, or if special categories of personal data?® are disclosed online,
the controller should act without undue delay to contain the breach and to communicate it to the individuals
concerned (see section lll). In exceptional circumstances, this might even take place before notifying the

2 See Article 9 GDPR.
GDPR %5 9 55,
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supervisory authority. More generally, notification of the supervisory authority may not serve as a
justification for failure to communicate the breach to the data subject where it is required.

— 7, BEHEBA ~m@ o H BT, IR T D NI T 2B DONT DAL o R hs
HTETIFR, REOMHE K VAT OIRZN LD | BB DA 52T D N2 @ 2
ERHLZENF A THLIG G HD, 2R, ID WHOBEDOE BB FET D86 XILRRefED
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It should also be clear that after making an initial notification, a controller could update the supervisory
authority if a follow-up investigation uncovers evidence that the security incident was contained and no
breach actually occurred. This information could then be added to the information already given to the
supervisory authority and the incident recorded accordingly as not being a breach. There is no penalty for
reporting an incident that ultimately transpires not to be a breach.

FIEHENL AN ZAT o1, BX 2 VT4 AT VPRSI, EERITITRE R AEL ) -
TeZEDFERLN BN EIZ LV AGNT 2056 BB B LIS a2 L3 W R Th D
ZEBHLNTHAD, ZOFHRITEEREEN RSN TODIFRITEINSIL, Y%A v T U MIE
IS C TR FICELRDPSTebDEL TREERSND ATREME D 85, AR FIZELRD 2T Ay
T UNERET ALK B ETHIE R,

Example S5

A controller notifies the supervisory authority within 72 hours of detecting a breach that it has lost a USB
key containing a copy of the personal data of some of its customers. The USB key is later found misfiled
within the controller's premises and recovered. The controller updates the supervisory authority and
requests the notification be amended.

EHAE D, B OBEOENT —20a’—&2al &35 USB F—&inkLizZea  RELHRIML TH
5 72 REEI AN IC BB RSB @ En 375, £ D%, 2% USB F— L B O BN ORI OS5I E
SHTWEZEDHIBAL  FE RIS, BB L, BB B UG A BFTL | JeommiME Esh
HEIEKRT D,

It should be noted that a phased approach to notification is already the case under the existing obligations
of Directive 2002/58/EC, Regulation 611/2013 and other self-reported incidents.
WA B FERIZATHOROD 71X, F84 2002/58/EC, KiHI 611/2013 KOOl B O HERIA 7 Mt
HOBAFORBICESE, BRICHEASIL TWAZLICEEL TBIRETHA),

3. Delayed notifications
3. A

Article 33(1) GDPR makes it clear that where notification to the supervisory authority is not made within 72
hours, it shall be accompanied by reasons for the delay. This, along with the concept of notification in phases,
recognises that a controller may not always be able to notify a breach within that time period, and that a
delayed notification may be permissible.

5533 Se(1)id, BEBMBEBAIT R 2@ AN 72 IR LAINIATONRWNG G | D@ ENTIE, £ OO
HZ2f 3 ZEZ LIl TS, ZiuE, BeBER @ OBERITIN A T, BEE DN EIZE D LS 72 RE N
(R EFZBMTELDIT TII NI L, FBEMOBEHNFARSNLGENHLI LB L THHH DT
HD,

Such a scenario might take place where, for example, a controller experiences multiple, similar
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65.

66.

confidentiality breaches over a short period of time, affecting large numbers of data subjects in the same
way. A controller could become aware of a breach and, whilst beginning its investigation, and before
notification, detect further similar breaches, which have different causes. Depending on the circumstances,
it may take the controller some time to establish the extent of the breaches and, rather than notify each
breach individually, the controller instead organises a meaningful notification that represents several very
similar breaches, with possible different causes. This could lead to notification to the supervisory authority
being delayed by more than 72 hours after the controller first becomes aware of these breaches.
ZOXHeFERRIE, FIAT, FEHEICER O RROBEEDREFENEHEIZAL, R—0HIETEZSED
T2 ERICEEE 52 555 R ETH RN DD, BET X, R ELRET 2 TEERHY,
BEBAETL2— 7T BAEATORTOBRE T, A2 1K O REOBIMNRRFE2BIT 5550302,
RBUZED | FBRE R EF ORI LML T DOIZR B H G B, R EFL NI E T 51K
DI, R ARG EEOIEF AR EFELREL T—oDOBERDOHL BN TS, 2
ITHZET, EHE D RANY IR FLHTRL T0D 72 KFLL L2 ZEL | BEERE R332 Fn A3
M D& D7D AIREMED D,

Strictly speaking, each individual breach is a reportable incident. However, to avoid being overly burdensome,
the controller may be able to submit a “bundled” notification representing all these breaches, provided that
they concern the same type of personal data breached in the same way, over a relatively short space of time.
If a series of breaches take place that concern different types of personal data, breached in different ways,
then notification should proceed in the normal way, with each breach being reported in accordance with
Article 33.

RIS 2R, [l x ORENSREELBEINDIAN VT VN ThD, — 07 mEle A AR 570 B EE
FlL BEOREN A FEHIRICR AL, Fl—0HETOR—OFEOE N7 —2OREFIZFET
LoD THHZEZ R, BRTO2ETORFLREL T oD EEFolz AR T HILNTE
2%, BIpHFIETRESNIC, BAHEFOBAT — 2T 5 —HORENELLGE . @AITE
DIFETHEDRITIITRE T, 5 33 FRITEWRFZ LICHE LT i biaun,

Whilst the GDPR allows for delayed notifications to an extent, this should not be seen as something that
regularly takes place. It is worth pointing out that bundled notifications can also be made for multiple similar
breaches reported within 72 hours.

GDPR (IR E DI DI ATFAL TODH, WIZHARSNDOLDEHRISNDH D TIIZR Y, 72 FEfH]
UNIZEEDRROREZBETDHEGITH, L Eo7c @M AR TH L LA HERL TH<,

C. Cross-border breaches and breaches at non-EU establishments
C. B R E N OY EU NI LS 3 WG B DR E

1. Cross-border breaches
1. BERE

Where there is cross-border processing®® of personal data, a breach may affect data subjects in more than
one Member State. Article 33(1) GDPR makes it clear that when a breach has occurred, the controller should
notify the supervisory authority competent in accordance with Article 55 of the GDPR3L, Article 55(1) GDPR
says that:

ENT —Z OBSEER 2 DM Ton 56 REDPEEONBIEICB T L7 —F BRI EZ KIXLD
%, GDPR 5 33 S(1)i%, RENFAELISG A BEHEIL, GDPR O 55 5t 3TNt CHMfEETERERIIC

30 See Article 4(23) GDPR.
GDPR # 4 5:(23) 2,

31 See also Recital 122 GDPR.
GDPR HISCE 122 THL B,
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STUIBEI LT U2V E RSN TV, & 55 S()IFRDIDTED TS,

“Each supervisory authority shall be competent for the performance of the tasks assigned to and the
exercise of the powers conferred on it in accordance with this Regulation on the territory of its own
Member State.”

[ BB B 1, & DB RSB D IR E DA 1 FIZI50 T RBLANIZ > TEID 2 THM BTk & 2
17U, 20, (M GIHNHEIREATIE T 5720 DI E#IRZS b DET 5, J

However, Article 56(1) GDPR states:
fHL. GDPR % 56 SR(1)IZIRDIHITED TS,

“Without prejudice to Article 55, the supervisory authority of the main establishment or of the single
establishment of the controller or processor shall be competent to act as lead supervisory authority for the
cross-border processing carried out by that controller or processor in accordance with the procedure
provided in Article 60.”

[25 55 ZFW1TBZE70<, B P XIFIPEE O T/ 500 X 1F H— DR DEE B2, 7 60 55
IZTE DD FHAJEY, T DEPELE R IFHPEE | o TITON SRR IZ B . BB L T
1TE) 35720 DIREHEIRZ S Db DET D, J

Furthermore, Article 56(6) GDPR states:
S5IZ, GDPR 5 56 Z:(6)ITRDIHIZED TS,

“The lead supervisory authority shall be the sole interlocutor of the controller or processor for the cross-
border processing carried out by that controller or processor.”

[FEAERERIZ, 23R TP 1> TI TN SEEE IR N D0 T, FDE A XTI AL
BEE DHEPOM 2720 L7805, ]

This means that whenever a breach takes place in the context of cross-border processing and notification is
required, the controller will need to notify the lead supervisory authority®2. Therefore, when drafting its
breach response plan, a controller must make an assessment as to which supervisory authority is the lead
supervisory authority that it will need to notify*3. This will allow the controller to respond promptly to a
breach and to meet its obligations in respect of Article 33. It should be clear that in the event of a breach
involving cross-border processing, notification must be made to the lead supervisory authority, which is not
necessarily where the affected data subjects are located, or indeed where the breach has taken place. When
notifying the lead authority, the controller should indicate, where appropriate, whether the breach involves
establishments located in other Member States, and in which Member States data subjects are likely to have
been affected by the breach. If the controller has any doubt as to the identity of the lead supervisory
authority then it should, at a minimum, notify the local supervisory authority where the breach has taken
pIace

DZ L, R ENEER OO TEL, 22 2l MPERINOIGEITNDOTH, FEF I LER
BRI 2 [Tl T DM ERDHH VI ZEE TN T D, LIc3o T REXSFEOR EDORR, BHE L, £
DRI B Efﬁié%ﬂbétﬁh&i‘@%&b VERTERERIZR OOV TR L2 T AU B 83, ©
(CRVEHEL RFISREITEL, 5 33 RICHT 8B AR ED ARe L0 D, BRI A1

32 See WP29 Guidelines for identifying a controller or processor's lead supervisory authority, available at
http://ec.europa.eu/newsroom/document.cfm?doc_id=44102
WP29 OEFHLHE ITAEEHE O EEEMB DR EIC DWW TOTARTA B, LT AT
http://ec.europa.eu/newsroom/document.cfm?doc_id=44102

33 A list of contact details for all European national data protection authorities can be found at:
https://edpb.europa.eu/about-edpb/about-edpb/members_en
KRN 58 [ 7 — 2 ARk B % D& e AME, LA T &2 B: http://ec.europa.eu/justice/data-

protection/bodies/authorities/index _en.htm
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MRENACZGEES BT EEEBNATORITNIERE2W N ZOMENT LT UL B L2 )5
T A ERNETET D5 AT, U FEBRIR ENRETCWDGEATLIIRLRNE NI ZEEALIZL TR
DR AUE RS, R R m A AR, EEAE 1L, UG AIE. RS R ENME oI E
\ZFTHE T D858 A TTODED, FE DR EOT — 2 FIARN YR EICLDEELZITHBENN
HHINTOWTHRLART TR BV, B N FEEM 2R E T 52 LICBL RN H 55814,
KIKFR ., £ DIRFEDNEC TODELHOBEEHRE B @A LT Ui 7eb7eun,

2. Breaches at non-EU establishments
2. EU N ICHL S 23 2 W B DR &

Article 3 GDPR concerns the territorial scope of the GDPR, including when it applies to the processing of
personal data by a controller or processor that is not established in the EU. In particular, Article 3(2) GDPR
states®*:

GDPR %5 3 45(%, GDPR OHIE i HEIFHIZRE 321D THY | EU INITHLR D72\ VE B AL
ICEBMIENT —Z DB A SND 5B %S ATV, FEIZ, GDPR %5 3 S(2)IFRDEITED T
}Z) 34O

“This Regulation applies to the processing of personal data of data subjects who are in the Union by
controller or processor not established in the Union, where the processing activities are related to:
[HRIFTEB DL, T E BT 5556 ABLANIE, EU S IZHLET D720 VB BRI THLPEE IS EU J51
DT =X TARDWIN 7 —Z DHAR v N H 415,

(a) the offering of goods or services, irrespective of whether a payment of the data subject is required, to
such data subjects in the Union; or

(a) 7 —FTRDSZE BRI NS 0205 F EU BN D 7 — 5 FAKIZK TS 80h X IZ—
EXDRHE, K%

(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.”

(b) 7 =5 FAKDITE) D EU P TITDASH D THESIRY, £ DITEIDEH, |

Article 3(3) GDPR is also relevant and states®:
GDPR £ 3 Z:(3)bBI#E U THY  IRDIHITEDH TS ¥,

“This Regulation applies to the processing of personal data by a controller not established in the Union,
but in a place where Member State law applies by virtue of public international law.”

[ARBLRNIE, EU TP IZ AR DR VWVEBEEIZ LS8 D Tho Th, [FHESLIEDZ) )LD [ED[E P
IEDE DB S50 TH TSN T — DT NIZE SIS, J

Where a controller not established in the EU is subject to Article 3(2) or Article 3(3) GDPR and experiences a
breach, it is therefore still bound by the notification obligations under Articles 33 and 34 GDPR. Article 27
GDPR requires a controller (and a processor) to designate a representative in the EU where Article 3(2) GDPR
applies.

L72h3 o CL EU AITHLE D72 VE B 75 GDPR 5 3 55(2) T 3 SRB)DX R THY, REFLILRT
YA UL E PR IIKIR GDPR 55 33 §o K U 34 SRICHESHBMBH ITHRS D 2812725, GDPR 5
27 &%, GDPR 5 3 () HEN A5G BB (R OVMLERE) 13, EU NI 2R ANEIEET
LIOFRLTND,

34 See also Recitals 23 and 24 GDPR.

GDPR Hii3CER 23 HA U 24 THH B,
35 See also Recital 25 GDPR.

GDPR R 3CE 25 L,
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However, the mere presence of a representative in a Member State does not trigger the one-stop-shop
system3®. For this reason the breach will need to be notified to every supervisory authority for which affected
data subjects reside in their Member State. This (These) notification(s) shall be the responsibility of the
controller®.

L2236 M EO—DIZRBEADRNWDIET T, VoAb T oay 7 - A7 A A 3,
ZOTDREZ, WEELZTHT —F EERPEET MR E O TOREME T Ll A S D EE )
D, ZO(CTNHD)BANT, BEHEDOEMLTHD ¥,

Similarly, where a processor is subject to Article 3(2) GDPR, it will be bound by the obligations on processors,
of particular relevance here, the duty to notify a breach to the controller under Article 33(2) GDPR.

[FIRRIC, ALPEFE 7S GDPR 5 3 SR(2) DX THLA L JAHLE 1T, FFICZZTTORIH Tl GDPR % 33 5%
NTEESSEBE (T 2R EOBRIOFH L), MBH ITRENDFH RS ND,

D. Conditions where notification is not required
D. HEN D BELR SN2 WIG A DO FAF

Article 33(1) GDPR makes it clear that breaches that are “unlikely to result in a risk to the rights and freedoms
of natural persons” do not require notification to the supervisory authority. An example might be where
personal data are already publically available and a disclosure of such data does not constitute a likely risk
to the individual. This is in contrast to existing breach notification requirements for providers of publically
available electronic communications services in Directive 2009/136/EC that state all relevant breaches have
to be notified to the competent authority.

GDPR # 33 S&(1)1&. [ HARANOHER| K OV B IR DVAZ 2R ASE LN R EFIT, BB
BT T Dl N2 B LW ZEZ B BNIZL THVD, AT — 2 BBEICAIZFIH ATRETHY . D2 2FD XD
727 — 2 DBRN G AN LAY LR BEND WG AR —FI TN TH A, Ziut, B
T HRE R T FIMEE T IEM LR IUER S0 E T 5, Fi4T 2009/136/EC (T8I HATHIH AIHE
IREAIE Y —EADT AL —ITHONTOREF DR F @ B L3 R TH D,

In its Opinion 03/2014 on breach notification®®, WP29 explained that a confidentiality breach of personal
data that were encrypted with a state of the art algorithm is still a personal data breach, and has to be
notified. However, if the confidentiality of the key is intact —i.e., the key was not compromised in any security

36 See WP29 Guidelines for identifying a controller or processor's lead supervisory authority, available at
http://ec.europa.eu/newsroom/document.cfm?doc_id=44102
WP29DE BRE S ITMLERSE D EREERE I Fs E T D7D DT ARTA AL, A F LD AT
http://ec.europa.eu/newsroom/document.cfm?doc_id=44102

37 In line with guidelines 3/2018 on the territorial scope of the GDPR (Article 3), available at
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-32018-territorial-scope-gdpr-article-
3-version_en, the EDPB considers the function of a representative in the Union as not compatible with the role of an
external data protection officer (“DPQ”), therefore the responsibility to notify the supervisory authority in case of a
personal data breach remains that of the controller in line with Article 27(5) GDPR. A representative can however be
involved in the notification process if this has been explicitly stipulated in the written mandate.
GDPR D MiEE A P (55 3 4%) [T 20 AR T12-3/2018/ZRIL 7= D, https://edpb.europa.eu/our-work-
tools/our-documents/guidelines/guidelines-32018-territorial-scope-gdpr-article-3-version_en &Y A7, EDPB (3,
EUIKINIC BT DRI DBEREN AN D T — 2 {7547 4 — ([DPOJ) DEFILITW L2V EE 2 TERY, Lz
Do THENT — 2R EDNB AL A I EE R BIZ@ A 35 E(T1X. GDPR 55 27 5= (5) IZIhWWEBE I2hD, -
72U, FEEICEDBMICIVBIRINCEIES LT DIGA TR, RELNITE A ORI 5352 L3 AT ThH D,

38 \WP29, Opinion 03/2014 on breach notification, http://ec.europa.eu/justice/data-
protection/article29/documentation/opinion-recommendation/files/2014/wp213 en.pdf
WP29D (5 E @ AN B35 [.03/2014: http://ec.europa.eu/justice/data-
protection/article29/documentation/opinion-recommendation/files/2014/wp213 en.pdf
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breach, and was generated so that it cannot be ascertained by available technical means by any person who
is not authorised to access it — then the data are in principle unintelligible. Thus, the breach is unlikely to
adversely affect individuals and therefore would not require communication to those individuals®®. However,
even where data is encrypted, a loss or alteration can have negative consequences for data subjects where
the controller has no adequate backups. In that instance communication to data subjects would be required,
even if the data itself was subject to adequate encryption measures.

(2 FEIBEFNCEI T 2E L 03/2014%8 (28T, WP29 I, S e o7 /L TV X A THE BAbS = E A
T =S OEBEMEORFIIEIREL TEAT —ZORETHY @HEEINLEHBL WD, — 5T £
DEEDHENEP R DN TORWNE S 77D 5 YNV R5EF 2T 4R EFLZ T TELT,
PO YL T 7 B AMERR DB NN R D FH S BT Al REZR BN F B KD HIA 352 L3 A vl e
THDHINTERSNTWDIGE ZOLE YT — 23 RAI LU CGRINRATRE CTh D, L7223 > T, Hix
SEILME N UL 5.2 58 1UT7e<, Lo TEY O NITH T 2 A I T ES RN THAD

B AL, TR S ST T HEELE DR 7T o T H L TORWGE | FERRWZEIT
FOT —F FRIT LR B A RIT T IREMED DD, D86 7 —4 B IRICE Y72 S L [E 355
ALTW2EL T, 7 —F BRITK T DA LB R EAED,

WP29 also explained this would similarly be the case if personal data, such as passwords, were securely
hashed and salted, the hashed value was calculated with a state of the art cryptographic keyed hash function,
the key used to hash the data was not compromised in any breach, and the key used to hash the data has
been generated in a way that it cannot be ascertained by available technological means by any person who
is not authorised to access it.

WP29 [T FE/z, ZOZEFRDGEITEB W THRIERIZCE TXELTHAIEFRHAL TV, /SAT—FD LD
PR N T —Z DL R IV ME AL D2 a b3 e S TEY, M5k > 2 B0 e e Bl D g fF
HBOWR 70y 2 BCREAEII, B O T — 2% oy 2 b T 2D H OO #ED D2 D2 E
LT TELT OYET — 2y a b TADITH OGNSR ENUTT 7 B AHE RO HE )7
LB SBATHIH FTREL BT I R ICEV I 22N R A RE Ch DI e FIE TAMSI TWAE A,

Consequently, if personal data have been made essentially unintelligible to unauthorised parties and where
the data are a copy or a backup exists, a confidentiality breach involving properly encrypted personal data
may not need to be notified to the supervisory authority. This is because such a breach is unlikely to pose a
risk to individuals' rights and freedoms. This of course means that the individual would not need to be
informed either as there is likely no high risk. However, it should be borne in mind that while notification
may initially not be required if there is no likely risk to the rights and freedoms of individuals, this may change
over time and the risk would have to be re-evaluated. For example, if the key is subsequently found to be
compromised, or a vulnerability in the encryption software is exposed, then notification may still be required.
fE AT — 2 DN EHERZR (2L THERERMISGEMNA TR DO THY 120 Ui%T —Zha—Th
XTI 7Ty T RS D56 W B S LSl N 7 — 2B DS M DR FH 2 BB
BTt Lid a9~ 2 MBI\, 2T, DI EFITEANOHEFIE B HIZH LI A7 26 726T B8Eh
WIRNINETHD, ZOZEITYBIRIZNE, BWIRTESLTZHTBZNNRND | 5% O N5 58
EHMELRNWILEERT D, 72720 A DHEFRIEL B RITK T 2VAZDIBZNRR2N 25T, Y H)ILiE
FPELSRSNRNEL T, ZOZEDRFHE ORI E LG 1B T D REMED DY | UAY Z faHlh 3 % 24 22
MHVIHZEITHEL TENRITHITRGR0, B2 BRICEPMREFEIINTWDZEN T 555,

XITWE SAIAE LI 7 by =7 ONEgstEN R R4 556 . £ DOLEWANIEIRERSNID,

Furthermore, it should be noted that if there is a breach where there are no backups of the encrypted
personal data then there will have been an availability breach, which could pose risks to individuals and
therefore may require notification. Similarly, where a breach occurs involving the loss of encrypted data,
even if a backup of the personal data exists this may still be a reportable breach, depending on the length of

39 See also Article 4(1) and (2) of Regulation 611/2013.
BiHI611/2013DEA5(1) L DN2)b 2 R,
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time taken to restore the data from that backup and the effect that lack of availability has on individuals. As
Article 32(1)(c) GDPR states, an important factor of security is the “the ability to restore the availability and
access to personal data in a timely manner in the event of a physical or technical incident”.

BT, B FALSNTMANT —Z DRy T T INENEZA IR ENEL D56, ATHMEDRENAELT
WO THAIZEIZHE L TR RITIULRB20, ZOZEIE AN LV A Z2STeb T BZ2ndHh | fib
RABFNDERSND D, FERIC, BB Sz T — 2O RICETHRENELLG A I2EX AT —
DN I T T INMFIETHELTH, 2Dy I T v T InDT — 2 & AIE T 50 BT LR ORISR
Z AU DRI ATREVED K ANZME NI KA T 5B T, B IKAR R E N ERSNDIRFLRVID,
GDPR % 32 SR(I))PEDDIINT, BEMEDEBIRBFR D — DL BYHI KL I 2A > 7 2 P35S
ELTEBR, EIFRRERE T, AN T —S DA JHVER OF UK T2 7 28X & IH T 50E7) 1 Thb,

Example S5

A breach that would not require notification to the supervisory authority would be the loss of a securely
encrypted mobile device, utilised by the controller and its staff. Provided the encryption key remains
within the secure possession of the controller and this is not the sole copy of the personal data then the
personal data would be inaccessible to an attacker. This means the breach is unlikely to result in a risk to
the rights and freedoms of the data subjects in question. If it later becomes evident that the encryption
key was compromised or that the encryption software or algorithm is vulnerable, then the risk to the
rights and freedoms of natural persons will change and thus notification may now be required.

BE RS L 2 N SR SN N THAIRE DO — L, FHE L TR B O Hiciisn
%, BRI SLENIZEASANT SAADIERTH A, ST B30 E HE DL 2T A
TIZHY, P OZNMEANT —FOME—Da’—TIFRWGE | YiEN T —H IR BEIZL>TT 7
BEARHRETHA), ZOZEIT ARENMBEOT —F EROHERM K OB RIZHT2VA7E A LSS
BENPRNZLZBIRT D, BRICHEN SRMRESNL TR SIS 7 =T
FHLLIFT NV ZLDWETS To-7=Z LRI T 256 BIRADHER RO A BTk § 2V A7 I3
DY, LIed>TEDEXIT@EMA RSN D,

80. However, a failure to comply with Article 33 GDPR will exist where a controller does not notify the
supervisory authority in a situation where the data has not actually been securely encrypted. Therefore,
when selecting encryption software controllers should carefully weigh the quality and the proper
implementation of the encryption offered, understand what level of protection it actually provides and
whether this is appropriate to the risks presented. Controllers should also be familiar with the specifics of
how their encryption product functions. For instance, a device may be encrypted once it is switched off, but
not while it is in stand-by mode. Some products using encryption have “default keys” that need to be
changed by each customer to be effective. The encryption may also be considered currently adequate by
security experts, but may become outdated in a few years' time, meaning it is questionable whether the
data would be sufficiently encrypted by that product and provide an appropriate level of protection.
7120, 7AW EBRITIT L R S LS TR 7o BT, B ELE DB R k3@ a L T
WRWEES | GDPR 2 33 SRAESFL COVRWIRIANAEL D, LT23> T B BALY 7 by = 7 A8 IR T 51
MI-DEHE L, PRSI DS SAL O S K OVl 1E 72 SE3E A E TR ETL . E AU SRR 3 D AR5
KEDE LW K OZNNBUET DUAZ IR L UMDV TERL T2 U7 by, E 8
FILE TR 5 LRGN E D IOITHERE T2 Vo T3 NITRE B L TR T LR B0,
BIZIE, HDT NAZDYE | BIRPEIONDEME BALINDD | AF AT — RO ShI /g,
B2 T2 O—ITIXN T 7N — 12 G T2 0ORHY , Zia A Mb T DI LSRR D
BHEIHMENDHD, FlotF 2T A HMENBATEY) THDEARLIDIE 5D, BT TRAE
AU D ATRENED D, ZDZ &I, T —# DN YL I XD 0 (T BALS I TOD N ETi 7
PRAEKREZ R TODITENIZ OV TR ORI HLHZ L2 BT 5,

Il. ARTICLE 34 — COMMUNICATION TO THE DATA SUBJECT
. %5 34 55 - 7 —Z EARITH T DERS
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A. Informing individuals

A B AIZEN SR HEEITHONT

In certain cases, as well as notifying the supervisory authority, the controller is also required to communicate
a breach to the affected individuals.

—EDOHEITIBNT, FHE L, BRI DA, BEA T O NS T HR FE O
ZLRSND,

Article 34(1) GDPR states:
GDPR %5 34 (AN IFR D IHITE D TUD,

“When the personal data breach is likely to result in a high risk to the rights and freedoms of natural
persons, the controller shall communicate the personal data breach to the data subject without undue
delay.”

AN 7 — 51203 F SN DHEF K OV E 11X T2 IR 2 IS U DI ENP D055, EHE
Fld, FOT—Z TR U, 2GR RS FOMN T =SR2 EZERELRITFUTTRER Y,

Controllers should recall that notification to the supervisory authority is mandatory unless there is unlikely
to be a risk to the rights and freedoms of individuals as a result of a breach. In addition, where there is likely
a high risk to the rights and freedoms of individuals as the result of a breach, individuals must also be
informed. The threshold for communicating a breach to individuals is therefore higher than for notifying
supervisory authorities and not all breaches will therefore be required to be communicated to individuals,
thus protecting them from unnecessary notification fatigue.

BTEHEFIT, REOMBELLUTEANOHER K OEH HIZH T DVAT R ESE LB E NNV A ERE,
BB Bk 9 2 A S Ch AL AR L TR T IUT2 B0, X T B FEOFFEL THE
ANDOHERI KOV B BT 2@ W AT R AESELBEND OS5 G AR 58EES LT uiE7e
B, E TR AR E 2 E# G T2 BIEIT, L7223 > CEBHEEI Ik T 2o BiELV L @, &2 To
ZEIZDOWTE AKX T DG B RSN DT TIF RV, 29T HZE TRULEBEHE N DE N2
SFoTUND,

The GDPR states that communication of a breach to individuals should be made “without undue delay,”
which means as soon as possible. The main objective of notification to individuals is to provide specific
information about steps they should take to protect themselves®. As noted above, depending on the nature
of the breach and the risk posed, timely communication will help individuals to take steps to protect
themselves from any negative consequences of the breach.

GDPR &, B AT DR F ORI A G2 IE 22 AT O RITUTRBRNEHUEL TRY, Zhi
ATRBZR R K EVWD Z e TR T 5, ISR 2i@MOFE722 HHL, AN A HE2RET 572Dl e
HREFNLTUIOWTREDIHFREARAET 22 THS 9, LFLomh, REOMHE K OEHLEINHIRY
(IS U T, HREOEAG L, B AR EOELE)NO A HERET O KPR T H0ET 528127
Do

Annex B of these Guidelines provides a non-exhaustive list of examples of when a breach may be likely to
result in high risk to individuals and consequently instances when a controller will have to notify a breach to
those affected.

ZDHARTAL DR B Tk, BEMEANHLEWIARZZELSELBENLHLGH O], LU
DFEREHE D B2 %2 T HF XL TR EFEOMIZ BEREINDGE OFFNOWT, IERERETZ2UA

40 See also Recital 86 GDPR.
GDPR HII L% 86 THE, &,
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FOMRHES TS,

B. Information to be provided

B. f i d 217

85. When notifying individuals, Article 34(2) GDPR specifies that:
fE A8 EN T 583 12OV VT, GDPR 5 34 S(2)ITRDISTHRL TS,

“The communication to the data subject referred to in paragraph 1 of this Article shall describe in clear
and plain language the nature of the personal data breach and contain at least the information and
measures referred to in points (b), (c) and (d) of Article 33(3).”

[RZH 1 HCTEDS T 7 — X FARITK T D855I, Bl DOV 50 Eit CEDN 7 —H R E
DPEEZ ik L, 720, D7e<Eb, 45 33 2545 3 HH(b). (c) X INA)IZHLE SN IZNGH K OE 2 50
2. J

86. According to this provision, the controller should at least provide the following information:
ZOREINES T, BEE 1T DI B IRDIFR AR L 22T T b7,

¢ adescription of the nature of the breach;
o ZUDREFDOMEDFLIL,

¢ the name and contact details of the data protection officer or other contact point;

o F—HRHEAT P — IO 0 DL B K USHARSE,

e adescription of the likely consequences of the breach; and

o TORFOMBE L TRAET LMD D HFEROFIE, LT

e adescription of the measures taken or proposed to be taken by the controller to address the breach,
including, where appropriate, measures to mitigate its possible adverse effects.

o HUIRIGA | IV DERBL NS EL7-DOHEEE D, TOREBEIHILT 570 I EHE
(ZEo CRREU LI B UL T D IR B S I B ORLIR,

87. As an example of the measures taken to address the breach and to mitigate its possible adverse effects, the

controller could state that, after having notified the breach to the relevant supervisory authority, the
controller has received advice on managing the breach and lessening its impact. The controller should also,
where appropriate, provide specific advice to individuals to protect themselves from possible adverse
consequences of the breach, such as resetting passwords in the case where their access credentials have
been compromised. Again, a controller can choose to provide information in addition to what is required
here.
REICKHLT B0 FAUI DB AL RS 57D UL EOFIE LT, F BT, B
T OB R BB L% REFISHLL LR 5720 D Ex22 - 5435
ZEMARE TH A, BHE I E, BURGA . EAITKL, REICIVAELILER BN B S &k
THIODREDBF | BlZTT 7 B ADFEIEE MBMRFE SN TOWLEE D/ SAT —RDEHEN-7-Z
EETRMLL 2T L7070\, 2 THE, BELFIL, BERSNAL DI T HA TR T 52 L2541
THIENTED,

C. Contacting individuals

C. B A~DEHE FFIEIZHOUNT

88. In principle, the relevant breach should be communicated to the affected data subjects directly, unless doing
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89.

90.

91.

92.

so would involve a disproportionate effort. In such a case, there shall instead be a public communication or
similar measure whereby the data subjects are informed in an equally effective manner (Article 34(3)(c)
GDPR).

JFAIEL T, BT AR FIL, BE 257 —# BRI CEEEE ST U7 b0, 72720,
WK AHAZET L5513 SIS, ZDIORGE | 7 —F FRDFEICZ R 2B TS
DI INTZE UK T 5 IEIZE ESHUD(GDPR 5 34 55(3)(¢))s

Dedicated messages should be used when communicating a breach to data subjects and they should not be
sent with other information, such as regular updates, newsletters, or standard messages. This helps to make
the communication of the breach to be clear and transparent.

T =2 ERICH R FELZEE T D56 BELTICRHELC@E XA LR IT UL b3 /2%
WG ST, BIZXE-INZ2T v 7T —b, 22— AL X — X THEHE A — D I Z DO TEHE —E
IZEHELTIRDRR, ZOZEITED AR FIZOWTOEAE DA DEIEDH DL D L7225,

Examples of transparent communication methods include direct messaging (e.g. email, SMS, direct message),
prominent website banners or notification, postal communications and prominent advertisements in print
media. A notification solely confined within a press release or corporate blog would not be an effective
means of communicating a breach to an individual. The EDPB recommends that controllers should choose a
means that maximizes the chance of properly communicating information to all affected individuals.
Depending on the circumstances, this may mean the controller employs several methods of communication,
as opposed to using a single contact channel.

B D& 238/ D TTIEOBHN L, EEEAZNERS (BT, B A=/, Ya— Myt —U—EX Z AL
A=) NBEFIKY =7 A O/ F— T MG, AL, K OWEEE Ao NH

ZEIKINEEE T, TV AV —A N IEET a7 NO IR ES B EIE, A R EZEE 3
LFBEEUTEIRBTIIRNTHAD, EDPB (%, FHLE D EEA T 52 COM N Ll b A
AT DR 2 I KA T 20 FERZRINT 2I08)1E 75, ROUTSC T, Zhud, BEFENPHE—O
HAGREEAAEH F 20Clddel | EE OB FiEEA TR T 222 BEWR 2280138055,

Controllers may also need to ensure that the communication is accessible in appropriate alternative formats
and relevant languages to ensure individuals are able to understand the information being provided to them.
For example, when communicating a breach to an individual, the language used during the previous normal
course of business with the recipient will generally be appropriate. However, if the breach affects data
subjects who the controller has not previously interacted with, or particularly those who reside in a different
Member State or other non-EU country from where the controller is established, communication in the local
national language could be acceptable, taking into account the resource required. The key is to help data
subjects understand the nature of the breach and steps they can take to protect themselves.
EHFEITE AL B H RSN DGRBS CEDIOMIRT D720 | MRS AN U2 Y
B KR GEE T HEFETT VT EATEDLIOMER T DUERDHYD D, B2, AN T D2 FAEE T
%6 T 25 5EIE. BRLEKOZ T FME LR @ F EG R TR L72b 02— A 2@ Y]
ThA ), LLENG, UIRNCEHE DEAML -2 T —F FR, UIRFICE B DN LR T 5[
CITELRDMBER LMD EU SSNEIEAET L7 —Z EIRITH L REPEEL LR 080, NE
LENDVY —AZEELIZOZA T, #4247 DEOREFE CEET2ZENEU THLG G0 DD, BHER
DIE, 7T —F EEMBEOME K OB HER#ET D70 T HZEDOTEL RN CHEAET 515 F8)
9 5H2LTHD,

Controllers are best placed to determine the most appropriate contact channel to communicate a breach to
individuals, particularly if they interact with their customers on a frequent basis. However, clearly a
controller should be wary of using a contact channel compromised by the breach as this channel could also
be used by attackers impersonating the controller.

EEFIL, RO H S OB LA TODI5 G B ISR UR F284E § 5720 O e 1 BI72 08
KEAR IS 2 W9~ D72 S 2D, — 05, AL E B L, R FICEV AR IET 7 B AS U B R
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93.

94.

95.

96.

DOV THERE LRI ITRBR N, ZO XS 7GR 1L, B TR0 E LR A IS
SNDATREME N DD THD,

At the same time, Recital 86 GDPR explains that:
[FIRFIZ, GDPR R 3CES 86 TR DI IZFHBIL T D,

“Such communications to data subjects should be made as soon as reasonably feasible and in close
cooperation with the supervisory authority, respecting guidance provided by it or by other relevant
authorities such as law-enforcement authorities. For example, the need to mitigate an immediate risk of
damage would call for prompt communication with data subjects whereas the need to implement
appropriate measures against continuing or similar personal data breaches may justify more time for
communication.”

[FDLE57% 7 —FFIRIZK T D513, BB B OIS A5 2 RN IEAT TR DL 5 7%
BB B LIS D BB B S PR HES U= 0 50 R B BE L DD, A BEZRIRDIE RN A PRAGIZ FEH
TEDBLINZ, 120, ETEHEBIEEELEIZ I3 L C, ATDRRITIUIZRER 0, PR IE, IHEREDEZD
VR ZNGIH ST DR BN DD ZE1E, T —F FARADHEEEENE T D EIZRD55, M, N T —
HNRE DR RIS DIREHE DI NS 157280 Dt )72 18 D FE R DR FNED 5 = k1d, X5
(2RSS BIF D07 B2 L e IES B 55, J

Controllers might therefore wish to contact and consult the supervisory authority not only to seek advice
about informing data subjects about a breach in accordance with Article 34, but also on the appropriate
messages to be sent to, and the most appropriate way to contact, individuals.

L7z3o T, AT, B 34 RIHEVRFEIZOWTT =X ERIZHDEDEIMNITONTHFERD
Ayt oVl b G E VAN (L N b =S e B ST ) VA S e VR ON [ NI N5 IS 4SS R M LA R S A LT
THE BB ERE Ui T D22 ML D0 b LRV,

Linked to this is the advice given in Recital 88 GDPR that notification of a breach should “take into account
the legitimate interests of law-enforcement authorities where early disclosure could unnecessarily hamper
the investigation of the circumstances of a personal data breach”. This may mean that in certain
circumstances, where justified, and on the advice of law-enforcement authorities, the controller may delay
communicating the breach to the affected individuals until such time as it would not prejudice such
investigations. However, data subjects would still need to be promptly informed after this time.
ZHUZBAET 50 A% GDPR RITSCH 88 HIZEHHIVTNDLEE THY  ZEDBEINL RV BEREIZIIT D
BAROMEN T — 22 FORBUCE T 28 A2 A MBI T TLEI LA IEPITHRE O 1 e R ik %
EBIBIZA TN D70 BB D THD, ZOZEIL, —EDWRPL T THY, 142 HNHY, 2>
OEFATHEBE DB S TSN T, FEF L, @SN E DI E L 15 IT 29702 L3 722D £ TDRH,
WL T DA NIKT T DR EFEOEAEZIES DI LNTEXHILEER LD, 12720, T —F FEIRIL, K
IR, ZOBIESNITHEAR AT DB AHD,

Whenever it is not possible for the controller to communicate a breach to an individual because there is
insufficient data stored to contact the individual, in that particular circumstance the controller should inform
the individual as soon as it is reasonably feasible to do so (e.g. when an individual exercises their Article 15
right to access personal data and provides the controller with necessary additional information to contact
them).

SO NHERE T DIDIRIFIN TN T —F 3+ TldZel, BELE DY 54 NIk UAR E O
BT HIENTERWGS | ZOIO7KE ORI W TE B 13 R F OB G A FE T A RE
(2720 T I G REE NI EAS L 22T U2 b7 (B2 T HOEAMENT =227 782357
DO 15 FOMHERIZATHEL | & BRE T3 A I S B 72 B IR AT 255 .
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D. Conditions where communication is not required

D. HHE DN ERSNIRWN & D RAt:

97. Article 34(3) GDPR states three conditions that, if met, do not require notification to individuals in the event
of a breach. These are:
GDPR % 34 ZR(3)IT R EFNAELTG A bLIS-SHAUE, BT 2EMmEE LN Ee 35 =205
HIZONTED TND, ZNHIFRDOLEDTHD,

e The controller has applied appropriate technical and organisational measures to protect personal data
prior to the breach, in particular those measures that render personal data unintelligible to any person
who is not authorised to access it. This could, for example, include protecting personal data with state-
of-the-art encryption, or by tokenization.

o HHEN, REVELLLANMEN T — 2 %R T 2720 O EI7Z2 Bl A & OHLREAIRTE , FFIZ,
T 7B AR DO EENF (TR UAB N 7 —Z &30 A TR T D L0 R E AR L b TV a6, 2
AUCEE, B2, B AemmBfic L ams 51k, SUXh—2 2 A1bZ W B AT — X OLREN G Fi
25 THhAH),

¢ Immediately following a breach, the controller has taken steps to ensure that the high risk posed to
individuals' rights and freedoms is no longer likely to materialise. For example, depending on the
circumstances of the case, the controller may have immediately identified and taken action against
the individual who has accessed personal data before they were able to do anything with it. Due
regard still needs to be given to the possible consequences of any breach of confidentiality, again,
depending on the nature of the data concerned.

o REORESLIZ, HEHEN FAOHEF KO H BT Dm0 AZ BN B L 20 ES1c 352
EEFERT DR Tas L TG e, BT, FRORPUSE T, FHE T AT =2
TIRALUTEEHEMENT — 22 HULTOTEDLINCRDRIC, ZFOHFEBELICFEL, EDHIC
KUAEEZHEEDD, Z2TH, BRI 57 —ZOWEITIGU T, bHOMEMEDRFICEIVAELS
DRGERACOWTHITE BT DL KR, EShDd,

e It would involve disproportionate effort*! to contact individuals, perhaps where their contact details
have been lost as a result of the breach or are not known in the first place. For example, the warehouse
of a statistical office has flooded and the documents containing personal data were stored only in
paper form. Instead, the controller must make a public communication or take a similar measure,
whereby the individuals are informed in an equally effective manner. In the case of disproportionate
effort, technical arrangements could also be envisaged to make information about the breach
available on demand, which could prove useful to those individuals who may be affected by a breach,
but the controller cannot otherwise contact.

o DL RF O RN DEAE LN IDNIZGE XITTHEH LRV GG H A IER 357
DITIBRZAHE 4 2EF5HTHA), HlZIX, Fat Y4 RmOBENMAKIZREDN, BT —52%
BAELBEPRAN—ATOHRRE ST TG E TH D, RD0IT AP FEFITZ R BB
THSNDIORIEH ., XITLINTHTDHIEICEESIND, KRR AHEZET L5512 2 T,
RFEIZONTOFHRZZRIZIS U TR ATBRIC T 28T B 2 CTR<ZEbBESNID
ThA), ZOZEIF R FICIVEELZIT - BN H L DD | EHE DML FB THAET 5
ZENTERVWENIZESTHEMRBDERNIDTHAD,

98. In accordance with the accountability principle controllers should be able to demonstrate to the supervisory

41 See WP29 Guidelines on transparency, which will consider the issue of disproportionate effort, available at
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850
W RZRBEHOREIZ OV THREFL TV, WP29 DFEMEIZOWTDOHARTAES M, LT ROAF:
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850
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authority that they meet one or more of these conditions*2. It should be borne in mind that while notification
may initially not be required if there is no risk to the rights and freedoms of natural persons, this may change
over time and the risk would have to be re-evaluated.

TATZEVTADIFANIE BHE 1T, BEEITIL . 260055 1 DL Bz R LT
LHZEAFETEDIDICLART IUTR B0 2, H AN OHEFI & B RIZK T DUAZ DIBZIHRNRBIE,
BHNTBEINDERSNARNEL TH, ZOZENRRFF ORI LS IZEAT D ATREMED B | YA 2 B3 AT
FTOMENRHDIHZLITHEL TEBD 72T U7 b7,

99. If a controller decides not to communicate a breach to the individual, Article 34(4) GDPR explains that the
supervisory authority can require it to do so, if it considers the breach is likely to result in a high risk to
individuals. Alternatively, it may consider that the conditions in Article 34(3) GDPR have been met in which
case notification to individuals is not required. If the supervisory authority determines that the decision not
to notify data subjects is not well founded, it may consider employing its available powers and sanctions.

EELE DMENICKH T DR EOEAEZ LN EVIIRTEE T 54 T, GDPR 2 34 Z5(4)1%, RENMEA
IZH LW RAZ B R AESE DB ENNHL LW 554 BB, BHEE T LEDIIICT DL
VERTEDHEFIAL TD, HAHWL, BEHREERIT, H A~ R IFIL720 ) GDPR 55 34 55(3)I27E
DDHEAEDHG 2SI TODEHIET T 200 b LAV, 7 — X ER OB Z LR EWVOIRE D43 IR
WDBHLHE D TIZZ2WE W3 5356 . BB X, FIH ATREMHEIR & HIFR DI T 2 M55 rrRe e
H5d,

IV. ASSESSING RISK AND HIGH RISK
IV. URZ B O\E W R D FEA

A. Risk as a trigger for notification

A, BTN B L2 B A

100. Although the GDPR introduces the obligation to notify a breach, it is not a requirement to do so in all
circumstances:
GDPR [FREFZ BT OB L EAL TODHDD, ETORPUB W TEM T HILEZFELL TWDD
TR,

¢ Notification to the competent supervisory authority is required unless a breach is unlikely to result in
a risk to the rights and freedoms of individuals.

o REDMENOHEF L OH BT DRI EFRASEDBENN VGG A RE | I BRI
R DIEANE RS ND,

e Communication of a breach to the individual is only triggered where it is likely to result in a high risk
to their rights and freedoms.

o RENMEANOHEF K OH BICKHTDEWIATEFESE LB ENNHLGE DI, ZOE NI
T HREFOEAENE RS ND,

101. This means that immediately upon becoming aware of a breach, it is vitally important that the controller
should not only seek to contain the incident but it should also assess the risk that could result from it. There
are two important reasons for this: firstly, knowing the likelihood and the potential severity of the impact
on the individual will help the controller to take effective steps to contain and address the breach; secondly,

42 See Article 5(2) GDPR.
GDPR %5 5 55(2) &,
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it will help it to determine whether notification is required to the supervisory authority and, if necessary, to
the individuals concerned.

ZOZET, BELEMLICF A TELIC, FHFIL, BFEOMHIEZIBRTLHET TR ZOREFEND
FAELIDIAV R T HZEDMRO THEE THHILAERT 5, ZIUTIX 2 SDOEERIHHAHD, 5
—IZ B NI D B O E IR OVETERRA L2 528 T, HEEA X, ZOREFLZMHILLST
DI DERRIFAL THHET DIENTEDIINTRD, 5 10, Zhud, BB 2@ ma RS
NAPED T BINE U T, BRI 2 NI T 210 AN BRSSO TE B 3 1B
TLHOET D,

102. As explained above, notification of a breach is required unless it is unlikely to result in a risk to the rights

and freedoms of individuals, and the key trigger requiring communication of a breach to data subjects is
where it is likely to result in a high risk to the rights and freedoms of individuals. This risk exists when the
breach may lead to physical, material or non-material damage for the individuals whose data have been
breached. Examples of such damage are discrimination, identity theft or fraud, financial loss and damage to
reputation. When the breach involves personal data that reveals racial or ethnic origin, political opinion,
religion or philosophical beliefs, or trade union membership, or includes genetic data, data concerning health
or data concerning sex life, or criminal convictions and offences or related security measures, such damage
should be considered likely to occur®.
AR OEEY ARFOBHEIL, HAOHEF K A BT VAT ERESHE LB LD RN EEERE
FUREI, 7 —F EIRITHH T 2R EOBAE D E RSN DI BN SO ZX, 8 AOHEF K OV H B2k
HEVIAI R ESEDLBZENNHLGE THDH, ZOVAVIIAREN, TOT —FBNRESNZE A
Lo TR . M PERYZR IR R SUTFIEMPER R R 2 R AE SO D5 B ITAF-E T D, ZOXO KD
BIEL T, 201, ID WHCUE ID FEk, @8k Lok K MEHOFENH D, 2EFD . AERIELIIR
AR B | BOBRZRE R A B LIEAR EofE5c, T E# G O MAZH BN T HE AT —
Brateyt, X, Bl 17— AaFEEBE T 57 —FELUIMEATERLREE 57—, UTAE
FIR N OFLIRAT 208 L<IZBIE I DR RTE L BRI 27 — 22 B 06 . ZOIOBBRENEL DB Z
NRHLEHW SN HTHAD =,

B. Factors to consider when assessing risk

B. VAV Y /- o TEETHEHE

103. Recitals 75 and 76 of the GDPR suggest that generally when assessing risk, consideration should be given
to both the likelihood and severity of the risk to the rights and freedoms of data subjects. It further states
that risk should be evaluated on the basis of an objective assessment.

GDPR DHICE 75 K OV 76 THIL, —ICUAZZF - 2%, 7 —Z FROHER K OV E BIZ% 75V
AT DZEIRME I OVRA LD A B [ET DL EL TS, BT, YAZI TR BRI LRI C BTk
ESNIRTIUTIRDIRNEED TN D,

104. It should be noted that assessing the risk to people's rights and freedoms as a result of a breach has a
different focus to the risk considered in a DPIA[)]**. The DPIA considers both the risks of the data processing
being carried out as planned, and the risks in case of a breach. When considering a potential breach, it looks
in general terms at the likelihood of this occurring, and the damage to the data subject that might ensue; in
other words, it is an assessment of a hypothetical event. With an actual breach, the event has already
occurred, and so the focus is wholly about the resulting risk of the impact of the breach on individuals.

REDRIREL TELD A& ORI K O H BT DU A7 23 il 253556 . DPIA OHF TEEINDHIA

43 See Recital 75 and Recital 85 GDPR.
GDPR Hif3CE 75 T R OVHIT LA 85 THZ I,
44 See WP Guidelines on DPIAs here: http://ec.europa.eu/newsroom/document.cfim?doc id=44137
WP29 @ DPIA IZBT D HART A LR, 2 http://ec.europa.eu/newsroom/document.cfm?doc_id=44137
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JEIIRRDE R EF THEVDZEITH B LT UG #) DPIA 1E, 7 — X BB A EHE D@ 52
EENAHZEDVAY R OMRENECT-BAE DOV AT DO 2% L T\, BIENRMEELZEE T L
B —ERINR FERRAET HHERME, ROEOFERELTELIDT —F BRI o AkE BT 5,
SV UL, UM ERN R FL ORI TH L, EEDREDLA . FRIFBRITHE AL TNDHT9,
EAITL o IXBEREFENMENCKIETEENSALLIAZIZE TOHNLZ LTS,

Example E-41

A DPIA suggests that the proposed use of a particular security software product to protect personal data
is a suitable measure to ensure a level of security appropriate to the risk the processing would otherwise
present to individuals. However, if a vulnerability becomes subsequently known, this would change the
software's suitability to contain the risk to the personal data protected and so it would need to be re-
assessed as part of an ongoing DPIA.

DPIA |X, EANT — X &R 9 572012, HOFFE DO X2V T /7 by =7 8 AR H 3 D8 203w Y)
IRHEE THDHIEARL TS, BBl X, 2N WEA B W MENIZH 7263 THhAII RS
WXL OIS —E DL~V DR Z IR T 00D ThD, —77 . ZDRIATLIDMaga e HA>
ERDEA . ZOZEIZ KV RO N T — Rk DY A &AL 5 B IO DM 5% 7 b =
T DEGIEREDDNE LAV, LIZD o> T, fkReAIIZFE M $5 DPIA DO—EREL YL E 2 F
i T2 EED DA,

A vulnerability in the product is later exploited and a breach occurs. The controller should assess the
specific circumstances of the breach, the data affected, and the potential level of impact on individuals,
as well as how likely this risk will materialise.

URZ S OWEss N R IR S REVPBAET D, FEE L. YRERFOREDORD., BB <
F57 —H AHNASOEAE R EOL ~)L | KON IR NEB T 5 ThHAI ZHIRMEIZ OV TRE
L2 F e bipuy,

105. Accordingly, when assessing the risk to individuals as a result of a breach, the controller should consider
the specific circumstances of the breach, including the severity of the potential impact and the likelihood of
this occurring. The EDPB therefore recommends the assessment should take into account the following
criteria®:

L7ei3o T AR EORKEREL TOMENITK T DYV A Z T 288, & AL, IBTERI7ZR B DORAI L K
VZFDOERME G T REOREDORNEZE LT UER572\0, KoL EDPB X, UAZFHmIZIZK
DFHEZZEICANDIOEET D %,

¢ The type of breach
s REOHEE

106. The type of breach that has occurred may affect the level of risk presented to individuals. For example, a
confidentiality breach whereby medical information has been disclosed to unauthorised parties may have a
different set of consequences for an individual to a breach where an individual's medical details have been
lost, and are no longer available.

FAE LR EOTEEN ., N UL 75T URIL U BT IR DD, Bl ZIE, ERE RS HE
MERDE TR ESNDE N ST MEDIR BT, O AN DERIGHROFEMA TR, FIHRREE 2D

45 Article 3.2 of Regulation 611/2013 provides guidance the factors that should be taken into consideration in relation
to the notification of breaches in the electronic communication services sector, which may be useful in the context
of notification under the GDPR. See http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1:2013:173:0002:0008:en:PDF
Hiffi] 611/2013 O 3.2 Fik, B HE YV —E AR TFICHBITHRFICONTOBANIHL TEET REEHHED
HAL L A% EDTEY, 2 GDPR IZESEADO SUARTH A H THYH 5, LL TS M http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1:2013:173:0002:0008:en:PDF
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LA DRELIR2DEREEANILTZHLYD,

¢ The nature, sensitivity, and volume of personal data

o AT —ZOWHE, EHMEROE

107. Of course, when assessing risk, a key factor is the type and sensitivity of personal data that has been
compromised by the breach. Usually, the more sensitive the data, the higher the risk of harm will be to the
people affected, but consideration should also be given to other personal data that may already be available
about the data subject. For example, the disclosure of the name and address of an individual in ordinary
circumstances is unlikely to cause substantial damage. However, if the name and address of an adoptive
parent is disclosed to a birth parent, the consequences could be very severe for both the adoptive parent
and child.

AR, JX?ﬁJ?{ﬂﬁ%*ﬂ”éB%S\ FERBERIIRFICIOARET 7 BRI AN T —F OFEFE K& OB T
BD, W T —FOEMMEN R EDIFE BEEZ DAL IEERRSIAI @ EDL, —FH. T —#
FARIZOWTBEIZFIH ATREL 22> TOD ATREE DB DO A T — X2 2N TH B B L e bre
W, B, B ORBUZIBDTE A D K4 & OFEFTOBR A E jv‘oti%ﬁi@ﬁlkiﬁéja%h AN
— 5. bOEBHEORL K OMEFBESZOBUC RSN GG ZOMBEPYEETE L OFELD
WE (2 &2 TR TERA 2 D L7 D A REMED B %,

108. Breaches involving health data, identity documents, or financial data such as credit card details, can all
cause harm on their own, but if used together they could be used for identity theft. A combination of
personal data is typically more sensitive than a single piece of personal data.
fEREICBE 27 —# HriEl s, I 7L Yy b — RO L2 M B IERICEE T AR FiX, 2T
ZNHETREELZELIDN, 1}Fﬂifﬁﬂ%éhéi}%/ﬁ:\ ID EEUAEHESND WREMED D, — MK, fEA
T —ZOMEEIE, H— DA T —Z L0 BEIMED E .,

109. Some types of personal data may seem at first relatively innocuous, however, what that data may reveal
about the affected individual should be carefully considered. A list of customers accepting regular deliveries
may not be particularly sensitive, but the same data about customers who have requested that their
deliveries be stopped while on holiday would be useful information to criminals.
—EOFFHDOMENT — 2L, BHNTHEAEE IR 206 LV, — . YT —# 0, L%
FHME NN T Z LN T DM DWW T HE AT 206 E R DD, EHIBLEZZ AT
DR DY ANIFEBE, BRI Wb LIRS IR A ORLEDIE 1L 2 RO TR IOV TORILT
— XL LFEFIESTHHIZRDTEAD,

110. Similarly, a small amount of highly sensitive personal data can have a high impact on an individual, and a

large range of details can reveal a greater range of information about that individual. Also, a breach affecting
large volumes of personal data about many data subjects can have an effect on a corresponding large
number of individuals.
[EREIC, D ETEDHEIED m BN T — 213, AR L TERWEREL KT LD, £, INHFHIZHT
DEEME EIE, Z O NTHOWTIDEWHEHDIFHRZASNITLOD, MR T, 2HOT —ZEKITH
WTCOBERZEDWEN T — XL KT TR FIL, ST 5O NI B RIE T RetErnd
Do

e Ease of identification of individuals

o BEADREDORSMN

111. Animportant factor to consider is how easy it will be for a party who has access to compromised personal
data to identify specific individuals, or match the data with other information to identify individuals.
Depending on the circumstances, identification could be possible directly from the personal data breached
with no special research needed to discover the individual's identity, or it may be extremely difficult to match

41



personal data to a particular individual, but it could still be possible under certain conditions. Identification
may be directly or indirectly possible from the breached data, but it may also depend on the specific context
of the breach, and public availability of related personal details. This may be more relevant for confidentiality
and availability breaches.

BT _NERELRBERO—DIL, BRESNIBEANT =27 7B AL ITE ST FFEDEAD & ik
FEETHIE, ITY T — 2 eMOEREEZRE L T ANEZRETHIENEDRER G NENHITET
D, WHUZL S TULMEAND Y T2 T D70 IR i A 2 LB L REBSNZE AT —Z0
DEEY LA R ETHIEN ARG AR A), XL, AT —2 %05 EDOME NZRE T 2D 03
D THEETHYD DD, —EDFRM T TR FTRERG A D DD, H IO FEIIRESN T —FbE
PR S ZHHERIC /T RE THYI D03, LT ETZ AR E O E DRI OB 9~ D N AF H S A F
AIREZR G DNITHIRAFET Do ZAUIMEE M O] DR FIZ, JOBIRLI S,

112. As stated above, personal data protected by an appropriate level of encryption will be unintelligible to
unauthorised persons without the decryption key. Additionally, appropriately-implemented
pseudonymisation (defined in Article 4(5) GDPR as “the processing of personal data in such a manner that
the personal data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or identifiable
natural person”) can also reduce the likelihood of individuals being identified in the event of a breach.
However, pseudonymisation techniques alone cannot be regarded as making the data unintelligible.
FRROEBY, UL NV O SALIZ IO RESN BN T — 213, "/ S AR W IEER O 1TE
S TR FTRE T D, MNA T, N FELES LT 4a 1k (GDPR 5 4 ZR(5)IZIS\\NT BRI 1E #2357
BEL TIRE I TID, 220, TN T —Z 055k IS0 7= SN X didke il FTREZ2 I AN IZJE 95285
INSRWNZEEFEIR T D720 DET F K Ok DI E D FIChDZEa55EEL T, FDENAIREHR
DFIHZRUICIE, EDIIN T —ZPFFED T — X TARIZJE T DI E5R T ZENTERNLIIZT L RER
TITPONDMN T —FDHih  JEERSNTND) b Eo RENPBAELZG G ITEANOE TAFES
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¢ Severity of consequences for individuals

o AL TORROEAE

113. Depending on the nature of the personal data involved in a breach, for example, special categories of data,
the potential damage to individuals that could result can be especially severe, in particular where the breach
could result in identity theft or fraud, physical harm, psychological distress, humiliation or damage to
reputation. If the breach concerns personal data about vulnerable individuals, they could be placed at
greater risk of harm.

BIZX, FERRFH O T — 2 oTc  RFICHEHETHEANT —ZOMEITIGC T, BAET L ATREMD
BHIE NI DIFTER R BRI TRHTIRAN 22 b D L7209 5, FEIT R FEAY ID HUUT ID FEIK, H KK
G LHEPEN ., BE UIEHOBBEEZECIEL RN H LG A Thd, REDMEIIEDH D
MNZOWTOREANT =2 T 256, ZIVODE N IXID KREREFEDVAZIZELIND ATREME D B D,

114. Whether the controller is aware that personal data is in the hands of people whose intentions are unknown
or possibly malicious can have a bearing on the level of potential risk. There may be a confidentiality breach,
whereby personal data is disclosed to a third party, as defined in Article 4(10), or other recipient in error.
This may occur, for example, where personal data is sent accidentally to the wrong department of an
organisation, or to a commonly used supplier organisation. The controller may request the recipient to either
return or securely destroy the data it has received. In both cases, given that the controller has an ongoing
relationship with them, and it may be aware of their procedures, history and other relevant details, the
recipient may be considered “trusted”. In other words, the controller may have a level of assurance with the
recipient so that it can reasonably expect that party not to read or access the data sent in error, and to
comply with its instructions to return it. Even if the data has been accessed, the controller could still possibly
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trust the recipient not to take any further action with it and to return the data to the controller promptly
and to co-operate with its recovery. In such cases, this may be factored into the risk assessment the
controller carries out following the breach — the fact that the recipient is trusted may eradicate the severity
of the consequences of the breach but does not mean that a breach has not occurred. However, this in turn
may remove the likelihood of risk to individuals, thus no longer requiring notification to the supervisory
authority, or to the affected individuals. Again, this will depend on case-by-case basis. Nevertheless, the
controller still has to keep information concerning the breach as part of the general duty to maintain records
of breaches (see section V, below).
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EHTED 1 EHRRENID, VAL, BFEE YIS HE IOV, o TSN T — %%
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BRANEZBREI DD AR ENFAE LIRS e2 BT 500 Tldewn, —JF . ZOZEIZEVE A
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115. Consideration should also be given to the permanence of the consequences for individuals, where the
impact may be viewed as greater if the effects are long-term.
HUIREFEORBENRBIMERD AN SDEEN LY RERDEHRBRINI DG G BN T DB
FKGEMEZ DWW THZ B LT TR 5720,

¢ Special characteristics of the individual

o fEANDKHI 2Rt

116. A breach may affect personal data concerning children or other vulnerable individuals, who may be placed
at greater risk of danger as a result. There may be other factors about the individual that may affect the level
of impact of the breach on them.

ZEIT, FEODIEINWEIIIEDHLE BT DN T —F T L CHEL 52 5N H D, 2o
TE NI, KORERfEEFEDIVATZIZSHENI D, (R EFDEL ~IVHERLOHE578, 2OV o7l NI
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e Special characteristics of the data controller

o T —HEEEORRIRRE

117. The nature and role of the controller and its activities may affect the level of risk to individuals as a result
of a breach. For example, a medical organisation will process special categories of personal data, meaning
that there is a greater threat to individuals if their personal data is breached, compared with a mailing list of
a newspaper.

B R O S OMEE I N E DTFEN L, RFOR R EL TOMENITH T DIATL UL %,
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¢ The number of affected individuals

o HEERZITLEADE

118. A breach may affect only one or a few individuals or several thousand, if not many more. Generally, the

higher the number of individuals affected, the greater the impact of a breach can have. However, a breach
can have a severe impact on even one individual, depending on the nature of the personal data and the
context in which it has been compromised. Again, the key is to consider the likelihood and severity of the
impact on those affected.
FEIX, 1 LOHRELITEL OFEN, UTZNLL LTI WEL THOETAICEBLY D, — ki, B8
ZZ T DMENDENR L NNEE AR FORBIIRERVID, —FH . HAT —ZOMWE R ENPMZES
AVTDBRR IR Tl BEIFE X 1 A DBENTK L THERANRE L 5.2 5[ getE i dh 5, 22 Th &,
ITELZR DR, UL B2 T 08 IR T DB OB CRAE 2 Z BT HTLTHD,

e General points

o  —RHVR

119. Therefore, when assessing the risk that is likely to result from a breach, the controller should consider a
combination of the severity of the potential impact on the rights and freedoms of individuals and the
likelihood of these occurring. Clearly, where the consequences of a breach are more severe, the risk is higher
and similarly where the likelihood of these occurring is greater, the risk is also heightened. If in doubt, the
controller should err on the side of caution and notify. Annex B provides some useful examples of different
types of breaches involving risk or high risk to individuals.

L7eBo T RENDELDBENDOH LAY 3l 288, BB L H AN DR K T E BT 5
IBAERIZR BB DRI E . M NZNOD AT D ERMEDMEA DOEE B ELRITIUTRB20 BIBDNT,
REOH RN IVRA 256 VAZIII@E<2%, FRRIZ, 2O 38 ET &R ER @I huE, V=27
HERLARD, BOLWGE, BEE L, WREIRIIEFEELAD BELLRTIUIRGR 0, BIIHL B T
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120. The European Union Agency for Network and Information Security (ENISA) has produced
recommendations for a methodology of assessing the severity of a breach, which controllers and processors
may find useful when designing their breach management response plan®.

RRIN o R — 27 A 22 2 U7 o BB (ENISA) (3, & B K OMLEILE D32 O1R 58 B IR G Tl 2 3R E
T DB D THA) AR EORLNE AT 2T EIZ OV TORIEEERL TS %,

V. ACCOUNTABILITY AND RECORD KEEPING
V. T AENT 4 R OGRE DR E

A. Documenting breaches
AAREDCEAL

121. Regardless of whether or not a breach needs to be notified to the supervisory authority, the controller
must keep documentation of all breaches, as Article 33(5) GDPR explains:

46 ENISA, Recommendations for a methodology of the assessment of severity of personal data breaches,
https://www.enisa.europa.eu/publications/dbn-severity
ENISA. il N\ T —Z{2EDIRZE DO FAN T IEIZOWTOEE . https://www.enisa.europa.eu/publications/dbn-
severity
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“The controller shall document any personal data breaches, comprising the facts relating to the personal
data breach, its effects and the remedial action taken. That documentation shall enable the supervisory
authority to verify compliance with this Article.”
[BBA L, Z DN T — S ZHFELHE T 5 FERR, €D ER VHCLNEKFIFEZ GO, £
TOMN 7 —HREZXFELLRITIILRER 0 €DXEIL, KFDBFEEal 7572012, BE
BRI TEDH DELRITIULRERV, |

122. This is linked to the accountability principle of the GDPR, contained in Article 5(2) GDPR. The purpose of

recording non-notifiable breaches, as well notifiable breaches, also relates to the controller's obligations
under Article 24 GDPR, and the supervisory authority can request to see these records. Controllers are
therefore encouraged to establish an internal register of breaches, regardless of whether they are required
to notify or not?.
ZAUZE GDPR 55 5 SL(QUTEHEEN TS, GDPR DT B2 VT4 DJFANCEHEL TWVD, lEINEESHL
IRVMRELZFLERT D B AL, BN EINLREOL G LA, BB DO 24 FRITEOEBICH B
LT, BEEHEIIINOORGOMELER CED, Lo > TEEE L, BHOESITN D bH T,
REFIZOWVTONERZR B ERZ ML TRIEMHERES LD v,

123. Whilstitis up to the controller to determine what method and structure to use when documenting a breach,
in terms of recordable information there are key elements that should be included in all cases. As is required
by Article 33(5) GDPR, the controller needs to record details concerning the breach, which should include its
causes, what took place and the personal data affected. It should also include the effects and consequences
of the breach, along with the remedial action taken by the controller.

REZLET DB, EOLIR T ER O AT 2 DWW THIET T 2 DI E BHE OB THD
D, FLENEINAERICOVTIE, B TOLAICEBWTEDRITIVUE RO WEBRERNHD,
GDPR % 33 Z(5)TROLILTNDHIDNC, FHFZ IR FIZE T 25 A e T DR ERHY , i
(IR FOIRK ., AELCFR KO ELZTTMEANT =R EEND, AT REOLZEKR ORI,
DIAON =52 E AR AUV d Wik €7 E i N ER Y= AT DY AW E AN SYAAN

124. The GDPR does not specify a retention period for such documentation. Where such records contain
personal data, it will be incumbent on the controller to determine the appropriate period of retention in
accordance with the principles in relation to the processing of personal data*® and to meet a lawful basis for
processing®. It will need to retain documentation in accordance with Article 33(5) GDPR insofar as it may be
called to provide evidence of compliance with that Article, or with the accountability principle more generally,
to the supervisory authority. Clearly, if the records themselves contain no personal data then the storage
limitation principle® of the GDPR does not apply.

47 The controller may choose to document breaches as part of [if] its record of processing activities which is
maintained pursuant to Article 30 GDPR. A separate register is not required, provided the information relevant to
the breach is clearly identifiable as such and can be extracted upon request.

BHFIT, B 30 SFITHEWVRE SIDBHREBOFLERD — R EL TR FEZ LB L THLZEAE DD, M7
LTBERL TRZEITERSIN TRV, 20L& (REICEE TG WA AMEICEIL THLEREFTRE ThHD
& FRERIEUTEV T ERARETHL LD BT LD,

8 See Article 5 GDPR.
GDPR i 5 &,

49 See Article 6 and also Article 9 GDPR.
GDPR i 6 2 MUV 9 5 b &M,

50 See Article 5(1)(e) GDPR.
GDPR #i 5 Z&(1)(e) =M,
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125. In addition to these details, the EDPB recommends that the controller also document its reasoning for the
decisions taken in response to a breach. In particular, if a breach is not notified, a justification for that
decision should be documented. This should include reasons why the controller considers the breach is
unlikely to result in a risk to the rights and freedoms of individuals®!. Alternatively, if the controller considers
that any of the conditions in Article 34(3) GDPR are met, then it should be able to provide appropriate
evidence that this is the case.

ZNBHOFERITANZ T, EDPB 1L, HHLE DMREITKRIIE T DT2DIAT S TR E DARMLUZ DOV TH SCEARL
TRLIOEE T2, FrZ, BEOBIMAZLRWGE | Uik E L E 26T DR AAE SCE(LL TRhvalf
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126. Where the controller does notify a breach to the supervisory authority, but the notification is delayed, the
controller must be able to provide reasons for that delay; documentation relating to this could help to
demonstrate that the delay in reporting is justified and not excessive.

EHLE N EREBICRL REOBI B MRIZILCWD, ZOBMPNERL CWDGE, EEFITZD
BFEIEDOFH A4 H TERTTR 720, ZHUCBEL TCE L T2 EiE, ZOME OBRIEN Y70
HLOTHY, WL DO TIIIRNENI T EEFEA T2 DI LD A REMENR B D,

127. Where the controller communicates a breach to the affected individuals, it should be transparent about
the breach and communicate in an effective and timely manner. Accordingly, it would help the controller to
demonstrate accountability and compliance by retaining evidence of such communication.

BHE DB Z T HE N URELEE T D56 REFICOWTERAMELRHY . 2R
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128. To aid compliance with Articles 33 and 34 GDPR, it would be advantageous to both controllers and

processors to have a documented notification procedure in place, setting out the process to follow once a
breach has been detected, including how to contain, manage and recover the incident, as well as assessing
risk, and notifying the breach. In this regard, to show compliance with GDPR it might also be useful to
demonstrate that employees have been informed about the existence of such procedures and mechanisms
and that they know how to react to breaches.
GDPR 5 33 5 L OV 44 S DT 2 SR T 27202 AR FEOMRANTKE<IERE, DA T U hORRLE,
HlAE, & OMEIHOI51E, VAZF IO J5 i W NR F @M O G iEEZED T2, MmO FNEEZ CEL
THEAFL TR LT, HHHE L OMLEH O 7 2L THAE Th A, ZDRITDVNT, GDPR DBSFA
RYTDIT, WEEB N ZNDDFINAE M OB DFAEIC OV THILSN TWDIE, TR MRH
SOOI EZ TN > TNDZEEZFE T 52 Eb 72 A H TH A,

129. It should be noted that failure to properly document a breach can lead to the supervisory authority
exercising its powers under Article 58 GDPR and, or imposing an administrative fine in accordance with

51 See Recital 85 GDPR.
GDPR Hii 355 85 IHZ M,
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Article 83 GDPR.
REZEUNSCELLRNGE BRI GDPR % 58 SRICHSEHEMRATTAIL . XU I3, GDPR
5 83 SRITHESEHIF AR T ZLICHMN D AR DD Z LI B LT T ebiany,

B. Role of the Data Protection Officer
B. 7 — XA T 4 — D E

130. A controller or processor may have a Data Protection Officer (DPO)?, either as required by Article 37 GDPR,
or voluntarily as a matter of good practice. Article 39 of the GDPR sets a number of mandatory tasks for the
DPO, but does not prevent further tasks being allocated by the controller, if appropriate.

B ST L, GDPR 5 37 SROEAFIZEY IFEELVMEITEL THREMIZ, 7 — 2 RiEF 7«
#— (DPO) ZEL G 3 ®D 52, GDPR £ 39 5:id, DPO O—H D MIHDIE A E S T D03, i U735
A BB DB A SE DL T Tny,

131. Of particular relevance to breach notification, the mandatory tasks of the DPO includes, amongst other

duties, providing data protection advice and information to the controller or processor, monitoring
compliance with the GDPR, and providing advice in relation to DPIAs. The DPO must also cooperate with the
supervisory authority and act as a contact point for the supervisory authority and for data subjects. It should
also be noted that, when notifying the breach to the supervisory authority, Article 33(3)(b) GDPR requires
the controller to provide the name and contact details of its DPO, or other contact point.
ZOHBLFRFIARE B FNCBE T 55D EL T, DPO OMZEDIRESIZIL, T, & BLE JUTLBEF 123
57 —HREICBE T 28 E L OMEHRORAE, GDPR ~DESFOREAR | I NS T — {3 2 25 12 B
T2 E ORMED D5, DPO ITFET -, BB L 1L | BB B Kk O F — 2 EROERKE R 0 L LT TE)
LT AUTZRB720, INZ T, BB BB LR FE 2@ a7 HB%. GDPR 55 33 55(3)(b)I&. & EEE 7 DPO
DA K OGS AT OERE R A 242t 32O B L L TV ZEITH B LRT IR B0,

132. In terms of documenting breaches, the controller or processor may wish to obtain the opinion of its DPO
as to the structure, the setting up and the administration of this documentation. The DPO could also be
additionally tasked with maintaining such records.

REOLFAIZIBNT, EFHE UL L, ML SCEORRK, % E & OVE BRIZ- DV T DPO DFE R.%
DB BT DHEE DS D, AT DPO X, ZDEIRFEDIRE IOV THILN T AELH S,

133. These factors mean that the DPO should play a[n] key role in assisting the prevention of or preparation for

a breach by providing advice and monitoring compliance, as well as during a breach (i.e. when notifying the
supervisory authority), and during any subsequent investigation by the supervisory authority. In this light,
the EDPB recommends that the DPO is promptly informed about the existence of a breach and is involved
throughout the breach management and notification process.
ZIHDOEEFE, DPO 23, B S DRt a7 747 L ADEANZ I AR EDOLIE IR EICH T 55
AT DEF DRI N T, R ENFEAEL TODH (F b b | BB ~D@IR D) [\ T, iz
FROEEEEICIOHEDO T HICBNT, FEREEIZ RIS THAITLEERT D, ZOBLEN
5. EDPB (%, DPO 2MZEHEDAFAEIZ DWW TE LIl AZ T R FEOE B L Ol 7 m 2D KIZhT-
VR 5L TSIO8I E 7%,

V1. NOTIFICATION OBLIGATIONS UNDER OTHER LEGAL INSTRUMENTS
VI fLDESICESBAERE

52 See WP Guidelines on DPOs here: http://ec.europa.eu/newsroom/just/item-detail.cfm?item id=50083
WP29 @ DPO IZ DWW TDHART AL 2 http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
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134. In addition to, and separate from, the notification and communication of breaches under the GDPR,

controllers should also be aware of any requirement to notify security incidents under other associated
legislation that may apply to them and whether this may also require them to notify the supervisory
authority of a personal data breach at the same time. Such requirements can vary between Member States,
but examples of notification requirements in other legal instruments, and how these inter-relate with the
GDPR, include the following:
GDPR (2SR FEOMA N QAN X | Floz b3 nlc, FEE T, B OI06E A I Hithoo B
THEDICIESEF 2V T4V T U RDBHLP LB BN OWT, Fio, ZHAFEIREIC, B E RS
2T DN T —ZREOEMEEEHE IZERL TODENIC OV TR L TEOR T IR 5720,
OB E M THRARVIDA, hOIERITIBIT DM EEOH], K OE DIHITZNHDIEA
FLPEAY GDPR EFHAIZBILRL TODDNI DWW TR, IRD LI b DA 05,

e Regulation (EU) 910/2014 on electronic identification and trust services for electronic transactions in
the internal market (elDAS Regulation).

o BNITBHI IS EFHG | DI DE Tkl o ONF 7 X —E X252 8H] (EU)910/2014
(elDAS H1HI)*,

135. Article 19(2) of the eIDAS Regulation requires trust service providers to notify their supervisory body of a
breach of security or loss of integrity that has a significant impact on the trust service provided or on the
personal data maintained therein. Where applicable—i.e., where such a breach or loss is also a personal data
breach under the GDPR—the trust service provider should also notify the supervisory authority.
elDAS HLHIDES 19 Z5(2)i%, F2 L 72T AN —ERITK L UTZ DRI E ST — 21 LR
AN B KAE T X 2T 1R E I RO RPEL L6 NIAMN —E 2D T A4 — X,
H OO LB T 2LOERL TWD, i T256. T7hbb, ZDXH72 2 EF T EN
GDPR (ZESLENT —2REFTHHLHE . UL AN —EAD T A2 — T F, 7% 4 OB
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e Directive (EU) 2016/1148 concerning measures for a high common level of security of network and
information systems across the Union (NIS Directive)>*.

o BRI IIT DR NI —2 R ONEF RS 2T DD LI B35 5 T DK (R 757
O DFEIZBT T 5157 (EU)2016/1148 (NIS 1577)*.

136. Articles 14 and 16 of the NIS Directive require operators of essential services and digital service providers
to notify security incidents to their competent authority. As recognised by Recital 63 of NIS®®, security
incidents can often include a compromise of personal data. Whilst NIS requires competent authorities and
supervisory authorities to co-operate and exchange information that context, it remains the case that where
such incidents are, or become, personal data breaches under the GDPR, those operators and/or providers
would be required to notify the supervisory authority separately from the incident notification requirements
of NIS.

NIS FEFDH 14 LKV 16 ki, it —E A E H R T V2N —E AT 0 X — IR OFTEE
JRZKRIL, BF 2T 42T IO Z T DI ERL TS, NIS BTSCE 63 HHIZBW TRl ST

53 See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3A0J.L_.2014.257.01.0073.01.ENG

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=zuriserv%3A0J.L .2014.257.01.0073.01.ENG =&,

54 See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2016.194.01.0001.01.ENG

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L .2016.194.01.0001.01.ENG & &,

55 Recital 63: “Personal data are in many cases compromised as a result of incidents. In this context, competent
authorities and data protection authorities should cooperate and exchange information on all relevant matters to
tackle any personal data breaches resulting from incidents.”

ATSCHS 63 T [ 2 Tl FDFEREL TELSDBZE N T — P REIND, ZOILHRIZI T, PrEE /TR
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Example E-41

A cloud service provider notifying a breach under the NIS Directive may also need to notify a controller,
if this includes a personal data breach. Similarly, a trust service provider notifying under eIDAS may also
be required to notify the relevant data protection authority in the event of a breach.

NIS FERICEE SR EOBAMEITIVTURY —E AT o AL — X YRENMIANT —HREEE
Tt BT b EREND D, [FIFRIZ, eIDAS IZEE DB AATO NI AR —E 27 I
AR =T AREPECTS G, B 57 —2RER R k3 il Bk S ) 5,

e Directive 2009/136/EC (the Citizens' Rights Directive) and Regulation 611/2013 (the Breach
Notification Regulation).

o /5% 2009/136/EC (T ECHEIE 7)) K ORI 611/2013 (12 B 413 HI)

137. Providers of publicly available electronic communication services within the context of Directive
2002/58/EC>® must notify breaches to the competent national authorities.
FT 2002/58/EC*® O HIFEFHIN T, ARIH A A RERE FBE Y —E 2D T v 7 — %, ENOFT
BEE T URE A B L2RIT U2 B0,

138. Controllers should also be aware of any additional legal, medical, or professional notification duties under
other applicable regimes.
BRI E oo S D B RS GBINRYZe 5 B ER B SOIRES Eomm#sEsiconT
Rk L CRRIT TR B,

56 0n 10 January 2017, the European Commission proposed a Regulation on Privacy and Electronic Communications
which will replace Directive 2009/136/EC and remove notification requirements. However, until this proposal is
approved by the European Parliament the existing notification requirement remains in force, see
https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-privacy-and-electroniccommunications
2017 £ 1 A 10 H. BRMNEZERIEL, 7794 — R OEFBEICHT 2R E L, ZhiX, 56
2009/136/EC (ZIEZHLIOY | Fo, WM ELENBORNND TEDE D THD, (AL, ZOFRENEM 2 THRGR
SNDETI., BLFO M@ EF O 1Mk #E 3 5, BL T 2 B https://ec.europa.eu/digital-single-
market/en/news/proposal-regulation-privacy-and-electronic-communications
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VII. Annex
VII. BIJ#%

A. Flowchart showing notification requirements
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FATIZOWTOF#RE
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e result in a risk to
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and freedoms?

Mo reguirement to nodify supervisery authority

) iy

Hotfy competent supervisory suthority.

one Member State and the connroller has an
esmablichment in the EEA | notify the lead
3. supervisory authoTity.

If the breach affects individuals in more than
one Member state and the controller does not
have any establishments in the EEA but is
subject to the GDPE. by virtue of Article 3(
motify every suparvisory authority for which
affected data subjects reside in their Memb

l I the breach affects individusls in more than

Is the breach likely to
result in 3 high nsk to
mdividusls" rights and
freedoms?

L7 T

[E4A l

Mo requirement to notify
Yes Ne | mA o RE,
AV

Houfy affected individuals and where required, provide
mformation on steps they can take to protect themselves from
consequences of the breach

v v

All breaches recordsble under Article 33{5). Breach should be documented and
record maintained by the conmolier.

533 KON SETETORELLENT D,
EHF MR EL GO, fRERE 15,

FITHE BB R B e L,

(RFENEHOMBEICKTD
BN EE FIFLTRY,
OREBRE N EEA TR HLS %
Fro G, ERVEHEEICHL
A,

(RENEHOIMBEICKTD
BN EE FIFLTRY,
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B. Examples of personal data breaches and who to notify

B. | N7 — & 125 M ON@ 5 0D 5]

The following non-exhaustive examples will assist controllers in determining whether they need to notify in
different personal data breach scenarios. These examples may also help to distinguish between risk and high
risk to the rights and freedoms of individuals.
ROFHNIETEHERET DO TIT RV FHENELRLENT —HREDTFTVAIZBNTHEED
ERAHWr T 5817200 D THD, ZNHDOFHNT I, E AN OHEF] K O H BT TV A7 Lm0
A0 EH K RITHFTIZH209 5,

Example Notify the supervisory | Notify the data | Notes/recommendations
=41 authority? subject? ER/ s
ESEEBRICmEn 502 | 7 —FERITHE A
S RAY/ AN
i. A controller stored a | No. No. As long as the data are
backup of an archive of | L\ 2 |AVAY-& encrypted with a state of the
personal data encrypted on a art algorithm, backups of the
USB key. The key is stolen data exist[,] the unique key is
during a break-in. not compromised, and the
iEHEEIL BAT =207 data can be restored in good
Hﬁ/fj@/\‘/77’/7°%f time, this may not be a
USB & — EIZHKE {KLT%”: reportable breach. However
LTWa, ﬁ(ﬁﬁ[{ﬂ =54 if it is later compromised,
— DN END, notification is required.
T A DRGSR DT v
TYAXLTH Sfbsh TR
D, T —ZDNRy T T TN
EIEL, —H oM ES
NWCTELT hoT —4 M
iﬁﬁ?ﬂ?ﬁ:?ﬁﬁﬁﬁéf‘&)é@@\
T E X G L DR E
SN AN APNE ui%
ELDGE . BMPERS
s,
ii. A controller maintains an | Yes, report to the | Yes, report to
online service. As a result of a | supervisory authority if | individuals
cyber attack on that service, | there are likely | depending on the
personal data of individuals | consequences to | nature  of the
are exfiltrated. individuals. personal data
The controller has customers | (XU, fE ANIZZEET 5% | affected and if the

in a single Member State.

i EHE N, AT
PR MERE L TV
Do B —EZA~DH AN
— BB DGR A NOE N

NDRHLEE | BB
W95,

severity of the likely
consequences to
individuals is high.

W, R 2T
LENT —2 DM

T =25, BN U T, EAH
FHF L, B—onBEEIC NITHRFLATS Dk
BEZA T %, ROV L &
AN PN
ERAR
iii. A brief power outage | No. No. This is not a notifiable breach,
lasting several minutes at a | L VX, [AVAY-aN but still a recordable incident

controller’s call centre
meaning  customers are
unable to call the controller
and access their records.

under Article 33(5).
Appropriate records should
be maintained by the
controller.
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i EODa— L H—
NS STB Y SN ik 3 e Iy )
o fEEIC XY, BRI
BHFIGHEKE T, BS
DFLERIZT 7B ARREL 72

TRV BRI R LI DR E
TRV, IR 33 2-(5)
IZHEVGLER R B LD v
F UM Th D,

EHF LY Rl e R

%o T52L&,

iv. A controller suffers a | Yes, report to the|Yes, report to|If there was a backup
ransomware attack which | supervisory authority, if | individuals, available and data could be
results in all data being | there are likely | depending on the | restored in good time, this
encrypted. No back-ups are | consequences to | nature of the | would not need to be
available and the data cannot | individuals as this is a loss of | personal data | reported to the supervisory
be restored. On | availability. affected and the | authority or to individuals as
investigation, it becomes | [X\, ZAUIL A HPEDTHIL: | possible effect of | there would have been no

clear that the ransomware’s
only functionality was to
encrypt the data, and that
there was no other malware
present in the system.
VEBE NI AT 2T
BEZT. TOMREET —
20 S Sivs, K AT
(U S ZAr Y SN
—HEE LT HIENTER
W, SAEICRWT, A
=T OME—DOREREIT T —
DG FALTHY, AT A
WNIZHL D~ D = 7 I 3AF1E
L7RWZEDHBENERD,

THY ., J NITxfT D2
DBENNHLIHE . B
REBE R4 2,

the lack of
availability of the
data, as well as
other likely
consequences.
T, EEZZT
HENT —2 DMk
B, T —XDOAH
PO R MMNBAEL
VDB R OED
DAL D 5%
WIS C T, @A
WET D,

permanent loss of availability
or confidentiality. However,
if the supervisory authority
became aware of the incident
by other means, it may
consider an investigation to
assess compliance with the
broader security
requirements of Article 32.
R RIREZR S 7T > 705
V., W T — X N E I ]
REZ2 &, Al M S 3R 2
PEDIEA B 72 B RIZAE T 72
WTHAIND, BB
KT 5, A NITKT 5
WEITEINRWTHA),
[SYSAPNL = E EE
BUZ X DA T U MR
THICEDG A 32 =D
FVIR#Hi72 X 2 VT ¢ B
O ST AR 2 BT 5 7
D, HELBELID,

v. An individual phones a
bank’s call centre to report a
data breach. The individual
has received a monthly
statement for someone else.
The controller undertakes a
short  investigation (i.e.
completed within 24 hours)
and establishes with a
reasonable confidence that a
personal data breach has
occurred and whetherithasa
systemic flaw that may mean
other individuals are or might
be affected.

V.o NDMRIT D3 — 1
B —|ZEREL, T 2R
FEEWmET 5, YL E AN
BANDH KA ELZEHL
NQAY

BELE X, R oA
(F72bb 24 FEFILINIZSE
T325b0)%FE kL, HA

Yes.
AN

Only the individuals
affected are
notified if there is
high risk and it is
clear that others
were not affected.
BEWIRATINHD |
MO B A =
T TWDE NN
WZ LD B0 5
AR EBEEZTD
il AL T 2
HWEIT D,

If, after further investigation,
it is identified that more
individuals are affected, an
update to the supervisory
authority must be made and
the controller takes the
additional step of notifying
other individuals if there is
high risk to them.

SEW) DR T ECRF - SN
Z OB ANNEEL =TT
WHZERHIT 556, &
RSB R U BT 1 A 1
L7279, 2%
B, LofE AN IZHK LT
HEWIRIBREL DA
BB ANZK LB T 5HE
i‘ﬁﬁﬂﬂé@?ﬁ(%éﬁfé:
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T —HRFENELTNDHD
&L FMOE NG B E S
FCTWD XT3 T B A RENE
DIHY AT A D K EH
TFEEL CWAENE S FL
W7o E b > CHERT 5,

vi. A controller operates an
online marketplace and has
customers in multiple
Member States. The
marketplace suffers a cyber-
attack and usernames,
passwords and purchase
history are published online
by the attacker.
VIiEEE N T~ —r
I NT VARG EE L TEY,
BEOMBEI @ EzAL
TWd, Y~ —T v 7L
AADY AN EZZT |
4 SR —F TR
g AN BN BB (2o
vIAv BlTANFEEND,

Yes, report to lead
supervisory authority if
involves cross-border
processing.

(RN c1aT A A/ f oA
%%ié\ T EE B (SR
Do

Yes, as could lead to
high risk.
X, BWIRZZ
DIRMDHEBEIND
HDHI=D,

The controller should take
action, e.g. by forcing
password resets of the
affected accounts, as well as
other steps to mitigate the
risk.

The controller should also
consider any other
notification obligations, e.g.
under the NIS Directive as a
digital service provider.
EEEIL, BT IT
T hDIRAT — R D5 il
Uty hofh, VA7 ZAKH T
BHI-6 D FALTEOHE %
AV P AU EVANSYI AN
EBHFILER, TV
—BE RN —LLTD
NIS ES IS AAMER
E AMMOHLPLHIBHELD
BRELRTNIEZRBR0,

vii. A website hosting
company acting as a data
processor identifies an error
in the code which controls
user authorisation. The effect
of the flaw means that any
user can access the account
details of any other user.

vii. 7 — Z AL L LTk
BT =T A NRAT ¢
IS 2 — Y —FEE
Y 5 —Rice T —%
FeET 5, ZOKKMaD
X, WOz —3—4 | fill
D2—PF—=DT B FDFF
HNZT 7 BATEDENHIHOD
TdHD,

As the processor, the
website hosting company
must notify its affected
clients (the controllers)
without undue delay.
Assuming that the website
hosting company  has
conducted its own
investigation the affected
controllers  should  be
reasonably confident as to
whether each has suffered
a breach and therefore is
likely to be considered as
having “become aware”
once they have been
notified by the hosting
company (the processor).
The controller then must
notify the  supervisory
authority.

REZELL T, V=7 P Ak
IRAT A T hlE A
IR, AT D
fREE N (EF B (@A L
IRTAUTTRB720,

T P ANRAT 4T
AV B O A A FE L
T2 RET DL, RAT 4
7t (QLBLEE) I s
AT R T B %%

If there is likely no
high risk to the
individuals they do
not need to be
notified.

(PN Y=
VAR DEBEILDR
Wina . £OM A
SOFFNERE,

The website hosting
company (processor) must
consider any other
notification obligations (e.g.
under the NIS Directive as a
digital service provider).
If there is no evidence of this
vulnerability being exploited
with any of its controllers a
notifiable breach may not
have occurred but it is likely
to be recordable or be a
matter of non-compliance
under Article 32.
V=T YA NRAT T2
(JLBRFE) 1L, thodbbd Db
WHFEIFIZ OV THE LR
JiuRZenien (Flzx, 7
VENA—E AT RN, H—
ELTD NIS 5712 H5<8
HFH) .
% DWaFaTER N T D
HEIZOWTHEHIN
EVIREHLAS 2L RN
KGR FITH & TR
D3, FLERXTRITIRDDN, &
72<IEH 32 SRITHAGEST
f}i@lﬂuﬁ%ﬁ&fiéﬂﬁ%@bi
Do
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FAEFLE L, FhENN
SEEEZ T INEDNDES
AR HEENHDHILT T
HY. LN TIEEL
7ol EB TSN D Al gEMEMN
B, ZOEXERE L,
2 S e o BB
L7 AUE 7257200,

viii. Medical records in a | Yes, the hospital is obliged | Yes, report to the
hospital are unavailable for | to notify as high-risk to | affected
the period of 30 hours due to | patient’s well-being and | individuals.
a cyber-attack. privacy may occur. T, EE T
viii. J Bt D BRI FLER ST A | 1T, BB OREEL T | 2 N2 #HE T
NGB LD 30 KEAFIH | A3 —IZ@EWIRT A | B,
REEERD, CHD72 | Rbeid g

=B,
ix. Personal data of a large | Yes, report to supervisory | Yes, report to
number of students are | authority. individuals
mistakenly sent to the wrong | {3\, BB BB IZ % Lt | depending on the

mailing list with 1000+ | 535, scope and type of
recipients. personal data
ix. ZHOFEOENT —H involved and the
M, ZAFH ) 1000 NEHEZ severity of possible
HEESTZA—Y T YRR consequences.
2, o TERF NS, F, 532
NT —HDHINE
[0} &= I A O Nt
LoDk R DRI
FELZIE T, A
(ZHRET D,
X. A direct marketing e-mail is | Yes, notifying the | Yes, report to | Notification may not be
sent to recipients in the “to:” | supervisory authority may | individuals necessary if no sensitive data

o ”

or “cc” fields, thereby
enabling each recipient to
see the email address of
other recipients.
x.é@%ﬁ%’vﬁl\’\?—&?f/
T DEAA—D3 to: ) Lix
rccj74’*—/1/1\0) e
EEIN, ZRICKVEZE
FIIMOZAEH DEF A—
VTRV A% RAHZENTED
JolT2 %,

be obligatory if a large
number of individuals are
affected, if sensitive data
are revealed (e.g. a mailing
list of a psychotherapist) or
if other factors present high
risks (e.g. the mail contains
the initial passwords).
TV, ZEOE N5
s ADRAY NN A
7T =N LN DY
& WA IX, DERE LD
A=V 7 YZR) ( 3o
BERN BN AT 2
A Bz, A= D39
AT =R T80 5), B
B ~D@mmIERG L
7299%,

depending on the
scope and type of
personal data
involved and the
severity of possible
consequences.

Fv, 5323
NT —HDHINE
[0} &= I A O Nt
LoD R DA
FELZIE T, A
(ZHRE D,

is revealed and if only a minor
number of email addresses
are revealed.
BT U7 T AR B
WZENT . oD EDE
A=V T RUAD B3 50>
WZENDHGE . WIS E
720N,
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