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The European Data Protection Board

BRIN T — R i

Having regard to Article 70 (1)(e) of the Regulation 2016/679/EU of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC, (hereinafter “GDPR”),

BN T — 2 DN EBEIET D B IR ADOREIZE TS, MO £D 7 —2D B HRBHRIC
B4 %, I ONT, 545 95/46/EC Z g LT DR GRS K OB F2 D 2016 42 4 A 27 HOHL
HI(EU) 2016/679/EU (LA T, TGDPR &V, ) D 70 4255 1 H(e)= 5 EL .

Having regard to the EEA Agreement and in particular to Annex XI and Protocol 37
thereof, as amended by the Decision of the EEA joint Committee No 154/2018* of 6
July 2018 ,

2018 47 H 6 H® EEA J[AZ B DU E No 154/2018 IV EIES T EEA HE 1.
Froz D EE X L OZ O ES 37 25 L

Having regard to Article 12 and Article 22 of its Rules of Procedure,
ZDOFRMRIDOH 12 LM O 22 FaEEL T,

HAS ADOPTED THE FOLLOWING GUIDELINES
T DOHARTAL ZHIR LT,

1 Introduction

IO
1. The intensive use of video devices has an impact on citizen’s behaviour. Significant
implementation of such tools in many spheres of the individuals’ life will put an
additional pressure on the individual to prevent the detection of what might be
perceived as anomalies. De facto, these technologies may limit the possibilities of
anonymous movement and anonymous use of services and generally limit the

possibility of remaining unnoticed. Data protection implications are massive.

! References to “Member States” made throughout this document should be understood as references to “EEA
Member States”.
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While individuals might be comfortable with video surveillance set up for a certain
security purpose for example, guarantees must be taken to avoid any misuse for
totally different and — to the data subject — unexpected purposes (e.g. marketing
purpose, employee performance monitoring etc.). In addition, many tools are now
implemented to exploit the images captured and turn traditional cameras into smart
cameras. The amount of data generated by the video, combined with these tools and
techniques increase the risks of secondary use (whether related or not to the
purpose originally assigned to the system) or even the risks of misuse. The general
principles in GDPR (Article 5), should always be carefully considered when dealing
with video surveillance.
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Video surveillance systems in many ways change the way professionals from the
private and public sector interact in private or public places for the purpose of
enhancing security, obtaining audience analysis, delivering personalized advertising,
etc. Video surveillance has become high performing through the growing
implementation of intelligent video analysis. These techniques can be more intrusive
(e.g. complex biometric technologies) or less intrusive (e.g. simple counting

algorithms). Remaining anonymous and preserving one’s privacy is in general



increasingly difficult. The data protection issues raised in each situation may differ, so
will the legal analysis when using one or the other of these technologies.
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In addition to privacy issues, there are also risks related to possible malfunctions of
these devices and the biases they may induce. Researchers report that software
used for facial identification, recognition, or analysis performs differently based on the
age, gender, and ethnicity of the person it’s identifying. Algorithms would perform
based on different demographics, thus, bias in facial recognition threatens to
reinforce the prejudices of society. That is why, data controllers must also ensure that
biometric data processing deriving from video surveillance be subject to regular
assessment of its relevance and sufficiency of guarantees provided.
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Video surveillance is not by default a necessity when there are other means to
achieve the underlying purpose. Otherwise we risk a change in cultural norms
leading to the acceptance of lack of privacy as the general outset.
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These guidelines aim at giving guidance on how to apply the GDPR in relation to
processing personal data through video devices. The examples are not exhaustive,
the general reasoning can be applied to all potential areas of use.
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LB OWTHEHEZ R T 22 HIEL TS, LU T OFITHEMEN7eH O Tlded, —fi%
BY7eHERRIE MO ATREIEDH 5§~ TOLEHIE T § 523 TE D,



2 SCOPE OF APPLICATION?

1 FH
2.1 Personal Data
AT —2
7. Systematic automated monitoring of a specific space by optical or audio-visual

means, mostly for property protection purposes, or to protect individual’s life and
health, has become a significant phenomenon of our days. This activity brings about
collection and retention of pictorial or audio-visual information on all persons entering
the monitored space that are identifiable on basis of their looks or other specific
elements. Identity of these persons may be established on grounds of these details.
It also enables further processing of personal data as to the persons’ presence and
behaviour in the given space. The potential risk of misuse of these data grows in
relation to the dimension of the monitored space as well as to the number of persons
frequenting the space. This fact is reflected by the General Data Protection
Regulation in the Article 35 (3) (c) which requires the carrying out of a data protection
impact assessment in case of a systematic monitoring of a publicly accessible area
on a large scale, as well as in Article 37 (1) (b) which requires processors to
designate a data protection officer, if the processing operation by its nature entails
regular and systematic monitoring of data subjects.
TN PEDLRFE DT | SUIME N DA LA 2T 5728012 JEFR SUTHRER )+

BAZ X > TRE D ZEM 2SR H BN AR T2 2813, SO BERBRLR->TND, 2
HLTZIEENL, BRSO ZE I AD AT DN T, SMBLRZE DD R E D EEFRITHES 0
TR ATREZR T T AT B D G R S IHIE R R OIE LR FF M TN D,
ZNODFERRIFERICEEDNT, NOH SLEMER T HIENTED, Fio, UishrED 2%
F'EﬁGﬂlﬁl)\ﬁﬁ@bf:?%&@‘%i’@@ﬁ%ﬁ&:ob YCOENT —Z DR DA BRI AT

(2725, ZNHDT —ENANEIZFIHINDYAZ T, BRI RO ZER DO RES, Fe, 22
AR T2 A% OEICEEL THE KT 2, ZOFEFEIL, — kT —2REH RIS
35 (CNTKMSAL TN D, ZORIETIX, AT 7B AR REARGAT & KRR
RN T 256 7 — 2 RER BTN AT TO IO RO L TRY, 7z, RIBHIZE375%
FE(b) Tl BREB DT OMHE L 7 — 7 BREE SR S RANZEE R D0 B
DO WBE N T — 2R 7 Y — %484 T 5 L9RD T D,

2 The EDPB notes that where the GDPR so allows, specific requirements in national legislation might apply.
EDPB (¥, GDPR 23i8® 2356, EPEORIE ORI EM E 0G5 mIclE T 5,
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8. However, the Regulation does not apply to processing of data that has no reference
to a person, e.g. if an individual cannot be identified, directly or indirectly.
UL, [RPBLANE B LBEEMEDS 2 GG | BILRITE A Z BB SU TR RI SR T
RN E DT —Z D BARNZITE A S,

Example: The GDPR is not applicable for fake cameras (i.e. any camera that is

not functioning as a camera and thereby is not processing any personal data).
However, in some Member States it might be subject to other legislation.

fil: GDPRIZ, #I—H AT (DFD, WAZELUTHRER T, Lo > TIRAT —&# %1
T TORNAIAZ) ITITEA SN, 2L, —FDMBEF TIZ, 5= U AT
DIERBITHR T S5 5,

Example: Recordings from a high altitude only fall under the scope of the GDPR
if under the circumstances the data processed can be related to a specific
person.

Bl @ETALOSKEIX, Bl T — 2 0NFEED NN BE SIT OS5 61
D F, GDPROD i HHFIH I & E415,

Example: A video camera is integrated in a car for providing parking assistance.
If the camera is constructed or adjusted in such a way that it does not collect
any information relating to a natural person (such as licence plates or
information which could identify passers-by) the GDPR does not apply.

Bl BRI ER SR T 572 OB T A I AZN BB EICHAIAEILTND, BATH
HARNIZBIT 21 (o =7 — b UTBIT AN EBB TEOE L) ZUUEL
RN ERE ST EES LTS5 G ITIXGDPRANE I S 41720,

2.2 Application of the Law Enforcement Directive, LED (EU 2016/680)
L THE4Y, LED (EU 2016/680) i H
10. Notably processing of personal data by competent authorities for the purposes of

prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention

of threats to public security, falls under the directive EU2016/680.
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11.

12.

FriZ, BILDOLRE~DEBOOUREL T iz ate, JLFRITRAOBIIE fA, HiH,
FRSUIFIERNOITZ B ETDATEE ITICEOE AT =2 ORI, F 5
EU2016/680D %t 5 L7025

2.3 Household exemption
FIE D RIS

Pursuant to Article 2 (2) (c), the processing of personal data by a natural person in
the course of a purely personal or household activity, which can also include online
activity, is out of the scope of the GDPR.3

F2AR2TA(CHITE . H AR ADSHE ZFAR) UK IEN OAT 25 DI (> T A AL &
HF%0) TITONDENT —Z D Hdh\ T, GDPRDE H#iHA T 53,

This provision — the so-called household exemption — in the context of video
surveillance must be narrowly construed. Hence, as considered by the European
Court of Justice, the so called “household exemption” must “be interpreted as relating
only to activities which are carried out in the course of private or family life of
individuals, which is clearly not the case with the processing of personal data
consisting in publication on the internet so that those data are made accessible to an
indefinite number of people”.* Furthermore, if a video surveillance system, to the
extent it involves the constant recording and storage of personal data and covers,
“even partially, a public space and is accordingly directed outwards from the private
setting of the person processing the data in that manner, it cannot be regarded as an
activity which is a purely ‘personal or household’ activity for the purposes of the
second indent of Article 3(2) of Directive 95/46™.

3 See also Recital 18.

HISCER 18 THS ST e v,

4 European Court of Justice, Judgment in Case C-101/01, Bodil Lindqvist case, 6th November 2003, para 47.
BNFRERHFT, 77— & C-101/01 DR, #7717 - V> N2 07 X P2 —X 20034 11 H 6 H, »¥7
777 47,

5 European Court of Justice, Judgment in Case C-212/13, Frantisek Rynes v Urad pro ochranu osobnich tidajii, 11
December 2014, para. 33.

RRINEIEEHFT, 7 — 2 C21213 DR, 7 F > 71222 « 74 %> 20 F = 2 HFIFIGN EHRIRZE
Ji 2014 12 H 11 H, 7277733,
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13.

ZOHE (WD ZEEOE AR 1, B 7 AR OSURTIL, B IcfgREnziin
(Z725720, L7eA3o T BN GESHIFT CHIRS NI, Wi 4 T5EED I BRI
VXTI DFHGRAETE K IZ ST F DR T T S5 B D 5 B T3 RS i
FIUZIRDIRNIR | 78— R p L TLRBISI, FFERDN 4 37 —FZ T 7 EXTES
LNFEE IV MAN T —F DIIR T, BIEHNZZFUZZZ 2 L2004, SHIZ, BT 4B
VAT LDMENT —Z DRI ERIBI LR Z AN [ FIHT Th > T AHLZE[H] 5 5 74,
LTED o T —53F DIk TR > TOBE DT ZE A EINZ AT 54 TV VS )57
BN THULIEF9E/46 FHIZKFRE D22 H DA 72 D HHY |-, ST F A9 R 135 JE
ADID)EE) T BE1F40I 87500 P,

What regards video devices operated inside a private person’s premises, it may fall
under the household exemption. It will depend on several factors, which all have to
be considered in order to reach a conclusion. Besides the above mentioned elements
identified by ECJ rulings, the user of video surveillance at home needs to look at
whether he has some kind of personal relationship with the data subject, whether the
scale or frequency of the surveillance suggests some kind of professional activity on
his side, and of the surveillance’s potential adverse impact on the data subjects. The
presence of any single one of the aforementioned elements does not necessarily
suggest that the processing is outside the scope of the household exemption, an
overall assessment is needed for that determination.

FADBHN CTENES 29287 AL @I TE, FEEDwEHIBRIMIE S 35 7R
PEDRBDHD, AL, FEICBDTO BB L2TIUTRBR NN O D BRI K AT D,
ECJSHIR THREE S EREDERITINA, FIETOE T AREROMEME 1L, 7 —FF
IREATEDE NBIZRBRZ AL TDE D BERD BRSNS | BB S Mo
OO EFRIZRIEBENZRIEL TWLNEIN, BENT —F FRICER B4 KT T ATHE
PERBDDINE IV EARFT T DM BN DD, RNRDER N —DOTHaZ S T 1L, L TLHZED
R\ NAIFBE D BRI OHPH I T D Z &2 R T 56 0 Tl EDHWrz->u T
TR A BRI AN LB TH D,

Example: A tourist is recording videos both through his mobile phone and
through a camcorder to document his holidays. He shows the footage to friends

and family but does not make it accessible for an indefinite number of people.

This would fall under the household exemption.

12



14.

Bil: FRATE DS B H DIRIRZ LT A7 ICHEEREE L Y T A I AT Dl J7 Tk L
TWD, YEITHE L. TOMBE K ARCFEITIZREDLOD, REFEERD A 4
DT 7 BATELRERITIZIL 2\, ZAUIFIEDE ARRINCEE S 95,

Example: A downhill mountain biker wants to record her descent with an
actioncam. She is riding in a remote area and only plans to use the recordings
for her personal entertainment at home. This would fall under the household
exemption even if to some extent personal data is processed.

Bl: BTN T T NI DEBENT 73 a AAT TR FTadkBL LD EE 2
%o UikEF I NBBEN-HUIRA E - TRY, B TOMANEEIZZOHkZF] H
TLTEDHTHD, ZO%EHNT —F DL LILS N TN TS BERFFED
RIS 7D,

Example: Somebody is monitoring and recording his own garden. The property
is fenced and only the controller himself and his family are entering the garden
on a regular basis. This would fall under the household exemption, provided that
the video surveillance does not extend even partially to a public space or
neighbouring property.

B: 852508 5 DREZEA L T)%, BOiICHEN TRy, BBE R FEZD
FIRD HHEHHNFEIZH AL TND, 2T, BT ARS8 Th a4k o
Bl B D LIRS TORNZ &2 RAFIT, FEDTEHBRIMIE S 5,
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15.

16.

3 LAWFULNESS OF PROCESSING
B o vENE

Before use, the purposes of processing have to be specified in detail (Article 5 (1)
(b)). Video surveillance can serve many purposes, e.g. supporting the protection of
property and other assets, supporting the protection of life and physical integrity of
individuals, collecting evidence for civil claims.® These monitoring purposes should
be documented in writing (Article 5 (2)) and need to be specified for every
surveillance camera in use. Cameras that are used for the same purpose by a single
controller can be documented together. Furthermore, data subjects must be informed
of the purpose(s) of the processing in accordance with Article 13 (see section 7,
Transparency and information obligations). Video surveillance based on the mere
purpose of “safety” or “for your safety” is not sufficiently specific (Article 5 (1) (b)). Itis
furthermore contrary to the principle that personal data shall be processed lawfully,
fairly and in a transparent manner in relation to the data subject (see Article 5 (1)(a)).

T ABEREFIH DN, 2O B B FEMICRRE SN LENBHD (FE5RF1H
(b)), BT A BRI, 7L 2 REPESCZT DD E PEDARFED S | E N DA e O F R
IR SERMEDLRFHED B . REFFAOTZO DFHIUEE/ LY | <D BHBNENL D8, Zhb
DR A BEEF I TLELSN DU IR HY (FEEFRF2H) T 5T R Tor T4
T LIRFESND BN DD, BEDIATE—DEHFIZLVFEIC B TSNS
BraZld, — S CE LT DL TED, SBIT, F1BRITUE - THHR H a7 —# 14K
(ZIBEENLRT TR D700 GET & AL HICRE T o8B eSS, BIZTL
B AT BRI O ZROTD 1 L) HIIZHESKE T AL, H2 I EShTns
LIV Z RN (FEBEF (D) . IHIT, ZUE AT —423, 7 —F BARED BRIz
T AEM, REPOSHEFNMEDH D I71E THR DN RTIIRERNEWI TR )T 5
(5E52:(1) (@)zH),

In principle, every legal ground under Article 6 (1) can provide a legal basis for
processing video surveillance data. For example, Article 6 (1) (c) applies where
national law stipulates an obligation to carry out video surveillance.” However in

practice, the provisions most likely to be used are

6 Rules on collecting evidence for civil claims varies in Member States.
RHEFRRD 72 D IHLZ PR S 2 v — A I3 NEE TR 5,

" These guidelines do not analyse or go into details of national law that might differ between Member States.

AHARZA4 vk, MEEECTRRY 5 2 ENEOIT21TH 3, Xidx OFHlIcLb AL 7,
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JRAIEL T, BHEBSRFE1HD T N TOERRIUL, B 7 A BT — 22 RO IERAR LS
20155, B2, EWNEDNE T ABEREITORBBEHEL TODLEITIE, HeRE1H
() HENDT, Ll EERITIE, bEHSNDREMOHLRIEIL, LLTFORETH
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* Article 6 (1) (f) (legitimate interest),
F65 1 (F) (IE 4 70 F2%%)

* Article 6 (1) (e) (necessity to perform a task carried out in the public interest
or in the exercise of official authority).
F65H1H (e) (AFLDFIRITIUNT, UL, ARSI DOHEROITEIZ I TT
ONDIHS AT T DB

In rather exceptional cases Article 6 (1) (a) (consent) might be used as a legal basis
by the controller.

LB 2 — AT, H6KF 15 (a) ([FE) 23V B IZXVIERRILE L TR E
9%,

3.1 Legitimate are interest, Article 6 (1) (f)
EXM7FI2E , #6517 (f)
17. The legal assessment of Article 6 (1) (f) should be based on the following criteria in
compliance with Recital 47.
FOSR B VN DIERIFHII L, B SCEEATHIIIES TUL T ORIEITE SN TTHINE
THd,
3.1.1 Existence of legitimate interests
1E 2 22 RZR DAFAE
18. Video surveillance is lawful if it is necessary in order to meet the purpose of a
legitimate interest pursued by a controller or a third party, unless such interests are
overridden by the data subject’s interests or fundamental rights and freedoms (Article
6 (1) (f)). Legitimate interests pursued by a controller or a third party can be legal®,
economic or non-material interests.® However, the controller should consider that if
the data subject objects to the surveillance in accordance with Article 21 the

controller can only proceed with the video surveillance of that data subject if it is a

8 European Court of Justice, Judgment in Case C-13/16, Rigas satiksme case, 4 may 2017
BRMNENERCHIFT, 77— R C-13/15 DIk, Vo xcaiio s — X, 201745 H 4 H

9 see WP217, Article 29 Working Party.

5529 ZAF3EH A WP217 2 B iz v,
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19.

20.

compelling legitimate interest which overrides the interests, rights and freedoms of
the data subject or for the establishment, exercise or defence of legal claims.

U AR, B EE UTE S E D RDHELRFZED B ZER T DI T e
Bty YA LGN T — 2 OREZ RO 5T —F FROF 48 I THARBI 2R L Ot
HHMEESNDSG B L IRE, WIETHD (F6ARFB 1) , BHE UTHE =F B LT
DIEM 7RI IERORIARS BB BORIEE . SUTIEME 2RI D AT REMED B D9, Ll
FHAE L, 7= EERPE21 R > THEHIC SR 2R N5 E . 7 — 2 BEORZE,
MR, K OVH DB T 5 e a 73200 IE S RS TH DY A SUKIERIGER O
S ATEESUIB DT DI, T —F ERDOE T AR D DTN TEDREBE
THMED DD,

Given a real and hazardous situation, the purpose to protect property against
burglary, theft or vandalism can constitute a legitimate interest for video surveillance.
B O fERARRDL T Tl 5REE . B BT A0 DM EEA RS HL0 ) BRI,

U T A RO IE SRR A T D ENTED,

The legitimate interest needs to be of real existence and has to be a present issue
(i.e. it must not be fictional or speculative)©. A real-life situation of distress needs to
be at hand — such as damages or serious incidents in the past — before starting the
surveillance. In light of the principle of accountability, controllers would be well
advised to document relevant incidents (date, manner, financial loss) and related
criminal charges. Those documented incidents can be a strong evidence for the
existence of a legitimate interest. The existence of a legitimate interest as well as the
necessity of the monitoring should be reassessed in periodic intervals (e. g. once a

year, depending on the circumstances).

14705, BT EL, BHEORE THLME N DD (F 70 | ZRZESUTHERS
NobDTHHTUIRBIN) 10, AR Z BT DRI, mEDOHEESLEHKNpHE L 3l
FIZNEZRRB D FEEL TR DD, TH AV TADOJFANZREL T, EEE X
B2 g (R AT, 75, B IOHRR) M OB D S B A SCE L T DL EEL
VY, ZIHDSCEACSIVZSHEL, ISR MFAE T DR /2R EHLE 72055, 1E 24 72F]

10 see WP217, Article 29 Working Party, p. 24 seq. See also ECJ Case C-708/18 p.44
5529 SeAEERR S WP217, 24 ~— VI F 2SI v, WONRREEHFT 7 — & C-708/18 D 44 < — %
ST Nz,

16



21.

22.

23.

WOTFHELBERD BB, I (BT EARE  RIUSIE L O) FRFlisnS
RETIB,

Example: A shop owner wants to open a new shop and wants to install a video
surveillance system to prevent vandalism. He can show, by presenting
statistics, that there is a high expectation of vandalism in the near
neighbourhood. Also, experience from neighbouring shops is useful. It is not
necessary that a damage to the controller in question must have occurred. As
long as damages in the neighbourhood suggest a danger or similar, and thus
can be an indication of a legitimate interest. It is however not sufficient to
present national or general crime statistic without analysing the area in
question or the dangers for this specific shop.

Bl JEEDRFLWEEA =T 3 2I2H720 AT 2B Tedice 7 A
AT DERBBLIZNEE 2 TOD, JEEIE, B CREIT AR L HL NI LR,
WatT — 2 &R T AL T, GEHTAZENTED, £, LD IEHORERY 5
BTI0%, BEIE EDREFELH - TODMLEITRV, ITBETORENERIERE %
RET LD THIE, IELRHIRZ R T D LD, L, MBEERD KISk
TEDJEF DGR Z AT T2 REB T —RARILRF R 2R~ 57210 T
IR+ THD,

Imminent danger situations may constitute a legitimate interest, such as banks or
shops selling precious goods (e.g. jewellers), or areas that are known to be typical

crime scenes for property offences (e. g. petrol stations).
FUTLEEMARTEIE (BT, FA)E) . AT PESL O IR AL TR L TRIb

TODGAT (BIZIT, YV AL R) 708 2L ST fERBRRDUTIE S 22 R 2 2 A B L A5
50

The GDPR also clearly states that public authorities cannot rely their processing on
the grounds of legitimate interest, as long as they are carrying out their tasks, Article

6 (1) sentence 2.

F7-. GDPR HE65H1HEE2 30T, AW ZDOE 221 TL CTWAIRY, 2D EHk
W IE S R IR LT 5 2 L 1L CTE RV EBHREIC IR R TV A,
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24,

25.

3.1.2 Necessity of processing
ipE AN LT

Personal data should be adequate, relevant and limited to what is necessary in
relation to the purposes for which they are processed (‘data minimisation’), see Article
5 (1) (c). Before installing a video surveillance system the controller should always
critically examine if this measure is firstly suitable to attain the desired goal, and
secondly adequate and necessary for its purposes. Video surveillance measures
should only be chosen if the purpose of the processing could not reasonably be
fulfilled by other means which are less intrusive to the fundamental rights and

freedoms of the data subject.

HANT —21%, Bdlboid HO MBS LT, YT, BIEMERHY | LB 0
IZIRESNDRETHD ([F—2DH/Mb)) . F555E 15 (c )%#%Bﬁémm\o B
T A G AT DA IET DRI, ZOFENH —ICHZER T D200 Y ThoHH
EIM, B AT HIZR L GEEINN D B THHNEINE T IR RG24 3
0%, BT A AT KT, T — X EROIEAR2HMHER] L OV H HA~DRERDIR MO
FRUAZ IS T, Bl B G BRANISEZRR CERVG R IO RBERINDLRETH D,

Given the situation that a controller wants to prevent property related crimes, instead
of installing a video surveillance system the controller could also take alternative
security measures such as fencing the property, installing regular patrols of security
personnel, using gatekeepers, providing better lighting, installing security locks,
tamper-proof windows and doors or applying anti-graffiti coating or foils to walls.
Those measures can be as effective as video surveillance systems against burglary,
theft and vandalism. The controller has to assess on a case-by-case basis whether

such measures can be a reasonable solution.

EHEDPATPEREOILIRZPL L LN EE X TG BEE L, BT AR A
T LERRIET DRI, REEAHCH, i B IR EMHI e Sk — /L 238 AL
MEZEE MDA, BX2) Ty 70N T BRI IEDESCREAZREL ., T
HEEXP LA —T 127 O TA LITBE~DRA VDU 25728 Blo'X=2U7 4
KR AEFLDHIEL A[RE TH D, ZNHOXRIL, RIS, THEK, AT A5 L T T A
VAT LEFBEONREPEFTED, FHEF L, OIS R A B2 R R 272 570>
LTy — RS« = A TEHI L2 AU e B 720,
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26. Before operating a camera system, the controller is obliged to assess where and
when video surveillance measures are strictly necessary. Usually a surveillance
system operating at night-time as well as outside the regular working hours will meet

the needs of the controller to prevent any dangers to his property.

HHHENL, WATVAT DETEAT DN, &7 A B, M B5T L 4 e
WIS 2385 % Ao V5, SBH T, B Ol BB IR RS B R 27 4
&, RBRE~OfEBED LT DT O =— %= b DO Th b,

27. In general, the necessity to use video surveillance to protect the controllers’ premises
ends at the property boundaries.'! However, there are cases where the surveillance
of the property is not sufficient for an effective protection. In some individual cases it
might be necessary to exceed the video surveillance to the immediate surroundings
of the premises. In this context, the controller should consider physical and technical

means, for example blocking out or pixelating not relevant areas.

— R SR DR PE AR T DT T8 T A A T A BN L o5
RNIZEEEBN, Lo, BRI RHEOTDITIT, BN OEARZST TIR +o 7254
DB, % O —ATIL, BT A RO REBHO DI E TIRT DUNERH LG
R, ZO%E BEE T, FIAIXREROZRW KIS DWW GEWT U TE 7kl o
PrERH B OB )7 FEe 2 B BT DB D,

Example: A bookshop wants to protect its premises against vandalism. In
general, cameras should only be filming the premises itself because it is not
necessary to watch neighbouring premises or public areas in the surrounding
of the bookshop premises for that purpose.

Gl: FIED, EOIEELBIEIT AN ORELTNEE ZTWD, Y% HRICHBLT
BT AR BIEOBMAN DL E R _ETHY, Bt a0 0 N3k Kz b
T 2MEITHVEE A,

28.

1 This might also be subject to national legislation in some Member States.

/2, —HoMEETcIR D ENEORBFICRT 25635 5,
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29.

30.

Questions concerning the processing’s necessity also arise regarding the way
evidence is preserved. In some cases it might be necessary to use black box
solutions where the footage is automatically deleted after a certain storage period
and only accessed in case of an incident. In other situations, it might not be
necessary to record the video material at all but more appropriate to use real-time
monitoring instead. The decision between black box solutions and real-time
monitoring should also be based on the purpose pursued. If for example the purpose
of video surveillance is the preservation of evidence, real-time methods are usually
not suitable. Sometimes real-time monitoring may also be more intrusive than storing
and automatically deleting material after a limited timeframe (e. g. if someone is
constantly viewing the monitor it might be more intrusive than if there is no monitor at
all and material is directly stored in a black box). The data minimisation principle must
be regarded in this context (Article 5 (1) (c)). It should also be kept in mind that it
might be possible that the controller could use security personnel instead of video

surveillance that are able to react and intervene immediately.

BRI OO LBEPEIZ BT 25T, SHLO R 2T IEIZ DWW THAEL D, WD — R
T, —EORIFHIM %R B BICHIBRS AL, EFHN R AE LTS AL O B
BIZT 7 BATEDLIIRT T IRy I AT REF AT HZENLENL LR, F7, Bl
%R HUBEBRNE AL DI, 7T IRy AT REVT MEA LERD L B 0% %
RT200%, BRI SWTIRETHMERH S, FlziE, BT A RO B B0SFERLR 2
THIUX, VT IVEA LOTFIEITEF L TR, T2, YT A A LRI, G AR AT
LC, — MR ZIC, BEICHIBRT2L0BRAEREWGEE3HD (B2, §ED
NN =F— A TCWEIGE | ==l BGNERE T Ty 7Ry 7 AR A7 S NHS
BIOBRAERENGERSD), T —XOE/IMEDFRNE, ZOARIZIHBWTEESN

IRTFAURZRGT N GBEBAR BT (C) . Fio, BHE L, © 7 A ORDYIZ, BIEEIZ KRS
N ATELEEEFIA T 2L AR THHI LA RFAICELIRETH D,

3.1.3 Balancing of interests
IES 7RG OB 2 5L

Presuming that video surveillance is necessary to protect the legitimate interests of a
controller, a video surveillance system may only be put in operation, if the legitimate
interests of the controller or those of a third party (e.g. protection of property or
physical integrity) are not overridden by the interests or fundamental rights and

freedoms of the data subject. The controller needs to consider 1) to what extent the
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monitoring affects interests, fundamental rights and freedoms of individuals and 2) if
this causes violations or negative consequences with regard to the data subject’s
rights. In fact, balancing the interests is mandatory. Fundamental rights and freedoms
on one hand and the controller’s legitimate interests on the other hand have to be

evaluated and balanced carefully.

AT BRE DI Y RS 2R 27T F A RN L E RS S g =
B OIS 72 (B2 X M U H IR 2252 2 VEOIRE) 73T — & EROF| 4 T
ARBYTRHER e OV B BT SEL 22 WG GICBRY | B T AR AT DA FBISE 2L TE
%, B L, 1) BEAME N ORI | FARMZMER K OV B E DR 8% AT 30,
2) ZIINT —F EIROHER 22 E LU NFE RA A USE D0 EIN IOV TH
[ETDUENDD, KB, EY RO M2 KDL INHE ThD, — I THEARNZHER]
K OE H 5 CEFE OIE LR RZRICOW T BEICEHL . £ 25 T
NSV AN

Example: A private parking company has documented reoccurring problems
with thefts in the cars parked. The parking area is an open space and can be
easily accessed by anyone, but is clearly marked with signs and road blockers
surrounding the space. The parking company have a legitimate interest
(preventing thefts in the customers’ cars) to monitor the area during the time of
day that they are experiencing problems. Data subjects are monitored in a
limited timeframe, they are not in the area for recreational purposes and it is
also in their own interest that thefts are prevented. The interest of the data
subjects not to be monitored is in this case overridden by the controller’s
legitimate interest.

Bil: RE OB SETIE, BEHIGNO BN KO EIZH) 20 L SCE
EL TN, BEHIGIIBAMS NI ZEM THY  fETO B ITT 7 BEATELLDO D, Bt
O R IR — R 7 2y — N E ST D, FEEGaE, B E
FIRE DO BEDOE# 2L LN IEH 2RI N H DT80 | WEERFEAL TODIRF
WCZDORIBEER 528U, 7 — 2 FENERSNDDIIRONR R TH
0. 7 —F ERITEE H B TEORIFUIN Dol Tlided, Fio, IWHEEARL kShs
ZEFT —HERBF ORI 2D, ZORE . T = EROERSNIL2nE
WOFIZR I, BB OIE L7 R I L > TSNS,
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31.

32.

33.

Example: A restaurant decides to install video cameras in the restrooms to
control the tidiness of the sanitary facilities. In this case the rights of the data
subjects clearly overrides the interest of the controller, therefore cameras
cannot be installed there.

Bil: VART 3 AR OIERELZER T HIDICMUIIE T A IATERE T
BT, ZOBE | T —F EROHERIZH LN E BE O IE 47253 2 50>
IZ BRI TWDTe , IATEEZICRE T HILILTERY,

3.1.3.1 Making case-by-case decisions
AN = ADPETE
As the balancing of interests is mandatory according to the regulation, the decision
has to be made on a case-by-case basis (see Article 6 (1) (f)). Referencing abstract
situations or comparing similar cases to one another is insufficient. The controller has
to evaluate the risks of the intrusion of the data subject’s rights; here the decisive

criterion is the intensity of intervention for the rights and freedoms of the individual.

HANC XTI S 7R RZE DB A XD Z LT MIETHDHT-0 T DOPRTETr— A3 A+
= ATATONRT LRG0 (61 Z ) . FIRRZRRNA SR 2 o
r—2E MR T DO B TIEAR T THD, BEHE L, T —F EROHEMZRETS
VAZ %R L2 T AR B700, ZOBE | E ANOMER| J OYEH B ~DJT ADIRE D3R E /)
IpRHELT D,

Intensity can inter alia be defined by the type of information that is gathered
(information content), the scope (information density, spatial and geographical
extent), the number of data subjects concerned, either as a specific number or as a
proportion of the relevant population, the situation in question, the actual interests of
the group of data subjects, alternative means, as well as by the nature and scope of

the data assessment.

COFRSIT, FRT, WEESH DI HOTREE (P | #EIH (s B 22 MR M OVl
HRHIFE) . (NBOUIRE T2 ABDOEIG LU O BR 27 —# FRO%, RigL>T
WDIRDL, 7 —Z EROEMOERORLE, REFB M OT —ZaHliO M E LI X
S>TIROBND,
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34.

35.

36.

Important balancing factors can be the size of the area, which is under surveillance
and the amount of data subjects under surveillance. The use of video surveillance in
a remote area (e. g. to watch wildlife or to protect critical infrastructure such as a
privately owned radio antenna) has to be assessed differently than video surveillance

in a pedestrian zone or a shopping mall.

Byt X 5 EE R RIL, BRI R IO RS e R R LD T — X FROETH
%, mIFEHITOE T AR ORI B 8 (BB A B OBLZE U O R T 7
IREDEBEIRAL T TOMNRE) (X BTHEY — R ay VS E— /L TOE T ARG LT R
AT [ BA B N A YA AN

Example: If a dash cam is installed (e. g. for the purpose of collecting evidence
in case of an accident), it is important to ensure that this camera is not
constantly recording traffic, as well as persons who are near a road. Otherwise
the interest in having video recordings as evidence in the more theoretical
case of a road accident cannot justify this serious interference with data
subjects’ rights."

Bl: (BT FEDEE TG A GG INE T L HRT) R I/ T L a—F — 2R E
THHEEIE, EDOHIATIZL S TEERLE R ATITIIND N2 D3 F R RE S 52 &
DIRNZ LT MR T DIENEE THD, £ TRIFIE, R HFEH L D02 Bl
FOHPREOFHLEL TET A 2kl § 284813, 7 —F EROMEFN 3 5 HE
RpFWEES LT 2283 TERN,

3.1.3.2 Data subjects’ reasonable expectations
T — 2 EIRO G B R

According to Recital 47, the existence of a legitimate interest needs careful
assessment. Here the reasonable expectations of the data subject at the time and in
the context of the processing of its personal data have to be included. Concerning
systematic monitoring, the relationship between data subject and controller may vary
significantly and may affect what reasonable expectations the data subject might
have. The interpretation of the concept of reasonable expectations should not only be

based on the subjective expectations in question. Rather, the decisive criterion has to
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37.

38.

be if an objective third party could reasonably expect and conclude to be subject to

monitoring in this specific situation.

RTSCERATIEIZ AR, IE SRR OFAEIME RIS T2 % B0 B D, ZOWE . A
T =2 E RO L MR I 57 — 2 BIRO G EO A & D b T iudie b
20 RRBIREERUICHOWTIR, 7 —F EREE B LOBRP LA IR RESRRDZ
LD, 2D RUTT —F FARPFF OB BRI WIS A 52 D W REMED B D, A PR
PRI LV OMERRIL, MRS 72D BB HIFRE D I E S ARETIH AR, LA,
ZORFEDRPUTEBN T, BBUNRE —H D, BROX G ESNDZ L AERIC THIL
FNEZFAND A Z T4 ZERTELNEINERE IR IEREL L2 R e b0,

For instance, an employee in his/her workplace is in most cases not likely expecting
to be monitored by his or her employer.?? Furthermore, monitoring is not to be
expected in one’s private garden, in living areas, or in examination and treatment
rooms. In the same vein, it is not reasonable to expect monitoring in sanitary or
sauna facilities — monitoring such areas is an intense intrusion into the rights of the
data subject. The reasonable expectations of data subjects are that no video
surveillance will take place in those areas. On the other hand, the customer of a bank

might expect that he/she is monitored inside the bank or by the ATM.

BIZNE SHWDIEZERIT 1FEA L OSE  BHIF ICEHRINDZ L2 TRIL T
WEAH2, Fiz AEORERIE LY | BREECIHRE CHEAINLIEL THIL TR,
[FERI, A& DAY D T ik CERARSIDZ L2 THIL TWDHEE Z DT LITAH
BITIE7e, 2D IR KA BT L1E, 7 — X EEROHERZE LR FTHI Lk
%o T —H ERPEERCHIRF T 52 81%, 2O LKW TE T A REEN Th vy
ZETHD, — T EUTOREEEIL, SITNSCATM CTEERES D Z L& T35 FTREE A D
Do

Data subjects can also expect to be free of monitoring within publicly accessible

areas especially if those areas are typically used for recovery, regeneration, and

12 See also: Article 29 Working Party, Opinion 2/2017 on data processing at work, WP249, adopted on 8 June 2017.

EQ

UTbZREI N, 529 &FERE, EHELOT — 20k IZ oW TDER 2/2017,

WP249, 2017 4E 6 A 8 HE#IR,
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leisure activities as well as in places where individuals stay and/or communicate,
such as sitting areas, tables in restaurants, parks, cinemas and fitness facilities. Here
the interests or rights and freedoms of the data subject will often override the

controller’s legitimate interests.

Flo T —ZERIE, AR E ISR ATRER KIIZ B W T L RRITE A —fRIZHER D
17 FEFRRI7ZRU 7 Lyt a ROV Py —TEENCRI SN DI G ThL 56 £,
AP VAT O A BEEE, 7y PR AR IR EEADRAELTZY, 3ta=0—
Tark ol T LA T, BERSNARNWZELHIRF TED, 22T, 7 —F EROF %

ITHERIE B DS, EEE OIEY RIS ITEB R INDOZENZ W,

Example: In toilets data subjects expect not to be monitored. Video surveillance
for example to prevent accidents is not proportional.

Bil: 7 =2 FEIT, ML TERSNRWZEZHIRIL TV, B2 IE, FE<
DETFEHITHFIL 220,

39.

40. Signs informing the data subject about the video surveillance have no relevance
when determining what a data subject objectively can expect. This means that e.g. a
shop owner cannot rely on customers objectively having reasonable expectations to
be monitored just because a sign informs the individual at the entrance about the

surveillance.

BT A ERIZOWTT — 2 BRI DIE#IL, 7 — % BAENEBIICIR TE 52
EARHIWTT BBRITIZBIR A, AL, BIRIETE LA, ANICHHEE#H T, BRL TS
ZEEANEFEITDE CNHI LT T, RPN ERSND LDV T EBHIITE BRI 7R
WAL CQODEIEE ARV LB BT S,

3.2 Necessity to perform a task carried out in the public interest or in the exercise

of official authority vested in the controller, Article 6 (1) (e)

INFRDORER :J'ob\f X, Hﬁlﬁﬁ%ﬁ G A DI AHIBEBE OMHERR DA TR 123\ T
TN 2 AT T DB, FB6SREB1H (e)

41. Personal data could be processed through video surveillance under Article 6 (1) (e) if

it is necessary to perform a task carried out in the public interest or in in the exercise
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of official authority.'3 It may be that the exercise of official authority does not allow for
such processing, but other legislative bases such as “health and safety” for the
protection of visitors and employees may provide limited scope for processing, while

still having regard for GDPR obligations and data subject rights.

NIEDOFIZRITINT, T, BEHEIZEZA DN NI DMHERDOITEEIZ W T TH
NDIRH DT DT B2 BB TIE, HEeAEE1H ()l DEE T A Al L T
NT =2 RO Z LB TEDR, BHIMEROATE TIE, ZD IR AFFSIL TR0
Ba ThoTh, aiZF M RO MR 2 2 | 2R T 272 E DM OTERRILIZIY |
GDPRDOFHH LT — 2 LIROHERZZEL S>>, AANT —X OB OFFEERETHZ
ENTED,

42. Member States may maintain or introduce specific national legislation for video
surveillance to adapt the application of the rules of the GDPR by determining more
precisely specific requirements for processing as long as it is in accordance with the

principles laid down by the GDPR (e.g. storage limitation, proportionality).

INEEENL. GDPRANE D DRI (B Z AT PRAFOHIBR . FEEBINE) (29> TODIRY | Bedki
\ZBT DR E DB A LV EREICED HZEIZED, GDPRE W H 357010, B 7 A Bifi
(2R8I BRI D ENIEEHER SUTBEATHIENTED,

3.3 Consent, Article 6 (1) (a)
[FIE. F6RH1H (a)
43. Consent has to be freely given, specific, informed and unambiguous as described in

the guidelines on consent.'4

13 The basis for the processing referred shall be laid down by Union law or Member State law» and «shall be
necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller (Article 6 (3)).

ERENTL IRV OMRILIZ, EUBRXIEMBEOENZEICLIVED TR Tidhs T, afto
FIZEIC BT, Xk, BEEICSH 2 5N OB OMER O THIC 3 TITh N 2 BIF O ZXITD 720 D HL
P ic LB RO ThRTNIER L v (556556 31H),

14 Article 29 Working Party (Art. 29 WP) ,,Guidelines on consent under Regulation 2016/679% (WP 259 rev. 01). -
endorsed by the EDPB

529 &S (Art.29 WP) 12016/679 AN IO K FEICBAT 354 ¥ 74 »] (WP259 rev.01) -
EDPB IC X Y %3,
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44.

45.
46.

FEIWCBETATARTA L THAIITWAIDNC, FEIE. BARIZE 2B, FFESIL.
HHNCIAZZ T, R TRWS O TRITIUIZ B4,

Regarding systematic monitoring, the data subject’s consent can only serve as a
legal basis in accordance with Article 7 (see Recital 43) in exceptional cases. It is in
the surveillance’s nature that this technology monitors an unknown number of people
at once. The controller will hardly be able to prove that the data subject has given
consent prior to processing of its personal data (Article 7 (1)). Assumed that the data
subject withdraws its consent it will be difficult for the controller to prove that personal
data is no longer processed (Article 7 (3)).

RRHIRER OGS 6 7 — 2 EROFREL, BISIZRGE DI BIRIESToIER
FRALE L THERE T2 (RTSCER43IES ) , ZHOLTCEEHOME | ZOHEMII AR R ER D
Az Z BB 5, 7 —2 LN EH EOEAT —Z DR NTHWT, HATCFE
LTWHZEEEBHEDSEE T DI LRI R ATRE T GRTRB1H) , 7 — X BRI H
COREZREIL G A1C, EHEMEANT — 22 GBI TN EEFEA 5
CEITNEETHD (TR 3H),

Example: Athletes may request monitoring during individual exercises in order to
analyse their techniques and performance. On the other hand, where a sports
club takes the initiative to monitor a whole team for the same purpose, consent
will often not be valid, as the individual athletes may feel pressured into giving
consent so that their refusal of consent does not adversely affect teammates.
fil: AR —=BFEDN, B COFEMONT A+ —~ L A2 g9 5701, KfE HIsE
=2V T HEIRODGE VDD, T T AR—=Y 777 FETF —LEEDE=
ZY 7 %RIC BRI CTERM T 25 E12E, i 2 DAR—VEFERFEBLESTTDIE
TF — LA MNIEREZ RESRNIORIEZELN TWDEREL LS LILVRVVE
B, ZOIORFEEIZUTUIXAZI TR,

If the controller wishes to rely on consent it is his duty to make sure that every data
subject who enters the area which is under video surveillance has given her or his
consent. This consent has to meet the conditions of Article 7. Entering a marked
monitored area (e.g. people are invited to go through a specific hallway or gate to

enter a monitored area), does not constitute a statement or a clear affirmative action
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needed for consent, unless it meets the criteria of Article 4 and 7 as described in the
guidelines on consent.'®

FEEPFEZRILE LIWG G R 10T, B 7 ORI R XIBIIN B AD T
TOT —ZEEDPBREBEEHFONTWDI LA MR T RERFE 1 HD, ZOREIL, H75R
DERMZG =T H D TIRTFIITIRBZR2, B D& DB I A~D LAY (BT, A& 53
FEE DR T X7 — M L CEER IR AD RO B TODIGE) 1, RIEICEES
DIARTAANTFERSI TN D HEAG K OHET RO IIAEZ M-SR IRY | [FIEI S B2
TR ST B2 R R AL T 2 2 A R L 72U 18,

47. Given the imbalance of power between employers and employees, in most cases
employers should not rely on consent when processing personal data, as it is unlikely
to be freely given. The guidelines on consent should be taken into consideration in
this context.

JEMEBEBDVEEB DN T —2 2B % 6 B LVE3EB LD ) BRI R TIER
WRAB 2 HE, RN HBICEZ DN ETIB 2N D  1FEAE DA RIEIZED
NRETEFRW, ZOXART, [AEIZEATDTARTA L RBBIZANDNDLNETHD,

48. Member State law or collective agreements, including ‘works agreements’, may
provide for specific rules on the processing of employees' personal data in the
employment context (see Article 88).

IR EDEWE, A, [958 K )25 AL, BHBERICI T 597 8#F OfE
AT —=Z DB NI BT DR EDHEZ EDHI LN TED (FBBES ),

15 Article 29 Working Party (Art. 29 WP) ,,Guidelines on consent under Regulation 2016/679¢ (WP 259) - endorsed
by the EDPB - which should be taken in account.

5529 &EEH S (Art. 20 WP)  12016/67 BN E-D  FRIE B3 2 474 F 74 ~] (WP 259)-EDPB I X
DIKFE - INEERT DRHENRD D,
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49.

50.

51.

52.
53.

4 DISCLOSURE OF VIDEO FOOTAGE TO THIRD PARTIES

H=H O T AR DORR
In principle, the general regulations of the GDPR apply to the disclosure of video

recordings to third parties.
JFHIEL T, GDPRO—RBIANIE 7 A AR D 55 =F ~D BRI #E S 2,

4.1 Disclosure of video footage to third parties in general

B =H O T A WUG OBIR A
Disclosure is defined in Article 4 (2) as transmission (e.g. individual communication),
dissemination (e.g. publishing online) or otherwise making available. Third parties are
defined in Article 4 (10). Where disclosure is made to third countries or international
organisations, the special provisions of Article 44 et seq. also apply.

BRI, B4R Q)ITIBNT, A5 (Bl IZEAHOw@IE) | Bt (Bl TA 74 TD
NBH) L XAE ZOMOTTEETH A A REZRRBIC T 2L L L TER SN TWD, =13,
FARM0) TERSN TV, 3 = ESUIE BRI BRSNS B 1L, HB445K70E DR
7 BUE B S D,

Any disclosure of personal data is a separate kind of processing of personal data for
which the controller needs to have a legal basis in Article 6.

TEHANT —ZDOBRRIL, B A D HOSROIEIRIAF T 50N EOH L NT —Z DRI
FEFRD RN TH D,

Example: A controller who wishes to upload a recording to the Internet needs to
rely on a legal basis for that processing, for instance by obtaining consent from
the data subject according to Article 6 (1) (a).

Bl BT ARG A A — Ry NIT v 7 B—RUIEWVE BT, B2 IXHE65F 1
@IZTEV, T —F ERNDRIBZGL72E | £ DB AT DiERRBLIC KL
HLEED DD,

The transmission of video footage to third parties for the purpose other than that for
which the data has been collected is possible under the rules of Article 6 (4).

FOSRBAHDBUE T TITONL%H A ChiUL, BAT —2RIES - ARSI O R
HIDT=DIZE T A MG Z 5 —H T DILL ARETH D,
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Example: Video surveillance of a barrier (at a parking lot) is installed for the
purpose of resolving damages. A damage occurs and the recording is
transferred to a lawyer to pursue a case. In this case the purpose for recording
is the same as the one for transferring.

B HEREZMR T2 BT, BEHGO) BECE T A BEHAREINTWD,
ENFAEL, EOEEZFHELICEL T, SRAERE TS, 205G, &ld5H
HIEBHRT 2 HHERIL ThHD,

Example: Video surveillance of a barrier (at a parking lot) is installed for the
purpose of resolving damages. The recording is published online for pure
amusement reasons. In this case the purpose has changed and is not
compatible with the initial purpose. It would furthermore be problematic to
identify a legal basis for that processing (publishing).

fl: BEREEZARTLET, BEEGO) BRI T AR E S TS, fill
Br/o 38 B B0 DikiE 24 T A TRIAL TS, 2056, BRFERSN TR
D, HAOHEIF B, EHIT, ZORHFN (AT HIE) IOV TOIER]
RIZEHRFESTHZLITRFHTH D,

54.
55. Athird party recipient will have to make its own legal analysis, in particular identifying
its legal basis under Article 6 for his processing (e.g. receiving the material).
F=FORFE L. BODER T Z | KR, BRI ST H O ERS (B, &
B2 21 D) IEROIRILZ s TE D BN D,

4.2 Disclosure of video footage to law enforcement agencies
EHATHERE ~ DB T AR DB 7
56. The disclosure of video recordings to law enforcement agencies is also an
independent process, which requires a separate justification for the controller.
EBUTHER ~O v T A8l OB /RO MNL L= 7 oA THY | & BEH B EER TR D
IEY 7R PR DS EET 72D,

57. According to Article 6 (1) (c), processing is legal if it is necessary for compliance with
a legal obligation to which the controller is subject. Although the applicable police law

is an affair under the sole control of the Member States, there are most likely general
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58.

59.

rules that regulate the transfer of evidence to law enforcement agencies in every
Member State. The processing of the controller handing over the data is regulated by
the GDPR. If national legislation requires the controller to cooperate with law
enforcement (e. g. investigation), the legal basis for handing over the data is legal
obligation under Article 6 (1) (c).

FOAREBVH (NI LAUT, BB DD REIEM BB 28T T 072D R A
PNTHEETHD, EHENLELIETNBEEOHHEFHTHLLOO, EOMEETH
M AEBATHE BT~ D REILB R DR A5 — A RO Z BLRIANMFAE 3D AT REE D m U,
T —Z G| T E HE OB MNEGDPRICEVHIHIS LD, EIWIEIZED | B THEES
(B2 ITHA) 1 1 T2 ZEMNEBRF IR D O TOD5E | H65H 1 (c)D FThik
HIFH T — %5 | EESIERRILE 2D

The purpose limitation in Article 6 (4) is then often unproblematic, since the
disclosure explicitly goes back to Member State law. A consideration of the special
requirements for a change of purpose in the sense of lit. a - e is therefore not
necessary.

Z D6 MBEOENIEDBIREZATOIH AR 25720 | FORFAHEITRESH
% A BOBREIZREIZ 25720, LTedi> T, HRZZEE I 5720 ORRI72 21 (a) b(e)
FTIZOWTHERE T MBI TR0,

Example: A shop owner records footage at its entrance. The footage shows a
person stealing another person’s wallet. The police asks the controller to hand
over the material in order to assist in their investigation. In that case the shop
owner would use the legal basis under Article 6 (1) (c) (legal obligation) read in
conjunction with the relevant national law for the transfer processing.

Bil: JEEAAD A OBREGREL T D, ZOBUEIT, HDEMNBIO NDOMAZEE A
TWDERFZML TWD, BT, ZOEEL SR T 27010, FOEEEZ G [ EES
FOITEBE TR D D, ZOHE . E T, EEZ S [ EE T BT OWT, BEEY
DIEWNIEL D TREEN D655 130 (c) ((ERI ) IR DIERRILICK L TZ
Do

Example: A camera is installed in a shop for security reasons. The shop owner

believes he has recorded something suspicious in his footage and decides to

send the material to the police (without any indication that there is an ongoing
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61.

investigation of some kind). In this case the shop owner has to assess whether
the conditions under, in most cases, Article 6 (1) (f) are met. This is usually the
case if the shop owner has a reasonable suspicion of that a crime has been
committed.

Bl EX2U7 1 LOBBND, JEIZHATRRESILTND, ZOBBIIARELHD
BB TVDEE X, (AIHOHEDTOI TODIMEIIFIELRD2T2b D D) JiE
TIFZOBRZELRITED LT, ZOIIRGEDRFACBNT, LT, %6
FEBVHEEDFE SN T LI Z I L 72T U767, Zidod s | LR
ITONCEDEFRREENER >TSS EIT Y TULED,

The processing of the personal data by the law enforcement agencies themselves

does not follow the GDPR (see Atrticle 2 (2) (d)), but follows instead the Law
Enforcement Directive (EU2016/680).

EBUTHEI B &2 E D AN T —F O BB MOV T, GDPRIZHES D TIE7a< (5525

FJUIE()Z M) AbVIC, iEHUTHE 7 (EU2016/680) I21ED,

32




62.

63.
64.

5 PROCESSING OF SPECIAL CATEGORIES OF DATA

FERIZRTRIAD T —F DEAR

Video surveillance systems usually collect massive amounts of personal data which
may reveal data of a highly personal nature and even special categories of data.
Indeed, apparently non-significant data originally collected through video can be used
to infer other information to achieve a different purpose (e.g. to map an individual’s
habits). However, video surveillance is not always considered to be processing of
special categories of personal data.

ETF AR AT DTl REOMAT —2 2L £ O FITHwD TIE N7 E
DT —ZR0 RO T — S b B ENLTODATREMEDN DD, EEE, bbbl T AT
FoTEEESNTZ, —REZETRWT =425, Blo B (B IZEAOEIEZ~ e 74
HTE) BT DT O MO HAHER T DD b2 end D, LinL, BT A
L RO AN T — 22 B> CTOD LT LHE B Z DI TR,

Example: Video footage showing a data subject wearing glasses or using a

wheel chair are not per se considered to be special categories of personal data.
Bil: 7 =2 FERBIRGEZDNT TOD, BRFFEZF AL TODTEa ST A g
I B BRI DEN T —Z THHEIIHRSIRN,

However, if the video footage is processed to deduce special categories of data
Article 9 applies.

LU, Felle O 7 — 2 %23 572012, BT MG TR b L5512, 59
SRS,

Example: Political opinions could for example be deduced from images

showing identifiable data subjects taking part in an event, engaging in a strike,
etc. This would fall under Article 9.
Bil: BlIZIX, FEERIRE/ T — X ERBA XU MNISIILTZY AN AXE21T-7207

DDA ZBR LI BB BHER RS HERI SO 5, ZHUTHIFKITE S T
60

Example: A hospital installing a video camera in order to monitor a patient’s

health condition would be considered as processing of special categories of

personal data (Article 9).
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67.
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1] JEFEANEBRE DREFRAEZ AR T 5= 0 I8 T A I AT R E D17 415, Bh
RFEEEOMEN T —Z DN THDHERREIND (FISKR),

In general, as a principle, whenever installing a video surveillance system careful
consideration should be given to the data minimization principle. Hence, even in
cases where Article 9 (1) does not apply, the data controller should always try to
minimize the risk of capturing footage revealing other sensitive data (beyond Article
9), regardless of the aim.

— WAL, JFAIE LT, BT AR AT AR IE T DERE, 7 — X i/ MED R R A 15
HIZBE T NETHD, LIed> T FIRFVHEPE A SN RV E T, 7 — 2B A
I, BRSO T, EOSEZ A OMmDer v T 7 7 —2 T WL 3 5Y
A% T E/ INRICIIZ D8O HHETHD,

Example: Video surveillance capturing a church does not per se fall under
Article 9. However, the controller has to conduct an especially careful
assessment under Article 6 (1) (f) taken into account the nature of the data as
well as the risk of capturing other sensitive data (beyond Article 9) when
assessing the interests of the data subject.

fil: BEERE T T AERIT, 2T TIEEIRITE Y LW, Lol EHE
zﬁ?—&a‘EW@%%ﬁWﬂWéﬁ%‘%c T —2OWER BIFREBA) ot T
AT T =2 T VAV BB LT, HORE1H()D T CEBEICFHn LT iU
7RBIRN,

If a video surveillance system is used in order to process special categories of data,
the data controller must identify both an exception for processing special categories
of data under Article 9 (i.e. an exemption from the general rule that one should not
process special categories of data) and a legal basis under Article 6.

R DT — 22 B T2OIZE T ARG AT D& R T 256, 7 — 2 & 8
105 9 RIS O 7 — 2 2 Bk T2b DFIS (O FD | Fehll a7 — 4
Z > T2 b7 eV — ik 72 BRI B DOBRAS) L85 6 SRICEE-SIERURILD W )5 %
FrE L7aid e by,
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70.

71.

For instance, Article 9 (2) (c) (“[...] processing is necessary to protect the vital
interests of the data subject or of another natural person [...]") could — in theory and
exceptionally — be used, but the data controller would have to justify it as an absolute
necessity to safeguard the vital interests of a person and prove that this “[...] data
subject is physically or legally incapable of giving his consent.”. In addition, the data
controller won’t be allowed to use the system for any other reason.

BIZIE, 55 9 456 2 HH(c) (T (W8) 7 — ZAKIZZ DD FH SN DAL 12757k
FIRHE T DIEDITIRR Y e LS & () 1)1, Bifa X OIS EE 35288
TELLDOD, 7 —FEHE T ANDLMICET ORI RE T D7D I THE YT HRAR
M THHLZEZIESELRTIIERLT £, 2T () 7 — 2 LIRS B £ X (27
AN E 2GR D EPTELRN | ZEZREA LR IT T2 b7, BT, £SO B
TT — A EHENEOVAT LEFRHTHZLETRDOLNR,

It is important to note here that every exemption listed in Article 9 is not likely to be
usable to justify processing of special categories of data through video surveillance.
More specifically, data controllers processing those data in the context of video
surveillance cannot rely on Article 9 (2) (e), which allows processing that relates to
personal data that are manifestly made public by the data subject. The mere fact of
entering into the range of the camera does not imply that the data subject intends to
make public special categories of data relating to him or her.

CITHEHERILL, FIRITRHSNTODT R TOE ARSI FEHD, WIhbe T4
B LD RN D 7 — 2 DB ANE IE 4 LT 57201213 CE AWV ATREME DN &
WEVIZETHD, JVEMARIITIT, BT AR OBB TINoDT =42 B> 7 — 2 E
B, 7 —F ERIZE S THONZABRSN AT — 2B R\ E RO L5
ORI ()UK M T DI LT TER, T —F ERNE T A RO G X A>Tz &0
IFEOHTIL, 7 —FFERD B CIBE T 2RI O 7 — 2 2 AT 5B XD B 5
ZEATRIET LD TIHRL,

Furthermore, processing of special categories of data requires a heightened and
continued vigilance to certain obligations; for example high level of security and data
protection impact assessment where necessary.

SO, KRR 7 — 2 2 BBOIZIE, BT, BEISCTEEREF 274207
— ARG RERTM R E | RRE DRI D i B THERE R BTN L B L 72D,
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74.

Example: An employer must not use video surveillance recordings showing a
demonstration in order to identify strikers.

Bl: BAZE L. ANTAXFOBIMNEBEZRET D720, T TR E2IRE LIcE T A
OB ZAE L TTRBR0Y,

5.1 General considerations when processing biometric data

AR T = Z DI NDERD — 725 8 HIH
The use of biometric data and in particular facial recognition entail heightened risks
for data subjects’ rights. It is crucial that recourse to such technologies takes place
with due respect to the principles of lawfulness, necessity, proportionality and data
minimisation as set forth in the GDPR. Whereas the use of these technologies can
be perceived as particularly effective, controllers should first of all assess the impact
on fundamental rights and freedoms and consider less intrusive means to achieve
their legitimate purpose of the processing.

ART —&  FRCBRRRROE L, 7 —F FROHEFN K T2V R @ D, ZDIH78
BT DY 5 1%, GDPRICHUESIVCWDEEME, B2 M, Hfilt:, RO —&# 5 /Mb.
DJFANZ S ICEE T HZENTFETHD, ZNOOEROF| TR THHES 2
bNLLDOD ., EHEITET | SRR K O H I~ B AN L, Bl OIES 722
HRZERR T D72012, IVEAMEDORWFEEZZBETH & THD,

To qualify as biometric data as defined in the GDPR, processing of raw data, such as
the physical, physiological or behavioural characteristics of a natural person, must
imply a measurement of this characteristics. Since biometric data is the result of such
measurements, the GDPR states in its Article 4.14 that it is “[...] resulting from
specific technical processing relating to the physical, physiological or behavioural
characteristics of a natural person, which allow or confirm the unique identification of
that natural person [...]”. The video footage of an individual cannot however in itself
be considered as biometric data under Article 9, if it has not been specifically

technically processed in order to contribute to the identification of an individual.

16 Recital 51 GDPR supports this analysis, stating that “/...] The processing of photographs should not systematically
be considered to be processing of special categories of personal data as they are covered by the definition of
biometric data only when processed through a specific technical means allowing the unique identification or
authentication of a natural person. [...]”.
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76.

HARAND SR ABRH) U TEN 2R 22 E DR T — 2 OIS, GDPRTE#
ENTODAENRT —HEL CTHARENDITIX, ZTOEERD, 2O LR ORIEE RR 5
HOTRIFIUIRBRN, KT =2 I ED IR PNEDFERLL THRLNLLD TH DT
. GDPROFEAG(14NZIBNT, N3 (W) AN DL 1K, AP X 13T TEIHIFF1E
BT T BHEHNRBEMTHIIR IR L S0 5, 25 7% H AN & B IZik il TEBL512758
D, XIZTEDik &R 756D, (W) 1Eik~5, LinL, EAIZ DN TOE T A3
ZOENDFRBNE DT DI R R BT LB AT DN IR H 61, VB IR 559
FIHASERT —HTHLHEHIRT LT TERNS,

In order for it to be considered as processing of special categories of personal data
(Article 9) it requires that biometric data is processed “for the purpose of uniquely
identifying a natural person”.

ZIDNEERZRAEIADE N T —Z D BB (F95%) L2 SNDTeOITIE, AR T — 2D
BT H RN E — ISR 528% BB TR LZENMETH D,

To sum up, in light of Article 4.14 and 9, three criteria must be considered:

DI, HAR14) M OHEIRICIMOL T, =D RHERZ ST iTeniauny,

- Nature of data : data relating to physical, physiological or behavioural
characteristics of a natural person,
T—ZDOME  BRAD SRR, AR S IATEIRZR R EIC 357 —2 ThhHZ
&

- Means and way of processing : data “resulting from a specific technical
processing”,
BHRODOFEROFE: TR EMEER D HIR6N5 ] 7 — 2 ThoH L,

- Purpose of processing: data must be used for the purpose of uniquely
identifying a natural person.
BV O B 7 —4 AR ANE— RIS 228% B L TRIF SR
ALSYAAN

GDPR AR S1HEIZ Z oo F L. (M) ZEDIKE - It, fFF DA 7 — % DI > Tbh
BEHMFL TItZe & e vy Zed b, EHANE—EICEFIR 1RG5 53 & & 85T 317 2 g F 54
P TIRIRDI B BEICE T DRE T —XICEENE 6 THS, ()| LTWINTVD
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77.

The use of video surveillance including biometric recognition functionality installed by

private entities for their own purposes (e.g. marketing, statistical, or even security)

will, in most cases, require explicit consent from all data subjects (Article 9 (2) (a)),

however another suitable exception in Article 9 could also be applicable.
ERIEADE O B (FIZIE, ~—F7 7407 ek, Xd, B2 7 BS2AbE

12) DT=OIFRE LT AR L & o 7 AR ORI IE, 1FEAE DBEITIT T~

TOT —ZERNSOBRIRFEE DMLY (IS FE2MH(a)) . bobh, FIFOMho
OB T S5 FTREME D &2,

Example: To improve its service a private company replaces passenger
identification check points within an airport (luggage drop-off, boarding) with
video surveillance systems that use facial recognition techniques to verify the
identity of the passengers that have chosen to consent to such a procedure.
Since the processing falls under Article 9, the passengers, who will have
previously given their explicit and informed consent, will have to enlist
themselves at for example an automatic terminal in order to create and
register their facial template associated with their boarding pass and identity.
The check points with facial recognition need to be clearly separated, e. g. the
system must be installed within a gantry so that the biometric templates of
non-consenting person will not be captured. Only the passengers, who will
have previously given their consent and proceeded with their enrolment, will
use the gantry equipped with the biometric system.

Bil: REAEZED, —E A _EO7-DIZ ZEHEN O RK R TF = 7 RA b (Fir
WTEDN | HER) BT AR AT MIEEH R | BREHELATE VT, 20857
FREICRETHILABRIRL R EDOY TTE R T DO NIFHIFITZ Y
T 5720 FANCAMICOFAEZ - ECORIEEZ X QWVREIL, £E
NDFEFIREH TLREIC BT T OO T 7 L — MeARRR L TR 5728
(2. Bl 2T BRI B ER LR ITAUTRDIRNZ 272D, B REZ M 2 7= T
=Y IRAL NI HRICOBES N TOLDREDRHY, FIZIE, FIEL TWRWE DA
ERBAEM T > 7L =B RDIAENRNED | VAT MET — RIS ES2 T
b0, FANCFELZ G- D OBRERLTCRED BN, ARGRIES AT L% A
AT — MR %,
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Example: A controller manages access to his building using a facial
recognition method. People can only use this way of access if they have given
their explicitly informed consent (according to Article 9 (2) (a)) beforehand.
However, in order to ensure that no one who has not previously given his or
her consent is captured, the facial recognition method should be triggered by
the data subject himself, for instance by pushing a button. To ensure the
lawfulness of the processing, the controller must always offer an alternative
way to access the building, without biometric processing, such as badges or
keys.

Bl EHE T, ERERR BT N BB ~DT 7B R E L TD, (55952
(@IZTEV) FEICH A% T T2 ECORIBZFFNIEZ TWD5EICDHR, ZDT
7R AT BRI TES, LinL, FRNCEBEZ 5 Z TV eWEOT — 2 iid &
NDZEDIRNZEZREIR T DTeOITIT, FIZ TR Z 2T EDTHTIEITL DL
T =R F D EEESE R FEI ST 50T 5 RETH L, Bl D LM
IR T D7D, BHE IR, Ny U0 E | ARFEREO R W R<EMICT 7
A Bl DIREF Bz 1 IR L 2T iT7ZRn70,

In this type of cases, where biometric templates are generated, controllers shall
ensure that once a match or no-match result has been obtained, all the intermediate
templates made on the fly (with the explicit and informed consent of the data subject)
in order to be compared to the ones created by the data subjects at the time of the
enlistment, are immediately and securely deleted. The templates created for the
enlistment should only be retained for the realisation of the purpose of the processing
and should not be stored or archived.

AERRBIEHOT > 7L — I DBMERRES LD — AT, FEE L, — B IR —BORE R
BFEONTGE . 7 —F FRDBERIHAER LT T L — e i 572012 (57— 2 3
ROWMED OB ZZ T2 ETORIEBEOHLEID) £ TR LIZ T X ToOH 7T~
L — M EBIZZRITHIBR T 22 &2 RGEL R IUTRBIR0, BERDTZOIT/ER ST
L —NEL B O B AR EBLT S HI TOAZNERFEFSIVRIT UL T, Fz,
TRAF XUIRE 2 LTI RB7R0 N,
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81.
82.

However, when the purpose of the processing is for example to distinguish one
category of people from another but not to uniquely identify anyone the processing
does not fall under Article 9.

UL, B o BRID, Bz, 5073V —0D N4 2D 7TV —D N 2 LIX
THILETHY, fa—BISH#AT 2L TIIRWEGE, TR TSR Y LR
|

Example: A shop owner would like to customize its advertisement based on
gender and age characteristics of the customer captured by a video
surveillance system. If that system does not generate biometric templates in
order to uniquely identify persons but instead just detects those physical
characteristics in order to classify the person then the processing would not
fall under Article 9 (as long as no other types of special categories of data are
being processed).

Bl: JEED, BT AR AT S TR LIOBE O PR LA ORI LSV T,
JREBRNAZRARALUTZNEE ZTND, ZDVAT LN, F 2 —EICHHI 357
DDERT L T — AR T 2D TIIRL, LA NEGEHT DI T IRHIF:
MER 27200 THIUX MO FFHIZRFEIA D 7 — Z DS BAR D AL2VRY) | 2D
AR NEFOSR D —AITFE Y LRV,

However, Article 9 applies if the controller stores biometric data (most commonly
through templates that are created by the extraction of key features from the raw
form of biometric data (e.g. facial measurements from an image)) in order to uniquely
identify a person. If a controller wishes to detect a data subject re-entering the area
or entering another area (for example in order to project continued customized
advertisement), the purpose would then be to uniquely identify a natural person,
meaning that the operation would from the start fall under Article 9. This could be the
case if a controller stores generated templates to provide further tailored
advertisement on several billboards throughout different locations inside the shop.
Since the system is using physical characteristics to detect specific individuals
coming back in the range of the camera (like the visitors of a shopping mall) and
tracking them, it would constitute a biometric identification method because it is

aimed at recognition through the use of specific technical processing.
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720, E B DME N Z — BASGRN T DT DI AR T — & (b — IRAIIZIE, R T —

ZDET —Z D EERRE (BT, WG SEONE) 2 L TIERR 27 71—
WU C) ZRIFT 25 EITIE, FIRPEAIND, & BENZ ORI T —F F kD

PSS IR K ~D A AR LTo OGS (BIZAEH A~ A RS TR S ke
IZFRTH720) | ED BIIZ BN Z —BISHAIT 52 THY, TOERITRANDE
QKD —RITE YT HI LD, Flo, EHFIN, DAF ARSI IR EZENOSES
FRGIT D DB DB TIRMET D72 AER SN T V7V — MR FE T 58100
LU UAGD, ZOT AT AEEND H R RS R T, AT DEEAEPHPIZ R > T
ETRFEDN (T ay 7 E— L ORHHERE) TR BB . R E O BRI ZF]

TR T DI EE HRIEL TDTd | ARERREICEE S T 5,

Example: A shop owner has installed a facial recognition system inside his
shop in order to customize its advertisement towards individuals. The data
controller has to obtain the explicit and informed consent of all data subjects
before using this biometric system and delivering tailored advertisement. The
system would be unlawful if it captures visitors or passers-by who have not
consented to the creation of their biometric template, even if their template is
deleted within the shortest possible period. Indeed, these temporary templates
constitute biometric data processed in order to uniquely identify a person who
may not want to receive targeted advertisement.
Bl JEEDEANRNTDIREETAZAXT DT80 | BTk AT L& [ENIZER
BT, 7 —EEEIL, ORI AT LEFHL TR A XENT R
ZJETORNT, TR_RTOT —F ERNSRAMEN O+ AR L7252 T [
BEARTTRER, 2OV AT AT, BT 7L —ROERIZFEEL TV
W ERBIT NE IR LICG G TeE 2 7 7 L — RS Al RN HIBRS AL
72ELThH, TDOVAT MDEIETHD, EIR ZhoD—BFRIRT 7LV —MNE, &
=TT AT INEDZITRE A LLIRNE 22— BICHAT DI2 IR T — 52D
i 6/ ARV A e
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The EDPB observes that some biometric systems are installed in uncontrolled
environments?!’, which means that the system involves capturing on the fly the faces
of any individual passing in the range of the camera, including persons who have not
consented to the biometric device, and thereby creating biometric templates. These
templates are compared to the ones created of data subjects having given their prior
consent during an enlistment process (i.e. a biometric devise user) in order for the
data controller to recognise whether the person is a biometric device user or not. In
this case, the system is often designed to discriminate the individuals it wants to
recognize from a database from those who are not enlisted. Since the purpose is to
uniquely identify natural persons, an exception under Article 9 (2) GDPR s still
needed for anyone captured by the camera.

RRM 7 — 2R 2256 (EDPB) 1, — D AARGRRES AT LH3VE RS CUVRWBREEIC

BESILTWDZETEAEHL CWD, 37205 EDOVAT LN, ARRFEZEE O/EH)IC

[FELTWRWA L 23D IATOBREFZREEIDW R NDBEEZ DS Tiie L. £
MICRVERT T L= ARRRL TV DEE 2D, ZHLIZV AT LTIE, D%, BVIAA
2T 7= 2O NI BERHCHRNCRE LT —F £ (DOFD, ARGERRES A
TLDA—=Y =) DT FL—REeHIRL, 7 — 2B HE DL D NDERGRRAES AT LD =
— P =THLINEID TR DL TED, ZOHE T —F =Dtk LTZVWMEA
&LBERL TOZRUVMEAZRS D IDERE SN TVDZEN LV, BARANZ— IR
FTHZENABIDTZD | TV IAT THREESND 2D NTDOUWTCDPRAFISLH2IH IS
EDDHIIMIFE L T DU ERDH D,

Example: A hotel uses video surveillance to automatically alert the hotel
manager that a VIP has arrived when the face of the guest is recognized.
These VIPs have priory given their explicit consent to the use of facial
recognition before being recorded in a database established for that purpose.

These processing systems of biometric data would be unlawful unless all other

17 It means that the biometric device is located in a space open to the public and is able to work on anyone passing by,
as opposed to the biometric systems in controlled environments that can be used only by consenting person’s
participation.

h

3. COEMREGIEEES, FHINZERBECH o THEBEL TV EI3EDSINC I s ToAFIHE NS E

RRERES 2 7 & LTI, AF I N ZERICHCE T, BT AL SHTHNRICIND 5 2 L2 ER
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guests monitored (in order to identify the VIPs) have consented to the
processing according to Article 9 (2) (a) GDPR.

Bl: BT NH, BT A AT LEFAL T, VIPOBEZR# 2L, ZOVIPHE]
BLILZEERT N DA =X —ICABRITEMTHILNTES, ZNHDVIP
i3 £ D BB THEREINCT — 2N —RTBREGSIDRINT, RO I
FIEL TV, (VIPZ#HBIY 2 HET) BRSO T ~TOF H %, GDPR
FISREB2IH (@) > TEDEHRWICFEELRWIRD | KT —Z D25 LI Bl
VAT MTEETHD,

Example: A controller installs a video surveillance system with facial
recognition at the entrance of the concert hall he manages. The controller
must set up clearly separated entrances; one with a biometric system and one
without (where you instead for example scan a ticket). The entrances
equipped with biometric devices, must be installed and made accessible in a
way that prevents the system from capturing biometric templates of

non-consenting spectators.

Bl EFEN, BOWE BT Do Y — R R—/L DAY DB RE 2 2 7=
THAER AT DERET D, BEE L, ERGRGE AT A&z AvnE, Zh
gz 720 (ROVIZ, BIZIET Iy M AX v §°2) ND 0O 5 43%0T | W& %
BRI T 2 uE e e, AERERRES AT L &(H 2 72 AY A Th->Th, ZHUC
FEL CWRWEREDAEET T — eV AT AR EG TEA WD EL ., B
HIZFHTEDL O TRITFIERD2 0,

Finally, when the consent is required by Article 9 GDPR, the data controller shall not
condition the access to its services to the acceptance of the biometric processing. In
other words and notably when the biometric processing is used for authentication
purpose, the data controller must offer an alternative solution that does not involve
biometric processing — without restraints or additional cost for the data subject. This
alternative solution is also needed for persons who do not meet the constraints of the
biometric device (enrolment or reading of the biometric data impossible, disability
situation making it difficult to use, etc.) and in anticipation of unavailability of the
biometric device (such as a malfunction of the device), a "back-up solution" must be
implemented to ensure continuity of the proposed service, limited however to

exceptional use. In exceptional cases, there might be a situation where processing
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biometric data is the core activity of a service provided by contract, e.g. a museum
that sets up an exhibition to demonstrate the use of a facial recognition device, in
which case the data subject will not be able to reject the processing of biometric data
should they wish to participate in the exhibition. In such case the consent required
under Article 9 is still valid if the requirements in Article 7 are met.

B2, GDPREEORIZIE D& | [MEAHBLZENROONDGE ., 7 —FEHE L, &
KT =2 DR ANDZ T —EAND T 7 EAERBD LML TH B0,
SWMEZ R FHAEERT =2 OB AEEGEH B TR SN 6, 7 — 2 EHE 1T,
T FARIT T HHIR BN E AR U, AR T —Z OB Z D2 R T 1%
TRALL R HIRR D720, ETo 2O TIEIR, ARGRREY AT DO HIFI S 2 T2 S 72
WA ERT =2 DR THE A B SR AR5 6 EEZ R TODT2 2 I3 A
HTHLRE) IR L TORETHY | Fo, ARG AT LTI TERWIGE (B 21X
B OHIERE) 2 EL T, TOR BB 2GS RESNDEL T, RESHZ
=B RDOMGGEMEE MR T DI D [N 7T o T FIE BB ALRIT U220, FiISE
IR —=ATIEDHDL DD | BT AR S ERRRS AT LOF G IEZ LT DIz DR
REREFMET 256 728 BT — 2 OB RN LRI o — e A0
HIEEN L7 o TV DB DD, TDHE . 7 —F RN RRE~DBIMER L LTS
A BT = ZOBIRWEIER T 5L TERY, ZOIIRGE T, BTRO BN
TeSI TR, 7286, FBIRICE DWW TERSND A EITEKAREL THZI TH D,

5.2 Suggested measures to minimize the risks when processing biometric data

HEART =2 DEFRNDERD VAL Ze e/ NRITHN R DT D IR RSN D HE
In compliance with the data minimization principle, data controllers must ensure that
data extracted from a digital image to build a template will not be excessive and will
only contain the information required for the specified purpose, thereby avoiding any
possible further processing. Measures should be put in place to guarantee that
templates cannot be transferred across biometric systems.

T =2/ MEDIFRIDOEFIZIBNT, 7 — 2 EEE L, 7o 7L — M3 572012
TV O SIS T —Z DB R T FRES IV HIC L ERE RO DG
Fh. FUTIVZEDT =D IO DIBIMEYEIR & Bl 5 2 &2 MErR LT iuid7s
B2, ERGERES AT AF TT > 7L — B Hn TRV IO RAE S D720 DR E D HELD
NHRETHD,
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Identification and authentication/verification are likely to require the storage of the
template for use in a later comparison. The data controller must consider the most
appropriate location for storage of the data. In an environment under control
(delimited hallways or checkpoints), templates shall be stored on an individual device
kept by the user and under his or her sole control (in a smartphone or the id card) or
— when needed for specific purposes and in presence of objective needs — stored in
a centralized database in an encrypted form with a key/secret solely in the hands of
the person to prevent unauthorised access to the template or storage location. If the
data controller cannot avoid having access to the templates, he must take
appropriate steps to ensure the security of the data stored. This may include
encrypting the template using a cryptographic algorithm.

I K ONGERIE,/ FRREV L, 12 T T 2B A T 2720107 o 7L — M R T 20038
DD AREMER E, 7 —FE L, 7 — 2 ORAFICEGE R G A B B L2 hEes
72N HEENIBREE (KOOI T 3UETF =V RA L MIZBWT, 7o 7 L —MNE=2—
P—DREL, 2= P —DLPERIETELME 2 DT NAA (A~ — 7+ XIEIDI—FAN
IRENRATT 27, ET21TL FFED B D TZOITLEE T, BRI =— A0 H D551
X, 7T N UTRIF T~ DR IET 78 AZBL LT 572012 RADHDBFTHFFT S
#t R Z VT, B bSnoREECTHE P SN T — 2N — ARSI NDHNETH
Do T —RERENT TV DT IR AR ERECE RN S T — 2 E AL R AT
SN TCNWDT —HDEX 2T MR T D7D O F A LD T LB, Z
I3 AT VTV A LR L TT o 7 — M o b T 52825 1259,

In any case, the controller shall take all necessary precautions to preserve the
availability, integrity and confidentiality of the data processed. To this end, the
controller shall notably take the following measures: compartmentalize data during
transmission and storage, store biometric templates and raw data or identity data on
distinct databases, encrypt biometric data, notably biometric templates, and define a
policy for encryption and key management, integrate an organisational and technical
measure for fraud detection, associate an integrity code with the data (for example
signature or hash) and prohibit any external access to the biometric data. Such
measures will need to evolve with the advancement of technologies.
VINRDGEIZRBWTS, EHEE T, Bl o7 —# O a1, eatE, RO
ZHERF T DI MR DWW S TR EZ T LR TR0 2O HRIDTZ) | B E
FIIFFICUL T O E A 72T T ban KGR L OMRFRE D T — X DX 43k, AR
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T TV N T =B XNIT AT VT AT AT —ZDXBNESNTT —F R —A~DRAT,
R T =2 (FRIZ AR T 7L —1) DR SAb 56 R OOE B OWTORY T —D
RIE , NIEREN DT ORHRE - BT 7t WO S 7 —F ~DFEE M= —F (Bl 21X,
BNy 22 ) OB NS, AR T —Z ~DINRINEDT 72 ADEE Rl
METONET, ZOXIRERIL, HATOESCEDETHREL QKB ERDHD,

Besides, data controllers should proceed to the deletion of raw data (face images,
speech signals, the gait, etc.) and ensure the effectiveness of this deletion. If there is
no longer a lawful basis for the processing, the raw data has to be deleted. Indeed,
insofar as biometric templates derives from such data, one can consider that the
constitution of databases could represent an equal if not even bigger threat (because
it may not always be easy to read a biometric template without the knowledge of how
it was programmed, whereas raw data will be the building blocks of any template). In
case the data controller would need to keep such data, noise-additive methods (such
as watermarking) must be explored, which would render the creation of the template
ineffective. The controller must also delete biometric data and templates in the event
of unauthorized access to the read-comparison terminal or storage server and delete
any data not useful for further processing at the end of the biometric device's life.

o, T HERER, AT -2 (FHER, BEE T SMTRE) OIREED | Z0H|
BROF AR T HRETH D, BV OERRIL K5 EI12IE, T — 2 &4
BRUZzIF AU e 7au, R, (BT 7L — RO A IIE DI T nr T hS T
PNCODWTEEL TR W IRDAERRE T2 2R U T LOE S TlIpn—7 | £7 — X35
DT > TV — OGN ERI IR DT8) R T T — b BT —F DR HIRY, 7
— A R—2ADOWERIE, JORERBETITe WL Th, RAISOEBRHHEBZDHENT
&5, T —HEBENCDIINRT —FeRELRT IR0 G 6 AR T %75
£ (BFENLRE) et 7o 7L — bR A BN T 2R B D, B ERHE T, #t
B AR UFAR — D — N — IR ET 7B AR AE LG EIIL, R T —& T
U —REHIBRL ., E7o, ARFRREREE O IR T I2IE, %?’ﬁ®ﬁ??&b\ilﬂ<gf£
T =2 IBRLZ2T b0,
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6 RIGHTS OF THE DATA SUBJECT
T — 2 EARDOHER]

Due to the character of data processing when using video surveillance some data
subject’s rights under GDPR serves further clarification. This chapter is however not
exhaustive, all rights under the GDPR applies to processing of personal data through
video surveillance.

VT A EREFH TG E6ICBIT57T — 2 OB OREIZLY  GDPRIZHE-S<—H]
DT —Z EROHERIL, SHITHRILALEEE2D, L, AEIE, GDPRIZHES<F
TOMNMPE T AERICIDFENT —Z OB NTE A ST 70 | MR TIIRN L

I B W& 0,

6.1 Right to access

T I AT HHER
A data subject has the right to obtain confirmation from the controller as to whether or
not their personal data are being processed. For video surveillance this means that if
no data is stored or transferred in any way then once the real-time monitoring
moment has passed the controller could only give the information that no personal
data is any longer being processed (besides the general information obligations
under Article 13, see section 7 — Transparency and information obligations). If
however data is still being processed at the time of the request (i.e. if the data is
stored or continuously processed in any other way), the data subject should receive
access and information in accordance with Article 15.

T —HEEIL, B CIZBRT DE AT —F 3B TS ) A B ~ iR C
ZOMERZAR T 5, BT AREHRDGE | ZHUT, T —F D072 5 515 THIRAFE UIERS
NTWRWGE  UT NV EA LOBEOBRR R E 72213, BEHEICL-T, GE135RITE
O RRVRIE M HOWTUR, BT 57— BIER DVIgBRICH 757525, ) Win
AN T —2HHITRCHHR O TORNE T —Z FARIZAIE T DLW &2 BT
%o LInL, 7 —F EROFRFFICT —F N EIZBH O TND (DFED, 7 —ZDMRIESH
TS, D FE TR O TVD) Jh . 7 — 2RI, HBA5RITE-TT 7k
AEEMEZ T DINTT RETHD,

There are however, a number of limitations that may in some cases apply in relation
to the right to access.
72120 WO DEE TIET 7B AOMERNZ B T—E DO #IRA3 0 FH 55,
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* Article 15 (4) GDPR, adversely affect the rights of others

GDPREE15R A M DFH OMERN AR 7252 KT 5 e
Given that any number of data subjects may be recorded in the same sequence of
video surveillance a screening would then cause additional processing of personal
data of other data subjects. If the data subject wishes to receive a copy of the
material (article 15 (3)), this could adversely affect the rights and freedoms of other
data subject in the material. To prevent that effect the controller should therefore take
into consideration that due to the intrusive nature of the video footage the controller
should not in some cases hand out video footage where other data subjects can be
identified. The protection of the rights of third parties should however not be used as
an excuse to prevent legitimate claims of access by individuals, the controller should
in those cases implement technical measures to fulfil the access request (for
example, image-editing such as masking or scrambling). However, controllers are not
obliged to implement such technical measures if they can otherwise ensure that they
are able to react upon a request under Article 15 within the timeframe stipulated by
Article 12 (3).

—HOE T AELIZB T AT AL DT —F LRGBS TS AR HHZ L%
BRAHE AV == T E s T MO T —F EROMEANT =258 Tl HZ &1
12%, T — 2 FRPERIOBE R 252 T2 EE 2 D56 (15553 H) | g
BHN DA DT — 2 EIROHER K O A ML KT T /RN D, L72hi-> T, BB
Fix, DO B2 B 7 AR FREE N HHZ 00, hoT —2 &
REFR CELL AT T A G5 | EEL TUIRLRWGERHH LA B BT H &
THD, 12721, B =F ORI OLRED A NICLDIEY 2T 7B AR 2492 1 EIC
FIHSNAHRETIIRL, 205G FEEIIT 7 v AR EFT R T D720 D (FIZIX, v A
F LT RORT T T NI ST LD B OFREED) Hhf LR EE FEi T ~ETHD, L
L, BEEEN, MO TIEICEY B2 H3H CTHES I TO DI NIZE 15510 H-3<
BLRITINCHZ L 2D F1ETRIETEDH AR, £ DI BIRHIHEE 2 F i 57855
2RO,

* Atrticle 11 (2) GDPR, controller is unable to identify the data subject
GDPRE M G521, HHE N T — X EREZHHTERWIGE

If the video footage is not searchable for personal data, (i.e. the controller would

likely have to go through a large amount of stored material in order to find the data

subject in question) the controller may be unable to identify the data subject.
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EFAVGHAN 7 — 2 ERICEDEI RO TRV B (DY, LS T —2
LlE RO BT I B BRAE S K ROB R LA A/ TR
EE) | R — 2 LRSI TR TR D,

For these reasons the data subject should (besides identifying themselves including
with identification document or in person) in its request to the controller, specify when
— within a reasonable timeframe in proportion to the amount of data subjects
recorded — he or she entered the monitored area. The controller should notify the
data subject beforehand on what information is needed in order for the controller to
comply with the request. If the controller is able to demonstrate that it is not in a
position to identify the data subject, the controller must inform the data subject
accordingly, if possible. In such a situation, in its response to the data subject the
controller should inform about the exact area for the monitoring, verification of
cameras that were in use etc. so that the data subject will have the full understanding
of what personal data of him/her may have been processed.

ZNHOBRIZEY, 7 —F ERIT, FEE ~OBERITI T (F JeaE ] # C LB
EIREDFHETH LA T HMID) | FRESI TS T —F EROEUT L FI LT % 278
RFF DN T, WOBEHR KIS D Ao ToE R E T & Th D, AT, BERITS
CAHIDIZEDIH7RE RPN TN | 7 — X FARICERNE T2 & THD, BEHEN
TS BT R E TE RV LRI TELG 6 BHE L, RETHIE, £DZaxT
—Z ERITHDERTIUZZRB20, ZOLIZRROb L FEHE X, 7 —F ERA~DE]
BATHRNWT, BRI, DN I AT DGR E EAR 2, T — X EERRED L7
TENT =2 BB NI E TR FE CEDIDNTTHMENH D,

Example: If a data subject is requesting a copy of his or her personal data
processed through video surveillance at the entrance of a shopping mall with
30 000 visitors per day, the data subject should specify when he or she
passed the monitored area within approximately a onehour-timeframe. If the
controller still processes the material a copy of the video footage should be
provided. If other data subjects can be identified in the same material then that

part of the material should be anonymised (for example by blurring the copy or

parts thereof) before giving the copy to the data subject that filed the request.
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Bl: 7 =2 FED A B HIN3HANDFMERI NS ay e 7 E— LD AYHAT,
T AR IVEI DN EN T — 2 Da— 52 ER TG E, £ DT — X EK
(3. B 5 DB R B X I it L 7 R ) 2 IR R R B D IR R P TR E 35 &
Thd, BHENELE T ABGEZ TR -> TOLHEITIE, £0at—2# M35
NETHD, FICBG OO T —F ERDPFHANTELL A1, BRETo27 —
ZERIZA —ZR T DRNCE R OE OIS EEA L (Fl2IX, a8 —XTED
H2ENT L T) THETHD,
Example: If the controller is automatically erasing all footage for example
within 2 days, the controller is not able to supply footage to the data subject
after those 2 days. If the controller receives a request after those 2 days the
data subject should be informed accordingly.
Bil: EHEN, HOPLBUGEHZ T2 H UNIZHBHITIHEL TWDIEE, ERE
FiX, D2 BT —F ERA~GERALT DI LITTE RV, FEHEN2HRIC
FORAZ TS BT, EDEET —F ERAHOELNETHD,

* Article 12 GDPR, excessive requests

GDPR#125%, @RI BK
In case of excessive or manifestly unfounded requests from a data subject, the
controller may either charge a reasonable fee in accordance with Article 12 (5) (a)
GDPR, or refuse to act on the request (Article 12 (5) (b) GDPR). The controller needs
to be able to demonstrate the manifestly unfounded or excessive character of the
request.

T —Z EERDSDER DB TH 20 UTHHMNARL 2G5 | EEEE 1L, GDPR
F12RE5H Q@) THREMZREIH S AR AT 20 UL, BERSNTAT R/ ZAETeZENn
T&% (GDPRE125: 555 (b)) . HHEE 13, £ DZERD B H7RARILAN 2 ) T 72
PEE AR TELMEN DD,

6.2 Right to erasure and right to object
THE DR & 8352 8 DR
6.2.1 Right to erasure (Right to be forgotten)
HEDOHER (SNBILHHER])
If the controller continues to process personal data beyond real-time monitoring (e.g.

storing) the data subject may request for the personal data to be erased under Article

17 GDPR.
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EHAE N7 NEA DO B T (BIRIRRAFRE) 1N T —Z D BB\ ke 772
Yty 7 —Z LKL GDPREATE5D F AT —FDOIHEZERTED,

Upon a request, the controller is obliged to erase the personal data without undue
delay if one of the circumstances listed under Article 17 (1) GDPR applies (and none
of the exceptions listed under Article 17 (3) GDPR does). That includes the obligation
to erase personal data when they are no longer needed for the purpose for which
they were initially stored, or when the processing is unlawful (see also Section 8 —
Storage periods and obligation to erasure). Furthermore, depending on the legal
basis of processing, personal data should be erased:

GDPREEN7HR BTG T DIRLOWT INITHE Y T 556 (02>, GDPREE175RE3
HIZHT DB DONTIUTHEL Y LRV E) | BT —Z EARNLDZERITIET,
ENT =22 AR BITEBH R ET 28540 A), ZHITT, ZOEANT —253, Zih3Y
FIRAFEN HIEDBIR T, BITXOME DR DL/ TNDIGE | UL DB )3
ETHLLAEIMBANT =2 2HET RERENE END (E8E — (RFHIMEIH ERZHD
ZH) . EHIZ, B D7D DIERIRILITIE T T, BLF OSGEIE AT =23 HES D
RETHD,

- for consent whenever the consent is withdrawn (and there is no other legal
basis for the processing)
JALEAZDUWNTIE, ZOREDIRY T bz (Fo, B\ D720 O OTERIFR AL
FAELIRO) B
- for legitimate interest:
LE2 2R 78TO T
o whenever the data subject exercises the right to object (see Section
6.2.2) and there are no overriding compelling legitimate grounds for
the processing, or
T = LRI FGE LR A DHER ZATREL (6.2.22 ) | BTSN T
BIRIND, RV E XNV IE LRI 2V E | UL
o in case of direct marketing (including profiling) whenever the data
subject objects to the processing.
(a7 7 AV Ta B ) EA T~ =TT A T DG, T =2
(RDNEAR N B b N L,
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If the controller has made the video footage public (e.g. broadcasting or streaming
online), reasonable steps need to be taken in order to inform other controllers (that
are now processing the personal data in question) of the request pursuant to Article
17 (2) GDPR. The reasonable steps should include technical measures, taking into
account available technology and the cost of implementation. To the extent possible,
the controller should notify — upon erasure of personal data — anyone to which the
personal data previously have been disclosed, in accordance with Article 19 GDPR.
BEADNE T ARG AL TODHE (BITBOEIA L TA L DAN) =778
&) . GDPREATSRFIHINES T, TRk (MEER LN T — 2 2 BHES Bl > T D)
D& BE (@I T 72010, BRI B AR ONEN DD, ZOE B RIEEIC
1, R ATREZR BT e OS2 D72 8D DA AN E LT HATIRTE N B ENHETH D,
BT, PTREZRHEDH T GDPRE19KITIEV Y AT —Z DIHERFIZ, LIFTZ DT
—ZDREZ T E BT 5 XETHD,

Besides the controller’s obligation to erase personal data upon the data subject’s
request, the controller is obliged under the general principles of the GDPR to limit the
personal data stored (see Section 8).

T —ZEROERITEC HEHNT —FEEET XREEHREORBIINZ, FEHE L,
GDPRO—fRJFANZIESE | RAFSN TSN T — 22 HIIR 2K B A2 A (855
1)

For video surveillance it is worth noticing that by for instance blurring the picture with
no retroactive ability to recover the personal data that the picture previously
contained, the personal data are considered erased in accordance with GDPR.

T AREROGE | BIZIE, BBREIE)TIET, EOEBICLIATE N TWEAT

— &% KR BNIE T CTERWG S GDPRIZHES T AT — 23 HESNT LA shd
SNIFEE T DB ED DD,

Example: A convenience store is having trouble with vandalism in particular on
its exterior and is therefore using video surveillance outside of their entrance
in direct connection to the walls. A passer-by requests to have his personal
data erased from that very moment. The controller is obliged to respond to the

request without undue delay and at the latest within one month. Since the

footage in question does no longer meet the purpose for which it was initially
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stored (no vandalism occurred during the time the data subject passed by),
there is at the time of the request, no legitimate interest to store the data that
would override the interests of the data subjects. The controller needs to erase
the personal data.

Bil: B = R ARNT D3 R B DN R DIMBE T T DI AT 2 12 W > Tk
0, BEICEHEERL TODAD O DA TE 7T A EHAFI AL T0D, BT ARNBE S D
ENT —Z & BRI IH E T DT LA TR TE, BRI, ERITRL TR YIC
BT 2287, ELLEB 1A LINITHIS T RE 852 A, RIBEOBREGIL, 4]
TRAFSIV T H I ZT 2L TR (77 —F RN 8 T 5 M REAT 2 03 36 A4
LCuWeioT) Kb BERZZTF TR T 7 — 2 EROFE LB T 57 —X
R THELBFIRIIFELR, 207D HHEEIL, MAT —FE2HEETH
VERHD,

6.2.2  Right to object
BER AR D HEF

For video surveillance based on legitimate interest (Article 6 (1) (f) GDPR) or for the
necessity when carrying out a task in the public interest (Article 6 (1) (e) GDPR) the
data subject has the right — at any time — to object, on grounds relating to his or her
particular situation, to the processing in accordance with Article 21 GDPR. Unless the
controller demonstrates compelling legitimate grounds that overrides the rights and
interests of the data subject, the processing of data of the individual who objected
must then stop. The controller should be obliged to respond to requests from the data
subject without undue delay and at the latest within one month.

U T AR 12 7207 787 5 5< (GDPREE6 4255 13(f)) UL ALEDF a8l 35\ Tk
B2 AT DBRO LB (GDPREEBSH 11 (e) DT=DICME Th L6, 7 —# R
(3. B OREEDRILUS BE T DRI LS E  GDPREF21FKIHSEFANINDT
HEBEBR DM E A T 5, EEAED, 7 —F FROHER LRI I SN o0t 215
TRUNE Y 2R ILVA-RIERA L 72U RY | BER 2R ~TfEH A DT —Z DB a5 IE L2 T AU
RO, FEFIE, 7 —F EENSOERICERTL EBEH 1A LINICRIE T 255
=89,

In the context of video surveillance this objection could be made either when

entering, during the time in, or after leaving, the monitored area. In practice this
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means that unless the controller has compelling legitimate grounds, monitoring an
area where natural persons could be identified is only lawful if either
VT AREROGE | ZORGEIL, KIS & | 22TV, IO X%
H7ZRITBRRDZENRTED, EERITIE, BHHIZO0 A2 IE SRR L2 RY . B
RNZTR TED IR A BEL T 22813, LLFOWT N DGE IO ETHLHZ LA E
ERERAN
(1) the controller is able to immediately stop the camera from processing
personal data when requested, or
B, BRSNS WAL N T —Z DR EZE HIF 1 TED
S £l
(2) the monitored area is in such detail restricted so that the controller can
assure the approval from the data subject prior to entering the area and it is
not an area that the data subject as a citizen is entitled to access.
BRI, EEE 3T —F FRDD YL XKIBINLD ADHNT K 215028 %
RAECEDINTEEMICHIRS LTI, Eo, HTRELTOT —ZEENT 71X
TELXKILTIT WG G,

107. These guidelines do not aim to identify what is considered a compelling legitimate
interest (Article 21 GDPR).
KITARTA AT AT 2L p 2777200 TE 2 72F] 35 (GDPREE215%) L ARSNOH DERFE
THIEEZARELRRY,

108. When using video surveillance for direct marketing purposes, the data subject has
the right to object to the processing on a discretionary basis as the right to object is
absolute in that context (Article 21 (2) and (3) GDPR).

FAV I e~ =0T 4 72 BREL CE T A BEREF AT 556, €O XRICBITHH
e RS DHERTHERI )2 D TH LT | 7 —F FARITH BOFEIT IV IR 2
RO EA T 5, (GDPREF215:521E ) NV 31H)

Example: A company is experiencing difficulties with security breaches in their public
entrance and is using video surveillance on the grounds of legitimate interest, with the
purpose to catch those unlawfully entering. A visitor objects to the processing of his or her
data through the video surveillance system on grounds relating to his or her particular
situation. The company however in this case rejects the request with the explanation that the
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footage stored is needed due to an ongoing internal investigation, thereby having compelling
legitimate grounds to continue processing the personal data.

Bil: R, OB AV OIZBNT, B2 T EXEZDSHMEER L RERAEEHEX
HEET, ELRRREHEEBICE T AR 2T L2 AL TS, S5RE DS, B J DR EDIRDL
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FORAES T 5,
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7 TRANSPARENCY AND INFORMATION OBLIGATION?®
BIAMEEE BB 576558

It has long been inherent in European data protection law that data subjects should
be aware of the fact that video surveillance is in operation. They should be informed
in a detailed manner as to the places monitored.'® Under the GDPR the general
transparency and information obligations are set out in Article 12 GDPR and
following. Article 29 Working Party’s “Guidelines on transparency under Regulation
2016/679 (WP260)” which were endorsed by the EDPB on May 25" 2018 provide
further details. In line with WP260 par. 26, it is Article 13 GDPR, which is applicable if
personal data are collected “[...] from a data subject by observation (e.g. using
automated data capturing devices or data capturing software such as cameras [...].".

RN D7 — 2 RFEETIX, 7 —F I, © T A TON TODZE 2k~
ThHESN T, 7 —FERIL, BEREITODGFTIC OV CGEIIZEHINHRET
0219, GDPRTIZ, ZHIMELEMICEA T 5 —KAVRFHZH125: L F TED TS,
201845 H 25 H |[ZEDPBIZ LV GRS/ H29 A 3 = 0 BN B BRI B -
DITART42-2016/679 (WP260) | Tli&, SHZRD5HMNFEH S TUD, WP26055267H(C

B TENT =23 T () (BT, I AT72E O AEbENT-T — 2 BUAZLE 3T —
HEGAY 7N =T &R AL C) B2 _ibf—&f{iiﬂr?g(ﬂ%%)Jl{zé%énﬂ\éiﬂ/\& 3 A
SNHDITGDPREE135:ThH D,

In light of the volume of information, which is required to be provided to the data
subject, a layered approach may be followed by data controllers where they opt to
use a combination of methods to ensure transparency (WP260, par. 35; WP89, par.
22). Regarding video surveillance the most important information should be displayed
on the warning sign itself (first layer) while the further mandatory details may be
provided by other means (second layer).

T ERIAR T DN EOHLERELBRL C, 7 —FE G EHRR TS
O, D T EZ A D THRIERICITO 2L T&E5H (WP26055 355, WP89%H

18 Specific requirements in national legislation might apply.
EWNZEDRE DS 2 2 d Lz
19 See WP859, Opinion 4/2004 on the Processing of Personal Data by means of Video Surveillance by Article 29

Working Party.
FLEERRICL D, ©TAEROHEC L ZMAT —2 ORI T 2 B R 4/2004, WP859 5
BX iz,
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7.1 First layer information (warning sign)

DN (B AEmR)

112. The first layer concerns the primary way in which the controller first engages with the

113.

data subject. At this stage, controllers may use a warning sign showing the relevant
information. The displayed information may be provided in combination with an icon
in order to give, in an easily visible, intelligible and clearly readable manner, a
meaningful overview of the intended processing (Article 12 (7) GDPR). The format of
the information should be adjusted to the individual location (WP89 par. 22).
FAREIL, HEEDNT —F EREEANEHDVEL O EE R HIETHD, BEEIL, 20
BXFEIZ IRV T, BT D IE A R U B SR A 2283 T& D, RARSNDIE#H
E BSITHRTE, 00007, PIHEICEE CEOBRET, TESIL TWDL IRV OE
WROHOME LRI T DD DT A LB GO TR 528723 T&% (GDPRH12
REBTH) ,, RO, 4 OLFN A THEISN I RETHD (WPBIFE221H),

7.1.1 Positioning of the warning sign
B S 0D R TN

The information should be positioned in such a way that the data subject can easily
recognize the circumstances of the surveillance before entering the monitored area
(approximately at eye level). It is not necessary to reveal the position of the camera
as long as there is no doubt as to which areas are subject to monitoring and the
context of surveillance is clarified unambiguously (WP 89, par. 22). The data subject
must be able to estimate which area is captured by a camera so that he or she is
able to avoid surveillance or adapt his or her behaviour if necessary.

I, 7 —Z EERPERIXIEICH ADHNT, BERORIAR G TR TEDIIIT
(BLZHDORES)ELETHNETHD, EDKBD IS TODDNT DUV TEER DA
7R BEAR ORI EARE 72> TR, AT DALIE Z B DN T DM BT 720
(WP89#i221H) , 7 —# FARIL, BatiA[EIREL . ITM IS U THLOITH & i o &
DI, HATIZHIAEND KA HEE TERTITRBR0,
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114.

115.

7.1.2 Content of the first layer
&1 JEONE

The first layer information (warning sign) should generally convey the most important
information, e.g. the details of the purposes of processing, the identity of controller
and the existence of the rights of the data subject, together with information on the
greatest impacts of the processing.?° This can include for example the legitimate
interests pursued by the controller (or by a third party) and contact details of the data
protection officer (if applicable). It also has to refer to the more detailed second layer
of information and where and how to find it.

F T O CE SRR Tl — RPN RS RGBTk B B OFER
B DH T, *@5]5{4:@1@%1 DIAE, KON Db REZRZEI OV TOFH
728 AR HRETHAHD, ZhUZiL, BlAIE, BEE CUTE =) 13 BR T H1E 4727
w0 LM T 5 E) 7 — A IREA T 4 — ORGSR E ORI A B HHTENTE
%o Fiz, BB TIL, LITFEMRFEJFOMERE, THAEZTEDIDITHERE TE LMD
WTE A LRITUEZRB7000,

In addition the sign should also contain any information that could surprise the data
subject (WP260, par. 38). That could for example be transmissions to third parties,
particularly if they are located outside the EU, and the storage period. If this
information is not indicated, the data subject should be able to trust that there is
solely a live monitoring (without any data recording or transmission to third parties).

SHIT, ZOFERIZ ”’—53‘5{212753‘?".EEL’C11\iﬁb\ﬂﬁﬁ‘ﬁ@&)é$¥élﬁ'§ﬁ“é%$&%
BHHRETHD (WP2605381H) . ZAUZIX, B2 =B ORE FRHCEDH =
DEUBSMIAFTET 256) . KORIEHIHNAEZ 2 biLd, 2O HRNBERIIL TN
BT A ERIT (T 2D U = FICRESND L) TAT D BT
NTCWDHEEFHLTLEIEAD,

20 See WP260, par. 38.

WP260,

RZ 77738 BSBEIN- 0,
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Example (nonbinding suggestion):

Bl (R DIRVRE) -

Video surveillance!
ETFAEREITo TWNET !

Identity of the controller and, where applicable, of the controller’s representative:
FHEOY T, KOS T 2SR EREONRILADL T

Contact details, including of the data protection officer (where applicable):

T2 Ri#A T 1 — AT IR ObOEET, HEEOFEM

Information on the processing that has the most impact on the data subject (e.g. retention period or live
monitoring, publication or transmission of video footage to third parties):

T2 EWRICR L R RIF TR VIS D1 (B2, EFAREOREHM, 37 A 7

Bl ADEFS U< 18— E ~D%(E) -

Purpose(s) of the video surveillance:
T ABEHO AR

Further information is available:
EINEARIZLL T CHERR T &
g
* via notice
piiibsl
* at our reception/ customer
information/ register
YA/ TG REE R/ B
« via internet (URL)...
A Z—xvk (IRL) ...

Data subjects rights: As a data subject you have several rights to exercise, in particular the right to request
from the controller access to or erasure of your personal data. For details on this video surveillance including
your rights, see the full information provided by the controller through the options presented on the left.

F—F EEWOMER : Hroizix, F—F FRE LT, WL ODOHER, BHIChRIEZOEAT—4 ~D
T IR AIEEOMEEEIHFICERT DM ZATHETCEET, bR-OENEEL o7 A
EOFERZ DWW T, ZHNCFR S8R A U CFBE I L » Tttt S n b e iids =
ZL &N,

116.

7.2 Second layer information

H2RE DI
117.

The second layer information must also be made available at a place easily

accessible to the data subject, for example as a complete information sheet available

at a central location (e.g. information desk, reception or cashier) or displayed on an

easy accessible poster. As mentioned above, the first layer warning sign has to refer

clearly to the second layer information. In addition, it is best if the first layer

information refers to a digital source (e.g. QR-code or a website address) of the

second layer. However, the information should also be easily available non-digitally. It

should be possible to access the second layer information without entering the

surveyed area, especially if the information is provided digitally (this can be achieved

for example by a link). Other appropriate means could be a phone number that can

be called. However the information is provided, it must contain all that is mandatory

under Article 13 GDPR.
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118.

119.

o, FEOERIT, T —F ERNEHCT 7B ATELLAT, FIAIEEERGHT (1
THA—=T AL T AY A LU ICEMNIEREN AT T, TRt i
25T XITBEGHIZT 7B ATELRAZ —IZFRKR LTI B0, Bk D XS, 51
JB DB EIERIT 2B O WA VIIC ST ONER DD, SHIZ, HIUEOE R E2/E
DT VENT =5 —=A(QRA—RRT =7 HA DT RLARE) B HL TOFUTNART
T L, ZOERIZT VAV TRED G ITHER TELL O TRITIUTRD EE
Poo FEIZIE WA T VAN TR T 256 1213, RO RIS H ANDZE72<H
JEDIHFHIZT 7 BEATEDLIDNCTHRETHD (ZiUL, TV 7 a5 L THRB T
%) o ZOMDOBEYI R T-EELTIL, WAL EE S22 HEN DD, FiRe
EDIHFETRAT HIZL Th, GDPRE1BHFTHESHITHNTWDT R TONEE
EOIRTIUTRBTR N,

In addition to these options, and also to make them more effective, the EDPB
promotes the use of technological means to provide information to data subjects.
This may include for instance; geo-locating cameras and including information in
mapping apps or websites so that individuals can easily, on the one hand, identify
and specify the video sources related to the exercise of their rights, and on the other
hand, obtain more detailed information on the processing operation.

ZNHDBIURITINA . Fo, ZNHE2IVRIRINCT 5720, EDPBTIL, 7 —# F{KIZ
THRARUET D7D IZHI F R 2RI 3522 HERL T0D, ZAUZiX, BRI ERE
WHRREZ AN A T AT R B L M7 7 V00 =7 YA MIAF Mz fefli 228 T HAN
H AT bOMERTEIC B T8 T 47 — &Y — A% R E TEDHIOITL, 5 CITHH ¥
BT 2 L0FEME A TG CEDIDNTT LR EH LD,

Example: A shop owner is monitoring his shop. To comply with Article 13 it is
sufficient to place a warning sign at an easy visible point at the entrance of his
shop, which contains the first layer information. In addition, he has to provide an
information sheet containing the second layer information at the cashier or any

other central and easy accessible location in his shop.

Bl: EENEDOTEEERL TS, 1355 H5F 572012, BHIEDOAYODE
IR TEEFNH VB OFERN & ENEE R TR 2 EHI 0 THD, &6
W2 JEEIEDOL P EDMDBEENOEGIT 7B AL T WG AT E 2 O #x
ELERENAFT TV EBEIRT TGN,
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8 STORAGE PERIODS AND OBLIGATION TO ERASURE

120.

121.

RAF I & VH B
Personal data may not be stored longer than what is necessary for the purposes for
which the personal data is processed (Article 5 (1) (c) and (e) GDPR). In some
Member States, there may be specific provisions for storage periods with regards to
video surveillance in accordance with Article 6 (2) GDPR.

ENT =21, AT =23 Bl id B AN BRI 2B 2 TRAFT 52T T
72N (GDPREES S 1 (c) e UNe)) o —HERDOINEAETIL, GDPRE6SH I SE, B
T A AN T AR I OO TR E 2 E O TV DR 01395,

Whether the personal data is necessary to store or not should be controlled within a
narrow timeline. In general, legitimate purposes for video surveillance are often
property protection or preservation of evidence. Usually damages that occurred can
be recognized within one or two days. To facilitate the demonstration of compliance
with the data protection framework it is in the controller’s interest to make
organisational arrangements in advance (e. g. nominate, if necessary, a
representative for screening and securing video material). Taking into consideration
the principles of Article 5 (1) (c) and (e) GDPR, namely data minimization and storage
limitation, the personal data should in most cases (e.g. for the purpose of detecting
vandalism) be erased, ideally automatically, after a few days. The longer the storage
period set (especially when beyond 72 hours), the more argumentation for the
legitimacy of the purpose and the necessity of storage has to be provided. If the
controller uses video surveillance not only for monitoring its premises but also
intends to store the data, the controller must assure that the storage is actually
necessary in order to achieve the purpose. If so, the storage period needs to be
clearly defined and individually set for each particular purpose. It is the controller’s
responsibility to define the retention period in accordance with the principles of
necessity and proportionality and to demonstrate compliance with the provisions of
the GDPR.

NT =25 /A7 T D ERH LGNNI NICE SN A RETHD, —fi
(2 BT AR TONDIEY 2R B EIT, MEEDIRELCIELO R ETHDHI LN L,
W FEAELHEEFIL A28 DINICR#EID, 7 — 2 REOPA A T L TV D e
R GRERT 272010 FRNTHEMRI 2B (BT BHEIISU T, BT A Mg D
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122.

IV== 7 ATV RETORELANEG4 T 5728) 2170 ZLIZEBA OFIZRITRD,
GDPREB5H1H (c) X VNe) DA, D EVT —Z D i/ IMb K OIRAFOHI IR 2 8925
LFEAE DT E (BIAIX, AT RIS 5 B IRE) BT — 22 RN
HRICHBIICIHE TS THD, RIFAMIR A RCRESTDIZE (FRCT2R R ZE X
). BROELMELRAFOMLIEMEIT DN T, KOZL Ol AR T HEDR DD, B HHE
0, BT A ERABHANOERDOT2O 2T TR 7 =2k F T 220 BN T 55
B BEAIE, BREER T OO EERIRF T DL ENDH L L2 RFAEL 22T ITR5
RN, TG E | RAFHIRZ AR ER L, 220 BT LB BN R E D0 203
0%, B IIE, BBV R OEBIMED JFRANHE > THRAE B ZEWD | £, GDPROK
TEDREST Rt TN DD,

Example: An owner of a small shop would normally take notice of any
vandalism the same day. In consequence, a regular storage period of 24
hours is sufficient. Closed weekends or longer holidays might however be
reasons for a longer storage period. If a damage is detected he may also
need to store the video footage a longer period in order to take legal action

against the offender.

fl: INSTRETHIUT BEEAT 20T oNIZ D HIIE ERRMASTH A, £D
7 BH ORAFHRIT2405H T4 THD, Lol HIEL TODERR LR
WBIE, BRI Z RS TDBEDN DD, Fio, HEELF R LG AL, LFREIS
KU CIEMRE A UL JEED © T BB A E T OS5 L0b R IR F
TOMEMELHLNH LR,
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9 TECHNICAL AND ORGANISATIONAL MEASURES
AT B OVRELARR A 7 4 1
123. As stated in Article 32 (1) GDPR, processing of personal data during video
surveillance must not only be legally permissible but controllers and processors must
also adequately secure it. Implemented organizational and technical measures
must be proportional to the risks to rights and freedoms of natural persons,
resulting from accidental or unlawful destruction, loss, alteration, unauthorized
disclosure or access to video surveillance data. According to Article 24 and 25 GDPR,
controllers need to implement technical and organisational measures also in order to
safeguard all data-protection principles during processing, and to establish means for
data subjects to exercise their rights as defined in Articles 15-22 GDPR. Data
controllers should adopt internal framework and policies that ensure this
implementation both at the time of the determination of the means for processing and
at the time of the processing itself, including the performance of data protection
impact assessments when needed.

GDPREFI2FLFAHICHES LD IO, BT A ERIZBIT DN T —Z DI, 14
HUNZFFASILTWDTET TR B BE R OB S e+l gL 2T ides
7R, FERES AU ARRRAY B OB RO B L. &7 ARG SR OB T8 ) S A0l
B, & A RERBREITT 7B AL TAEL D BRADHER R UE BHA~DY
A7 HBIRY RS D TRRT T2 B2, GDPREF245: L V2551 X, EBLE I,
FRNCENWTT RN TO T —2RGERAZREL | £727 —Z ERPCGDPRF 15570
225 TITED D HODOMERNZATIE T2 FBRZMENL T D706 HiTh) K ORLRRA Za 4
EE I DNENDD, T —HEHE L, LEIDNC T, 7 — 2R ARG O i &
8 BB NFBEOTRE I K O BB O[] 1238 T, ZOE &I T DN 7L
— LU= RORI—% AT 0B HD,

9.1 Overview of video surveillance system
BT A B AT LD
124. Avideo surveillance system (VSS)?! consists of analogue and digital devices as well

as software for the purpose of capturing images of a scene, handling the images and

2L GDPR does not provide a definition for it, a technical description can for example be found in EN 62676-1-1: 2014
Video surveillance systems for use in security applications — Part 1-1: Video system requirements.
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displaying them to an operator. Its components are grouped into the following
categories:

T AR AT A(VSS) 2N, HDO K RO B EZTIAL D DE D Th- T, B4
RLPRL , AL —RIZRRT D7 T 0l R ONT UHVAEE R DY 7 =7 CHERS LD, &
DORERREEFRITLL T OF BRSNS,

* Video environment: image capture, interconnections and image handling:
U ABREL : B OERVIA I AR, BRALEE,

o the purpose of image capture is the generation of an image of the
real world in such format that it can be used by the rest of the
system,

B A IATe BT, IR OBG 2 AT AOMOFERE THH TE
LI THEKT DI EICHD,

o interconnections describe all transmission of data within the video

environment, i.e. connections and communications. Examples of
connections are cables, digital networks, and wireless
transmissions. Communications describe all video and control data
signals, which could be digital or analogue,
FAEHELIE, BT AMBNOT R TOT —Fnik, T7Rbbiilm
BafEd, B PEOBIX, r—T v, TV Ry T —7 | S OV
RETHD, WEEIL, TUFNVEILT T OFT X TOETHBLIO
HlE T —2E 2R T,

o0 image handling includes analysis, storage and presentation of an

image or a sequence of images.
BRI, B ST EDBEHE DT IR AF FRDE END,
*  From the system management perspective, a VSS has the following logical
functions:
VAT NEBOBLEDG, VSSIZIXLL T O BRI EED 5D,

o0 data management and activity management, which includes

handling operator commands and system generated activities

(alarm procedures, alerting operators),

GDPR TII ZDEHRZED T, Flz ¥, HEMiEtHIE TEN 62676-1-1:2014 ¥ 2V 74 - 77
V7 —2a vy TCHMHEINAETFTAERS ZAT AL - N—F - €T F - VAT 08 ] TROF 22 &R
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125.

T—RERET VT AETAE R, 2T, AL — DI U ROV A
TLWERT DT 7T 48T 4 (EETFINE, AR —F~DEE) OILE]
WEEND,

o0 interfaces to other systems might include connection to other
security (access control, fire alarm) and non-security systems
(building management systems, automatic license plate
recognition).

DL AT LEDALZ—T == A, DO EF 2V T AT L (AR
SEE L KSR X2V T AV AT A (ENVEH AT A HE b
ST o =TV — 8k LOHER G ENDHE D DD,
*  VSS security consists of system and data confidentiality, integrity and
availability:
VSSDOEF 2T 1%, VAT LET —H DO, seaME, TN CHRERSH
%o

o0 system security includes physical security of all system components
and control of access to the VSS,
VAT LetF 2 )T A, TRTOVAT MEREROY N X =)
TAEVSS~DT 7 AHMEHN G ED,

0 data security includes prevention of loss or manipulation of data.
T =X VT AT T A DOBRERLUS VDY E D,

IR DIRY AT L e de {4 AL B

Activity and Data Management Interfacing to Other Systems
TIT 4 BT 4 ROT — 2 EHL D AT & DA 2 H—T = —AHEHE

AT I e x

Figure 1- video surveillance system

B - BT R T A
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126.

127.

9.2 Data protection by design and by default
T =R T A KON T T /R
As stated in Article 25 GDPR, controllers need to implement appropriate data
protection technical and organisational measures as soon as they plan for video
surveillance — before they start the collection and processing of video footage. These
principles emphasize the need for built-in privacy enhancing technologies, default
settings that minimise the data processing, and the provision of the necessary tools
that enable the highest possible protection of personal data®?.
GDPREE25KICHESN TNDIOIC, FHH L, B 7 AR A FHE LR 5T, D FED
E T A WUR DI L R BR 4GS DRI B 81727 — Z ARG D BN K OHLAR A
Z IS DUNENDD, ZHHOJRANE, MAAFENTZT T A —iR LN, 7 — 2 DR
PNZ /NI Z DHIHIERE . e OME N T — 2 2 e KERICORE T 272D I By —
VMRS D LB AR 522,

Controllers should build data protection and privacy safeguards not only into the
design specifications of the technology but also into organisational practices. When it
comes to organisational practices, the controller should adopt an appropriate
management framework, establish and enforce policies and procedures related to
video surveillance. From the technical point of view, system specification and design
should include requirements for processing personal data in accordance with
principles stated in Article 5 GDPR (lawfulness of processing, purpose and data
limitation, data minimisation by default in the sense of Article 25 (2) GDPR, integrity
and confidentiality, accountability etc.). In case a controller plans to acquire a
commercial video surveillance system, the controller needs to include these
requirements in the purchase specification. The controller needs to ensure
compliance with these requirements applying them to all components of the system
and to all data processed by it, during their entire lifecycle.
EHEL, T RE LT T AN — R E A BAR OB FHERRIZ T T Rk D]

TICHAHAA T LB DD, AR BATICEL T, BB L, W E T — AU — %

22 WP 168, Opinion on the "The Future of Privacy", joint contribution by the Article 29 Data Protection Working
Party and the Working Party on Police and Justice to the Consultation of the European Commission on the legal
framework for the fundamental right to protection of personal data (adopted on 01 December 2009).

WP168. [ 754 "y —okf] BT A2ER, F205%&7 — X R#EETAB I OER L FRICET 21E
EHaic kB, AT — 2 ARHE D HARRMEN I BY 2 ERIEE A B 2 MR B 4 0 3~ o LR EH ik
(2009 4E 12 A 1 BIZIR),
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L, E 7 A BRI B 2R o — L R i L, Fhi T 20 BER DD, Hilir7asl
BT, VAT AOHERCH FHTIE, GDPRESSICHLE S JF A (ko e,
HE L O T —#DRE, GDPRE 255 F2H D ERE TOT — X i /M T 74V, 58
BVELHIENE, 7D AU TA7RE) IS TN T — 2 RO 1D DB A2 F b H
ECThD, BEHEDREEAC T AR AT LOMAZFITHL CWDHE ., ZOEE L
HEANT DO EIC IO OB EZE D DLNERD L, BEHEIL, TOVAT LADOHLD
DR E R LUV ER D569 5T — X ZNOLDEHEZFEA L, AT LDTA
TY AV N RRZ L CEA A~ OMSTF AR T DI DR DD,

9.3 Concrete examples of relevant measures
B89~ S HTE D B AR

128. Most of the measures that can be used to secure video surveillance, especially when
digital equipment and software are used, will not differ from those used in other IT
systems. However, regardless of the solution selected, the controller must
adequately protect all components of a video surveillance system and data under all
stages, i.e. during storage (data at rest), transmission (data in transit) and processing
(data in use). For this, it is necessary that controllers and processors combine
organisational and technical measures.

E T AR DR 2V T A 2 MR T 272D ITF I CEOHE D KT, KT V2V EERR
VTN =T HAER T 556 MDITV AT ATH T HFEEE DL, Ll #iR
LTSRN 06T FEE X, BT ARV AT LDOHLP LR ER L T —
., HOWDDERE, DEVIRAF (P 7 —2) | 1285 (XET —2) L OHHRW (7 —
2) 72 L CHEUNARFE L 22T U2 D780, 27 ITIT, FERE LALEEE DRI & OV
TR E A B DO DR B D,

129. When selecting technical solutions, the controller should consider privacy-friendly
technologies also because they enhance security. Examples of such technologies are
systems that allow masking or scrambling areas that are not relevant for the
surveillance, or the editing out of images of third persons, when providing video

footage to data subjects.?® On the other hand, the selected solutions should not

23 The use of such technologies may even be mandatory in some cases in order to comply with Article 5 (1) (c). In
any case they can serve as best practice examples.

FBSEF1HEHCICHEHAT 2720, 20 L) Lo ARSBETE 2D L) hGEAEdDH L, wIhicE
I, ZTNOREHOEMEHIE 2D 5 3,
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130.

131.

provide functions that are not necessary (e.g., unlimited movement of cameras, zoom
capability, radio transmission, analysis and audio recordings). Functions provided,
but not necessary, must be deactivated.

Fo, BT ) 2 — 2 a @I T OBE, B EE L, B2 T &b T oLV OB
T, T IAN—ICEE LT E i a2 B R T 2N EN DD, ZDIHRBAMrofIL, 7—4 3
RICE T ARG ZfRIET DB, B B AR OV KilE < Ax 7 IAY T T
JALEE 52 & SUTH =F OB ERE T DIEN TR AT L ThD, 2, i)y T, &
IRUTIFRRD NETBERE (AT O HERIR72FEM], X — LHERE BERURIE . o#T. B
FUERR L) AR TIIRB70, FEINTODH DD, LEDZRWEERRITE I L2T
TUTZRBTR0N,

There is a lot of literature available on this subject, including international standards
and technical specifications on the physical security of multimedia systems?4, and the
security of general IT systems?®. Therefore, this section provides only a high-level
overview of this topic.

ZDOT—=IZOWTIX, YT AT AT VAT LOYE X 2 ) T 4R TV AT K42
R DEF 2V T 4B BT DEFEBUS I AR E | Z<DOBRPFAET D, LT23> T,
RETIL, ZOT = IZOWTOMEDHFHA T 5,

9.3.1 Organisational measures
FHAR A 22 R 1

Apart from a potential DPIA needed (see Section 10), controllers should consider the
following topics when they create their own video surveillance policies and
procedures:

EHET, O A AT A COT M OFHERE T DI, 7 — 2R
A (DPIA) (10 #2222 IR) L BEL/R D ATREVELIAMTE | LU R ORA L M B fE T H~&
Th b,

2 IEC TS 62045 — Multimedia security - Guideline for privacy protection of equipment and systems in and out of

use.

IECTS 62045 - <A F AT 4T +2F¥a )74 -fFATROFEAL CoRWERL AT LD T T4 N
—RFEICEHT AV TA v,

25 ISO/IEC 27000 — Information security management systems series.

ISO/IEC 2700 - e ¥ 2 Y 7 4 BH L R 7 LD ¥ ) =X,
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* Who is responsible for management and operation of the video surveillance

system.
U T AR AT AOE B ONE O BT,

* Purpose and scope of the video surveillance project.
T AR 7 a7 b H ) EEF,

» Appropriate and prohibited use (where and when video surveillance is
allowed and where and when it is not; e.g. use of hidden cameras and audio
in addition to video recording) 2¢.

W7 G ELEIE SV TWDIE I T (B 7 A B TR SO T LRI &7
SNRWG TSR] B 2 e T A SRS 2 CRRL A AT Je OV 75 O ) 28,

* Transparency measures as referred to in Section 7 (Transparency and
information obligations).

FTE (BEPMELEHRICER T 28E) T3 ASIL TV EAPMEIC T 2 (&,

* How video is recorded and for what duration, including archival storage of
video recordings related to security incidents.

X aUT AT UM LB T A B DA — U ~DRE S BT
T2kl 9% I 15 o OVRE
*  Who must undergo relevant training and when.
ESPACIVAT | g DRAN DR AN = CAN SYANTAS /Al 53 i N
* Who has access to video recordings and for what purposes.
U T AR T 7 ATELEH LD HIT,

* Operational procedures (e.g. by whom and from where video surveillance is
monitored, what to do in case of a data breach incident).

T (BI2E, B 7 T CEET2E K OEERL TG, 7 —2RE
VT U NIRRAELTZGE OXIR)

* What procedures external parties need to follow in order to request video
recordings, and procedures for denying or granting such requests.

SMRD B HFHZ DT A FREZ E R T DD B EOH LT, kL OZD L7
PR AR XL AUTIRGE T 272D O Fii,

* Procedures for VSS procurement, installation and maintenance.

VSSEFHE, FRE L, AT TV AEITITO DT,

%6 This may depend on national laws and sector regulations.

hid, EIPREROEERMICN S 2 HElIcEG SN2 56085 5,
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132.

133.

134.

* Incident management and recovery procedures.
AT U NE B K OE IH Fi,

9.3.2 Technical measures
Bttt

System security means physical security of all system components, and system
integrity i.e. protection against and resilience under intentional and
unintentional interference with its normal operations and access control. Data
security means confidentiality (data is accessible only to those who are granted
access), integrity (prevention against data loss or manipulation) and availability
(data can be accessed when it is required).

VAT bt H2YT AL, HOWHY AT MERER OB R 2D T4 KA
TaD5EaM, DED, B R OER MR IE R RBE~ DRI oR#ELEE
1 BEOT 7R IZ D, 72X 07813, BB (0 7B AZFF S —F
—DHRINT =T 7 RATELHZE) | etk (7 —ZOBREIUS 2L LT
AN (MEREEICT —HIIT 7 BATELZE) 2N,

Physical security is a vital part of data protection and the first line of defence,
because it protect VSS equipment from theft, vandalism, natural disaster, manmade
catastrophes and accidental damage (e.g. from electrical surges, extreme
temperatures and spilled coffee). In case of an analogue based systems, physical
security plays the main role in their protection.

MBI X 2T 413, 7 — 2 RGEITHRD THEZRE ) ThHY , VSSHERRA W, il
1%, BARICE . NBRYRREE | ROMBFRIEE (B2, ERY—, ik
B ZIENTza—b =) OIRET DD DRI OB FE Th D, 7 ns X—2ADv
AT LDOYE BRI B 2V T A MR D &2 BT,

System and data security, i.e. protection against intentional and unintentional
interference with its normal operations may include:
VAT BROT —=Z0OEX2DT 4, OFD HOREHIH T RN L OEHA T
WIS T DR8I, LT 2B Te 2L TED,
* Protection of the entire VSS infrastructure (including remote cameras, cabling

and power supply) against physical tampering and theft.
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wEie) DR,

* Protection of footage transmission with communication channels secure
against interception
5% SHRVIBIE FRIC I DM R L D IRGE

* Data encryption.
7 =25 b,

* Use of hardware and software based solutions such as firewalls, antivirus or
intrusion detection systems against cyber attacks.
TFAT D F =) UANVZRR T AN—BRI ST HRARIN S AT L7 E
DN=RT 2T KT R 2T « _X— 2D OF H,

* Detection of failures of components, software and interconnections.
s, Y7 =7 RO AR A O < DR E ORI,

* Means to restore availability and access to the system in the event of a
physical or technical incident.
W BRE) S TEATAY R RIED . AE LT BRI, W RS S AT LD T 78 A% 5T
ERAETES

135. Access control ensures that only authorized people can access the system and
data, while others are prevented from doing it. Measures that support physical and
logical access control include:

TZRARIEI, BTSN ANV AT LRT — AT I ATE, o Nk pT 7
TADY AT D, WEREY I OGR BRI 727 7 A2 S T 45 BT LL FIZh o
D,

* Ensuring that all premises where monitoring by video surveillance is done
and where video footage is stored are secured against unsupervised access
by third parties.

E T A REERIC I DR G X O T A WG DMRAFS N D H O DR s A3 5 =&
KB TN T 7B A DIRESNDIOfER T HZ L,

* Positioning monitors in such a way (especially when they are in open areas,
like a reception) so that only authorized operators can view them.

(FRIZ, A2 8 OB 72 KIS C R E S TWOD IS0 7l St~ —4
DHNE=F =2 RHZEINTEDLII R EICE =S —Z R E T DL,
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Procedures for granting, changing and revoking physical and logical access
are defined and enforced.

WP e O BRA 7 7 2 A2 7F Al L, R L, BOTE 720 D Ffpiis O biv, 52
fishTnaze,

Methods and means of user authentication and authorization including e.g.
passwords length and change frequency are implemented.
INAT—=RORIPERMBERE | 2 —P —BIEK QIKGED 72O D IELFEN
EhaSi bz,

User performed actions (both to the system and data) are recorded and
regularly reviewed.

2= PR (AT LET —FOW ) HBFiskSiv, EMRICTFT =y 7S
TNHZE,

Monitoring and detection of access failures is done continuously and
identified weaknesses are addressed as soon as possible.

T 7B AREE OB LRI DSHOEA AT DI, FEE SIVMaFS D ] K B R)
(LS TND T L,
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10 DATAPROTECTION IMPACT ASSESSMENT

7 — SRR

136. According to Article 35 (1) GDPR controllers are required to conduct data protection

impact assessments (DPIA) when a type of data processing is likely to result in a
high risk to the rights and freedoms of natural persons. Article 35 (3) (c) GDPR
stipulates that controllers are required to carry out data protection impact
assessments if the processing constitutes a systematic monitoring of a publicly
accessible area on a large scale. Moreover, according to Article 35 (3) (b) GDPR a
data protection impact assessment is also required when the controller intends to
process special categories of data on a large scale.

GDPREE355EE 1 LA, HOFEEHD 7 — 2B\ DY H IR A OHER] S O T
TOBMNIAZERAESE LB ENN DL 6 EEHE 1T T — 2 IRE R (DPIA) 252
i3 DL ROBND, GDPREI55HIE(C) Tld, Bk WA %I T 7 £ A RGeS
AT R ASRRICE AR 20 O TH DG . DPIAZ FEi 2 MR HEMEL T
%o ST, GDPRHE354FEIH (DN LT, B ELE DNFFRIZR B D 7 — 2 2 K HURIZHY
WOV AT, DPIAD RO HID,

137. The Guidelines on Data Protection Impact Assessment?’ provide further advice, and

more detailed examples relevant to video surveillance (e.g. concerning the “use of a
camera system to monitor driving behaviour on highways”). Article 35 (4) GDPR
requires that each supervisory authority publish a list of the kind of processing
operations that are subject to mandatory DPIA within their country. These lists can
usually be found on the authorities’ websites. Given the typical purposes of video
surveillance (protection of people and property, detection, prevention and control of
offences, collection of evidence and biometric identification of suspects), it is
reasonable to assume that many cases of video surveillance will require a DPIA.
Therefore, data controllers should carefully consult these documents in order to
determine whether such an assessment is required and conduct it if necessary. The
outcome of the performed DPIA should determine the controller’s choice of

implemented data protection measures.

2T WP248 rev.01, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is
"likely to result in a high risk" for the purposes of Regulation 2016/679. - endorsed by the EDPB

WP248 rev.01, 7 — X {RH#EFEZEN (DPIA) 1CBI$ 2., MU 2016/679 HRIo HRICET L CALEEAS T Y
27 BAREE S E] A BT B3 H A4 ¥ 4~ -EDPB IC X Y &ER
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138.

DPIAIZRHT AR T AL 2T TCIL, SB705 T RANAARELOEEMZ 5] (51 21X T i 5 1
B LEEATIEER T D20 DI AT AT LAOFI 1 728) 2424695, GDPR35%
FATHI, A EEREEI . B EWNTDPIAREE ST AL WD IR G OFEFH DY A
NRTDHIEERDTND, ZHHDOYANTEE  BEHEOD =7 A MIfg#iSiL T
%, BT A EEAAOHAN7 B B (N EOIRTE  JLIEOR N - B 1k | GO,
Wk DEMRTRAE) 25258, BT A EARDZL D7 —ATDPIAN KB 2B 2 HT
ENZETHD, L3> T, 7 — X EEHE 1L, DPIANLENEIDE M 572512, 2
NoD L HELEERSS BT DL EN DD, FITSHIZDPIADRE RIZL T, FHEE R HE
Wi %7 — Z R HEHE ORIBREDI LT TH D,

It is also important to note that if the results of the DPIA indicate that processing
would result in a high risk despite security measures planned by the controller, then it
will be necessary to consult the relevant supervisory authority prior to the processing.
Details on prior consultations can be found in Article 36.

F7o. DPIADFE RN EBE DSEFHE L7 EX 2 U 7 xR IZH 00 b H T, Bl IC kD
LWIRZBPAESHZ 2R 5E12E, BB A B4 5 BB R L ik T D 02030
DRI T OZELEETHD, FATHHEOEMIT, H36RITHESNL TN,

For the European Data Protection Board

MM T — 2R
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B
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